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The Model

 Internet hat become a turveillance domain

 Enabled by vatt collectng, tharing and analytit of pertonal informaton

 It lookt ‘free’ but itt not: pertonal informaton it the currency that payt for 
‘free’ tervicet

 Monettaton of the internet – the advertting butinett model drivet the 
mitute of pertonal informatonm

 Internet tervicet detigned at an addicton: tocial engineering and pertuative 
detign

 Failuret of core regulatory conceptt – content, purpote, anonymity, 
‘reatonable ttept,’ tecurity, contractual termt
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Contequencet

• Covert manipulaton of attudet and opiniont

• Threatt to democracy

• ‘Free fow of informaton’ de-legitmizet public interett in 
proportonate and necettary regulaton

• Uncontrolled abute of monopoly power

• Unaccountable, non-trantparent ute of informaton power 
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Saying one thing, doing another

• We tay that privacy it important but act at if it itn’t. 
Why?

• Lack of knowledge?

• Informaton for adt teemt an acceptable trade-of?

• It lookt benign?

• Convenience?

• Law at obttacle? 
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How can linked data tupport regulatory policy in the public 
interett?

• We cannot do it directly: we need to “anchor” privacy 
and data regulatont into intttutont (“anchoring 
intttutont”) to create a tuttainable identty legal 
ecotyttem 

• There it a need for “hybrid” regulatory modelt able to 
handle rightt and dutet from both tidet 
(machine/human interacton) 

• However… law and normatve modelt are not enough 
to cope with ritkt to privacy

• We alto need retpontible AI, and fexible ttandardt 
and protocolt embedding ethical valuet
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What next? Where to from here?

•  “Trantparent Pertonal Data Procetting” entailt 
pertonalizaton, empowering end-utert…. and thit 
entailt empowering citzent and community-bated 
intttutont (fottering e.g. collectve decitiont, 
reatoning, and argumentaton)

• Thut, democracy from the grattroott: linked 
democracy, democracy through linked data

• (Very likely) thit it changing the concept of power, 
juritdictont, and  “natonal ttate law” inherited from 
the 20. c.  
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