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SDK Documentation
SDK Overview

Last updated : 2024-06-25 10:53:13

Tencent Cloud COS provides a variety of APls and SDKSs for developers. The following table lists the SDKs supported
by COS and the corresponding quick start documentation, based on which you can complete SDK download,

installation, initialization, and more.

SDK Quick Start Documentation
Android SDK Getting Started with Android SDK
C SDK Getting Started with C SDK

C++ SDK Getting Started with C++ SDK
.NET SDK Getting Started with .NET SDK
Go SDK Getting Started with Go SDK

iOS SDK Getting Started with iOS SDK
Java SDK Getting Started with Java SDK
JavaScript SDK Getting Started with JavaScript SDK
Node.js SDK Getting Started with Node.js SDK
PHP SDK Getting Started with PHP SDK
Python SDK Getting Started with Python SDK

Mini Program SDK

Getting Started with Mini Program SDK
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Preparations

Last updated : 2024-06-25 10:53:13

The following terms may be involved when you use the SDK:

Term Description

APPID A unique user-level resource identifier for COS access. It can be obtained at Manage API Key.
Secretld A developer-owned secret ID used for the project. It can be obtained at Manage API Key.
SecretKey A developer-owned secret key used for the project. It can be obtained at Manage API Key.
Bucket A container used for data storage. For more information, please see Bucket Overview.

BucketName- Bucket name, with the value of APPID asits suffix. Example: examplebucket-
APPID 1250000000

Object A file stored in COS. It is the basic entity that is stored.

ObiectKe A unique identifier of an object stored in COS. For more information about objects and object
: Y keys, please see Object Overview.

Redion Region information. For more information about the enumerated values (such as ap-beijing, ap-
d hongkong, and eu-frankfurtplease), please see Regions and Access Endpoints.

ACL Access Control List, a list of access control information for a specified bucket or object. For

more information, please see ACL Overview.
Note:

If you encounter errors such as non-existent functions or methods when using the XML version of the SDK, please

update the SDK to the latest version and try again.
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Android SDK
Getting Started

Last updated : 2024-06-25 10:53:13

Resources

Download the XML Android SDK source code here.

Download the demo here.

For SDK APIs and parameters, see SDK AP| Reference.

For the complete sample code, see Sample SDK Codes.

For the SDK changelog, see Changelog.

For SDK FAQs, see Android SDK FAQs.

Note:

If you encounter errors such as non-existent functions or methods when using the XML version of the SDK, please

update the SDK to the latest version and try again.

Preparations

1. You need an Android app, which can be one of your existing projects or a new one.
2. Make sure that your Android app’s target APl level is 15 (Ice Cream Sandwich) or above.
3. You need a remote address where users can obtain your Tencent Cloud temporary key. For more information on

temporary keys, see Direct Upload for Mobile Apps.

Step 1. Install the SDK

Method 1. Automatic integration (recommended)

Note:
As the Bintray repository is no longer available, COS’s SDK has been migrated to Maven Central. The import path is

different and thus you need to use the new import path during the update.

Using the Maven Central repository

Add the following code to the project-level build.gradle file (usually in the root directory):

repositories {
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google ()
// Add the following line

mavenCentral ()

Standard SDK

Add dependencies to the app-level build.gradle file (usually under the App module).
dependencies {

// Add the following line

implementation 'com.gcloud.cos:cos—android:5.9.+"

Simplified SDK

Add dependencies to the app-level build.gradle file (usually under the App module).
dependencies {

// Add the following line

implementation 'com.gcloud.cos:cos—android-lite:5.9.+"

Disabling beacon reporting

We have introduced the Tencent Beacon into the SDK to track down and optimize the SDK quality for a better user
experience.

Note:

Datalnsight only monitors the COS request performance and doesn't report any business data.

To disable this feature, perform the following operations in the app-level build.gradle file (usually under the
App module):

For v5.8.0 or later:

Change the dependency of cos—android to

dependencies {

// Change to

implementation 'com.gcloud.cos:cos—android-nobeacon:x.x.x'

//For lite version, change to

implementation 'com.gcloud.cos:cos—android-lite-nobeacon:x.x.x'
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For v5.5.8-5.7.9:

Add the beacon removing statement

dependencies {

implementation ('com.gcloud.cos:cos—android:x.x.x") {
// Add the following line

exclude group: 'com.tencent.qgcloud', module: 'beacon-android-release'

Method 2: Manually integrate

1. Download the SDK version

You can directly download the latest SDK version here or find all versions at SDK Releases.
After downloading and decompressing the file, you can see that it contains multiple JAR or AAR packages as
described below. Please choose the ones you want to integrate.

Required libraries:

cos-android: COS protocol implementation

gcloud-foundation: foundation library

bolts-tasks: third-party task library

okhttp: third-party networking library

okio: third-party 1/O library

Optional libraries:

quic: QUIC protocol, required if you transfer data over QUIC

beacon: mobile beacon analysis to improve the SDK

2. Integrate the SDK into your project

Put your libraries in the app-module 1ibs folder and add dependencies to the app-level build.gradle file

(usually under the App module):

dependencies {

// Add the following line

implementation fileTree(dir: 'libs', include: ['*.jar', '*.aar'])

Step 2. Configure Permissions
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Network permissions

The SDK needs network permission to communicate with the COS server. Please add the following permission

declarationsto AndroidManifest.xml underthe app module:

<uses-permission android:name="android.permission.INTERNET"/>
<uses-permission android:name="android.permission.ACCESS_WIFI_STATE"/>

<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE"/>

Storage permissions

If you need to read and write files from external storage, please add the following permission declarations to

AndroidManifest.xml underthe app module:

<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE" />
<uses-permission android:name="android.permission.READ_EXTERNAL_STORAGE"/>

Note:

For Android 6.0 (API level 23) or above, you need to dynamically request storage permissions at runtime.

Step 3. Use the SDK

Note:

We recommend you use a temporary key as instructed in Generating and Using Temporary Keys to call the SDK for
security purposes. When you apply for a temporary key, follow the Notes on Principle of Least Privilege to avoid
leaking resources besides your buckets and objects.

If you must use a permanent key, we recommend you follow the Notes on Principle of Least Privilege to limit the scope

of permission on the permanent key.

1. Obtain a temporary key

Implementa BasicLifecycleCredentialProvider subclass torequestatemporary key and return the

result.

public static class MySessionCredentialProvider

extends BasicLifecycleCredentialProvider {
@Override
protected QCloudLifecycleCredentials fetchNewCredentials ()

throws QCloudClientException {

// First, obtain the response containing the key from your temporary key se
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// Then, parse the response to obtain the temporary key

String tmpSecretId = "SECRETID"; // SecretId of the temporary key
String tmpSecretKey = "SECRETKEY"; // SecretKey of the temporary key
String sessionToken = "SESSIONTOKEN"; // Token of the temporary key

long expiredTime = 1556183496L;// End timestamp (in seconds) of the effecti

// To avoid request expiration caused by the large discrepancy between the
// Time returning to the server as the signature start time
long startTime = 1556182000L; // Start timestamp (in seconds) of the effect

// Finally, return the temporary key object
return new SessionQCloudCredentials (tmpSecretlId, tmpSecretKey,

sessionToken, startTime, expiredTime);

The following takes MySessionCredentialProvider as the class name example to initialize an instance to

provide a key for the SDK.

QCloudCredentialProvider myCredentialProvider = new MySessionCredentialProvider () ;

Using a permanent key for local debugging

You can use your Tencent Cloud permanent key for local debugging during the development phase. Since this
method exposes the key to leakage risks, please be sure to replace it with a temporary key before

launching your application.

String secretId = "SECRETID"; // SecretId of the permanent key
String secretKey = "SECRETKEY"; // SecretKey of the permanent key

// keyDuration is the effective duration (in seconds) of the key in your request
QCloudCredentialProvider myCredentialProvider =

new ShortTimeCredentialProvider (secretld, secretKey, 300);

Using the server-calculated signature to authorize the request

Implement a subclass of QCloudSelfsigner to getthe server-side signature and add it to the request

authorization.

QCloudSelfSigner myQCloudSelfSigner = new QCloudSelfSigner () {
/**
* Sign the request

*

* (@param request The request to be signed
* @throws QCloudClientException Client exception

*/
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@Override
public void sign (QCloudHttpRequest request) throws QCloudClientException {
// 1. Pass the request parameters to the server to calculate the signature
String auth = "get auth from server";
// 2. Add the signature to the request
request .addHeader (HttpConstants.Header .AUTHORIZATION, auth);

P

2. Initialize a COS instance

Useyour myCredentialProvider instance that provides the key or the server-side signed and authorized
instance myQCloudSelfSigner toinitializea CosXmlService instance.

CosxmlService provides all APIs for accessing COS. We recommend you use it as an application singleton.

// Bucket region abbreviation. For example, "ap-guangzhou" is the abbreviation of t

String region = "COS_REGION";

// Create a "“CosXmlServiceConfig® object and modify the default configuration param
CosXmlServiceConfig serviceConfig = new CosXmlServiceConfig.Builder ()
.setRegion (region)
.isHttps (true) // Use the HTTPS request. HTTP is used by default
.builder () ;

// Initialize the COS service to obtain the instance
CosXmlService cosXmlService = new CosXmlService (context,

serviceConfig, myCredentialProvider);

// Initialize the COS service via the server-side signature authorization to get th
CosXmlService cosXmlService = new CosXmlService (context,

serviceConfig, myQCloudSelfSigner);

Note:
For more information on the abbreviations of the COS bucket regions, see Regions and Access Endpoints.

Step 4. Access COS

Uploading an object

The SDK supports uploading local files, binary data, URIs, and input streams. The following uses uploading a local file

as an example:

// Initialize TransferConfig. The default configuration is used here. To customize

TransferConfig transferConfig = new TransferConfig.Builder () .build();
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// Initialize TransferManager.
TransferManager transferManager = new TransferManager (cosXmlService,

transferConfiqg);

// Bucket name in the format of 'BucketName-APPID ' ('APPID  is required), which can
String bucket = "examplebucket-1250000000";
String cosPath = "exampleobject"; // Location identifier of the object in the bucke

String srcPath new File (context.getCacheDir (), "exampleobject")
.toString(); // Absolute path of the local file
// If there is an uploadId for the initialized multipart upload, assign the value o

String uploadId = null;

// Upload the file
COSXMLUploadTask cosxmlUploadTask = transferManager.upload (bucket, cosPath,
srcPath, uploadId);

// Set the callback for initializing multipart upload (supported starting from v5.9
cosxmlUploadTask.setInitMultipleUploadListener (new InitMultipleUploadListener () {
@Override
public void onSuccess (InitiateMultipartUpload initiateMultipartUpload) {
//The uploadId required for the subsequent checkpoint restarts
String uploadId = initiateMultipartUpload.uploadId;

}) i
// Set the upload progress callback
cosxmlUploadTask.setCosXmlProgressListener (new CosXmlProgressListener () {
@Override
public void onProgress(long complete, long target) {
// todo Do something to update progress...

P
// Set the response callback
cosxmlUploadTask.setCosXmlResultListener (new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
COSXMLUploadTask.COSXMLUploadTaskResult uploadResult =
(COSXMLUploadTask.COSXMLUploadTaskResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest request,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {

clientException.printStackTrace();
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} elsed
serviceException.printStackTrace();

}) i
// Set the job status callback to view the job progress
cosxmlUploadTask.setTransferStatelistener (new TransferStatelListener () {
@Override
public void onStateChanged(TransferState state) {
// todo notify transfer state

)

Note:

For the complete sample, please visit GitHub.

After the upload, you can generate a download URL for the uploaded file with the same key. For detailed directions,
see Generating Pre-signed Links. Please note that for private-read files, the download URL is only valid for a limited

period of time.

Downloading an object

// The advanced download API supports checkpoint restart. Therefore, a HEAD request
// If you are using a temporary key or accessing with a sub-account, ensure that yo

// Initialize TransferConfig. The default configuration is used here. To customize
TransferConfig transferConfig = new TransferConfig.Builder () .build();

// Initialize TransferManager

TransferManager transferManager = new TransferManager (cosXmlService,

transferConfiqg);

// Bucket name in the format of "~BucketName-APPID ™ ("APPID" is required), which can
String bucket = "examplebucket-1250000000";

String cosPath = "exampleobject"; // Location identifier of the object in the bucke
// Path of the local directory

String savePathDir = context.getExternalCacheDir ().toString();

// File name saved locally. If not specified (null), it will be the same as the COS

String savedFileName = "exampleobject";
Context applicationContext = context.getApplicationContext(); // application
// context

COSXMLDownloadTask cosxmlDownloadTask =
transferManager.download (applicationContext,

bucket, cosPath, savePathDir, savedFileName) ;

// Set the download progress callback

cosxmlDownloadTask.setCosXmlProgressListener (new CosXmlProgressListener () {
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@Override
public void onProgress (long complete, long target) {
// todo Do something to update progress...

P i
// Set the response callback

cosxmlDownloadTask.setCosXmlResultListener (new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
COSXMLDownloadTask.COSXMLDownloadTaskResult downloadTaskResult =
(COSXMLDownloadTask.COSXMLDownloadTaskResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest request,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException !'= null) {
clientException.printStackTrace () ;
} else{

serviceException.printStackTrace () ;

}) i
// Set the job status callback to view the job progress
cosxmlDownloadTask.setTransferStatelListener (new TransferStatelistener () {
@Override
public void onStateChanged(TransferState state) {
// todo notify transfer state

)

Note:
For the complete sample, please visit GitHub.
The advanced download API supports checkpoint restart. Therefore, a HEAD request will be sent before the

download to obtain the file information. If you are using a temporary key or accessing with a sub-account, ensure that

your permission list includes HeadObject
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Android SDK FAQs

Last updated : 2024-06-25 10:53:13

What do | do if the client network is normal, while the access to COS over HTTP is very slow,
or the error message "Connection reset" is reported?

In some regions, carriers may hijack COS endpoints. Therefore, you are advised to access COS over HTTPS.

What do 1 do if ETag is notincluded in the Complete Multipart Upload request and
an error message "400 Bad Request” is reported?

The possible cause is thatthe ETag header is filtered out by the network. After the parts are uploaded, the SDK

fails to parse the ETag parameter and reports the error in the Complete Multipart Upload operation.

What do | do if QCloudResultListener or other callback functions did not work?

If you view logs to determine whether a callback function works, the possible cause is that the log level is set too high,
or the desired log is filtered out by other filtering rules. You can adjust the filtering rule, or set breakpoints in the

callback function to determine whether the callback function works properly.

What do | do if NoClassDefFoundError is reported when I call an API?

The SDK depends on the bolts and OkHttp common classes. If the methods in these classes cannot be found, you
might have imported these two dependencies to your project, and the version number is too low. You are advised to

use a version consistent with the SDK version or a later one.

What do | do if the SDK failed to obtain permissions to the phone?

To upload files to or download files from an external storage device, you must have network permission and read/write
permissions on the device. Other permissions, such as location permission and device information permission, are not
mandatory. If you have strict requirements on permissions, you can skip importing the MtaUltils package or upgrade
the SDK to 5.5.8 or above.

What do | do if the java.security.cert.CertPathValidatorException: Trust
anchor for certification path not found erroris reported when HTTPS is used?

If you access COS via a proxy, check whether the proxy supports HTTPS. If not, please contact us.

What do | do if the upload progress reaches 100%, while the onFailed method is called?

The 100% upload progress indicates only the SDK packet sending progress. The upload is successful only when the
onSuccess method is called. If an exception occurs whenthe Complete Multipart Upload requestis
sent,the onFailed method will be called. You can check the exception details and solution based on the

onFailed callback information.

©2013-2024 Tencent Cloud. All rights reserved. Page 31 of 293


https://intl.cloud.tencent.com/contact-sales

@ Tencent Cloud Cloud Object Storage

What do | do if an error, such as 400 Bad Request and 409 Conflict ,occursina
multipart upload?

Use the advanced APl TransferManager provided by the SDK for upload/download if possible. Encapsulating

the multipart upload APl may easily cause an error.
What do | do if a permission error is reported when |l use TransferManager for
upload/download?

The Head operation will be performed when TransferManager downloads an object. Therefore, the
HeadObject and GetObject permissions should be granted for the download. For an upload operation,

permissions on all simple upload and multipart upload APIs should be granted.
What do | do if an error, such as lock timeout , no credential for sign , or expired
signature, is reported?

If you have implemented the BasicLifecycleCredentialProvider#fetchNewCredentials () method,
please check whether the key is updated in time, or whether it is still valid. For a temporary key, the token should be

carried.

What do | do if the java.lang.RuntimeException: Can't create handler inside
thread that has not called Looper.prepare () errorisreported?

If the error is reported when the TransferManager#upload () method is called inthe master thread, this is a
false positive reported by the MTA and can be ignored. You can also upgrade your SDK to 5.5.8 or above to solve this
issue.

What do | do if an application error is reported when | directly operate the Ul in a callback?

The SDK callback thread is not necessarily the master thread. Please do not operate the Ul directly.

What do I do if calculate md5 error is reported during upload?

The possible cause is either that you have modified the file during the upload, changing the MD5 checksum, or the

network is poor, causing a packet receive error on the server.

What do | do if ServerError is returned for a request?

If you access COS using a proxy, the possible cause is that the proxy returned the incorrect packet, causing the SDK

to fail the parsing. You can capture the packet received by the client to verify the packet.

What do | do if the 403 permission error is reported when | call an API?

In general, a permission error is irrelevant to SDK. You can check your permissions or contact us.

Does Android SDK support checkpoint restart?
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Advanced APIs of the Android SDK of COS support checkpoint restart. To implement checkpoint restart, refer to the
descriptions of the advanced APIs in Uploading and Copying Objects.

©2013-2024 Tencent Cloud. All rights reserved. Page 33 of 293


https://intl.cloud.tencent.com/document/product/436/37674

@ Tencent Cloud Cloud Object Storage

Quick Experience

Last updated : 2024-06-25 10:53:13

Background

Applications are the building blocks of the mobile Internet. As they often require massive data upload and download,
data security and reliability are extremely crucial. Now, developers can let Tencent Cloud COS (Cloud Object
Storage) handle data storage for them, allowing them to solely focus on the business logic of their applications with a
lighter workload and higher development efficiency. This document describes how to quickly build a COS-based
application transfer service to upload and download your application data through Tencent Cloud COS. All you need
to do is deploy your business components and generate and manage temporary keys on your server.

COS provides a demo for XML, which you can run as instructed below.

Relevant Resources

Download the demo from the repository on GitHub.

Preparations

Android OS: 4.4 or above.

Your APPID, Secretld, and SecretKey from the API Key Management page on the Tencent Cloud console.

Setting up a User's Application Client

Configuring the client

1. Download the project files from GitHub, and open them in your IDE.

2. Configure your COS_APP_ID, Secretld, SecretKey in the environment variables.

3. Run your project to try out the demo.

Note:

Do not expose your plaintext Secretld or SecretKey to any unsecure environments.

The ShortTimeCredentialProvider authorization method in the demo is simply used for demonstration
purposes and should not be used in your production environment. Instead, we recommend authorizing via temporary

keys.
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After the environment variables have been altered, you may need to restart Android Studio for the updated

configuration to take effect.

Running the Demo

Querying a bucket list

Open the sample app, and you will see all the buckets that you have created.

Creating a bucket

Click New Bucket in the upper right-hand corner, enter the bucket name on the configuration page, and select the
region in which the bucket resides.

Querying an object list

Click on a bucket, and you will see all the files and folders that it contains.

Uploading a file

On the file list page, click Upload in the upper right corner, and select the file to upload.

Downloading a file

On the file list page, click Download below a file to directly download it.
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Bucket Operations

Last updated : 2024-06-25 10:53:13

Overview

This document provides an overview of APIs and SDK code samples related to basic bucket operations.

API Operation Description
GET Service (List
vice (L Querying a bucket list Queries the list of all buckets under a specified account
Buckets)
PUT Bucket Creating a bucket Creates a bucket under a specified account
HEAD Bucket Checlklnlg a bucket and its Checlks whether a buc_ket exists and whether you have
permissions permission to access it
DELETE Bucket Deleting a bucket Deletes an empty bucket from a specified account

SDK API References

For the parameters and method descriptions of all the APIs in the SDK, see SDK API Reference.

Querying a Bucket List

Description

This API (GET Service (List Buckets)) is used to query the list of all buckets under a specified account.

Sample code

GetServiceRequest getServiceRequest = new GetServiceRequest ();
cosXmlService.getServiceAsync (getServiceRequest, new CosXmlResultListener () {
@Override

public void onSuccess (CosXmlRequest request, CosXmlResult result) {

GetServiceResult getServiceResult = (GetServiceResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of

@Override
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public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;

P

Note:

For more samples, please visit GitHub.

Creating a Bucket

Description

This API (PUT Bucket) is used to create a bucket.
Sample code

// Bucket name in the format of BucketName-APPID (APPID is required), which can be
String bucket = "examplebucket-1250000000";
PutBucketRequest putBucketRequest = new PutBucketRequest (bucket) ;
cosXmlService.putBucketAsync (putBucketRequest, new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
PutBucketResult putBucketResult = (PutBucketResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;
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Note:

For more samples, please visit GitHub.

Checking a Bucket and Its Permissions

Description

This API is used to verify whether a bucket exists and whether you have permission to access it.
If the bucket exists and you have permission to read it, HT TP status code 200 will be returned.
If you do not have permission to read the bucket, HTTP status code 403 will be returned.

If the bucket does not exist, HT TP status code 404 will be returned.

Sample code

// Bucket name in the format of BucketName-APPID (APPID is required), which can be
String bucket = "examplebucket-1250000000";
HeadBucketRequest headBucketRequest = new HeadBucketRequest (bucket) ;
cosXmlService.headBucketAsync (headBucketRequest, new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
HeadBucketResult headBucketResult = (HeadBucketResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace();
} else {

serviceException.printStackTrace () ;

P) i

Note:

For more samples, please visit GitHub.

Deleting a Bucket
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Description

This APl is used to delete a specified bucket.
Note:
Before deleting a bucket, please make sure that all the data and incomplete multipart uploads in the bucket have

been deleted; otherwise, the bucket cannot be deleted.

Sample code

// Bucket name in the format of BucketName-APPID (APPID is required), which can be
String bucket = "examplebucket-1250000000";
DeleteBucketRequest deleteBucketRequest = new DeleteBucketRequest (bucket);
cosXmlService.deleteBucketAsync (deleteBucketRequest,
new CosXmlResultListener () |
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
DeleteBucketResult deleteBucketResult = (DeleteBucketResult) result;

@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;

P

Note:

For more samples, please visit GitHub.
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Object Operations
Uploading an Obiject

Last updated : 2024-06-25 10:53:13

Overview

This document provides an overview of APIs and SDK sample codes related to uploading and replicating objects.

Simple operations

API Operation Description

PUT Object Uploading an object Uploads an object to a bucket.

Multipart operations

API Operation Description

List Multipart Uploads Querying multipart uploads Queries in-progress multipart uploads.
Sglis;zMultipart Ln;ei?!tzii:r? a multipart upload Initializes a multipart upload operation.

Upload Part Uploading parts Uploads an object in multiple parts.

List Parts Querying uploaded parts Queries the uploaded parts of a multipart upload.

Complete Multipart

Upload Completing a multipart upload Completes the multipart upload of a file.
ploa

Abort Multipart , , Aborts a multipart upload and deletes the
Aborting a multipart upload
Upload uploaded parts.

SDK API References

For the parameters and method descriptions of all the APIs in the SDK, see SDK API Reference.

Advanced APls (Recommended)

Uploading an object
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The advanced APls encapsulate the simple upload and multipart upload APIs and can intelligently select the upload

method based on file size. They also support checkpoint restart for resuming interrupted operations.

Sample 1. Uploading a local file

// Initialize TransferConfig. The default configuration is used here. To customize
TransferConfig transferConfig = new TransferConfig.Builder () .build();

// Initialize TransferManager

TransferManager transferManager = new TransferManager (cosXmlService,

transferConfigqg);

// Bucket name in the format of "~BucketName-APPID ' (" APPID' is required), which can
String bucket = "examplebucket-1250000000";
String cosPath = "exampleobject"; // Location identifier of the object in the bucke

String srcPath = new File(context.getCacheDir (), "exampleobject")
.toString(); // Absolute path of the local file
// If there is an uploadId for the initialized multipart upload, assign the value o

String uploadId = null;

// Upload the file
COSXMLUploadTask cosxmlUploadTask = transferManager.upload(bucket, cosPath,
srcPath, uploadId);

// Set the callback for initializing multipart upload (supported starting from v5.9
cosxmlUploadTask.setInitMultipleUploadListener (new InitMultipleUploadListener () {
@Override
public void onSuccess (InitiateMultipartUpload initiateMultipartUpload) {
// The “uploadId’ used for next upload
String uploadId = initiateMultipartUpload.uploadId;

P
// Set the upload progress callback
cosxmlUploadTask.setCosXmlProgressListener (new CosXmlProgressListener () {
@Override
public void onProgress (long complete, long target) {

// todo Do something to update progress...

P
// Set the response callback
cosxmlUploadTask.setCosXmlResultListener (new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
COSXMLUploadTask.COSXMLUploadTaskResult uploadResult =
(COSXMLUploadTask.COSXMLUploadTaskResult) result;
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// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest request,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;

P
// Set the job status callback to view the job progress
cosxmlUploadTask.setTransferStatelistener (new TransferStatelListener () {

@QOverride

public void onStateChanged(TransferState state) {
// todo notify transfer state

P

Note:
For the complete sample, please visit GitHub.
You can generate a download URL for the uploaded file using the same key. For detailed directions, see Generating

Pre-Signed URLs. Please note that for private-read files, the download URL is only valid for a limited period of time.

Sample 2. Uploading binary data

TransferConfig transferConfig = new TransferConfig.Builder () .build();
TransferManager transferManager = new TransferManager (cosXmlService,

transferConfiqg);

// Bucket name in the format of 'BucketName-APPID ' ('APPID  is required), which can
String bucket = "examplebucket-1250000000";
String cosPath = "exampleobject"; // Location identifier of the object in the bucke

// Upload a byte array

byte[] bytes = "this is a test".getBytes (Charset.forName ("UTF-8"));

COSXMLUploadTask cosxmlUploadTask = transferManager.upload(bucket, cosPath,
bytes);

// Set the response callback
cosxmlUploadTask.setCosXmlResultListener (new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {

COSXMLUploadTask.COSXMLUploadTaskResult uploadResult =
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(COSXMLUploadTask.COSXMLUploadTaskResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest request,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;

P

Note:
For the complete sample, please visit GitHub.
You can generate a download URL for the uploaded file using the same key. For detailed directions, see Generating

Pre-Signed URLs. Please note that for private-read files, the download URL is only valid for a limited period of time.

Sample 3. Stream upload

TransferConfig transferConfig = new TransferConfig.Builder () .build();
TransferManager transferManager = new TransferManager (cosXmlService,

transferConfigqg);

// Bucket name in the format of "~BucketName-APPID' ("APPID' is required), which can
String bucket = "examplebucket-1250000000";
String cosPath = "exampleobject"; // Location identifier of the object in the bucke

// Stream upload
InputStream inputStream =
new ByteArrayInputStream("this is a test".getBytes (Charset.forName (
"UTF-8"))) ;
COSXMLUploadTask cosxmlUploadTask = transferManager.upload (bucket, cosPath,

inputStream) ;

// Set the response callback
cosxmlUploadTask.setCosXmlResultListener (new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
COSXMLUploadTask.COSXMLUploadTaskResult uploadResult =
(COSXMLUploadTask.COSXMLUploadTaskResult) result;
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// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest request,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;

P

Note:
For the complete sample, please visit GitHub.
You can generate a download URL for the uploaded file using the same key. For detailed directions, see Generating

Pre-Signed URLs. Please note that for private-read files, the download URL is only valid for a limited period of time.

Sample 4. Uploading using a URI

TransferConfig transferConfig = new TransferConfig.Builder () .build();
TransferManager transferManager = new TransferManager (cosXmlService,

transferConfigqg);

// Bucket name in the format of "~BucketName-APPID' ("APPID' is required), which can
String bucket = "examplebucket-1250000000";
String cosPath = "exampleobject"; // Location identifier of the object in the bucke

// URI of the file
Uri uri = Uri.parse("exampleObject");
// If there is an “uploadId’ for an initialized multipart upload, assign the value
String uploadId = null;
COSXMLUploadTask cosxmlUploadTask = transferManager.upload (bucket, cosPath,
uri, uploadId);

// Set the response callback
cosxmlUploadTask.setCosXmlResultListener (new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
COSXMLUploadTask.COSXMLUploadTaskResult uploadResult =
(COSXMLUploadTask.COSXMLUploadTaskResult) result;

// If you use the Kotlin language to call this, please note that the exception
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// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest request,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {
serviceException.printStackTrace () ;

P

Note:
For the complete sample, please visit GitHub.
You can generate a download URL for the uploaded file using the same key. For detailed directions, see Generating

Pre-Signed URLs. Please note that for private-read files, the download URL is only valid for a limited period of time.

Sample 5. Setting the threshold for smart multipart upload

// By default, TransferManager automatically executes multipart upload for files wh

TransferConfig transferConfig = new TransferConfig.Builder ()
.setDivisionForUpload (2 * 1024 * 1024) // Set multipart upload for files wh
Jouild() ;

TransferManager transferManager = new TransferManager (cosXmlService,

transferConfiqg);

Note:

For the complete sample, please visit GitHub.

Sample 6. Suspending, resuming, and canceling an upload

To suspend an upload, use the code below:

// If the final Complete Multipart Upload request has been initiated, the suspensio

boolean pauseSuccess = cosxmlUploadTask.pauseSafely () ;

To resume a suspended download, use the code below:

// A suspended upload can be resumed.
if (pauseSuccess) {

cosxmlUploadTask.resume () ;

To cancel an upload, use the code below:
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cosxmlUploadTask.cancel () ;

Note:

For the complete sample, please visit GitHub.

Sample 7. Uploading multiple objects

// Absolute paths to the local files
File[] files = new File(context.getCacheDir (), "exampleDirectory").listFiles();

// Initiate a batch upload

for (File file : files) {
// If there is an uploadId for the initialized multipart upload, assign the val
String uploadId = null;

// Upload the file
COSXMLUploadTask cosxmlUploadTask = transferManager.upload(bucket, cosPath,
file.getAbsolutePath (), uploadId);

// Set the response callback
cosxmlUploadTask.setCosXmlResultListener (new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
COSXMLUploadTask.COSXMLUploadTaskResult uploadResult =
(COSXMLUploadTask.COSXMLUploadTaskResult) result;

// If you use the Kotlin language to call this, please note that the except
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest request,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace();
} else {
serviceException.printStackTrace () ;

Note:

For the complete sample, please visit GitHub.

Sample 8. Creating a directory
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// Bucket name in the format of "~BucketName-APPID ™ ("APPID is required), which can
String bucket = "examplebucket-1250000000";
// The location identifier of a directory in a bucket (i.e., the object key), which
String cosPath = "exampleobject/";
PutObjectRequest putObjectRequest = new PutObjectRequest (bucket, cosPath, new bytel
cosXmlService.putObjectAsync (putObjectRequest, new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
PutObjectResult putObjectResult =
(PutObjectResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest request,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;

P

Note:
For the complete sample, please visit GitHub.
You can generate a download URL for the uploaded file using the same key. For detailed directions, see Generating

Pre-Signed URLs. Please note that for private-read files, the download URL is only valid for a limited period of time.

Sample 9. Setting a low-priority task

// Bucket name in the format of "~BucketName-APPID ' ( APPID  is required), which can
String bucket = "examplebucket-1250000000";

// The location identifier of a directory in a bucket (i.e., the object key), which
String cosPath = "exampleobject/";

String srcPath = new File (context.getCacheDir (), "exampleobject")

.toString(); // RAbsolute path of the local file
PutObjectRequest putObjectRequest= new PutObjectRequest (bucket, cosPath, srcPath);

putObjectRequest.setPriorityLow(); // Set the priority of the task to low.
final COSXMLUploadTask uploadTask = transferManager.upload (putObjectRequest, null);
uploadTask.setCosXmlResultListener (new CosXmlResultListener () {

@Override

public void onSuccess (CosXmlRequest request, CosXmlResult result) {}
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@QOverride

public void onFail (CosXmlRequest request, CosXmlClientException clientException

P) i

Note:

For the complete sample, please visit GitHub.

Simple Operations

Uploading an object using simple upload

Feature description

This API (PUT Object) is used to upload an object smaller than 5 GB to a specified bucket. To call this API, you need
to have permission to write to the bucket. If the object size is larger than 5 GB, please use Multipart Upload or
Advanced APls for the upload.

Note:

The key (filename) cannot end with  / ; otherwise, it will be identified as a folder.

Each root account ( APPID ) can have up to 1,000 bucket ACLs and an unlimited number of object ACLs. Do not
configure ACLs for an object during upload if you don’t need to control access to it. The object will inherit the

permissions of its bucket by default.

Sample code

// Bucket name in the format of "~BucketName-APPID' ("APPID' is required), which can
String bucket = "examplebucket-1250000000";

String cosPath = "exampleobject"; // The location identifier of the object in the b
String srcPath = new File(context.getCacheDir (), "exampleobject")

.toString(); // The absolute path of the local file
PutObjectRequest putObjectRequest = new PutObjectRequest (bucket, cosPath,
srcPath) ;

putObjectRequest.setProgressListener (new CosXmlProgressListener () {
@Override
public void onProgress (long progress, long max) {

// todo Do something to update progress...

P

cosXmlService.putObjectAsync (putObjectRequest, new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest cosXmlRequest, CosXmlResult result) {
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PutObjectResult putObjectResult = (PutObjectResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;

P

Note:
For more samples, please visit GitHub.
You can generate a download URL for the uploaded file using the same key. For detailed directions, see Generating

Pre-Signed URLs. Please note that for private-read files, the download URL is only valid for a limited period of time.

Uploading an object using an HTML form

Feature description

This API is used to upload an object using an HTML form.

Sample code

String bucket = "examplebucket-1250000000"; // Bucket, formatted as BucketName-APPI
String cosPath = "exampleobject"; // The location identifier of the object in the b
String srcPath = new File (context.getCacheDir (), "exampleobject")

.toString(); // The absolute path of the local file

PostObjectRequest postObjectRequest = new PostObjectRequest (bucket, cosPath,
srcPath) ;

postObjectRequest.setProgresslListener (new CosXmlProgressListener () {
@Override
public void onProgress (long progress, long max) {
// todo Do something to update progress...

P
cosXmlService.postObjectAsync (postObjectRequest, new CosXmlResultListener () A

@QOverride

public void onSuccess (CosXmlRequest cosXmlRequest, CosXmlResult result) {
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PutObjectResult putObjectResult = (PutObjectResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;

)i

Note:

For more samples, please visit GitHub.

Multipart Operations

The multipart upload process is outlined below.

Performing a multipart upload

1. Initialize the multipart upload with Initiate Multipart Upload andgetthe UploadId .
2.Usethe UploadId toupload parts with Upload Part orcopy parts with Upload Part Copy

3. Complete the multipart upload with Complete Multipart Upload .

Resuming a multipart upload

1. If you did not record the Uploadid of the multipart upload, you can query the multipart upload job with List

Multipart Uploads togetthe UploadId of the corresponding file.

2.Usethe UploadId tolistthe uploaded parts with List Parts .

3.Usethe Uploadid toupload the remaining parts with Upload Part or copy the remaining parts with
Upload Part Copy

4. Complete the multipart upload with Complete Multipart Upload .

Aborting a multipart upload

1. If you did not record the Uploadid of the multipart upload, you can query the multipart upload job with List

Multipart Uploads togetthe UploadId of the corresponding file.
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2. Abort the multipart upload and delete the uploaded parts with Abort Multipart Upload .

Querying multipart uploads

Feature description

This API( List Multipart Uploads )is used to query in-progress multipart uploads in a specified bucket.

Sample code

// Bucket name in the format of "~BucketName-APPID' ("APPID is required), which can
String bucket = "examplebucket-1250000000";
ListMultiUploadsRequest listMultiUploadsRequest =
new ListMultiUploadsRequest (bucket) ;
cosXmlService.listMultiUploadsAsync (listMultiUploadsRequest,
new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest cosXmlRequest, CosXmlResult result) {
ListMultiUploadsResult listMultiUploadsResult =
(ListMultiUploadsResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;

P

Note:

For more samples, please visit GitHub.

Initializing a multipart upload

Feature description

This API is used to initialize a multipart upload operation and getits uploadId .

Sample code
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// Bucket name in the format of "~BucketName-APPID ™ ("APPID is required), which can
String bucket = "examplebucket-1250000000";
String cosPath = "exampleobject"; // The location identifier of the object in the b

InitMultipartUploadRequest initMultipartUploadRequest =
new InitMultipartUploadRequest (bucket, cosPath);
cosXmlService.initMultipartUploadAsync (initMultipartUploadRequest,
new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest cosXmlRequest, CosXmlResult result) {
// UploadId of the multipart upload
uploadId = ((InitMultipartUploadResult) result)
.initMultipartUpload.uploadId;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace();

} else {
serviceException.printStackTrace () ;

P

Note:

For more samples, please visit GitHub.

Uploading parts

This APl ( Upload Part )isused to upload an object in parts.

Sample code

// Bucket name in the format of "~BucketName-APPID ' ("APPID' is required), which can
String bucket = "examplebucket-1250000000";
String cosPath = "exampleobject"; // The location identifier of the object in the b

UploadPartRequest uploadPartRequest = new UploadPartRequest (bucket, cosPath,
partNumber, srcFile.getPath(), offset, PART_SIZE, uploadId);

uploadPartRequest.setProgressListener (new CosXmlProgressListener () {

@QOverride
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public void onProgress (long progress, long max) {
// todo Do something to update progress...

)i

cosXmlService.uploadPartAsync (uploadPartRequest, new CosXmlResultListener () A
@Override
public void onSuccess (CosXmlRequest cosXmlRequest, CosXmlResult result) {
String eTag = ((UploadPartResult) result) .eTag;
eTags.put (partNumber, eTaqg);

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;

P

Note:

For more samples, please visit GitHub.

Querying uploaded parts

Feature description

This APl ( List Parts )isused to query the uploaded parts of a multipart upload.

Sample code

// Bucket name in the format of "~BucketName-APPID ' ("APPID  is required), which can
String bucket = "examplebucket-1250000000";
String cosPath = "exampleobject"; // The location identifier of the object in the b

ListPartsRequest listPartsRequest = new ListPartsRequest (bucket, cosPath,
uploadId) ;
cosXmlService.listPartsAsync(listPartsRequest, new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest cosXmlRequest, CosXmlResult result) {

ListParts listParts = ((ListPartsResult) result).listParts;
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// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace();
} else {
serviceException.printStackTrace () ;

P

Note:

For more samples, please visit GitHub.

Completing a multipart upload

Feature description

This APl ( Complete Multipart Upload ) is used to complete the multipart upload of a file.

Sample code

// Bucket name in the format of "~BucketName-APPID ' ('APPID' is required), which can
String bucket = "examplebucket-1250000000";
String cosPath = "exampleobject"; // The location identifier of the object in the b

CompleteMultiUploadRequest completeMultiUploadRequest =
new CompleteMultiUploadRequest (bucket,
cosPath, uploadId, eTags);
cosXmlService.completeMultiUploadAsync (completeMultiUploadRequest,
new CosXmlResultListener () |
@Override
public void onSuccess (CosXmlRequest cosXmlRequest, CosXmlResult result) {
CompleteMultiUploadResult completeMultiUploadResult =
(CompleteMultiUploadResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of

@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
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@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {
serviceException.printStackTrace () ;

P

Note:

For more samples, please visit GitHub.

Aborting a multipart upload

Feature description

This APl ( Abort Multipart Upload )is used to abort a multipart upload and delete the uploaded parts.

Sample code

// Bucket name in the format of 'BucketName-APPID ' ('APPID  is required), which can
String bucket = "examplebucket-1250000000";
String cosPath = "exampleobject"; // The location identifier of the object in the b

AbortMultiUploadRequest abortMultiUploadRequest =
new AbortMultiUploadRequest (bucket,
cosPath, uploadId);
cosXmlService.abortMultiUploadAsync (abortMultiUploadRequest,
new CosXmlResultListener () |
@Override
public void onSuccess (CosXmlRequest cosXmlRequest, CosXmlResult result) {
AbortMultiUploadResult abortMultiUploadResult =
(AbortMultiUploadResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;
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Note:

For more complete samples, visit GitHub.
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Downloading Objects

Last updated : 2024-06-25 10:53:13

Overview

This document provides an overview of APIs and SDK code samples for downloading an object.

API Operation Description

GET Object Downloading an object Downloads an object to the local file system

SDK API| References

For the parameters and method descriptions of all the APIs in the SDK, see SDK API Reference.

Advanced APls (Recommended)

Downloading an object

The advanced version of the GET Object APl uses more encapsulated logic to allow you to suspend, resume (via

checkpoint restart), or cancel download requests.

Sample 1. Downloading an object

// The advanced download API supports checkpoint restart. Therefore, a HEAD request

// If you are using a temporary key or accessing with a sub-account, ensure that yo

// Initialize TransferConfig. The default configuration is used here. To customize
TransferConfig transferConfig = new TransferConfig.Builder () .build();

// Initialize TransferManager

TransferManager transferManager = new TransferManager (cosXmlService,

transferConfigqg);

// Bucket name in the format of "~ BucketName-APPID ' ("APPID  is required), which can
String bucket = "examplebucket-1250000000";
String cosPath = "exampleobject"; // Location identifier of the object in the bucke

// Path of the local directory
String savePathDir = context.getExternalCacheDir () .toString();
// File name saved locally. If not specified (null), it will be the same as the COS

String savedFileName = "exampleobject";
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Context applicationContext = context.getApplicationContext(); // application
// context
COSXMLDownloadTask cosxmlDownloadTask =

transferManager.download (applicationContext,

bucket, cosPath, savePathDir, savedFileName) ;

// Set the download progress callback
cosxmlDownloadTask.setCosXmlProgressListener (new CosXmlProgressListener () {
@Override
public void onProgress (long complete, long target) {

// todo Do something to update progress...

P
// Set the response callback
cosxmlDownloadTask.setCosXmlResultListener (new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
COSXMLDownloadTask.COSXMLDownloadTaskResult downloadTaskResult =
(COSXMLDownloadTask.COSXMLDownloadTaskResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and servicekException is of
@Override
public void onFail (CosXmlRequest request,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {
serviceException.printStackTrace();

P
// Set the job status callback to view the job progress
cosxmlDownloadTask.setTransferStatelistener (new TransferStatelistener () {
@Override
public void onStateChanged(TransferState state) {
// todo notify transfer state

P

Note:

For more samples, please visit GitHub.

Sample 2. Suspending, resuming, or cancelling a download
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To suspend a download, use the code below:
cosxmlDownloadTask.pause () ;

To resume a suspended download, use the code below:
cosxmlDownloadTask.resume () ;

To cancel a download, use the code below:
cosxmlDownloadTask.cancel () ;

Note:

For more samples, please visit GitHub.

Sample 3. Setting checkpoint restart for download

// Initialize TransferConfig. The default configuration is used here. To customize
// TransferManager supports checkpoint restart for download. You only need to ensur
// Then the SDK will resume the download from where interrupted.

TransferConfig transferConfig = new TransferConfig.Builder () .build();

// Initialize TransferManager

TransferManager transferManager = new TransferManager (cosXmlService,

transferConfiqg);

// Bucket name in the format of "~BucketName-APPID ' ("APPID' is required), which can
String bucket = "examplebucket-1250000000";

String cosPath = "exampleobject"; // Location identifier of the object in the bucke
// Path of the local directory

String savePathDir = context.getExternalCacheDir () .toString();

// File name saved locally. If not specified (null), it will be the same as the COS

String savedFileName = "exampleobject";
GetObjectRequest getObjectRequest = new GetObjectRequest (bucket, cosPath, savePathD

Context applicationContext = context.getApplicationContext (); // application
// context
COSXMLDownloadTask cosxmlDownloadTask =

transferManager.download (applicationContext, getObjectRequest);

Note:

For more samples, please visit GitHub.

Sample 4. Batch download

// The location of the object in the bucket, i.e., the object key
String[] cosPaths = new Stringl[] {

"exampleobjectl",
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"exampleobject2",
"exampleobject3",

bi
for (String cosPath : cosPaths) {

COSXMLDownloadTask cosxmlDownloadTask =
transferManager.download (applicationContext,
bucket, cosPath, savePathDir, savedFileName) ;
// Set the response callback
cosxmlDownloadTask.setCosXmlResultListener (new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
COSXMLDownloadTask.COSXMLDownloadTaskResult downloadResult =
(COSXMLDownloadTask.COSXMLDownloadTaskResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest request,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace();
} else {

serviceException.printStackTrace () ;

Note:

For more samples, please visit GitHub.

Sample 5. Creating a directory

boolean isTruncated = true;
String marker = null;
try {

while (isTruncated) {
GetBucketRequest getBucketRequest = new GetBucketRequest (region, bucket, di
// Configure pagination
getBucketRequest.setMarker (marker) ;
// Configure not to query subdirectories
getBucketRequest.setDelimiter ("/");
GetBucketResult getBucketResult = cosXmlService.getBucket (getBucketRequest)
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// Batch download
for (ListBucket.Contents content : getBucketResult.listBucket.contentsList)

GetObjectRequest getObjectRequest = new GetObjectRequest (bucket, conten
transferManager.download (context, getObjectRequest) ;

}

isTruncated = getBucketResult.listBucket.isTruncated;
marker = getBucketResult.listBucket.nextMarker;

}

} catch (CosXmlServiceException serviceException) {
serviceException.printStackTrace () ;
} catch (CosXmlClientException clientException) {

clientException.printStackTrace();

Note:

For more samples, please visit GitHub.

Sample 6. Downloading files anonymously (downloading public files without passing in the key)

// Initialize TransferConfig. The default configuration is used here. To customize
TransferConfig transferConfig = new TransferConfig.Builder () .build();
// Initialize TransferManager
CosXmlServiceConfig cosXmlServiceConfig = new CosXmlServiceConfig.Builder ()
.setRegion ("ap—-guangzhou")
.builder () ;
// The "“CosXmlService  generated by anonymous download does not require passing in
CosXmlService cosXmlService = new CosXmlService (context, cosXmlServiceConfigqg);

TransferManager transferManager = new TransferManager (cosXmlService, transferConfig

// Bucket name in the format of "~BucketName-APPID ' ("APPID  is required), which can
String bucket = "examplebucket-1250000000";

String cosPath = "exampleobject"; // Location identifier of the object in the bucke
// Path of the local directory

String savePathDir = context.getExternalCacheDir () .toString();

// The filename saved locally. If not specified (null), it will be the same as the

String savedFileName = "exampleobject";
GetObjectRequest getObjectRequest = new GetObjectRequest (bucket, cosPath, savePathD

Context applicationContext = context.getApplicationContext (); // application
// context
COSXMLDownloadTask cosxmlDownloadTask =

transferManager.download (applicationContext, getObjectRequest);

Note:

For more samples, please visit GitHub.
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Simple Operations

Downloading an object

Feature description

This API is used to download an object to the local file system.

Sample code

String bucket = "examplebucket-1250000000"; // Bucket, formatted as BucketName-APPI
String cosPath = "exampleobject"; // The location identifier of the object in the b
String savePath = context.getExternalCacheDir () .toString(); // Local path

GetObjectRequest getObjectRequest = new GetObjectRequest (bucket, cosPath,
savePath) ;
getObjectRequest.setProgressListener (new CosXmlProgressListener () {
@Override
public void onProgress (long progress, long max) {

// todo Do something to update progress...
}) i

cosXmlService.getObjectAsync (getObjectRequest, new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest cosXmlRequest,
CosXmlResult cosXmlResult) {
GetObjectResult getObjectResult = (GetObjectResult) cosXmlResult;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace();

P

Note:

For more samples, please visit GitHub.
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Copying and Moving Objects

Last updated : 2024-06-25 10:53:13

Overview

This document provides an overview of APIs and SDK code samples related to object copy and movement.
Simple operations

API Operation Description
PUT Object - i ' ifyi '
Jec Copylng an object (modifying object Copies a file to a destination path.
Copy attributes)
Deletes a specified object from a
DELETE Object Deleting an object s & spec )

bucket.

Multipart operations

API Operation Description

List Multi
st Multipart Querying multipart uploads/copy Queries in-progress multipart uploads/copy.

Uploads
Initiate Multi Initializi Iti
nitiate Multipart nitializing a mu t|pa'rt Initializes a multipart upload/copy operation.
Upload upload/copy operation
Upload Part - Copy Copying a part Copies an object as a part.

ies th I /copi ts of I[tipart
List Parts Querying uploaded/copied parts Queries the uploaded/copied parts of a multipar

operation.

Complete Multipart Completing a multipart

Completes the multipart upload/copy of a file.
Upload upload/copy

Abort Multipart . . Aborts a multipart operation and deletes the
Aborting a multipart upload/copy X
Upload uploaded/copied parts.

SDK API| References

For the parameters and method descriptions of all the APIs in the SDK, see SDK API Reference.

Copying objects
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The advanced APls encapsulate async requests for the simple copy and multipart copy APIs and support pausing,

resuming, and canceling copy requests.

Sample code

// Initialize TransferConfig. The default configuration is used here. To customize
TransferConfig transferConfig = new TransferConfig.Builder () .build();

// Initialize TransferManager

TransferManager transferManager = new TransferManager (cosXmlService,

transferConfigqg);

String sourceAppid = "1250000000"; // Account APPID

String sourceBucket = "sourcebucket-1250000000"; // Bucket of the source object
String sourceRegion = "COS_REGION"; // Region where the bucket of the source object
String sourceCosPath = "sourceObject"; // Key of the source object

// Construct source object attributes
CopyObjectRequest .CopySourceStruct copySourceStruct =

new CopyObjectRequest.CopySourceStruct (

sourcelAppid, sourceBucket, sourceRegion, sourceCosPath);

// Destination bucket
// Bucket name in the format of BucketName-APPID (APPID is required), which can be
String bucket = "examplebucket-1250000000";
// Destination object

String cosPath = "exampleobject"; // The location identifier of the object in the b

// Copy the object
COSXMLCopyTask cosxmlCopyTask = transferManager.copy (bucket, cosPath,

copySourceStruct) ;

// Set the response callback
cosxmlCopyTask.setCosXmlResultListener (new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
COSXMLCopyTask.COSXMLCopyTaskResult copyResult =
(COSXMLCopyTask.COSXMLCopyTaskResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest request,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException !'= null) {
clientException.printStackTrace () ;
} else {
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serviceException.printStackTrace();

}) i
// Set the job status callback to view the job progress
cosxmlCopyTask.setTransferStatelListener (new TransferStatelistener () {
@Override
public void onStateChanged (TransferState state) {
// todo notify transfer state

P

Moving an object

Object movement involves copying the source object to the target location and deleting the source object.

Since COS uses the bucket name ( Bucket )and objectkey ( ObjectKey ) to identify objects, moving an object
will change the object identifier. Currently, COS’s Android SDK does not provide a standalone API to change object
identifiers. However, you can still move the object with a combination of basic operations (object copy and object

delete).
For example, if you want to move the picture.jpg objecttothe “doc” directory that is in the same bucket

( mybucket-1250000000 ),youcancopythe picture.jpg tothe “doc” directory (making the object key
doc/picture.jpg ) and then delete the source object.

Likewise, if you need to move picture.jpg inthe mybucket-1250000000 bucket to another bucket
myanothorbucket-1250000000 , you can copy the object to the myanothorbucket-1250000000 bucket

first and then delete the source object.

Sample code

final String sourcelAppid = "1250000000"; // Account appid

final String sourceBucket = "sourcebucket-1250000000"; // Bucket of the source obje
final String sourceRegion = "COS_REGION"; // Region where the bucket of the source
final String sourceKey = "sourceObject"; // Key of the source object

// Construct source object attributes
CopyObjectRequest .CopySourceStruct copySource = new CopyObjectRequest.CopySourceStr

sourceRegion, sourceKey) ;

String bucket = "examplebucket-1250000000"; // Destination bucket in the format of
String key = "exampleobject"; // Object key of the destination bucket

// copy (String bucket, String cosPath, CopyObjectRequest.CopySourceStruct copySourc
COSXMLCopyTask copyTask = transferManager.copy (bucket, key, copySource);
copyTask.setCosXmlResultListener (new CosXmlResultListener () {

@Override

public void onSuccess (CosXmlRequest request, CosXmlResult result) {
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try {

// Delete the file after it is successfully copied.
DeleteObjectRequest deleteObjectRequest =

Cloud Object Storage

new DeleteObjectRequest (sourc

DeleteObjectResult deleteResult = cosXmlService.deleteObject (deleteObije

} catch (CosXmlClientException e) {
e.printStackTrace () ;
} catch (CosXmlServiceException e) {

e.printStackTrace () ;

@QOverride

public void onFail (CosXmlRequest request, CosXmlClientException exception, CosX

P

Note:

For more samples, please visit GitHub.

Copying an object (modifying object attributes)

This API (PUT Object-Copy) is used to copy an object to a destination path.

Sample 1. Copying an object with its attributes preserved

String sourceAppid = "1250000000"; // Account APPID

String sourceBucket = "sourcebucket-1250000000"; // Bucket of the source object
String sourceRegion = "COS_REGION"; // Region where the bucket of the source object
String sourceCosPath = "sourceObject"; // Key of the source object

// Construct the source object attributes
CopyObjectRequest .CopySourceStruct copySourceStruct
new CopyObjectRequest.CopySourceStruct (

sourcelAppid, sourceBucket, sourceRegion, sourceCosPath);

// Bucket name in the format of BucketName-APPID (APPID is required), which can be

String bucket = "examplebucket-1250000000";
String cosPath = "exampleobject"; // The location identifier of the object in the b
CopyObjectRequest copyObjectRequest = new CopyObjectRequest (bucket, cosPath,
copySourceStruct) ;
cosXmlService.copyObjectAsync (copyObjectRequest, new CosXmlResultListener () {
@Override

public void onSuccess (CosXmlRequest request, CosXmlResult result) {

CopyObjectResult copyObjectResult = (CopyObjectResult)
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// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;

P

Note:

For more samples, please visit GitHub.

Sample 2. Copying an object while replacing its attributes

String sourceAppid = "1250000000"; // Account APPID
String sourceBucket = "sourcebucket-1250000000"; // Bucket of the source object
"COS_REGION"; // Region where the bucket of the source object

String sourceRegion
String sourceCosPath = "sourceObject"; // Key of the source object
// Construct the source object attributes
CopyObjectRequest .CopySourceStruct copySourceStruct =

new CopyObjectRequest.CopySourceStruct (

sourcelAppid, sourceBucket, sourceRegion, sourceCosPath);

// Bucket name in the format of BucketName-APPID (APPID is required), which can be

String bucket = "examplebucket-1250000000";

String cosPath = "exampleobject"; // The location identifier of the object in the b

CopyObjectRequest copyObjectRequest = new CopyObjectRequest (bucket, cosPath,
copySourceStruct) ;

copyObjectRequest.setCopyMetaDataDirective (MetaDataDirective.REPLACED) ;

copyObjectRequest.setXCOSMeta ("x-cos-metadata-oldKey", "newValue");
cosXmlService.copyObjectAsync (copyObjectRequest, new CosXmlResultListener () {
@Override

public void onSuccess (CosXmlRequest request, CosXmlResult result) {
CopyObjectResult copyObjectResult = (CopyObjectResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,

@Nullable CosXmlClientException clientException,
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@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {
serviceException.printStackTrace () ;

P

Note:

For more samples, please visit GitHub.

Sample 3. Modifying object metadata

String appId = "1250000000"; // Account APPID

// Bucket name in the format of BucketName-APPID (APPID is required), which can be
String bucket = "examplebucket-1250000000";

String region = "COS_REGION"; // Region where the bucket of the source object resid
String cosPath = "exampleobject"; // The location identifier of the object in the b

// Construct the source object attributes

CopyObjectRequest .CopySourceStruct copySourceStruct =
new CopyObjectRequest.CopySourceStruct (
appId, bucket, region, cosPath);

CopyObjectRequest copyObjectRequest = new CopyObjectRequest (bucket, cosPath,
copySourceStruct) ;

copyObjectRequest.setCopyMetaDataDirective (MetaDataDirective.REPLACED) ;

// Replace metadata

copyObjectRequest.setXCOSMeta ("x-cos—-metadata-oldKey", "newValue");

cosXmlService.copyObjectAsync (copyObjectRequest, new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {

CopyObjectResult copyObjectResult = (CopyObjectResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace();
} else {
serviceException.printStackTrace () ;
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)i

Note:

For more samples, please visit GitHub.

Sample 4. Modifying the storage class of an object

String appId = "1250000000"; // Account APPID

// Bucket name in the format of BucketName-APPID (APPID is required), which can be
String bucket = "examplebucket-1250000000";

String region = "COS_REGION"; // Region where the bucket of the source object resid
String cosPath = "exampleobject"; // The location identifier of the object in the b

// Construct the source object attributes

CopyObjectRequest .CopySourceStruct copySourceStruct =
new CopyObjectRequest.CopySourceStruct (
appld, bucket, region, cosPath);

CopyObjectRequest copyObjectRequest = new CopyObjectRequest (bucket, cosPath,
copySourceStruct) ;

// Set the storage class to STANDARD_IA

copyObjectRequest.setCosStorageClass (COSStorageClass.STANDARD_IA) ;

cosXmlService.copyObjectAsync (copyObjectRequest, new CosXmlResultListener () A
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
CopyObjectResult copyObjectResult = (CopyObjectResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {
serviceException.printStackTrace () ;

P

Note:

For more samples, please visit GitHub.
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Listing Objects

Last updated : 2024-06-25 10:53:13

Overview

This document provides an overview of APIs and SDK code samples related to listing objects.

API Operation Description
GET Bucket (List

, b (L Querying an object list Queries some or all objects in a bucket
Obijects)
GET Bucket Object Querying objects and their Queries some or all the objects in a bucket and
Versions version history their version history.

SDK API| References

For the parameters and method descriptions of all the APIs in the SDK, see SDK API Reference.

Querying an Object List

Description

This API is used to query some or all the objects in a bucket.

Sample 1. Getting the first page of data

String bucketName = "examplebucket-1250000000"; // Format: BucketName-APPID;
final GetBucketRequest getBucketRequest = new GetBucketRequest (bucketName) ;

// Prefix match, which is used to specify the address prefix of the returned object

getBucketRequest.setPrefix ("dir/");

// The maximum number of entries returned at a time; the default value is 1,000

getBucketRequest.setMaxKeys (100) ;

cosXmlService.getBucketAsync (getBucketRequest, new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
GetBucketResult getBucketResult = (GetBucketResult) result;
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if (getBucketResult.listBucket.isTruncated) {
// The data is truncated, and the next page of data needs to be pulled

prevPageResult = getBucketResult;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {
serviceException.printStackTrace () ;

P

Note:

For more samples, please visit GitHub.

Sample 2. Requesting the next page of data

String bucketName = "examplebucket-1250000000"; // Format: BucketName-APPID;

GetBucketRequest getBucketRequest = new GetBucketRequest (bucketName) ;

// Prefix match, which is used to specify the address prefix of the returned object

getBucketRequest.setPrefix ("dir/");

// “prevPageResult® is the result returned on the previous page, where "nextMarker’
String nextMarker = prevPageResult.listBucket.nextMarker;

getBucketRequest.setMarker (nextMarker) ;

// The maximum number of entries returned at a time; the default value is 1,000

getBucketRequest.setMaxKeys (100) ;

cosXmlService.getBucketAsync (getBucketRequest, new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
GetBucketResult getBucketResult = (GetBucketResult) result;
if (getBucketResult.listBucket.isTruncated) {
// The data is truncated, and the next page of data needs to be pulled
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// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {
serviceException.printStackTrace () ;

P

Note:

For more samples, please visit GitHub.

Sample 3. Getting an object list and subdirectories

String bucketName = "examplebucket-1250000000"; // Format: BucketName-APPID;
GetBucketRequest getBucketRequest = new GetBucketRequest (bucketName) ;

// Prefix match, which is used to specify the address prefix of the returned object

getBucketRequest.setPrefix ("dir/");

// The maximum number of entries returned at a time; the default value is 1,000

getBucketRequest.setMaxKeys (100) ;

// The delimiter is a symbol. If the prefix exists,
// identical paths between the prefix and delimiter will be grouped as together and
// and then all common prefixes are listed. If there is no prefix, the listing star

getBucketRequest.setDelimiter ("/");

cosXmlService.getBucketAsync (getBucketRequest, new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {

GetBucketResult getBucketResult = (GetBucketResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,

@Nullable CosXmlClientException clientException,

@Nullable CosXmlServiceException serviceException) {
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if (clientException != null) {
clientException.printStackTrace();
} else {

serviceException.printStackTrace () ;

P

Note:

For more samples, please visit GitHub.

Querying an Object Version List

Description

This APl is used to query some or all objects in a versioning-enabled bucket.

Sample 1. Getting the object version list’s first page of data

String bucketName = "examplebucket-1250000000"; // Format: BucketName-APPID;
final GetBucketObjectVersionsRequest getBucketRequest =

new GetBucketObjectVersionsRequest (bucketName) ;

// Prefix match, which is used to specify the address prefix of the returned object

getBucketRequest.setPrefix ("dir/");

// The maximum number of entries returned at a time; the default value is 1,000

getBucketRequest.setMaxKeys (100) ;

cosXmlService.getBucketObjectVersionsAsync (getBucketRequest,
new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
GetBucketObjectVersionsResult getBucketResult =
(GetBucketObjectVersionsResult) result;
if (getBucketResult.listVersionResult.isTruncated) {
// The data is truncated, and the next page of data needs to be pulled
prevPageResult = getBucketResult;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override

public void onFail (CosXmlRequest cosXmlRequest,
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@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;

)i

Note:

For more samples, please visit GitHub.

Sample 2. Getting the object version list’s next page of data

String bucketName = "examplebucket-1250000000"; // Format: BucketName-APPID;
final GetBucketObjectVersionsRequest getBucketRequest =

new GetBucketObjectVersionsRequest (bucketName) ;

// Prefix match, which is used to specify the address prefix of the returned object

getBucketRequest.setPrefix ("dir/");

// The maximum number of entries returned at a time; the default value is 1,000

getBucketRequest.setMaxKeys (100) ;

// ~prevPageResult® is the result returned on the previous page, where “nextMarker
// indicate the starting point of the next page
getBucketRequest.setKeyMarker (prevPageResult.listVersionResult
.nextKeyMarker) ;
getBucketRequest.setVersionIdMarker (prevPageResult.listVersionResult

.nextVersionIdMarker) ;

cosXmlService.getBucketObjectVersionsAsync (getBucketRequest,
new CosXmlResultListener () |
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
GetBucketObjectVersionsResult getBucketResult =
(GetBucketObjectVersionsResult) result;
if (getBucketResult.listVersionResult.isTruncated) {
// The data is truncated, and the next page of data needs to be pulled
prevPageResult = getBucketResult;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of

@Override
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public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else |

serviceException.printStackTrace () ;

P

Note:

For more samples, please visit GitHub.
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Deleting Objects

Last updated : 2024-06-25 10:53:13

Overview

This document provides an overview of APIs and SDK code samples related to object deletion.

API Operation Description

DELETE Object Deleting an object Deletes an object from a bucket.

DELETE Multiple Deleting multiple Deletes multiple objects from a bucket in a single
Objects objects request

SDK API| References

For the parameters and method descriptions of all the APIs in the SDK, see SDK API Reference.

Deleting a Single Object

Description

This APl ( DELETE Object )is used to delete a specified object.

Sample code

String bucket = "examplebucket-1250000000"; // Bucket, formatted as BucketName-APPI
String cosPath = "exampleobject"; // The location identifier of the object in the b

DeleteObjectRequest deleteObjectRequest = new DeleteObjectRequest (bucket,
cosPath) ;
cosXmlService.deleteObjectAsync (deleteObjectRequest,
new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest cosXmlRequest, CosXmlResult result) {
DeleteObjectResult deleteObjectResult = (DeleteObjectResult) result;

// If you use the Kotlin language to call this, please note that the exception

// clientException is of type CosXmlClientException? and serviceException is of
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@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;

P

Note:

For more samples, please visit GitHub.

Deleting Multiple Objects

Description

This API is used to delete multiple objects in a single request.

Sample code

// Bucket name in the format of BucketName-APPID (APPID is required), which can be
String bucket = "examplebucket-1250000000";

List<String> objectlList = new ArraylList<String>();

objectList.add ("exampleobjectl"); // The location identifier of the object in the b
objectList.add ("exampleobject2"); // The location identifier of the object in the b

DeleteMultiObjectRequest deleteMultiObjectRequest =
new DeleteMultiObjectRequest (bucket, objectList);
// In quiet mode, only information on objects that failed to be deleted will be ret
deleteMultiObjectRequest.setQuiet (true);
cosXmlService.deleteMultiObjectAsync (deleteMultiObjectRequest,
new CosXmlResultListener () |
@Override
public void onSuccess (CosXmlRequest cosXmlRequest, CosXmlResult result) {
DeleteMultiObjectResult deleteMultiObjectResult =
(DeleteMultiObjectResult) result;

// If you use the Kotlin language to call this, please note that the exception

// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
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@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;

)i

Note:

For more samples, please visit GitHub.

Deleting a Directory

Description

COS uses slashes (/) as the delimiter to show directories in order to achieve the effect of a file system. Therefore, if
you want to delete a directory in COS, you need to delete objects that are prefixed with a specified value. For example,
the directory prefix/ is actually all objects prefixed with prefix/ . Therefore, you can delete all objects
prefixed with prefix/ todeletethe prefix/ directory.

Currently, COS’s Android SDK did not provide an API to perform this operation. However, you can still do it using a

combination of basic operations.

Sample code

// Bucket name in the format of BucketName-APPID (APPID is required), which can be
String bucket = "examplebucket-1250000000";
String prefix = "folderl/"; // Specify a prefix.

GetBucketRequest getBucketRequest = new GetBucketRequest (bucket) ;
getBucketRequest.setPrefix (prefix);

// "prefix" indicates the directory to delete.

getBucketRequest.setPrefix (prefix);

// Set the maximum number of traversed objects (up to 1,000 per listobject request)
getBucketRequest.setMaxKeys (1000) ;

GetBucketResult getBucketResult = null;

do {
try{
getBucketResult = cosXmlService.getBucket (getBucketRequest) ;
List<ListBucket.Contents> contents = getBucketResult.listBucket.contentsLis
DeleteMultiObjectRequest deleteMultiObjectRequest = new DeleteMultiObjectRe
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for (ListBucket.Contents content : contents) {
deleteMultiObjectRequest.setObjectList (content.key);

}
cosXmlService.deleteMultiObject (deleteMultiObjectRequest) ;

getBucketRequest.setMarker (getBucketResult.listBucket.nextMarker) ;
} catch (CosXmlClientException e) {
e.printStackTrace();

return;
} catch (CosXmlServiceException e) {
e.printStackTrace();

return;

}
} while (getBucketResult.listBucket.isTruncated);

Note:
For more samples, please visit GitHub.
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Restoring Archived Objects

Last updated : 2024-06-25 10:53:13

Overview

This document provides an overview of APIs and SDK code samples related to restoring an archived object.

API Operation Description

POST Obiject restore Restoring an archived object Restores an archived object for access.

SDK API| References

For the parameters and method descriptions of all the APIs in the SDK, see SDK AP| Reference.

Restoring an Archived Object

Description

This APl ( POST Object restore )is used torestore an archived object for access.
Sample code

// Bucket name in the format of BucketName-APPID (APPID is required), which can be

String bucket = "examplebucket-1250000000";

String cosPath = "exampleobject"; // The location identifier of the object in the b
RestoreRequest restoreRequest = new RestoreRequest (bucket, cosPath);
restoreRequest.setExpireDays (5); // Retain for 5 days

restoreRequest.setTier (RestoreConfigure.Tier.Standard); // Standard restoration mod

cosXmlService.restoreObjectAsync (restoreRequest, new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {

RestoreResult restoreResult = (RestoreResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override

public void onFail (CosXmlRequest cosXmlRequest,
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@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;

P

Note:

For more samples, please visit GitHub.

©2013-2024 Tencent Cloud. All rights reserved. Page 81 of 293


https://github.com/tencentyun/cos-snippets/tree/master/Android/app/src/androidTest/java/com/tencent/qcloud/cosxml/cssg/RestoreObject.java

@ Tencent Cloud Cloud Object Storage

Querying Object Metadata

Last updated : 2024-06-25 10:53:13

Overview

This document provides an overview of APIs and SDK code samples related to querying object metadata.

API Operation Description

HEAD Object Querying object metadata Queries the metadata of an object.

SDK API| References

For the parameters and method descriptions of all the APIs in the SDK, see SDK API Reference.

Querying Object Metadata

Description

This API is used to query the metadata of an object.

Sample code

String bucket = "examplebucket-1250000000"; // Bucket, formatted as BucketName-APPI
String cosPath = "exampleobject"; // The location identifier of the object in the b
HeadObjectRequest headObjectRequest = new HeadObjectRequest (bucket, cosPath);
cosXmlService.headObjectAsync (headObjectRequest, new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
HeadObjectResult headObjectResult = (HeadObjectResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {

clientException.printStackTrace () ;
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} else {
serviceException.printStackTrace();

P

Note:

For more samples, please visit GitHub.
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Generating Pre-Signed URLs

Last updated : 2024-06-25 10:53:13

Overview

This document provides an overview of SDK code samples related to generating pre-signed object URLs.

For details about how to use a pre-signed URL for uploads, see Upload via Pre-Signed URL. For details about how to
use a pre-signed URL for downloads, see Download via Pre-Signed URL.

Note:

You are advised to use a temporary key to generate pre-signed URLSs for the security of your requests such as
uploads and downloads. When you apply for a temporary key, follow the Principle of Least Privilege to avoid leaking
resources besides your buckets and objects.

If you need to use a permanent key to generate a pre-signed URL, you are advised to limit the permission of the

permanent key to uploads and downloads only to avoid risks.

SDK API References

For the parameters and method descriptions of all the APIs in the SDK, see SDK API Reference.

Generating a Pre-Signed Object URL

Sample code 1. Generating a pre-signed upload URL

try {
// Bucket name
String bucket = "examplebucket-1250000000";
// Object key, the unique location ID of an object in a bucket. For more inform

// Note: The key does not need to be encoded.

String cosPath = "exampleobject";
// HTTP request method
String method = "PUT";

PresignedUrlRequest presignedUrlRequest = new PresignedUrlRequest (bucket
, cosPath) {
@Override
public RequestBodySerializer getRequestBody ()
throws CosXmlClientException {
// Used to calculate a pre-signed URL for requests like “PUT" that requ

return RequestBodySerializer.string("text/plain",
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"this is test");

bi
presignedUrlRequest .setRequestMethod (method) ;
// Set the signature validity period to be 60s. Note that here is the signature

presignedUrlRequest.setSignKeyTime (60) ;

// Set not to sign ‘Host®

presignedUrlRequest .addNoSignHeader ("Host") ;

String urlWithSign = cosXmlService.getPresignedURL (presignedUrlRequest) ;
} catch (CosXmlClientException e) {

e.printStackTrace () ;

Note:
For the complete sample, go to GitHub.

Sample code 2. Generating a pre-signed download URL

try {
// Bucket name
String bucket = "examplebucket-1250000000";
// Object key, the unique location ID of an object in a bucket. For more inform

// Note: The key does not need to be encoded.
String cosPath = "exampleobject";
// HTTP request method

String method = "GET";
PresignedUrlRequest presignedUrlRequest = new PresignedUrlRequest (bucket

, cosPath);
presignedUrlRequest .setRequestMethod (method) ;

// Set the signature validity period to be 60s. Note that here is the signature
presignedUrlRequest.setSignKeyTime (60) ;

// Set not to sign “Host®
presignedUrlRequest.addNoSignHeader ("Host") ;

String urlWithSign = cosXmlService.getPresignedURL (presignedUrlRequest) ;

} catch (CosXmlClientException e) {
e.printStackTrace();

Note:

For the complete sample, go to GitHub.
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Configuring Preflight Requests for Cross-
origin Access

Last updated : 2024-06-25 10:53:13

Overview

This document provides an overview of APIs and SDK code samples related to CORS preflight requests.

API Operation Description
Options Configuring a preflight request for Sends a preflight request to check whether a real cross-
Object Cross-origin access origin access request can be sent

SDK API| References

For the parameters and method descriptions of all the APIs in the SDK, see SDK API Reference.

Configuring a Preflight Request for Cross-origin Access

Description

This API is used to get the cross-origin access configuration for a preflight request.

Sample code

// Bucket name in the format of BucketName-APPID (APPID is required), which can be
String bucket = "examplebucket-1250000000";

String cosPath = "exampleobject"; // The location identifier of the object in the b
String origin = "https://cloud.tencent.com";
String accessMethod = "PUT";

OptionObjectRequest optionObjectRequest = new OptionObjectRequest (bucket,
cosPath, origin,
accessMethod) ;
cosXmlService.optionObjectAsync (optionObjectRequest,
new CosXmlResultListener () |
@Override
public void onSuccess (CosXmlRequest cosXmlRequest, CosXmlResult result) {

OptionObjectResult optionObjectResult = (OptionObjectResult) result;

©2013-2024 Tencent Cloud. All rights reserved. Page 86 of 293


https://intl.cloud.tencent.com/document/product/436/8288
https://cos-android-sdk-doc-1253960454.file.myqcloud.com/

@ Tencent Cloud Cloud Object Storage

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest cosXmlRequest,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;
P

Note:

For more samples, please visit GitHub.
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Server-Side Encryption

Last updated : 2024-06-25 10:53:13

Overview

This document describes how to enable server-side encryption when uploading objects. There are three types of keys

that can be used for server-side encryption:
COS-managed key
KMS-managed key

Customer-provided key

SDK API Reference

For the parameters and method descriptions of all the APIs in the SDK, please see SDK API Reference.

Using server-side encryption with COS-managed encryption keys (SSE-COS) to protect data

Description

With this method, your master key and data are managed by COS. COS can automatically encrypt your data when

written into the IDC and automatically decrypt it when accessed. Currently, COS supports AES-256 encryption using a

COS master key pair.

Sample code

PutObjectRequest putObjectRequest = new PutObjectRequest (bucket, cosPath, srcPath);

// Configure server-side encryption with COS-managed encryption keys (SSE-COS) to p

putObjectRequest.setCOSServerSideEncryption () ;

// Upload a file

COSXMLUploadTask cosxmlUploadTask = transferManager.upload (putObjectRequest, upload

Note:

For the complete sample, go to GitHub.

Using server-side encryption with KMS-managed encryption keys (SSE-KMS) to protect data

Description
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SSE-KMS encryption is server-side encryption using keys managed by KMS, a Tencent Cloud security management
service. KMS is designed to generate and protect your keys using third-party-certified hardware security modules
(HSM). It allows you to easily create and manage keys for use in multiple applications and services, while meeting
regulatory and compliance requirements. For information on how to activate KMS service, see Server-side Encryption

Overview.

Sample code

// Server-side encryption key

String customKey = "customer master key (CMK)";

String encryptContext = "encryption context";

PutObjectRequest putObjectRequest = new PutObjectRequest (bucket, cosPath, srcPath);

// Configure server-side encryption with KMS customer master keys (SSE-KMS) to prot
try {

putObjectRequest.setCOSServerSideEncryptionWithKMS (customKey, encryptContext);
} catch (CosXmlClientException e) {

e.printStackTrace () ;

}
// Upload the files

COSXMLUploadTask cosxmlUploadTask = transferManager.upload (putObjectRequest, upload

Note:

For the complete sample, go to GitHub.

Using server-side encryption with customer-provided encryption keys (SSE-C) to protect
data

Description

With this method, the encryption key is provided by the customer. To upload an object, COS will apply AES-256
encryption to the data using the customer-provided encryption key pair.

Note:

This type of encryption requires using HTTPS requests.

You need to provide a 32-byte string as the key, a combination of numbers, letters, and characters, with Chinese
characters not supported.

If a file was key-encrypted when uploaded, you need to include the same key in your GET (download) or HEAD

(query) request for it to succeed.

Sample code

// Server-side encryption key
String customKey = "Server-side encryption key";
PutObjectRequest putObjectRequest = new PutObjectRequest (bucket, cosPath, srcPath);
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// Configure server-side encryption with customer-provided encryption keys

(SSE-C)
try {

putObjectRequest.setCOSServerSideEncryptionWithCustomerKey (customKey) ;
} catch (CosXmlClientException e) {

e.printStackTrace() ;

// Upload the files

COSXMLUploadTask cosxmlUploadTask = transferManager.upload (putObjectRequest, upload
Note:

For the complete sample, go to GitHub.
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Single-Connection Bandwidth Limit

Last updated : 2024-06-25 10:53:13

Overview

This document describes how to limit the speed on a single URL when calling the upload or download API.

SDK API| References

For the parameters and method descriptions of all the APIs in the SDK, see SDK API Reference.

Directions

The speed range is 819200 to 838860800 (in bit/s), that is, 100 KB/s to 100 MB/s. If a value is not within this range,
400 will be returned.

Sample 1. Limiting single-URL speed on uploads

TransferConfig transferConfig = new TransferConfig.Builder () .build();
// Initialize TransferManager
TransferManager transferManager = new TransferManager (cosXmlService,

transferConfigqg);

// Bucket name in the format of BucketName-APPID (APPID is required), which can be
String bucket = "examplebucket-1250000000";
String cosPath = "exampleobject"; // Location identifier of the object in the bucke
String srcPath = new File(context.getCacheDir (), "exampleobject")

.toString(); // Absolute path of the local file
// If there is an uploadId for the initialized multipart upload, assign the value o

String uploadId = null;
PutObjectRequest putObjectRequest = new PutObjectRequest (bucket, cosPath, srcPath);
// Set the bandwidth limit for a single request in bit/s. In the example, the limit

putObjectRequest.setTrafficLimit (1024 * 1024 * 8);

// Upload the object
COSXMLUploadTask cosxmlUploadTask = transferManager.upload (putObjectRequest, upload

// Set the upload progress callback
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cosxmlUploadTask.setCosXmlProgressListener (new CosXmlProgressListener () {
@Override
public void onProgress(long complete, long target) {

// todo Do something to update progress...

P
// Set the response callback
cosxmlUploadTask.setCosXmlResultListener (new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
COSXMLUploadTask.COSXMLUploadTaskResult uploadResult =
(COSXMLUploadTask.COSXMLUploadTaskResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest request,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {
serviceException.printStackTrace();

}) i
// Set the job status callback to view the job progress
cosxmlUploadTask.setTransferStatelistener (new TransferStatelListener () {
@Override
public void onStateChanged (TransferState state) {
// todo notify transfer state

P

Note:

For the complete sample, please visit GitHub.

Sample 2. Limiting single-URL speed on downloads

// .cssg—snippet-body-start: [transfer-download-object]
// The advanced download API supports checkpoint restart. Therefore, a HEAD request

// If you are using a temporary key or accessing with a sub-account, ensure that yo
// Initialize TransferConfig. The default configuration is used here. To customize

TransferConfig transferConfig = new TransferConfig.Builder () .build();

// Initialize TransferManager
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TransferManager transferManager = new TransferManager (cosXmlService,
transferConfigqg);

// Bucket name in the format of BucketName-APPID (APPID is required), which can be
String bucket = "examplebucket-1250000000";

String cosPath = "exampleobject"; // Location identifier of the object in the bucke
// Path of the local directory

String savePathDir = context.getExternalCacheDir () .toString();

// File name saved locally. If not specified (null), it will be the same as the COS

String savedFileName = "exampleobject";

GetObjectRequest getObjectRequest = new GetObjectRequest (bucket, cosPath, savePathD
// Set the bandwidth limit for a single URL in bit/s. In the example, the limit is
getObjectRequest.setTrafficLimit (1024 * 1024 * 8);

Context applicationContext = context.getApplicationContext (); // application
// context
COSXMLDownloadTask cosxmlDownloadTask =

transferManager.download (applicationContext, getObjectRequest);

// Set the download progress callback
cosxmlDownloadTask.setCosXmlProgressListener (new CosXmlProgressListener () {
@Override
public void onProgress (long complete, long target) {
// todo Do something to update progress...

P
// Set the response callback
cosxmlDownloadTask.setCosXmlResultListener (new CosXmlResultListener () {
@Override
public void onSuccess (CosXmlRequest request, CosXmlResult result) {
COSXMLDownloadTask.COSXMLDownloadTaskResult downloadTaskResult =
(COSXMLDownloadTask.COSXMLDownloadTaskResult) result;

// If you use the Kotlin language to call this, please note that the exception
// clientException is of type CosXmlClientException? and serviceException is of
@Override
public void onFail (CosXmlRequest request,
@Nullable CosXmlClientException clientException,
@Nullable CosXmlServiceException serviceException) {
if (clientException != null) {
clientException.printStackTrace () ;
} else {

serviceException.printStackTrace () ;
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}) i
// Set the job status callback to view the job progress

cosxmlDownloadTask.setTransferStatelListener (new TransferStatelistener () {
@Override
public void onStateChanged(TransferState state) {
// todo notify transfer state

P

Note:

For more samples, please visit GitHub.
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