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Abstract

Ensuring privacy when handling and sharing clinical data within Electronic Health Records (EHR)
and clinical notes is crucial for compliance with data protection regulations such as the Health In-
surance Portability and Accountability Act (HIPAA) in the United States and the General Data
Protection Regulation (GDPR) in the European Union. Manual de-identification is labor-intensive
and resource-demanding, prompting the exploration of Natural Language Processing (NLP) meth-
ods for automated solutions.

De-identification in the clinical domain involves removing Protected Health Information (PHI)
from clinical text to prevent subject identification. PHI includes names, addresses, and dates,
among other identifiers. This task is intrinsically challenging due to the vast volumes of clinical
data and the diverse, often inconsistent terminology, which can include various formats, structures,
and misspellings. Despite numerous de-identification systems developed over the years, their
implementation remains limited in healthcare practice, as they are unable to guarantee the removal
of all sensitive information.

In this work, we propose a novel technique that ensures the removal of all sensitive infor-
mation by utilizing sentence embeddings. This method substitutes each sentence in a clinical
document with semantically similar counterparts from an embedding space created from a de-
identified dataset, ensuring no sensitive information remains in the final document. We evaluate
the performance of different models using metrics that assess both anonymization sensitivity and
the retention of clinical information.

Our results indicate that sentence replacement preserves relevant medical information more ef-
fectively than the previously proposed word replacement strategy, which, while better at anonymiza-
tion sensitivity, often compromises the retention of clinical information. The best sentence em-
bedding model obtains gains from 20 to 32% over the tested word embedding model on clinical
information retention metrics. This research offers a promising direction for improving automated
de-identification in clinical practice.

Keywords: Natural Language Processing, Protected Health Information, De-Identification, Anonymiza-
tion, Sentence Embeddings



Resumo

Garantir a privacidade ao lidar e compartilhar dados clinicos em Registos Eletrénicos de Satide
e notas clinicas é crucial para a conformidade com regulamentos de protecdo de dados, como a
Health Insurance Portability and Accountability Act (HIPAA) nos Estados Unidos e o Regula-
mento Geral de Protecdo de Dados (RGPD) na Unido Europeia. A desidentificacdo manual é uma
tarefa intensiva e exige muitos recursos, o que motiva a exploracdo de métodos de Processamento
de Linguagem Natural (PLN) para solu¢des automatizadas.

A desidentificacdo no dominio clinico envolve a remoc¢ao de Informacgao de Satide Protegida
(ISP) do texto clinico para evitar a identificacdo dos sujeitos. ISP inclui nomes, moradas e datas,
entre outros identificadores. Esta tarefa € intrinsecamente desafiadora devido ao grande volume
de dados clinicos e a terminologia diversificada e muitas vezes inconsistente, que pode incluir
varios formatos, estruturas e erros ortograficos. Apesar dos indmeros sistemas de desidentificacdo
desenvolvidos ao longo dos anos, a sua utiliza¢do permanece limitada na 4rea da sadde, pois sdo
incapazes de garantir a remocao de toda a informagao sensivel.

Neste trabalho, propomos uma técnica inovadora que assegura a remocao de toda a informagéo
sensivel utilizando representacdes de frases. Este método substitui cada frase de um documento
clinico por contrapartes semanticamente semelhantes obtidas de um espaco de representacdes cri-
ado a partir de um conjunto de dados desidentificado, garantindo que nenhuma informacgdo sen-
sivel permaneca no documento final. Avaliamos o desempenho de diferentes modelos utilizando
métricas que avaliam tanto a sensibilidade da anonimizagdo quanto a reten¢do de informacdo
clinica.

Os nossos resultados indicam que a substituicao de frases preserva mais eficazmente a infor-
macao médica relevante em comparacdo com a estratégia de substituicdo de palavras proposta
anteriormente, que, embora melhor em termos de sensibilidade de anonimizagdo, muitas vezes
compromete a retencdo de informagdes clinicas. O melhor modelo de representagdes de frases
obteve ganhos entre 20 a 32% em relacdo ao modelo de representacdes de palavras testado nas
métricas de retencdo de informacido clinica. Esta pesquisa oferece uma dire¢do promissora para
melhorar a desidentificacdo automatizada na pratica clinica.

Palavras-chave: Processamento de Linguagem Natural, Informacdo de Satide Protegida, Desi-
dentificagdo, Anonimizacao, Representacdes de Frases
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“You should be glad that bridge fell down.
I was planning to build thirteen more to that same design”

Isambard Kingdom Brunel
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Chapter 1

Introduction

De-identification refers to the removal of personally identifiable information (PII) from records or
datasets so that individual persons cannot be identified. In the clinical domain, de-identification
typically consists of removing protected health information (PHI) from clinical notes or health
records. PHI is a type of PII that specifically pertains to health information. It is any information
in a medical context that can identify an individual and is related to their health status, provision
of healthcare, or payment for healthcare services. With the recent increase in the usage of dig-
ital tools by health institutions, clinical notes and health records have become largely available
electronically and need to be handled with caution, as they often contain sensitive information
about patients and healthcare practitioners [36]. Automated solutions based on Artificial Intel-
ligence (AI) and Natural language Processing (NLP) methods have been explored to de-identify
Electronic Health Records (EHR), which contain large amounts of unstructured text data and are
therefore impossible to be manually de-identified. The purpose of de-identification is to allow the

usage of healthcare data for research and development by different entities and agencies.

1.1 Context

This master’s thesis is the result of a collaboration between Fraunhofer Portugal and Faculdade
de Engenharia da Universidade do Porto. Fraunhofer Portugal is a non-profit private association
funded by Fraunhofer-Gesellschaft, the largest organization for applied research in Europe. It
has a presence in the Health, Information and Communications Technology (ICT) & Electronics,
Manufacturing, and Public Administration sectors.

The INCOGNITUS [54] platform was developed with the healthcare industry in mind, as it is
a privacy-demanding area due to the high volume of personal and sensitive information contained
in health records. It allows the user to upload the text they want to de-identify and select one of
three methods for such. Two of them are based on Named Entity Recognition (NER), in which a
trained classification model identifies sensitive entities, and these are then replaced by categorized
tags. The third method relies on a word embedding model that replaces every word in the text with

one of the nearest ones in the embedding space.
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1.2 Motivation

De-identifying clinical text is crucial to mitigate privacy concerns when dealing with sensitive
clinical data in Electronic Health Records and clinical notes. The General Data Protection Reg-
ulation (GDPR) [15] and the Health Insurance Portability and Accountability Act (HIPAA) [64]
are two pieces of legislation that regulate the handling and sharing of personal and health data and
are highly relevant in the context of de-identification.

Manual de-identification is a laborious task that requires substantial human and time resources,
so there is a need for automatic solutions. Solutions based on Al and NLP have been developed
over the years and have achieved great performance in this task. However, there is a lack of adop-
tion of these systems for real-world use cases, and this area of research remains mainly academic.
It is not guaranteed that these systems can reliably detect the personal information contained in
the datasets to which they are applied, and performance may vary across different types of clinical
notes. There is a need for solutions that health institutions can effectively use. Still, it should
also be considered if perfect de-identification, i.e., removing all the sensitive information while
keeping the non-sensitive information intact, is a realistic goal [57].

Emphasizing this issue, Abdalla et al. [1] introduced an innovative solution involving prox-
imity measures between word embeddings. Their method replaces each token in a clinical note
with a semantically similar one, ensuring the removal of sensitive information. However, this
approach raises concerns about potential information loss and readability issues. This method,
known as K-Nearest Embeddings Obfuscation (KNEO), is one of the strategies implemented in
the INCOGNITUS toolbox.

This work follows their approach but extends it to the usage of sentence embeddings, replac-
ing full sentences instead of words. Additionally, new and adapted metrics for anonymization

sensitivity and clinical information loss will be utilized.

1.3 Objectives

The principal objective of this work is to develop a method for clinical text de-identification that
relies on sentence replacement to remove the sensitive information contained in them. As the
INCOGNITUS platform is already developed and running, the idea is not to create a system from
scratch but instead to integrate this new method into the platform. Our strategy is to replace the
original sentences with sentences that do not contain sensitive information but are semantically
similar, in order to maintain the relevant medical information, coherence, and readability of the
clinical notes.

For this approach, an extensive vector database will be created from de-identified clinical and
biomedical text, where each vector corresponds to a sentence from such text. Every sentence
will be stored in its original and encoded format through the usage of an embedding model. An
extensive, de-identified and publicly available clinical dataset will be used to create this vector
database, the MIMIC-III [23] dataset.
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To de-identify a clinical note, each sentence is encoded into the embedding space and replaced
by one of the closest in the embedding space. After this process, we obtain a different clinical note,
but hopefully, its clinical and medical information will be retained. Furthermore, as our vector
database does not contain sentences with personal and sensitive information, the new version of
the clinical note will also not contain it, as every sentence is being replaced.

With this strategy, we aim to answer the following research questions:

* Can sentence embeddings and embedding space-based replacements retain clinical and

medical data while ensuring anonymity?

* Is sentence replacement an improvement over word replacement regarding clinical informa-

tion retention?

This solution could potentially be useful in terms of data uniformization. By using a sentence
database, a more standardized dataset could be generated, as the sentences are coming from the
same source, which could benefit model training for future downstream tasks, such as clinical
information extraction. Additionally, it aims to tackle the flaws of the existing methods, such as
the failure to detect some of the sensitive information for the NER models and the information

loss and lack of readability for the word replacement approach.

1.4 Contributions

A text anonymization pipeline based on sentence substitution was successfully implemented on top
of the existing anonymization toolkit’s code and structure. This toolkit could be made available
for health and research institutions in the future, aiming to facilitate the sharing and secondary
usage of clinical data. Additionally, the realization of this work in collaboration with Fraunhofer
Portugal AICOS resulted in the contribution as a co-author to the writing of a scientific paper [51]
and in the accepted submission of a short paper to the PrivateNLP@ACL 2024' workshop as the

main author.
1.5 Document Structure

After this introductory chapter, the document consists of the following chapters:

» Chapter 2 provides an overview of the state-of-the-art in clinical de-identification.

* Chapter 3 gives an outline of what embeddings are, their usage in NLP tasks and some of

the most used models.

* Chapter 4 describes the INCOGNITUS platform.

nttps://sites.google.com/view/privatenlp/
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* Chapter 5 explains the methodology used for the de-identification of clinical text and out-

lines the evaluation metrics used.
* Chapter 6 presents the obtained results and discusses them.

* Chapter 7 concludes the work, discusses limitations, and proposes lines for future work.



Chapter 2

De-identification of Clinical Text

This chapter explores the application of NLP techniques to the problem of text de-identification
in the clinical domain. Several methodologies will be analyzed, from simpler rule-based sys-
tems and traditional machine learning techniques to more complex deep learning architectures
and transformer-based models. Different evaluation methods and metrics will be discussed to an-
alyze the systems’ performances. Additionally, multiple replacement strategies for the detected
PHI terms will be evaluated, alongside their impact on subsequent tasks for which the clinical
text may be used. Finally, the capability of generalizing these solutions to different datasets or

languages in order to ensure real-world usage will also be covered.

2.1 Overview

With the recent increase in the use and adoption of EHR systems, significant amounts of patient
clinical data have become available to be used by clinicians, researchers, and for operational pur-
poses [36]. This has led to an advancement in the technologies being used and an improvement
in medical investigations, diagnosis, and treatment processes, which results in a better healthcare
service being provided to the patients [20].

However, the sharing of clinical data is severely limited due to the fact that it contains sensitive
information about patients, doctors, institutions, and other entities. Consequently, sensitive infor-
mation must be removed or obfuscated to allow the sharing of clinical data in order to preserve
patient confidentiality [12].

Ensuring privacy when handling and sharing clinical data within EHR and clinical notes is
crucial to complying with data protection regulations, such as the HIPAA [64] in the United States
of America and the GDPR [15] in the European Union.

2.1.1 Health Insurance Portability and Accountability Act

The HIPAA Privacy Rule sets nationwide guidelines safeguarding people’s medical records and

personally identifiable health details, known as protected health information (PHI). It covers health
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plans, healthcare clearinghouses, and providers engaging in specific electronic healthcare trans-
actions [43]. The rule also permits the de-identification of PHI through two established methods
[42]:

Expert Determination Involves a qualified expert applying generally accepted statistical and sci-
entific principles and methods to ensure that the risk of re-identification of individuals is very

small.

Safe Harbor Requires the removal of 18 specific identifiers of the individual or of relatives, em-
ployers, or household members of the individual, and ensuring that the information cannot

be used alone or in combination with other information to identify the individual.

The following identifiers must be removed when utilizing the Safe Harbor method [42]:
e Names

» All geographic subdivisions smaller than a state, including street address, city, county,

precinct, ZIP code, and their equivalent geocodes

» All elements of dates (except year) for dates that are directly related to an individual, in-
cluding birth date, admission date, discharge date, death date, and all ages over 89 and all

elements of dates (including year) indicative of such age

 Telephone numbers, fax numbers, email addresses, Web Universal Resource Locators (URLS),

Internet Protocol (IP) addresses
* Vehicle identifiers and serial numbers, including license plate numbers

* Device identifiers, serial numbers, Social Security numbers, medical record numbers, health

plan beneficiary numbers, account numbers and certificate/license numbers
* Biometric identifiers, including finger and voice prints
¢ Full-face photographs and any comparable images
* Any other unique identifying number, characteristic, or code
The Privacy Rule allows the use and disclosure of de-identified health information for sec-

ondary purposes, as it is no longer considered protected health information.

2.1.2 General Data Protection Regulation

The GDPR classifies personal health data as a special category of data that needs robust data
protection safeguards in order to be protected [59]. Its secondary usage is prohibited without
individual consent. However, there is an exception to the ruling in Recital 26, as it states that

“The principles of data protection should therefore not apply to anonymous information, namely
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information which does not relate to an identified or identifiable natural person or to personal data
rendered anonymous in such a manner that the data subject is not or no longer identifiable.” [45]
[11].

Accordingly, once the data has been appropriately anonymized and individuals are no longer
identifiable, it no longer falls within the scope of GDPR. It can, therefore, be used for secondary

purposes.

2.1.3 Anonymization vs De-identification

In 2019, Chevrier et al. [10] conducted a review of the usage of the terms "anonymization" and
"de-identification" in the literature. The authors suggest that the appropriate usage of the terms
should be incentivized since several publications use the terms interchangeably and do not provide
any definitions.

Lison et al. [28] define the two terms as follows:

Anonymization Complete and irreversible removal from a dataset of any information that, di-

rectly or indirectly, may lead to a subject’s data being identified.

De-identification Process of removing specific, predefined direct identifiers from a dataset.

The GDPR does not provide an actual definition for "anonymization" or "de-identification" but
specifies the requirements for data to be considered anonymized, as mentioned in Section 2.1.2.
However, it defines "pseudonymization" as "the processing of personal data in such a manner that
the personal data can no longer be attributed to a specific data subject without the use of additional
information, provided that such additional information is kept separately and is subject to technical
and organizational measures to ensure that the personal data are not attributed to an identified or
identifiable natural person." [44].

Anonymized data and pseudonymized data differ in their classification under the GDPR. While
anonymized data is not considered personal data, pseudonymized data still falls within the realm
of personal data as per GDPR guidelines. Preserving the distinction between these two concepts
is essential under this regulation [62].

On the other hand, the HIPAA Privacy Rule clearly states and describes the methods from
which de-identification can be achieved and lists the 18 types of PHI that must be removed in order
for the data to be considered de-identified when using the Safe Harbor method, as mentioned in
Section 2.1.1.

2.2 Challenges and Data

To foster research in the area of clinical data de-identification, two significant events were created:
the i2b2 (Informatics for Integrating Biology and the Bedside) de-identification tracks of 2006
[65] and 2014 [57]. These challenges focused on the de-identification of unstructured clinical data

and resulted in the submission of systems with impressive results.



De-identification of Clinical Text 8

The data for the 2006 i2b2 de-identification challenge was composed of medical discharge
summaries. Eight categories of PHI were present in the dataset: Patients, Doctors, Hospitals,
IDs, Dates, Locations, Phone Numbers, and Ages. The goal of this challenge was to remove the
PHI while maintaining the integrity of the data. It was composed of 889 records, from which
669 were used for training and the remaining 220 for testing. For the challenge, the records were
tokenized, broken into sentences and converted into XML representation [65]. Table 2.1 provides

an overview of the corpus, and Figure A.1 contains an example clinical note.

Complete Corpus

PHI Category Instances Tokens
Non-PHI - 444 127
Patients 929 1737
Doctors 3751 7697
Locations 263 518
Hospitals 2 400 5204
Dates 7098 7 651
IDs 4 809 5110
Phone Numbers 232 271
Ages 16 16

Table 2.1: Distribution of instances and tokens in the 2006 i2b2 de-identification corpus (obtained
from [65]).

Authors of the 2014 i2b2/UTHealth de-identification track used the HIPAA-PHI categories as
a starting point and augmented them to obtain the following i2b2-PHI categories and types [57]:

* NAME (types: PATIENT, DOCTOR, USERNAME)
* PROFESSION

* LOCATION (types: ROOM, DEPARTMENT, HOSPITAL, ORGANIZATION, STREET,
CITY, STATE, COUNTRY, ZIP, OTHER)

* AGE
* DATE
* CONTACT (types: PHONE, FAX, EMAIL, URL, IPADDRESS)

* IDs (types: SOCIAL SECURITY NUMBER, MEDICAL RECORD NUMBER, HEALTH
PLAN NUMBER, ACCOUNT NUMBER, LICENSE NUMBER, VEHICLE ID, DEVICE
ID, BIOMETRIC ID, ID NUMBER)

The corpus was composed of 1,304 individual records from 296 patients, with an average of
617.4 tokens per file [58]. Table 2.2 contains the distribution of the i2b2-PHI categories in the
corpus, and Figure A.2 exemplifies the clinical text present in the challenge, with the appropriate

XML tags (simplified version).



2.2 Challenges and Data

PHI Category #in training data | # in test data | Total # in corpus
NAME: PATIENT 1,316 879 2,195
NAME: DOCTOR 2,885 1,912 4,797

NAME: USERNAME 264 92 356

PROFESSION 234 179 413

LOCATION: HOSPITAL 1,437 875 2,312
LOCATION: ORGANIZATION 124 82 206
LOCATION: STREET 216 136 352
LOCATION: CITY 394 260 654
LOCATION: STATE 314 190 504
LOCATION: COUNTRY 66 117 183
LOCATION: ZIP CODE 212 140 352
LOCATION: OTHER 4 13 17
AGE 1,233 764 1,997
DATE 7,507 4,980 12,487
CONTACT: PHONE 309 215 524
CONTACT: FAX 8 2 10
CONTACT: EMAIL 4 1 5
CONTACT: URL 2 0 2
CONTACT: IPADDRESS 0 0 0
ID: SSN 0 0 0
ID: MEDICAL RECORD 611 422 1,033
ID: HEALTH PLAN 1 0 1

ID: ACCOUNT 0 0 0

ID: LICENSE 0 0 0

ID: VEHICLE 0 0 0

ID: DEVICE 7 8 15
ID: BIOID 1 0 1
ID: ID NUMBER 261 195 456
Total # of tags 17,410 11,462 28,872
Average PHI per file 22.03 22.3 22.14

Table 2.2: PHI distributions in the 2014 i2b2/UTHealth de-identification corpus (obtained from
[58]).

A more recent de-identification challenge was the 2016 CEGS N-GRID shared tasks Track
1, which focused on the de-identification of a new corpus of 1,000 psychiatric intake records
[56]. It was divided into two sub-tracks: one focused on how well existing systems generalize to
new data by making nine teams run existing de-identification systems, without any modifications
or training, on new records, and the other was the traditional de-identification task where the
participating teams could train and test their systems. The PHI categories for this track were the
same as the ones for the 2014 i2b2/UTHealth de-identification challenge. However, the 2016
corpus contained three times as many tokens per record compared to the 2014 corpus due to the
extensive notes psychiatrists take about the patients [56].

Another dataset that is commonly used for health-related tasks and clinical studies is the
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MIMIC-III' clinical database. It comprises information about patients admitted to critical care
units at a large tertiary care hospital, and before being incorporated into the dataset, this informa-
tion was de-identified in accordance with the HIPAA standards so that PHI was removed from the
text. MIMIC-III is distributed as a collection of CSV files, and researchers must complete a course

in protecting human research participants and sign a data user agreement to access it [23].

2.3 De-identification Systems

De-identification is an intrinsically difficult task due to the large volumes of unstructured data
available from clinical notes. Manual de-identification is an extremely laborious task, so auto-
mated systems must be developed and adopted. Most authors and researchers treat de-identification
as a NER problem, where the entities are the personal information that needs to be detected and
masked, such as names, IDs, contact information, and dates, among others. [74, 28].

Early de-identification systems were based on pattern matching and dictionary look-ups. Ma-
chine learning algorithms then improved on those simple approaches, while lately, the focus has

shifted towards the use of deep learning techniques.

2.3.1 Manual

Having experts manually perform the de-identification of data is not a feasible option, as it is an
exhaustive task that would require substantial human and temporal resources. It typically requires
many annotators, resulting in a performance that may be highly variable and prone to errors [40].

Dorr et al. [14] evaluated the time cost for manual de-identification and concluded it was a
tedious and time-consuming task, as manually de-identifying a note took 87.3 £+ 61 seconds on
average.

Human annotators are, however, often used to annotate data for tasks or challenges. Uzuner
et al. [65] use an automatic system in the first stage and three annotators in the second stage to
mark PHI tags in the 2006 i2b2 de-identification challenge. Stubbz and Uzuner [58], for the 2014
i2b2/UTHealth corpus, had six annotators and randomly assigned each patient’s records to two

independent annotators for them to work in parallel.

2.3.2 Rule-Based Systems

Rule-based systems typically rely on hand-crafted patterns and dictionaries/lists, often with limited
generalizability. Regular expressions are frequently used, mainly to detect personal information
that has standardized formats, such as emails or ZIP codes. Dictionaries can be built and used to
look up terms that are usually considered personally identifiable information, such as names and
locations, or, following an opposite approach, use a biomedical thesaurus and classify the terms

contained in them as non-sensitive [36].

1https ://physionet.org/content/mimiciii/1.4/
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In 1996, Sweeney [60] proposed the Scrub System, which used templates (e.g., phone numbers
and dates) and local knowledge sources, such as lists of first names or U.S. states. It uses parallel
PHI-detection algorithms, one for each category. The algorithm with the highest precedence and
certainty prevails, and its results can be shared with the other algorithms. The Scrub System was
able to find 99-100% of the sensitive information in a database of 275 patient records and 3 198
letters to referring physicians.

Beckwith et al. [5] created a HIPAA-compliant de-identification system for free-text clinical
notes. They implemented 50 regular expressions to identify patterns that commonly represent
PHI, such as dates, addresses, and emails. Additionally, regular expressions to detect terms after
the prefix "Dr" or "Doctor" are also implemented since it is very likely that a name follows them.
The system was able to remove 98.3% of the unique identifiers but with a low precision (4 671
over-scrubs).

Similarly, the Medical De-identification System (MeDS) [18], developed by Friedlin et al.,
uses several regular expressions and lists. However, the authors implement additional processes
to deal with ambiguous names (a name might be a non-name in a different context) and mis-
spellings, which list implementations often have trouble dealing with. When evaluating 7 193
surgical pathology reports, 99.47% of the HIPAA identifiers were detected.

On the 2006 i2b2 de-identification challenge, the top-performing systems were based on ma-
chine learning but complemented with regular expressions templates [65]. The same was observed
on the 2014 i2b2/UTHealth de-identification challenge [57].

Rule-based approaches require no labeled data (only for evaluation) and can easily be changed,
and new rules can conveniently be added to detect new PHI tokens and improve performance [12].
It is also easy to know why the system classified a token as PHI or non-PHI, as it necessarily falls
within at least one of the rules in order to be labeled as sensitive [36].

However, methods based on rules also have some significant disadvantages. For example, PHI
that does not fall into the defined rules will always go undetected. It is also necessary to account
for the multiple patterns that can occur for a PHI category, which requires different and complex
algorithms in order to be detected [36]. These systems are also sensitive to misspellings and
abbreviations and don’t take context into account, resulting in bad performance when ambiguous
terms are present [12]. Another problem is the generalizability since many of the rules are fine-
tuned to one particular type of data and, therefore, may not apply to a different system [30].

For example, if a character is missing on a city name, it will not be found in the list of cities
being used and, therefore, go undetected. Additionally, PHI and non-PHI can overlap and result
in ambiguous terms. For instance, "Alzheimer" can be both the name of a disease or the name of

a person. The former should not be considered PHI, but the latter should.

2.3.3 Machine Learning Systems

The 2006 i2b2 de-identification challenge [65] saw the first machine learning solutions being

constructed for this problem. These are normally based on supervised machine learning methods,
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where large amounts of labeled data with extractable features are available for a training phase
[36, 9].

Conditional Random Fields (CRF) [25] are the most used method and took over as the best-
performing systems in the 2006 and 2014 i2b2 de-identification challenges, but Support Vector
Machines, Decision Trees, and Maximum Entropy are also commonly found. The algorithms are
trained on a large corpus of annotated text and are accompanied by several feature engineering
techniques in order to produce lexical, syntactic, and semantic features [36, 9]. These features
capture different aspects of the text, such as the morphology, casing, symbols, and part-of-speech
(POS) of the words [74].

These systems were also often complemented with regular expression and dictionary lookup
modules, in addition to the main machine learning model [54]. It allowed the system to detect
sensitive information matching the regular expressions or included in searchable lists that could
have otherwise gone undetected by the machine learning algorithm.

One of the top-performing systems in the 2006 i2b2 de-identification challenge was developed
by Wellner et al. [69] and was based on the named entity recognition toolkit Carafe’. Carafe is
an implementation of Conditional Random Fields targeted at text processing tasks. Wellner et al.
complemented it with regular expressions to capture PHI with more standardized formats, such as
dates, and used features such as orthography, special characters and lexical context. The authors
submitted two runs of this system but added lexical cues and dictionaries for people, locations and
dates in the second run, which resulted in a performance improvement [65].

Aramaki et al. [4] also participated in the 2006 i2b2 de-identification challenge and used
CRF with local, non-local, and extra-resource features. Local features include information about
the target word and its surroundings, such as POS, casing, length, special characters, and regular
expression matching. Non-local features relate to sentence attributes, such as length or position,
and extra-resource features come from extra resources, such as person and location dictionaries.

Szarvas et al. [61] proposed a NER model that used a decision tree learning algorithm with
local features and dictionaries. It contained orthographical features (capitalization, word length,
information about word form, regular expression matching, etc.), frequency information, phrasal
information (preceding words, suffixes), dictionaries (names, geographical locations, etc.), and
contextual information (sentence position, quotation marks, etc.). They implement an iterative
learning process that uses Boosting and C4.5 to train three similar classifiers and use a decision
function to obtain a final prediction of whether a certain token is PHI or not.

Uzuner et al. [76] de-identify medical discharge summaries using SVMs and local context
to classify words as one of seven PHI categories or non-PHI. Their system uses orthographic,
syntactic, and semantic features of the target and its surrounding words in order to capture contex-
tual clues. This representation of local context allows the system to de-identify PHI that contains
out-of-vocabulary words or ambiguous terms.

Yang et al. [73] developed the winning system of the 2014 i2b2/UTHealth de-identification
challenge using a hybrid model that combined machine learning techniques with keyword-based

2https ://sourceforge.net/projects/carafe/
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and rule-based approaches. They extract a wide variety of linguistic features from the text, such
as token, contextual, orthographic, and discourse features. This feature set is then complemented
with task-specific features, such as lists of names and regular expression template features. The
authors use the CRF++ package to employ a CRF algorithm that deals with the PHI categories
that are sufficiently present in the training data. Additionally, keyword lists and regular expression
patterns are manually generated. Finally, a post-processing step is implemented to correct wrong
PHI identifications or find potential PHI candidates that were not identified. This step involves
the creation of trusted PHI term lists, which are unambiguous terms that the system should also

consider as PHI. The full system pipeline is illustrated in Figure 2.1.

Figure 2.1: Pipeline of the 2014 i2b2/UTHealth de-identification challenge winning system (ob-
tained from [73]).

Machine learning models are able to better generalize to new clinical text than most rule-based
approaches and, therefore, can better identify ambiguous terms or PHI that is not present in the
existing dictionaries and lists [74]. These systems are also able to recognize complex PHI patterns
and keep the processing speed over time [36].

A downside of machine learning systems is that they need large amounts of labeled data in
order to be properly trained and achieve good performance, as opposed to rule-based systems. It is
also difficult to know why the system is classifying a term as PHI or non-PHI, and when an error
is being made, adding more training data will not necessarily contribute to its correction. These

systems also depend heavily on the quality of the features they are given during the training phase.

2.3.4 Deep Learning Systems

The appearance of deep learning methods revolutionized the NLP area and resulted in state-of-the-
art performances for many tasks, including clinical NER [9, 74]. Neural networks and embeddings
are two important elements of these deep learning systems.

A commonly used Recurrent Neural Network (RNN) for the de-identification problem is the
Long Short-Term Memory (LSTM) strategy, which has a memory cell that can hold information.
As such, LSTM networks are capable of learning long-term dependencies and the context of the
text data. These are frequently implemented in a bidirectional way, which allows them to process

the text in forward and backward directions, contributing to a better capture of dependencies.



De-identification of Clinical Text 14

Embeddings are vectorial representations of data that are useful for machine learning models
to capture meaningful information about it. In NLP-related tasks, these are often representations
of characters, words, or sentences and are used to capture semantic and syntactic similarities [35].
The smaller the distance between the vectors in the embedding space, the more related they are.

Liu et al. [30] proposed an ensemble method composed of a bidirectional LSTM without
features, a bidirectional LSTM with features, a CRF classifier, and rules. The output of these four
different subsystems is combined to obtain the PHI instances. This system outperformed the best
model developed for the 2014 i2b2/UTHealth de-identification challenge and obtained first place
in the 2016 CEGS N-GRID de-identification track.

In 2021, Catelli et al. [9] implement a Bi-LSTM + CRF architecture to de-identify Italian
medical records. The Bi-LSTM obtains the overall representation of the context of the sentence
at every word by concatenating the left and the right context representations obtained by the two
unidirectional LSTM, which is then passed to the CRF layer for tagging in IOB format. The O-tag
represents tokens that are not part of any PHI instance, the B-tag represents the beginning of a PHI
instance and the I-tag is attributed to the tokens inside a PHI instance.

Yang et al. [74] use an LSTM-CRF model and compare five different word embeddings to
evaluate de-identification results when training and testing on different datasets. Embeddings
trained on general English text obtained better performance for de-identification than other em-
beddings trained on clinical and biomedical text, which is surprising but justified by the fact that
the clinical and biomedical text had gone through a de-identification process, so many of the PHI
from the input text was not found in those embeddings.

Dernoncourt et al. [12] present an approach consisting of an LSTM with three layers: a
character-enhanced token embedding layer, a label prediction layer, and a label sequence opti-
mization layer. These layers are responsible for mapping each token into a vector representation,
obtaining the probability of each label for each token, and outputting the most likely predicted la-
bels, respectively. This system outperforms a baseline CRF model and the best-performing system
from the 2014 i2b2/UTHealth de-identification challenge. According to the authors, it presented
more flexibility when dealing with language variations.

A novel and interesting approach was proposed by Abdalla et al. [1], which suggests the use
of word embeddings in a way that achieves 100% recall on the removal of sensitive information.
They argue that existing solutions based on NER techniques can never guarantee the removal
of all sensitive information, as these methods are never perfect. To solve this issue, they suggest
replacing every token with a similar token obtained from the word embedding space. This strategy
assures that all the sensitive information is removed as every token is being replaced, and therefore,
no original tokens are maintained. However, it comes at the cost of readability, as the precision is
very low, and all the tokens that are not sensitive will still be replaced.

Over the years, embeddings and neural network architectures have significantly evolved, which
resulted in the appearance of largely capable Language Models, such as ELMo (Embeddings from
Language Models) [48], GPT (Generative Pre-trained Transformer) [52] and BERT (Bidirectional

Encoder Representations from Transformers) [13].
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In 2022, Meaney et al. [35] explored the performance of different transformer models in the
2014 i2b2/UTHealth de-identification challenge. The authors compare six different BERT vari-
ants: BERT-Base, BERT-Large, RoOBERTa-Base, RoOBERTa-Large, ALBERT-Base and ALBERT-
XXLarge. These models were fine-tuned and tested on the 2014 i2b2/UTHealth corpus (using a
random split), and it was observed that larger models performed better than their smaller coun-
terparts within the same class. RoBERTa-Large was the best-performing model, and the authors
highlight the importance of hyperparameter tuning. Table 2.3 illustrates the Fj-score obtained in
the test set.

Model Test F{-score
RoBERTa-Large 0.9675
ALBERT-XXLarge 0.9644
BERT-Large 0.9543
RoBERTa-Base 0.9522
BERT-Base 0.9410
ALBERT-Base 0.9386

Table 2.3: Fj-score of different transformer models in the 2014 12b2/UTHealth de-identification
challenge (adapted from [35]).

Alsentzer et al. [3] demonstrate that training BERT with domain-specific data, such as clinical
notes or biomedical literature, improves its performance across different clinical/medical tasks.
The authors train two varieties of BERT on the MIMIC-III dataset: Clinical BERT, which uses
all note types, and Discharge Summary BERT, which uses only discharge summaries. Addition-
ally, they train two varieties of BioBERT [27] using the same strategy: Clinical BioBERT and
Discharge Summary BioBERT. Table 2.4 shows the Fj-score each model obtained for the 2006
and 2014 i2b2 de-identification tasks. BioBERT was the best-performing model, and Clinical
BERT performed worse than general BERT. Models initialized from BioBERT also showed better
performance than when initialized from BERT.

Model i2b2 2006 | i2b2 2014
BERT 93.9% 92.8%
BioBERT 94.8 % 93.0%
Clinical BERT 91.5% 92.6%
Discharge Summary BERT 91.9% 92.8%
Clinical BioBERT 94.7% 92.5%
Discharge Summary BioBERT 94.8% 92.7%

Table 2.4: Fj-score of different BERT variants in the 2006 and 2014 i2b2 de-identification chal-
lenges (adapted from [3]).

DelID-GPT [31] is a framework enabled by GPT-4 that automatically identifies and removes
identifying information. The HIPAA guidelines and PHI identifiers are incorporated into the de-
signed prompts, which are sent to the large language model (LLM) along with the original clinical

reports to generate de-identified reports. This approach does not require any code or procedural
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changes when being applied to different scenarios but instead relies on good prompt design. There
is, however, a big limitation, as the GPT models can only be accessed through APIs, which results
in the data being transmitted to and stored by an external party.

Deep learning architectures have demonstrated better performance in many NLP tasks in the
clinical domain, such as de-identification [55, 72]. They also do not require time-consuming fea-
ture engineering, as the algorithms are capable of capturing various useful features automatically
[74].

However, deep learning architectures are often complex and harder to interpret, and their train-

ing and fine-tuning are normally more computationally and time-demanding.

2.4 Evaluation

After the detection of the sensitive information to be de-identified, it is necessary to evaluate the
performance of the system. This is commonly done by comparing the data classified as sensitive
by the system against gold standard annotations produced by field experts and then measuring the

overlap.

2.4.1 Metrics

Metrics such as precision, recall, and F-score are typically used since they provide an accurate and
understandable overview of the system’s performance.
Precision reflects the percentage of correctly identified sensitive data in relation to the total
number of data identified as sensitive by the system:
True Positives

Precision = — — 2.1)
True Positives 4+ False Positives

Recall is the percentage of correctly identified sensitive data in relation to the existing sensitive
data:
True Positives

Recall = — - 2.2)
True Positives + False Negatives

The recall of the systems needs to be balanced against its precision. Low recall results in
a lot of sensitive information not being detected, and low precision results in the corruption of
non-sensitive information [67]. As such, recall can be viewed as measuring the degree of privacy
protection, while precision can be seen as reflecting the data utility [49].
The use of F-scores assesses this balance. Fj-score is the most used, as it is the harmonic mean
between precision and recall:
2 x Precision x Recall

F = 2.3
1 seore Precision + Recall 2:3)
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Some authors and researchers ([6, 17, 16]) have suggested that recall is the most decisive
metric, as privacy should be the priority, and propose to assign more weight to the recall of the
system, which results in using a Fg-score different than the traditional F; [49].

These metrics can be measured at the macro and micro levels. Micro score calculations eval-
uate all the instances across classes as a single set, while macro score calculations evaluate each

class independently and then average the scores across all classes in the corpus [58].

2.4.2 Strategies

When evaluating the correctness of the system, multiple strategies can be employed and combined.
Since much of the sensitive information we are trying to detect can have different formats or

lengths, we can evaluate it at an entity or token level:

Entity-based Also known as instance-based, it requires that the system detects the exact begin-
ning and end locations of the sensitive information. The detected entity must be an exact

match of the annotated label.

Token-based This approach requires that the system simply detects the tokens contained in a

sensitive information instance.

For example, if the gold standard has "Vasco Alves" annotated as a name, an entity-based
evaluation would require the system to detect "Vasco Alves" as a name, whereas a token-based
evaluation would allow the detection of the individual tokens "Vasco" and "Alves" as names [57].

Furthermore, one can choose to assess the system’s performance based on the simple detection

of sensitive information or also on the correct identification of the category of such information:

Category Requires the system to correctly identify the category/class/type of the detected sensi-

tive information.
Binary Simply requires the system to classify the information as sensitive vs non-sensitive.

When it is important to preserve the integrity of the data, the correct identification of categories
should be accomplished. However, de-identification can still be successful even if the correct
categories are not identified. For example, a system that incorrectly classifies a name as a location
will still successfully de-identify the data [S7].

On the 2006 i2b2 de-identification challenge [65], the authors used precision, recall, and F-
measure to evaluate the systems submitted, both at the entity and token levels. They also analyze
the ability to differentiate between PHI categories or to distinguish only from PHI and non-PHI.
The authors of the 2014 12b2/UTHealth de-identification track [57] use micro-averaged entity-
based Fj-score over i2b2-PHI categories as the primary metric for the system’s comparison.

Table 2.5 shows what system outputs would be considered correct or incorrect identifications
according to entity or token-based evaluation, over the categories or simply binary. Entity-based
evaluation is stricter than token-based, and binary evaluation accepts any detected PHI indepen-

dently of the type.
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Gold standard: <LOCATION>Brooks Entity-based Instance-based
Infirmary</LOCATION> PHI categories PHI/not PHI PHI categories PHI/not PHI
<LOCATION>Brooks Infirmary</ v v v v
LOCATION>

<NAME>Brooks Infirmary</NAME> X v X v
<LOCATION>Brooks</LOCATION> X X 4 v
<NAME>Brooks</NAME> X X X 4

Table 2.5: Correctness under the different evaluation strategies (adapted from [57]).

2.5 Sensitive Information Removal

The de-identification process consists of identifying the sensitive information and subsequently
obscuring it in some fashion [6]. Several strategies can be employed, ranging from straightforward
removal to surrogate substitution. Lothritz et al. [32] have proposed and evaluated six different
strategies based on the usage of generic tokens or random names. Similarly, Berg et al. [6] explore
four different concealment strategies in their study: Pseudo, Class, Mask and Removal.

Here are described some of these strategies:
Universal Tag This approach consists of replacing every detected entity with an identical tag.
Class Tag Entities are replaced with a tag according to their respective classes.

Pseudonymization This method involves replacing every detected entity with a realistic surrogate

according to its type.

Term Removal This strategy consists of simply removing the identified PHI terms from the sen-

tences containing them.

Sentence Removal Completely remove the PHI terms identified and the sentences in which they

are contained.

Table 2.6 outlines the application of the described removal strategies to the original sentence:

"The patient Vasco is 23 years old.".

Original ""The patient Vasco is 23 years old."
Universal Tag "The patient <ENTITY> is <ENTITY> years old."
Class Tag "The patient <NAME> is <AGE> years old."
Pseudonymization "The patient Vitor is 32 years old."
Term Removal "The patient is years old."
Sentence Removal "

Table 2.6: Removal Strategies.

2.6 Beyond Traditional Metrics

The process of de-identification is an important component in managing EHR that contain sensi-

tive and personal information. However, it is crucial that the usability of the data is maintained
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for future tasks and applications. Furthermore, the generalization of the developed systems should

also be considered to ensure their adoption across a wider range of health institutions.

2.6.1 Downstream Evaluation

Training an NLP model for a specific downstream task on de-identified data may lower the perfor-
mance of the resulting model when compared to a model trained on the original data [32]. This is
due to the fact that automated techniques are imperfect, which results in the introduction of noise
into the data [66]. Assessing this aspect is crucial for potential secondary use of the de-identified
data.

Information loss can be evaluated by analyzing the performance of the model on certain tasks
when trained on the original data and comparing it to when trained on the de-identified data. Obeid
et al. [41] evaluate the impact of de-identification on an ICD-10 code recognition task, using both
traditional machine learning methods and deep learning models. They conclude that the impact of
the de-identification results in a negligible difference in performance across both types of machine
learning.

Vakili & Dalianis [66] follow a similar approach and examine the impact of the noise intro-
duced in the de-identification process by training and testing BERT models. They train the models
on pseudonymized and unaltered data and then evaluate their performance on two classification
tasks and one NER task. The performance of the models was indistinguishable.

The degree of information loss is also dependent on the removal strategy (Section 2.5) applied
to deal with the detected PHI. For example, Lothritz et al. [32] argue that de-identification does
have a negative impact on the performance of NLP models, but it is relatively low. However, they
conclude that pseudonymization techniques involving random names lead to better performance
across most tasks.

Berg et al. [6] find that the choice of the concealment strategy has a large impact on down-
stream clinical NER tasks. Pseudonymization has the least impact, while removing the sentences
containing PHI terms has a much higher negative impact.

The INCOGNITUS [54] platform incorporates a novel metric for information loss assessment.
A pre-trained BioBERT [27] model fine-tuned on MIMIC-III [23] data is used to identify ICD-10
code categories both on the original and the de-identified versions of the documents. Information
loss is then calculated by comparing the number of classes simultaneously present in both versions
of the same document.

Vakili et al. [67] evaluate the performance on downstream tasks of the KB-BERT [33] model
by training it using either the original or the de-identified data. Three versions were compared:
training the model with the actual dataset, training the model with the pseudonymized dataset,
and training the model using the dataset but with its sentences containing sensitive information
removed. Six classification and NER tasks were used to compare the models, and it was con-
cluded that de-identification does not lead to a discernable drop in performance. In fact, the

pseudonymized version even outperforms the actual version in some tasks.
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A more penalizing performance was covered by Abdalla et al. [1], which observed a decrease
of up to 5% in Fj-score for different classification tasks when using the obfuscated text. However,
it is important to notice that a word embedding approach was used to replace every token in the
documents, not just the ones containing PHI.

Usually, the lower the precision, the bigger the information loss, as it means that more data is

incorrectly classified as sensitive (false positives) and, as a result, obfuscated.

2.6.2 Generalization

Although systems and methods with excellent performance have been developed over the years,
there is a lack of adoption in real-world scenarios. This can be attributed in part to the uncertainty
that these systems will perform equally as well when presented with different types or formats of
clinical notes since existing studies often utilize training and testing data from the same institution
[74]. Many of these systems also need to be fine-tuned in accordance with the scenario they are
being applied to, which limits their wider use [31]. Additionally, most of the top-performing
systems are developed for English, a high-resource language. Therefore, the development of these
systems is severely limited by the lack of resources, such as datasets, in other languages, which
are consequently defined as low-resource languages [8].

When analyzing the systems submitted for the 2006 i2b2 de-identification challenge, Uzuner
et al. [65] claim having strong reasons to believe that extrapolating the systems would be difficult,
since many of them took advantage of the specific characteristics of the discharge summaries and
the institution from which these were drawn. This led to changes in the 2014 i2b2/UTHealth de-
identification task, where the data contained a wider variety of clinical records and PHI categories,
which made it more challenging and the systems more robust [57].

Yang et al. [74] developed deep learning de-identification models using the 2014 i2b2/UTHealth
corpus for training but evaluated them against a test corpus built using 500 clinical notes from the
University of Florida instead. The performance dropped from entity-based and token-based Fi-
scores of 0.9547 and 0.9646 when evaluated on the 2014 i2b2/UTHealth validation set, to 0.8568
and 8958, respectively.

With the objective of investigating the ability of methods to transfer knowledge between dif-
ferent languages for the de-identification task, Catelli et al. [8] created an Italian de-identification
dataset from COVID-19 clinical records. They then explored four different training approaches
(EN, IT, MIX, EN-IT), using the English 2014 i2b2/UTHealth de-identification corpus and the
Italian COVID-19 de-identification corpus, with testing being performed always on the Italian
dataset. For both a bidirectional LSTM + CRF and a Multilingual BERT (M-BERT?®) architecture,
training in English and testing in Italian did not obtain good results. For the BiLSTM + CRF
model, the best approach was to train first with the high-resource language (English) and then
with the low-resource language (Italian). In contrast, for the M-BERT model, training in Italian

provided the best results.

3https ://github.com/google-research/bert/blob/master/multilingual .md
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Recently, some efforts have been made to create clinical corpora for languages other than
English. Miranda-Escalada et al. [39] created the CodiEsp* corpus for ICD-10 code assignment,
and Marimon et al. [34] prepared the MEDDOCAN?® corpus, to be used in a de-identification
track. Both corpora are provided in Spanish with gold standard annotations.

Using Multilingual BERT, Pires et al. [50] perform experiments to study the generalization
of linguistic representations across languages by fine-tuning the model using task-specific training
data from one language and evaluating the same task in a different language. The obtained results
show that high lexical overlap between languages and similar typologies (subject/object/verb order

and adjective/noun order) improves cross-lingual generalization.

2.7 Summary

In this chapter, we provide an overview of the state-of-the-art in the de-identification of clinical
text, exploring the many factors and concerns that are taken into account. Initially, we highlight
the importance of the problem and analyze its framing in accordance with two major regulations.
We describe major events that boosted interest in this topic and datasets that are available for
researchers to address this problem.

We identify and describe the multiple strategies that are commonly employed when develop-
ing de-identification systems, as well as their advantages and disadvantages. We examine their
evolution throughout the years according to innovations in the Al and NLP fields.

Furthermore, we discuss the different evaluation techniques that can be applied to this problem,
including different metrics and strategies. We also discuss the best approach to removing sensitive
information, as we want to maintain the usability of the documents.

Finally, we take a look at other aspects that should be considered when developing the de-
identification systems, as they might influence and limit their adoption by health institutions.

Table 2.7 summarizes some of the systems described in the previous sections. It is important
to mention that these systems often differ in implementation, training, and testing data, and some-
times even in terms of the identifiers they aim to detect, so direct comparison should be performed

with caution.

4https ://zenodo.org/records/3837305
5https ://zenodo.org/records/4279323


https://zenodo.org/records/3837305
https://zenodo.org/records/4279323

De-identification of Clinical Text

22

Name/Authors Strategy Train Evaluation Results
Scrub System [60] Regex + Lists - 3 473 Medical 99-100% Recall
Documents
MeDS [18] Regex + Lists - 7 193 Surgical 99.47% Recall
Reports
Wellner et al. [69] CRF + Regex + i2b2 2006 Train 12b2 2006 Test Set 97.36% Fi-score
Dictionaries Set
Szarvas et al. [61] DT + Dictionaries i2b2 2006 Train 12b2 2006 Test Set 99.75% F;-score
Set
Yang et al. [73] CRF + Regex + i2b2 2014 Train i2b2 2014 Test Set 93.6% Fi-score
Lists Set
Liu et al. [30] Bi-LSTM + CRF + i2b2 2014 Train i2b2 2014 Test Set 95.11% Fj-score
Regex Set
Liu et al. [30] Bi-LSTM + CRF + 2016 N-GRID 2016 N-Grid Test 91.43% F;-score
Regex Train Set Set
Dernoncourt et al. Embeddings + 12b2 2014 Train i2b2 2014 Test Set 97.85% Fi-score
[12] Bi-LSTM Set
Abdalla et al. [1] Replacement using - - 100% Recall
Embedding
Similarity
Alsentzer et al. [3] BioBERT i2b2 2006 Train 12b2 2006 Test Set 94.8% F-score
Set
Alsentzer et al. [3] BioBERT i2b2 2014 Train 12b2 2014 Test Set 93.0% F)-score
Set

Table 2.7: Summary of different de-identification systems and their respective results.



Chapter 3

Embeddings

In this chapter, we explore the concept of embeddings and their critical role in NLP tasks. We
begin by introducing word embeddings, which are vectorized representations of words that allow
us to capture relationships between words. Then, we delve into sentence embeddings, which
extend the concept to entire sentences, enabling more complex and nuanced text representations.
We present different algorithms for generating word and sentence embeddings, such as Word2Vec,
Doc2Vec, and Sentence Transformers, among others. These will be the ones used and compared

throughout this work.

3.1 Overview

Converting text into representations that machine learning algorithms can use is a challenging
but necessary step in most NLP tasks [24]. Embeddings are dense, distributed and fixed-length
vectors of real numbers that represent pieces of text, such as words or sentences. The value of
each dimension corresponds to a text feature that allows these representations to capture useful
syntactic and semantic properties [63]. As a result, the vectors for semantically or syntactically
related text pieces will be close to each other, and distant vectors represent differing meanings
[24]. Additionally, such vectorial representations also allow the text pieces to be the subject of
mathematical operations that wouldn’t otherwise be possible [2], aiding in finding similarities
between text pieces.

Embeddings are learned directly from running text in an unsupervised fashion, as they do not
require any manually crafted features, thus saving effort and time in the domain-specific feature

engineering and extraction typically performed in traditional NLP [24].

3.2 Word Embeddings

One of the most common forms of text representation in machine learning, and the most deployed
in medical NLP, is word embeddings [46]. Word embeddings are based on the distributional

hypothesis [19], which states that words that occur in the same contexts tend to have similar
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meanings. As a result, it is expected that synonyms appear close to each other in the vector
space, and non-related words are distant. Representing words as vectors allows us to perform
arithmetic operations over them. One classic example is that if we were to subtract the vector
for the word "man" from the vector for the word "king" and add the vector "woman", we would
obtain a vector that is close to the vector for the word "queen": Vector("king") - Vector("man") +
Vector("woman") = Vector("queen") [38].

Although all word embedding techniques use context during the training stage, they can be cat-
egorized into two major subgroups: contextual and non-contextual. Once trained, non-contextual
embedding approaches obtain a single fixed representation for each word, which does not change
according to its actual surrounding context [29, 75]. For example, the word "mouse" will always
be represented by the same vector, even if it is being used with two different meanings — com-
puter object and animal. In contrast, contextual embeddings are capable of capturing the multiple
meanings of the same word by using a representation based on an entire sequence, thus changing a
word’s representation according to its surrounding context. Contextual word embeddings typically
outperform non-contextual ones and have obtained state-of-the-art results in many NLP problems
[29].

Word2Vec [37] is a non-contextual word embedding algorithm based on neural networks that
produce continuous vector representations of words by learning relationships between them using
large amounts of plain text. The authors introduce two innovative model architectures, Continu-
ous Bag-of-Words (CBOW) (Figure 3.1a) and Continuous Skip-gram (Figure 3.1b), which signif-
icantly improve the efficiency and accuracy of learning word representations from large datasets.
The CBOW model predicts the current word based on the context of surrounding words by averag-
ing their vectors, simplifying the traditional neural network structure by removing the non-linear
hidden layer. This design reduces computational complexity and accelerates training. The Skip-
gram model, conversely, predicts surrounding words given a target word, capturing more complex
relationships by considering a broader context. Both models exhibited substantial improvements in
word similarity tasks, achieving state-of-the-art performance while drastically cutting down com-
putational costs. These advancements made it feasible to train on extensive datasets, enhancing
various NLP applications like machine translation, speech recognition, and information retrieval
by providing high-quality word vectors that reflect deep linguistic relationships.

GloVe (Global Vectors for Word Representation) [47] is a model developed by the Stanford
NLP group that produces non-contextual word embeddings. It leverages statistical information
from a large corpus by constructing a word-word co-occurrence matrix, where each element rep-
resents the frequency with which two words appear together. This approach allows GloVe to
generate word vectors that capture meaningful semantic and syntactic relationships, resulting in a
robust and interpretable vector substructure.

ELMo [48] and BERT [13] are examples of language models that build context-sensitive word
embeddings, which aid in dealing with ambiguities. These models process the text in a bidirec-
tional manner (forward and backward), resulting in better word representations.

ELMo is implemented using a bidirectional language model that consists of two layers of



3.3 Sentence embeddings 25
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(a) CBOW architecture. (b) Skip-gram architecture.

Figure 3.1: Word2Vec architectures (adapted from [37].

LSTM networks. These LSTMs are trained on a large corpus with a coupled forward and backward
language model objective, which captures the context of a word by considering both its preceding
and succeeding words in a sentence. Each word token is assigned a representation that is a function
of the entire input sentence, incorporating both the complex characteristics of word usage and
how these uses vary across different contexts. This deep, context-sensitive approach allows ELMo
to effectively model polysemy and improve performance across a wide range of NLP tasks by
providing rich semantic and syntactic representations

BERT is implemented using a deep bidirectional Transformer [68] encoder architecture, which
allows the model to consider both left and right context simultaneously during training. This is
achieved through two main pre-training tasks: the Masked Language Modeling (MLM) and Next
Sentence Prediction (NSP). In MLM, random tokens in the input sequence are masked, and the
model is trained to predict these masked tokens based on their context, enabling it to learn deep
bidirectional representations. NSP, on the other hand, involves training the model to understand
the relationship between two sentences by predicting whether a given sentence follows another in
the original text. This dual-task pre-training approach allows BERT to capture both the nuanced

meaning of words and their inter-sentence dynamics.

3.3 Sentence embeddings

Sentence embeddings appeared due to the increasing interest in tasks that require representations
of larger pieces of text and complete sentences [7]. Similarly to word embeddings, the idea is to
encode sentences into vectors so that similar sentences are placed close in the vector space [53].
Doc2Vec [26] extends the concept of Word2Vec to complete sentences or documents. It en-
ables, through unsupervised learning, the generation of fixed-length numerical representations, or

vectors, for variable-length pieces of text, such as sentences, paragraphs, or documents. This is
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achieved through two primary architectures: the Distributed Memory Model of Paragraph Vec-
tors (PV-DM) and the Distributed Bag of Words version of Paragraph Vectors (PV-DBOW). In
PV-DM, the paragraph vector is concatenated with several word vectors from the paragraph to
predict a word, effectively capturing the context within the text. Conversely, PV-DBOW ignores
the context words and instead predicts words randomly sampled from the paragraph using the
paragraph vector alone, simplifying the model by reducing the amount of stored data. Both meth-
ods involve training through stochastic gradient descent and backpropagation, ensuring that the
paragraph vectors can encapsulate semantic meanings and structural information of the text.
Sentence transformers are a cutting-edge approach in NLP that leverages pre-trained trans-
former models to encode sentences into dense vector representations. It originates from the work
of Sentence-BERT [53], a modification of the pre-trained BERT network using siamese and triplet
network structures in order to obtain semantically meaningful sentence embeddings that can be
compared using cosine similarity. This approach obtained state-of-the-art results on common
Semantic Textual Similarity (STS) tasks, outperforming other sentence embedding methods. Sen-
tence transformers are trained on a labeled or structured dataset that informs the model if two
sentences are similar or different. Afterward, these models can be used to obtain vectorial repre-
sentations for a variety of sentences, making them highly versatile for numerous NLP tasks such

as semantic search, paraphrase mining, and clustering.



Chapter 4

INCOGNITUS

This chapter describes the current state of the INCOGNITUS [54] platform for the automated
anonymization of clinical notes. It offers different techniques and provides multiple performance

assessment metrics.

4.1 Overview

The INCOGNITUS pipeline is illustrated in Figure 4.1. It allows the user to upload the text they
want to anonymize and select one of three methods for such. Two of them are based on NER,
in which the sensitive entities are recognized and replaced by categorized tags. The third method
relies on a word embedding model that replaces every token of the text with one of the nearest
ones in the embedding space. After the anonymization step, the anonymized version of the text is

presented along with different evaluation metrics: recall, precision, F; score and information loss.

¥NEQ Ancnymized
——
- Clinical Note
E’ Anonymizaion Information Loss

1
N

SiEwEl | Anonymization NER ——1—* Word#Vecembeddings o e s ;
g : | -
Clinical Note Ted'l.mqu_ & ¥ ! Dy : BioBERT for Information
W Moadel ! o+ _pw :
i CRF o 1 Classification Loss Value
Selection | Fresid !
. FPresidia Anomymizer L !
| Analyzer + Spacy l
|

Figure 4.1: INCOGNITUS pipeline (obtained from [54]).

The user interface can be seen in Figure 4.2, where the technique, performance metrics, and

both the original and anonymized versions of the note are shown.
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Download anonymized note as .txt

Figure 4.2: INCOGNITUS interface (obtained from [54]).

4.2 Architecture

In this section, we explain in further detail the two main components of the INCOGNITUS plat-
form: the anonymization techniques and the evaluation metrics. We will describe the implemen-
tation of the two NER models and the word replacement strategy, as well as the novel evaluation

metric introduced for the assessment of information loss.

4.2.1 Anonymization Techniques

The two NER models for the identification and classification of sensitive information are a CRF
[25] classifier and a pre-trained spaCy' model. The word replacement technique uses a Word2 Vec
[37] embeddings model.

The CREF classifier was trained on the training sets of both i2b2 de-identification challenges,
using the following features regarding each token and its two instant neighbors: POS tag, the last

2 or 3 characters, whether it starts with a capital letter, whether it is a title, and whether it is a digit.

https://spacy.io/
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For the second technique, a Microsoft Presidio’ Analyzer receives a pre-trained spaCy lan-
guage model as input and detects the PII.

After the recognition of sensitive entities through either of those two techniques, a Microsoft
Presidion Anonymizer replaces them with categorized tags, as can be seen in the "Anonymized
Content" text box of Figure 4.2.

The word replacement approach is called K-Nearest Embeddings Obfuscation (KNEO), and
it uses word embeddings to replace every token of the text with one of the K most semantically
similar in the embeddings space. As every token is being replaced, this method achieves a recall
of 100% (all sensitive entities are removed), but at the cost of readability and data usefulness. This
was implemented using a word embeddings model trained on 54,652 discharge notes from the
de-identified MIMIC-III [23] database using a Word2 Vec strategy. For this task, the Faker library
for Python was used to create fake entities according to the category tags present in the MIMIC-III

notes, in order to obtain a more realistic text.

4.2.2 Evaluation Metrics

Besides providing the evaluation results on traditional metrics such as recall, precision and Fi-
score, the INCOGNITUS framework also provides a new metric designed to assess the loss of
information during the anonymization process. A pre-trained BioBERT [27] model with a set
of 157 ICD-10 code categories is used. This model receives the clinical note and outputs the
confidence for each of the categories being present in the text. So, it is used to identify the top
10 categories with the highest scores in the original and anonymized notes. Finally, information
loss is calculated by analyzing the number of codes simultaneously present in both versions, as
shown by Equation 4.1, where yqno, and y,;; represent the set of the 10 categories present in the
anonymized note and the original note, respectively. For example, if 8 code categories are present

in both versions of the note, we have an information loss of 20%.

21121 (yanoni S YOrig)

IL=(1—
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4.2.3 Results

The performance of each strategy was tested against the test sets of both the i2b2 de-identification
challenges and 5,000 discharge summaries from the MIMIC-III dataset. The Fj-score was calcu-
lated using a binary evaluation strategy, i.e., the system simply needs to classify information as
sensitive or non-sensitive, ignoring the category. Table 4.1 presents the results.

The results show that a simple CRF model is capable of obtaining high performance in terms
of Fj-score when trained and tested on the same dataset. However, there is a notable drop in per-
formance when this model is evaluated on a different test set, which suggests a non-ideal adaption

to the training data.

2https ://microsoft.github.io/presidio/
3https ://faker.readthedocs.io/en/master/
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F1-score IL
CRF 94.8 158+11.4
i2b2 2006 | Presidio 73.0 21.6 +13.0
KNEO - 599 +21.3
CRF 87.8 157+ 124
i2b2 2014 | Presidio 64.6 21.3 4+ 14.0
KNEO - 584 +21.1
CRF 69.1 21.3 +13.8
MIMIC | Presidio 66.6 249 4+ 14.6
KNEO - 63.4+18.4

Table 4.1: Fj-score values (percentage) obtained by each anonymization method on the test sets
(obtained from [54]).

As expected, the quantity of lost clinical information increases significantly when the KNEO
strategy is applied. It goes from values in the area of 15-25% when applying the NER models to
values around 60% when replacing words. This amount of lost information could harm the future
use of this data for other downstream tasks, but it is the price to pay for guaranteeing the removal

of all sensitive entities.

4.3 Summary

In this chapter, we summarize the first version of the INGOCNITUS platform, as described by
Ribeiro et al. [54]. At Fraunhofer Portugal AICOS, this anonymization toolkit is a work in
progress, of which this research is a part, so it is expected that new anonymization methods and
evaluation metrics will be added throughout the realization of this work.

The sentence embeddings approach, which is the subject of this work, follows up on the word
embeddings approach as a way to minimize the loss of relevant medical information while still

maintaining the removal of all sensitive entities.



Chapter 5

Methodology

This chapter details the research methodology employed in this work. It outlines the data, pro-
cesses, and techniques used to implement and analyze the proposed solution. The chapter is
structured to provide a clear and systematic account of the methods and procedures undertaken,
ensuring the research’s reproducibility and reliability. The methodology describes the different
components that are necessary for the de-identification of clinical text using sentence embed-
dings, such as data processing and analysis, text pre-processing steps, embedding space generation
and analysis, and the different anonymization strategies and models. Two different anonymiza-
tion strategies, word and sentence replacement, were implemented using one and four embedding
models, respectively. Each section will provide an in-depth explanation of the technologies and

resources used, as well as relevant implementation details.

5.1 Overview

Embedding Generation Anonymization Evaluation
@ Disease Note to
Anonymize
[ ) ® @ condition V
- > [ ) P o ® - The patient John Doe has a heart disease Anonymization Sensitivity
__’ ® -_’ ) o B Clinical Information Retention
B Healthy. ) Avictim Jake Daniel have the lung condition
Clinical
DNOLGS Doctor requested -_ -_
atabase @ blood analysis Note to - -
-_ . [ J [ Anonymize °
4> . [ ) o - The patient John Doe has a heart disease
®e - , ! "
’ The patient complains about a heart condition

The patient John Doe

The atient complains
has a heart disease P P

about a heart condition

Figure 5.1: Pipeline for the anonymization of clinical notes using word (top) or sentence (bottom)
substitution.

The bigger picture of the anonymization pipeline is illustrated in Figure 5.1. It is divided into
two main modules: the embedding generation module and the anonymization module. Firstly, we
create the vector space from a de-identified dataset of clinical notes, which stores the words/sentences
and their respective embeddings. Then, to anonymize a new clinical note, we replace every word

or sentence, depending on the strategy, with a similar one obtained from the embedding space.
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These strategies will be described with further detail for each of the strategies in Sections 5.3,
5.4 and 5.5. Finally, we evaluate the performance of our strategies on a test set using evalua-
tion metrics detailed in Section 5.6, aimed at anonymization sensitivity and clinical information

retention.

5.2 Data

The MIMIC-III clinical database [23] is a large, de-identified and freely available dataset com-
prised of health-related data. During the de-identification process, its sensitive information was
replaced by category tags. To obtain a more realistic version of the notes, the Faker' library for
Python was used to create fake entities according to each category. A subset of 33,321 discharge
summary notes were used to generate the embedding space, and another of 19,989 notes was used
to evaluate the different approaches. MIMIC-III also contains different note types with varying

proportions, and it was assured that both subsets have the same distribution.

5.2.1 Exploratory Data Analysis

Exploratory Data Analysis (EDA) is a crucial step in the development of machine learning so-
lutions. It involves summarizing and analyzing the main characteristics of a dataset with the
objective of obtaining valuable insights that can help address the problem at hand. We conducted
an EDA on the complete dataset that was used (33,321 notes for embedding generation and 19,989
for evaluation).

The rows of our dataset are constituted by three columns: note type, identified text, and an-
notations. The first column indicates the type of the note, the second column is the text of the
clinical note, but with fake entities replacing the categorized tags, and the final column contains

the annotations of the sensitive information. Figure 5.2 illustrates an example.

note_type identified_text annotations
Case Management Insurance information Primary insurance: Hawarden Regional TEXT="Hawarden Regional Healthcare'; START="41"; END="69";
Healthcare HEALTH PLAN Secondary insurance: Insurance SUBCATEGORY="HOSPITAL'; CATEGORY='INSTITUTION";

reviewer:: Free Care application: N/A Status: Medicaid application: TEXT="Lawson"; START='355"; END='361"; SUBCATEGORY="NAME";
N/A Pre-Hospitalization services: None prior to admission DME / CATEGORY=NAME"

Home O[2]: None prior to admission Functional Status / Home / . . g o . .
Family Assessment: Pt. lives with his mother in Lawson. He is TEXT="Samantha Guzman'; START="416'; END='431’; SUBCATEGORY='NAME’;

independent with his ADL's Primary Contact(s): Samantha CATEGORY='NAME';

Guzman Kim (Mother) +1-632-870-7204 TEXT='Kim'; START='432'; END='435'; SUBCATEGORY='NAME'; CATEGORY="NAME";
TEXT='+1-632-870-7204'; START='445"; END='460",
SUBCATEGORY="PHONE_NUMBER'; CATEGORY='CONTACT_NUMBER';

Figure 5.2: Example of a row from our dataset.

Table 5.1 shows the fifteen different types of clinical notes and their distribution. This dis-
tribution was maintained on both subsets, except for the Consult and Pharmacy types, for which
there is only one note.

We can observe the average text length of the identified text column, in characters, by looking
at Figure 5.3. It is interesting to notice that discharge summaries and physician notes are much

longer than the rest.

1https ://faker.readthedocs.io/en/master/
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Note Type Proportion
Nursing/other 0.394935
Radiology 0.250778
Nursing 0.107334
ECG 0.100356
Physician 0.067998
Discharge summary  0.028625
Echo 0.021966
Respiratory 0.015213
Nutrition 0.004502
General 0.003958
Rehab services 0.002589
Social Work 0.001257
Case Management 0.000450
Consult 0.000019
Pharmacy 0.000019

Table 5.1: Note type distribution.
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Figure 5.3: Average text length (characters) per type of note.

The dataset contains multiple categories of sensitive information present in the clinical text,
which are registered in the annotations column. Table 5.2 displays the categories and the number
of occurrences of its subcategories. Figure 5.4 shows the average length of each category’s text.
As expected, text categories such as addresses (both physical and virtual) and institutions typically
have a higher length than number categories, such as dates, ages and IDs. It is also no surprise the

dates and names are the two most common categories.
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Category Subcategory Count
AGE_ABOVE_89 AGE_ABOVE_89 1186

PAGER 58

CONTACT_NUMBER PHONE_NUMBER 5403
DATE 182855

DATE_RANGE 633

DAY/MONTH 883

DATE DAY/MONTH/YEAR 348
MONTH 2213

MONTH/YEAR 725

YEAR 917

EMAIL EMAIL 20

HOLIDAY HOLIDAY 44
ID 3839

ID JOB_NUMBER 504
MED_NUMBER 16151

COMPANY 270

INSTITUTION HOSPITAL 31499

UNIVERSITY/COLLEGE 72

COUNTRY 265

LOCATION 3975

LOCATION STATE 316

STREET_ADDRESS 292

ATTENDING/DICTATOR_NAME 5

FIRST_NAME 15565

NAME LAST_NAME 35713
NAME 17855

NAME_INITIALS 27717

URL URL 1

Table 5.2: Number of sensitive entities by category.
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Figure 5.4: Average text length (characters) per sensitive information category.



5.3 Word2Vec Anonymization 35

Figure 5.5 shows the ten words that are the most frequent in the identified text column, ex-
cluding stopwords and words composed of one or two characters. We can observe that none of
the words represent potentially sensitive information and are well suited to the type of text we are

dealing with.
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Figure 5.5: 10 most common words present on the identified text column.

5.2.2 Pre-Processing

Common and data-specific text pre-processing steps were implemented:

Lowercasing Convert all tokens to lowercase.

Non-Alphanumeric Characters Removal Remove characters that are not letters or digits and

replace them with a white space.

Consecutive White Spaces Removal Replace multiple white spaces with a single one.

Lowercasing and removing non-alphanumeric characters are standard text pre-processing steps
in NLP tasks. Additionally, consecutive white spaces frequently appear in the text, so their removal
was also applied. These pre-processing steps are performed on the text before the respective

embeddings are calculated.

5.3 Word2Vec Anonymization

In this study, a word embedding model was trained on a corpus of 33,321 clinical notes using Gen-

sim’s implementation of Word2Vec”. This process created a dense vector representation, known

2https ://radimrehurek.com/gensim/models/word2vec.html
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as the embedding space, for each word in the clinical notes. The Word2Vec model was trained
over 100 epochs using the continuous bag-of-words architecture, with specific parameters set as
follows: a vector size of 256, a context window of 15 words, a minimum word count threshold of
1, and the model utilized a single worker thread for training. Although this work focuses on the
de-identification of clinical text using sentence embeddings, the word embeddings strategy serves
as a comparison point to answer our research question concerning the possible improvement in the
capability of retaining clinical information offered by the sentence substitution strategy.

To generate the embedding space using Word2 Vec, the following algorithm was implemented:

Algorithm 1 Word Embedding Space Generation

1: sentences < {}

2: for note in train notes do

3 note_sentences < sentence_tokenize(note) > Each note as a list of sentences
4 for sentence in note_sentences do

5: preprocess(sentence) > optional
6 word_tokenize(sentence) > Each sentence as a list of tokens
7: sentences <— sentences + sentence
8: model + Word2Vec(sentences)
9: train(model)

Algorithm 1 can be translated to the following steps:

1. Sentence Segmentation: we iterate through the 33,321 clinical notes and employ NLTK’s

sentence tokenizer to divide each note into individual sentences.

2. Pre-processing: optionally, the pre-processing steps described in Section 5.2.2 are applied

to the sentences.
3. Tokenization: each sentence is tokenized into a list of words (tokens).

4. Model Training: These tokenized sentences are used to train the Word2Vec model. During
training, the model learns to generate a vector representation for each word in the vocabu-

lary, capturing semantic relationships between words based on their context in the corpus.

Once the embedding space is established, it is utilized for the anonymization of the 19,989
clinical notes reserved for testing. Algorithm 2 describes the anonymization process using this

word replacement strategy:

3https ://www.nltk.org/api/nltk.tokenize.sent_tokenize.html
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Algorithm 2 Word Embedding Anonymization

1: for note in test notes do

A AU S i

"nn

anonymized_note
note_sentences < sentence_tokenize(note) > Each note as a list of sentences
for sentence in note_sentences do
preprocess(sentence) > Optional
sentence <— word_tokenize(sentence) > Each sentence as a list of tokens
for word in sentence do
new_word < choice(model.most_similar(word, 5)) © 1 from the 5 most similar

anonymized_note < anonymized_note + new_word

We iterate through the notes in the test set and replace every token in a note with a similar one

obtained from the embeddings space:

1. Sentence Segmentation: divide each note into sentences using NLTK’s sentence tokenizer.

2. Pre-processing: apply to the sentences the same pre-processing steps that were used when

creating the embedding space.

. Tokenization: obtain the tokens of each sentence.

. Similarity-based Replacement: each token is then replaced with a different token. This

replacement token is randomly selected from the top 5 most similar tokens, based on cosine
similarity, within the embedding space. This method ensures that the replacement token
maintains a semantic similarity to the original (as far as possible), thereby preserving the

contextual integrity of the note while obfuscating sensitive information.

After this process, we obtain a new version of each clinical note where every token has been

replaced with a different one, resulting in the removal of the sensitive information.

5.4 Doc2Vec Anonymization

In a similar approach to Word2Vec anonymization, a document embedding model was trained

on the same corpus of 33,321 clinical notes using Gensim’s implementation of Doc2Vec*. This

method created an embedding space for entire sentences, capturing semantic relationships at the

sentence level. The process of training the Doc2Vec model involves the following steps to ensure

the creation of meaningful embeddings:

1. Sentence Segmentation: initially, each clinical note is divided into sentences using NLTK’s

sentence tokenizer.

4https ://radimrehurek.com/gensim/models/doc2vec.html
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2. Pre-processing: optionally, the pre-processing steps detailed in Section 5.2.2 are applied to

the sentences.

. Model Training: The Doc2Vec model is trained on these pre-processed and tokenized sen-

tences for 100 epochs. The training parameters for the baseline model were set as follows: a
vector size of 256, a distributed bag-of-words for the training algorithm, a context window

of 15 words, a minimum word count of 1, and a single worker thread.

As can be seen in Algorithm 3, the process is very similar to the generation of embeddings

using Word2 Vec:

Algorithm 3 Doc2Vec Embedding Space Generation

1
2
3
4
5:
6
7
8

: sentences < {}
: for note in train notes do

note_sentences <— sentence_tokenize(note) > Each note as a list of sentences
for sentence in note_sentences do
preprocess(sentence) > Optional
sentences <— sentences + sentence

: model < Doc2Vec(sentences)
: train(model)

In Doc2Vec, each document/sentence has another vector in addition to the word vectors, the

sentence vector. This sentence vector is used for training predictions and is updated just like

the word vectors. As we are using distributed bag-of-words, these vector representations for each

sentence are obtained by training a neural network on the task of predicting a target word just using

the sentence vector and not the other word vectors. The sentence vectors were stored alongside

their respective sentences, resulting in an embedding space with 644,052 sentences that are then

used for the anonymization process that relies on sentence substitution. To anonymize a clinical

note, we follow these steps:

1. Sentence Segmentation: divide the note into individual sentences.

2. Pre-processing: apply the same pre-processing steps that were used during the embedding

Space creation to the sentences.

. Sentence Embedding: Each sentence is embedded using the trained Doc2Vec model to

obtain its vector representation.

. Similarity-based Replacement: Each sentence is then replaced with a different one. This

replacement sentence is randomly chosen from the top 5 most similar sentences, based on
cosine similarity, within the embedding space. This method ensures that the new sentence
maintains a semantic relationship with the original, thus preserving the contextual integrity

of the clinical note while anonymizing sensitive information.

Algorithm 4 illustrates this process in pseudo-code:
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Algorithm 4 Doc2Vec Embedding Anonymization

1: for note in test notes do

2 anonymized_note < ""

3 note_sentences < sentence_tokenize(note) > Each note as a list of sentences
4: for sentence in note_sentences do

5 preprocess(sentence) > Optional
6 sentence_embedding <— model.infer_vector(sentence)

7 new_sentence <— choice(model.most_similar(sentence_embedding, 5)) > 1 from the 5

most similar

8: anonymized_note <— anonymized_note + new_sentence

When replacing every sentence with a similar one, some parts of the sentence might be equal.
Ideally, this would happen on the parts that contain relevant medical information, but it could
also happen that the parts that remain the same are the ones containing personal information.
This is, however, tackled by the fact that our sentence embedding space is obtained from already
de-identified clinical notes containing fake entities. As we use the same dataset for training and
testing, it is possible that there is an overlap in terms of these fake entities, as some of them can
appear in both subsets, so some of them might still be present after the replacement process. In a

real-world scenario, it is very unlikely that this overlap would happen.

5.5 Sentence Transformers Anonymization

We experiment with different pre-trained sentence-transformer models available in the Sentence-

Transformers Python framework’. The following three models were used:

all-MiniLM-L6-v2° Baseline model that maps sentences into a 384-dimensional dense vector

space.

avsolatorio/GIST-large-Embedding-v0’ Model that has a good performance on the BIOSSES
(biomedical sentence similarity estimation) benchmark. Generates embeddings with 1024

dimensions.

pritamdeka/S-PubMedBert-MS-MARCO® Model trained on biomedical text from PubMed that

maps sentences to a 768-dimensional dense vector space.

NLTK'’s sentence tokenizer was employed to extract individual sentences from the 33,321
clinical notes. Unlike previous methods, no model training was performed in this approach due to
the lack of a labeled dataset of sentence pairs, which is essential for training a sentence transformer
model. Instead, pre-trained sentence transformer models were utilized to encode the sentences into
dense vector representations, as can be seen in Algorithm 5.

The process of anonymizing a clinical note involves the following steps:

Shttps://sbert.net/
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Algorithm 5 Sentence Transformer Embedding Space Generation

sentences < {}

model < SentenceTransformer()
for note in train notes do
note_sentences <— sentence_tokenize(note) > Each note as a list of sentences
for sentence in note_sentences do
preprocess(sentence) > Optional

sentences <— sentences + sentence
embeddings <— model.encode(sentences)
return embeddings

D R AN AN i oy

1. Sentence Segmentation: divide the note into sentences using NLTK’s sentence tokenizer.

2. Pre-processing: the same pre-processing steps used during the embedding space generation

are applied to the sentences.

3. Sentence Embedding: the pre-trained sentence transformer model is then used to encode

each pre-processed sentence into a vector representation.

4. Similarity-based Replacement: Each sentence embedding is compared within the vector
space, and the sentence is replaced with a different one. This replacement sentence is ran-

domly selected from the top 5 most similar sentences based on cosine similarity.

These steps are represented in pseudo-code by the following algorithm:

Algorithm 6 Sentence Transformer Embedding Anonymization

1: for note in test notes do

2 anonymized_note < ""

3 note_sentences < sentence_tokenize(note) > Each note as a list of sentences
4 for sentence in note_sentences do

5: preprocess(sentence) > Optional
6 sentence_embedding <— model.encode(sentence)

7 cos_scores <— cosine_similarity(sentence_embedding, embeddings)

8 new_sentence <— choice(top(cos_scores, 5)) > 1 from the 5 most similar
9 anonymized_note < anonymized_note + new_sentence

This method leverages the semantic richness of pre-trained sentence transformers, which are
trained on large amounts of data, to effectively capture and compare the meanings of the different

sentences.

5.6 Evaluation Metrics

Evaluating the effectiveness of the methods developed for the de-identification of clinical text is
crucial to ensure both the protection of patient privacy and the preservation of data utility. Tradi-

tional evaluation metrics, such as precision, recall, and Fi-score, are widely used in various natural
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language processing tasks to measure a model’s performance by comparing its predictions with
the ground-truth labels [49, 67]. These metrics provide a precise and quantitative assessment of
how well a model identifies and categorizes specific entities. However, de-identification presents
unique challenges that require a nuanced approach to evaluation, particularly when innovative
methods such as sentence and word replacement are employed.

Traditional evaluation metrics such as precision, recall, and F;-score are inadequate for assess-
ing our proposed de-identification approach. In NER-based techniques, these metrics are typically
calculated by comparing the model’s predictions for each token with the corresponding ground-
truth labels. However, our strategy relies on the replacement of text pieces, rendering traditional
metrics impractical, as the sensitive entities may still be present in the anonymized text but in a
location different from their original positions, which results in the associated labels no longer
being relevant. For instance, in the 2014 i2b2/UTHealth de-identification task, the labels for sen-
sitive entities include their starting and ending positions, as well as the corresponding text. Let
us consider the sentence, "The patient is John.". Its ground-truth label would be something like
[start="16" end="20" text="John"]. Using our sentence replacement strategy for de-identification,
one could obtain the sentence "John is the patient.". While the sensitive information remains, the
connection between the token and the label is lost. To address this challenge, one might consider
using exact string-matching techniques. However, this approach is often insufficient due to its in-
ability to accommodate minor variations in the text. For instance, if a patient’s name is "John Doe,"
exact string-matching would fail to recognize slightly altered forms such as "J. Doe" or "John D."
Therefore, even small changes to the sensitive entities can significantly affect the correctness of
the de-identification process.

Considering these problems, we employ new metrics that do not depend on the alignment be-
tween tokens and labels, allowing for a more accurate assessment of our de-identification method’s
effectiveness. These evaluation metrics are a conjoint work of researchers at Fraunhofer Portugal
AICOS [51]. They can be divided into two categories: anonymization sensitivity metrics and clin-
ical information retention metrics. The first category, whose focus is on the masking of sensitive
entities, relies on the usage of Levenshtein Distance (LD). The clinical information retention met-
rics are based on the usage of a BioBERT [27] model, which has been pre-trained on a hierarchical

classification task of ICD-10 code categories.

5.6.1 Anonymization Sensitivity

The LD measures the difference between two strings by counting the minimum number of single-
character edits (insertions, deletions, substitutions) needed to transform one string into the other
[71]. The smaller the distance between two strings, the more similar they are.

The Levenshtein Ratio (LRa) quantifies similarity based on the LD according to the following
expression, where LD(a,b) denotes the LD between strings a and b, and A and B represent their

respective lengths:
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LD(a,b)

LR b)=1———
a(a,b) max (A, B)

(5.1

LRa yields a score ranging from 0 to 1: O indicates complete dissimilarity between the strings,
while 1 signifies they are identical.

Two metrics based on LRa are proposed: the Average Levenshtein Index of Dissimilarity
(ALID) and the Levenshtein Recall (LR). These metrics aim to assess the effectiveness of anonymiza-
tion in situations where token sensitivity is unknown, overcoming limitations associated with
string matching. Consider we have a list of n sensitive entities, se, contained in an original note
ON of length L. For a specific entity se; from this list, we begin by determining its length, denoted
as e. Subsequently, we slide a window of length e across the anonymized note AN, moving one
character at a time. The Levenshtein Similarity Index (LSI) of se; against AN is computed using

the following expression, where w; denotes the jth window of length e within AN:

LSI = éaliLRa(sei, w)) (5.2)
j:

This measure signifies the highest degree of similarity between se; and the content within AN.
Having a list S containing the computed LSIs for each entity in se, the Average Levenshtein Index

of Dissimilarity (ALID) is defined as follows, where (S) represents the arithmetic mean of S:

ALID = (1—(S)) x 100 (5.3)

LR also utilizes the concept of LSI. To compute LR, each LSI in S is compared against a
similarity threshold of 0.85, th;. Entities with an LSI below this threshold are classified as de-
identified, while those exceeding the threshold are considered not de-identified. The metric’s
final value is determined using the conventional recall computation, which divides the count of

de-identified entities by the total number of entities.

Z;Z:l (SL < ths) x

n

LR@thg = 100 5.4

Regarding privacy implications, evaluating text anonymization should address additional con-
siderations. For instance, failing to mask direct identifiers - identifiers that uniquely identify an
individual - poses greater risks compared to not masking quasi-identifiers - identifiers that do not
uniquely identify an individual but can be combined to increase the chances of re-identification.
Furthermore, effective anonymization requires all instances of direct identifiers to be masked, not
just some. To address these concerns, two new LR-based metrics are introduced: the Levenshtein
Recall for Direct Identifiers (LRDI) and the Levenshtein Recall for Quasi-identifiers (LRQI).

Let [;; denote the length of a list containing direct identifiers from ON. S;; represents a list of
LSIs computed for each direct identifier, also of length /;;. The LRDI metric assumes one of two
values: 100, indicating that all occurrences of direct identifiers are anonymized, or 0, indicating

otherwise.
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LRDI@1h, — (Vk €0, 1,... Ly — 1}, Sulk] < ms) % 100 (5.5)

Let [,; represent the length of a list containing the quasi-identifiers from ON. The LRQI is
calculated similarly to the LR but only takes into account the quasi-identifiers:

lyi
quzl (Sk < thS)

LRQI@th, =
lyi

x 100 (5.6)

Additionally, we also measure the string-match recall (SMR) to verify if the sensitive entities’
text is present on the AN. It is counted as a true positive if the entity is not found, and the recall is

given by the ratio of true positives to the total number of sensitive entities.

5.6.2 Clinical Information Retention

Maintaining the relevant clinical information intact during the anonymization process is an impor-
tant aspect of guaranteeing future data utility, so two new metrics are introduced. Their compu-
tation utilizes the publicly available BioBERT model, pre-trained on a hierarchical classification
task involving ICD-10 code categories, a coding system developed by the World Health Organiza-
tion to catalog health conditions [70]. The ICD-10 codes are grouped into 157 categories based on
their type, e.g., Cerebrovascular diseases 160-169, and the model” outputs the confidence for each
of those categories being present on the text it receives. By comparing the model’s outputs when
given a clinical note before and after anonymization, the amount of kept information is estimated.
The first metric employs the Jaccard Similarity Coefficient (JSC) [21]. The BioBERT model
outputs are converted to probabilities using a softmax function, followed by applying a threshold
of 0.05, th,. Values above this threshold are set to 1, and those below are set to 0, creating a
binary representation of the ICD-10 code categories identified by the BioBERT model in each
note. The JSC is then calculated between the binary representations of the note before and after
anonymization. Let Cyj represent the number of classes where both representations have a value
of 1, and Cy; + Cjo represent the number of classes where the representations differ. The clinical
information retention based on the JSC is expressed as follows:
JSC@thy = —— S 100 (5.7)
Ci1+Co+Cio
Additionally, the Normalized Softmax Discounted Cumulative Gain (NSDCG) was used, which
is a variant of the widely used NDCG (Normalized Discounted Cumulative Gain) ranking metric
[22]. NSDCG operates under the assumption that higher scores indicate closer proximity between
original and anonymized logit distributions, thereby measuring the retention of clinical informa-

tion. Unlike NDCG, NSDCQG utilizes a discount factor derived from applying the softmax function

9https ://huggingface.co/rjac/biobert-ICD10-L3-mimic
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to transformer logits, denoted as sd (refer to Equation 5.9), instead of the typical logarithmic dis-
count log(i+ 1). This discount is conventionally applied to the relevance score rel. Consequently,
SDCG (Softmax Discounted Cumulative Gain) is calculated as follows:

K

SDCG@K =) sd;-rel; (5.8)

i=1
Regarding the discount sd;, s represents the logits sorted in descending order from the original

note. The softmax discount, considering the N ICD-10 classes at position i, is expressed as:

&S
sdi= oy—— 5.9
j=1¢"

The key advantage of using the softmax function is that it allows for more precise weighting
of each ICD-10 class logit. Unlike the typical logarithmic discount, which assigns diminishing
importance uniformly across all samples and results in weak sensitivity to individual classes, the
softmax function maintains variability among the logit outputs. Although this issue could be par-
tially addressed by considering only the top K ranked classes using the K parameter, the variability
of logit outputs can still cause problems when using a logarithmic function.

Lastly, rel; denotes the relevance of the item at position i in the ranked original logits z. Here,

z refers to the logits from the original note arranged according to the anonymized note:

rel; = €% (5.10)

The NSDCG is obtained by dividing the SDCG of the anonymized note by that of the ideal

and original note, yielding a percentage value. In our experiments, K was set to 10:

SDCG@K

100 (5.11)

5.6.3 Summary

In this section, we present and describe the evaluation metrics that will be used in the assessment
of our solution. Although traditional metrics like precision and recall can generally be effective in
evaluating the performance of the developed solution, there are cases where they might be lacking.
Typically, precision is thought of as the data utility metric, and recall is the anonymization rate.
But what if a sensitive entity is just replaced by a common abbreviation? A string-matching recall
would fail to detect its presence. Regarding precision, we could have two systems with 95%, but
one could be (incorrectly) hiding adverbs or determinants, while the other could be (incorrectly)
hiding medical terms, which would result in a lower data utility even though their precision is the
same.

These proposed metrics aim to extend the evaluation to those cases, and we believe that they

can contribute to the better assessment of an automated solution’s real performance.
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Table 5.3 provides a summarized description of what the anonymization sensitivity (SMR,
ALID, LR, LRDI and LRQI) and clinical information retention (JSC and NSDCG) metrics do.

Metric Summary Example

SMR Recall based on string-matching. ON — "The patient John assisted on 12/9",
AN — "The patient visited" then SMR is
100% as both sensitive strings were re-
moved.

ALID Compares each sensitive entity in the orig- | ON — "The patient John", AN — "The pa-
inal text with strings of equal length in the | tient joined", then the maximum LRa would
anonymized text using a sliding window. It | be obtained for (John, join): LD(John, join)
calculates the average dissimilarity between | = 2 — LRa(John, join) = 0.5 — LSI = 0.5
these segments. — S =10.5] - ALID = 50%.

LR Uses a similarity threshold, considering en- | ON — "The patient John", AN — "The pa-
tities below this threshold as de-identified | tient joined", then S; = 0.5, which is lower
and above as not de-identified. The final | than 0.85, so it is considered de-identified
value is the ratio of de-identified entities to | and LR = 100%.
the total number of sensitive entities.

LRDI LR for direct identifiers, all should be re- | -
moved.

LRQI LR for quasi-identifiers. -

JSC Calculates the similarity between the sets | ON — [A: 0.60, B: 0.36, C: 0.04] and AN
of ICD-10 code categories identified by | — [B: 0.95, A: 0.03, C: 0.02]. After bina-
the BioBERT model before and after | rization, ON — [A:1,B: 1, C: 0] and AN —
anonymization. By transforming the model | [B: 1, A: 0, C: 0]. Then, JSC = ﬁ x 100
outputs into binary representations, the JSC | — JSC = 50%.
quantifies how many categories are pre-
served or lost through anonymization.

NSDCG Measures the preservation of the ranking | ON — [A:0.60, B: 0.36, C: 0.04] and AN —
of important ICD-10 code categories after | [B: 0.95, A: 0.03, C: 0.02]. Then, [e'=1.82,
anonymization. Compares the rankings be- | e’=1.43, ¢’=1.04] — [sd;=0.4241,
fore and after anonymization, providing a | sd»=0.3337, sd3=0.2422]. SDCG@3
score that reflects the degree to which the | for AN = 0.4241x0.36 + 0.3337x0.60
original ranking is maintained. + 0.2422x0.04 — SDCG@3 for AN =

0.3626. The ISDCG@3 = 0.4241x0.60 +
0.3337x0.36 + 0.2422x0.04 — ISDCG@3
= 0.3843. Then NSDCG@3 = §3%28 x 100
— NSDCG@3 =94.37%.

Each model’s performance was tested on the 19,989 notes reserved for the evaluation. Anonymized

Table 5.3: Summary of the used evaluation metrics.

versions of the clinical notes were produced using the replacement strategies previously described

in Sections 5.3, 5.4 and 5.5, which were then evaluated using the mentioned evaluation metrics.
The following distribution of MIMIC-III categories was used for the LRDI and LRQI metrics:
NAME, CONTACT_NUMBER, ID, and EMAIL were considered direct-identifiers, and LOCA-
TION, DATE, URL, AGE_ABOVE_89, INSTITUTION, and HOLIDAY were considered quasi-

identifiers.



Chapter 6

Results and Discussion

In this chapter, we present some experiments and their respective results on the 19,989 clinical
notes reserved for evaluation, utilizing the anonymization sensitivity and clinical information re-
tention metrics described in Section 5.6. Different strategies and models will be compared, with
a focus on the sentence replacement approach. Additionally, we analyze the temporal cost of our

proposed solution, as it is an important aspect of machine learning solutions.

6.1 Anonymization Sensitivity and Clinical Information Retention

Table 6.1 shows the original version of a clinical note and the same note anonymized by each of the
strategies and provides insight into some of the results we can expect to find in our experiments.
The sentences obtained using the sentence tokenizer are underlined to facilitate comparison of the

changes.

46
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Original Note

Shift Update Neurologically pt os intact, MAE to command. Pt is

confused at times but reorients easily. Mullins pt is hypertensive, NTG

infusing then hydralizine given with effect. NTG to off. Lungs with rales

at the bases. Pt encouraged to cough and deep breathe. SA02 improved

throughout the day, Fi02 weaned through day. Pt oob to chair with

minimal assist. Pt with elevated glucose despite insulin sc, therefore gtt

restarted with effect. See flowsheet for details.

Word2Vec

Anonymization

Destination updated Construction aphonic arbs patent of MOVES of

commends a She was incoherent Real RLSB however inconsistnently

Sleepy and Luis Pt was agitated with Ntg infuing Then 2LFluids raises
happend 74293486 and Nitro . Photographs of RRR , rhonchi Real right
fields , She Encourage on expectorate the shortness transmitted and
TRAIL worsened through . onl The Fio2 Switched Through month the

He Oob in stand happend small assists and Patient happend increasing

unclotted Despite Insulin SubQ and Diahrrea drip stopped w undelying

asee careview 95962947 careview of

Doc2Vec
Anonymization

Shift Note Neurologically pt is intact, MAE to command. Pt alert but

confused at times and reorients easily. Hydralazine given with effect.
Weaned off NTG drip. Lungs clear with diminished bases. Pt
encouraged to cough and deep breath. PPF STOPPED BRIEFLY, FI02
INCREASED, LEVO TITRATED UP, AND 500CC BOLUS GIVEN.

Pt OOB to chair. Pt was also hyperkalemic with peaked t-waves and was

therefore treated with calcium gluconate, insulin and kayexylate. SEE
FLOWSHEET FOR DETAILS.

Sentence
Transformer
Anonymization

Shift Note Neurologically pt is intact, MAE to command. Pt alert but

confused at times and reorients easily. Patient received PO
anti-hypertensives this AM, IVP hydralizine Q6hrs PRN. NTG OFF.

Lungs w/diffuse wheezes & rales @ bases. Pt encouraged to cough and

deep breath. A: DS improved this afternoon. Pt oob to chair with one

assist tolerated fine. Insulin gtt restarted for poor control of glucose.
SEE FLOWSHEET FOR DETAILS.

Table 6.1: Comparison of original note and anonymized versions produced using each strategy.

The first noticeable thing is the lack of readability of the note resulting from the Word2Vec

anonymization. As every token is being replaced, the text becomes very incoherent and semanti-

cally incorrect. Interestingly, despite every token being substituted by a different one, some words

remain the same, just written in a different manner. For example, the words "despite" and "insulin"

in the original note were replaced by "Despite" and "Insulin", respectively. However, some med-

ical information is effectively lost. For instance, "confused" gets replaced by "incoherent", and
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the information about the lungs completely disappears. Additionally, we can observe that gender
agreement is lost, which is also medically relevant. In the sentence with cyan color, the patient
is referred to as "she", but in the yellow sentence, we have the pronoun "he". Another signifi-
cant mistake is the replacement of "improved" with "worsened", which have completely differing
meanings. However, it is unclear why this happened, as it could have resulted from a bad perfor-
mance of the model or simply bad luck when randomly selecting one of the five tokens selected
for replacement.

With the sentence replacement strategies, the note remains much more similar to the original
version while maintaining its readability. For example, we can observe that the first and second
sentences in the anonymized versions are practically equal to the first and second sentences in
the original note. In fact, it inadvertently results in the correction of a syntactic error, as "os"
is corrected into "is". Contrary to the word replacement strategy, this time, a lot of the relevant
medical information is maintained, such as the confused state of the patient, the hypertension and
the lung rales.

Figure 6.1 shows the results obtained for our baseline experiment without any text pre-processing.
In this experiment, both the Word2Vec and Doc2Vec models produce embeddings with a dimen-
sion of 256. The all-MiniLM-L6-v2, S-PubMedBert-MS-MARCO and GIST-large-Embedding-
v0 sentence transformer models produce embeddings with 384, 768 and 1024 dimensions, respec-
tively. The results are presented as the average of the scores obtained across the 19,989 notes used

for testing.

Word2Vec Doc2Vec @ all-MiniLM-L6-v2 = IST-large-E; 0 s, -MS-MARCO
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Figure 6.1: Performance results obtained by each model on the different evaluation metrics, with-
out text pre-processing.

We can observe that the word replacement strategy yields better results on all of the anonymiza-
tion sensitivity metrics (SMR, ALID, LR, LRDI, and LRQI) but performs worse regarding the
clinical information retention ones (JSC and NSDCG). This outcome is expected due to the funda-
mental differences in how the anonymization is conducted. For example, when anonymizing the

clinical note "The patient’s name is John Doe", the word replacement strategy replaces each word
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in the sentence individually. In contrast, sentence replacement might substitute the entire sen-
tence with another that contains common elements, such as "John" or "Doe", thereby negatively
impacting the performance of anonymization metrics.

The superior performance of sentence replacement in information retention metrics can be
explained similarly. If a medical condition appears in the clinical note to be anonymized, word
replacement will result in that term being removed entirely. However, sentence replacement might
yield a substitute sentence that still contains the name of the medical condition, thus preserving
more clinical information.

Interestingly, the word replacement approach did not achieve a 100% score in any recall-based
metrics. This can be attributed to sensitive entities sometimes appearing as a part of non-sensitive
entities, which reflects on the metrics as they are based on Levenshtein Distance.

ALID is the anonymization metric with the lowest results for every strategy and model, as
it is naturally demanding because it is based on the Levenshtein Ratio, which is only 0 if every
character is different between two words. ALID is based on the complement of this ratio, so it
would only be 100% if, for every sensitive entity, all the strings with their lengths differed in all
characters. As there are always small similarities, even if just one character or two, it already
impacts the result.

Regarding anonymization sensitivity metrics, there is no significant difference in performance
between the Doc2Vec and Sentence-Transformer models. Notably, Doc2Vec, the model producing
vectors with the fewest dimensions, slightly outperformed those generating higher-dimensional
vectors. This is likely because higher-dimensional vectors capture a wider range of semantic and
syntactic attributes, which may not all be relevant for anonymization purposes. For the anonymiza-
tion itself, what matters is the replacement of one sentence with another and the semantic similarity
aspect, which is the motive behind creating a sentence embedding space, does not come into play.

In contrast, the Sentence-Transformer models perform better than the Doc2Vec model on
the information retention metrics. The dimensionality of the vectors likely influences these re-
sults, as information retention relies on the similarity between the original and anonymized notes.
The avsolatorio/GIST-large-Embedding-v0 model achieves the best performance in both metrics.
This result is expected since this model produces vectors with the highest number of dimensions,
better capturing useful features for sentence similarity. Additionally, this pre-trained model is
among the best performers on the BIOSSES benchmark. Conversely, the lowest performance of
the pritamdeka/S-PubMedBert-MS-MARCO model among the three sentence transformer models
suggests that the PubMed text it was trained on differs significantly from the clinical text in the
MIMIC-III database.

Figure 6.2 illustrates the performance of the same models with the same parameters, but the
following pre-processing steps are applied for the embedding generation: lowercasing, removal of

non-alphanumeric characters and replacement of consecutive white spaces with a single one.
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Figure 6.2: Performance results obtained by each model on the different evaluation metrics, with-
out text pre-processing, with lowercasing, removal of non-alphanumeric characters and removal
of consecutive white spaces.

On the information retention part, Word2Vec has a drop of 4.2% and 6.3% in the JSC and
NSCDG scores, respectively. As we observed in Table 6.1, this word replacement approach ben-
efited from the same word being stored in different variants or with small alterations in the vector
space, e.g., "insulin” and "INSULIN" or "Fi02" and "Fio2". With the text pre-processing steps
we are applying, namely lowercasing, these variants no longer happen, so during the replacement
process, they have to be replaced with an actual different word, resulting in the loss of medical
information.

The performance of the sentence embedding models remains fairly the same, with small gains
or losses in performance. The best-performing sentence transformer, GIST-large-Embedding-v0,
obtains a new highest value for the NSDCG metric, with a small increase of 0.6%, not significant
enough to draw conclusions about the influence of pre-processing. The reason that was previously
described to justify the decrease in performance for the Word2 Vec model regarding the information
retention metrics can also happen in the sentence replacement approach but on a smaller scale, as
we can have the same sentence written in lower-case or upper-case. The fact that we are applying
relatively soft pre-processing steps, compared to stemming, lemmatization or stop-word removal,
for example, can also explain the discreet difference in performance. For instance, the removal of
consecutive white spaces has no effect on the semantics of the sentences.

We will now only focus on the sentence embedding models, as the sentence replacement strat-
egy is the central point of this work. Figure 6.3 shows the results obtained by each model on the
notes of type Nursing/other, which is the type of notes with the biggest presence in the training

and testing sets.
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Figure 6.3: Performance results obtained by each model on the different evaluation metrics for the
Nursing/other note type.

Compared to the averaged results, on the ALID metric, we can observe an increase of 5.0 to
6.0% for the sentence transformer models. On the other hand, LR scores decrease between 4.5
and 3.2%. On the information retention metrics, JSC and NSCCG, there are notable decreases,
with the GIST-large-Embedding-v0 transformer, the best-performing model for these metrics in
the general results, suffering drops of 8.4 and 7.0% in performance. In fact, for this note type, the
top performer regarding information retention was the all-MiniLM-L6-v2 model. The inconsistent
results across this note type, and possibly across the others, could come from the fact that we have
one global embedding space with sentences from all note types. Dividing the embedding space
with sub-spaces clustered by note type or medical department might benefit the search for similar
sentences and would also lower the time cost of the anonymization process.

Table 6.2 contains the performance obtained on the clinical information retention metrics by
the different models, including the Doc2Vec model with a different number of dimensions on the
embeddings. It allows us to compare its performance with the sentence transformer counterparts
regarding the embedding’s dimensionality. The all-MiniLM-L6-v2, S-PubMedBert-MS-MARCO
and GIST-large-Embedding-v0 models produce embeddings with 384, 768 and 1024 dimensions,

respectively.

JSC (%) | NSDCG (%)
Doc2Vec-256 38.00 55.20
Doc2Vec-384 37.82 55.02
all-MiniLM-L6-v2 42.80 61.50
Doc2Vec-768 37.82 54.88
S-PubMedBert-MS-MARCO 41.20 59.50
Doc2Vec-1024 38.30 55.10
GIST-large-Embedding-v0 43.30 62.50

Table 6.2: Performance of various models on the clinical information retention metrics.
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We can observe that increasing the number of dimensions for the Doc2Vec model did not result
in achieving the performance of the best sentence transformer model regarding any of the two
metrics. In fact, there is barely any difference when changing the number of dimensions from 256
to 384, 768 or 1024. We can also see that the Doc2Vec model always obtains worse results than the
sentence transformer with the same number of dimensions, suggesting that this lower performance
originates from their different architectures, which is expected as the sentence transformers are
a more recent approach and for the Doc2Vec training we use the lighter architecture that only
leverages the sentence vector of a sentence and not its word vectors.

In summary, while word replacement is effective for anonymization, sentence replacement
better retains critical clinical information. However, it is important to notice that the anonymiza-
tion metrics are not as relevant to this work as the information retention ones, as our strategy is
based on the premise that the data used to generate the embeddings contains no real sensitive and
personal information, and so neither will the anonymized version. Even so, we feel it is important
to show and discuss the results of the anonymization sensitivity metrics, even if just to validate
our solution. For example, if the results obtained by the sentence embedding models were much
lower than the ones obtained by the word embedding model, there would be reasons to doubt
the effectiveness of our solution and the truthfulness of our assumption. Still, it is possible that
the anonymization results are being worsened due to the fact that we use the same data for the
vector space generation and testing, as the fake entity generator may have produced fake entities
that overlap between these two sets, therefore impacting the process of finding similar sentences.
For example, on a test note, we may have a sentence containing a fake name, and during the
anonymization process, it can be replaced by one containing the same name, which will impact
the results, as the annotation contains the fake name. This would be less likely to happen if we had
a test set with real sensitive information, as the overlap of entities would be smaller. Even so, if a
real sensitive entity happened to occur in a sentence contained in the replacement group, it would

merely be a coincidence.

6.2 Time Cost Analysis

The trade-off between the model’s performance and its temporal cost is very present in machine
and deep learning architectures. Therefore, in addition to assessing the model’s performance on
the proposed evaluation metrics for anonymization sensitivity and clinical information retention,
we also analyze the time cost factor regarding the three main aspects of our solution: embedding
space generation, inference and evaluation. All the experiments were performed on a NVIDIA
A16-8C GPU with 8 GiB of memory.

Table 6.3 displays the hours taken for the embedding space generation and for the inference
process. During the embedding space generation, the models create an embedding space con-
taining 644,052 sentences. During inference, the sentence replacement process is executed for the
19,989 notes reserved for evaluation, using the model and the embedding space to find similar sen-

tences. We compare the Doc2Vec model with different dimensions to the best-performing model
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on the information retention metrics.

Doc2Vec GIST-large-Embedding-v0
Dimensions 256 | 384 | 768 | 1024 1024
Generation (hours) | 0.53 | 0.59 | 0.79 | 0.87 1.96
Inference (hours) | 2.46 | 3.11 | 4.66 | 5.53 112.73

Table 6.3: Embedding space generation and inference time results (hours) for different models and
different number of dimensions.

We can clearly observe that the Doc2Vec model is much faster at both the embedding space
generation and inference. With a 300% increase in the number of dimensions, from 256 to 1024,
there is only an increase of approximately 64.15% in the time taken to generate the embedding
space. Regarding inference time, when going from vectors with 256 dimensions to vectors with
1024 dimensions, the time cost nearly doubled. However, the most impressive value is the time it
took to perform the substitution process using the avsolatorio/GIST-large-Embedding-vO model,
with nearly 5 days being necessary.

As for the Doc2Vec model, we can not say that the increase in time cost (due to the increase
in the number of dimensions) results in a better performance. It was observed in Section 6.1 that
there is no noticeable difference between a Doc2Vec model with 256 or 1024-dimensional vectors
in the clinical information retention metrics, which are the ones that mostly rely on the sentence
similarity aspect. In contrast, this trade-off is observed for the sentence transformer model, as it
takes longer to generate the embedding space and perform the anonymization, but its performance

is better.

6.3 Summary

Most clinical text anonymization systems rely on NER. Although many have achieved great perfor-
mances, with precision and recall of around 90%, they aren’t really used by healthcare institutions.
Even if a NER model had a precision and a recall of 100%, there is no guarantee that performance
would be maintained when being applied to new data.

In this chapter, we compare two text anonymization strategies based on the substitution of
words or sentences that guarantee the removal of sensitive information. However, it comes at
the cost of readability and information retention, performing worse in this aspect compared to
traditional NER models, as these only replace the tokens they identify as sensitive.

We hope that the presentation and discussion of our results bring insights into the research

community and help in the development of more robust clinical text anonymization solutions.
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Conclusion

De-identification of clinical text is crucial for the secure and ethical sharing of health data, as
it ensures patient privacy and compliance with legal regulations such as HIPAA and GDPR. By
removing or anonymizing PII, de-identification facilitates the use of clinical data in research, pub-
lic health monitoring, and policy development without compromising individual privacy. This
process not only mitigates the risk of data breaches and misuse but also promotes a broader col-
laboration among healthcare providers, researchers, and policymakers, fostering advancements in
medical research and improving public health outcomes.

In this work, we present a comparison between two different and novel techniques for the
anonymization of clinical notes that guarantee the removal of all sensitive information within the
text, word, and sentence replacement, with a focus on the latter. Five different models were tested
and evaluated across several evaluation metrics aimed at anonymization sensitivity and clinical
information retention. The discussed results indicate that both replacement techniques have their
unique strengths and are viable alternatives to the traditional NER approaches when the removal of
sensitive information is a priority over data usefulness, as the latter are never capable of detecting
all the sensitive information. The sentence embeddings-based substitution method also proved to
outperform the word embedding-based substitution regarding clinical information retention, which
was one of the underlying motivations for the realization of this work. Additionally, state-of-the-
art sentence transformers performed the best on the information retention metrics, highlighting
their capacity to capture similarity between sentences. The best sentence embedding model obtains
gains from 20 to 32% over the tested word embedding model on clinical information retention
metrics, answering our second research question.

Answering our first research question, we understand that there is no perfect solution, as they
all rely on a trade-off between sensitive information removal and future data utility, and achieving
100% performance on both seems unrealistic. While our solution ensures anonymity, the clinical
information retention results vary from 40% to 60%, which might not be enough to justify its
usage. Additionally, our information retention metrics are based on a single task of ICD-10 code
category classification. This is an obvious limitation of our approach, but there are steps that can

be taken to improve it.
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7.1 Limitations

While the two compared strategies ensure the removal of sensitive information by replacing every
word or sentence with similar counterparts from a de-identified dataset, it does come with notable
limitations, particularly concerning readability and data usefulness. There is no guarantee that the
anonymized version of the note will be semantically or syntactically correct, leading to potential
disruptions in the coherence of the clinical document. Consequently, the agreement on attributes
such as gender, age group, and person may not be consistently maintained throughout the new
clinical note.

One significant drawback of the word replacement approach is the loss of relevant medical
terms. If a crucial medical term appears in the original clinical notes, it is guaranteed not to appear
in the anonymized version, as every word is replaced. This issue is mitigated with the sentence
replacement approach, which shows better performance in clinical information retention metrics.
However, if the clinical note contains a sentence with a medical term not present in any sentence
of the replacement group, that term will also be permanently lost, compromising the retention of
essential medical information.

Furthermore, we assume that the retention of relevant clinical information can be fully assessed
by an ICD-10 code category classification task. While this provides a reasonable overview of the
information lost during anonymization, it is not exhaustive. Other evaluation strategies could yield
deeper insights. For instance, training models for tasks such as clinical NER, diagnosis factuality
or medical progress on both original and anonymized data can provide a more detailed assessment.
By comparing the performance of these models, we can better evaluate how well the anonymized
data retains critical information necessary for various clinical applications, thus offering a more
comprehensive assessment of the de-identification method’s effectiveness.

Another potential limitation is the use of the same database for both embedding generation and
anonymization evaluation. This longstanding issue in text anonymization research arises because
solutions are often tailored to specific datasets or note types, with no guarantee of consistent per-
formance across different scenarios. Using the same type and structure of clinical notes throughout
our process may facilitate the identification of similar words or sentences, potentially inflating our
results regarding information retention. The performance observed in these experiments might be
lower if evaluated on a different dataset, where finding similar words or sentences would be more
challenging.

Lastly, the reliance on sentence embeddings themselves introduces some limitations. While
embeddings capture semantic similarity, they may not always preserve the nuanced meanings
crucial in clinical contexts. The embedding-based approach might miss subtle yet important dis-
tinctions in medical terminology and context, affecting the overall accuracy and reliability of the
de-identification process.

In summary, while our approach shows promise in removing sensitive information from clin-
ical texts, these limitations highlight the need for further research to enhance the readability, ac-

curacy, and applicability of anonymized clinical documents across diverse datasets and real-world
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scenarios.

7.2 Future Work

This research opens several avenues for future exploration, particularly in assessing performance
across different languages and integrating evaluation metrics during the anonymization process.

One important direction is to extend our anonymization method to various languages. While
this study focused on English clinical texts, future work should investigate the effectiveness of sen-
tence embeddings in multilingual contexts. As most of the data available for clinical and medical
NLP tasks is in English, this would likely involve a translation module since it is not possible to
obtain an embedding space for every language. For example, if we wanted to anonymize a clinical
note written in Portuguese but our embedding space was composed of English sentences, a possi-
ble strategy would be to translate the original note into English, then perform the anonymization
step, and finally translate it back into Portuguese.

Another promising area for future research is the integration of evaluation metrics into the
anonymization process itself rather than applying them solely at the end to assess performance.
By incorporating real-time feedback mechanisms, the anonymization process can be dynamically
adjusted to preserve critical clinical information better. For instance, instead of finding the re-
placement sentences considering only the cosine similarity, the NSDCG metric could also be con-
sidered during that process. Imagine we wanted to replace a sentence, S4, and had two candidate
sentences, Sg and S¢. The cosine similarity between S4 and Sg and S¢ is 0.9 and 0.8, respectively.
However, imagine that the NSDCG for Sg was 0.2, while for S¢ it was 0.6. It could make sense to
sacrifice the 0.1 drop in similarity for the 0.4 increase in information retention.

Exploring these aspects will contribute to the development of a more robust and versatile de-
identification technique, ensuring that clinical data remains both secure and useful for a wider

range of applications.
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Appendix A

Dataset Samples

<RECORD ID="1">

<TEXT=

<PHI TYPE="1D">101126659</PH I~

<PHI TYPE<“HOSPITAL"=MGH<PHI-

<PHI TYPE="DATE">10/29</PHI1>/1997 12:00:00 AM
CARCINOMA OF THE COLON .

Unsigned

DIS

Report Status -

Unsigned

Please do not go above this box important format codes are contained .
DISCHARGE SUMMARY

<PHI TYPE="ID">FMT51 DS</PHI>

DISCHARGE SUMMARY NAME -

<PHI TYPE="PATIENT">SLOAN , CHARLES E</PHI>

UNIT NUMRBER :

<PHI TYPE="1DD">358-51-76</PHI>

ADMISSION DATE .

<PHI TYPE="DATE">1W29</PHI=/ 1997

DISCHARGE DATE :

<PHI TYPE="DATE">11/02</PI11>/1997

PRINCIPAL DIAGNOSIS :

Carcinoma of the colon .

ASSOCIATED DIAGNOSIS :

Urinary tmct infection | and cirrhosis of the liver

HISTORY OF PRESENT ILLNESS :

The patient is an 80-ycar-old male , who had a history of colon cancer in the past , resccted
approximately ten years prior to admission , history of heavy alcohol use , who presented with a
two week history of poor PO intake , weight loss |, and was noted to have acute on chronic
Hepatitis by chemistries and question of pyelonephritis .

</TEXT>

<MRFCORD>

Figure A.1: Sample discharge summary excerpt from the 2006 i2b2 de-identification corpus using
XML representation (obtained from [65]).
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Record date: <DATE=2074-04-05</DATE>
<PHI TYPE="HOSPITAL">EMMANUEL HOME</HOSPITAL> EMERGENCY DEPT VISIT

<PATIENT=JACOB.LARRY</PATIENT>
<MEDICALRECORD=910-66-83-7</MEDICALRECORD>
VISIT DATE: <DATE>04/05/74</DATE>

This patient was seen, interviewed and examined by myself as well as Dr. <DOCTOR>Naylor</DOCTOR> whose I have
reviewed and whose findings I have confirmed.

HISTORY OF PRESENTING COMPLAINT: This is a <AGE>53</AGE>-year-old male who

[..]
Follow-up appointment scheduled for <DATE=Apr 16th</DATE>

<IDNUM=>QC920/47122</IDNUM>

<DOCTOR>ISABELLA COOK</DOCTOR=, M.D.
<USERNAME=IC39</USERNAME=>
D:<DATE=04/05/74</DATE>

T:<DATE=04/06/74</DATE>

Dictated by: <DOCTOR=ISABELLA COOK</DOCTOR>, M.D.
<USERNAME=IC39</USERNAME>

Figure A.2: Sample of clinical note of the 2014 i2b2/UTHealth de-identification corpus using
XML representation (obtained from [58]).



	Front Page
	Table of Contents
	List of Figures
	List of Tables
	1 Introduction
	1.1 Context
	1.2 Motivation
	1.3 Objectives
	1.4 Contributions
	1.5 Document Structure

	2 De-identification of Clinical Text
	2.1 Overview
	2.1.1 Health Insurance Portability and Accountability Act
	2.1.2 General Data Protection Regulation
	2.1.3 Anonymization vs De-identification

	2.2 Challenges and Data
	2.3 De-identification Systems
	2.3.1 Manual
	2.3.2 Rule-Based Systems
	2.3.3 Machine Learning Systems
	2.3.4 Deep Learning Systems

	2.4 Evaluation
	2.4.1 Metrics
	2.4.2 Strategies

	2.5 Sensitive Information Removal
	2.6 Beyond Traditional Metrics
	2.6.1 Downstream Evaluation
	2.6.2 Generalization

	2.7 Summary

	3 Embeddings
	3.1 Overview
	3.2 Word Embeddings
	3.3 Sentence embeddings

	4 INCOGNITUS
	4.1 Overview
	4.2 Architecture
	4.2.1 Anonymization Techniques
	4.2.2 Evaluation Metrics
	4.2.3 Results

	4.3 Summary

	5 Methodology
	5.1 Overview
	5.2 Data
	5.2.1 Exploratory Data Analysis
	5.2.2 Pre-Processing

	5.3 Word2Vec Anonymization
	5.4 Doc2Vec Anonymization
	5.5 Sentence Transformers Anonymization
	5.6 Evaluation Metrics
	5.6.1 Anonymization Sensitivity
	5.6.2 Clinical Information Retention
	5.6.3 Summary


	6 Results and Discussion
	6.1 Anonymization Sensitivity and Clinical Information Retention
	6.2 Time Cost Analysis
	6.3 Summary

	7 Conclusion
	7.1 Limitations
	7.2 Future Work

	References
	A Dataset Samples

