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(57) ABSTRACT

An electronic device that includes a sensor mechanism is
described. During operation of the electronic device, the sen-
sor mechanism provides sensor data based on measurements
of'an environmental condition in an external environment that
includes the electronic device. Based on the sensor data, a
control mechanism selects an illumination pattern from a set
of illumination patterns, which are associated with illumina-
tion of the external environment. For example, at least two of
the illumination patterns have: different spatial patterns in the
external environment, different wavelengths of light and/or
different light intensities. Moreover, an illumination mecha-
nism illuminates at least a portion of the external environment
based on the selected illumination pattern.
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ENVIRONMENTAL MONITORING

CROSS REFERENCE TO RELATED
APPLICATION

[0001] This application claims priority under 35 U.S.C.
§119(e)to: U.S. Provisional Application Ser. No. 61/847,079,
entitled “Lighting Device with Environmental Monitoring
System,” by Adam M. Gettings, Eddy Y. Chan, Andrew G.
Stevens, and Bjorn H. Hovland, Attorney docket number
LEEO-02, filed on Jul. 16, 2013; U.S. Provisional Applica-
tion Ser. No. 61/847,555, entitled “Safety Detector with Envi-
ronmental Monitoring System,” by Adam M. Gettings, Eddy
Y. Chan, Andrew G. Stevens, and Bjorn H. Hovland, Attorney
docket number LEEO-03, filed on Jul. 17, 2013; and U.S.
Provisional Application Ser. No. 61/858,563, entitled
“Switch with Environmental Monitoring System,” by Adam
M. Gettings, Eddy Y. Chan, Andrew G. Stevens, and Bjorn H.
Hovland, Attorney docket number LEEO-04, filed on Jul. 25,
2013, the contents of all of which are herein incorporated by
reference.

BACKGROUND

[0002] 1.Field

[0003] The described embodiments relate generally to an
environmental monitoring device, and more specifically to
techniques for monitoring environmental conditions in an
environment and accordingly modifying operation of the
environmental monitoring device.

[0004] 2. Related Art

[0005] Trends in connectivity and in portable electronic
devices are resulting in dramatic changes in people’s lives.
For example, the Internet now allows individuals access to
vast amounts of information, as well as the ability to identify
and interact with individuals, organizations and companies
around the world. This has resulted in a significant increase in
online financial transactions (which are sometimes referred to
as ‘ecommerce’). Similarly, the increasingly powerful com-
puting and communication capabilities of portable electronic
device (such as smartphones), as well as a large and growing
set of applications, are accelerating these changes, providing
individuals access to information at arbitrary locations and
the ability to leverage this information to perform a wide
variety of tasks.

[0006] Recently, it has been proposed these capabilities be
included in other electronic devices that are located through-
out our environments, including those that people interact
with infrequently. In the so-called ‘Internet of things,’ it has
been proposed that future versions of these so-called ‘back-
ground’ electronic devices be outfitted with more powerful
computing capabilities and networking subsystems to facili-
tate wired or wireless communication. For example, the back-
ground electronic devices may include: a cellular network
interface (LTE, etc.), a wireless local area network interface
(e.g., a wireless network such as described in the Institute of
Electrical and Electronics Engineers (IEEE) 802.11 standard
or Bluetooth™ from the Bluetooth Special Interest Group of
Kirkland, Wash.), and/or another type of wireless interface
(such as a near-field-communication interface). These capa-
bilities may allow the background electronic devices to be
integrated into information networks, thereby further trans-
forming people’s lives.

Jan. 22, 2015

[0007] However, the overwhelming majority of the existing
background electronic devices in people’s homes, offices and
vehicles have neither enhanced computing capabilities (such
as processor that can execute a wide variety of applications)
nor networking subsystems. Given the economics of many
market segments (such as the consumer market segment),
these so-called ‘legacy’ background electronic devices
(which are sometimes referred to as ‘legacy electronic
devices’) are unlikely to be rapidly replaced. These barriers to
entry and change are obstacles to widely implementing the
Internet of things.

[0008] Furthermore, there remain many environments
(such as the interiors of trucks, trains, boxes, etc.) that cur-
rently do not regularly include electronic devices. As a con-
sequence, it may also be difficult to extend the advantages of
connectivity and enhanced computing capabilities into these
environments.

[0009] In addition, many of the existing background elec-
tronic devices used in people’s homes, offices and vehicles
are difficult to use. For example, it is often challenging to
replace a battery or to modify the functions of these existing
background electronic devices.

[0010] Hence, there is a need for an environmental moni-
toring device that addresses the above-described problems.

SUMMARY

[0011] The described embodiments relate to an electronic
device that includes a sensor mechanism that provides sensor
data based on measurements of an environmental condition in
an external environment that includes the electronic device.
Moreover, the electronic device includes a control mecha-
nism that selects an illumination pattern from a set of illumi-
nation patterns based on the sensor data, where the set of
illumination patterns are associated with illumination of the
external environment. Furthermore, the electronic device
includes an illumination mechanism that illuminates at least a
portion of the external environment based on the selected
illumination pattern.

[0012] Note that at least two of the illumination patterns in
the set of illumination patterns have: different spatial patterns
in the external environment; different wavelengths of light;
and/or different light intensities. Moreover, the environmen-
tal condition may include: opening of a door, an individual
getting out of bed; an individual waking up; an individual
crying; an individual tossing and turning in bed; an individual
shivering; and/or a change in health condition of an indi-
vidual. Furthermore, at least one illumination pattern in the
set of illumination patterns illuminates under a piece of fur-
niture in the external environment.

[0013] Insome embodiments, the environmental condition
includes an individual trying to sleep, and the selected illu-
mination pattern in the set of illumination patterns includes
wavelengths of light in a predefined range, such as: wave-
lengths greater than 530 nanometers or a predefined range
that excludes wavelengths between 460-480 nanometers. For
example, the selected illumination pattern may be imple-
mented using a filter.

[0014] Additionally, the electronic device includes a user-
input mechanism that receives a user selection that specifies a
desired illumination pattern, and where the control mecha-
nism changes the selected illumination pattern based on the
user selection.

[0015] Another embodiment provides a computer-program
product for use in conjunction with the electronic device. This
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computer-program product may include instructions for at
least some of the aforementioned operations performed by
the electronic device.

[0016] Another embodiment provides a method for illumi-
nating at least the portion of the external environment that
includes the electronic device, which may be performed by
the control mechanism in the electronic device. During opera-
tion, the control mechanism receives the sensor data based on
measurements of the environmental condition in the external
environment. Then, the control mechanism selects the illumi-
nation pattern from the set of illumination patterns based on
the sensor data, where the set of illumination patterns are
associated with illumination of the external environment.
Next, the control mechanism illuminates at least the portion
of the external environment based on the selected illumina-
tion pattern.

[0017] The preceding summary is provided as an overview
of some exemplary embodiments and to provide a basic
understanding of aspects of the subject matter described
herein. Accordingly, the above-described features are merely
examples and should not be construed as narrowing the scope
or spirit of the subject matter described herein in any way.
Other features, aspects, and advantages of the subject matter
described herein will become apparent from the following
Detailed Description, Figures, and Claims.

BRIEF DESCRIPTION OF THE FIGURES

[0018] FIG. 1 is a block diagram illustrating electronic
devices communicating in accordance with an embodiment
of the present disclosure.

[0019] FIG. 2 is a block diagram illustrating an environ-
mental monitoring device of FIG. 1 in accordance with an
embodiment of the present disclosure.

[0020] FIG.3isablock diagram illustrating a data structure
with sensor data in the electronic device of FIG. 2 in accor-
dance with an embodiment of the present disclosure.

[0021] FIG. 4 is a block diagram illustrating an archive
device of FIG. 1 in accordance with an embodiment of the
present disclosure.

[0022] FIG.5isablock diagram illustrating a data structure
with a historical record in the archive device of FIG. 4 in
accordance with an embodiment of the present disclosure.
[0023] FIG. 6 is a drawing illustrating a front view of an
environmental monitoring device in FIG. 1 in accordance
with an embodiment of the present disclosure.

[0024] FIG. 7 is a drawing illustrating a side view of the
environmental monitoring device in FIG. 6 in accordance
with an embodiment of the present disclosure.

[0025] FIG. 8 is a drawing illustrating a side view of the
environmental monitoring device in FIG. 6 in accordance
with an embodiment of the present disclosure.

[0026] FIG. 9 is a drawing illustrating a front view of an
environmental monitoring device in FIG. 1 in accordance
with an embodiment of the present disclosure.

[0027] FIG. 10 is a drawing illustrating a side view of the
environmental monitoring device in FIG. 9 in accordance
with an embodiment of the present disclosure.

[0028] FIG. 11 is a flow diagram illustrating a method for
determining a metric in accordance with an embodiment of
the present disclosure.

[0029] FIG. 12 is a drawing illustrating communication
within an environmental monitoring device during the
method of FIG. 11 in accordance with an embodiment of the
present disclosure.
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[0030] FIG. 13 is a flow diagram illustrating a method for
determining if an alarm device is activated in accordance with
an embodiment of the present disclosure.

[0031] FIG. 14 is a drawing illustrating communication
between an environmental monitoring device and the alarm
device during the method of FIG. 13 in accordance with an
embodiment of the present disclosure.

[0032] FIG. 15 is a flow diagram illustrating a method for
providing an alert based on an alert setting in accordance with
an embodiment of the present disclosure.

[0033] FIG. 16 is a drawing illustrating communication
between an environmental monitoring device and an elec-
tronic device during the method of FIG. 15 in accordance with
an embodiment of the present disclosure.

[0034] FIG. 17 is a flow diagram illustrating a method for
providing an alert in accordance with an embodiment of the
present disclosure.

[0035] FIG. 18 is a drawing illustrating communication
between an environmental monitoring device and an alarm
device during the method of FIG. 17 in accordance with an
embodiment of the present disclosure.

[0036] FIG. 19 is a flow diagram illustrating a method for
illuminating at least a portion of an external environment in
accordance with an embodiment of the present disclosure.
[0037] FIG. 20 is a drawing illustrating communication
within an environmental monitoring device during the
method of FIG. 19 in accordance with an embodiment of the
present disclosure.

[0038] FIG. 21 is a block diagram illustrating a cross-sec-
tional view of an environmental monitoring device in accor-
dance with an embodiment of the present disclosure.

[0039] FIG. 22 is a flow diagram illustrating a method for
processing sensor data in accordance with an embodiment of
the present disclosure.

[0040] FIG. 23 is a block diagram illustrating an environ-
mental monitoring device in accordance with an embodiment
of the present disclosure.

[0041] FIG. 24 is a drawing illustrating an environmental
monitoring device in accordance with an embodiment of the
present disclosure.

[0042] FIG. 25 is a flow diagram illustrating a method for
providing an alert in accordance with an embodiment of the
present disclosure.

[0043] FIG. 26 is a block diagram illustrating a mounting
system in accordance with an embodiment of the present
disclosure.

[0044] FIG. 27 is a flow diagram illustrating a method for
mounting the environmental monitoring device of FIG. 26 in
accordance with an embodiment of the present disclosure.
[0045] FIG. 28 is a block diagram illustrating a mounting
system in accordance with an embodiment of the present
disclosure.

[0046] FIG. 29 is a flow diagram illustrating a method for
mounting the environmental monitoring device of FIG. 28 in
accordance with an embodiment of the present disclosure.
[0047] Note that like reference numerals refer to corre-
sponding parts throughout the drawings. Moreover, multiple
instances of the same part are designated by a common prefix
separated from an instance number by a dash.

DETAILED DESCRIPTION

[0048] An electronic device that includes a sensor mecha-
nism is described. During operation of the electronic device,
the sensor mechanism provides sensor data based on mea-
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surements of an environmental condition in an external envi-
ronment that includes the electronic device. Based on the
sensor data, a control mechanism selects an illumination pat-
tern from a set of illumination patterns, which are associated
with illumination of the external environment. For example,
at least two of the illumination patterns have: different spatial
patterns in the external environment, different wavelengths of
light and/or different light intensities. Moreover, an illumina-
tion mechanism illuminates at least a portion of the external
environment based on the selected illumination pattern.

[0049] Inthis way, the electronic device facilitates dynamic
illumination of the external environment based on the envi-
ronmental condition. For example, the selected illumination
pattern may facilitate an individual sleeping by providing
light having a predefined range of wavelengths. More gener-
ally, the environmental condition may include: opening of a
door, an individual getting out of bed; an individual waking
up; an individual crying; an individual tossing and turning in
bed; an individual shivering; and/or a change in health con-
dition of an individual. Consequently, the electronic device
may provide lighting or illumination services based on
actions of an individual and/a state of the individual. This
customized illumination may increase customer satisfaction
with the electronic device.

[0050] Communication between electronic devices (such
as the environmental monitoring device and an alarm device)
may utilize wired, optical and/or wireless communication.
For example, the wireless communication may involve com-
municating packets or frames that are transmitted and
received by radios in the electronic devices in accordance
with a communication protocol, such as: Bluetooth™ (from
the Bluetooth Special Interest Group of Kirkland, Wash.), an
Institute of Electrical and Electronics Engineers (IEEE) 802.
15 standard (such as ZigBee® from the ZigBee® Alliance of
San Ramon, Calif.), an Institute of Electrical and Electronics
Engineers (IEEE) 802.11 standard, Z-Wave, a power-line
communication standard, an infra-red communication stan-
dard, a universal serial bus (USB) communication standard, a
near-field-communication standard or specification (from the
NFC Forum of Wakefield, Mass.), another wireless ad-hoc
network standard, and/or another type of wireless interface.
In some embodiments, the communication protocol may be
compatible with a 2"¢ generation or mobile telecommunica-
tion technology, a 3"/ generation of mobile telecommunica-
tions technology (such as a communication protocol that
complies with the International Mobile Telecommunications-
2000 specifications by the International Telecommunication
Union of Geneva, Switzerland), a 4” generation of mobile
telecommunications technology (such as a communication
protocol that complies with the International Mobile Tele-
communications Advanced specification by the International
Telecommunication Union of Geneva, Switzerland), and/or
another cellular-telephone communication technique. For
example, the communication protocol may include Long
Term Evolution or LTE. In the discussion that follows, Zig-
Bee® is used as an illustrative example. In addition, the
communication may occur via a wide variety of frequency
bands, including frequencies associated with the so-called
‘white space’ in frequencies bands associated with analog
television broadcasting.

[0051] The communication between the electronic devices
is shown in FIG. 1, which presents a block diagram illustrat-
ing communication among environmental monitoring
devices 110, optional electronic devices 114 (such as regula-
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tor devices e.g., optional electronic device 114-2, and/or
legacy electronic devices, e.g., optional electronic device
114-1) and data-sharing electronic device 118 using wireless
signals, and communication with optional computer 120 and
optional network 122 (such as the Internet, a wireless local
area network, an Ethernet network, an intra-net, an optical
network, etc.) and aggregating or archive device 116 (which
may or may not involve wireless signals). As described fur-
ther below with reference to FIGS. 11-29, environmental
monitoring devices 110 may monitor environmental condi-
tions in an environment 112 (which is sometimes referred to
as an ‘external environment”), such as a portion of a building,
the building, a container or a package, a vehicle, a liquid,
and/or a train car. (Note that one or more of environmental
monitoring devices 110 may be immersed in a liquid, and
environment 112 may be at a fixed location or time-varying
locations.) For example, at least some of environmental
monitoring devices 110 may include sensors that provide
sensor data that reflects the environmental conditions in envi-
ronment 112. In general, the sensor data may be provided
without or excluding interaction (such as communication
and/or electrical coupling) between environmental monitor-
ing devices 110 and optional electronic devices 114. Thus,
sensors in environmental monitoring devices 110 may indi-
rectly infer information about the operation and/or the per-
formance of optional electronic devices 114 based on the
monitored environmental conditions. However, in some
embodiments at least some of environmental monitoring
devices 110 interact directly with at least some of optional
electronic devices 114 (via communication or electrical cou-
pling), thereby facilitating direct measurement of the sensor
data, as well as feedback control of these electronic devices
by at least some of environmental monitoring devices 110. In
some embodiments, one or more of environmental monitor-
ing devices 110 is integrated into one or more other electronic
device, such as one or more of optional electronic devices
114.

[0052] The sensor data may be analyzed locally by at least
one of environmental monitoring devices 110 and/or
remotely by archive device 116. Moreover, the sensor data
and/or the analyzed sensor data may be communicated
among environmental monitoring devices 110. In particular,
environmental monitoring devices 110 may form a ZigBee®
mesh network, with ZigBee® end devices communicating
with a ZigBee® coordinator (such as environmental monitor-
ing device 110-1) via one or more optional ZigBee® routers.
Then, environmental monitoring device 110-1 may commu-
nicate (wirelessly and/or via optional computer 120 and
optional network 122) the sensor data and/or the analyzed
sensor data to archive device 116.

[0053] Inaddition, the sensor data and/or the analyzed sen-
sor data may be communicated or shared with one or more
other electronic devices, such as data-sharing electronic
device 118 (e.g., a cellular telephone or a portable electronic
device) and/or remote servers or computers not shown in FIG.
1. For example, the sensor data and/or the analyzed sensor
data may be communicated to data-sharing electronic device
118 by at least some of environmental monitoring devices
110, such as the one or more optional ZigBee® routers and/or
the ZigBee® coordinator. (Thus, at least some of environ-
mental monitoring devices 110 may function as sensor-data
hubs for other environmental monitoring devices 110.) Alter-
natively, the sensor data, the analyzed sensor data and/or
operational information (such as remaining battery life) about
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at least some of environmental monitoring devices 110 may
be communicated to data-sharing electronic device 118 by
archive device 116 using wired, optical and/or wireless com-
munication. Data-sharing electronic device 118 may display
or provide this information to a user. In some embodiments,
data-sharing electronic device 118 compares the information
from multiple environmental monitoring devices 110 to
ensure consistency before presenting the information to the
user. This may reduce the likelihood of false alarms or mis-
information. Alternatively, data-sharing electronic device
118 can present comparisons of the information from mul-
tiple environmental monitoring devices 110.

[0054] In general, the sensor data and/or the analyzed sen-
sor data that is communicated and/or stored by environmental
monitoring devices 110 and/or archive device 116 may be
protected. For example, the sensor data may be encrypted,
digitally signed and/or securely hashed (such as using a one-
way cryptographic hash function) by environmental monitor-
ing devices 110. Furthermore, archive device 116 may store
the sensor data and/or the analyzed sensor data in secure,
certified historical records or logs of the environmental con-
ditions in environment 112. In principle, the information
stored by archive device 116 may be protected. However, in
some embodiments, users of environmental monitoring
devices 110, who, in general, control how their data is used
and shared, may instruct environmental monitoring devices
110 to provide, via the mesh network, information to archive
device 116 that allows archive device 116 to unprotect the
sensor data and/or the analyzed sensor data. Similarly, in
response to requests from authorized recipients for the sensor
data and/or the analyzed sensor data (such as a request from
data-sharing electronic device 118), archive device 116 may
provide access to the stored sensor data and/or the analyzed
sensor data. If the sensor data and/or the analyzed sensor data
are protected, the associated environmental monitoring
devices 110 may provide protection information to data-shar-
ing electronic device 118 that allows data-sharing electronic
device 118 to unprotect the sensor data and/or the analyzed
sensor data.

[0055] Environmental monitoring devices 110 may allow a
variety of services to be offered to: users associated with
environmental monitoring devices 110 (such as owners or
renters of these environmental monitoring devices), suppliers
of components or spare parts, maintenance personnel, insur-
ance companies, insurance brokers, realtors, leasing agents,
apartment renters, hotel guests, hotels, restaurants, busi-
nesses, organizations, governments, potential buyers of
physical objects, a shipping or transportation company, etc.
For example, as described further below with reference to
FIGS. 13-20, based on the analyzed sensor data feedback
about the operation of one or more of optional electronic
devices 114 (such as a legacy electronic device) may be
provided by one or more of environmental monitoring
devices 110 on displays, using speakers and, more generally,
on physiological output devices that provide sensory infor-
mation (such as lighting or an illumination pattern). Thus, a
user may be alerted if a legacy electronic device is activated or
if it is not functioning properly. More generally, the feedback
may indicate the presence of an environmental condition in
environment 112, such as: presence of an allergen, fire, flood-
ing, a power outage, a chemical contaminant, an infestation,
opening of a door, an individual getting out of bed, an indi-
vidual waking up, an individual crying, an individual tossing
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and turning in bed, an individual shivering, a change in health
condition of an individual (such as an illness, a chronic dis-
ease, etc.), etc.

[0056] In addition, environmental monitoring devices 110
may include a variety of features to facilitate the monitoring
of the environmental condition and the providing of the feed-
back. For example, as described further below with reference
to FIGS. 11 and 12, at least one of environmental monitoring
devices 110 may include an imaging device that has different
spatial sensitivity in different regions of environment 112,
which defines a field of view of the imaging device. More-
over, as described further below with reference to FIGS. 21
and 22, during operation of at least one of environmental
monitoring devices 110 may heat generated by a processor
(and, more generally, a processing subsystem) may result in a
convective fluid flow (such as a liquid flow or airflow) over
one or more sensors in a sensor mechanism in one of envi-
ronmental monitoring devices 110 that facilitates the moni-
toring. Alternatively or additionally, a forced fluid driver
(such as a fan) may produce the fluid flow. Furthermore, as
described further below with reference to FIGS. 23-25, at
least one of environmental monitoring devices 110 may
include a power source with a primary power source and a
secondary power source. The secondary power source may
have at least a 10-year life (and, more generally, an N-year
life, where N is an integer, such as 5-20 years), and may power
at least a subset of the functionality of at least the one of
environmental monitoring devices 110 in the event the pri-
mary power source fails or there is a power outage. For
example, a sensor mechanism in one of environmental moni-
toring devices 110 may include a smoke detector and/or a
carbon-monoxide detector that is powered by the secondary
power source in the event the primary power source fails.
Additionally, as described further below with reference to
FIGS. 26-29, at least one of environmental monitoring
devices 110 may be remateably mounted to a base that is on or
underneath a wall in environment 112. If the one of environ-
mental monitoring devices 110 is removed from a spatial
location of the base without first receiving a security code,
this environmental monitoring device 110 may provide an
alert, thereby determining theft or tampering.

[0057] Additionally, one or more of environmental moni-
toring devices 110 provide a maintenance notification based
on the analyzed sensor data, which is associated with the
operation of one of optional electronic devices 114 (such as a
legacy electronic device or an electronic device that is
included in a feedback loop with one of environmental moni-
toring devices 110) and/or which represents an environmental
condition in environment 112. For example, the maintenance
notification may include an instruction to replace a battery. In
addition, the maintenance notification and any subsequent
remedial action (such as a repair or service performed on one
of'optional electronic devices 114) may be stored in a histori-
cal record or log for environment 112 (such as a historical
record maintained by archive device 116).

[0058] In some embodiments, a regulator device (such as
one of optional electronic devices 114, e.g., a thermostat, a
humidifier, an air purifier, a ventilator device, a fan, a motor,
awindow opener, a door opener, an access-control device for
the environment, etc.) that regulates an environmental condi-
tion is modified based on a comparison of the sensor data and
a target value of the environmental condition in environment
112. For example, one of environmental monitoring devices
110 may provide a control signal to the regulator device to
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modify an environmental condition (such as the temperature,
humidity, airflow, etc.) based on a comparison of the sensor
data and a target value performed by the environmental moni-
toring device.

[0059] In these ways, environmental monitoring devices
110 and/or archive device 116 may be used to: implement an
information network with one or more legacy electronic
devices; securely aggregate and selectively disseminate sen-
sor data about environmental conditions; provide feedback
about one or more environmental conditions in environment
112 (such as an alert provided by one of optional electronic
devices 114); allow users to remotely control alerts provided
by environmental monitoring devices 110 by modifying alert
settings of environmental monitoring devices 110; dynami-
cally change illumination patterns in environment 112; and
facilitate monitoring and maintaining of one or more envi-
ronmental conditions in environment 112.

[0060] As noted previously, the communication between
environmental monitoring devices 110, optional electronic
devices 114, archive device 116, data-sharing electronic
device 118 and/or optional computer 120 may involve the
exchange of packets. These packets may be included in
frames in one or more wireless channels.

[0061] Moreover, as described further below with reference
to FIG. 2, environmental monitoring devices 110, archive
device 116, data-sharing electronic device 118, optional com-
puter 120 and/or optionally some of optional electronic
devices 114 (such as optional electronic device 114-2) may
include subsystems, such as: a networking subsystem, a
memory subsystem, a processing subsystem, an optional
user-interface subsystem, and a sensor subsystem. In addi-
tion, these electronic devices may include radios 126 in the
networking subsystems. More generally, environmental
monitoring devices 110, archive device 116, data-sharing
electronic device 118, optional computer 120 and/or option-
ally some of optional electronic devices 114 can include (or
can be included within) any electronic devices with network-
ing subsystems that enable wirelessly communication with
another electronic device. This can comprise transmitting
frames on wireless channels to enable the electronic devices
to make initial contact, followed by exchanging subsequent
data/management frames (such as connect requests or peti-
tions to establish a connection or link), configuring security
options (e.g., encryption on a link or in a mesh network),
transmitting and receiving packets or frames, etc.

[0062] As canbe seen in FIG. 1, wireless signals 124 (rep-
resented by a jagged line) are transmitted from/received by
radios 126 in environmental monitoring devices 110, data-
sharing electronic device 118, optional computer and/or
optionally some of optional electronic devices 114 (such as
optional electronic device 114-2). In general, wireless com-
munication among these electronic devices may or may not
involve a connection being established between the electronic
devices, and therefore may or may not involve communica-
tion via a wireless network. (Note that the communication
between optional computer 120 and archive device 116 may
occur via optional network 122, which may involve wired or
optical communication with a different communication pro-
tocol than wireless signals 124.)

[0063] Furthermore, the processing of a packet or frame in
an electronic device (such as environmental monitoring
device 110-1) may include: receiving wireless signals 124
with the packet or frame; decoding/extracting the packet or
frame from received wireless signals 124 to acquire the
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packet or frame; and processing the packet or frame to deter-
mine information contained in the packet or frame (such as at
least a portion of a certified data packet).

[0064] As noted previously, in general communication
among the electronic devices may be protected. This may
involve encryption using an encryption key (such as an
encryption key associated with one of environmental moni-
toring devices 110 and/or a secure channel in a processor in
one of environmental monitoring devices 110). The encryp-
tion key may use symmetric or asymmetric encryption tech-
niques. Alternatively or additionally, a secure hash function
(such as SHA-256) may be used. For example, the secure
hash may supplement encryption that is associated with a
network interface in one or more of environmental monitor-
ing devices 110.

[0065] Although we describe the environment shown in
FIG. 1 as an example, in alternative embodiments, different
numbers or types of electronic devices may be present. For
example, some embodiments comprise more or fewer elec-
tronic devices.

[0066] We now describe embodiments of the environmen-
tal monitoring device, the archive device, and other electronic
devices in FIG. 1. FIG. 2 presents a block diagram illustrating
environmental monitoring device 200, such as one of envi-
ronmental monitoring devices 110. This electronic device
includes processing subsystem 210, memory subsystem 212,
a networking subsystem 214, an optional user-interface sub-
system 216, sensor subsystem 218 (i.e., a data collection
subsystem), feedback subsystem 232, power subsystem 246
and thermal-management subsystem 252. Processing sub-
system 210 includes one or more devices configured to per-
form computational operations. For example, processing sub-
system 210 can include one or more microprocessors,
application-specific integrated circuits (ASICs), microcon-
trollers, programmable-logic devices, and/or one or more
digital signal processors (DSPs).

[0067] Inaddition, processing subsystem 210 may include
an optional secure channel 220 that performs secure process-
ing of information, securely communicates with other com-
ponents in environmental monitoring device 200, and more
generally performs secure services. This secure channel may
include one or more processors, a secure boot ROM, one or
more security peripherals, and/or other components. The
security peripherals may be hardware-configured to assist in
the secure services performed by optional secure channel
220. For example, the security peripherals may include:
authentication hardware implementing various authentica-
tion techniques, encryption hardware configured to perform
encryption, secure-interface controllers configured to com-
municate over a secure interface to other components, and/or
other components. In some embodiments, instructions
executable by optional secure channel 220 are stored in a trust
zone in memory subsystem 212 that is assigned to optional
secure channel 220, and optional secure channel 220 fetches
the instructions from the trust zone for execution. Optional
secure channel 220 may be isolated from the rest of process-
ing subsystem 210 except for a carefully controlled interface,
thus forming a secure region for optional secure channel 220
and its components. Because the interface to optional secure
channel 220 is carefully controlled, direct access to compo-
nents within optional secure channel 220 (such as a processor
or a secure boot ROM) may be prevented. In some embodi-
ments, optional secure channel 220 encrypts and/or decrypts
authentication information communicated with optional
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user-interface subsystem 216 and/or received via networking
subsystem 214, and encrypts and/or decrypts information
(such as sensor data) communicated with sensor subsystem
218.

[0068] Memory subsystem 212 includes one or more
devices for storing data and/or instructions for processing
subsystem 210, networking subsystem 214, optional user-
interface subsystem 216 and/or sensor subsystem 218. For
example, memory subsystem 212 can include dynamic ran-
dom access memory (DRAM), static random access memory
(SRAM), and/or other types of memory. In some embodi-
ments, instructions for processing subsystem 210 in memory
subsystem 212 include: one or more program modules 238 or
sets of instructions (such as an environmental monitoring
application, an environmental illumination program, a data-
logging application, a data-sharing application and/or a main-
tenance application), which may be executed in an operating
environment (such as operating system 236) by processing
subsystem 210. Note that the one or more computer programs
may constitute a computer-program mechanism or a program
module. Moreover, instructions in the various modules in
memory subsystem 212 may be implemented in: a high-level
procedural language, an object-oriented programming lan-
guage, and/or in an assembly or machine language. Further-
more, the programming language may be compiled or inter-
preted, e.g., configurable or configured (which may be used
interchangeably in this discussion), to be executed by pro-
cessing subsystem 210.

[0069] In addition, memory subsystem 212 can include
mechanisms for controlling access to the memory. In some
embodiments, memory subsystem 212 includes a memory
hierarchy that comprises one or more caches coupled to a
memory in environmental monitoring device 200. In some of
these embodiments, one or more of the caches is located in
processing subsystem 210.

[0070] In some embodiments, memory subsystem 212 is
coupled to one or more high-capacity mass-storage devices
(not shown). For example, memory subsystem 212 can be
coupled to a magnetic or optical drive, a solid-state drive, or
another type of mass-storage device. In these embodiments,
memory subsystem 212 can be used by environmental moni-
toring device 200 as fast-access storage for often-used data,
while the mass-storage device is used to store less frequently
used data.

[0071] Networking subsystem 214 includes one or more
devices configured to couple to and communicate on a wired,
optical and/or wireless network (i.e., to perform network
operations), including an interface circuit 222 (such as a
ZigBee® communication circuit) and one or more antennas
224. For example, networking subsystem 214 can include: a
ZigBee® networking subsystem, a Bluetooth™ networking
system (which can include Bluetooth™ Low Energy, BLE or
Bluetooth™ LE), a cellular networking system (e.g., a3G/4G
network such as UMTS, LTE, etc.), a USB networking sys-
tem, a networking system based on the standards described in
IEEE 802.11 (e.g., a Wi-Fi® networking system), an Ethernet
networking system, an infra-red communication system, a
power-line communication system and/or another communi-
cation system (such as a near-field-communication system or
an ad-hoc-network networking system).

[0072] Moreover, networking subsystem 214 includes pro-
cessors, controllers, radios/antennas, sockets/plugs, and/or
other devices used for coupling to, communicating on, and
handling data and events for each supported networking or
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communication system. Note that mechanisms used for cou-
pling to, communicating on, and handling data and events on
the network for each network system are sometimes collec-
tively referred to as a ‘network interface’ for the network
system. Moreover, in some embodiments a ‘network’
between the electronic devices does not yet exist. Therefore,
environmental monitoring device 200 may use the mecha-
nisms in networking subsystem 214 for performing simple
wireless communication between environmental monitoring
device 200 and other electronic devices, e.g., transmitting
advertising frames, petitions, beacons and/or information
associated with near-field communication.

[0073] Optional user-interface subsystem 216 may include
one or more processors, controllers and devices for receiving
information for a user of environmental monitoring device
200. For example, optional user-interface subsystem 216 may
include a user-interface device 226 (and, more generally, a
user-input mechanism), such as: a keypad, a touch-sensitive
display, optical character recognition, image recognition,
gesture recognition, biometric recognition (such as a finger-
print, a palm print, a retinal pattern, etc.), and/or voice rec-
ognition. The information may include: authentication infor-
mation from the user (such as a passcode or a security code for
unlocking access to environmental monitoring device 200,
some of'the functionality of environmental monitoring device
200 and/or to allow environmental monitoring device 200 to
be moved from a current location); user-feedback about a
request for access to sensor data associated with environmen-
tal monitoring device 200; and/or user preferences for opera-
tion of environmental monitoring device 200 (such as alarm
settings, when and/or how to provide notifications, etc.). This
information may be securely communicated to processing
subsystem 210 (such as by encrypting the information). In
addition, the information communicated may also include an
encryption key that is specific to environmental monitoring
device 200 and/or components in environmental monitoring
device 200, such as optional secure channel 220.

[0074] Furthermore, sensor subsystem 218 may include
one or more sensor devices 228 (or a sensor array ), which may
include one or more processors and memory. For example,
the one or more sensor devices 228 may include: a thermal
sensor (such as a thermometer), a humidity sensor, a barom-
eter, a camera or video recorder (such as a CCD or CMOS
imaging sensor), one or more microphones (which may be
able to record acoustic information in mono or stereo), an
infrared sensor (which may be active or passive), a micro-
scope, aparticle detector (such as a detector of dander, pollen,
dust, exhaust, etc.), an air-quality sensor, a particle sensor, an
optical particle sensor, an ionization particle sensor, a smoke
detector (such as an optical smoke detector or an ionizing
smoke detector), a radon detector, a carbon-monoxide detec-
tor, a chemical sensor or detector, a volatile-organic-com-
pound sensor, a combustible gas sensor, a chemical-analysis
device, a mass spectrometer, a microanalysis device, a nano-
plasmonic sensor, a genetic sensor (such as a micro-array), an
accelerometer, a position or a location sensor (such as a
location sensor based on the Global Positioning System or
GPS), a gyroscope, a motion sensor (such as a light-beam
sensor), a contact sensor, a strain sensor (such as a strain
gauge), a proximity sensor, a microwave/radar sensor (which
may be active or passive), an ultrasound sensor, a vibration
sensor, a fluid flow sensor, a photo-detector, a Geiger counter,
a radio-frequency radiation detector, and/or another device
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that measures a physical effect or that characterizes an envi-
ronmental factor or physical phenomenon (either directly or
indirectly).

[0075] Moreover, the one or more sensor devices 228 may
include redundancy (such as multiple instances of a type of
sensor device) to address sensor failure or erroneous read-
ings, to provide improved accuracy and/or to provide
improved precision. Note that sensor data acquired by the one
ormore sensor devices 228 may be securely communicated to
processing subsystem 210 (such as by encrypting the sensor
data). In addition, the sensor data communicated may also
include a digital signature that is specific to environmental
monitoring device 200 and/or components in environmental
monitoring device 200, such as optional secure channel 220.
[0076] Feedback subsystem 232 may include a display 234
for displaying information, such as: feedback about an envi-
ronmental condition in an environment that includes environ-
mental monitoring device 200, information about the opera-
tion of environmental monitoring device 200, and/or a
maintenance notification associated with a regulator device in
the environment or environmental monitoring device 200
(such as when one of power sources 248 and 250 needs to be
replaced). In particular, feedback subsystem 232 may include
a display driver and display 234, such as: a liquid-crystal
display, an e-ink display, an organic light emitting diode
display, a braille output device, a laser projection display, a
multi-touch touchscreen, a color-wheel display, etc. Note that
display subsystem 232 may be included in optional user-
interface subsystem 216.

[0077] In addition, feedback subsystem 232 may include
one or more light sources 242 (and, more generally, an illu-
mination mechanism), such as: incandescent light sources,
electroluminescent light sources (e.g., light emitting diodes),
etc. These light sources may provide different illumination
patterns, which may be programmable. The different illumi-
nation patterns may have: different spatial patterns in the
environment that includes environmental monitoring device
200, different wavelengths of light and/or different light
intensities. Thus, a particular illumination pattern may illu-
minate at least a portion of the environment.

[0078] During operation of environmental monitoring
device 200, processing subsystem 210 may execute one or
more program modules 238, such as an environmental moni-
toring application. In particular, environmental monitoring
application may instruct one or more sensor devices 228 to
measure or acquire sensor data that represents one or more
environmental conditions in an environment that includes
environmental monitoring device 200. For example, the envi-
ronmental condition may include: presence of an individual
(such as a resident or a potential burglar), opening of a door,
an individual getting out of bed, an individual waking up, an
individual crying, an individual tossing and turning in bed, an
individual shivering, presence of a chemical compound (such
as exhaust, carbon monoxide, radon, smoke, a non-volatile
organic compound and/or a volatile organic compound),
presence of an allergen (such as dander or pollen), presence of
dust, presence of a fungus, a fire, presence of smoke, flooding,
a water leak, a chemical leak, presence of an insect or rodent
(and, more generally, an infestation), discharge of a firearm, a
possible altercation or criminal act (such as domestic vio-
lence), a medical emergency, a change in health condition of
an individual, availability of electrical power (such as
whether there is a power failure), a lighting condition (such as
whether the lights are on or off), temperature deviating from
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a predefined target, and/or humidity deviating from a pre-
defined target. In some embodiments, the environmental con-
dition is associated with the operation of a regulator device
(which may or may not be a legacy electronic device). The
regulator device (and, more generally, one of optional elec-
tronic devices 114 in FIG. 1) may include: a smoke detector,
athermostat, a carbon-monoxide detector, an appliance, a pet
or animal feeder, a plant or animal watering device, a clock, a
security alarm, a humidifier, an air filter, a switch, a light, etc.
Note that the monitoring of the sensor data may be continu-
ous, periodic (such as after a time interval has elapsed) or as
needed (such as event-driven monitoring).

[0079] The sensor data may be communicated to process-
ing subsystem 210. Then, the environmental monitoring
application may optionally analyze the sensor data, e.g., cal-
culating a discrete or a Fourier transform, determining a his-
togram, performing filtering or signal processing, performing
data compression, calibrating one or more of sensor devices
228, managing power consumption of environmental moni-
toring device 200, identifying one or more of sensor devices
228 that are not working or which are outputting erroneous
sensor data, applying another transformation, calculating sta-
tistics (such as moments of a distribution), performing super-
vised learning (such as Bayesian analysis), performing noise
reduction, normalizing the sensor data, converting units, etc.
(Alternatively or additionally, the sensor data or a document
summarizing the sensor data may be communicated to
another electronic device using networking subsystem 214
and the analysis may be performed remotely, e.g. by archive
device 116 in FIGS. 1 and 4.) For example, the analysis may
determine whether an environmental condition is present in
the environment. (In some embodiments, this analysis is
based on information, such as sensor data and/or environmen-
tal conditions, received from other environmental monitoring
devices. This may allow calibration settings, such as environ-
ment-specific threshold values, to be determined for the envi-
ronment and/or environmental monitoring device 200.) Then,
the environmental monitoring application may provide feed-
back to a user of environmental monitoring device 200, data-
sharing electronic device 118 (FIG. 1) and/or directly to one
of optional electronic devices 114 in FIG. 1 (if this electronic
device is able to communicate with environmental monitor-
ing device 200 via networking subsystem 214). In particular,
the environmental monitoring application may instruct feed-
back subsystem 232 to provide sensory information, such as
a text or graphical message, a graph, a report, a chart, a
spectrum, a video displayed on display 234, a sound or audio
message (such as an alert) output by optional speakers 240
and/or an illumination pattern output by optional light
sources 242. For example, the sensory information may
include: a range of values, numerical measurements, shades
of gray (or grayscale), colors, chemical formulas, images,
illumination patterns, textures, patterns (which may corre-
spond to one or more environmental conditions), tessellations
with gradients of larger or smaller element sizes, and/or tes-
sellations of increasing or decreasing element sizes (such as
tessellation that are adjusted to be larger or smaller as a given
environmental condition increases or decreases). Thus, in
some embodiments the sensory information includes a
change in the color of environmental monitoring device 200.
Alternatively or additionally, the feedback may include a
change in the illumination pattern provided by optional light
sources 242. In some embodiments, the feedback is commu-
nicated using networking subsystem 214 and presented to the
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user (or other individuals) on another electronic device, such
as data-sharing electronic device 118 (FIG. 1) or a different
electronic device (such as the user’s cellular telephone, tablet
computer or computer) that is used for remote visualization
of: the sensor data, the analyzed sensor data, the environmen-
tal condition and/or the feedback.

[0080] In some embodiments, the environmental monitor-
ing application may provide, via networking subsystem 214,
the feedback to one or more of environmental monitoring
devices 110 (FIG. 1) and/or other electronic devices (such as
computers or servers associated with or operated on behalf of:
component suppliers, retailers, insurance companies, main-
tenance organizations, shipping companies, landlords or
property owners, a corporate-compliance organization,
inspectors, businesses, government agencies, etc.). For
example, the environmental monitoring application may uti-
lize a Short Message Service, email, a social network and/or
amessaging service with a restricted number of characters per
message. Alternatively or additionally, the feedback may be
posted to a web page or website (and, more generally, a
location on a network), and one or more recipients may be
notified via networking subsystem 214, e.g., a link to the
location may be provided to the recipients.

[0081] In turn, an electronic device (such as data-sharing
electronic device 118 in FIG. 1) may, via networking sub-
system 214, modify settings of environmental monitoring
device 200 (such as alarm settings) that change how the
feedback is provided locally (e.g., using optional speakers
240) and/or remotely (e.g., using networking subsystem 214).
For example, a user of data-sharing electronic device 118 in
FIG. 1 may access a web page associated with a provider of
environmental monitoring device 200 to modify the settings.
[0082] Note that the sensor data and/or the analyzed sensor
data may be stored, at least temporarily, in a data structure in
memory subsystem 212. This is shown in FIG. 3, which
presents a data structure 300. In particular, data structure 300
may include entries 308 with: sensor data 310, timestamps
312, locations 314, optional analyzed sensor data 316, and/or
environmental conditions 318. Note that locations 314 (or
location information) may specify locations were the sensor
data was acquired or measured. For example, the location
information may be measured using a sensor device in envi-
ronmental monitoring device 200 in FIG. 2 (such as a location
monitor) and/or the location information may be received
from another electronic device that is proximate to environ-
mental monitoring device 200 in FIG. 2 (such as an individu-
al’s cellular telephone). Thus, the location may be determined
via GPS and/or a cellular-telephone network (such as trian-
gulation or trilateration).

[0083] Referring back to FIG. 2, in some embodiments
imaging data from one or more imaging sensors (or imaging
devices) in sensor devices 228 is analyzed to determine the
environmental condition. In order for environmental moni-
toring device 200 to have more accurate or focused monitor-
ing of at least a portion of the environment (such as in difter-
ent regions relative to a remainder of the environment),
environmental monitoring device 200 may have a restricted
field of view. This field of view may be associated with
different spatial sensitivity of the one or more imaging sen-
sors in the different regions of the environment. For example,
the imaging sensor may include a lens with a predefined
distortion that provides the different spatial sensitivity, such
as Fresnel lens. In some embodiments, a mechanical stop
provides the different spatial sensitivity. Alternatively, pro-
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cessing subsystem 210 (and, more generally, a control
mechanism) provides a control signal that selectively rotates
an angular adjustment mechanism (such as a motor) in sensor
subsystem 218 about an axis to change an orientation of the
field of view. However, in some embodiments the angular
adjustment mechanism selectively rotates in response to an
external force (or torque), such as an external force applied by
auser of environmental monitoring device 200. Note that the
restricted field of view may allow processing subsystem 210
(and, more generally, a detection mechanism) to use the sen-
sor data and/or the analyzed sensor data to detect: motion of
an object in the field of view, a light scattering pattern in the
field of view and/or a light intensity in the field of view.

[0084] Moreover, acoustic data from one or more acoustic
sensors (or acoustic devices) in sensor devices 228 may be
analyzed to determine the environmental condition. For
example, the acoustic data may correspond to sound in the
environment (such as temporal audio samples of the sound
provided by a microphone). Based on the acoustic data, pro-
cessing subsystem 210 may determine if a smoke detector or
carbon-monoxide detector (and, more generally, an alarm
device), either of which may be separate from environmental
monitoring device 200, is activated (e.g., sounding an alert or
an alarm) in the environment. Note that the sound may
include atemporal 3 (T-3) acoustic pattern (with a beep, pause
and an alarm pattern or signal) that is compatible with an
American National Standards Institute standard S3.42 1990.
(Thus, the one or more acoustic sensors may monitor one or
more specific frequencies or acoustic patterns.) In some
embodiments, processing subsystem 210 uses the acoustic
data and predefined characterization of the environment to
determine if an alarm device (such as a smoke detector or a
carbon-monoxide detector) is activated. For example, the pre-
defined characterization may include a location of the alarm
device (such as a location of the alarm device relative to
environmental monitoring device 200). This location may be
specified by: an image of the environment, a positioning
system (such as GPS), a communication network (such as a
cellular-telephone network), and/or an acoustic latency in the
external environment. Alternatively, the predefined charac-
terization may include an acoustic transfer function of the
environment proximate to the alarm device and environmen-
tal monitoring device 200.

[0085] If processing subsystem 210 determines that the
smoke detector or the carbon-monoxide detector is activated,
processing subsystem 210 may provide a control signal to
optional speakers 240 (and, more generally, an acoustic out-
put mechanism, such as a piezoelectric buzzer) so that an
audible sound is output. This may assist the smoke detector or
the carbon-monoxide detector in alerting individuals in the
environment to the presence of the environmental condition.
For example, one or more additional sensors in sensor devices
228 (and, more generally, a sensor mechanism) may provide
sensor data when a biological life form is present in the
environment (such as an individual or an animal). Processing
subsystem 210 may use this sensor data to determine of the
biological life form is present, and may output a control or
output signal to networking subsystem 214 if the alert is
detected and the biological life form is present. In response,
networking subsystem 214 can communicate location infor-
mation for environmental monitoring device 200 to an elec-
tronic device. In this way, for example, environmental moni-
toring device 200 can alert firemen or first responders to the
presence of a child or a pet in a smoke-filled room or a room
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with carbon monoxide, to assist them in promptly locating
and rescuing the child or the pet.

[0086] The predefined characterization can also include
location information with respect to a biological organism
(such as the child or the pet), and can be redefined at periodic
or aperiodic intervals. For example, environmental monitor-
ing device 200 may detect when a human is in a bedroom and
specify their location relative to the environmental monitor-
ing device 200, such as that environmental monitoring device
200 is approximately 3 meters from the human. This infor-
mation may be useful to first responders in fires, earthquakes,
floods, other natural disasters or emergency situations.
[0087] Inaddition, one or more additional sensors in sensor
devices 228 may provide sensor data associated with moni-
toring of a physical phenomenon or a chemical (and, more
generally, an environmental condition) in the environment.
Using the sensor data and/or analyzed sensor data, processing
subsystem 210 may assess a degree of threat in the environ-
ment, and processing subsystem 210 may provide a different
control signal to optional speakers 240 so that different
audible sounds are produced as the degree of threat changes.
In some embodiments, the change to the audible sound pro-
vides quantitative feedback about the degree of the threat in
the environment (and, more generally, the feedback may
include quantitative information about the degree of the
threat).

[0088] In response to an environmental condition or a
threat, environmental monitoring device 200 may output an
alert, which may include audible sound (or feedback) in the
environment and/or information that is wirelessly communi-
cated to one or more electronic devices (such as data-sharing
electronic device 118 in FIG. 1). There may be difterent types
of alerts (such as different warning sounds, lights, messages,
etc.) for different environmental conditions. Additionally,
environmental monitoring device 200 may output or provide
more than one alert at the same time.

[0089] In some embodiments, processing subsystem 210
performs a remedial action in response to an alert or an alarm
(i.e., one or more environmental conditions). This remedial
action may include communicating with a regulator device to
correct the environmental condition(s). For example, via net-
working subsystem 214, processing subsystem 210 may
instruct the regulator device to: ventilate the area, activate a
humidifier, power on or power off a regulator device, initiate
the operation of a mode on a regulator device, etc. Alterna-
tively, as described further below, processing subsystem 210
may provide a maintenance notification (such as a notifica-
tion to change an air filter). Furthermore, the alert may indi-
cate a remedial action, such as positive or negative changes
that can restore the environmental condition to a safe value.
Thus, the alert may indicate that a user should turn on the
ventilation or wear a safety mask when painting or vacuum-
ing, and/or may encourage the user to stop applying a chemi-
cal product (such as paint) or to slow down the rate of appli-
cation.

[0090] The type of feedback or information output or pro-
vided by environmental monitoring device 200 may be speci-
fied by an alert setting stored in memory subsystem 212. As
noted previously, the alert setting may be remotely modified,
e.g., via wireless communication from another electronic
device (such as a user’s cellular telephone) using networking
subsystem 214. In this way, an alert can be remotely disabled.
However, in order to prevent accidental disabling of the alert,
a separate control command or code may also be required.
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Alternatively, one or more sensors devices 228 may monitor
a user command (such as a sound, a verbal instruction or
command, a gesture, a sequence of bodily motions, a facial
expression, etc.) in the environment, which may be required
to modity the alert setting. In some embodiments, alerts are
disabled (at least temporarily) if a user activates or changes a
position of a button or switch on environmental monitoring
device 200 (such as an optional switch 244 in feedback sub-
system 232). When a state of optional switch 244 and/or alerts
is changed, environmental monitoring device 200 may pro-
vide sensory feedback to the user (such as by vibrating or
other tactile feedback, making a sound, changing an illumi-
nated color of environmental monitoring device 200, etc.).

[0091] When the providing ofthe alert is disabled, process-
ing subsystem 210 may continue to assess the threat (such as
the possible presence of smoke or carbon monoxide) based on
subsequent sensor data and, if the threat is increasing (such as
if the concentration of carbon monoxide is increasing or has
become dangerous), may reactivate the providing of the alert.
Alternatively, after a time interval (such as 5, 10, 15 or 30
minutes), the modified alert setting may automatically revert
to the original alert setting, so that environmental monitoring
device 200 can provide alerts again. In some embodiments, a
user subsequently changes the modified alert setting back to
the original alert setting or resets the alert setting to default.
Thus, environmental monitoring device 200 may continue to
assess the impact of one or more environmental factors (and,
more generally, the environmental condition) on the safety of
the external environment, while also providing a user opera-
tional control over alerts. In addition, environmental moni-
toring device 200 may provide fail safes both in how alerts are
disabled and by reactivating alerts in case the threat is increas-
ing.

[0092] Furthermore, if the sensor data from the one or more
sensor devices 228 indicate the presence of an environmental
condition, processing subsystem 210 executing an environ-
mental illumination application may select an illumination
pattern from a set of illumination patterns, which are associ-
ated with illumination of the environment. In response,
optional light sources 242 may output the selected illumina-
tion pattern. For example, optional light sources 242 may
change the spatial pattern, wavelengths of light and/or light
intensity in at least a portion of the environment. This may
allow environmental monitoring device 200 to dynamically
change the illumination of the environment based on the
environmental condition. Thus, if processing subsystem 210
determines that an individual (such as a child) is sleeping, the
illumination pattern may exclude or may reduce blue wave-
lengths of light (such as wavelengths between 460 and 480
nm), which can disrupt sleep. More generally, environmental
monitoring device 200 may provide lighting or illumination
services based on actions of an individual and/a state of the
individual. Note that the illumination pattern may be speci-
fied remotely (e.g., via networking interface 214) and/or via
optional user-interface subsystem 216. For example, using
user-interface device 226, the user may provide a user selec-
tion that specifies a desired illumination pattern.

[0093] In some embodiments, the one or more program
modules 238 include a data-logging application. In conjunc-
tion with archive device 116 (FIGS. 1 and 4), the data-logging
application may maintain a secure, certified historical record
or log for the environment and/or a physical object in the
environment (such as a “housefax’ record for an apartment or
a building). Note that the physical object may include: a
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portion of a building (e.g., an apartment, a hotel room, an
office suite, a storage unit, etc.), the building, a container
(such as a box, a package or a shipping container), a vehicle
(such as a car or truck), a liquid, and/or a train car. Notably,
sensor subsystem 218 may securely communicate the sensor
data to processing subsystem 210. Using optional secure
channel 220, a digital signature for the sensor data may be
generated, e.g., using a secure hash function and/or an
encryption key that are associated with environmental moni-
toring device 200 and/or optional secure channel 220. For
example, the digital signature may be generated using a
secure hash of a time stamp, a random number (or a pseudo-
random number, both of which are henceforth referred to as a
‘random number’), and/or an identifier of environmental
monitoring device 200. Then, the data-logging application
may instruct networking subsystem 214 to communicate a
certified data package (with the sensor data or analyzed sen-
sor data, the digital signature, location information and/or an
associated time stamp) to archive device 116 (FIG. 1) for
inclusion in the historical record or log for the environment.

[0094] Moreover, the one or more program modules 238
may include a data-sharing application. This data-sharing
application may enable a designated or authorized recipient
to access protected sensor data that is stored in archive device
116 (FIG. 1). In particular, when executed by processing
subsystem 210, the data-sharing application may instruct sen-
sor subsystem 218 to measure or collect sensor data that
represents the environmental condition. Then, the data-shar-
ing application may protect the sensor data and/or analyzed
sensor data. For example, the sensor data and/or the analyzed
sensor data may be encrypted using an encryption key by
processing subsystem 210 and/or optional secure channel
220. Alternatively or additionally, the sensor data and/or the
analyzed sensor data may be protected using a secure hash
function in conjunction with an identifier of environmental
monitoring device 200 and/or a random number generated by
processing subsystem 210. Next, data-sharing application
may instruct networking subsystem 214 to provide the pro-
tected sensor data and/or the analyzed sensor data to archive
device 116 (FIG. 1).

[0095] Subsequently, when environmental monitoring
device 200 receives, via networking subsystem 214, a request
for the sensor data from data-sharing electronic device 118
(FIG. 1), the data-sharing application may access a pre-
defined authorization preference of a user of environmental
monitoring device 200 that is stored in memory subsystem
212. If the predefined authorization preference of the user
authorizes the recipient associated with the request, the data-
sharing application may provide, via networking subsystem
214, authorization information to archive device 116 (FIG. 1)
to release the sensor data to data-sharing electronic device
118 (FIG. 1). Alternatively, the data-sharing application may
instruct feedback subsystem 232 to request feedback about
the request from the user. This user feedback may be received
via optional user-interface subsystem 216. If the user feed-
back approves the request, the data-sharing application may
provide, via networking subsystem 214, authorization infor-
mation to archive device 116 (FIG. 1) to release the sensor
data to data-sharing electronic device 118 (FIG. 1). (Thus, the
user of environmental monitoring device 200 may control
when other parties are allowed to access the sensor data.)
Note that the data-sharing application may also provide, via
networking subsystem 214, protection information specify-
ing how to unprotect the sensor data to archive device 116
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(FIG. 1) and/or to data-sharing electronic device 118 (FIG. 1).
For example, the data-sharing application may provide the
encryption key and/or may indicate the secure hash function,
the random number and/or the identifier. In some embodi-
ments, this protection information is received from the user of
environmental monitoring device 200, e.g., via networking
interface 214 and/or optional user-interface subsystem 216.

[0096] In some embodiments, the one or more program
modules 238 include a maintenance application. This main-
tenance application may provide a maintenance notification
related to the operation of environmental monitoring device
200, one of the other electronic devices in FIG. 1 and/or one
or more environmental conditions in the environment. For
example, the maintenance application may provide an
instruction to: perform maintenance, replace a battery (and,
more generally, one of power sources 248 and 250), replace
one of the one or more sensor devices 228, order another
replacement component (such as a filter) and/or to take out the
garbage. When providing the maintenance notification, the
maintenance application may instruct feedback subsystem
232 to present the maintenance notification to the user or
maintenance personnel, and/or may instruct networking sub-
system 214 to communicate the maintenance notification to
another electronic device, such as the user’s cellular tele-
phone. In some embodiments, maintenance application sug-
gests or recommends a specific provider or product to address
or perform a remedial action in response to a maintenance
notification. Alternatively, maintenance application may
direct a user to a document (such as a web page or website)
that includes information related to a maintenance notifica-
tion.

[0097] Environmental monitoring device 200 may be
designed to facilitate monitoring of one or more environmen-
tal conditions in the environment in a cost-effective manner.
For example, heat generated during operation of processing
subsystem 210 may result in a convective fluid flow over one
or more of sensor devices 228 that facilitates measurements
of sensor data associated with an environmental condition in
the environment. Alternatively, thermal-management sub-
system 252 may include an optional fluid driver 254 (such as
a fan or a pump) associated with the processor that produces
a fluid flow (such as an airflow or liquid flow) over the one or
more sensor devices 228. Moreover, environmental monitor-
ing device 200 may include baffles that direct the fluid flow or
aportion of the fluid flow over a selected sensor device in the
one or more sensor devices 228. In some embodiments, pro-
cessing subsystem 210 (and/or a steering mechanism in sen-
sor subsystem 218) provides a control signal that dynamically
adjusts a position or orientation of the baffles so that the fluid
flow is directed over a selected sensor device in the one or
more sensor devices 228. However, in other embodiments the
position or orientation of the baffles is set manually by the
user (e.g., by applying an external force or torque to the
baftles) or the baffles have fixed positions or orientations.

[0098] Moreover, environmental monitoring device 200
may include power subsystem 246 with power sources 248
and 250. Each of these power sources may include: a battery
(such as a rechargeable or a non-rechargeable battery), a DC
power supply, a transformer, and/or a switched-mode power
supply. Moreover, either or both of power sources 248 and
250 may operate in a voltage-limited mode or a current-
limited mode. Furthermore, these power sources may be
mechanically and electrically coupled by an adaptor to a wall
or electrical-outlet socket plug (such as a two or three-
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pronged electrical-outlet plug, which may be collapsible or
retractable), a light socket (or light-bulb socket), electrical
wiring, a generator, a USB port, a cellular-telephone charger
cable, a photodiode, a photovoltaic cell, etc. This mechanical
and electrical coupling may be rigid or may be remateable.
[0099] Inanexemplary embodiment, power subsystem 246
may allow processing subsystem to analyze sensor data from
the one or more sensor devices 228 to assess if the environ-
mental conditions indicate at least one of a set of threats and,
if yes, to provide a corresponding alert. In particular, power
subsystem 246 may include a primary power source (power
source 246) and a secondary power source (power source
250). The secondary power source may have at leasta 10-year
life and may power at least a subset of the functionality of
environmental monitoring device 200 in the event the primary
power source fails. For example, the one or more sensor
devices 228 may include a smoke detector that is powered by
the secondary power source in the event the primary power
source fails or if an external power line is unavailable. Thus,
power subsystem 246 may facilitate long-term monitoring of
the environmental conditions and regulatory compliance.
[0100] In some embodiments, power subsystem 246
includes or functions as a pass-through power supply for an
electrical connector to an external electronic device (such as
an appliance) that can be plugged into the electrical connec-
tor. Power to this electrical connector (and, thus, the external
electronic device) may be controlled locally by processing
subsystem 210 or optional user-interface subsystem 216
(such as via optional switch 244), and/or remotely via net-
working subsystem 214. Moreover, the power to the electrical
connector may be turned on or off in response to sensor data
provided by sensor subsystem 218 (such as when a signal is
greater than or less than a user-specified or an environmental-
regulation-specified threshold value, e.g., a dust concentra-
tion of 20 mg/m®).

[0101] Environmental monitoring device 200 may be
mounted on a base that is rigidly mounted on or underneath a
wall in the environment. This mechanical coupling may be
rigid or remateable. For example, the remateable coupling
may involve pins that are inserted into corresponding holes
and rotated into a lock position. Alternatively, the remateable
coupling may involve magnets that mechanically couple to
each other so long as environmental monitoring device 200
and the base are within a predefined distance (such as 1-2 cm).
Note that power subsystem 246 may receive power via the
rigid or remateable coupling to the base, or via inductive
charging. In addition, one or more of sensor devices 228 may
monitor a spatial parameter, such as: a location of environ-
mental monitoring device 200, a velocity of environmental
monitoring device 200 and/or an acceleration of environmen-
tal monitoring device 200. If this spatial parameter changes
without processing subsystem 210 first receiving a security
code (e.g., via networking subsystem 214 and/or optional
user-interface subsystem 216), environmental monitoring
device 200 may provide an alert. For example, the alert may
include an audible alarm output by optional speakers 240
and/or a message to another electronic device via networking
subsystem 214. These features may facilitate convenient
mounting and removal of environmental monitoring device
200, while preventing theft.

[0102] Within environmental monitoring device 200, pro-
cessing subsystem 210, memory subsystem 212, networking
subsystem 214, optional user-interface subsystem 216, sen-
sor subsystem 218, feedback subsystem 232, power sub-
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system 246 and/or thermal-management subsystem 252 may
be coupled using one or more interconnects, such as bus 230.
These interconnects may include an electrical, optical, and/or
electro-optical connection that the subsystems can use to
communicate commands and data among one another. Note
that different embodiments can include a different number or
configuration of electrical, optical, and/or electro-optical
connections among the subsystems. In some embodiments,
environmental monitoring device 200 can detect tampering
with secure components (such as optional secure channel 220
and/or bus 230) and may destroy encryption/decryption keys
or information (such as a stored sensor data or authentication
information) if tampering is detected.

[0103] Environmental monitoring device 200 can be (or
can be included in) any electronic device with at least one
network interface. For example, environmental monitoring
device 200 can be (or can be included in): a sensor (such as a
smart sensor), a tablet computer, a smartphone, a cellular
telephone, an appliance, a regulator device, a consumer-elec-
tronic device (such as a baby monitor), a portable computing
device, test equipment, a digital signal processor, a controller,
a personal digital assistant, a laser printer (or other office
equipment such as a photocopier), a personal organizer, a toy,
a set-top box, a computing device (such as a laptop computer,
a desktop computer, a server, and/or a subnotebook/netbook),
a light (such as a nightlight), an alarm, a smoke detector, a
carbon-monoxide detector, a monitoring device, and/or
another electronic device.

[0104] Although specific components are used to describe
environmental monitoring device 200, in alternative embodi-
ments, different components and/or subsystems may be
present in environmental monitoring device 200. For
example, environmental monitoring device 200 may include
one or more additional processing subsystems, memory sub-
systems, networking subsystems, user-interface subsystems,
sensor subsystems, feedback subsystems, power subsystems
and/or thermal-management subsystems. Additionally, one
or more of the subsystems may not be present in environmen-
tal monitoring device 200. Moreover, in some embodiments,
environmental monitoring device 200 may include one or
more additional subsystems that are not shown in FIG. 2. For
example, environmental monitoring device 200 can include:
one or more optional speakers 240 (and, more generally, a
physiological output subsystem that provides sensory infor-
mation to the user), one or more motors that rotate one or
more color wheels (or color-wheel indicators) with low
power consumption (such as a brushed motor, a brushless
motor, a piezo-type ratcheting motor, etc.), and/or an alarm
subsystem. Note that the one or more optional speakers 240
and a microphone may be used to provide audio conferencing
capability to another electronic device. Furthermore, note
that a given motor may rotate a color wheel using an open-
loop control technique or a closed-loop control technique
based on an encoder, such as: an optical encoder, a mechani-
cal encoder, a potentiometer, etc. Although separate sub-
systems are shown in FIG. 2, in some embodiments, some or
all of a given subsystem or component can be integrated into
one or more of the other subsystems or components in envi-
ronmental monitoring device 200. For example, in some
embodiments the one or more program modules 238 are
included in operating system 236. In some embodiments, a
component in a given subsystem is included in a different
subsystem, e.g., optional switch 244 may be included in
optional user-interface subsystem 216.
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[0105] Moreover, the circuits and components in environ-
mental monitoring device 200 may be implemented using any
combination of analog and/or digital circuitry, including:
bipolar, PMOS and/or NMOS gates or transistors. Further-
more, signals in these embodiments may include digital sig-
nals that have approximately discrete values and/or analog
signals that have continuous values. Additionally, compo-
nents and circuits may be single-ended or differential, and
power supplies may be unipolar or bipolar.

[0106] An integrated circuit may implement some or all of
the functionality of networking subsystem 214 (such as a
radio) and, more generally, some or all of the functionality of
environmental monitoring device 200. Moreover, the inte-
grated circuit may include hardware and/or software mecha-
nisms that are used for transmitting wireless signals from
environmental monitoring device 200 to, and receiving sig-
nals at environmental monitoring device 200 from other elec-
tronic devices. Aside from the mechanisms herein described,
radios are generally known in the art and hence are not
described in detail. In general, networking subsystem 214
and/or the integrated circuit can include any number of
radios. Note that the radios in multiple-radio embodiments
function in a similar way to the radios described in single-
radio embodiments.

[0107] In some embodiments, networking subsystem 214
and/or the integrated circuit include a configuration mecha-
nism (such as one or more hardware and/or software mecha-
nisms) that configures the radio(s) to transmit and/or receive
on a given communication channel (e.g., a given carrier fre-
quency). For example, in some embodiments, the configura-
tion mechanism can be used to switch the radio from moni-
toring and/or transmitting on a given communication channel
to monitoring and/or transmitting on a different communica-
tion channel. (Note that ‘monitoring’ as used herein com-
prises receiving signals from other electronic devices and
possibly performing one or more processing operations on
the received signals, e.g., determining if the received signal
comprises an advertising frame, a petition, a beacon, etc.)
[0108] While a communication protocol compatible with
ZigBee® was used as an illustrative example, the described
embodiments of environmental monitoring device 200 may
use a variety of network or communication interfaces. Fur-
thermore, while some of the operations in the preceding
embodiments were implemented in hardware or software, in
general the operations in the preceding embodiments can be
implemented in a wide variety of configurations and archi-
tectures. Therefore, some or all of the operations in the pre-
ceding embodiments may be performed in hardware, in soft-
ware or both. For example, at least some of the operations
performed by processing subsystem 210 may be performed
by sensor subsystem 218.

[0109] Furthermore, while the preceding discussion
focused on the hardware, software and functionality in envi-
ronmental monitoring device 200, archive device 116 (FIG.
1) and/or optional computer 120 (FIG. 1) may have the same
or similar hardware (processors, memory, networking inter-
faces, etc.) and/or software to support the operations per-
formed by these electronic devices or systems. This is shown
in FIG. 4, which presents a block diagram illustrating elec-
tronic device 400, such as archive device 116 (FIG. 1). In
particular, electronic device 400 includes processing sub-
system 410, memory subsystem 412 and/or a networking
subsystem 414. Processing subsystem 410 includes one or
more devices configured to perform computational opera-
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tions. For example, processing subsystem 410 can include
one or more microprocessors, application-specific integrated
circuits (ASICs), microcontrollers, programmable-logic
devices, and/or one or more digital signal processors (DSPs).
[0110] Memory subsystem 412 includes one or more
devices for storing data and/or instructions for processing
subsystem 410 and/or networking subsystem 414. For
example, memory subsystem 412 can include dynamic ran-
dom access memory (DRAM), static random access memory
(SRAM), and/or other types of memory. In some embodi-
ments, instructions for processing subsystem 410 in memory
subsystem 412 include: one or more program modules 424 or
sets of instructions (such as an archiving application, an
analysis application, a data-sharing application and/or a noti-
fication application), which may be executed in an operating
environment (such as operating system 422) by processing
subsystem 410. Note that the one or more computer programs
may constitute a computer-program mechanism or a program
module. Moreover, instructions in the various modules in
memory subsystem 412 may be implemented in: a high-level
procedural language, an object-oriented programming lan-
guage, and/or in an assembly or machine language. Further-
more, the programming language may be compiled or inter-
preted, e.g., configurable or configured (which may be used
interchangeably in this discussion), to be executed by pro-
cessing subsystem 410.

[0111] In addition, memory subsystem 412 can include
mechanisms for controlling access to the memory. In some
embodiments, memory subsystem 412 includes a memory
hierarchy that comprises one or more caches coupled to a
memory in electronic device 400. In some of these embodi-
ments, one or more of the caches is located in processing
subsystem 410.

[0112] In some embodiments, memory subsystem 412 is
coupled to one or more high-capacity mass-storage devices
(not shown). For example, memory subsystem 412 can be
coupled to a magnetic or optical drive, a solid-state drive, or
another type of mass-storage device. In these embodiments,
memory subsystem 412 can be used by electronic device 400
as fast-access storage for often-used data, while the mass-
storage device is used to store less frequently used data. Note
that memory subsystem 412 may include multiple storage
devices at one or more locations. Thus, data storage by
memory subsystem 412 may be distributed, such as a cloud-
based data-storage system.

[0113] Networking subsystem 414 includes one or more
devices configured to couple to and communicate on a wired,
optical and/or wireless network (i.e., to perform network
operations), including an interface circuit 416 and one or
more optional antennas 418. For example, networking sub-
system 414 can include: a ZigBee® networking subsystem, a
Bluetooth™ networking system (which can include Blue-
tooth™ Low Energy, BLE or Bluetooth™ LE), a cellular
networking system (e.g., a 3G/4G network such as UMTS,
LTE, etc.), a USB networking system, a networking system
based on the standards described in IEEE 802.11 (e.g., a
Wi-Fi® networking system), an Ethernet networking system
and/or another communication system.

[0114] Moreover, networking subsystem 414 includes pro-
cessors, controllers, radios/antennas, sockets/plugs, and/or
other devices used for coupling to, communicating on, and
handling data and events for each supported networking or
communication system. Note that mechanisms used for cou-
pling to, communicating on, and handling data and events on
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the network for each network system are sometimes collec-
tively referred to as a ‘network interface’ for the network
system.

[0115] During operation of electronic device 400, process-
ing subsystem 410 may execute one or more program mod-
ules 424, such as an archiving application. This archiving
application may receive, via networking interface 414, data
packets from one or more of environmental monitoring
devices 110 (FIG. 1). These data packets may include sensor
data and/or analyzed sensor data. In some embodiments, pro-
cessing subsystem 410 executes an analysis application,
which analyzes the received sensor data. For example, the
received sensor data may be: time stamped for time-series
processing, filtered, compressed, etc. In some additional
embodiments, processing subsystem 410 executes an analy-
sis application, which can compare received sensor data
analysis from one or more of environmental monitoring
devices 110 (FIG. 1).

[0116] Then, archiving application may store the sensor
data and/or the analyzed sensor data in a data structure in
memory subsystem 412. This is shown in FIG. 5, which
presents a block diagram illustrating data structure 500. In
particular, data structure 500 may include entries 508 with:
identifiers 510 of environmental monitoring devices, sensor
data 512, timestamps 514, locations 516, optional analyzed
sensor data 518, environmental conditions 520 and/or
optional protection information 522.

[0117] Referring back to FIG. 4, in some embodiments the
received data packets include protected information. For
example, the sensor data and/or the analyzed sensor data may
be encrypted using an encryption key associated with one of
environmental monitoring devices 110 (FIG. 1) and/or a
secure channel in the one of environmental monitoring
devices 110 (FIG. 1). Alternatively or additionally, there may
be a digital signature associated with the sensor data and/or
the analyzed sensor data, and/or the sensor data and/or the
analyzed sensor data may be protected using a secure hash
function. In these embodiments, optional protection informa-
tion 522 (FIG. 5) may include information that can confirm
the source(s) of the received data packets (such as one or more
of environmental monitoring devices 110 in FIG. 1) and/or
can be used to unprotect the sensor data and/or the analyzed
sensor data. Note that optional protection information 522
(FIG. 5) may be received, via networking interface 414, from
one of environmental monitoring devices 110 (FIG. 1). This
protection information may include the encryption key or an
encryption key associated with the encryption key (which can
be used to confirm the digital signature and/or decrypt
encrypted information). Networking device 414 can utilize:
encrypted tunneling in at least one networking interface, a
network switch and/or network router between one of envi-
ronmental monitoring devices 110 and archive device 116 in
FIG. 1. Similarly, optional protection information 522 (FIG.
5) may specify the secure hash function, may include the
identifier for one of environmental monitoring devices 110
(FIG. 1) and/or may include the random number (which also
can be used to unprotect information). Note that protection
information 522 may include fault tolerance information
(such as parity bits or hashes) to aid in the detection of
tampered data, corrupted data, and/or erroneous sensor read-
ings in the event of a sensor failure or miscalibration.

[0118] In an exemplary embodiment, a public-private
encryption-key technique is used. In particular, a certified,
secure data package may be signed by one of environmental
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monitoring devices 110 (FIG. 1) using a public encryption
key of archive device 116 (FIG. 1), and the digital signature
may be verified and the certified, secure data package may be
decrypted using the private encryption key of archive device
116 (FIG. 1). However, in other embodiments a symmetric
encryption technique is used. Thus, the same encryption key
may be used to sign, encrypt and/or decrypt the certified,
secure data package.

[0119] In some embodiments, the one or more program
modules 424 includes a data-sharing application. This data-
sharing application may receive, via networking subsystem
414, authorization information for a recipient of sensor data
and/or analyzed sensor data. In response to the authorization
information, the data-sharing application may provide, via
networking subsystem 414, the requested sensor data and/or
analyzed sensor data to the recipient. Alternatively, the data-
sharing application may provide, via networking subsystem
414, a pointer to a location in memory subsystem 412 where
the recipient can access the requested sensor data and/or
analyzed sensor data. Note that the data-sharing application
may also optionally provide the optional protection informa-
tion 522 (FIG. 5) to the recipient (which may allow the recipi-
ent to confirm the source(s) and/or to unprotect protected
information).

[0120] Additionally, in some embodiments the one or more
program modules 424 includes a notification application.
This notification application may receive, via networking
subsystem 414, information, such as feedback associated
with one or more environmental conditions in environment
112 (FIG. 1) and/or a notification (such as a maintenance
notification). In response, the notification application may
communicate, via networking subsystem 414, the informa-
tion and/or one or more reports based on the information
(such as daily, weekly or monthly summaries of analyzed
sensor data, which may be included in documents or files) to:
one or more of environmental monitoring devices 110 (FIG.
1), data-sharing electronic device 118 (FIG. 1) and/or other
electronic devices (such as computers or servers associated
with or operated on behalf of: component suppliers, retailers,
insurance companies, maintenance organizations, shipping
companies, landlords or property owners, a corporate-com-
pliance organization, inspectors, businesses, government
agencies, etc.). For example, the communication of the infor-
mation may utilize a Short Message Service, email, a social
network and/or a message service with a restricted number of
characters per message. Alternatively, the information may be
posted to a web page or website (and, more generally, a
location on a network), and one or more recipients may be
notified via networking subsystem 414, e.g., a link to the
location may be provided to the recipients.

[0121] When the notification includes a maintenance noti-
fication, the archiving application may store information
specifying the maintenance notification in a historical record
or log for the environment. In addition, the archiving appli-
cation may store any subsequent remedial action (such as a
repair or service performed on an electronic device in the
environment) in a historical record or log for the environment
in memory subsystem 412.

[0122] Within electronic device 400, processing subsystem
410, memory subsystem 412, and/or networking subsystem
414 may be coupled using one or more interconnects, such as
bus 420. These interconnects may include an electrical, opti-
cal, and/or electro-optical connection that the subsystems can
use to communicate commands and data among one another.
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Note that different embodiments can include a different num-
ber or configuration of electrical, optical, and/or electro-op-
tical connections among the subsystems.

[0123] Electronic device 400 can be (or can be included in)
any electronic device with at least one network interface. For
example, electronic device 400 can be (or can be included in):
a sensor (such as a smart sensor), a tablet computer, a smart-
phone, a cellular telephone, an appliance, a regulator device,
a consumer-electronic device, a portable computing device,
test equipment, a digital signal processor, a controller, a per-
sonal digital assistant, a facsimile machine, a laser printer (or
other office equipment such as a photocopier), a personal
organizer, a toy, a set-top box, a computing device (such as a
laptop computer, a desktop computer, a server, and/or a sub-
notebook/netbook), an alarm, a light (such as a nightlight), a
monitoring device, and/or another electronic device.

[0124] Although specific components are used to describe
electronic device 400, in alternative embodiments, different
components and/or subsystems may be present in electronic
device 400. For example, electronic device 400 may include
one or more additional processing subsystems, memory sub-
systems, and/or networking subsystems. Additionally, one or
more of the subsystems may not be present in electronic
device 400. Moreover, in some embodiments, electronic
device 400 may include one or more additional subsystems
that are not shown in FIG. 4, such as a power supply and/or a
user-interface subsystem (which a user may use to modify
settings of one or more of environmental monitoring devices
110 in FIG. 1, such as settings for alarms or notifications).
Although separate subsystems are shown in FIG. 4, in some
embodiments, some or all ofa given subsystem or component
can be integrated into one or more of the other subsystems or
components in electronic device 400. For example, in some
embodiments the one or more program modules 424 are
included in operating system 422.

[0125] Moreover, the circuits and components in electronic
device 400 may be implemented using any combination of
analog and/or digital circuitry, including: bipolar, PMOS and/
or NMOS gates or transistors. Furthermore, signals in these
embodiments may include digital signals that have approxi-
mately discrete values and/or analog signals that have con-
tinuous values. Additionally, components and circuits may be
single-ended or differential, and power supplies may be uni-
polar or bipolar.

[0126] Note that an integrated circuit may implement some
or all of the functionality of electronic device 400.

[0127] While some of the operations in the preceding
embodiments were implemented in hardware or software, in
general the operations in the preceding embodiments can be
implemented in a wide variety of configurations and archi-
tectures. Therefore, some or all of the operations in the pre-
ceding embodiments may be performed in hardware, in soft-
ware or both.

[0128] An exemplary embodiment of the environmental
monitoring device is shown in FIGS. 6-8, which respectively
show front, and side views of environmental monitoring
device 600, which may be one of environmental monitoring
devices 110 (FIG. 1). Alternatively, the environmental moni-
toring device may include a display. This shown in FIGS. 9
and 10, which respectively show front and side views of
environmental monitoring device 900, which may be one of
environmental monitoring devices 110 (FIG. 1).

[0129] Embodiments of the environmental monitoring
device may include a grating in the chassis or housing (such
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as a case or a shell on the outside of the environmental
monitoring device) that prevents large particles, soil and mud
from damaging or otherwise obscuring inputs to one or more
sensor devices in the environmental monitoring device. Alter-
natively or additionally, as described further below with ref-
erence to FIGS. 20 and 21, the chassis or housing may facili-
tate airflow or fluid flow through vents or openings to one or
more sensor devices in the environmental monitoring device.
In addition, as noted previously, the environmental monitor-
ing device may include a forced-fluid driver (such as a fan) to
facilitate airflow or fluid-flow through the vents. However, in
other embodiments airflow or fluid flow is facilitated using
convection (e.g., by heating the air or the fluid), or the airflow
or fluid flow may occur passively.

[0130] We now further describe operation of the environ-
mental monitoring device and, in particular, functionality of
the environmental monitoring device in various embodi-
ments. FIG. 11 presents a flow diagram illustrating a method
1100 for determining a metric, which may be performed by an
imaging device in the environmental monitoring device. Dur-
ing operation, the imaging device may measure imaging data
(operation 1114) for an external environment that includes
the environmental monitoring device, where the imaging
device has different spatial (or directional) sensitivity in dif-
ferent regions of the external environment, and the different
spatial sensitivity in the different regions defines a field of
view of the imaging device. For example, the imaging device
may include a lens that provides the different spatial sensi-
tivity. This lens may include a predefined distortion that pro-
vides the different spatial sensitivity (such as different mag-
nifications for the different regions). In particular, the lens
may include: a Fresnel lens, a cylindrical lens, lenticular lens,
gradient index lens, etc. In some embodiments, the lens has:
a circular shape, a cross shape, or a rectangular shape. More-
over, the lens may be symmetrical or non-symmetrical, and it
may be adjusted, distorted, cut, processed, arranged, custom-
ized or otherwise adapted to provide the different spatial
sensitivity and/or to accommodate abnormalities or limita-
tions of a sensor device in the environmental monitoring
device.

[0131] Inanexemplary embodiment, the lens includes a set
of concentric circles or ellipses with a common center. Alter-
natively or additionally, the lens has a cross shape. In some
embodiments, the lens has a distorted cross shape, in which
one arm is longer than the other (e.g., the cross may appear as
if it were on a curved surface when it is on a flat surface). This
distorted shape may optimize sensor data received from the
sensor device. Note that a cover for the lens may have an outer
shape that matches the contours of the outer front face of a
chassis or housing of the environmental monitoring device.
Moreover, the lens may be formed on the interior surface of a
lens piece so that the lens is not clearly visible from the
exterior of the environmental monitoring device.

[0132] Then, the imaging device may determine the metric
(operation 1116) based on the imaging data. For example,
determining the metric may involve computing: a difference
vector between two images in the field of view that were
acquired at different times, a difference in the light intensity
between two images in the field of view that were acquired at
different times, a histogram of the light intensity in pixels in
the field of view, a Fourier transform of an image in the field
of view, etc.

[0133] Next, a processor in the environmental monitoring
device may detect a physical parameter (operation 1118)
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based on the metric. This physical parameter may include:
motion of an object in the field of view; a light scattering
pattern in the field of view; and/or a light intensity in the field
of view. For example, the metric may be compared to a
threshold value, and the physical parameter may be detected
based on the comparison. Thus, if the metric includes a nor-
malized difference vector or a normalized difference in the
light intensity with a magnitude that exceeds a threshold
value 0f0.25 or 0.5, the motion of the object may be detected.
In general, the environmental monitoring device may detect
the physical parameter based on: an image, video, and motion
sensors that detect changing patterns in the scattering of light.

[0134] Insome embodiments, the processor in the environ-
mental monitoring device optionally receives a user-specified
orientation (operation 1110). Then, the processor may
optionally provide a control signal to an angular adjustment
mechanism (operation 1112) in response to the user-specified
orientation. This control signal may change the orientation of
the field of view by selectively rotating the angular adjust-
ment mechanism about an axis. For example, the angular
adjustment mechanism may include a motor, such as a stepper
motor. Alternatively, the angular adjustment mechanism may
include a MEMS mirror that can be adjusted to scatter or
reflect light (such as laser light) over a wide range of angles.
Note that the processor may execute a program module that
includes instructions for operations 1110 and 1112.

[0135] While the preceding example illustrated automated
control of the angular adjustment mechanism, in other
embodiments the orientation may be changed manually. For
example, the angular adjustment mechanism may have a sta-
tionary position and an adjustment position along the axis. In
the stationary position, the angular adjustment mechanism
may have a fixed orientation. However, in the adjustment
position, the angular adjustment mechanism may selectively
rotate about the axis (such as in 5° increments). Furthermore,
instead of responding to the control signal, the angular adjust-
ment mechanism may displace from the stationary position to
the adjustment position in response to an external force or
torque applied to the angular adjustment mechanism. In par-
ticular, a user of the environmental monitoring device may
apply the external force or torque (e.g., by pushing in on a
front face of the environmental monitoring device and rotat-
ing to the desired orientation). In some embodiments, a user
changes the spatial sensitivity by changing the imaging
device (such as by attaching a different lens to the environ-
mental monitoring device).

[0136] Inthese ways, the environmental monitoring device
may facilitate more accurate or focused monitoring of at least
some of the different regions (or a portion of the external
environment) relative to a remainder of the regions (or a
remainder of the external environment). For example, the
environmental monitoring device may be more focused on a
region directly in front of the environmental monitoring
device, while at other times a wider field of view may be used.
Alternatively, the environmental monitoring device may be
more sensitive to an up and a down direction.

[0137] FIG. 12 presents a drawing illustrating communica-
tion within environmental monitoring device 1210 during
method 1100 (FIG. 11). During operation of environmental
monitoring device 1210 (such as during a motion-sensing
mode of operation), imaging device 1212 may measure imag-
ing data 1220 for the external environment with the different
spatial sensitivity in the different regions that defines the field
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of view. Then, imaging device 1212 may determine metric
1222 based on imaging data 1220.

[0138] Next, imaging device 1212 may provide imaging
data 1220 and/or metric 1222 to processor 1214. Moreover,
processor 1214 may detect a physical parameter 1224 based
on metric 1222.

[0139] In some embodiments, processor 1214 optionally
receives a user-specified orientation 1226 from a user 1230
via user-interface device 1216. Then, processor 1214 may
optionally provide a control signal 1228 to angular adjust-
ment mechanism 1218 in response to user-specified orienta-
tion 1226 to change the orientation of the field of view by
selectively rotating the angular adjustment mechanism about
the axis.

[0140] In some embodiments, the environmental monitor-
ing device supplements or assists the functioning of an alarm
device in an external environment. This is shown in FIG. 13,
which presents a flow diagram illustrating a method 1300 for
determining if an alarm device is activated. Method 1300 may
be performed by a processor in the environmental monitoring
device. For example, the processor may execute a program
module that includes instructions for operations in method
1300. During operation, the processor may receive (or access)
acoustic data (or analyzed acoustic data) associated with an
acoustic sensor (operation 1310) in the environmental moni-
toring device, where the acoustic data is based on measure-
ments of a sound in an external environment that includes the
environmental monitoring device. For example, the acoustic
data may include a sound intensity in a frequency band or
within the bandwidth of a filter (such as audible frequencies,
or frequencies less than 2, 5, 10 or 20 kHz). Alternatively, the
acoustic data may include an acoustic spectrum and/or time
intervals between tones in the sound. In general, the acoustic
data may include or be associated with: an alarm, a detector,
ahuman voice, music, a vibration, an automobile noise (such
as a car pulling into a garage), water dripping, wind blowing
through an open window (or a broken window), a door, a tea
kettle whistling, and/or wall.

[0141] Then, the processor may determine if the alarm
device, which is separate from the environmental monitoring
device (and may not communicate with and/or may not have
electrical coupling to the environmental monitoring device),
is activated (operation 1312) based on the acoustic data. For
example, the alarm device may include a smoke detector, and
the processor may determine if the smoke detector is activated
based on a temporal 3 acoustic pattern that is compatible with
an American National Standards Institute standard S3.42
1990.

[0142] Moreover, the processor may provide an output sig-
nal (operation 1314) that indicates the alarm device is acti-
vated, and one or more speakers (or audio transducers) in the
environmental monitoring device may output audible sound
(operation 1316) in the external environment based on the
output signal. For example, the audible sound may include an
alarm at one or more frequencies within the human-hearing
range or a verbal warning message (such as ‘warning: smoke
detected’).

[0143] Next, a sensor device in the environmental monitor-
ing device may optionally provide sensor data (operation
1318) based on measurements of an environmental condition
in the external environment. For example, the sensor data may
indicate the concentration of a chemical compound, the tem-
perature or the amount of particulate matter in the environ-
ment. In response to the sensor data, the processor may
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optionally assess a degree of threat in the external environ-
ment and may optionally modify the output signal when the
threat changes (operation 1320). Furthermore, the one or
more speakers may change the audible sound based on the
modified output signal. This change to the audible sound may
provide quantitative feedback about the degree of the threat
(as opposed to a binary response, such as providing or not
providing an alert). In particular, the change in the audible
sound may include: an increase in the sound intensity, a
change in the sound frequency (such as an increasing fre-
quency), a change in the time interval between tones (such as
a decreasing time interval), a change in a verbal warning
(such as transitioning from ‘warning: unhealthy air quality
has been detected’ to ‘emergency: the air quality in this room
is life-threatening, evacuate immediately’), etc.

[0144] Whilethe preceding discussion used audio feedback
about the environmental condition in the environment, more
generally the environmental monitoring device may also pro-
vide other types feedback about one or more environmental
conditions in the environment. As shown in FIG. 9, in some
embodiments the environmental monitoring device displays a
graph (such as: a pie chart, a bar chart, a scatter plot, a
time-series plot, a tabular summary, a spectrum, a spectro-
gram and/or another type of graphical analysis) to provide the
user with information about the one or more environmental
conditions. Alternatively or additionally, the graph may
include images of chemicals, along with color scales or num-
bers. The image of a given chemical can grow or shrink in size
in proportion to the chemical levels or concentrations
detected. These images may offer information about relative
health or safety of the environment, and/or may be of general
interest.

[0145] Insome embodiments, the feedback is provided via
a color-wheel indicator that is rotated by a motor based on a
signal that indicates the strength of an environmental condi-
tion or using a color-wheel graphic. For example, an indicator
or a marker aligned with the color-wheel indicator may indi-
cate which area in the color wheel corresponds to the current
environmental condition. Alternatively, as shown in FIG. 6, a
color-wheel indicator may include a rotatable or selectively
illuminated dial or ring (which is sometimes referred to as a
‘color ring”) with a band of color or shades of grayscale on the
outside of the color wheel so that a user can identify the
approximate level of environmental condition based on the
color(s) or grayscale values displayed on the ring. In another
display option, the color-wheel indicator may include a color
or texture-based gauge. Furthermore, the environmental
monitoring device may include multiple color-wheel indica-
tors in the feedback subsystem that can be used together to
display additional information, or to provide additional reso-
Iution and/or precision to the feedback. In an exemplary
embodiment, a transparent color wheel with additional colors
may be rotated (possibly at a different angular velocity from
other color wheels) to modify the colors presented. Similarly,
shades of gray or transparent gradients of increasing opacity
of red, green, and/or blue (or cyan, magenta, and/or yellow)
may be used around the ring of a given color wheel.

[0146] Inanexemplary embodiment, the feedback includes
different types of audio feedback or alarms. For example, the
environmental monitoring device may emit sound in a range
from 1 to 1000 decibels, and may emit audio at different
volumes at different times. For example, the environmental
monitoring device may include a piezoelectric buzzer and/or
a speaker. The piezoelectric buzzer may beep three times at a
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volume level of 60-120 decibels within a range of 5-200 feet
(such as at 85 decibels within a range of 10 feet). Then, the
speaker may emit a prerecorded message instructing resi-
dents to leave a home or office at a volume level of 60-120
decibels. Moreover, the environmental monitoring device
may repeat this pattern if the sensor device detects a smoke
concentration or a carbon-monoxide concentration above a
predetermined threshold value and may sound continuously
atavolume level of 60-120 decibels with a range of 5-200 feet
(such as 85 decibels within a range of 10 feet). Alternatively
or additionally, the environmental monitoring device may
provide an alarm using a mechanical beeper that sounds at
60-230 decibels within a range of 5-200 feet (such as 105
decibels within a range of 10 feet) if the sensor device detects
combustible gas concentration above a predetermined thresh-
old. Furthermore, if the environmental monitoring device
detects food being burned in the kitchen, the environmental
monitoring device may notify a human using a tone emitted
from a microphone before a piezoelectric buzzer sounds or
provides the temporal 3 acoustic pattern.

[0147] Inthese ways, the environmental monitoring device
may support the function of the alarm device, both is sound-
ing the alarm and in providing more detailed and actionable
information for individual’s in the environment. For example,
the sensor device may include a smoke detector and the alarm
device may include a carbon-monoxide detector. Alterna-
tively, the sensor device may include a carbon-monoxide
detector and the alarm device may include a smoke detector.
[0148] Additionally, the sensor device may optionally pro-
vide sensor data when a biological life form is present (opera-
tion 1322) in the external environment, and an interface cir-
cuit in a networking subsystem in the environmental
monitoring device may optionally communicate that the bio-
logical life form is present (operation 1324) to an electronic
device in response to another output signal from the proces-
sor, where the processor may determine if the biological life
form is present in the external environment based on the
sensor data, and may provide the output signal if the alarm
device is activated and the biological life form is present. For
example, the sensor data may include motion information
(such as an echo in response to a radar pulse), an infrared
signature of the biological life form, Doppler information
associated with the biological life form (such as a Doppler
shift associated with breathing) and/or an audible distress
tone or distress call broadcast by a first responder (such as a
fireman). Note that the interface circuit may communicate a
location of the environmental monitoring device to the elec-
tronic device in response to the output signal.

[0149] This capability may allow the environmental moni-
toring device to alert firemen and/or other first responders to
the location of the biological life form and/or to the physi-
ological condition of the biological life form in the event of an
emergency in the environment (such as a fire, the presence of
a noxious chemical or the presence of carbon monoxide). For
example, the environmental monitoring device may be able to
detect a child or a pet in a burning home, and may be able to
direct rescuers to their location to facilitate a faster, less risky
and/or more efficient rescue. Alternatively or additionally, ifa
fireman is injured or in distress and issues a Mayday call, the
environmental monitoring device may detect this information
and may relay it to other fireman to assist in getting prompt
aid for the fireman.

[0150] FIG. 14 presents a drawing illustrating communica-
tion between environmental monitoring device 1410 and
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alarm device 1412 during method 1300 (FIG. 13). During
operation of environmental monitoring device 1410, proces-
sor 1414 may receive acoustic data 1424 from acoustic sensor
1416 based on the sound 1408 in the external environment
from alarm device 1412. Then, processor 1414 may deter-
mine if alarm device 1412 is activated 1426.

[0151] Moreover, processor 1414 may provide an output
signal 1428 that indicates alarm device 1412 is activated, and
one or more speakers 1418 may output audible sound 1430 in
the external environment based on output signal 1428. Next,
asensor device 1420 may optionally provide sensor data 1432
to processor 1414 based on measurements of the environmen-
tal condition in the external environment. In response to sen-
sor data 1432, processor 1414 may optionally assess a degree
of'threat 1434 in the external environment and may optionally
provide modified output signal 1436 when the threat changes.
Furthermore, the one or more speakers 1418 may provide
changed audible sound based on modified output signal 1436.
[0152] Additionally, sensor device 1420 may optionally
provide sensor data 1440 when a biological life form is
present in the external environment. An interface circuit in a
networking subsystem 1422 may optionally communicate
that the biological life form is present 1444 to an electronic
device 1446 in response to output signal 1442 from processor
1414.

[0153] In some embodiments, operation of the environ-
mental monitoring device may be remotely configured. This
is shown in FIG. 15, which presents a flow diagram illustrat-
ing a method 1500 for providing an alert based on an alert
setting, which may be performed by a processor in the envi-
ronmental monitoring device. For example, the processor
may execute a program module that includes instructions for
operations in method 1500. During operation, the processor
may receive (or access) sensor data (or analyzed sensor data)
associated with a sensor device (operation 1510) based on
measurements of an environmental condition in an external
environment that includes the environmental monitoring
device.

[0154] Then, the processor, assesses (operation 1512) if the
environmental condition indicates a threat. If no, method
1500 ends. Otherwise, the processor provides the alert (op-
eration 1514) to an electronic device, which is separate from
the environmental monitoring device (and may not commu-
nicate with and/or may not have electrical coupling to the
environmental monitoring device), based on the alert setting
(which may specify when or the requirements for an alert to
be communicated and how the alert is communicated, such
as: an audible alarm having a tone and a volume setting, a
Short Message Service, email, a social network, a messaging
service with a restricted number of characters per message, a
telephone call, etc.). For example, the processor may provide
an output or a control signal to a networking interface that, in
response, wirelessly communicates the alert to the electronic
device (such as a cellular telephone of a user or owner of the
environmental monitoring device.) This capability may
enable remote monitoring of the environment, such as while
the user runs errands or is travelling. Note that the alert may
include information quantifying a degree of the threat, such as
a concentration of a chemical or a level of risk to individuals
in the external environment. In some embodiments, the pro-
cessor also provides the alert in the external environment. In
particular, the processor may provide an output or a control
signal to one or more speakers, which output an audible sound
in the external environment.
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[0155] Separately or additionally, the environmental moni-
toring device may receive, from the electronic device, the
modified alert setting and optionally a (separate) control com-
mand (operation 1516). For example, the modified alert set-
ting and the option control command may be wirelessly
received from the user. In response, the processor disables the
providing of the alert (operation 1518) based on the modified
alert setting and the optional control command. Note that the
control command, such as a code, a safe word or a password,
may help prevent accidental or unintended disabling of the
alerts.

[0156] Furthermore, the processor may optionally perform
one or more additional actions (operation 1520). For
example, the processor may assess the threat after receiving
the modified alert setting and may reactivate the providing of
the alert if the threat continues to increase. Alternatively or
additionally, the processor may revert from the modified alert
setting to the alert setting after a time interval (such as 5, 10,
15 or 30 minutes).

[0157] While the previous embodiments illustrated remote
disabling of alerts (and, more generally, remote configuration
of the alert setting and/or operation of the environmental
monitoring device, including an operating mode of the envi-
ronmental monitoring device), in other embodiments the user
may disable the alert based on an action performed in the
environment. For example, the sensor device in the environ-
mental monitoring device may provide additional sensor data
based on monitoring of a user command and an optional
(separate) control command in the external environment
(such as a sound, a verbal instruction or command, a gesture,
a sequence of bodily motions, a facial expression, etc.). Note
that the control command may include a safe word, a pass-
word or a security code that is spoken by the user or that is
provided by the user via a user interface. In response to
receiving the additional sensor data and the optional control
command, the processor may disable the providing of the
alert. Alternatively or additionally, the processor may disable
the providing of the alert when the user activates or changes
the position of a switch in a feedback subsystem in the envi-
ronmental monitoring device. Note that the switch may be a
physical switch, knob or dial, or a virtual switch (or a user-
interface object or icon) that is presented on a display in the
environmental monitoring device.

[0158] Furthermore, while the previous embodiments illus-
trated remote modification of the alert setting, in some
embodiments the user modifies the alert setting by interacting
with a user interface (such as a user-interface object or icon
and, more generally, a selection mechanism) in the feedback
subsystem that allows the user to select the type of alert or
feedback (including disabling alerts). For example, a selec-
tion box or a slider bar may allow the user to select options or
settings such as: basic, intermediate or advanced feedback
(depending on the technical level of the user or the application
of the environmental monitoring device). The user may also
use a user interface in the environmental monitoring device
and/or the display to select feedback and notification options
or settings, such as: the danger alarms and alerts, threshold
values for detecting environmental conditions (such an envi-
ronment-specific threshold values, which may be calibrated
based on a history of an environment), optimal settings for a
particular environmental monitoring device or environment
(such as calibration settings, power-consumption settings,
etc.) or a generic environmental monitoring device or envi-
ronment, etc. Alternatively, the thresholds may be determined



US 2015/0021465 Al

based on sensor data and/or environmental conditions asso-
ciated with multiple environmental monitoring devices, e.g.,
using a supervised learning technique (such as support vector
machines, classification and regression trees, a neural net-
work, regression analysis, Bayesian analysis, etc.). Note that
the environmental monitoring device may also display and/or
provide to the electronic device operating information, such
as: sensor life, uptime, battery life remaining, network con-
nectivity, danger alarms enabled or disabled, and/or status
messages.

[0159] FIG. 16 presents a drawing illustrating communica-
tion between an environmental monitoring device 1610 and
an electronic device 1612 during method 1500 (FIG. 15).
During operation of environmental monitoring device 1610,
processor 1614 may receive sensor data 1622 associated with
a sensor device 1616 based on measurements of an environ-
mental condition in an external environment. Then, if proces-
sor 1614 assesses the environmental condition indicates a
threat 1624, processor 1614 may provide alert 1626 to elec-
tronic device 1612 based on the alert setting. In some embodi-
ments, processor 1614 provides an output signal 1628 to one
or more speakers 1618, which output an audible sound 1630
in the external environment.

[0160] Separately or additionally, networking subsystem
1620 may optionally receive, from electronic device 1612,
modified alert setting 1632 and optionally control command
1634 in one or more packets or messages. In response, pro-
cessor 1614 optionally disables alerts 1636.

[0161] Furthermore, processor 1614 may assess threat
1624 based on additional sensor data 1638 after receiving
optional modified alert setting 1632, and may optionally reac-
tivate the alerts 1640 if threat 1624 continues to increase.
Alternatively or additionally, processor 1614 may revert from
modified alert setting 1632 to the alert setting after a time
interval. In response to either, the one or more speakers 1618
may optionally provide sound 1642.

[0162] In some embodiments, the environmental monitor-
ing device determines if the alarm device is activated based, at
least in part, on predefined (or predetermined) characteriza-
tion of the external environment. This is shown in FIG. 17,
which presents a flow diagram illustrating a method 1700 for
providing an alert, which may be performed by a processor in
the environmental monitoring device. For example, the pro-
cessor may execute a program module that includes instruc-
tions for operations in method 1700. During operation, the
processor may receive (or access) acoustic data (or analyzed
acoustic data) associated with an acoustic sensor (operation
1710) based on measurements of sound in an external envi-
ronment that includes the environmental monitoring device.
[0163] Then, the processor may determine if the alarm
device, which is separate from the environmental monitoring
device (and may not communicate with and/or may not have
electrical coupling to the environmental monitoring device),
is activated (operation 1712) based on the acoustic data and
the predefined characterization of the external environment.
For example, the predefined characterization may include a
location of the alarm device in the external environment. This
location may be specified by: an image of the external envi-
ronment, a positioning system (such as GPS), a communica-
tion network (such as a cellular-telephone network), and/or
an acoustic latency in the external environment (which can be
used to determine distance). Moreover, the location of the
alarm device may be relative to a location of the environmen-
tal monitoring device in the external environment. Further-

Jan. 22, 2015

more, the predefined characterization may include an acous-
tic transfer function of the external environment proximate to
the alarm device and the environmental monitoring device.
This acoustic transfer function may be determined by the user
using an application executing on the user’s cellular tele-
phone, which may output acoustic energy (such as abeaconor
other signals) and measure echoes or an acoustic return as the
user moves the cellular telephone through the external envi-
ronment (and, thus, generates an acoustic map of the external
environment). In conjunction with known locations of the
cellular telephone, this information may allow the application
to determine acoustic transfer function, which is then com-
municated to the environmental monitoring device. More-
over, using the acoustic transfer function, the processor may
correct the acoustic data for distortion (such as amplitude loss
and/or phase shifts) associated with the external environment,
thereby allowing the processor to determine if the alarm
device is activated (and, if there is more than one alarm device
in the external environment, to determine which alarm device
is activated).

[0164] Next, the processor may provide the alert (operation
1714) if the alarm device is activated. For example, the pro-
cessor may provide an output or a control signal to one or
more speakers that, in response, output an audible sound in
the external environment. Alternatively or additionally, the
processor may provide an output or a control signal to a
networking subsystem, which wirelessly communicates the
alert to another electronic device (such as the user’s cellular
telephone).

[0165] FIG. 18 presents a drawing illustrating communica-
tion between an environmental monitoring device 1810 and
an alarm device 1812 during method 1700 (FIG. 17). During
operation of environmental monitoring device 1810, proces-
sor 1814 may receive acoustic data 1822 associated with an
acoustic sensor based on measurements of sound 1808 in an
external environment from alarm device 1812.

[0166] Then, processor 1810 may determine if alarm
device 1812 is activated 1824 based on acoustic data 1822 and
the predefined characterization of the external environment.
[0167] Next, processor 1810 may provide the alert if alarm
device 1812 is activated 1824. For example, processor 1810
may provide an output signal 1826 to one or more speakers
1818 that, in response, output an audible sound 1828 in the
external environment. Alternatively or additionally, proces-
sor 1810 may provide an output signal 1830 to a networking
subsystem 1820, which wirelessly communicates alert 1832
to another electronic device 1834.

[0168] In some embodiments, the environmental monitor-
ing device uses monitoring of one or more environmental
conditions in an external environment to dynamically adapt
an illumination pattern or lighting. This is shown in FIG. 19,
which presents a flow diagram illustrating a method 1900 for
illuminating at least a portion of an external environment,
which may be performed by a processor in the environmental
monitoring device. For example, the processor may execute a
program module that includes instructions for operations in
method 1900. During operation, the processor may receive
(or access) sensor data (or analyzed sensor data) associated
with a sensor device (operation 1910) based on measurements
of an environmental condition in the external environment
that includes the environmental monitoring device.

[0169] Then, the processor may select an illumination pat-
tern (operation 1912) from a set of illumination patterns
based on the sensor data, where the set of illumination pat-
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terns are associated with non-zero illumination of the external
environment. Thus, in response to the sensor data, the pro-
cessor may transition from one illumination pattern to
another.

[0170] Alternatively or additionally, a user-input mecha-
nism (such as a user interface) in the environmental monitor-
ing device may optionally receive a user selection (operation
1914) that specifies a desired illumination pattern. In
response to the received user selection, the processor may
change the selected illumination pattern.

[0171] Furthermore, one or more light sources in the envi-
ronmental monitoring device may illuminate at least a portion
of the external environment (operation 1916) based on the
selected illumination pattern.

[0172] For example, at least two of the illumination pat-
terns in the set of illumination patterns may have: different
spatial patterns in the external environment, different tempo-
ral patterns (or variations as a function of time, such as con-
tinuous, intermittent and/or modulated temporal patterns),
different wavelengths of light, and/or different light intensi-
ties. Moreover, the environmental condition may include:
opening of a door, an individual getting out of bed, an indi-
vidual waking up, an individual (such as a baby) crying, an
individual tossing and turning in bed (such as when the indi-
vidual is having a nightmare), an individual shivering (which
may be identified by an increasing amplitude of motion or
vibration of the individual); and/or a change in health condi-
tion of an individual (such as a child coughing or having
breathing trouble). Furthermore, at least one illumination
pattern in the set of illumination patterns illuminates under a
piece of furniture (such as a bed) in the external environment.

[0173] Thus, if a parent opens a door to a child’s bedroom
(which may constitute an environmental condition), the illu-
mination pattern or lighting in the bedroom may change (e.g.,
the illumination pattern may transition from a ‘nightlight’
illuminating downward towards the floor to a narrow, low-
intensity beam of light that shines on the child’s bed). Simi-
larly, if the child gets out of' bed or wakes up (which also may
constitute environmental conditions), the illumination pat-
tern may change from the nightlight to a general illumination
of'the bedroom with a temporally slow increasing light inten-
sity or to illuminating below the child’s bed (so they can
‘monster proof’ the room). Alternatively, if the child is trying
to fall to sleep (yet another environmental condition), the
selected illumination pattern may attempt to assist or facili-
tate sleep. In particular, human dark or night vision is sensi-
tive to visible wavelengths in the blue-portion of the spec-
trum. Consequently, the selected illumination pattern may
include wavelengths of light in a predefined range, such as:
wavelengths greater than approximately 530 nanometers or a
predefined range that excludes wavelengths between approxi-
mately 460-480 nanometers. This predefined range may be
implemented using one or more optical filters in or associated
with the one or more light sources. More generally, the illu-
mination pattern may be associated with: a light intensity or
brightness, one or more wavelengths of light, a modulation
pattern, etc. For example, the color of the illumination pattern
at a given time may be specified by a hue and a saturation.

[0174] FIG. 20 presents a drawing illustrating communica-
tion within an environmental monitoring device 2010 during
method 1900 (FIG. 19). During operation of environmental
monitoring device 2010, processor 2012 may receive sensor
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data 2020 associated with a sensor device 2014 based on
measurements of an environmental condition in the external
environment.

[0175] Then, processor 2012 may select an illumination
pattern 2022 from a set of illumination patterns based on
sensor data 2020. Alternatively or additionally, a user 2016
may optionally provide a user selection 2024 that specifies a
desired illumination pattern to user-input mechanism 2018,
which is then provided to processor 2012. In response to the
received user selection 2024, processor 2012 may change the
selected illumination pattern 2026.

[0176] Furthermore, one or more light sources 2028 may
provide illumination 2030 of at least a portion of the external
environment based on the selected illumination pattern 2026.
[0177] In an exemplary embodiment, the environmental
monitoring device of FIGS. 19 and 20 is used to provide an
illumination pattern in the environment and sensor data based
on a monitored environmental condition. In particular, home
users (such as home owners, tenants, roommates, etc.) and
commercial users (such as office users, industrial users, hos-
pitality users, etc.) often require or prefer lighting on walk-
ways and other areas of their home or business at night. In
addition, users of both homes and businesses are often con-
cerned about the environmental quality in the environments
that they are living and working in. The environmental moni-
toring device may include a sensor device and may provide
light (i.e., the illumination pattern) when desired by the user
(e.g., atnight), and may collect sensor data at any desired hour
of the day, even when light may not be required or even
desired by a user. The sensor data may be used by a user to
assess the quality of their environment and determine if their
environment is good and stable (e.g., the air quality has low
levels of volatile organic compounds and allergens). Alterna-
tively, the user can determine if their environment is poten-
tially harmful or contains allergens that need to be addressed.
[0178] A light source in the environmental monitoring
device may provide light (i.e., the illumination pattern) that
can be for a variety of applications, such as: illuminating dark
areas, signaling, display lighting, photography, etc. This light
source may be: a light emitting diode, a plasma generation
device, an incandescent light bulb, a light fixture (with or
without an installed light source), a flashlight, a headlamp, a
backlight for a screen, a photography flash device, a safety
signal, an emergency light, etc. Moreover, the light source
may emit light continuously, intermittently, modulated or in
any other suitable visual pattern. In one embodiment, upon
powering up the light source, the environmental monitoring
device increases and decreases the brightness of the light
source at a rate that simulates human breathing for 30 sec-
onds. Additionally, the wavelength or color output by the light
source may be: blue, white, yellow, or any other suitable hue,
and can be in the ultraviolet spectrum, visible light spectrum,
infrared spectrum, or any other suitable range of wavelengths.
These wavelength ranges and/or colors may be chosen to
serve specific functions. For example, in one embodiment the
light output from the lighting source may be filtered to avoid
wavelengths between 460 and 480 nm. Alternatively, the out-
put light may be to only allow wavelengths of light greater
than 530 nm. In other embodiments, the light source has low
output in the wavelengths between 460 and 480 nm or below
530 nm. Note that wavelengths of light in the 460-480 nm
range may be associated with dim-light melatonin onset,
which may result in the depletion of melatonin levels. By
filtering or choosing light sources with little or no output at
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wavelengths less than 530 nm, melatonin production in a
child or an adult may not be disturbed during the night, and,
therefore, their rest may be unaffected by the optical output
from a nightlight. In another example, the color of the output
light or of an illuminated environmental monitoring device
may provide visual feedback or an indication of the moni-
tored environmental condition (such as ‘green’ for ok, ‘yel-
low’ for concern, and ‘red’ for a warning, or ‘blue’ when there
is a wireless connection to another electronic device and
flashing ‘red’ when there is no wireless connection).

[0179] In some embodiments, the configuration and/or
architecture of the environmental monitoring device may
facilitate monitoring of one or more environmental condi-
tions. This is shown in FIG. 21, which presents a block dia-
gram illustrating a cross-sectional view of an environmental
monitoring device 2100. This environmental monitoring
device may include a housing 2110 having walls that define a
cavity 2112 within housing 2110, and may include flow vents
2114 in at least one of the walls that, during operation of
environmental monitoring device 2100, direct a fluid flow
2116 into and out of cavity 2112.

[0180] Moreover, environmental monitoring device 2100
may include a sensor device 2118 within cavity 2112, which
provides sensor data based on measurements of an environ-
mental condition in an external environment that includes
environmental monitoring device 2100. Furthermore, envi-
ronmental monitoring device 2100 may include a processor
2120 (and, more generally, an integrated circuit) within cavity
2112, which processes the sensor data. Note that fluid flow
2116 may be associated with operation of processor 2120,
and processor 2120 may be positioned relative to sensor
device 2118 so that fluid flow 2116 is directed over sensor
device 2118 to facilitate the measurements. Note that sensor
device 2118 and processor 2120 may be on a common circuit
board 2108 or different circuit boards.

[0181] Fluid flow 2116 may include a convective fluid flow
associated with heat generated during operation of processor
2120. Alternatively or additionally, environmental monitor-
ing device 2100 may include an optional fluid driver 2122
and, during operation of processor 2120, optional fluid driver
2122 may force fluid flow 2116 into and out of cavity 2112
(and, thus, over sensor device 2118).

[0182] Additionally, sensor device 2118 may include a set
of sensors, and environmental monitoring device 2100 may
include an optional baffle 2124 that directs fluid flow 2116
over a selected sensor in the set of sensors. An orientation of
optional baffle 2124 may be controlled by optional steering
mechanism 2126 (based on a control signal provided by pro-
cessor 2120) and/or manually by a user of environmental
monitoring device 2100. For example, the optional steering
mechanism 2126 may control optional baffle 2124 so that
fluid flow 2116 is sequentially directed over different sensors
in the set of sensors so that the sensors are polled, thereby
facilitating temporal sampling of sensor data.

[0183] In an exemplary embodiment, the environmental
monitoring device includes an air-intake mechanism that,
during operation, allows air to enter into the environmental
monitoring device, and to pass by or over a sensor device
(such as a sensing array). The air-intake mechanism may be
located on the front face, the side, or the back face of the
environmental monitoring device. Moreover, the air-intake
mechanism may be: a beveled groove, an opening, a series of
perforations in the surface of environmental monitoring
device, or another suitable type of ventilation. The environ-
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mental monitoring device may include a fan to help draw air
into the environmental monitoring device. This fan may be:
an axial fan, a centrifugal fan, a blower, a mechanical flap, a
turbine, etc. For example, the front face of the environmental
monitoring device 2100 may include a circular beveled
groove through which air can enter and an axial fan located
behind the groove that can draw air in. Alternatively, the front
surface of the environmental monitoring device may have a
square shape, a rectangular shape, a triangular shape, a pen-
tagonal shape, hexagonal shape, or any other suitable poly-
gon, and may include rounded corners with perforations that
allow air to flow inside the environmental monitoring device.
[0184] Furthermore, an air-output mechanism may allow
air that has entered the environmental monitoring device to
exit. This air-output mechanism may include: a beveled
groove, an exhaust port, a perforation, etc. The air-output
mechanism may be located on the front face, the side, or the
back face of the environmental monitoring device. For
example, the back surface or face of the environmental moni-
toring device may include two exhaust ports through which
air can exit a chassis or housing. Alternatively, the back sur-
face of the environmental monitoring device may include a
perforated square through which air can flow.

[0185] Additionally, the components in the environmental
monitoring device may be arranged so heat generated during
operation of one or more of the components heats air being
taken in through the air-intake mechanism. For example, the
environmental monitoring device may have a chamber (e.g.,
a convection chamber) through which the heated air rises and
exits the environmental monitoring device via the air-output
mechanism. In some embodiments, a heating element is
included near the thermally radiating components to improve
or increase the movement of air due to convection of heat
from the thermally radiating components. In some embodi-
ments, air enters through the air-intake mechanism and into a
chamber, where it is heated by the thermally radiating com-
ponents and/or the heating element. As the temperature of the
air increases, the air can rise and circulate past the sensor
device and out through the air-output mechanism.

[0186] Operation of environmental monitoring device
2100 is further shown in FIG. 22, which presents a flow
diagram illustrating a method 2200 for processing sensor
data. This method may be performed by a processor in an
environmental monitoring device 2100 in FIG. 21. In particu-
lar, during operation the processor may generate a fluid flow
over a sensor device (operation 2210) in the environmental
monitoring device, where the fluid flow is associated with
operation of the processor, and where the processor is posi-
tioned relative to the sensor device so that the fluid flow is
directed over the sensor device to facilitate measurements.
For example, the fluid flow may include a convective fluid
flow associated with heat generated during operation of the
processor. Alternatively or additionally, the environmental
monitoring device may include a fluid driver and, during
operation of the processor, the fluid driver may force the fluid
flow into and out of a cavity in the environmental monitoring
device (and, thus, over the sensor device). Thus, the fluid flow
may include an airflow and the fluid driver may include a fan,
or the fluid flow may include a liquid flow and the fluid driver
may include a pump.

[0187] Insome embodiments, a steering mechanism (such
as a stepper motor) optionally changes an orientation of a
baftle in the environmental monitoring device based on a
selected sensor. In particular, the processor may optionally
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provide an output signal (operation 2212) to the steering
mechanism based on the selected sensor. Alternatively, an
orientation of the baffle may change in response to an external
force applied to the baffle (e.g., by a user of the environmental
monitoring device).

[0188] Then, the processor may receive the sensor data
(operation 2214) from the sensor device based on measure-
ments of an environmental condition in the external environ-
ment that includes the environmental monitoring device.
Note that the sensor device may include: an air-quality sensor,
a particle counter, and/or a volatile-organic-compound sen-
sor.

[0189] Next, the processor may process the sensor data
(operation 2216). For example, the processor may: analyze
the sensor data, filter the sensor data, compare the sensor data
to data from other environmental monitoring devices, and/or
perform another operation.

[0190] In some embodiments, the environmental monitor-
ing device includes a power source that ensures that at least a
subset of the functionality of the environmental monitoring
device is available over a time interval (such as 10 years). This
is shown in FIG. 23, which presents a block diagram illus-
trating an environmental monitoring device 2300. In particu-
lar, environmental monitoring device 2300 may include a
sensor device 2310 that provides sensor data based on mea-
surements of environmental conditions in an external envi-
ronment that includes environmental monitoring device
2300. Moreover, a processor 2312 may assess if the environ-
mental conditions indicate an occurrence of at least one of a
set of threats (which includes one or more threats). If yes,
processor 2312 may provide a corresponding alert. Further-
more, environmental monitoring device 2300 may include a
power source 2314 thatincludes a primary power source 2316
and a secondary power source 2318, where secondary power
source 2318 may have at least a 10-year life and may power at
least a subset of the functionality of environmental monitor-
ing device 2300 (such as minimal or basic safety functional-
ity) in the event primary power source 2316 fails. For
example, secondary power source 2318 may include several
batteries in parallel with each other. Furthermore, secondary
power source 2318 may be sealed into or non-removable from
environmental monitoring device 2300.

[0191] Note that the environmental conditions (and, thus,
the set of threats) may include: presence of smoke, presence
of carbon monoxide, fire, etc. Thus, sensor device 2310 may
include a smoke detector that provides a smoke alert when
smoke is present, and a carbon-monoxide detector that pro-
vides a carbon-monoxide alert when carbon monoxide is
present. Moreover, the subset of the functionality may
include providing an alert when smoke or carbon monoxide is
present in the external environment. In this way, environmen-
tal monitoring device 2300 may be compliant with regula-
tions that mandate that smoke detectors or carbon-monoxide
detector have at least 10-year life.

[0192] In some embodiments, environmental monitoring
device 2300 includes an optional electrical adaptor 2320 that
can be electrically coupled to a power line. Alternatively or
additionally, optional electrical adaptor 2320 may include an
electrical connector that can be rotatably coupled to a light
socket (as illustrated in FIG. 8).

[0193] Furthermore, primary power source 2316 may
include a rechargeable battery. However, in other embodi-
ments primary power source 2316 includes a non-recharge-
able battery. Additionally, primary power source 2316 may be
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recharged via: a Universal Serial Bus connector and/or a
cellular-telephone charger cable. For example, power sources
2316 and 2318 may be alternately or sequentially charged.

[0194] In some embodiments, primary power source 2316
is remateably mechanically and electrically coupled to envi-
ronmental monitoring device 2300. For example, primary
power source 2316 may be removed from and reattached to
environmental monitoring device 2300 using: a broom handle
and/or a magnet. In particular, a broom handle can push on
primary power source 2316, which may cause primary power
source 2316 to ‘pop out’ of environmental monitoring device
2300. In particular, primary power source 2316 may be
removed from environmental monitoring device 2300 by a
compressed spring when an external force is applied to undo
a latch, and may be reattached to environmental monitoring
device 2300 when an external force is applied to compress the
spring and close the latch. (Note that this type of removable
primary power source 2316 is sometimes referred to as a
‘push-latched battery cartridge.”) Alternatively, if a shaft with
a magnet remateably magnetically couples or attaches to
primary power source 2316, an external force (such as that
supplied by a user pulling on the shaft) may be applied to
primary power source 2316 to overcome friction, a force
associated with bilateral protrusions or bumps in a housing
surrounding primary power source 2316, and/or a force asso-
ciated with a magnet in the housing. In these ways, primary
power source 2316 may be removed from environmental
monitoring device 2300 and/or subsequently reinserted or
replaced. This is shown in FIG. 24, which presents a drawing
illustrating environmental monitoring device 2400.

[0195] In an exemplary embodiment, one or more power
sources can be removed or placed into the environmental
monitoring device using assistance mechanism. The assis-
tance mechanism may include: a ring, a hook, a magnetic
strip, a rare earth magnet, a latch, a sticky material (such as
double-sided tape), etc. For example, a power supply in the
environmental monitoring device may include a battery that
can be removed from a chassis or housing of the environmen-
tal monitoring device. This battery may be encased in a bat-
tery package or battery holder, which includes features (such
as the assistance mechanism) that facilitate removal or place-
ment of the battery. In some embodiments, an accessory-
removal assistance device (such as a pole or broom handle) is
used to facilitate easy removal of the battery package from a
distance. In particular, the battery package may include a loop
through which the accessory-removal assistance device can
be hooked and pulled so that the battery package and the
power supply separate from the main chassis of the environ-
mental monitoring device. This loop may be embedded
within the battery package and may protrude after a switch is
depressed, at which point the battery package can be sepa-
rated from the main chassis. Alternatively, a magnet may be
embedded in the battery package so that it can be pulled away
from the body of the chassis using another magnet on the
accessory-removal assistance device.

[0196] Operation of environmental monitoring device
2300 (FIG. 23) is further shown in FIG. 25, which presents a
flow diagram illustrating a method 2500 for providing an
alert. In particular, during operation the environmental moni-
toring device may provide power from a power source (opera-
tion 2510) in the environmental monitoring device to a sensor
device and a processor. The power source may include a
primary power source and a secondary power source. Fur-
thermore, the secondary power source may have at least the
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10-year life and may power at least the subset of the func-
tionality of the environmental monitoring device in the event
the primary power source fails. Then, the sensor device may
measure the environmental condition (operation 2512) in the
external environment that includes the environmental moni-
toring device. Moreover, the processor may assess if the envi-
ronmental conditions indicates the occurrence of at least the
one of the set of threats (operation 2514) based on the mea-
surements. For example, the set of threats may include one or
more threats, such as the presence of carbon monoxide, the
presence of smoke, fire, etc. If not, method 2500 may end.
Otherwise, if at least the one of the set of threats is present, the
processor may provide the corresponding alert (operation
2516).

[0197] Insomeembodiments, a mounting system is used to
mount the environmental monitoring device on an external
surface, such as a wall, ceiling, floor and/or a suitable surface
in the external environment. This is shown in FIG. 26, which
presents a block diagram illustrating a mounting system
2600. In particular, mounting system 2600 may include a base
2610 that can be rigidly mounted on an external surface (such
as to a stud, a conduit box or a junction box in a wall 2612,
using screws, nails, glue, sticky tack, or another suitable
fastener). This base may have a mating surface 2614 with
negative features 2616 (such as female receptors or holes) in
recessed regions below mating surface 2614. Moreover,
mounting system 2600 may include environmental monitor-
ing device 2618 having a mating surface 2620 with positive
features 2622 (such as male receptors or pins), which corre-
spond to negative features 2616, protruding above mating
surface 2620, where mating surface 2620 faces mating sur-
face 2614, and where positive features 2622 can be remate-
ably coupled to negative features 2616. In some embodi-
ments, the remateable coupling involves the use of a tool,
such as a wrench or an Allen or hex key that is used to release
a locking mechanism (e.g., a lock nut). (However, in other
embodiments a tool is not used.) Note that the remateable
coupling may involve: pushing positive features 2622 into
negative features 2616; rotating environmental monitoring
device 2618 relative to base 2610 about an axis 2624 perpen-
dicular to mating surface 2614 so that positive features 2622
interlock with negative features 2616; and applying a torque
about axis 2624 to snap positive features 2622 into a lock
position in negative features 2616.

[0198] Insomeembodiments, base 2610 can be electrically
coupled to an external power line. Thus, the remateable cou-
pling may include mechanical coupling and/or electrical cou-
pling.

[0199] Furthermore, positive features 2622 can be remate-
ably decoupled from negative features 2616. This remateable
decoupling may involve: applying a torque to environmental
monitoring device 2618 relative to base 2610 about axis 2624
in an opposite sense to the torque used to remateably couple
positive features 2622 and negative features 2616 until posi-
tive features 2622 snap out of the lock position; rotating
environmental monitoring device 2618 relative to base 2610
about axis 2624 in an opposite sense to the rotation used to
remateably couple positive features 2622 and negative fea-
tures 2616; and pulling positive features 2622 out of negative
features 2616.

[0200] To prevent or deter theft of environmental monitor-
ing device 2618, in some embodiments environmental moni-
toring device 2618 is registered as belonging at a particular
location, and can only be moved if environmental monitoring
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device 2618 receives a security code. For example, the secu-
rity code may be supplied wirelessly from an electronic
device (such as a cellular telephone) and/or may be entered
into a user interface 2626. Moreover, a sensor device in envi-
ronmental monitoring device 2618 may monitor a spatial
parameter of environmental monitoring device 2618. If a
change in the spatial parameter relative to base 2610 exceeds
a threshold value (such as a relative change in the spatial
parameter of 10 or 25%) without environmental monitoring
device 2618 first receiving the security code, environmental
monitoring device 2618 may provide an alert (such as out-
putting an audible alarm or wirelessly communicating an
alert message to the electronic device) and/or may disable
environmental monitoring device 2618. An external system
adapted to receive data from environmental monitoring
device 2618 may provide an alert if a data connection or data
transmission is interrupted or ceased in this way. Note that the
spatial parameter may include a location of environmental
monitoring device 2618, a velocity of environmental moni-
toring device 2618 and/or an acceleration of environmental
monitoring device 2618. Thus, the spatial parameter may
include: a derivative of the location, an integration of the
velocity and/or a double integration of the acceleration.

[0201] FIG. 27 presents a flow diagram illustrating a
method 2700 for mounting an environmental monitoring
device, such as environmental monitoring device 2618 (FIG.
26). During this method, positive features, protruding above a
first mating surface of an environmental monitoring device,
may be inserted into corresponding negative features (opera-
tion 2710) on a second mating surface of a base. Then, the
environmental monitoring device may be rotated relative to
the base (operation 2712) about an axis perpendicular to the
second mating surface so that the positive features interlock
with the negative features. Next, a torque may be applied
about the axis (operation 2714) to snap the positive features
into a lock position in the negative features.

[0202] A variation on the mounting system is shown in FIG.
28, which presents a block diagram illustrating a mounting
system 2800. In particular, this mounting system may include
abase 2810 that can be rigidly mounted on an external surface
(such as to a stud, a conduit box or a junction box in a wall
2812 having a thickness). This base may have a mating sur-
face 2814 that includes magnetic coupling elements 2816
(e.g., three permanent magnets or electromagnets in a trian-
gular arrangement). Moreover, mounting system 2800 may
include an environmental monitoring device 2818 having a
mating surface 2820 with magnet coupling elements 2822
(e.g., three permanent magnets or electromagnets in a trian-
gular arrangement), where the mating surface 2820 faces
mating surface 2814, and where magnet coupling elements
2816 can be remateably coupled to magnet coupling elements
2822 (e.g., via a magnetic field between magnetic coupling
elements 2816 and 2822). In some embodiments, the remate-
able coupling involves the use of atool, such as a wrench or an
Allen or hex key that is used to release a locking mechanism
(e.g., a lock nut). (However, in other embodiments a tool is
not used.) The remateable coupling may involve: positioning
mating surface 2820 within a predefined distance (such as 2-3
cm or more than the thickness of wall 2812, which may be %
or ¥ in) from mating surface 2814 along an axis 2824 per-
pendicular to mating surface 2814; and positioning magnet
coupling elements 2816 substantially overlapping (such as an
overlap of more than 50%) magnet coupling elements 2822.
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[0203] Moreover, base 2810 can be electrically coupled to
an external power line. Thus, the remateable coupling may
include mechanical coupling and/or electrical coupling. Fur-
thermore, base 2810 may include an inductive charging
mechanism (ICM) 2826 that inductively charges a power
source or supply (not shown) in the environmental monitor-
ing device 2818 when magnet coupling elements 2816 are
remateably coupled to magnetic coupling elements 2822.
Alternatively or additionally, inductive charging mechanism
2826 may inductively provide power to environmental moni-
toring device 2818 when magnet coupling elements 2816 are
remateably coupled to magnetic coupling elements 2822.

[0204] Insome embodiments, magnetic coupling elements
2816 can be remateably decoupled from magnetic coupling
elements 2822. This remateable decoupling may involve pull-
ing on environmental monitoring device 2818 along axis
2824 until a coupling force associated with magnetic cou-
pling elements 2816 and 2822 is exceeded.

[0205] To prevent or deter theft of environmental monitor-
ing device 2818, in some embodiments environmental moni-
toring device 2818 is registered as belonging at a particular
location, and can only be moved if environmental monitoring
device 2818 receives a security code. For example, the secu-
rity code may be supplied wirelessly from an electronic
device (such as a cellular telephone) and/or may be entered
into a user interface 2828. Moreover, a sensor device in envi-
ronmental monitoring device 2818 may monitor a spatial
parameter of environmental monitoring device 2818. If a
change in the spatial parameter relative to base 2810 exceeds
a threshold value (such as a relative change in the spatial
parameter of 10 or 25%) without environmental monitoring
device 2818 first receiving the security code, environmental
monitoring device 2818 may provide an alert (such as out-
putting an audible alarm or wirelessly communicating an
alert message to the electronic device) and/or may disable
environmental monitoring device 2818. An external system
adapted to receive data from environmental monitoring
device 2818 may provide an alert if a data connection or data
transmission is interrupted or ceased in this way. Note that the
spatial parameter may include a location of environmental
monitoring device 2818, a velocity of environmental moni-
toring device 2818 and/or an acceleration of environmental
monitoring device 2818. Thus, the spatial parameter may
include: a derivative of the location, an integration of the
velocity and/or a double integration of the acceleration.

[0206] FIG. 29 presents a flow diagram illustrating a
method 2900 for mounting an environmental monitoring
device, such as environmental monitoring device 2818 (FIG.
28). During this method, first magnetic coupling elements, on
a first mating surface of an environmental monitoring device,
may be aligned with corresponding second magnetic cou-
pling elements (operation 2910) on a second surface of a base.
Then, the first magnetic coupling elements and the second
magnetic coupling elements may be remateably coupled (op-
eration 2912) by a magnetic field between the first magnetic
coupling elements and the second magnetic coupling ele-
ments. For example, the magnetic field may induce an electric
field that results in a force of attraction between the environ-
mental monitoring device and the base.

[0207] While positive and negative features and magnetic
coupling elements were used as illustrations in the preceding
embodiments, in other embodiments the environmental
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monitoring device is remateably coupled to the base using:
hooks, adhesive, screws, snaps, Velcro, and/or another suit-
able connector.

[0208] Insome embodiments of one or more of the preced-
ing methods, there may be additional or fewer operations.
Furthermore, the order of the operations may be changed,
and/or two or more operations may be combined into a single
operation. For example, in FIG. 19, instead of or in addition to
changing the illumination pattern, the environmental moni-
toring device may change an operating mode in response to
image data and/or sensor data. In addition, in some of the
preceding embodiments there are fewer components, more
components, a position of a component is changed and/or two
or more components are combined.

[0209] A wide variety of materials may be used to fabricate
the environmental monitoring device (and, in particular, the
housing or chassis of the environmental monitoring device),
including: organic materials (such as plastic, polyethylene,
wood, etc.), inorganic materials (such as a metal), glass, con-
crete, rubber, a semiconductor, a fabric, etc. Moreover, the
housing or chassis may be transparent or opaque.

[0210] In the preceding description, we refer to ‘some
embodiments.” Note that ‘some embodiments’ describes a
subset of'all of the possible embodiments, but does not always
specify the same subset of embodiments.

[0211] The foregoing description is intended to enable any
person skilled in the art to make and use the disclosure, and is
provided in the context of a particular application and its
requirements. Moreover, the foregoing descriptions of
embodiments of the present disclosure have been presented
for purposes of illustration and description only. They are not
intended to be exhaustive or to limit the present disclosure to
the forms disclosed. Accordingly, many modifications and
variations will be apparent to practitioners skilled in the art,
and the general principles defined herein may be applied to
other embodiments and applications without departing from
the spirit and scope of the present disclosure. Additionally, the
discussion of the preceding embodiments is not intended to
limit the present disclosure. Thus, the present disclosure is not
intended to be limited to the embodiments shown, but is to be
accorded the widest scope consistent with the principles and
features disclosed herein.

1. An electronic device, comprising:

a sensor mechanism configured to provide sensor data
based on measurements of an environmental condition
in an external environment that includes the electronic
device, wherein the environmental condition includes
opening of a door in the external environment;

a control mechanism, electrically coupled to the sensor
mechanism, configured to select an illumination pattern
from a set of illumination patterns based on the sensor
data, wherein the set of illumination patterns are associ-
ated with illumination of the external environment, and
wherein, in response to the opening of the door, the
control mechanism transitions the illumination pattern
to one that selectively illuminates a bed in the external
environment relative to a remainder of the external envi-
ronment; and

an illumination mechanism, electrically coupled to the
control mechanism, configured to illuminate at least a
portion of the external environment based on the
selected illumination pattern.
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2. The electronic device of claim 1, wherein the environ-
mental condition includes one of: an individual waking up,
and the individual getting out of bed.

3. The electronic device of claim 2, wherein, in response to
the environmental condition, the control mechanism transi-
tions the illumination pattern to selectively illuminate under a
piece of furniture in the external environment relative to the
remainder of the external environment.

4. The electronic device of claim 1, wherein, when the
electronic device is powered on, the control mechanism
selects the illumination pattern in which light intensity is
varied as a function of time to simulate human breathing.

5. The electronic device of claim 1, wherein the environ-
mental condition includes a change in a health condition of an
individual.

6. The electronic device of claim 5, wherein the change in
the health condition includes one of: coughing, a breathing
problem, is associated with an illness, and is associated with
a chronic disease.

7. The electronic device of claim 1, wherein the sensor
mechanism is other than a motion sensor and an audio sensor.

8. The electronic device of claim 1, wherein the environ-
mental condition includes one of: difficulty falling asleep,
and a nightmare.

9. A computer-program product for use in conjunction with
an electronic device, the computer-program product compris-
ing a non-transitory computer-readable storage medium and a
computer-program mechanism embedded therein to illumi-
nate at least a portion of an external environment that includes
the electronic device, the computer-program mechanism
including:

instructions for receiving sensor data based on measure-

ments of an environmental condition in the external
environment;
instructions for selecting an illumination pattern from a set
of illumination patterns based on the sensor data,
wherein the set of illumination patterns are associated
with illumination of the external environment; and

instructions for illuminating at least the portion of the
external environment based on the selected illumination
pattern.

10. The computer-program product of claim 9, wherein the
environmental condition includes opening of a door in the
external environment; and

wherein, in response to the opening of the door, the

selected illumination pattern selectively illuminates a
bed in the external environment relative to a remainder
of the external environment.

11. The computer-program product of claim 9, wherein the
environmental condition includes one of: an individual wak-
ing up, and the individual getting out of bed.

Jan. 22, 2015

12. The computer-program product of claim 9, wherein, in
response to the environmental condition, the selected illumi-
nation pattern selectively illuminates under a piece of furni-
ture in the external environment relative to the remainder of
the external environment.

13. The computer-program product of claim 9, wherein,
when the electronic device is powered on, the light intensity
of the selected illumination pattern is varied as a function of
time to simulate human breathing.

14. The computer-program product of claim 9, wherein the
environmental condition includes a change in a health condi-
tion of an individual.

15. The computer-program product of claim 9, wherein the
environmental condition includes one of: difficulty falling
asleep, and a nightmare.

16. A control-mechanism-implemented method for illumi-
nating at least a portion of an external environment that
includes an electronic device, wherein the method comprises:

receiving sensor data based on measurements of an envi-

ronmental condition in the external environment,
wherein the environmental condition includes opening
of a door in the external environment;
using the control mechanism in the electronic device,
selecting an illumination pattern from a set of illumina-
tion patterns based on the sensor data, wherein the set of
illumination patterns are associated with illumination of
the external environment, and wherein, in response to
the opening of the door, the control mechanism transi-
tions the illumination pattern to one that selectively illu-
minates a bed in the external environment relative to a
remainder of the external environment; and

illuminating at least the portion of the external environ-
ment based on the selected illumination pattern.

17. The method of claim 16, wherein, wherein the environ-
mental condition includes one of: an individual waking up,
and the individual getting out of bed.

18. The method of claim 17, wherein, in response to the
environmental condition, the control mechanism transitions
the illumination pattern to selectively illuminate under a piece
of furniture in the external environment relative to a remain-
der of the external environment.

19. The method of claim 16, wherein the environmental
condition includes a change in a health condition of an indi-
vidual.

20. The method of claim 19, wherein the change in the
health condition includes one of: coughing, a breathing prob-
lem, is associated with an illness, and is associated with a
chronic disease.



