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(57) ABSTRACT

A system for controlling access to elements in a database
object are provided. The system provides for receiving a
request from a user to access the database object, determining
whether an access restriction is imposed on the database
object, and controlling access to the elements in the database
object by the user based on the access restriction. The access
restriction specifies one or more users to which the access
restriction is applicable, defines a dynamic condition the one
or more users must satisfy in order to access the database
object, and identifies one or more of the elements in the
database object accessible to the one or more users when the
dynamic condition is satisfied.
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ACCESS CONTROL FOR ELEMENTS IN A
DATABASE OBJECT

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] Under 35 USC §120, this application is a continua-
tion application and claims the benefit of priority to U.S.
patent application Ser. No. 11/299,857, filed Dec. 12, 2005,
entitled “Access Control for Elements in a Database Object,”
which is incorporated herein by reference.

FIELD OF THE INVENTION

[0002] The present invention relates generally to database
management systems. More particularly, the present inven-
tion is directed to controlling access to elements in a database
object.

BACKGROUND OF THE INVENTION

[0003] InaDatabase Management System (DBMS), datais
stored in tables made up of records (e.g., rows) having one or
more fields (e.g., columns). A view is a logical construct
imposed over a table and is defined by metadata in the DBMS
known as a view definition. The view definition contains
mappings to one or more rows and columns in one or more
tables stored in a database. Tables and views are considered to
be database objects.

[0004] Fine-Grained Access Control (FGAC) is a mecha-
nism by which the DBMS controls access to database object
records and/or fields based on the identity of the user attempt-
ing to access the database object. FGAC complements the
traditional Discretionary Access Control (DAC) imple-
mented by many DBMS by allowing the DBMS to enforce
two levels of access control: DAC is enforced at the object
level (e.g., does the user have the right to access that table?)
and FGAC is enforced at the element level (e.g., does the user
have the right to access that row or column?).

[0005] Traditional methods of implementing FGAC within
DBMS have relied upon the use of views. A view can be used
to alter or restrict the data seen by a user using the view to
access the underlying table(s). Views, however, have a num-
ber of shortcomings. For example, when the number of dif-
ferent restrictions is numerous, view definitions may become
quite complex in an effort to incorporate all of the restrictions
in one view, which strains system limits and makes mainte-
nance of the view difficult.

[0006] Additionally, if a large number of simple views are
desired, e.g., each one implementing a unique view of a table
based on the restrictions for a specific set of users, the routing
of user requests becomes difficult with the solution often
being resolved within the database application rather than the
DBMS. Furthermore, a user may be able to bypass the FGAC
implemented through the views by accessing the base tables
directly.

[0007] Another known implementation of FGAC is the use
of user attributes to modify queries by adding predicates into
the queries. A predicate is a condition that must be satisfied
for the DBMS to return a value. In this approach, the user
attributes (e.g., user identifier) are compared against a secu-
rity policy defined within a procedure provided by the user on
a table or view to make decisions regarding access to data.
This approach allows row restrictions, traditionally handled
by views, to be dynamically added to queries without requir-
ing application modification.
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[0008] Onedrawback ofthe query modificationapproachis
that it only allows the DBMS to control access at the row-
level. Views still have to be used to control access at the
column-level. Additionally, the approach requires user pro-
gramming of a strictly defined “predicate producing” proce-
dure in order to implement a security policy. Moreover, query
modification interferes with dynamic query caching because
the modified queries will no longer match the original text of
the queries, which makes query matching problematic and
impacts the performance benefits of caching.

[0009] Further, the solutions described above fail to address
the requirements from emerging privacy applications. Gen-
erally, a privacy policy indicates who can access what infor-
mation, for what purpose, and resulting in what obligations.
For example, a user John Doe may be allowed to access the
credit card column from a customer table if he is using the
billing application to process a customer order, but he may not
be allowed to access that column for the purpose of sending
marketing information to the customer. Existing FGAC solu-
tions cannot address this requirement because they either do
not support controlling access at the column level or they
provide control access at the column level, but only for col-
umns that have been statically defined (i.e., view-based tech-
niques). Hence, a user is always restricted to a set of columns,
regardless of the purpose for which he or she is accessing
those columns.

[0010] Privacy applications are only one example where
such flexibility is needed. Recent user requirements in the
area of database security indicate that there is a need for
database vendors to provide the notion of a session context. A
session context is uniquely identified by a set of session
attributes that may include the ID of the user who established
that session, the IP address of the computer from which the
user initiated the session, as well as other attributes as dictated
by a particular implementation or scenario. Within a particu-
lar context, a user can have one or more privileges on one or
more database objects that are not necessarily available to
them within a different context. Thus, itis only natural that the
next logical user requirement would be to allow certain col-
umns to be accessible within one context, but not within
another context. Currently, the only way to accomplish this
would be to define a set of views that restrict access to certain
columns and grant access on those views to users depending
on their session context. Maintaining several views, however,
has the same drawbacks mentioned earlier.

[0011] Accordingly, there is a need for a flexible mecha-
nism to control access to elements in a database object based
onone or more dynamic conditions, such as a session context
or an access purpose without requiring the creation and main-
tenance of static views or the modification of queries. The
present invention addresses such a need.

SUMMARY OF THE INVENTION

[0012] A method, computer program product, and system
for controlling access to elements in a database object are
provided. In this document, a group of one or more users is
denoted as a user group and a set of one or more of the
elements in a database object is denoted as an element set in
the database object. The method, computer program product,
and system provide for receiving a request from a user to
access the database object, determining whether an access
restriction is imposed on the database object, the access
restriction specifying a first user group to which the access
restriction is applicable, defining a first dynamic condition the
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first user group must satisfy in order to access the database
object, and identifying a first element set in the database
objectaccessible to the first user group when the first dynamic
condition is satisfied, and controlling access to the elements
in the database object by the user based on the access restric-
tion.

[0013] Controlling access to elements in a database object
using access restrictions, rather than views or modified que-
ries, eliminates the worries concerning the creation and main-
tenance of complex views, the users bypassing restrictions by
accessing underlying tables directly, the difficulties associ-
ated with routing user requests when there is a large number
of views, the ability to control access at both the row and
column level, the need to program strictly defined “predicate
producing” procedures, and the problems of dynamic query
caching interferences. In addition, because the access restric-
tions are defined using one or more dynamic conditions, the
flexibility needed to address current privacy and security
concerns is achieved.

[0014] Particular implementations can include controlling
access to the elements in the database object by confirming
whether the user is in the first user group when the access
restriction is imposed on the database object, verifying
whether the user satisfies the first dynamic condition when
the user is in the first user group, and allowing the user to
access the first element set when the user satisfies the first
dynamic condition.

[0015] Verifying whether the user satisfies the first dynamic
condition may include obtaining one or more session vari-
ables associated with the user when the user is in the first user
group and comparing the one or more session variable asso-
ciated with the user to the first dynamic condition to deter-
mine whether the user satisfies the first dynamic condition. In
an implementation, allowing the user to access the first ele-
ment set in the database object comprises generating a
dynamic pseudo-view of the database object comprising only
the first element set in the database object when the user
satisfies the first dynamic condition and responding to the
request from the user using the dynamic pseudo-view of the
database object.

[0016] Insomeembodiments, the database object is a table
or a view, at least one element in the first element set is a
column, the first dynamic condition is a session context or a
session purpose associated with a user in the first user group,
and the access restriction is stored in a database. Additionally,
the access restriction can further define an additional dynamic
condition the first user group must satisfy in order to access
the first element set.

[0017] Inotherimplementations, the access restriction fur-
ther defines a second dynamic condition the first user group
must alternatively satisfy in order to access the database
object and further identifies a second element set in the data-
base object accessible to the first user group when the second
dynamic condition is satisfied. At least one element in the first
element set may also be an element in the second element set.

[0018] Further aspects may include determining whether
another access restriction is imposed on the database object,
the other access restriction specifying a second user group to
which the other access restriction is applicable. The other
access restriction can also define another dynamic condition
the second user group must satisfy in order to access the
database object and identify another element set in the data-
base object accessible to the second user group when the other
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dynamic condition is satisfied. In one embodiment, at least
one user in the first user group is also a user in the second user
group.

[0019] Another implementation also includes deciding
whether an exception to the access restriction is applicable to
the user requesting access to the database object and permit-
ting the user to access the elements in the database object
when the exception to the access restriction is applicable to
the user.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] FIG. 1 is a process flow of a method for controlling
access to elements in a database object according to an aspect
of the invention.

[0021] FIG. 2 illustrates a system according to one embodi-
ment of the invention.

[0022] FIGS. 3-5 depict flowcharts of methods for control-
ling access to elements in a database object according to
various implementations of the invention.

[0023] FIG. 6 shows a sample database object and exem-
plary dynamic pseudo-views generated based on the sample
database object according to one aspect of the invention.
[0024] FIG. 7 is a block diagram of a data processing sys-
tem with which embodiments of the present invention can be
implemented.

DETAILED DESCRIPTION

[0025] The present invention relates generally to database
systems and more particularly to controlling access to ele-
ments in a database object. The following description is pre-
sented to enable one of ordinary skill in the art to make and
use the invention. Various modifications to the preferred
implementations and the generic principles and features
described herein will be readily apparent to those skilled in
the art. Thus, the present invention is not intended to be
limited to the implementations shown, but is to be accorded
the widest scope consistent with the principles and features
described herein.

[0026] FIG. 1 depicts a process 100 for controlling access
to elements in a database object. At 102, a request to access
the database object is received from a user. A determination is
then made at 104 as to whether an access restriction is
imposed on the database object. In an embodiment, the access
restriction specifies a first user group comprising one or more
users to which the access restriction is applicable, defines a
first dynamic condition the first user group must satisfy in
order to access the database object, and identifies a first ele-
ment set comprising one or more of the elements in the
database object accessible to the first user group when the first
dynamic condition is satisfied. In this document, a group of
one or more users is denoted as a user group and a set of one
or more of the elements in a database object is denoted as an
element set in the database object.

[0027] Access to the elements in the database object by the
user is controlled based on the access restriction when the
access restriction is imposed on the database object and the
user is in the first user group (106). In some implementations,
the database object is a table or a view, at least one element in
the first element set is a column, and the first dynamic con-
dition is a session context or a session purpose associated with
a user in the first user group.

[0028] A session purpose could be determined based on the
type of application the user is employing when requesting
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access to the database object, for example, a purchasing appli-
cation or a marketing application. A session context could be
the location from which the user is requesting access to the
database object, for instance, from the office or at home. The
location may be determined based on the IP address of the
computer from which the user is requesting access.

[0029] Session context and session purpose are just two
examples of dynamic conditions. A dynamic condition can
also be a function. For example, the condition can be “F
(current time) is TRUE” where “F” is a function that com-
pares the current time to the time of the day when access can
be granted.

[0030] Illustrated in FIG. 2 is a system 200 including a
server 202 interconnected to clients 210-1 to 210-» via a
network 208. Server 202 and clients 210-1 to 210-» may be
any data processing system, such as computers, workstations,
and handheld portable devices. In addition, system 200 may
include more or less clients in other embodiments. Network
208 may be the Internet or World Wide Web (WWW) in some
implementations.

[0031] System 200 also includes a database 204 and
resources 206a-2065. Each resource may be a storage media,
a database, a set of XML (eXtensible Markup Language)
documents, a directory service, such as LDAP (Lightweight
Directory Access Protocol) server, or a backend system.
Other embodiments of system 200 may include more or less
databases and/or resources.

[0032] Database 204 and resources 206a-2065 are coupled
to server 202. The interface between server 202 and database
204 and resources 206a-2065 may be a local area network,
Internet, a proprietary interface, or any combination of the
foregoing. Clients 210-1 to 210- can access database 204
and resources 206a-2065 through server 202. Any of server
202, database 204, resources 206a-2065, and clients 210-1 to
210-rmay be located remotely from one another or may share
a location.

[0033] The configuration of system 200 is not intended as a
limitation of the present invention, as will be understood by
those of ordinary skill in the art from a review of the following
detailed description. For example, network 208 may com-
prise a wireless link, a telephone communication, a radio
communication, or a computer network (e.g., a Local Area
Network (LAN) or a Wide Area Network (WAN)).

[0034] In one implementation, database 204 is operable to
store a database object comprising a plurality of elements and
server 202 is operable to receive a request from a user to
access the database object. The request may be submitted by
the user through one of clients 210-1 to 210-7. Server 202 is
also operable to determine whether an access restriction is
imposed on the database object. The access restriction speci-
fies a first user group to which the access restriction is appli-
cable, defines a first dynamic condition the first user group
must satisfy in order to access the database object, and iden-
tifies a first element set in the database object accessible to the
first user group when the first dynamic condition is satisfied.
[0035] Server 202 is then operable to control access to the
elements in the database object by the user based on the
access restriction when the access restriction is imposed on
the database object and the user is in the first user group. In
some embodiments, database 204 is further operable to store
the access restriction. The access restriction may be stored in
a catalog of database 204 (not shown).

[0036] FIG. 3 shows a process 300 for controlling access to
elements in the database object according to an aspect of the
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invention. A request to access the database object is received
from a user at 302. At 304, a determination is made as to
whether an access restriction is imposed on the database
object. The access restriction specifies a first user group to
which the access restriction is applicable, defines a first
dynamic condition and an additional dynamic condition the
first user group must satisfy in order to access the database
object, and identifies a first element set in the database object
accessible to the first user group when the first dynamic
condition and the additional dynamic condition are satisfied.
[0037] If no access restriction is imposed on the database
object, the user is permitted to access the elements in the
database object (306). However, if the access restriction is
imposed on the database object, process 300 confirms
whether the user is in the first user group to which the access
restriction is applicable (308). When the user is not in the first
user group, process 300 proceeds to 306 and the user is
permitted to access the elements in the database object.
[0038] When the user is in the first user group, process 300
verifies whether the user satisfies the first dynamic condition
(310). If the user does not satisfy the first dynamic condition,
the user is prohibited from accessing the elements in the
database object (312). If the user does satisfy the first
dynamic condition, process 300 verifies whether the user
satisfies the additional dynamic condition (314). When the
user fails to satisfy the additional dynamic condition, process
300 proceeds to 312 and prohibits the user from accessing the
elements in the database object.

[0039] A dynamic pseudo-view of the database object com-
prising only the first element set is generated when the user
satisfies the first dynamic condition and the additional
dynamic condition (316). The request from the user is then
responded to using the dynamic pseudo-view of the database
object (318). A dynamic pseudo-view is a view-like entity
with attributes similar to a predefined regular view. However,
because it is dynamically created, it does not exist in a data-
base, such as database 204 in FIG. 2, and has no dependen-
cies.

[0040] Depicted in FIG. 4 is another process 400 for con-
trolling access to elements in a database object. At 402, a
request is received from a user to access the database object.
A determination is then made at 404 as to whether an access
restriction is imposed on the database object. The access
restriction specifies a first user group to which the access
restriction is applicable, defines a first dynamic condition the
first user group must satisfy in order to access the database
object, and identifies a first element set in the database object
accessible to the first user group when the first dynamic
condition is satisfied.

[0041] In the embodiment, the access restriction also
defines a second dynamic condition the first user group must
alternatively satisfy in order to access the database object and
identifies a second element set in the database object acces-
sible to the first user group when the second dynamic condi-
tion is satisfied. In some implementations, at least one ele-
ment in the first element set is also an element in the second
element set.

[0042] When no access restrictions are imposed on the
database object, the user is permitted to access the elements in
the database object (406). When the access restriction is
imposed on the database object, process 400 confirms
whether the user is in the first user group (408). If the user is
not in the first user group, process 400 proceeds to 406 and
permits the user to access the elements in the database object.
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[0043] If the user is in the first user group, one or more
session variables associated with the user is obtained (410). In
one embodiment, when the user establishes a session through
some application, a session start trigger will populate one or
more session variables associated with the user with the
appropriate values based on information from the user and the
application. The session start trigger is a program that is
automatically executed when a session is established. Process
400 then compares the one or more session variables associ-
ated with the user to the first dynamic condition to determine
whether the user satisfies the first dynamic condition (412).
[0044] The user is allowed to access the first element set in
the database object when the user satisfies the first dynamic
condition, i.e., the one or more session variables match or
correspond to the first dynamic condition (414). When the
one or more session variables do not match the first dynamic
condition, process 400 compares them to the second dynamic
condition (416). If they also fail to match the second dynamic
condition, the user is prohibited from accessing the elements
in the database object (418). However, if the one or more
session variables associated with the user match the second
dynamic condition, the user is allowed to access the second
element set in the database object (420).

[0045] FIG. 5 illustrates a process 500 for controlling
access to elements in a database object according to a further
embodiment of the invention. A request to access the database
object is received from a user at 502. A determination is then
made at 504 as to whether an access restriction has been
imposed on the database object. The access restriction speci-
fies a first user group to which the access restriction is appli-
cable, defines a first dynamic condition the first user group
must satisfy in order to access the database object, and iden-
tifies a first element set in the database object accessible to the
first user group when the first dynamic condition is satisfied.
[0046] Ifno access restrictions are imposed on the database
object, the user is permitted to access the elements in the
database object (506). If, however, the access restriction has
been imposed on the database object, process 500 decides
whether an exception to the access restriction is applicable to
the user requesting access to the database object (508). When
the exception to the access restriction is applicable to the user
at block 508, a determination is made as to whether another
access restriction is imposed on the database object, the other
access restriction specifies a second user group to which the
other access restriction is applicable (510). In an implemen-
tation, at least one user in the first user group is also a user in
the second user group.

[0047] The other access restriction may further define
another dynamic condition the second user group must satisfy
in order to access the database object and identify another
element set in the database object accessible to the second
user group when the other dynamic condition is satisfied.
Additionally, the other element set in the database object may
be a subset of the first element set.

[0048] Process 500 will proceed to 506 to permit the user to
access the elements in the database object when no other
access restrictions are imposed on the database object. How-
ever, it will decide whether an exception to the other access
restriction is applicable to the user requesting access to the
database object when the other access restriction is also
imposed on the database object (512). The user is permitted to
access the elements in the database object if the exception to
the other access restriction is applicable to the user (506). In
contrast, access to the elements in the database object by the

Nov. 6, 2008

user is controlled based on the other access restriction if the
exception to the other access restriction is inapplicable to the
user (514).

[0049] When the exception to the access restriction is not
applicable to the user at block 508, a determination is made as
to whether another access restriction is imposed on the data-
base object (516). If no other access restrictions are imposed
on the database object, access to the elements in the database
object by the user is controlled based on the access restriction
(518). However, if another access restriction is imposed on
the database object, process 500 will decide whether an
exception to the other access restriction is applicable to the
user requesting access to the database object (520).

[0050] Access to the elements in the database object by the
user will be controlled based on the access restriction when
the exception to the other access restriction is applicable to
the user (518). Conversely, access to the elements in the
database object by the user will be controlled based on both
access restrictions when the exception to the other access
restriction is not applicable to the user (522).

[0051] Shown in FIG. 6 is a sample database object 600
with elements 602-610. Database object 600 is a table called
“customer data” with a column 602 for names, a column 604
for addresses, a column 606 for phone numbers, and a column
608 for credit card numbers. Table 600 has n number of rows
610-1 to 610-z. Embodiments of the present invention
enables access restrictions to be created such that it becomes
possible to express which elements 602-610 in database
object 600 are accessible by a user and under what condition.
[0052] For example, suppose a user named “Bob” is
allowed to access columns 602, 604, and 608 in table 600 for
the purpose of “Billing” and only columns 602 and 604 for the
purpose of “Marketing.” The following Structured Query
Language (SQL) statement illustrates how an access restric-
tion can be created to limit user Bob’s access to columns
602-610 in table 600 based on the purpose of access.

[0053] CREATE RESTRICTION rl
[0054] ON TABLE customer data
[0055] FOR Bob
[0056] TO COLUMNS
[0057] (name, address, credit card) WHEN
(SessionVariablePurpose=‘Billing’)
[0058] (name, address) WHEN

(SessionVariablePurpose="Marketing”)

[0059] Thus, when table 600 is queried by user Bob, server
202 in FIG. 2 for example, can determine that an access
restriction applies for user Bob. Server 202 may then look up
a session variable “SessionVariablePurpose™ associated with
user Bob and read its value. If it is set to “Billing,” server 202
will implement access restriction “r1” in the query plan as if
that restriction was statically defined as follows:

[0060] CREATE RESTRICTION rl

[0061] ON TABLE customer data

[0062] FOR Bob

[0063] TO COLUMNS (name, address, credit card)

A dynamic pseudo-view 612a of table 600 that is depicted in
FIG. 6 can be generated to respond to user Bob’s queries to
table 600.
[0064] However, if the value of the session variable “Ses-
sionVariablePurpose” was “Marketing,” then server 202 will
implement restriction “r1” in the query plan as if that restric-
tion was statically defined as follows:

[0065] CREATE RESTRICTION rl

[0066] ON TABLE customer data
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[0067] FOR Bob

[0068] TO COLUMNS (name, address)
A dynamic pseudo-view 6125 of table 600, which is illus-
trated in FIG. 6, will be generated to respond to user Bob’s
queries on table 600. For more information regarding the
creation and use of access restrictions, see “A Method for
Implementing Fine-Grained Access Control Using Access
Restrictions,” U.S. patent application Ser. No. 10/837,387,
filed on Apr. 30, 2004, which is hereby incorporated by ref-
erence in its entirety for all purposes.
[0069] The invention can take the form of an entirely hard-
ware embodiment, an entirely software embodiment, or an
embodiment containing both hardware and software ele-
ments. In one aspect, the invention is implemented in soft-
ware, which includes, but is not limited to, firmware, resident
software, microcode, etc.
[0070] Furthermore, the invention can take the form of a
computer program product accessible from a computer-us-
able or computer-readable medium providing program code
for use by or in connection with a computer or any instruction
execution system. For the purposes of this description, a
computer-usable or computer-readable medium can be any
apparatus that can contain, store, communicate, propagate, or
transport the program for use by or in connection with the
instruction execution system, apparatus, or device.
[0071] The medium canbe anelectronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system (or appa-
ratus or device) or a propagation medium. Examples of a
computer-readable medium include a semiconductor or solid
state memory, magnetic tape, a removable computer diskette,
a random access memory (RAM), a read-only memory
(ROM), a rigid magnetic disk, and an optical disk. Current
examples of optical disks include DVD, compact disk-read-
only memory (CD-ROM), and compact disk-read/write (CD-
R/W).
[0072] FIG.7 depicts a data processing system 700 suitable
for storing and/or executing program code. Data processing
system 700 includes a processor 702 coupled to memory
elements 704a-b through a system bus 706. In other embodi-
ments, data processing system 700 may include more than
one processor and each processor may be coupled directly or
indirectly to one or more memory elements through a system
bus.
[0073] Memory elements 704a-b can include local
memory employed during actual execution of the program
code, bulk storage, and cache memories that provide tempo-
rary storage of at least some program code in order to reduce
the number of times the code must be retrieved from bulk
storage during execution. As shown, input/output or 1/O
devices 708a-b (including, but not limited to, keyboards,
displays, pointing devices, etc.) are coupled to data process-
ing system 700. [/O devices 708a-b may be coupled to data
processing system 700 directly or indirectly through inter-
vening 1/O controllers (not shown).
[0074] In the embodiment, a network adapter 710 is
coupled to data processing system 700 to enable data process-
ing system 700 to become coupled to other data processing
systems or remote printers or storage devices through com-
munication link 712. Communication link 712 can be a pri-
vate or public network. Modems, cable modems, and Ether-
net cards are just a few of the currently available types of
network adapters.
[0075] Various implementations for controlling access to
elements in a database object have been described. Neverthe-
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less, one of ordinary skill in the art will readily recognize that
various modifications may be made to the implementations,
and any variations would be within the spirit and scope of the
present invention. For example, the above-described process
flows are described with reference to a particular ordering of
process actions. However, the ordering of many of the
described process actions may be changed without affecting
the scope or operation of the invention. Accordingly, many
modifications may be made by one of ordinary skill in the art
without departing from the spirit and scope of the following
claims.

What is claimed is:

1. A system comprising:

a database operable to store a database object, the database

object comprising elements; and
a server coupled to the database, the server comprising a
processor and a memory, the server being operable to:

receive a request from a user to access the database object;

determine whether an access restriction is imposed on the
database object, the access restriction specifying a first
user group to which the access restriction is applicable,
defining a first dynamic condition the first user group
must satisfy in order to access the database object,
wherein the first dynamic condition is a function that
compares a current time to a time of the day when access
can be granted, and identifying a first element set in the
database object accessible to the first user group when
the first dynamic condition is satisfied; and

control access to the elements in the database object by the

user based on the access restriction, wherein controlling
access to the elements in the database object comprises:
confirming whether the user is in the first user group
when the access restriction is imposed on the database
object;
verifying whether the user satisfies the first dynamic
condition when the user is in the first user group; and
allowing the user to access the first element set when the
user satisfies the first dynamic condition, wherein
allowing the user to access the first element set com-
prises:
generating a dynamic pseudo-view of the database
object comprising only the first element set when
the user satisfies the first dynamic condition,
wherein the dynamic pseudo-view is a view-like
entity with attributes similar to a predefined regular
view, wherein the dynamic pseudo-view does not
exist in a database, wherein the dynamic pseudo-
view does not have dependencies; and
responding to the request from the user using the
dynamic pseudo-view of the database object.

2. The system of claim 1 wherein the database object is a
table or a view.

3. The system of claim 1 wherein at least one element in the
first element set is a column.

4. The system of claim 1 wherein the first dynamic condi-
tion is a session context or a session purpose associated with
a user in the first user group.

5. The system of claim 1 wherein the server is further
operable to:

obtain one or more session variables associated with the

user when the user is in the first user group; and
compare the one or more session variables associated with

the user to the first dynamic condition to determine

whether the user satisfies the first dynamic condition.
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6. The system of claim 1 wherein the access restriction
further defines a second dynamic condition the first user
group must alternatively satisty in order to access the data-
base object and further identifies a second element set in the
database object accessible to the first user group when the
second dynamic condition is satisfied.

7. The system of claim 6 wherein atleast one element in the
first element set is also an element in the second element set.

8. The system of claim 1 wherein the access restriction
further defines an additional dynamic condition the first user
group must satisfy in order to access the first element set.

9. The system of claim 1 wherein the server is further
operable to:

determine whether another access restriction is imposed on

the database object, the other access restriction specify-
ing a second user group to which the other access restric-
tion is applicable.

10. The system of claim 9 wherein the other access restric-
tion further defines another dynamic condition the second
user group must satisfy in order to access the database object
and identifies another element set in the database object
accessible to the second user group when the other dynamic
condition is satisfied.

11. The system of claim 10 wherein the other element set is
a subset of the first element set.

12. The system of claim 9 wherein at least one user in the
first user group is also a user in the second user group.

13. The system of claim 1 wherein the server is further
operable to:

decide whether an exception to the access restriction is

applicable to the user requesting access to the database
object; and

permit the user to access the elements in the database object

when the exception to the access restriction is applicable
to the user.

14. A computer program product comprising a computer-
readable storage medium, the computer-readable storage
medium including a computer-readable program for control-
ling access to elements in a database object, wherein the
computer-readable program when executed on a computer
causes the computer to:

receive a request from a user to access the database object;

determine whether an access restriction is imposed on the

database object, the access restriction specifying a first
user group to which the access restriction is applicable,
defining a first dynamic condition the first user group
must satisfy in order to access the database object,
wherein the first dynamic condition is a function that
compares a current time to a time of the day when access
can be granted, and identifying a first element set in the
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database object accessible to the first user group when
the first dynamic condition is satisfied; and

control access to the elements in the database object by the

user based on the access restriction, wherein controlling
access to the elements in the database object comprises:
confirming whether the user is in the first user group
when the access restriction is imposed on the database
object;
verifying whether the user satisfies the first dynamic
condition when the user is in the first user group; and
allowing the user to access the first element set when the
user satisfies the first dynamic condition, wherein
allowing the user to access the first element set com-
prises:
generating a dynamic pseudo-view of the database
object comprising only the first element set when
the user satisfies the first dynamic condition,
wherein the dynamic pseudo-view is a view-like
entity with attributes similar to a predefined regular
view, wherein the dynamic pseudo-view does not
exist in a database, wherein the dynamic pseudo-
view does not have dependencies; and
responding to the request from the user using the
dynamic pseudo-view of the database object.

15. The computer program product of claim 14 wherein the
database object is a table or a view.

16. The computer program product of claim 14 wherein at
least one element in the first element set is a column.

17. The computer program product of claim 14 wherein the
first dynamic condition is a session context or a session pur-
pose associated with a user in the first user group.

18. The computer program product of claim 14 wherein
verifying whether the user satisfies the first dynamic condi-
tion comprises:

obtaining one or more session variables associated with the

user when the user is in the first user group; and
comparing the one or more session variables associated

with the user to the first dynamic condition to determine

whether the user satisfies the first dynamic condition.

19. The computer program product of claim 14 wherein the
access restriction further defines a second dynamic condition
the first user group must alternatively satisfy in order to
access the database object and further identifies a second
element set in the database object accessible to the first user
group when the second dynamic condition is satisfied.

20. The computer program product of claim 14 wherein at
least one element in the first element set is also an element in
the second element set.
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