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ANONYMOUS REPORTING SYSTEM

TECHNICAL FIELD

[001] The present invention relates generally to systems for handling and arranging
information, and more particularly to information handling for receiving and categorizing
anonymous reports in relation to security issues, safety issues, and other corporate or
ingtitutional issues where anonymity may be desired.

BACKGROUND

[002] The reporting of "incidents" is often of great value in recognizing potential problems
before the persons involved go further along the same paths, too often with tragic or unfortunate
results. Early recognition of problem personalities or trends can provide opportunities for
intervention and prevention of more serious activities. Incidents of all sorts occur frequently in
social circumstances, such asin schools or the workplace, where stress can lead to escalation,
and escalation can lead to violence. The problems relate to groups which include three of the
largest segments of the population; children attending school from age five through eighteen,
students attending secondary school and those employed. The latest U.S. census estimates that
73 million Americans are in school and 134 million are in the workplace. Those in charge of
security and the well being of the persons in these environments often have a"need to know"
about incidents which might seem minor, but can bethe harbinger of events of greater
consequence.

[003] Difficulties occur in the handling of reports and in encouraging observers to make

the incidents known to those in authority, however. These difficulties arise in areas of collating
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and correlating the incidents and in maintaining secrecy and the privacy of the persons involved,
whether they arethe perpetrators or the witnhesses. There is frequently afear factor among
witnesses, aswell as a general reluctance to get involved or to be seen as a"snitch" or
troublemaker. Overcoming obstacles to reporting incidents, and providing a structure for
discreet and efficient handling of reports is accordingly an organizational goal.

[004] A major concern in modern society deals with these incidents, especially in light of
trends of violence in the workplace and educationa institutions. Today, violence, including
sexual assault and harassment, is so prevalent in the workplace that, in many organizations it has
become an accepted fact of life.

[005] The National Center for Victims of Crime reported 709 homicides in the workplace
during 1998 and 13 million workers say they are concerned about the behavior of a coworker
who they think could become violent. Twenty-five percent of workers said their company
offered training on workplace violence, sixty-five percent said theirs did not, and nine percent
said they did not know if work had offered any training or help. Nine percent of workers
reported an assault or other violent act in their workplace in the past year, and eighteen percent
reported athreat or verbal intimidation, three out of every four say they are getting no guidance
on how to prevent violence or how to recognize the dangers of violence [National Center for
Victims of Crime, 1999].

[006] These astounding figures suggest that more than 12 million acts of violence and 24
million threats or verbal intimidations occur each year [U.S. Department of Education and

Justice, 1998]. Only 25 percent of the companies surveyed have begun, in some way, to address
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violence a work [Business Controls, Inc., What Every Employer Should Know About Workplace
Violence, 2000]. While many companies have begun to recognize the need to address the
potentia for violence, it is evident that they are looking for a starting point. Anonymous
employee "hotlines’ have been established to meet this need. Many of the hotlines were
established without thought asto who might use them and how they would be used.

[007] In addition, most telephone hotlines and other incident reporting systems utilize a
standard incident report form. A's can be appreciated, the standard form may have avariety of
fields that ask for information relevant to each of the different types of reports that might be
made. It can also be appreciated that certain portions of this requested information are
completely irrelevant or inapplicable to certain types of incident reports. Asking areporting
individual to supply some of this irrelevant and inapplicable information can, a worst, frustrate
the individual enough to not complete and submit the form or, a best, annoy the individual.

[008] In 2002, the U.S. Congress enacted the Sarbanes-Oxley Act which closely regulates
corporate governance and financial practice. In particular, increased requirements were placed
on corporations to collect and report information that may berelevant to shareholders.

[009] The present inventors have recognized the need for finding ways to obtain and
correlate information on preliminary incidents as atool for preventing violence and harassment.
In particular, the present inventors have recognized the need for methods for encouraging greater
participation in reporting, creating a greater degree of witness confidence and safety, and

collecting appropriate information relevant to the incident to be reported.
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SUMMARY

[010] In light of the above and according to one broad aspect of one embodiment of the
present invention, disclosed herein is an anonymous incident reporting system that collects data
that isrelevant to the type of incident being reported. In one example, the system may be
implemented as an Internet-based system for use by areporting individual. The system may
include aweb server that provides areporting individual the opportunity to make areport
relative to one of aplurality of entities, the reporting individual having the option to remain
anonymous in the report. The server can further allow the reporting individual to select atype of
report that the individual wishes to make and, based on that selection, a corresponding report
form is generated for that type of report to be made. The corresponding form is different for
different types of reports to be made.

[Oil] The system may be separately configurable for each of aplurality of entities,
wherein every reporting individual is associated with an entity, wherein the corresponding form
for a given type of report for one entity is different from the corresponding form for the same
given type of report for a least one other entity. The reporting individual can enter datain
defined fields on the corresponding report form that is generated.

[012] The individual may have the choice of different levels of anonymity. One of the
choices the individual may have is complete anonymity. One of the choices the individual may
have is anonymity toward the entity but not toward administrators of the system. One of the

choices the individual may have isno anonymity.
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[013] The reporting individual may make the selection of the type of report that the
individual wishes to make by selecting one of aplurality of types of reports listed in a selection
list. The corresponding report form for a given type of report may differ from a corresponding
report form for another type of report by the defined fields in the report forms. The differences
between the defined fields on different report forms may relate to different requested
information.

[014] According to another broad aspect of another embodiment of the present invention,
disclosed herein isamethod for collecting incident reports from reporting individuals about a
group of entities via the internet. In one example, the method may include providing awebsite
for reporting individuals to visit; allowing the reporting individua to identify the entity; allowing
the reporting individual to select atype of report to be submitted; providing areport form that
corresponds to that type of report, based on the selection of report type; alowing the reporting
individual to enter data into the report form; allowing the reporting individual to remain
anonymous in the report; and allowing the reporting individual to submit the form.

[015] Each entity may specify the report form corresponding to each report type that will
be provided to reporting individuals who identify that entity. Each entity specifying the report
form may include allowing each entity to provide a customized report form.

[016] The features, utilities and advantages of the various embodiments of the invention
will be apparent from the following more particular description of embodiments of the invention

asillustrated in the accompanying drawings.
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BRIEF DESCRIPTION OF THE DRAWINGS

[017] FIG. lisablock diagram of an example of an anonymous incident reporting system,
in accordance with one embodiment of the present invention.

[018] FIG. 2 (including FIGS. 2A and 2B) illustrates an example of a set of operations that
may be performed in one example of an anonymous reporting system, in accordance with one
embodiment of the present invention.

[019] FIG. 3isanother example of aset of operations that may be performed in one
example of an anonymous reporting system, in accordance with one embodiment of the present
invention.

[020] FIG. 4 isan example of areport form that istailored for aparticular type of incident
to be reported, namely Fraud, in accordance with one embodiment of the present invention.

[021] FIG. 5isan example of areport form that istailored for aparticular type of incident
to bereported, namely Sexual Harassment, in accordance with one embodiment of the present
invention.

[022] FIG. 6isan example of areport form that istailored for aparticular type of incident
to be reported, namely Theft, in accordance with one embodiment of the present invention.

[023] FIG. 6A isaflow chart illustrating one example of areporting party entering a
reporter portal through awebsite.

[024] FIG. 6B isaflow chart illustrating one example of aclient participant entering an

enterprise portal through awebsite.
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[025] FIG. 7 isan example of acomputer display screen or graphical user interface (GUI)
for providing a drop-down menu for the reporting person to select the desired level of
anonymity, in accordance with one embodiment.

[026] FIG. 8isan example of acomputer display screen with one or more fields requesting
that the reporting person provide apassword that the anonymous reporting system will associate
with an incident report.

[027] FIG. 9isan example of acomputer display screen wherein an anonymous reporting
system communicates aunigue access number to areporting person after the reporting person
has submitted an incident report.

[028] FIG. 10illustrates an example computer display screen where areporting person has
selected to remain "anonymous toward your organization" and where a set of personal
information fields are provided in order to obtain identifying information from the reporting
person.

[029] FIG. 1lisaflowchart showing an example of the reporting party selecting levels of
anonymity.

[030] FIG. 12 is an example screen shot of anotification e-mail for the company
participant users to notify them of the submission of an incident report.

[031] FIG. 13 isaflowchart for illustrating an example of the operations of providing
automated notifications to designated recipients.

[032] FIG. 14 isaflowchart for illustrating the notification system in accordance with one

embodiment.
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[033] FIG. 15 isan example of anotification email sent to the reporting party in response
to the organization posting amessage to amessage board.

[034] FIG. 16 illustrates an example of a computer display screen having a status button
option for areporting party to select to display areport status.

[035] FIG. 17 illustrates an example of a computer display screen asking areporting party
to enter an access number and password in response to selecting the status button in FIG. 16.

[036] FIG. 18 isan example of amessage board message in accordance with one
embodiment.

[037] FIG. 19 isan example of amessage board message as displayed to the reporting
party.

[038] FIG. 20isaflow chart illustrating one example of posting a message to a message
board.

[039] FIG. 21illustrates, using aflowchart, one example of how areporting party may
create an original message or reply to an existing message in amessage board.

[040] FIG. 22isillustrates, using aflowchart, one example of how a client participant user
may create an original message or reply to an existing message in amessage board.

[041] FIG. 23illustrates an example of a computer display screen listing each authorized
company representative that may receive and handle incident reports.

[042] FIG. 24 illustrates an example of a computer display screen for enabling/disabling

user control.
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[043] FIG. 25illustrates an example of a computer display screen for establishing tiers for
distribution of incident reports within an organization.

[044] FIG. 26illustrates an example of a computer display screen with a distribution
control button for displaying the distribution tiers structure for reports that will be sent to certain
user groups.

[045] FIG. 27 illustrates an example of a computer display screen of an example
distribution tier for agroup "Audit Committee."

[046] FIG. 28isan example of an incident summary report.

[047] FIG. 29illustrates an example of a computer display screen for adding viewing
rights for company representatives.

[048] FIG. 30isaflowchart illustrating one example of adding auser to a system.

[049] FIG. 3lisaflowchart illustrating one example of removing auser from aparticular
report.

[050] FIG. 32 isaflowchart illustrating one example of removing auser from a system.

[051] FIG. 33 isaflowchart illustrating one example of creating auser record for each
individual having access to a system.

[052] FIG. 34 isaflowchart illustrating one example of establishing organizational tiers in
the system.

[053] FIG. 35isaflowchart illustrating one example of modifying areport submitted by a

reporting party at the organizational level.
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[054] FIG. 36isaflowchart illustrating one example of changing the report distribution
list at the organizational level.

[055] FIG. 37 isan example of a computer display screen for listing the types of reports
that may be generated within a display tool.

[056] FIG. 38isan example of adisplay of historical data with associated filters.

[057] FIG. 39isan example of akeyword filter to allow a company to look for incident
reports with certain terms.

[058] FIG. 40illustrates an example of a company/ingtitutional participant filter to filter
data across organizations

[059] FIG. 41illustrates an example of an incident type filter for particular incident types
for historical display purposes.

[060] FIG. 42 isan example of ahistogram display showing the number of reports filed
each month for afour month period.

[061] FIG. 43 isan example of acomputer display screen shown in response to clicking
the active link of FIG. 42.

[062] FIG. 44 is an example of acomputer display screen shown in response to clicking
the active link of FIG. 43.

[063] FIG. 45isagraphical presentation of active incident reports by type and status, in
one embodiment.

[064] FIG. 46illustrates an example of a computer display screen showing anumber of

locations from the graphical display from FIG. 45.

10
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[065] FIG. 47 is an example of an expanded view of aparticular location using the control
of FIG. 46.

[066] FIG. 48isan example of aread-only view of an incident report.

[067] FIG. 49illustrates an example of a computer display screen for entering an
investigatory note, with an attorney work product designator control.

[068] FIG. 50illustrates an example of a computer display screen for entering an
investigatory note with an attorney work product designator control set to true.

[069] FIG. 51illustrates an example of a computer display screen for the reporting party to
enter an organization search.

[070] FIG. 52 isillustrates an example of a computer display screen having an incident
view log associated with aparticular incident report

[071] FIG. 53isaflow chart illustrating one example of aview log operation.

[072] FIG. 54 illustrates an example of a computer display screen having a spell check
control.

[073] FIG. 55isan example of aplurality of incident types that may be presented to a
reporting person for selection when making an incident report.

[074] FIG. 56 isone example of adisplay of questions relating to aparticular incident

type.

[075] FIG. 57 is another example of adisplay of questions relating to aparticular incident

type.

11
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[076] FIGS. 58 and 59 are examples of automated follow-up questions in response to a
reporting party's answers toinitia questions.

[077] FIG. 60isaflow chart of one example of areporting party answering a series of
questions in areport.

[078] FIGS. 61, 62 and 63 illustrate examples of an institution's portal and user groups
with notification attributes.

[079] FIG. 64 isaflowchart showing one example of creating user groups for automated
distribution of reports.

[080] FIG. 65 illustrates an example of a computer display screen having fields for
specifying suspects within the report.

[081] FIG. 66 illustrates an example of a computer display screen of the names returned by
the system after searching a database using the name provided by the reporting party with an
associated confirmation control for selection by the reporting party.

[082] FIG. 67 illustrates an example of a computer display screen showing aparty that is
excluded from receiving reports based upon the reporting party naming the excluded individua
by the reporting person.

[083] FIG. 68illustrates an example of a computer display screen showing information
related to an excluded party.

[084] FIG. 69isaflowchart illustrating an example of excluding a suspected individual

from areport distribution by areporting party.
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[085] FIG. 70illustrates an example of a computer display screen having a control for
changing the incident type.

[086] FIG. 71illustrates an example of a computer display screen that allows a
company/ingtitutional participant to select or deselect aparticular incident for display to a
reporting party.

[087] FIG. 72illustrates an example of a computer display screen showing the reporter
portal showing the listing of the incident types in the order selected by the company/institutional
participant in FIG. 71.

[088] FIG. 73 illustrates an example of a computer display screen showing alist of stale
reports viewable by an administrator.

[089] FIG. 74 isaflowchart illustrating one example of dealing with stale reports.

[090] FIG. 75illustrates an example of a computer display screen showing alist of
incomplete incident reports viewable by an administrator.

[091] FIG. 76isaflowchart illustrating one example of dealing with incomplete incident

reports.
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DETAILED DESCRIPTION

[092] FIG. 1illustrates ablock diagram of an example of an anonymous incident reporting
and communications system 10 for schools, businesses/companies, public institutions, hospitals
and governmental agencies, in accordance with one embodiment of the present invention.

[093] The system 10 involves services coordinated by a system provider 12 and utilized by
avariety of client organizations 14 (also referred to herein asingtitutional participants, client
participants, companies, governmental agencies, universities and the like) and individual
constituent users or reporting parties 16. If desired, the system 10 allows areporter 16 to remain
anonymous, and therefore anonymously and easily report threats of violence, harassment,
misconduct including sexual misconduct, discrimination, dishonesty or other concerns in a
timely and safe manner over the Internet 20. In addition to incident reporting, reporters 16 can
also report workplace accidents, pass along suggestions and obtain safety information. System
10 permits reporters 16 to generate incident reports 28 with areporter-chosen level of anonymity
and instantly transmit them to one or more pre-designated client participant user (CPU) 22 in the
client organization 14.

[094] In one example, the system 10 includes a system provider/administrator 12 that
provides or hosts, either directly or indirectly, one or more software applications or services 13
which provide avariety of functions to permit and manage anonymous incident reporting. In
one embodiment, the system 20 runs on a Microsoft® .Net ("dot net") platform and a SQL
database with a 128-bit encryption provided through Secure Socket Layer (SSL) protocols and

certificates. In one example, the administrator 12 provides a software program or programs 13

14
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which are accessible by an client organization 14 (such as a corporation, hospital or university)
and areporter 16 (such as an employee, healthcare worker, or student) over anetwork 20 such as
the Internet or an organization's Intranet. The software application 13 may be, in one example,
divided into afirst client organization interface or portal (shown asthe client organization 14
enterprise portal) having an interface and which is configured to receive and transmit data
between the client organization 14 and the administrator 12; and a second reporting party
interface or portal (shown asthe reporter's portal) which is configured to receive and transmit
data between the reporter 16 and the administrator 12. In one example, one or more databases 15
are utilized by the administrator 12 and the software application 13 in order to store data relating
to the anonymous reporting system 10. Preferably, the operations described herein with
reference to administrator 12 are automatically performed by the software application 13 so that
the system 10 can operate with little or no human delays introduced by the administrator 12.
Thisisin contrast with existing non-automated systems, where the communication of
information may be delayed by one or more persons at the administrator level.

[095] In one example of the present invention, when areporter 16 observes an incident for
which he/she desires to file an incident report 28, the reporter 16 accesses aweb site (preferably
having software 13 thereon and controlled by the administrator 12) with aplurality of web pages
or application services that are made available to the reporter 16 for preparing and filing an
incident report. In one example, the reporter 16 selects or provides the following information,
which isin no way exhaustive or limiting: the organization name, in response to series of

computer display screens and queries generated by the software an appropriate incident type
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relating to the incident (i.e., Harassment, Discrimination, Workplace Violence, Accounting,
Bribery, Misconduct, etc.), adesired anonymity level, the location/date/time of the incident, a
description of the incident, the individuals involved in the incident, the incident details and a
follow-up password for future communications with a Client Participant User (CPU) 22 over a
message board. In another example, if desired by the reporter 16, an incident report 28 may also
be made by phone and the live person cycles through the same information. Some screens and
gueries are standard and provided in al situations, whereas other screens and queries are
specialized and are provided in response to the particular information selected or provided by the
reporter 16.

[096] Once the incident report 28 is submitted, the report 28 is stored in the databases 15.
Preferably and in one example, the raw data content of databases 15 are not directly accessible or
editable by either reporter 16 or client organization 14. The data stored in the databases 15 are
accessible and viewable to the reporter 16 and the client organization 14 through the portals of
software application 13 which limit access and privileges with respect to the incident report data.
Typically, raw data content isneither directly accessible nor editable by the administrator 12.

[097] Various features and functions that may be included in the anonymous reporting
system 10 and the related software application 13 are disclosed. The anonymous reporting
system 10 may be configured by the administrator 12 to provide anonymous reporting
capabilities for avariety of client organizations 14, and their numerous individual constituents or
potentia reporters 16. For example, if aclient organization 14 desires to provide anonymous

reporting capabilities to its employees 16, then the client organization 14 may subscribe to an
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anonymous reporting service provided by administrator 12. The client organization 14 may then
establish with the administrator 12 aplurality of various characteristics or attributes of the
anonymous reporting system in order to customize the presentation to areporter 16 through the
reporter's portal.

[098] For instance, as disclosed herein and in accordance with an embodiment of the
present invention, the client organization 14 may customize the type of reports and the specific
guestions posed by each different type of report available for use by the reporter 16. As another
example, the client organization 14 may set up and establish, through one or more computer
display screens of the client organization's portal, how incident reports 28 are distributed within
the client organization 14 to CPUs 22. The client organization 14 may also establish avariety of
differing levels of privileges for managing incident reports 28 that are received by the client
organization 14.

[099] Generally, once the client organization 14 has configured its account with
administrator 12 through the client organization's portal, administrator 12 then activates the
service which permits employees 16 of the client organization 14 to submit incident reports
anonymously over network 20to administrator 12 through the reporter's portal. Upon receipt of
incident reports 28, the administrator 12 electronically notifies the pre-designated CPUs 22 of
client organization 14 of the receipt of an incident report 28. In one example, the administrator
12 automatically and substantially in real- time notifies the pre-designated CPUs 22 of client
organization 14 that an incident report 28 has been received, preferably via electronic mail (e-

mail). The client organization 14, through one or more of its pre-designated CPUs 22, can then

17
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access the report, typically in aread-only manner, asit is stored by administrator 12 in database
15.

[0100] In one example, an anonymous reporting system 10 may generate, upon the
submission of an incident report 28 by areporter 16, at least two unique numbers associated with
the incident report. First, internal report number may be generated which is adapted to be used
by the client organization 14 in association with aparticular incident report 28 for purposes of
tracking and auditing. Preferably, the internal report number isnot made available or seen by the
reporter 16. Second, external report number, also described herein as an access number, may
also be generated and associated with an incident report. The access number isprovided only to
the reporter 16, and isnot accessible by the client organization 14. In one example, both the
internal report number and the external report number are maintained in databases 15, which, as
described above, are not accessible by either the reporter 16 or the client organization 14.

[0101] FIG. 1A illustrates an example of ablock diagram of software 13 that isprovided by
or operated by administrator 12. In one example, afirewall may be provided between the
software 13 and the network connections. The firewall may be configured so that direct access
to the raw data within the database 15 isnot permitted. In one example, the software 13 includes
areporter's portal, and client organization's enterprise portal. The reporter portal/interface and
client organization enterprise portal/interface typically comprise a graphical user interface for
use with abrowser on a computer connected to anetwork. The reporter's portal may include
code that generates the web pages which gather and intake information from areporter 16

relating to an incident in order to form an incident report. The reporter's portal may aso include

18
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code for reporting on the status of an incident report, aswell as providing for message board
functionality.

[0102] The enterprise portal may include code segments to provide data relating to incident
reports to aparticular client organization 14 for which the incident report corresponds. The
enterprise portal may also include code segments for setup of the client organization 14 and its
CPUs 22, along with hierarchical reporting structures. The enterprise portal may also include
code segments for providing incident report 28 tracking and auditing, aswell as statistical
analysis, displays, and message board functionality as described above. The software 13 may
include abusiness objects layer which specifies user interface pieces and application logic, and
may also include a data access layer which handles access of datato and from the relational
database, and provides data to the business objects layer asrequired by the portals under the data
request of the reporters 16 or CPUs 22. It isunderstood that FIG. | A isprovided by way of
example only, and that one or more features of an anonymous reporting system 10 or software 13
may be implemented through the use of software architectures other than those shown in FIG.
IA.

[0103] One embodiment of the invention is shown in a flowchart manner in the illustration
of FIG. 2 (shown as divided into FIGS. 2A and 2B for presentation purposes). The illustrated
embodiment shows one particular example of the operations of the system 10 in response to an
access request 26 by any client organization 14. There are numerous combinations of functions
and features that may be possible using the features and functions illustrated in FIGS. 2A and

2B, however, one particular example is shown to illustrate several features in aparticular
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combination without limiting the combination to the one example. The access request may be
direct, such asin a secure online electronic access over the Internet or through aclient
organization's 14 Intranet portal used to access the same, or indirect, where atelephone report is
provided and concurrently entered into the system 10 by personnel of the administrator 12. The
interface 24 with the system 10, whether directly or delayed (as in the case of telephone
communication), isthrough the website 27 which isprovided by the administrator 12. One or
more websites 27 may be provided, with each being customized to the requirements of the
particular client organization 14.

[0104] In one example, upon submission of areport 28 (regardless of type), reporters 16 are
immediately issued a confidential access number 30. The access number 30 allows the reporter
16 to anonymously follow up on his or her report 28 at alater date, and provide additional
information or assist further if necessary. Services, whether accessed via telephone 18 or the
Internet 20, are available to reporters 16 a any time of day or night, seven days aweek.

[0105] A website component 27 may be provided. FIGS. 2A and 2B illustrate an example
of how the user interfaces 24 with the website 27 through the Internet 20 and how the
information provided is managed and disseminated. The process allows anonymous and
encrypted communications between the reporter 16 and apre-assigned CPU 32. The CPU 32
will typically be associated with the system provider 12 and may administer the service for a
variety of separately maintained services for CPU 22. Thereporter 16 ispermitted to create and

print reports 28, aswell asrespond to inquiries 34 posted by the CPU 32. The CPU 32 may
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browse, read, view, and print those reports 28. A back-office application 36 allows the CPU 32
to use reports 28to conduct statistical analysis, create charts, and print custom reports.

[0106] In one example, the system 10 may include an optional "anonymizer" 38 feature.
The anonymizer 38, in one example, operates as follows. upon entering the site 27, the reporter
16 isimmediately anonymized. All identifying information isrendered unintelligible and is
immediately purged when the reporter 16 leaves the site. The reporter 16 will remain
anonymous until he leaves the site.

[0107] In one example, from the HOME PAGE 42, the reporter 16 makes a choice by
selecting "Check Status' 46, "Make a Report" 48. Typically, in each case, an SSL (Secure
Socket Layer) encryption protocol 52 isexecuted. Thereporter 16 will be alerted to such by a
message window and the appearance of asmall padlock icon 54 appearing in the tool tray of
their browser. Double-clicking on this icon 54 will reveal the digital certificate assigned,
confirming encryption. SSL encryption services will be provided for the site by a commerce
vendor, such asVerisign.

[0108] Regardless of the nature of the report indicated, which will depend entirely on the
situation, report data 56 of indefinite length may then be entered. The system 10 provides a
word processor data entry screen 58 which allows the reporter 16 to enter and edit, in areport
form 59, whatever sort of information is desired. The word processor screen 58 remains open
until the reporter 16 has determined that the data entry is complete and has submitted it to the

system 10. Any information or report provided by the reporter 16 while SSL is enabled will be
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encrypted until notified otherwise. When the reporter 16 leaves a secured portion of the site,
encryption will conclude and the padlock icon 54 will disappear from the toolbar.

[0109] Administrative rights can be granted to designated CPUs 22 (usually security
personnel associated with the subscriber participants 14). These participants will be apart of
the group called administrators 32. In one example, administrators 32 will be provided an
"Access Code" and access number 30. Upon verification against a database, administrators 32
may view reports created by their associated reporters 16 (e.g. their employees or students).

[0110] Reports 28 created by reporters 16 will be stored in arelational database (see below
for how reports are created). Administrators 32 may browse, read, view, and print reports 28.
The back-office application 36 allows them to conduct statistical analysis, create charts and print
custom reports for their own purposes.

[0111] In one example, an administrator 60, who will typically be aperson associated with
and controlled by the system provider 12 will have rights to perform any administrator function,
assign access numbers and access codes, aswell as post messages in response to user reports.
Only the administrator 60, a designated CPU 32, and the report's author (the specific reporter 16
who generated the particular report 28) will be permitted to view prior reports and administrator
postings, in one example.

[0112] A "message flag" 62 will identify reports 28 within the database with messages 64
posted by the administrator 60, which allows the reporter 16 and the administrator 60 to have

electronic dialogue (much like email) where both remain anonymous. When the reporter 16 next
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logs on they will be able to select the "Check Messages' 46 on the HOME PAGE 42 and will
have an opportunity to review and reply to the messages 64 from the administrator 60.

[0113] The report 28 will be distributed to pre-determined CPUs identified by the
client/subscriber 14.

[0114] In one example, the reporter 16 submits areport and obtains auser and report
specific access number 74. The reporter 16 isprompted to submit the report 28 and in doing so,
is shown anon-editable rendition of the report. The reporter 16 isthen provided the option to
"Submit Report” or "Redo" 78. Selection of "Redo" returns the reporter 16 to the incident report
form. Once the report is submitted, arandom number generating method 76 produces a unique
nine-digit access number (or of other length) which becomes the User access number 74
associated with the report 28. The reporter 16 isinstructed to manually record this.
Simultaneously, the user access number 74 is coupled to the report 28 and saved in a database.

[0115] Submission of the report 28 immediately results in the system 10 emailing the report
to the administrator 60 and any designated recipient 22 (selected system provider managers or
report reviewers). In one example, the report 28 is aso bounced against a"Fuzzy Database" 80
in an effort to identify the client administrator or client-designated recipient. Because the
website 27 is open and entry isnot password protected, anyone with Internet access can enter the
site and create/submit areport 28. Assuch, the reporter 16 cannot be provided pull-down lists of
al clientsto identify and select his’her employer or school because of confidentiality concerns.
Additionally, any typographical error or misspelling on the part of the reporter 16 may make the

identity of the corresponding client organization 14 impossible to determine electronically. The
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"Fuzzy Database" 80, containing permutations of the names of subscriber clients 14, will be used
to link the user's report 28 to the proper client organization 14. Once linkage is accomplished,
the report 28 will be emailed to the pre-designated client recipient 22. 1f no match is found, the
report 28 isforwarded to adefault CPU 32 who determines future handling.

[0116] The user access number 74 created in the process will allow the administrator 60 to
post messages 64 to adesired report 28. Inturn, reporters 16 may later return to the site and
retrieve those messages 64 by identifying him/herself only with the user access number 74.
Upon re-entry to the site 27, areporter 16 retrieving messages may append an existing report 28
or create anew one. A new report 28 will generate anew user access number 74.

[0117] As described above, the present invention isutilized in the context of safety, security
and personnel management applications, particularly in schools and the workplace. The system
10 is adapted to be accessible to any interested party with access to websites 27. Potential client
organizations 14 will typically beinstitutions, either academic or corporate, with concerns about
controlling incidents which may presage more serious future conduct.

[0118] For the above and other reasons, it is expected that the anonymous reporting system
10 of the present invention will have widespread industrial applicability. Therefore, itis
expected that the commercial utility of the present invention will be extensive and long lasting.
Further, recent enhancements to the above-described anonymous reporting system may include
the ability to include one or more various features as disclosed herein. For example, report
forms may be provided that are tailored to the type of incident to bereported. Such asystemis

described in further detail below.
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[0119] For example, an individual wishing to make areport may access awebsite such as
www.mysafeworkplace.com (or www.mysafecampus.com, www.mysafehospital.com, or other
such web addresses for system 10) where they can make a selection to indicate they wish to
make areport. After making this selection, they may beredirected to a secure site where they
are asked to enter the name of the organization or entity for which areport isto be made. For
example, the individual may be asked to enter the first three letters of the organization's name.
If the three entered letters are recognized, then a generic report form relative to that client
organization 14 appears for the reporting individual to complete. Theindividual is asked to
confirm the full name of their organization and any subsidiaries upon which they intend to make
areport.

[0120] Asshown in flowchart 100 in FIG. 3, after accessing the website (102) the individual
is asked what type of report they wish to submit. After selecting atype of report (104), the
screen automatically changes to provide areport form (106) that istailored to the type of
incident to bereported. For example, an incident entitled "Accounting Error" would result in a
different report form to be generated than would selection of an incident such as "Fraud",
"Harassment”, "Theft", or "Workplace Violence." The reporting individual then completes and
submits the form (108).

[0121] Examples of some report forms that are specific to various types of incidents to be
reported are shown in FIGS. 4,5and 6. In FIG. 4, the form 108A relates to an Incident Type of
Fraud. The form 108A includes a section 112 of questions that are common to each of the types

of forms. The form aso includes a section 114 of questions that are unique to each of the types

25



WO 2007/127881 PCT/US2007/067566

of forms. Similarly, FIG. 5 shows aform 108B that relates to an Incident Type of Sexual
Harassment. The form 108B includes a section 112 of questions that are common to each of the
types of forms. The form also includes a section 116 of questions that are unique to that type of
form. Similarly, FIG. 6 shows aform 108C that relates to an Incident Type of Theft. The form
108C includes a section 112 of questions that are common to each of the types of forms. The
form also includes a section 118 of questions that are unique to that type of form.

[0122] It can be appreciated that the anonymous reporting system may be administered by
one entity, such asthe entity that maintains and administers the www.mysafeworkplace.com
website.

[0123] Various companies, institutions or customers may engage this administrator/entity to
list those customers as organizations & the entity's anonymous reporting system website so that
reporting individuals can make reports about those customers (these customers may bereferred
to herein as client organizations, among other terms used herein). The individuals who visit the
website and make reports are referred to herein asreporting individuals, reporting parties, or
reporters 16, among other terms. Thus, it can be appreciated that each of the administrator, the
client organizations, and the reporting individuals have different rights and abilities to modify
the website and enter data there.

[0124] The following sections illustrate and describe in greater detail various aspects and
features associated with the anonymous reporting system 10. It should be appreciated that the
description isin no way meant to be limiting of the associated heading, and may be implemented

and/or coded in software or otherwise without departing from the scope and spirit of the overall
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system. A s such, one of skill in the art reading the description and viewing the illustrations,
screen shots and flowcharts may decide to reorder or eliminate certain aspects and/or features
without departing from the underlying scope and spirit of the system and its features.

Entering the Enterprise and Report Portals

[0125] Asillustrated in the flowchart of FIG. 6A, in the illustrated example, the reporter 16
enters the System by accessing www.mysafeworkplace.com through any internet browser (120).
Typically, the Internet site is secure with the data transferred from the reporter 16 encrypted,
however, the site does not have to be secure and the data transfer does not need to be encrypted
to operate asintended. A secure website and data encryption provides an added level of security
to the exchange of data between the reporter 16 and an intermediary/system provider. The
System provides the Reporting Party two options (122) on its home page to enter the reporting
portal: "Make A Report" or "Report Status." If, subsequent to filing the initial report, the
Reporting Party moves the on-screen cursor over the "Gol!" button for "Report Status' and
performs amouse click operation the system 10 opens anew page and prompts the reporter 16 to
enter his "Login" information (124). The reporter 16 will enter aunique "Access Number" which
the system 10 provided at the conclusion of filing the initial report. The Reporting Party will
also enter his unique "Password" which the reporter 16 created when hefiled his initial report
(126). Upon clicking "Submit,” the system 10 will open anew page to allow the reporter 16 to
view hisinitial report.

[0126] Asshown in the illustrated example, from the report page, the reporter 16 may

access the System's "Message Board" by selecting a GUI button "Talk to Your Organization.”
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In one example, the user isviewing a GUI with abutton labeled Tak to Your Organization
(128). and moves the mouse cursor over the GUI button and clicks the mouse to activate the
choice. Inresponse to the mouse click, the software program performs a series of operations to
move the current GUI page to another GUI page having amessage board specific to his/her
report. In one particular embodiment the mouse click-to-new GUI screen operation is
implemented in Microsoft .Net, however, any programming language may be used without
departing from the scope of the invention. As stated, the system 10 opens anew GUI window
that provides the message board specific to the reporter's 16 report. If the CPU 22 has posted a
message, the system displays certain information about the message, such as message subject,
author and date to name afew. The reporter 16 may then move the cursor over the HTML link.
Activating amouse click on the message subject HTML link displays the content of the CPU's
22 message in anew page. If the reporter 16 desires to post amessage for the CPU 22, he will
move the cursor over a GUI button titled, "New Dialogue' and click the mouse to activate the
operation. The system opens anew page with a subject line and message body field for the
reporter 16 to type free-form text.

[0127] Referring now to the illustrated example of FIG. 6B, the client organization 14 enters
the system's enterprise portal by accessing
www.mysafeworkplace.com/fclientidentifierj/login.aspx through any internet browser. The
[client identifier] tag isthe unique location assigned to the CPU 22 within the system, thereby
creating aURL unique to the CPU 22 so that al viewable information associated with the CPU

22 may be accessed. The system 10 provides the client organization 14 with alogin page
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prompting him to enter aunique username and password. In response to the unique username
and password, the system 10 opens anew page providing an incident report overview of reports
the client organization 14 hasreceived from avariety of reporting parties 16 and clicks the
mouse to select the particular incident number. The client organization 14 may move the cursor
over any incident number listed on the page. The system 10 opens anew page displaying the
specific incident report. In one example, each incident number isan HTML link to the
underlying report, so that selecting the particular incident number will automatically open the
new page displaying the selected incident report.

[0128] The client organization 14 may alternatively enter the system 10 via the email
notification automatically generated by the system 10 when areport isreceived by the system
10. When the client organization 14 receives an email notification, he may move the on-screen
cursor over the unique incident report number and generate amouse click, which the system 10
designates as a hyperlink directly to the specific report. The system 10 will then open anew
Internet window providing the client organization 14 with alogin page prompting him to enter a
unique username and password. After the client organization 14 enters his username and
password, the system 10 opens anew window displaying the specific incident report referenced
in the email notification. If the client organization 14 has previously logged into the system 10,
the system will bypass the login page and immediately display the specific incident report in a
new window.

Selectable Levels of Anonymity
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[0129] In one embodiment of the invention, an anonymous reporting system 10 may be
provided with aplurality of different levels of anonymity for reporters 16 to utilize. In one
example, afirst level of anonymity includes complete anonymity wherein no contact information
or personal identification information (e.g., name, telephone number or e-mail address) is
provided by the reporter 16 in filing the incident report 28. In this way, the reporter 16 can
submit an incident report 28 with complete anonymity, both towards the client organization 14,
aswell astowards the administrator 12. In one example, the anonymous reporting system 10
may utilize a computer display screen which provides the reporter 16 with aselection of a
plurality of levels of anonymity, asillustrated in FIG. 7. In the example of FIG. 7, a computer
display screen or graphical user interface (GUI) provides a drop-down menu for the reporter 16
to select from three levels of desired anonymity. Inthis example, if the user selects "remain
completely anonymous' asthe anonymity level, then the computer display screen removes the
gueries for identifying information, such as name, phone numbers, personal e-mail addresses,
etc., asis shown in one example in FIG. 8.

[0130] In FIG. 8, once the reporter 16 has selected an anonymity level of completely
anonymous, the computer display screen isprovided with one or more fields requesting that the
reporter 16 provide apassword which the anonymous reporting system 10 will associate with
this incident report. Aswill be described below, once the reporter 16 submits the incident report
with the follow-up password, the anonymous reporting system 10 randomly generates an access
number for the reporter 16 and notifies the reporter 16 of this access number. The reporter 16,

after submitting the incident report, may engage in follow-up communications with the client
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organization 14 using only the access number and follow-up password, without any personally
identifying information, such that the reporter's 16 anonymity may be maintained. FIG. 9
illustrates an example of a computer display screen wherein the anonymous reporting system 10
communicates a unigue access number to the reporter 16 after the reporter 16 has submitted an
incident report.

[0131] A second level of anonymity may include anonymity towards the client organization
14. Inthis example, the reporter 16 provides identifying information which may include name,
telephone numbers, personal e-mail addresses, etc.; however, this information isreceived only
by administrator 12 and stored in databases 15, but not made available whatsoever to client
organization 14. Hence, in this example, the administrator 12 obtains information to facilitate
easy and quick follow up communications, but the administrator 12 does not supply such
identifying information to the client organization 14. FIG. 10 illustrates an example computer
display screen wherein the reporter 16 has selected to remain "anonymous toward your
organization" and wherein a set of personal information fields are provided in order to obtain
identifying information from the reporter 16.

[0132] In one example, another level of anonymity may be provided which is effectively
"no anonymity" wherein the client organization 14 and the administrator 12 are both made aware
of the identity and contact information of the reporter 16. In this example, a computer display
screen may be generated by the system 10 in amanner similar to FIG. 10, except that the
information obtained from the reporter 16 will be reported by administrator 12 to the client

organization 14.
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[0133] Asillustrated in the flowchart of FIG. 11, the system 10 allows the reporter 16 to
select the level of anonymity the reporter desires (200), by prompting with the question "Do you
wish to remain anonymous?' The system 10 provides three options in a drop-down menu (209)
for the reporter 16 to chose from: "Remain completely anonymous' (208); "Remain anonymous
toward your organization" (207); and "Do not care about anonymity" (206). The system 10
provides an optional pop-up window, titled "Explain”, which provides definitions for each of the
three levels of anonymity to allow the reporter 16 to review prior to selecting anonymity level
(205). The reporter 16 10 makes his anonymity selection, which the system savesto a database
(210). Inone particular embodiment, the anonymous selection is stored in an anonymity
category table in arelational database program such as SQL, however, any suitable database
program may be used.

[0134] If the reporter 16 selects "Remain Completely Anonymous® (215), the system 10
automatically hides all contact fields where the reporter 16 would otherwise enter his identifying
information (220), including name, email address, and phone numbers. The system 10 displays
the reporter's anonymity category selection 12 of "Remain completely anonymous® (225) for the
client organization 14 and the administrator 12 to view.

[0135] If the reporter 16 selects "Remain anonymous toward your organization” or "Do not
care about anonymity", the system 10 displays the following contact fields, "Y our name", "Day
phone number”, "Evening phone number”, and "Personal Email" (230). The reporter 16
completes each contact field (235). In some cases, data must be entered into certain fields for

the reporter 16 to continue to the next screen and therefore continue with the reporting process.
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In the illustrated embodiment, the reporter 16 would berequired to enter his name, a daytime
phone number and an evening phone number with personal e-mail being optional. The required
fields for the illustrated embodiment should not be limiting as any combination of fields may be
required prior to continuing the reporting process. The system also asks the reporter 16 to select
aresponse to the question "How best may we contact you?' and provides a drop-down menu
including the options of "Day Phone", "Evening Phone", "Personal Email”, or "Any of the
above". When the reporter 16 completes the contact fields, the system 10 automatically saves the
datato a database (240). In one example, the information provided in each contact field is stored
in aconfidentiality table in arelational database program such as the one described for the
anonymity category table.

[0136] If the reporter 16 selects "Remain anonymous toward your organization™ (245), the
system 10 displays that anonymity category selection for the client organization 14 and the
administrator 12 to view. The reporter's 16 contact data that the system 10 saved to the database
is displayed only to the administrator (255), for example.

[0137] If the reporter 16 selects "Do not care about anonymity" (250), the system 10
displays that Anonymity Category selection and the reporter's 16 contact data that the system 10
saved to the database for the client organization 14 and the administrator 12 to view, for

example.

Automatic Notification of Incident Reports

[0138] In another example of an embodiment of the invention, an anonymous reporting

system 10 may be provided with automatic electronic notification to aclient organization 14, via
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e-mail or other electronic notification means, upon the occurrence of an identifiable event, such
as a database transaction in adatabase. In one example, such atransaction may include the filing
of an incident report 28 by areporter 16. In one embodiment, the administrator's software
system 13, immediately upon receiving an incident report filed by areporter 16, automatically
notifies the client organization 14 of the fact that an incident report 28 has been filed. 1n one
example, the notification may be in the form of an e-mail or set of e-mails sent to one or more
pre-CPUs 22 of the client organization 14.

[0139] FIG. 12 illustrates one example of an electronic notification, more particularly an e-
mail 200, in accordance with one embodiment of the present invention. Asshownin FIG. 12, a
notification e-mail 200, sent from the administrator 12 through the administrator's e-mail address
205, is sent to one or more CPUs 22 of the client organization 14 to the CPU's e-mail address
206 wherein the subject line of the e-mail 201 identifies that the e-mail relates to an urgent
employee incident. In one example, the e-mail 200 includes afield 201 that describes the
incident type, afield 203 that lists the CPUs of the e-mail natification, and afield 202 that
describes the organization that isthe subject of the incident report. In one example, the
notification e-mail may also include ahyperlink to the incident report 204, which may be
displayed in the form of an incident report number when the recipient moves the on-screen
cursor over the hyperlink and activates amouse click, anew page is opened requesting the
recipient to enter his’her unique identification and password to gain access to the incident report.

[0140] FIG. 13 illustrates an example of operations for providing automated electronic

notifications to CPUs of the filing of an incident report, in accordance with one embodiment of
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the present invention. During enterprise setup, the client organization 14 specifies CPUs and
desired notification levels (208). For instance, the client organization 14 may assign one or more
individuals within the client organization 14 to be CPUs and have certain roles or privileges in
receiving and processing incident reports made in the anonymous reporting system. Hierarchical
tiers or groups may be defined, and CPUs may be specified to receive notifications under certain
conditions, such as geographic conditions, entity or subsidiary relations, or other parameters that
may be specified by the client organization, aswill be described in greater detail below.
Moreover, notification levels may be specified, so that certain CPUs receive electronic
notifications of all activities related to aparticular incident report, whereas other CPUs may
receive notifications of only asubset of all of the events related to aparticular incident report, as
may be desired by aparticular client organization 14.

[0141] When adatabase transaction occurs that triggers an operation to send an electronic
message to the client organization 14, such as an incident report being received by the software
system 10 (209) for example, the system matches the incident report against the privilege level
of the CPUs aswell asthe user group settings defined by the client organization 14 to determine
which CPUs should receive notification of the filing of the incident report (210). In one
embodiment, a database transaction may be anumber of organization transaction types such as
submitting anew report by areporting party, adding anew user areport, making a change to
report distribution or areporting party posting a message to amessage board to name afew. In
another embodiment, a database transaction may be anumber of reporting party transaction

types such as an organization posting amessage to amessage board. Operation 209 may also
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exclude notification of the filing of an incident report, for example, when the incident report
relates to a complaint against a person who happens aso to be a designated recipient of the
report. In one example, an incident report includes afield for the reporter 16 to identify a
"named party" involved in the offending incident. The system 10 may exclude from notification
any person who is specified by the reporter 16 as a"named party" in the incident report.

[0142] Having determined what persons should receive notification of the particular
incident report, the system 10 matches electronic notification content type to the transaction type
(21 1), creates an electronic notification and transmits the notification to the individuals
determined previously (212). In one example, an electronic notification may be an e-mail having
an incident type field, an organization name field, alist of CPUs field, and alink to the incident
report, as shown in the example of FIG. 12, athough other electronic notification formats may
be used depending upon the particular implementation.

[0143] The system 10 may log or track the transmission of the incident report 28to each
individual that accesses the incident report (213). In one example, all e-mails related to an
incident report are logged in the database 15, and such logging data may include the recipient's
name, atime and date stamp that the e-mail was sent, and the internal report number of the
incident report. In this way, the client organization 14 and its CPUs are immediately notified of
the filing of an incident report on a 24 hour/7 day basis regardless of when areporter 16 submits
the incident report.

[0144] Asillustrated in the flowchart of FIG. 14, upon submission of an incident report, the

Client Participant Users (CPU) 22 have access to the report and may receive notification via
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email about the new report, based on certain criteria. 1n one example, if a CPU 22 has been
named in areport and excluded by the reporter 16, which is defined step within the report
submission process, the system will exclude such user from all access and notification processes
(227). If aCPU 22 has been named, but not excluded by the reporter 16, then access and
notification will be completed the same as for any other CPU 22 (230).

[0145] The system 10 automatically sends notification of and provides access to the new
report to several individuals based upon their privilege level. In one embodiment, all OSA level
users receive an e-mail notification with an embedded hyperlink to the report. A list of all the
additional users with access to the report is also included within the notification e-mail. The e-
mail notifications are typically tracked in alog, such as auser assigned log or e-mail log, for
example. In one embodiment, all users who have been granted access to the report, regardless of
notification settings, are logged in a"Users Assigned” log, which is displayed with the incident
report view.

[0146] If the CPU 22 has aprivilege level of less than an OSA (236), then the "User Group”
CPUs are notified if the incident type, location, and organization are also contained within the
User Group parameters (240). Notification is provided only if the incident type selected by the
reporter 16 is set within the User Group configuration to allow for notification (249)(250).
Otherwise, access is provided without specific notification (244).

Message Boards, Notification of Message Board Activity, Message Board Anonymity

[0147] Moreover, a system 10 may also be provided with the feature of a message board

that may be utilized to provide communication between client organizations 14 and reporters 16.
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If desired, the system 10 may be provided with the capability of providing electronic
notifications to CPUs 22 of the client organization 14 that there is new message board activity.

[0148] In one example, a system 10 isprovided with amessage board that permits client
organizations 14 to communicate with reporters 16 vis-a-vis message boards. This provides the
client organization 14 with the ability to ask further questions of the reporter 16, aswell as for
the reporter 16 to provide additional information or facts relating to the incident, all while
maintaining the anonymity of the reporter 16.

[0149] The process of notifying CPUs22 of client organization 14 of activity on the message
board related to aparticular incident may be provided utilizing amanner similar to that described
above with reference to FIG. 13. Specifically, after the client organization 14 has set up or
selected particular recipients to receive notifications of message board activity, then thereafter
when areporter 16 posts a message to amessage board related to aparticular incident report, the
system 10 automatically notifies the CPUs 22 of the client organization 14 that a message
posting exists.

[0150] E-mail notifications 252 of message board activity can aso be sent to reporters 16 if
the reporter 16 selected an anonymity level where the reporter 16 provided the administrator 12
with an e-mail address of the reporter 16. An example of such an e-mail isillustrated in FIG. 15,
wherein an e-mail notification 252 is sent to areporter 16 (in this example shown as
"Jake@yahoo.com”) and the subject line 251 identifies that "your organization has posted a

message." The notification e-mail 252 may include an incident number field 253 which displays
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the incident number, aswell astext indicating that the reporter's 16 client organization 14 has
posted amessage in response to the incident report.

[0151] In cases where the reporter 16 has chosen to remain completely anonymous to both
the client organization 14 and the administrator 12, a message board may be provide that is
accessible to the anonymous reporter 16 whenever the anonymous reporter 16 checks the report
status. In one example, administrator 12 provides, as part of the reporter's portal, a status button
that permits the reporter 16 to check the status of the incident report which they filed. FIG. 16
illustrates an example of a computer display screen having a status button 255 that areporter 16
may select in order to view report status; and upon activating the status button, in one example, a
computer display screen, such as shown in FIG. 17, isprovided that has an access number field
259 for querying the reporter 16 for an access number (which was previously provided to the
reporter 16, see FIG. 9) aswell asafield 258 for querying the reporter 16 for their follow up
password (which was previously specified by the reporter 16 as part of the report they submitted,
see FIG. 8).

[0152] In FIG. 18, an example of amessage board 261 isillustrated, wherein a series, set, or
string of messages related to an incident report are displayed for viewing by the reporter 16. As
shown in the example of FIG. 18, a computer display screen may be provided with messages
from the client organization 14 (262) to the reporter 16, aswell as messages from the reporter 16
to the client organization 14 (263). In one example, the messages from the client organization 14
to the reporter 16 may identify the author of the client organization's 14 message 264, aswell as

a date/time stamp 265. Asshown in FIG. 18, the reporter's 16 anonymity is maintained, asthe
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message board 261 does not display identifying information about the reporter. In one example,
each message may be provided with adisplay field 266 indicating whether the particular
message is "attorney work product.”

[0153] In one example, when the corporation posts amessage to the message board 261, the
message isinternally tagged with the CPU's 22 user 1D, which isused later for audit trails and
historical recordkeeping (not shown). The message may then be posted to the message board,
and when the reporter 16 views the message, the CPU's 22 name is not displayed on the message
board, but instead the author is displayed as "your organization” or the like. If the reporter 16
replies to the CPU's 22 message, then an event of aposting will spawn the appropriate e-mail
notification back to the client organization 14.

[0154] In another embodiment, the name of the client organization's 14 author of amessage
may be withheld in the message board 261 when viewed by the reporter 16, so that the identity
of the specific individual at the client organization 14 who is posting amessage is anonymous to
the reporter 16. FIG. 19 illustrates an example of a computer display screen wherein amessage
board 270 isprovided that does not display the name of the CPU 22 who posted the message to
the reporter 16 271. FIG. 19 isthe message board view 270 from the perspective of the reporter
16; preferably, the view of the message board from the client organization's 14 perspective
would display the CPU's 22 name who authored the particular message on behalf of the client
organization 14, such asin the example of FIG. 18. Hence, by providing amessage board for
anonymous communications between areporter 16 and a client organization 14, embodiments of

the present invention may provide for further investigation and follow-up of an incident report.
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The client organization 14 may also use the message board to communicate other facts or datato
the reporter 16, such asthe status of the investigation into the reported incident.

[0155] FIG. 20 shows aflowchart for one example of the posting of message to a message
board. A message isposted by either areporter 16 (276) or a CPU 22 user (CPU) 22 (283), by
opening the message board, creating the message with subject line, and saving the text. The
message may either be an original message, or areply to an existing message. |f the message
was saved by the reporter 16, then the system 12 automatically sends notification to the CPU 22
if the CPU 22 belongs to auser group with the notification level of "All Emails' for that specific
incident type (291) or if the CPU 22 is at the organizational super administrator (OSA) level,
then the OSA 467 automatically receives the e-mail notification if the user record flag is set to
"al emails' (294). However, if the OSA's user record flag is set to "initial/audit emails only"”,
they will not receive message board notifications (292). If the message was saved by the CPU
22, the notification is sent automatically to the reporter 16 if the reporter 16 provided an email
address in their contact information contained in the database (e.g., Confidentiality Table) (281).
A notification is aso sent to the CPUs 22 (except for the author of the message) if the CPU 22
belongs to auser group with the notification level of "All Emails’ for that specific incident type.
A notification is also sent to the OSA level users, if the OSA user record has the notification
level of "All Emails’.

[0156] In the case of investigatory notes message board postings amessage is posted by the
CPU 22 by opening the message board, creating the message with the subject line, and saving

the text to the database. The message may either be an original message, or areply to an
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existing message. Notification is sent to the CPUs 22 (except for the author of the message) if
the CPU 22 belongs to auser group with the notification level of "All Emails' for that specific
incident type. A notification is also sent to the OSA level users, if the OSA user record has the
notification level of "All Emails." Intheillustrated example, reporters 16 do not have access to,
or receive notification about investigatory notes message postings.

[0157] Asillustrated in the flowcharts of FIGS. 21 and 22, amessage board, or method to
create and save information, isprovided for the both the reporter 16 and the client participant
users 22, and is entitled "Talk to Your Organization” (from the reporter's 16 view when
checking status of their report) and "Talk to Reporting Party" from the CPU's 22 view in
reviewing a specific incident report. The input screen is designed to capture text for the purpose
of recording communications between the reporter 16 and the client organization 14. Such
communications may include questions about the incident, additional information provided as
part of the report, or resulting conclusions reached by the client organization 14. Additionally,
the client organization 14 may use this message board to offer additional contact information to
the reporter 16 for direct one-on-one communications between the parties by putting such
information in the body of a message.

[0158] In one example, FIG. 21 illustrates how areporter 16 may create an original message
or reply to amessage in amessage board. For example, the reporter 16 may log into the report
by selecting the "Go" button in the report status section of the main (home) web page of the
system. The reporter 16 isprompted for their report ID number and the persona password they

provided and was saved by the system 10 when submitting their report (300). The reporter 16
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selects the button titled "Talk to Your Organization” by moving the on-screen cursor over the
GUI button and performing amouse click operation to open the message board (302).

[0159] A new window opens which displays any existing messages, listed by subject,
original message author, and showing the number of replies, the author of the most recent reply,
and the date of the most recent reply (or date of the original message submission if no replies
exist). Inone particular embodiment, the author of each message and/or reply is displayed as
"Your Organization" for any messages or replies saved by CPUs 22, and displayed as "reporter”
for any messages or replies saved by the reporter 16. If the reporter 16 desiresto add anew
message to the message board, the reporter 16 moves the on-screen cursor over a GUI button
tittled "New Dialog" and performs amouse click operation to open anew message creation
window. If the reporter 16 wants to respond to an existing message or just view an existing
message (308), the reporter 16 simply clicks on the message in the message board (306). In the
illustrated embodiment, the manner in which amessage is authorized isthe same for both a new
message and replying to an existing message.

[0160] The new window contains an alert to the reporter 16 about the system time-out
provisions, an entry field for the subject of the message and an entry field for the body of the
message. In one embodiment, the system times out after 20 minutes. The reporter 16 enters the
subject line and message text (312)(320). An optional spell-check button is available, and when
selected, will process the text entries against a standard spell-check dictionary, prompting the

reporter 16 for response to any non-matching text in order to correct spelling as needed.
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[0161] In one example, once the text of the message is entered, the reporter 16 has two
options available: save the message to the message board or cancel the message. A "save" GUI
button is available to save the entered text (326). |If the message is saved, the message will be
shown in the message board with atime and date stamp and the author isidentified as "reporter”.

Once saved, the message is not alterable in any way by any party. A "cancel” GUI button is
also available to not save the entered text and therefore exit the message and close the new
window (324).

[0162] The message author is saved as "reporter” for view by either the reporter 16 or the
CPU 22. Any messages or replies authored by CPUs 22 are labeled as "Y our Organization™ for
viewing by the reporter 16. Therefore, the anonymity of the reporter 16 is protected asno
contact information from the database (e.g., Confidentiality Table) is displayed within the
message board. The anonymity of the CPUs 22 is also protected as no identifying information is
provided about the CPU 22 to the reporter 16.

[0163] In another example, FIG. 22 illustrates how a CPU 22 may create an original
message or reply to amessage in amessage board. The CPU 22 logs into a specific report and
enters his unique username and password (328). For example, the CPU 22 may choose the
report from alist or from ahyperlink in an e-mail notification. The CPU 22 then moves the on-
screen cursor over either the GUI button "investigatory notes® or the GUI button "talk to
reporting party” and activates amouse click (330). Choosing "talk to reporting party” takes the

CPU 22 to the message board for the particular report.
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[0164] In one embodiment, anew window opens which displays any existing messages,
listed by subject, original message author, and showing the number of replies, the author of the
most recent reply, and the date of the most recent reply (or date of the origina message
submission if no replies exist). In one particular embodiment, the author of each message and/or
reply isdisplayed as "Y our Organization” for any messages or replies saved by CPUs 22, and
displayed as "reporter” for any messages or replies saved by the reporter 16.

[0165] If the CPU 22 desires to add anew message to the message board, the CPU 22
selects a GUI button titled "Talk to Reporting Party” to open anew message creation window. |f
the CPU 22 wants to respond to an existing message or just view an existing message
(348)(352), the CPU 22 simply clicks on amessage in the message board. In the illustrated
embodiment, the manner in which amessage is authored is the same for both anew message and
replying to an existing message.

[0166] The new window contains an alert to the CPU 22 about the system time-out
provisions, an entry field for the subject of the message, and an entry field for the body of the
message. In one embodiment, the system times out after 20 minutes. The CPU 22 enters the
subject line and message text (334)(354). An optiona spell-check button is available
(336)(354), and when selected, will process the text entries against a standard spell-check
dictionary, prompting the CPU 22 for response to any non-matching text in order to correct
spelling as needed. An optional attorney work product option is also available that internally
marks the message as attorney work product (336), meaning such a designation isnot visible to

the reporter 16 but may be used internally in any manner.
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[0167] In the illustrated embodiment, once the text of the message is entered, the CPU 22
has two options available, either save the message to the message board or cancel the message.
A "save" GUI button is available to save the entered text (356). In the illustrated example, if the
message is saved, the message will be shown in the message board with atime and date stamp
and the author isidentified as ™Y our Organization”. A warning displays to the CPU 22 that the
reporter 16 will be sent the message, thus asking the CPU 22 if he still wants to send the message
(342)(360). Once saved, the message isnot alterable in any way by any party (346). The CPU
22 may reply to original messages or reply to replies of messages (364). A "cancel" GUI button
is also available to not save the entered text and therefore exit the message and close the new
window (340)(358).

[0168] The message author is saved as "Your Organization" for view by the reporter 16 and
with the CPU's 22 name for the other CPUs 22 of the organization. Any messages or replies
authored by CPUs 22 are labeled as "Y our Organization” for viewing by the reporter 16. The
anonymity of the CPU 22 is protected as no identifying information is provided about the CPU
22 to the reporter 16.

M anagement Functions

[0169] In another embodiment, system 10 may be provided with a control for permitting
CPUs 22 to assign or remove particular individuals from the anonymous reporting system 10.
FIG. 23 illustrates an example display screen listing each authorized CPU 22 (370) to receive
and handle incident reports as listed, aswell astheir privilege level 372. In one example, OSA

privilege level provides organizational super administrative level and can be used to define the
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distribution of incident reports. An organizational manager privilege level (OM), in one
example, provides all of the same privileges as an OSA, but does not receive automatic
notification of every incident. An organizational administrative level (OA) provides for data
entry, and aprivilege level of adesignated recipient (DR) can be utilized to specify individuals
who are designated to receive incident reports, such as chief financial officers, senior managers,
etc. Read only privilege levels (RO) can be provided for individuals who may read incident
reports but cannot write data related to such reports within the system. Asshown in FIG. 23, for
each user, an active display field 374 can be provided which indicates whether the particular user
is active, and a control 376 can be provided for enabling or disabling an account of a particular
CPU 22 of aclient organization 14, as shown in FIG. 24.

[0170] Generally, when anew client organization 14 establishes an account with the
administrator 12 in the system 10, during the client setup process, an OSA or administrator is
established which permits the OSA to set up other CPUs 22. The OSA can define organizational
structures and distribution of incident reports as desired. Further, particular incident types can
be assigned to certain individuals, for instance, if desired, discrimination incident types could be
assigned to the client organization's 14 EEOC manager.

[0171] Organizational structures can be defined with unlimited multiple tiers to facilitate
organized automated distribution of incident reports asthey arereceived. For instance, aclient
organization 14 can set up tiers in tier fields 378, including regions 380, territories 382, districts
384, locations 386 or by other tiers as desired by the corporation (see FIG. 25). In one example,

the tiers may be used to specify automated distribution of received incident reports based on user
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groups as shown in FIGS. 26 and 27. In FIG. 26, for example, the audit committee is provided
with adistribution control display button 388 wherein the screen 390 of FIG. 27 may be
displayed to show the distribution tiers for reports that will be sent to the audit committee. FIG.
27 shows an example of a completed tier structure with selections for a specific user group - in
effect, FIG. 27 shows the various locations that, if involved or specified in an incident report,
will have such incident reports distributed to the audit committee. In other words, reports from
these specified locations are sent to the audit committee. In this manner, embodiments of the
present invention can specify the locational sources that aparticular user group will receive
incident reports. In the example of FIG. 27, the audit committee receives reports from all
locations in the East District 396 except from the Denver location. The checkboxes on each
region 392, 394 permit the client organization 14 to specify the automated distribution of
incident reports received from particular locations to a particular user group, such asthe audit
committee in this example.

[0172] A's shown above, with respect to FIG. 14, distribution of incident reports may also be
governed by the incident type, such that particular user groups receive incident reports that relate
only to a specified one or more incident types.

[0173] FIG. 28 illustrates an example of an incident summary or view page 400 that may be
presented to a client organization 14 indicating the incident internal report number 401 and the
incident type 403, in accordance with one embodiment of the present invention. The view page
may include general information about the incident 402, controls for amessage

board/investigatory notes 404, a status change log 406, a display of users assigned to the incident
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aswell asrelated controls 408, and an incident view log 410 showing the CPUs 22 which have
reviewed the incident. Controls 412 may also be provided for updating the incident report data.
For instance, in one example, the client organization 14 can revise or reassign the reporter's 16
designated incident type, location, or organization, and the software will permit such an update
while maintaining the original data entered by the reporter 16. Asshown in FIG. 28, for
instance, the original incident type 414 was selected by the reporter 16 as "customer
mistreatment,” and the current incident type 416 has since been reassigned to "accounting
misrepresentation,” and both the original 414 and current 416 incident types are displayed in the
incident information pane 402 that is displayed. Permitting a CPU 22 to reassign or update the
incident type, location, or organization may be useful for anumber of purposes, including
improving the accuracy of the incident report and the subsequent actions taken by the client
organization 14. Because the software maintains the original data entered by the reporter 16, the
integrity of the initial incident report as entered by the reporter 16 ismaintained. In one
example, when an update to afield of an incident report (such astype, location, organization) is
made, the CPU 22 is asked to specify and enter areason for the change.

[0174] In another embodiment of the present invention, a system 10 may be provided
wherein access rights to aparticular incident report may be selectively controlled. Asshown in
FIG. 29, aset of controls 418 may beprovided for aplurality of corporate representatives in
order to enable the addition of CPUs 22 to view a specified report, and in one example, areason

for adding aparticular corporate representative isrequired to be specified for audit and tracking
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purposes. In one example, the date/time that auser was added or removed is also tracked for
audit purposes.

[0175] FIG. 30illustrates a CPU 22 adding auser to system 12 by moving the on-screen
cursor over the "users' link in the enterprise portal and activating amouse click operation. In one
example, a CPU 22 may create auser record and access level (429) so asto add auser to the
system 10. In one particular operation, the CPU 22 clicks on the "Users" link in the Enterprise
Portal, and the system opens anew page displaying all the current CPUs 22. The CPU 22 then
clicks the "Add" button and the system 10 opens anew page. The CPU 22 enters the user's
name, username (for login purposes), position, and contact information, and saves the change.

[0176] The CPU 22 then determines if the individual user should have automatic
distribution of reports (431). If so, the CPU 22 adds the user to auser group (439), as described
herein. If user does not get automatic notification of reports, the CPU 22 determines if user
should have access to an individual report (433).

[0177] Continuing with the example of FIG. 30, an individual user isto have access to an
individual report, CPU 22 must grant the user access to the report. To do so, for example, the
CPU 22 opens the individual report (435). Within the report, there is abox titled "Users
Assigned to Incident” displaying each user who has access to that report. The CPU 22 moves
the on-screen cursor over the "Grant/Remove Access’ GUI button within the user assigned to
incident box and performs amouse click operation. In response to the mouse click operation, the
system 10 then opens anew page that displays alist of al users within the organization. The

CPU 22 then checks the user to add to access the report, provide areason for granting access,

50



WO 2007/127881 PCT/US2007/067566

and save the change. The system 10 notifies the new user via email that he has been granted
access to the report (437).

[0178] In FIG. 31, if auser receives automatic access of the report, the CPU 22 may remove
access to the report (441). To do so, for example, the CPU 22 opens the individual report.
Within the report, there isabox titled "Users Assigned to Incident” displaying each user who
has access to that report. The CPU 22 moves the on-screen cursor in the GUI over the
"Grant/Remove Access' button within the Users Assigned to Incident box and performs amouse
click operation. The system 10 opens anew page showing the list of all users within the
organization. The CPU 22 unchecks the box by the user's name, provides areason for removing
access, and saves the change (445). In one example, the system 10 does not send any
notifications to the user, but it will deny access of the report to the user (447).

[0179] FIG. 32 shows one example of removing auser from system 10. To remove auser
from the system 10, the CPU 22 opens the user record for that individual, accessed through
clicking on the "Users" link in the Enterprise Portal. The CPU 22 then clicks on the box next to
"Active" to delete the checkmark from the box and saves the change.

[0180] Asillustrated in the flow chart of FIG. 33, the CPU 22 may create a user record for
each individual who may have access to the system 10. User records includes, name, title,
contact information, and in one embodiment one of five privilege levels.

[0181] In the illustrated example, the top Privilege Level is Organizational Super-
Administrator (OSA). The OSA gets automatic notification for every report, access to all

reports, creates and configures the organization and users within the enterprise portal. The next
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Privilege Level is Organizational Manager (OM). The OM has the same privileges asthe OSA,
but does not receive automatic notification of every report. The next Privilege Level is
Organizational Administrator (OA). The OA may create the organizational configuration, but
cannot affect distribution and does not receive reports unless he also assigned to auser group.
The next Privilege Level isDesignated Recipient (DR). The DR receives notification of reports
if heisassigned to auser group, has access to those reports, and cannot affect any organizational
configurations or any other settings within the System. The final Privilege Level is Read Only
(RO). The RO hasview-only accessto reports if heis assigned to access them in auser group.
It should be appreciated that any number of privilege levels may be created, and therefore, the
fiveillustrated in FIG. 33 are not intended to be limiting in any way.

[0182] To set the privilege level, the CPU 22 must then open the user record for the user, by
moving the on-screen cursor over the users link in the enterprise portal and performing amouse
click operation. In response to the mouse click operation, the system 10 opens anew page
listing all of the users, which allows the CPU 22 to click on the name of the individual user to
change his/her privilege level hewants to affect. The CPU 22 must then click on the
corresponding privilege level in the user record and save the change.

[0183] Asshown in the flow chart of FIG. 34, the administrator 12 first determines if a
client organization 14 has previously been created for the client (475). If not, the system 10
directs the administrator 12 to anew page to create an organization profile for the client

organization 14 {All). More specifically, in one particular embodiment, the CPU 22 clicks on
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the "Organization Profile" link in the enterprise portal, and the system 10 opens anew page that
allowsthe CPU 22 to enter the organization's contact information and save the changes.

[0184] After the administrator 12 creates the organization profile, the CPU 22 determines if
locations have been added to the client organization 14 (479). If not, the system 10 directs the
CPU 22 to add locations for the client organization 14 (481), including an address and time zone
for each. In one example, the CPU 22 enters the new screen by clicking on the "L ocations’
button from the Enterprise Portal. The CPU 22 then adds the location name and address for the
client location and saves the changes.

[0185] The system then allows the CPU 22 to define Tier Levels for the organization (483).
In one embodiment, the CPU 22 selectsthe "Tiers" link from the enterprise portal. The CPU 22
may define the number of tiers and name each tier, based on region, division, or other sub-groups
of the organization (485). For example, the CPU 22 might name each region in the tier as East
Region and West Region. Then, the CPU 22 might name each division in thetier as District 1,

District 2, and District 3.

[0186] The CPU 22 may then determine whether an client organization's 14 location is
associated with the lowest level of atier (487). For example, if Location A, Location B, and
Location C are associated with District 1, then the CPU 22 assigns each location accordingly to
District 1. The CPU 22 then assigns each tier in the structure to the next higher level (491). For
example, the CPU 22 will assign District 1 and District 2 (with each district's corresponding
assigned locations) to East Region. The CPU 22 will continue the assignments all the way to the

top Organization level (493).
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[0187] FIG. 35 illustrates one example of revising areport distribution while maintaining
the original. Thereporter 16 creates anew report which is saved by the system 10 (495). The
system sends notification emails to the CPUs 22 who have access to the report as defined by user
group settings (497). Depending on the privilege level of the CPU 22, the CPU 22 may revise
the incident type, organization, or location that was identified by the reporter 16.

[0188] If the CPU 22 has aprivilege level of OSA or OM, the CPU 22 may modify the
incident type, organization, or location from the original settings identified by the reporter 16 in
the report (505). In the illustrated example, if the CPU 22 isaDR, OA or RO privilege level, the
CPU 22 may not modify the report (503). To modify the report, the CPU 22 opens the report,
which contains abox titled "Update Incident.” 1n one embodiment, the box contains five
parameters which may be modified: "Organization,” "Location," "Incident Type,” "Priority" and
"Status." For example, from a drop-down menu, the CPU 22 may select (1) any of the client's
pre-defined organization levels, (2) any of the client's pre-defined locations and (3) any of the
client's pre-selected incident types. The CPU 22 savesthe changes (51 1).

[0189] The system 10 savesthe origina data entered by the reporter 16, and retains the new
data entered by the CPU 22. The system 10 then reviews the user group distribution matrix and
grants new access and/or sends an email notification to any new users who should receive access
to the report based on the new data entered by the CPU 22 (513). The system 10 disables access
to the report to any users who do not have access based on the distribution criteria entered by the

CPU 22 (515).
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[0190] The system 10 will display both the new modifications and the original data entered
by the reporter 16 for any CPU 22 to view (517).

[0191] Asillustrated in the flow chart of FIG. 36, in one example, the reporter 16 submits a
report to the system 10 and the report is stored in a database (519). The System 10 sends
notification emails to the users included in the user groups who are designated to have access to
the report based on user group settings, such as location, incident type, and privilege level to
name afew (521). If aCPU 22 enters the report and determines that another organizational
member, who does not have automatic access, should receive the report, then the CPU 22 may
grant access for the individual report (523).

[0192] Inillustrated example, if the CPU 22 has an OSA or OM privilege level (525), the
CPU 22 may grant access to the report. For example, when the CPU 22 opens the report, the
system may display atable titled "Users Assigned to Incident." In this example, this table has
two columns listing every organizational user and his corresponding client organization 14, who
has automatic access to view the report. The CPU 22 may then move the on-screen cursor over
the "Grant/Remove Access' button at the bottom of the table in the GUI and activate a mouse
click operation. In response to the mouse click operation, the system 10 may open anew page
displaying atable with the names of all CPUs 22. The CPU 22 may then click on the check box
next to each name to grant access to anew user (541), and also provide awritten reason for the
change. The system 10 stores the reason, date, and time of the change permanently within its
audit log (543). The system 10 may be configured to automatically send an email notification to

the new user who has been granted access to the report (545).
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[0193] In one example, if the CPU 22 desiresto grant access to areport to anew user who is
not previously created for the client, the CPU 22 selects the Users link from the Enterprise portal
(537). The CPU 22 creates anew user record for the new user and savesthe data. The CPU 22
re-enters the report, and grants access to the new user by utilizing the above-described methods
(539).

Graphical and Analytical Display Tools

[0194] In another embodiment of the present invention, various graphica and statistical
displays of incident report data may be provided to both the client organizations 14 and/or the
administrator 12, if desired. These graphical and statistical displays help provide the client
organization 14 with the ability to analyze trends or hot points within its organization structure.
In one example, historical datamay be viewed graphically, based on categories of incident types,
report status, aging of active reports, aging of active reopened reports, closure rates of non-
reopened reports, closure rates of reopened reports, frequency of reporting over time, and
location. FIG. 37 illustrates an example of alisting 600 of the types of reports that may be
generated, if desired.

[0195] In one example, controls may be provided so that a CPU 22 may view data based on
the organization, a date range, an incident type, or areport status. In FIG. 38, controls for each
of these parameters are provided which effectively filter the data presented based upon the
selection of one or more particular filter parameters. In FIG. 38, adisplay of historical data 604
for aone-year period of time based on location isprovided. This example shows that between

the dates of 4/21/2005 and 4/21/2006, there were five "acceptable use violations" in various
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locations of the organization. The incident list 608 provided includes the internal report number
610 (shown as an incident number), the date the report was entered 612, the status of the report
614, aswell asthe location related to the report 606. Such adisplay assists the client
organization 14 to examine the types of incidents that are being reported at various locations
over specified periods of time. The display of historical datamay be filtered using an incident
type filter 616, a date control filter 618, an organization control filter 620 and a status filter 620
to further limit the useful information displayed.

[0196] In another embodiment, akeyword search 622 may be provided as afilter parameter,
so that aclient organization 14 can look for incident reports that include certain keywords, such
asthe keyword "gun" as shown in FIG. 39. An entity control 624 may aso be provided for
allowing aclient organization 14 to filter data across organizations including parent
organizations and subsidiaries thereof, as shown in FIG. 40. An example of an incident type
data filter 626 is shown in FIG. 4 1that includes a drop down menu listing aplurality of incident
types, aswell as acontrol for each incident type to alow the CPU 22 to select or deselect
particular incident types for historical display purposes.

[0197] In another embodiment, a CPU 22 may view statistical information regarding
incident reports. In FIG. 42, ahistogram 628 is shown which illustrates the number of reports
filed each month during the first four months of 2006 which satisfy the filter parameters
specified in this example. In one example, each vertical column display is an active link 630 to
greater detail data, as shown in FIG. 43, which shows a greater amount of the timing of various

incident reports that were filed during the month of February 2006. The columns in FIG. 42 may
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also be active links to greater detailed information, for instance the user may select the February
14 date in FIG. 43 and, in one example, may be presented with the data from one of the two
incident reports 632 that were filed on February 14, as shown in FIG. 44. Preferably, the
incident reports are viewed as read-only when displayed through an analytical, graphical or
statistical tool. Hence, embodiments of the present invention may be provided with graphical
display tools for displaying statistical data or historical datarelating to incident reports, in such a
manner that if auser desires, the detailed report may be provided as an end point to the data
display.

[0198] In addition, pie charts can be utilized to display graphical representations of incident
reports by incident types, status, or age of reports, as desired. Examples are shown in FIGS. 45,
46, 47 and 48.

[0199] FIG. 45 illustrates an example of a graphical representation (pie chart) of active
incident reports by type 634 and by status 636. Through such adisplay, a CPU 22 or other user
can easily view the number of different incident types of incident reports received by aparticular
entity. An incident type key 642 may aso be displayed, and the pie chart and key are preferably
color-coded. In one example, each of the slices or portions of the pie-chart represent a different
incident type 638, and each of the dlices or portions of the pie-chart are active links 640 which
when selected will activate adisplay of alevel of more detailed information relating to the
particular incident type selected.

[0200] In another example, a pie-chart can be displayed that is divided up based on the

current status of incident reports (e.g., reviewed, re-opened, action pending, new, etc.). In one
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example, each of the dlices or portions of the pie chart represent a different incident report status
644, and each of the dlices or portions of the pie-chart are active links 646 which when selected
will activate adisplay (such asin FIG. 46) of alevel of more detailed information relating to the
particular incident report status.

[0201] Each segment of the chart, whether displayed as apie chart or bar chart, is an active
link, allowing the CPU 22 to view the specific incident types, by location, which are represented
by that segment; and then afurther active link from the incident type listing to aread-only
version of the actua incident report.

[0202] FIG. 46 illustrates adisplay of anumber of reports by location from the pie segment
selected from FIG. 45, as FIG. 46 shows afirst layer of "drill-down" information. In FIG. 46, a
list of locations 650 is displayed along with the corresponding number of incidents related to
each location 652. In one example, each location listed in FIG. 46 has a control for expanding
the information 654 relating to each location, and in this example the information which may be
selectively displayed beneath each location includes the incident types 656, dates of incident
658, and incident number 660 as shown in FIG. 47. Asshown in FIG. 48, aCPU 22 may then
view, in read-only display 662, any or the particular incident reports listed in FIG. 48.

[0203] In one example and as shown in the example computer display screens of FIGS. 46
and 47, these displays can aso be provided with one or more filter controls, such as data range
controls 655, incident type filter controls 657, status filter controls 659, and entity filter controls
661. These controlsg/filters can be used by the CPU 22 for specifying parameters in order to

display datathat isrelevant or important, for instance when performing trend analysis.
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Investigatory Notes

[0204] In another embodiment, a system 10 may also be provided with an ability to create
and log investigatory notes by a client organization 14, and to designate those investigatory notes
as attorney work product. In one example, investigatory notes may be entered into the system in
the same manner illustrated and described with respect to the flowchart of FIG. 22. FIGS. 49
and 50 illustrate examples of computer display screens, wherein FIG. 49, an investigatory note
screen 700 is provided which has a subject field 704 abody portion 702 for entry of the
investigatory notes, and an attorney work product designation control. The attorney work
product designation control 706 permits the CPU 22 to indicate whether the particular
investigatory note is attorney work product, and when the investigatory note is saved by the
system 10, the attorney work product designation control isread by the system and saved as an
attribute for each message, stored permanently. In one example, messages or investigatory notes
are permanently stored and cannot be altered once posted. Such messages or investigatory notes
may be "write once, read many" datatypes. FIG. 50 illustrates that the message posted by the
CPU 22 has been designated as attorney work product by setting the attorney work product field
708 set astime.

Aliases for Client Organization's Name

[0205] A system 10 may also be provided with afeature that permits areporter 16 to enter
an alias of aclient organization 14 name when preparing an incident report. The establishment
of aliases permits the client organization 14 to make it easier for areporter 16 to specify the

client organization 14, through the use of alternative names of an organization. For instance, if
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the formal client organization 14 name is MySafeWorkplace, the client organization 14 could
establish an alias or nickname for that client organization 14 asMSW. Generaly, this capability
may be provided and established through the client organization's 14 enterprise portal during
setup or as aproperty, asthe organization can define one or more aliases for the organization's
name. Once the aliases have been established, in the report intake portal, an organization's
search field is displayed to the reporter 16, and the reporter 16 enters the formal client
organization 14 name or the alias or nickname for the client organization 14. The characters
entered by the reporter 16 may then be searched against the literal names stored in the databases
15, aswell as against all of the aliases stored in the databases 15. Conventional search
algorithms may be employed as desired. FIG. 51 illustrates an example of adisplay screen
wherein the reporter 16 enters data into a client organization 14 name/alias field 710 and in
response, the computer display shows a drop-down list 712 of the hits that are generated so that
the reporter 16 can select the proper entity which it desires to make an incident report on.

Log of Views of Incident Reports

[0206] A system 10 may also beprovided with a"view log" tracking feature wherein alog
ismaintained of each individual that has viewed areport, aswell as atime and date stamp when
that viewing occurred. In one example, when the software received arequest from auser (such
asa CPU 22 or the reporter 16) to view the report, the software writes the user ID, the report ID,
and the data and time stamp to alog table. In one example, the software maintains a single table
that stores all incident report views and all access to incident reports, and such data may be

stored sequentially and linearly and indexed by the report ID, if desired. This feature provides
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an audit trail interms of individuals who have reviewed a particular incident report. FIG. 52
illustrates an example of a computer display screen wherein an incident view log is shown
associated with aparticular incident report. The incident view log, in one example, includes a
listing of each time aparticular incident report was viewed, and may include auser field
specifying which user (or an anonymous reporter 16) viewed the reports, and atime and date
field indicating when the particular user accessed the incident report. A depth control may also
be provided which permits the CPU 22 to control the depth of the log that they are viewing. The
log may be displayed in chronological or reverse chronological order, or any other order desired.

[0207] FIG. 53 illustrates an example of aview log operation that may initiate after user
accesses system 10 as described in FIGS. 6A and 6B. In one embodiment, if the user isthe
reporter 16, he accesses the system 10, subsequent to filing the report, by selecting the "Check
Status" button on the home page 724. Typically, upon selection, the system 10 immediately and
permanently saves the date and time when the reporter 16 re-enters the report in a database 728.
The view log does not display the date and time stamp to the reporter 16 (730).

[0208] In another example, if the user isthe CPU 22, he accesses the system 10 by moving
the on-screen cursor over the hyperlink contained in the email notification and performing a
mouse click operation or by accessing the client-specific webpage. For either operation, the
system 10 immediately and permanently savesthe date and time when the CPU 22 views the
report. The date and time stamp istypically saved using the CPU's 22 individual name (734).

[0209] Typically, the system 10 displays the view log for CPU 22, but not the reporter 16,

under the title "Incident View Log." In one example, the View Log has two columns:. (i) "User"
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which lists the names of the CPUs 22 who viewed the report and "reporter” to identify the
reporter 16 when he has viewed the report, and (ii) "Date/Time" which lists the corresponding
date and time that the user viewed the report.

Spell-checking for Report Input

[0210] A system may also be provided with spell check functionality for each report input.
For instance, spell check functionality may be provided to spell check the body of the report
details prior to areporter 16 finally submitting the incident report. Spell check functionality may
also be provided for each message board posting, prior to submission of aparticular message. In
one example, conventional spell checking may be provided with aU.S/English dictionary,
although other languages could be supported if desired. Moreover, specialized dictionaries, such
asmedical dictionaries, legal dictionaries, automotive dictionaries, or the like, could be utilized
aswell with the spell check, asdesired. FIG. 54 illustrates one example of a computer display
screen 740 wherein a spell check control isprovided for the reporter 16 prior to submission of a
report.

Automated Report Questions and Automated Follow-up Questions

[0211] In another embodiment, a system 10 may be provided with predefined or automated
report questions that are specific to particular incident types. Asdescribed above, the client
organization 14 or CPU 22 can specify the types of incidents that are available for areporter 16
to file an incident report on. In one example, when areporter 16 selects aparticular type of
incident to file areport on, the system 10 automatically selects a set of questions that are

specifically tailored to the particular incident type selected by the reporter 16. In this way, the
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system 10 adapts the questions posed to the reporter 16, and thereby permits more relevant
information to be obtained from the reporter 16 with respect to the particular incident type. In
one example, the incident type will dictate which questions are used and presented to the reporter
16. Questions may be defined in database 15 and associated with different incident types which
aretied to aparticular organization.

[0212] For instance, FIG. 55 illustrates an example of aplurality of different incident types

742 that may be presented to areporter 16 for selection when making an incident report. The

incident types include "accounting error,” "accounting misrepresentation,” "accounting
omission," and could include various other types of incidents depending upon the
implementation. |f the reporter 16 selects "accounting error" asthe incident type, then in one
example, system 10 may display questions 746 related to the "accounting error” incident, as
shown in FIG. 56. If, however, the reporter 16 had selected an incident type of "workplace
violence," then different questions 748 related to workplace violence (and not to accounting
errors) would be displayed to the reporter 16, as shown in FIG. 57.

[0213] In another embodiment, a system 10 may be provided with automated follow-up
guestions that are displayed based on areporter's 16 input or responses to prior questions. In
one example, questions may be stored in the database 15 as having automated or smart follow-up
guestions, and if aparticular automated question is answered with afirst response, then the
software displays aparticular first follow-up question; and if such a question is answered with a

second response, then the software displays a second follow-up question, the second follow-up

guestion being different than the first follow-up question. FIGS. 58 and 59 show an example of
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automated follow-up questions, wherein in FIG. 58, the initial display screen 756 is shown, and
in FIG. 59, based on the reporter's 16 answersto afirst question, a subsequent set of questions

762 are displayed which ask for additional information. In this manner, the questions presented
to the reporter 16 are adaptive based on the input received from the reporter 16.

[0214] In accordance with the flowchart of FIG. 60, for one example, in the "system set-up"
section of the database, the administrator 12 creates incident types and definitions (766). This list
isthe master list of incident types that the CPU 22 may select from to determine what incident
types are alowed for their employees to report on. Typically, the administrator 12 creates
guestions and associates them with each incident type (768). A link isthen created between
incident types and associated questions within the system 10, typically in code by aprogrammer.

[0215] When establishing an client organization's 14 configuration in the system 10, the
CPU 22 selects incident types from the master list (770). They may also determine the order in
which incident types populate for their employees. For instance, workplace violence may be
their biggest concern so it isthe first option for employees to chose from.

[0216] When filing areport, the reporter 16 chooses from the incidents designated as
options from the client organization 14 (772). The report form is displayed and includes the
organization name and the incident type chosen (774). Asthe reporter 16 scrolls through the
guestions on the report form, only the questions associated with the chosen incident type are
displayed to the reporter 16 (776). The reporter 16 answers the questions in the form (778).

Depending upon the answer of the reporter 16, follow-up questions may populate the report. For
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example, an answer to the question "Did the incident or violation occur more than once?' may
populate the report with the follow-up question "How many times did it occur?"

[0217] Thereporter 16 completes the report and submitsit. The report is stored in system
database 15 and sent to appropriate CPUs 22 based on user group distribution matrix.

Selectively Enabling/Disabling Notifications regarding Report Activity

[0218] In another embodiment, a system 10 may be provided with a control to deactivate or
disable report activity notifications after initial notifications have been sent to CPUs 22. In one
example, CPUs 22 can be set up with access to reports without any notifications (i.e., accessto
reading reports without necessarily being notified of afiling of areport or of any message board
activity related to the report); or can be set up to receive notifications of the filing of incident
reports and any changes to those reports; or can be set up to have access to reports aswell as
receive notifications of incident reports and changes to such reports.

[0219] FIGS. 61 - 63 illustrate examples of client organization's portal and user groups with
notification attributes. In FIG. 61, the user groups 790 that have been defined for aparticular
client organization 14 are listed, and for each user group, particular incident types 792 can be
assigned for reporting to that particular user group. Further, incidents related to particular
locations 794 can be assigned or associated with a particular user group, and a designated
contact person 796 may be specified per user group. For instance, in the example of FIG. 61, the
"audit committee” has been assigned or selected to receive notifications of any incident reports

relating to 13 particular incident types (shown in FIG. 62), and one individua has been
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designated as a contact person for receiving notifications relating to the incident types assigned
for the audit committee.

[0220] In FIG. 62, alist of incident types 800 is displayed, with acontrol 798 for each to be
assigned or associated with the particular user group of "audit committee." For each incident
type, different notification controls may be provided so that auser group can define the type of
notification that they received with respect to specific incident types. An access only control
802 permits the user group to access an incident report, but not to receive any e-mail
notifications of the filing of incident reports or any related activity to the incident report specific
to aparticular incident type. A second control 804 may be provided that, when enabled,
provides the user group with e-mail notifications of the filing of an incident report and any
changes to the incident report thereafter, but does not include any e-mail notifications of
message board postings related to the incident report, in one example. A third control 806 may
be provided which, when enabled, provides the user group with e-mail notifications of all
activity relating to an incident report of aparticular type, including the filing of an incident
report, the change to an incident report, and all message board postings or other activity related
to the incident report.

[0221] If desired, on auser level for a CPU 22, a set of controls may be provided which
defines the notification properties for that user. FIG. 63 illustrates an example of a computer
display screen wherein acontrol 808 is provided to notify the particular user via e-mail of the

filing of incident reports and subsequent changes/audits of the incident reports; or for the user to
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receive notification of all e-mail messages relating to activity relating to an incident report,
changes/audits, and message board activity.

[0222] Asillustrated in the flow chart of FIG. 64, the CPU 22 creates user groups for
automatic distribution of reports based on predefined parameters, including incident types,
locations, and individual CPUs 22 (812). The CPU 22 clicks his mouse on the "User Groups®
link in the Enterprise Portal, causing the system 10 to open anew page displaying auser groups
table with columns for "User Group Name," "Incident Types," "Distribution,” "Users' and
"Active." The CPU 22 clicks on the "Add" button on the page to create anew user group.

[0223] The system 10 opens anew page which requires the CPU 22 to create the name for
the user group (for example, "Legal"). When the CPU 22 clicks "Save," the system 10 refreshes
the screen and includes the new user group name in the user group table. The CPU 22 then
clicks on the number under the incident types column (which the system defaults to 0), and the
system 10 opens anew page displaying al available incident types for the client. The CPU 22
then checks the box next to each incident type for which the user group should receive
notification. The CPU 22 may then select which notification type should relate to each incident
type (816).

[0224] In one embodiment, the three notification type options may be (i) "Access Only," (ii)
"Initial/Audit Emails Only," and (ii) "All Emails." The CPU 22 selects the notification type by
clicking in the corresponding button on the same page. The "Access Only" notification level
directs the system 10 to provide no notification of reports to the user group, but allows the CPU

22 within the user group to have access to an individual report when he logs into the System
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(820). The"All Emails' naotification type directs the system 10 to provide automatic email
notification to the users of the user group of al reports and activity and allowsthe CPUs 22 to
have access to all reports (828). The "Initial/Audit Emails Only" notification type directs the
system 10 to provide notification of all reports only for the initial notice that the report was
made, and any audit change to the distribution of the report, but not for message board or
investigatory notes activity (826). Further, it also provides the CPUs 22 within the user group
access to al reports within that incident type. Once selected, the system 10 refreshes the screen
to include the notification type information.

[0225] The CPU 22 then selects the icon under the Location/Distribution column and the
system 10 opens anew page displaying the client organization's locations. The CPU 22 click his
mouse on the boxes next to the locations to be associated with the user group. When the CPU 22
clicks "Save," the system refreshes the screen and includes the locations in the user group table.
The CPU 22 then clicks on the number under the users column (which the system defaults to 0),
and the system 10 opens anew page displaying all available users for the client. The CPU 22
then checks the box next to each CPU 22 who should receive notification within that user group.

Verification of Suspect Names and Access Blocking from Incident Reports

[0226] In another embodiment, a system 10 may include afeature to verify suspected
individuals involved with an incident report. In large organizations, there may be many
individuals who share the same last name, and accordingly, embodiments of the present
invention may include aname search and verification feature. Asdescribed above, the reporter

16 isasked to list individuals that may be involved in the particular incident. (See FIG. 65, for
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example, which includes fields for specifying suspects 832) In one example, the software, upon
receiving the data entered by areporter 16 that specifies a suspect, searches the database 15
against alist of CPUs 22 provided by the client organization 14 aswell astheir titles or
positions. Upon searching the database for the name entered by the reporter 16, the software
may confirm the suspected individual name by displaying the name and position/title of the
suspected individual to the reporter 16, as shown in the example of FIG. 66.

[0227] In FIG. 66, the display is provided with aconfirmation control 838, along with a
display of aname field 834 and title field 836 that permit the reporter 16 to confirm that the
suspected individual specified earlier (i.e., in FIG. 65) by the reporter 16 isin fact the
appropriate person to list as a suspected individual.

[0228] Asdiscussed above, if asuspected individual for aparticular incident report is also
in the e-mail distribution for the particular incident report (i.e., suspect isincluded in the client
organization's 14 access and notification parameters), in one example, the suspected individual
is excluded or removed from the e-mail distribution (i.e., removed from notification and access)
for the incident reports so that the suspected individual does not receive an e-mail notification,
have access, or receive any other information from the system 10 related to the incident report.
FIG. 67 illustrates a display 842 of an exclusion from receiving an incident report based on the
naming of aperson as a suspected individual by the reporter 16. In one example, the removal of
the CPU 22 from the e-mail distribution/notification and any other communications may be
logged by the system 10, asis shown in FIG. 68. In FIG. 68, alog entry may include aname

field 844 specifying the name of the CPU 22, an organization field 846 specifying the CPU's 22
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organization, an action field 848 specifying the action that was taken with respect to the
individual (i.e., removing this individual from the e-mail distribution), atime and date field 850,
an actor field 852 specifying who took the action, and areason field 854 that explains the reason
for the action.

[0229] In accordance with the flowchart of FIG. 69, for one example, the reporter 16 fills
out report, including "suspected individuals' section (860). The reporter 16 lists the first and last
name of the people they suspect to beinvolved. If they do not know one of the names, they enter
"unknown" in the suspected individuals section. The reporter 16 submits the report upon
completion.

[0230] The System searches for a direct match between those names listed and any CPU 22
in the database for that client organization 14 (862). Typicaly, the spelling of the names must
be an exact match, however, in another example, phonetic and frequently misspelled names may
also be searched. If the system 10 locates amatch between the suspected individuals listed by
the reporter 16 and a CPU 22 in the database, the system 10 will prompt the reporter 16 to
confirm the individual (862). A screen populates with any CPU 22 that matches the reporter's
16 entry in the suspected individuals section of the report.

[0231] Continuing with the example of FIG. 69, if the reporter 16 locates amatch in the list
provided as aresult of the search by system 10, the reporter 16 checks the box by the alleged
suspect's name (870). The reporter 16 then completes the report and submits it to the system 10
(872). Intheillustrated example, the system queries the organization, and more particularly, the

CPUs 22 of the organization (876).
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[0232] In atypical situation, the system 10 sends automatic email notifications and/or
access to CPUs 22 in accordance with user group distribution matrix. However, if the system 10
locates amatch between the confirmed suspect and one of the intended recipients of the reports
(as determined by the user group distribution matrix) (878), the system does not grant access or
send an email notification to the CPU 22 who was listed as the suspect (880). The CPU 22 does
not have access to any activity on the report, including initial email/access, message boards, or
audit emails and logs). The CPU 22 is disabled from the report. The system 10 automatically
logs the CPU's 22 removal from the report in the audit log (882). The removal of the CPU 22 is
date and time-stamped and lists removal as "automatically excluded from report.” CPU's 22
removal from report is also included in email notifications to OSA and OM (884). At the bottom
of the email notifications, it lists the CPUs 22 that still have access to the report.

[0233] The CPUs 22 are informed on the initial email notification and on the audit log that a
CPU 22 was denied access to the report (886). The OSA and/or OM may decide to reinstate
access to that person (888). If adecision ismade to reinstate, the OSA or OM opens the
particular report the CPU 22 was disabled from and click on "grant or remove access.” The
OSA 467 or OM selects blocked person's names and re-grant access. Email notification sent to
CPU 22 that was previously blocked. If the OSA and/or OM decide that they do not wish to
reinstate access, the CPU 22 remains blocked.

[0234] If the reporter 16 does not find amatch or confirm anyone from the list (866), the

report, once submitted, will go to all CPUs 22 based on the user group distribution matrix
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regardless of names submitted as suspects (868). The reporter 16 confirms amatch for the
system 10 to disable the CPU 22.

Change of Incident Types by Reporters

[0235] In another embodiment, the system 10 may be provided with a control for the
reporter 16 to change the incident type after drafting the reports but prior to submission of the
report. Preferably, when the reporter 16 changes the incident type, the software retains and
displays to the reporter 16 the datathat has already been entered by the reporter 16 which is
relevant to the changed incident type. In one example, the software provides for the reporter 16
to select the organization, pick the incident type and fill in or provide general information
regarding the incident. Asthe datais entered by the reporter 16, the datais saved to atemporary
location. If the reporter 16 decides to change the incident type from the initial type to a second
incident type, the software maintains the general information relating to the incident and pre fills
those fields in the report displayed to the reporter 16 with respect to the second incident type.
The software may also display specific questions relating to the second incident type. In one
example, a computer display isprovided with a control for changing the incident type by the
reporter 16. FIG. 70 illustrates an example of a computer display screen having acontrol for
changing the incident type 896, and in one example this control is displayed to the reporter 16
prior to the reporter's 16 final submission of the incident report.

Designation of Order of Incident Type Listing in Reporter's Portal

[0236] In another embodiment, a system 10 may be provided with a capability for CPUs 22

to designate the order of incident types asthey are presented to reporters 16 through the reporter
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portal, aswell as designate which incident types should be displayed whatsoever to the reporter
16. In one example, the default order of listing of incident types is alphabetical, and one or more
controls may be provided so that an client organization 14 or CPU 22 may specify a display
order that is something other than alphabetical. In FIG. 71, through the client organization's 14
enterprise portal, an incident type selection control 898 may be provided in a computer display
screen which permits aclient organization 14 to select or deselect aparticular incident type from
being displayed to reporters 16 through the reporter's portal.

[0237] For each incident type, an order control 900 may aso be provided wherein the client
organization 14 may specify the order in which the particular incident type will be displayed
relative to other selected incident types. For examplein FIG. 71, the client organization 14 has
selected substance abuse as the first incident type to be displayed, followed by sexual
harassment. As shown in the example of FIG. 72, which is asample display screen of a
reporter's portal 902, the incident types are listed with substance abuse first, followed by sexual
harassment, followed by the remaining selected incident types in alphabetical order.

Display of Stale Incident Reports

[0238] In another embodiment, a system 10 may be provided with afeature wherein the
administrator 12 can view alist of stale incident reports. In one example, stale incident reports
include incident reports that have been received but where no one from the client organization 14
has reviewed the report within a specified amount of time which renders the report "stale” (i.e.,
48 hours, although other amounts of time can be used depending upon the implementation). In

one example, the software may provide an administrator 12 with a stale incident report display
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control 903, as shown in FIG. 73, which provides alist of stale incidents 904 viewable by the
administrator 12. In one example, the stale incident report may include, for each incident report
which has not been initially viewed by aclient organization 14, an organization field 906 for
describing the name of the organization, an incident number field 908 containing the incident
number, adate and time field 910, an incident type field 912 that includes the incident type
specified by the reporter 16 in the incident report, and alocation field 914. In this manner, an
administrator 12 can be made aware of stale incidents, and may contact, if desired, a
representative a aparticular organization to inform the organization of the existence of an
incident report that has not been acted upon or read by the client organization 14. While in one
example, an incident report is deemed stale if no review of the report has occurred within 48
hours, it isunderstood that atime period of less than or greater than 48 hours may be utilized
depending upon the implementation. |f desired, adisplay of stale reports may also be provided
to the client organization 14 in a similar manner.

[0239] In the example illustrated in FIG. 74, areport is sent to certain CPUs 22 based on
access and notification rights found in user group distribution matrix (920). The system, a a
predefined interval, queries whether at least one CPU 22 has accessed the report (922). If the
response is ayes, in one embodiment, the system 10 automatically changes the report status to
"reviewed" and the report isnot considered "stale" (924). If response isano, in another
embodiment, the system 10 generates areminder email which it sendsto al CPUs 22 who
automatically receive that report based on access and notification rights found in user group

distribution matrix (926). For example, the system 10 may send the email to the user group
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every 24 hours with the following message: "Y ou have not reviewed a submitted incident within
the last 24 hours. Please click the incident number (insert hyperlink) to review the incident
details. The reporter 16 selected the incident type (insert incident type) for this report.”

[0240] In one example, if a CPU 22 accesses the report within three days of the initial email
reminder, the system no longer considers the report stale (930). In the same example, if a CPU
22 does not access the report within three days of the initial email reminder, the system 10 logs
the report as a"stale” report. The Stale Report log isviewed through the "Stale Incident” link
accessed only by the administrator 12 in the Enterprise Portal, not by any CPU 22 (932). The
administrator 12 may then manually telephone and/or email the appropriate CPU 22 to alert him
that no CPUs 22 have reviewed the report (934).

Display of Incomplete Incident Reports

[0241] In another embodiment, system 10 may include an incomplete incident reporting
feature viewable by administrators 12. An incomplete incident report may include an incident
report that isfiled by areporter 16 which does not properly specify the name of or location of a
client organization 14 which ispart of the system 10. For instance, if areporter 16 submits an
incident report that isrelated to a client organization 14 which isnot part of the system 10, then
such areport could be considered an incomplete incident report. In one embodiment of the
invention, administrators 12 of the system 10 are provided with a control to display incomplete
incident reports.

[0242] As shown in the example of FIG. 75, alist of incomplete incident reports 950 may be

provided for viewing by an administrator 12. In one example, the list of incomplete incident
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reports includes, for each incomplete incident, the incident number field 954 and afield
specifying the organization that was entered by the reporter 16 (956). If desired, the
administrator 12 may attempt to reconcile the incomplete incident reports with aclient
organization 14 that is part of the system 10, or if the organization specified by the reporter 16 is
not part of the system 10, the administrator 12 may provide such information to the organization
specified by the reporter 16, if desired.

[0243] In the example illustrated in the flowchart of FIG. 76, the reporter 16 searches for
his/her organization on the "make areport screen” by entering the first three letters of the
organization's name (960). The system 10 searches the database 15 for amatch (962). If
organizations within the database matches the reporter's 16 entry, the system 10 displays alist of
possible matches and the reporter 16 selects the correct organization. The reporter 16 submits
the report (964).

[0244] Continuing with the example of FIG. 76, if no match is found, or the matches that are
displayed are not correct, the reporter 16 may search again. If there is still no match, the reporter
16 may click on proceed to "incident form." The reporter 16 files areport for an organization
that isnot contained in the system database 15, so the system 10 designates the report as an
"Incomplete Report” (966). The reporter 16 submits the report (968).

[0245] In one exampl e, the system 10 does not send the report to any organization because
there isno match in the database (970). The system 10 provides notification and access to the
report to the administrators 12. The body of the alert email indicates the report is not associated

with any client organization 14 and the system 10 funnelsit into its "incomplete reports’ section.
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Typically, the incomplete reports section is only accessible by administrators 12. The
administrator 12 manually researches the organization in the report to determine if it belongs to
any pre-existing client (972). If the organization is found to be a current client in the database,
but the reporter 16 filed the report under awrong name, the administrator 12 manually reassigns
the report to the organization (978). This manual reassigning operation isinitiated by accessing
the "incomplete reports” link in the administrator's Enterprise Portal, clicking on the hyperlink
associated with the report, selecting the appropriate organization, location, and incident type, and
clicking save. Normal distribution takes place and the report isremoved from the "incomplete
reports’ list (980). If the organization isnot found to be an existing client in the database, the
administrator 12 manually provides information to non-client if contact information was
provided (976). If reporter 16 provides contact information, the administrator 12 also instructs
reporter 16 that the organization does not use the system. The report typically remains in the
"incomplete reports’ list in the system 10.

[0246] Hence, it can be seen that various embodiments of the invention provide useful
features for an anonymous incident reporting system. It isunderstood that, depending upon the
implementation, a system could include one or more of the features or functions described here,
alone or in combination with other features or functions disclosed herein.

[0247] Embodiments of the present invention may be embodied as computer readable code
on computer readable media such as CD-ROMS or transmitted as computer signals on carrier
waves. While the methods disclosed herein have been described and shown with reference to

particular operations performed in aparticular order, it will be understood that these operations
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may be combined, sub-divided, or re-ordered to form equivalent methods without departing from
the teachings of the present invention. Accordingly, unless specifically indicated herein, the
order and grouping of the operations isnot alimitation of the present invention.

[0248] It should be appreciated that reference throughout this specification to "one
embodiment” or "an embodiment” or "one example" or "an example" means that a particular
feature, structure or characteristic described in connection with the embodiment may be
included, if desired, in a least one embodiment of the present invention. Therefore, it should be
appreciated that two or more references to "an embodiment” or "one embodiment” or "an
aternative embodiment” or "one example" or "an example" in various portions of this
specification are not necessarily all referring to the same embodiment. Furthermore, particular
features, structures or characteristics may be combined as desired in one or more embodiments
of the invention.

[0249] While the invention has been particularly shown and described with reference to
embodiments thereof, it will be understood by those skilled in the art that various other changes

in the form and details may be made without departing from the spirit and scope of the invention.
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Wheat Is Claimed | s:

1 A computer implemented method of providing areporting system for the
exchange of confidential data between areporting party and an organization, the method
comprising:

providing areport with aplurality of data fields configured for receiving confidential
data input by areporting party;

receiving the confidential data from the reporting party into the plurality of data fields;

receiving alevel of anonymity of the reporting party;

associating the confidential datawith the plurality of data fields in the report;

storing the confidential data, the report and the level of anonymity in a database;

providing areporting party interface for the reporting party to retrieve and view the
report, the reporting party interface comprising a graphical user interface for use with abrowser
on acomputer connected to anetwork;

providing an organization interface for the organization to retrieve and view the report,
the organization interface comprising a graphical user interface for use with abrowser on a
computer connected to anetwork;

displaying the report to the reporting party using the reporting party interface; and

displaying the report to the organization using the organization interface, the report
populated with confidential data based upon the level of anonymity.

2. The method of claim 1, wherein the plurality of data fields are configured for

receiving information relating to an incident revealed by the reporting party.
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3. The method of claim 1, wherein a least one of the plurality of fieldsis configured
for receiving the level of anonymity of the reporting party.

4, The method of claim 3, wherein the level of anonymity is chosen from a group
consisting of remain completely anonymous, remain anonymous to organization and do not care
about anonymity.

5. The method of claim 4, wherein the level of anonymity of remain anonymousto
organization comprises the reporting party providing personal identification information to an
intermediary without providing the personal identification information to the organization.

6. The method of claim 5, wherein the personal identification information comprises
aname of the reporting party and a phone number for the reporting party.

7. The method of claim 1, further comprising the reporting party selecting alevel of
anonymity, wherein the level of anonymity is chosen from a group consisting of remain
completely anonymous, remain anonymous to organization and do not care about anonymity.

8. The method of claim 1, wherein the database is arelational database.

9. The method of claim 1, wherein the graphical user interface for use with a
browser is a secure website having data encryption configured for encrypting confidential data
transmitted over the network and the network isthe Internet.

10. The method of claim 9, wherein the reporting party interfaceis afirst portal and
the organization interface is a second portal, the first portal having an interface configured to
transmit and receive data between the reporting party and an intermediary and the second portal

having an interface configured to transmit and receive data between the organization and the
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intermediary.
11.  Themethod of claim 1, further comprising storing the associations between the
plurality of data fields and the confidential datain the database.
12. A method for navigating aplurality of linked web pages on the Internet using a
graphical user interface, the method comprising:
accessing afirst web page capable of being displayed on abrowser of a computer;
displaying the first web page, the first web page having embedded therein,
afirst plurality of datafields configured for receiving confidential incident datato
be entered into areport,
a second plurality of data fields configured for receiving confidential contact data
relating to the reporting party,
an anonymity data field configured for receiving alevel of anonymity from the reporting
party,
afirst plurality of graphical user interface controls configured for entering data
into the first and second plurality of data fields and the anonymity data field, and
a second plurality of graphical use controls configured for navigating from the
first web page to aplurality of linked web pages,
a database interface configured for receiving the confidential incident datain the
first plurality of datafields, the confidential contact data in the second plurality of data
fields and the level of anonymity in the anonymity data field and causing a storing

operation of the confidential incident data, the confidential contact data, the level of

82



WO 2007/127881 PCT/US2007/067566

anonymity and the report in a database;

acontrol interface configured for both detecting user operation of the first
plurality of graphical user interface controls by the reporting party and, in response,
entering datainto the first and second plurality of data fields and the anonymity datafield
and configured for detecting user operation of the second plurality of graphical user
interface controls by the reporting party and, in response, navigating the plurality of
linked web pages.

13. A graphical user interface for use with abrowser on a computer connected to a
network, the graphical user interface configured for facilitating the exchange of confidential
information between areporting party and an organization through an intermediary, the
graphical user interface comprising:

aweb page capable of being displayed on the browser of the computer, the web page
having embedded therein,

afirst plurality of datafields configured for receiving confidential incident datato
be entered into areport,

a second plurality of data fields configured for receiving confidential contact data
relating to the reporting party,

an anonymity data field configured for receiving alevel of anonymity from the
reporting party,

afirst plurality of graphical user interface controls configured for entering data

into the first and second plurality of data fields and the anonymity datafield, and
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a second plurality of graphical use controls configured for navigating from the
web page to aplurality of linked web pages,

a database interface configured for receiving the confidential incident datain the first
plurality of datafields, the confidential contact datain the second plurality of data fields and the
level of anonymity in the anonymity data field and causing a storing operation of the confidential
incident data, the confidential contact data, the level of anonymity and the report in a database;
and

acontrol interface configured for both detecting user operation of the first plurality of
graphical user interface controls by the reporting party and, in response, entering datainto the
first and second plurality of data fields and the anonymity data field and configured for detecting
user operation of the second plurality of graphical user interface controls by the reporting party
and, in response, navigating the plurality of linked web pages.

14. The graphical user interface of claim 13, further comprising a display interface for
detecting the level of anonymity from the reporting party and, in response, displaying afirst
portion of the confidential contact datato the organization.

15. The graphical user interface of claim 14, wherein the level of anonymity is chosen
from a group consisting of remain completely anonymous, remain anonymous to organization
and do not care about anonymity.

16. The graphical user interface of claim 15, wherein the first portion of the
confidential contact datais al of the confidential contact data for alevel of do not care about

anonymity.
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17. The graphical user interface of claim 15, wherein the first portion of the
confidential contact dataisnone of the confidential contact datafor alevel of remain completely
anonymous.

18.  The graphical user interface of claim 15, wherein the first portion of the
confidential contact data isnone of the confidential contact data for alevel of remain anonymous
to organization, wherein the confidential contact data is displayed to the intermediary.

19. The method of claim 5, wherein the personal identification information comprises

apersona e-mail address for the reporting party.
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C ) Ritorney Work Produet
jessage Jody:

'we hove closed this report

i .

wa . [ Close window ] §

Par on
101

( Re. 49

prbmer

frave
Destovl
RN 0



WO 2007
/127881 PCT/US2007/067566

5177

-
7§ Messages for Inodent nunmgrwgw uansoR 1@%

{ Close Window ]
Investigatory Notes

 hreviéus Disiogus .| MetGislogus | _ Printable view |

for Incident Numb 768 |

Department: Finance]
F 12 Anorney York Produet

‘Reply I

Location: Denver

Subjects Closing of Report
Messago:
We have closed this repent

s ] __New Elhﬂﬂlrrl

Pr;wnuibjamut_l west, Distogus | - rinkeble View J
[ Close Window 1

Fie. 50
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Enter at least three letters of the organization you vant to
submit an incident about.

Find your Organization
To submit an incident, plsase snter the name of your organization.and seisct search.

ﬂrﬂ |r|I wlen e

any orgznization wrh a6 alternate. narms wilt be displaved with the 3koimate nome follewed by the orgarazaticn name.
incigens.form.

One or More Drganizations Matched Your Search Criteria
Please select your organizetion and click Mext to proceed.
If your organization is not Nsted below, please sesrch agan or proceed to the

You can continue to file an intident evea if your organization is NOT found.

MSW - Business Conlrals
MSW - MySsioWorkplece

s
o\SN""

Nz /

Select appropriate option
(parent or subsidiary)

MSW is an akarnste name for Busingfs fontrols, which is one of these related orgenizatic

. @© Business Controls

Subsidiary Organization Nz me

Cecl

O MySafeCampus
O mySafeworkplace

Subsidrary Grganization Alternate Name{s)

MSwW

FlG. Sl
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Reporier’s Persansl Yeioriaation
Remain completely anonymous

confidentiality:
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nndet vicwr Lng ,‘

™ haefroar
04/20/2006 03:37 PM

01/16/2006 08:52 AM

_Briggini Faime
- Brian Bauer

- . sarident Report

Description:
Mountain Standerd Time.

1 want to report several incidents that have hap

the workplace. My Manager,
phone systems over the last month. When no one
walks in the back door and loads a dolly up
loading the dolly, he wheels these out to the !
employees have witnessed this on sbout three occasions,

the local newspaper where

computers per department.

Did the incident or violation sccur more than once?
Yes

How many times did it occur?
Three.

(NP

d concerning theft in

Brain Smith, has been stealing computers and
is around, after 6 P.M.,
with computers.
back of his truck. Several

he is selling computers and phone systems. I
think somebody needs to investigate this, since we're down to four

Has the incident been reported to anyone in supervisien or managemenit?

W REfART 14

;Eileen Persichetti

-Brad Mathers
Briggin Palmer

- Briggin Palmer
priggin Patmer

‘Fred Hessler
'Fred Hessler
Fred Hessler

123

_01/13/2006 01:18 PM
01/20/2006 05:35 PM
01/05/2006 02:15 PM
£1/05/2006 12:59 PM
01/05/2006 12:34 PM
12/21/2008 D5:17 PN’
12/21/2005 03:02 PM
12/21/2005 02:39 PM

he
When he’s done

Brian hes an od in

INODEN
Vigrd
Ll ¢

Al o
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Your'incident will be instantly submitted to the appropriste individuals within your organization for action or further
investigation.

{ spelicheck | { << Back to Incident Types | [ Review incident before submitting >> ]

igore

fonore AR

.MM

0
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/ Combirtt MANE 117

e i
Submit a Report for Business Controis i

Select Incident Type

“s Information Security Policies, Code of Computer

C Acceptable Use Violations - Violations of the Company
the Company network or confidential information

Conduct, Acceptable Use, etc. that govern condutt while using
resources.

erns - The purposeful, unethical or questionable recording
berate ercors related to financial statements;

ts to or by senior officers regerding

) o o e

C accounting / Audit Related Complaints or Conc.
of accounting of suditing matiers, Exzmples may include: fraud; deli
noncomplience with ting controls; misinterp! ions or false

financial records; or devietion from full and fair reporting of the pany's

& Accounting Evror - A0 itern recorded in the y’s fi iad ts by accident that does not conform

o Generally xcoepted Acoounting Practices (GAAP).

ded in or omitted from the financial staternents with

O Aceounting Matters or Controls - An item recor
knowledge that it does not conform to Generally Accepted Accounting Practices (GAAP),

tion - an #em recorded in the compsny's financiel statements with full knowledge
to Generally Actapted Accounting Practices (GARP).

O acc ting Misrep
that # does not conformmi

3 Accounting Omissions - An e recorded, or int )y or unil ionally left out, in the compeany's
financiel statement that does not conform to Gsnsrally heocepted Accounting Praectices (GALP;.

e

P70 e
™ees

4l P\ (r 5§
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ACCOUNTING INCIDENT

tary loss is i with this vielation?

£
>
_|=

Oid the incident or violation occur-mors than once?

hat brought this violation to your attention? ¢

€

y

is snyons else aware of this violation? *

iay

Was anyone outside the orgenization involved in the viol

J

Ne %
Has the incident been reported to anyons in supervision or management? *

d

No =

Has the incident been reported to snyone outside the organization? *

J

No &
Are you 8 current employee of the organization on which your report is based? *

a

PCT/US2007/067566

fo. S
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WORKPLACE VIOLENCE

Did the incident or violation occur more than once? *

Were you the targat of this behavior? *

d

there anyong injured? *
.

Did anyone tiss withess this intident? =

s anyone cutside the crganization involved in the violation? *

T E

s the incident been reported to anyone in supervision or managsment? *

No B

as the incident been reported te anyone outside the organization? *

Are you a current emplovee of the orgenization on which your repert is based? «

:
§

PCT/US2007/067566

adith

Please provide any

Fa_c,. 5T

2
=
4s



WO 2007/127881

59/77

W

Did the incident or violation occur more than once? *

N

wers you the target of this behavier? *

N

as thers anyone injured? *
No E
id anyone else witness this incident? *

€

i

©

N

Wwas anhyone outside the organization involved in the violation? *

J

No ©
Has the incident been reported to anyens in supervision or management? *

No =

'u the incident been reported to any tside the organization? *

No S

Are YOU & current employee of the organization on which your rzport is based? *

x

Yes =

]

PCT/US2007/067566

Ri8lbona Thooqhts ord amoeals
dditional thought or related to the incident,

i

pilsase provide any

)
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Did the incident or violatioh occur mors than once? *
i =

were y0ou the target of this behavior? ¢

prres &

Who targeted you? *

|
1

why do you think you were tergeted? *

y

was there anyone injured? *

§
W

anyone tlse witness this incident? *

o
4

N

was anyone outside the organization invelved in the violotion? *

)

ho was involved and what was their involvement? *

E3

I

Has the incident been reportec to anyone in supervision or management? *

N

3s the incident been reported to anyone outside the organization? *
No %

Are you & current employee of the organization on which your report is based? *
by

X

72

ﬁé.ﬁ
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Cresting 2 Better and Sefer Workpiece |

Peral

User Groups

Show records of type: Al :
fla

‘Inctdent Yepes

ey B Y
1 3] 1 Yes
H i Yes
8 [] Yes |
8 2 Yot -
1 ® a Yes
H @ 3 Yes

intenational
Records trom 1 %0 7
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Incident Types for Audit Committee

11 .fccess i InitialfAudit Al
" ~Only ] Fmails Only €rnails
P

(eNeReReNoRsNoNoNoaRoRe N Xo!

00Q000000OOOQO
[CRONCRCNCRORCRORORORORONO)
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First Name: *
Last Name: *

User Name: *
password:
Confirm Passvord:

Position: *

Description:

Eenail Address: * ;7 busi

64/77

Enterprise Portal Users

* Jpdirates Roguiced field

4] Phone: *

[Briqoin

Falmer 4] Faxt
[patmerba ] mobite:
lTnano:n J pager:
l""’”‘ I User Leval!
| Account Management ] Active:

[303-729-5703

PCT/US2007/067566

[organizational Super admin =1

-3

J
L J
|
J

—

Is.com

J
_J

e
Notlfication Rights:

{8 1nitial and Audit Emails only °
€ all email messges g

welcome Letter:

Sent on Mondey, June 13, 2005 st 2:38:19 PM

Closs l
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may list up to 8 individuals. ¥

You must snter the first and last name of at least on
you don't know the first or last name of an individua

« individual. If there is no specific persen OR
I, please enter “unknown® in the field{s). You

Last Name

PCT/US2007/067566

-

"Fill( Name Last Name First Name )
fien_ _ ] [rones ] [ _J ]
L I I | [ ] | ]
[ 1L ] L _ 1 L 1
[ ] L 3 L — 1 L _}

i

[
Were you the target of this bshavior?

J

Yot &
Who targstsd you? *

Did the incident or viclation otcur more than once? hd

.

Why do y-ou think you were tarpeted? *

y
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tame | Che D ESfwensae § FoetoRpst { Whetofepet | Roagmous £ Cotirmtid | ERD: | Corta b

suspected Individuais

Of the nemes you provided ln your incident, the individuals listad balow may ba a person
designated to review this specific incident type. Pizase confirm i they were involved in the
insppropriate sclivity by checking the “confirm™ box, Please click "next™ when you are finished, 8y
confirming their participation in the alleged activity, the system will not send them » copy of this
incident, Thenk you for your a5sistance.
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wn'::\nm autside the izt in the violati

Has ::- incident been reported to anyone in supervision or managsment?

Has ::c incident been reported to anyone eutside the ergenization?

Are ;‘:v 3 current employee of the oroanization on which your report is based?
Md;::d Thoughts:

eneperiad tadiuldunty bn et Cerfus o
Reporter's Ust of Suspected Individuals:
Jim Jones

Users Excluded fram Recsiving This Incident Reaort:

Jim Jones Manager Tasting Headguarters

PCT/US2007/067566
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approximate date and time of < &l
incident:
(location qgt_oﬁms)__ g

Slatue Lhanae Lo

{ || Eleen’ 04/19/2006 03:30 Ciosed
: . =11] Persichetti PM
. lose Window - - Y i
. . . p Slose Window ] - 1] Eileen ‘04/19/2006 03:30 Reviewed
BB~ amelOrqanization Action Reason , Persichetti PM &
" L[]
Yim Testing  pamove 4/39/2006 R-pan.r:::lir::;'::e; Reporter 04/19/2006 03:05 New
ones Hesdquarters 3?5 M the report. PM

1 [ Close Window )

-Usersa_&ssngned to lnnident
U:Er .l Org\;lﬁz;ﬁun—'
Eilesn Persichetti  Testing Headquarters
Briggin Palmer Testing Headquerters
Kimberly Pfaff Testing Headauarters

Grent/Remove Access | Audit Mistory |

ANS (o, pME | Aed
QU PP J A ' mew

G
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T eourpersennt&etlomr Passtacd

Please specify your own pesswerd which you wil) need to check on the incident status.
Yaur Pessword: *

Your incident will be mnstantly submited to the i within yeur for ation or turther
nvestigetion,

Spefichick ) (<« Back to Incidemt Types ] [ Review incident bafore submitting »> )

—4+
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" Sabotage - The dehberate, willful, and malici d ion of, or d and impairment to, equipment
or property and/or interference with normal processes, in order to cripple, shut down, or reduce the output

- of a facility or its operation,
safe Driving Concerns - The phone number ta report unsafe driving i ints is displayed on
leased or owned vehicles. To appropriately i igate the incid the ing information is needed:
vehicle tag number, road or highway name or number, city, state, w:p direction of travel, mils marker
number, dete and time of incident, vahicle description, and description of incident,

' gafety Concerns - Any workplace condition that potentially compromises the health, safsty, and well-
being of smployess, customars, vendors, or visitors of the organizetion. Such conditions may include: poor
lighting or signage; unstable stacking or storage of materials, product, or squipmant; axposurs to
hazardous Is or i to ive noise; lack of protection against weather
slements; watkways, floors, or stairways in di 3 or Y to g inery.

in some cases, such-workplace conditions sre unlawful.

Securities Violation - The purchase, sale or manipulation uf'my ty;'w of security '(“nn.e‘k:. b'nnds, notes,

171

1

sharsholder Concerns - Any issus raised by a sharehoider for transmissions to the Lead Director or to
all of the Independent Directors of the orgenization. T ‘
substance Abuse - The illegal or inappropriate use of drugs or aleohol, whether purchased legally
(prescription) or Hllegally (strast drugs). Substance abuse is aiso the misuse of any substance, whether
controlied by Federal law or not, such that when put into one’s body i is contrary to the substance's
.intended use, Exemples may involve the use of alcohol, marijuena, narcotics, amphetamines, depressants,
_stimulants, aerosol sprays (inhalants), hallucinogens, or prescription drugs.

Theft - The iliegal taking of property belonging to eise without ‘The intent is to
permanently deprive the owner of property and then use this property as one's own.

Theft (Financial and Other) - Any type of theft nleg:d}o Company finances, property, assets, vendor

or customer assets or property, or any pther ized use of such C property or assets.
Theft of and Supplies - Theft or unauthorized use of C i and li

A

i f— warr:iz}.l. ete.) that is in violation of Federal or State laws and regulaticns governing the trestment of
sscuniues, N . [ = . 3.
v ﬁ— al Har L d and sexual or a0 ive remarks or acts,
especially made by one in a superior or supervisory position or when ] to such behavior is a
_ condition of inued employment, pi ion, or satisk: y evaluati les may include unwented
- conversation, gestures, jokes, ing of a sexual or lewd nature, staring/Asering or
. whistling.
I.r.

-

Theft or Yandalism - The Hlegal taking of praperty belonging to someone else without consent, The

intent is to permanently deprive the ownsr of sraperty, and then uss this property as one’s own. The

.mqhasi: is a? a crime against prltlgpam, not peaple. Vandelism is the act of ransacking, plundering,
2 ro| .

17 WA
11
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Ssubmit 3 Report for Testing Headquarters

Selett Jncident Type'

€ gubstance Abuse. - The illegal o inappropriate use of drugs ar alcohol, whether purthased legally
(preserigtion) or legally (sireat drugs). Substance abuse is also the misuse of any ;ubsupez, whether controfled

by Fuﬁe{llliwovnot,sud\muwhcnnutbnnm'g body it 15 contrary to the s ded use.

may inyolve the use of slechol, mari y b : i serosol sorays
inhalents), hallucs or iption drugs.

€ gayuval nt - ted and cifensive sexual adv or s2xually remmarks or acts,

especially made by one in & superior or supervisory position or when acquiescencs to such brhavior is & condition

of jnued o jon, or sath y & may includs unwanted conversation,
b: gastures, jokes, hing of a sexual vr lewd noture, stering/leering or whistling.

€ ac Use Violations - Viclations of the C: *s Informetion Security Policies, Code of Computer

Conduct, Acceptable Use, ete. thet govern conduct while using the ¢ natwork or jal inform.ati

resovrees.

ful deat ctionabl gy

Lad Accounting / Auvdit Related Complaints or Concerns - The or
of sccounting of auditing matters, Examplies may include: fraud; dsliberste errors reizted to finensiai staternents;
nancomphiance with sceounting controls; misinterpretavions or false statements to or by senior officers regerding
financial records; or deviation from ful) and fair reporting of the gompany's financist conditon.

by ancident that does not conform

¢ Arcounting Error - an item in the com s finandlal
6 I sted joss (GAAF).

€ pccounting Matters or Controls - An itam recordsd in ¢r amitted from the finencial statements with
Kknowledge thet it coes not conform te Grnerally Accepted Accounung Praciices (GAAR).
%

Pe. 1%
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Organizstion Setup

@ Organization Profile
@ ARernite Namss

© Priority
@ Distributton
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© User Groups
8 Incidents
B Statistics
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B System Setup .
@ Incident Classificadion
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Stale Incidents
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