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BROWSER-BASED PROXY SERVER FOR CUSTOMIZATION AND
DISTRIBUTION OF EXISTING APPLICATIONS

FIELD OF INVENTION

The present invention generally relates to proxy servers, and particularly to systems and
methods for using a proxy server to enable devices with limited capabilities to support

dynamic web applications.

BACKGROUND

Web applications are used for most client/server interactions using the internet. In web
applications, some or all of the application is downloaded from the Web each time it is run,
typically using web browsers and Java applets. More recently, dynamic web applications,
such as those found in many Web 2.0 applications, have brought new kinds of dynamic and
interactive elements to a user’s web experience. These applications generally involve the

use of client-side scripting in a standard language such as JavaScript.

There has also recently been a proliferation of electronic devices having improved
functionality, such as mobile phones, person digital assistants (PDAs), television set-top
boxes, and others. However, these kinds of devices are often not able to take full advantage
of dynamic web applications for various reasons, such as limited screen real-estate, format
compatibility, limited computing capabilities, or an inability to support JavaScript. Hence,

there is a need for ways to adapt existing dynamic web applications for use on such devices.

In addition, there is a need to be able to customize dynamic web applications for particular
users, groups of users, or particular tasks. Proxy server-based technologies have been
discussed as possible solutions to provide these types of customizations on the web.
However, proxy server technologies generally do work well with Web 2.0 applications. This
is because either 1) the JavaScript code implementing the dynamic functionality of a Web
2.0 application is not passed through the proxy server or 2) some elements of the web page’s

Document Object Model (DOM) that the script expects may be removed by the proxy server.
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One approach to add additional functionality to devices is to employ proxy servers to
translate client requests and/or server responses. United States Patent No. 5,727,159
describes a proxy server for translating content into a form that is usable by low power
portable computers. United States Patent Nos. 5,918,013 and 6,829,746 describe
technologies for transcoding documents from an existing format to another format more
suitable for the specific situation, such as into another language for a foreign speaker, onto a
mobile device with different display requirements, or into a format with larger buttons that
might be more accessible for an impaired user. Unfortunately, these technologies also have
the problem described above in that they cannot appropriately deal with dynamic content.
This is primarily because these technologies cannot execute client-side scripts and maintain

sufficient state information about each client.

The use remote desktop technology is another existing technology that might be used to
permit devices with limited functionality to use dynamic web applications. Examples of
remote desktop technology include Microsoft’s Remote Desktop, XWindows, or AT&T’s
VNC, which can be used to view the output of a web browser from a server machine on a
client device. Although these technologies are limited to showing the exact pixels from the
server machine, there has been some work on customization. Examples include Wincuts or
User Interface Facades. These customizations could, for example, display a subset of
buttons from the original interface in the remotely viewed interface. Unlike other proxy
server approaches, this approach can deal with client-side JavaScript because a real web
browser is being used on the server machine. However, these technologies are still limited
by their reliance on images of the server machine. For example, it is difficult, if not
impossible, to change the labels on buttons. The input and output capabilities of the server
machine and the client machine must also be similar, because the user on the client machine
must be able to provide inputs that the server machine would expect, such as pointing and

clicking at buttons or dragging a scrollbar.

Accordingly, there is a need for a way to enable devices with limited capabilities to
appropriately deal with dynamic web applications. There is also a need for proxy servers
that can execute client-side scripts and maintain sufficient state information about each

client.
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SUMMARY OF THE INVENTION

To overcome the limitations in the prior art briefly described above, the present invention
provides a method, computer program product, and system for customization and

distribution of dynamic web applications using a browser-based proxy server.

In one aspect of the present invention, a method for executing at least one client computer
software application comprises: embedding a web browser in a proxy server, thereby
forming a proxy browser; and using the proxy browser to execute the application inside the

proxy server.

In another aspect of the present invention, a method of embedding a web browser in a proxy
server comprises: placing the web browser in the proxy server, thereby forming a proxy
browser; logically connecting within the proxy server an event translator to the proxy
browser; and logically interfacing a transcoder within the proxy server to the proxy browser

and to the event translator.

In another aspect of the present invention, a method of providing access to web applications
comprises: receiving a request from a client browser by a proxy browser contained within a
proxy server; translating the request into an operation; applying the operation to a web page
within the proxy browser; extracting relevant portions of the web page; and generating an
output using the extracted relevant portions of the web page, the output being readable by

the client browser.

In an additional aspect of the present invention a proxy server comprises: a proxy browser
coupled to an external web server; an event translator for receiving requests from a client
browser; and a transcoder for extracting relevant portions of content received from the
external web server by the proxy browser and generating an output that is sent to the client

browser.

In a further aspect of the present invention, a computer program product comprises a

computer usable medium having a computer readable program, wherein the computer
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readable program when executed on a computer causes the computer to: embed a web
browser in a proxy server, thereby forming a proxy browser; and use the proxy browser to

execute a client application inside the proxy server.

Various advantages and features of novelty, which characterize the present invention, are
pointed out with particularity in the claims annexed hereto and form a part hereof. However,
for a better understanding of the invention and its advantages, reference should be made to
the accompanying descriptive matter together with the corresponding drawings which form a
further part hereof, in which there are described and illustrated specific examples in

accordance with the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the present invention will now be described, by way of example
only, with reference to the following drawings:

FIG. 1 shows a conceptual block diagram of a browser-based proxy server
system in accordance with an embodiment of the present invention;

FIG. 2 shows a timeline of a process for customization and distribution of
dynamic web applications using the system shown in FIG. 1 in accordance with an
embodiment of the present invention; and

FIG. 3 shows a high level block diagram of an information processing system

useful for implementing one embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

Embodiments of the present invention address problems associated with the prior art by
teaching a system, computer program product, and method for enabling devices with limited
functionality to handle dynamic web applications. Embodiments of the invention place a
web browser inside the proxy server, known as the proxy browser, and use it to execute
client-side applications, such as JavaScript code, inside the proxy server. Each client
browser that connects to the proxy server is given its own proxy browser instance and

session information is maintained so that future requests from a client browser can be linked
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to the appropriate proxy browser. The first request by a client browser causes the
corresponding proxy browser to open a web page, execute any client-side code (such as
JavaScript) embedded in the existing web page, and then return a portion of the final page
contents to the client browser. The proxy browser provides an application program interface
(API), such as DOM, to access, manipulate, and control the web page appearing in the
browser. Future requests by the client browser are translated into operations to perform on
the page currently open by the proxy browser. These operations may include clicking on a
DOM object in the page or submitting a form. When the proxy browser finishes loading the

page, it again returns a portion of the final page contents to the client browser.

As a result, embodiments of the invention have some significant advantages over existing
technologies. Previous proxy servers have used a map-style system, where typically URLs
are mapped to the code that modifies the page. Every time the client requests a page, the
server gets the content from the external page, looks up the code to modify that page,
executes it, and returns the modified page. The path that the user took to get to that page is
irrelevant. Embodiments of the present invention employ a description language which
describes the possible interaction paths that a user might take through the application,
including the inputs the user may make and the possible outputs for those inputs. This
allows the application description to support dynamic content from Web 2.0 applications,
because client requests can be translated into simulated mouse and keyboard events in the
proxy browser. Also, new output can be generated from portions of the page that have been

changed by XmlHttpRequests instead of just new page requests.

Embodiments of the present invention may be used for many different purposes. For
example, embodiments of the present invention may be used to move selected pieces of an
electronic medical records (EMR) application, such as patient scheduling or an overview of
medical history, to a mobile device that doctors can carry with them. Also, embodiments of
the present invention may be used to adapt a travel planning application for executives and
their assistants so that the assistants would receive an interface for scheduling new trips and
executives would receive an interface for confirming reservations and getting updated
itineraries on the road. Another use for an embodiment of the present invention may be to

customize the long and tedious checkout process that may be found in business web-based
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purchasing systems. An embodiment of the present invention may enable a simpler process,
for example, by showing only the fields that need to be changed by that user from purchase

to purchase.

Referring now to FIG. 1, a browser-based proxy server system 10 is shown, which includes a
proxy server 12 and a client browser 14. The proxy server 12 includes a proxy browser 16,
an event translator 18, and a transcoder/web clipper 20. The proxy browser 16 is connected
to an existing web server 17. The proxy browser 16 may be a standard web browser and
may implement an execution engine (not shown) compatible with code embedded in an
existing web page. In some embodiments, this may be a JavaScript execution engine. The
proxy browser 16 may also provide an API to access, manipulate, and control the web page
appearing in the browser. In some embodiments, this may include generating a DOM tree
description of the web page currently being displayed. In one embodiment, the Mozilla
Firefox browser may be used, but in principle any modern browser that allows add-on code

to access the web page data structures may be used.

The event translator 18 takes requests from the client browser 14 and translates them into
operations to be applied to the web page that is currently contained within the proxy browser
16. These operations could range from the simple, such as clicking a link, to more complex

behaviors, such as filling in a form and pressing a submit button.

The transcoder/web clipper 20 determines when the proxy browser 16 has finished loading
its new content. This may be done through an onLoad event. The transcoder/web clipper 20
also extracts the relevant portions of the content and generates output that is sent back to the
client browser 14. The output can range from static HTML pages for low-functionality
devices to fully dynamic pages with Cascading Style Sheets (CSS), Dynamic HTML
(DHTML), and JavaScript for high-functionality devices. Note that the generated page will
be created such that any requests back to the proxy server 12 will be interpretable by the

event translator 18.

The operations of the proxy browser 16, the event translator 18, and the transcoder/web

clipper 20 are tied together by an application description component 22, which specifies how
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a set of existing web pages are modified for the client browser 14 and what means are

available in the client browser for navigating between the pages.

In the present embodiment, the application description 22 consists of a set of modified web
pages generated by the proxy server 12. These modified web pages are referred to as
“pagelets”. Each pagelet describes one page that may be seen by the client browser.
Pagelets are defined in the application description by three different scripts: the clip script,

the event script, and the load script.

Referring now to FIG. 2, a timeline of one embodiment of the browser-based proxy server
system 10 is shown. In particular, this timeline 26 shows how the proxy server 12 processes
requests using scripts from the application description 22. In particular, a client browser 28
generates a request that is received by the proxy server 12. The client browser 28 may reside
in a mobile device or other device with limited functionality. In response to a request from
the client browser, the proxy browser 34 opens a web page that it receives from an external

existing web server.

The application description 22 defines a first pagelet 30 and uses an event script 32, which
interprets requests from the client browser 28 to determine which set of operations from the
application description 22 should be executed in the proxy browser 34 to generate a second
pagelet 40. These operations may not be encoded within the request. Instead the request
may comprise a pointer to a list of operations that are stored on the proxy server 12. Such
operations could include clicking a link in the client browser 28 or filling in a form and
pressing the submit button. The event script 32 also identifies an appropriate browser event
that will occur after the proxy browser 34 has finished loading any new content received
from the existing web server 36. The event script 32 also causes a load script 38 to be

executed when this event occurs next.

The load script 38 scans the content of the page loaded in the proxy browser 34 and
determines the next pagelet, such as a second pagelet 40. Once the second pagelet 40 is
determined, a clip script 42 for the second pagelet 40 is called to generate the content that

will be sent to the client browser 28.
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In particular, the clip script specifies how to create the content of the pagelet that will be sent
to the client browser. Content creation primarily involves selecting and extracting elements
from the page loaded in the proxy browser 34 and combining them together to make a single
coherent page. A clip script 42 may also insert new content. The clip script 42 may also re-
write links and forms to point back to the proxy server 34 rather than to the external existing

web server 36. The process 26 shown in FIG. 2 may then be repeated indefinitely.

An embodiment of the invention can take the form of an entirely hardware embodiment, an
entirely software embodiment, or an embodiment containing both hardware and software
clements. A preferred embodiment is implemented in software, which includes but is not

limited to firmware, resident software, and microcode.

Furthermore, embodiments of the invention can take the form of a computer program
product accessible from a computer-usable or computer-readable medium providing program
code for use by or in connection with a computer or any instruction execution system. For
the purposes of this description, a computer-usable or computer-readable medium can be any
apparatus that can contain, store, communicate, propagate, or transport the program for use

by or in connection with the instruction execution system, apparatus, or device.

The medium can be an electronic, magnetic, optical, electromagnetic, infrared,
semiconductor system (or apparatus or device), or a propagation medium. Examples of a
computer-readable medium include a semiconductor or solid state memory, magnetic tape, a
removable computer diskette, a random access memory (RAM), a read-only memory
(ROM), a rigid magnetic disk, or an optical disk. Current examples of optical disks include
compact disk — read-only memory (CD-ROM), compact disk — read/write (CD-R/W), and
DVD.

A data processing system suitable for storing and/or executing program code will include at
least one processor coupled directly or indirectly to memory elements through a system bus.
The memory elements can include local memory employed during actual execution of the
program code, bulk storage, and cache memories which provide temporary storage of at least

some program code in order to reduce the number of times code must be retrieved from bulk
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storage during execution.

Input/output or I/O devices (including but not limited to keyboards, displays, pointing

devices) can be coupled to the system either directly or through intervening 1/O controllers.

Network adapters may also be coupled to the system to enable the data processing system to
become coupled to other data processing systems or remote printers or storage devices
through intervening private or public networks. Modems, cable modems and Ethernet cards

are just a few of the currently available types of network adapters.

FIG. 3 is a high level block diagram showing an information processing system useful for
implementing one embodiment of the present invention. The computer system includes one
or more processors, such as processor 44. The processor 44 is connected to a
communication infrastructure 46 (e.g., a communications bus, cross-over bar, or network).
Various software embodiments are described in terms of this exemplary computer system.
After reading this description, it will become apparent to a person of ordinary skill in the
relevant art(s) how to implement embodiments of the invention using other computer

systems and/or computer architectures.

The computer system can include a display interface 48 that forwards graphics, text, and
other data from the communication infrastructure 46 (or from a frame buffer not shown) for
display on a display unit 50. The computer system also includes a main memory 52,
preferably random access memory (RAM), and may also include a secondary memory 54.
The secondary memory 54 may include, for example, a hard disk drive 56 and/or a
removable storage drive 58, representing, for example, a floppy disk drive, a magnetic tape
drive, or an optical disk drive. The removable storage drive 58 reads from and/or writes to a
removable storage unit 60 in a manner well known to those having ordinary skill in the art.
Removable storage unit 60 represents, for example, a floppy disk, a compact disc, a
magnetic tape, or an optical disk, etc. which is read by and written to by removable storage
drive 58. As will be appreciated, the removable storage unit 60 includes a computer

readable medium having stored therein computer software and/or data.
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In alternative embodiments, the secondary memory 54 may include other similar means for
allowing computer programs or other instructions to be loaded into the computer system.
Such means may include, for example, a removable storage unit 62 and an interface 64.
Examples of such means may include a program cartridge and cartridge interface (such as
that found in video game devices), a removable memory chip (such as an EPROM, or
PROM) and associated socket, and other removable storage units 62 and interfaces 64 which
allow software and data to be transferred from the removable storage unit 62 to the computer

System.

The computer system may also include a communications interface 66. Communications
interface 66 allows software and data to be transferred between the computer system and
external devices. Examples of communications interface 66 may include a modem, a
network interface (such as an Ethernet card), a communications port, or a PCMCIA slot and
card, etc. Software and data transferred via communications interface 66 are in the form of
signals which may be, for example, electronic, electromagnetic, optical, or other signals
capable of being received by communications interface 66. These signals are provided to
communications interface 66 via a communications path (i.e., channel) 68. This channel 68
carries signals and may be implemented using wire or cable, fiber optics, a phone line, a
cellular phone link, an RF link, and/or other communications channels.

In this document, the terms "computer program medium," "computer usable medium," and
"computer readable medium" are used to generally refer to media such as main memory 52
and secondary memory 54, removable storage drive 58, and a hard disk installed in hard disk

drive 56.

Computer programs (also called computer control logic) are stored in main memory 52
and/or secondary memory 54. Computer programs may also be received via
communications interface 66. Such computer programs, when executed, enable the
computer system to perform the features of the embodiments of the present invention as
discussed herein. In particular, the computer programs, when executed, enable the processor
44 to perform the features of the computer system. Accordingly, such computer programs

represent controllers of the computer system.
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From the above description, it can be seen that embodiments of the present invention
provides a system, computer program product, and method for customization and
distribution of dynamic web applications using a browser-based proxy server. References in
the claims to an element in the singular is not intended to mean “one and only” unless
explicitly so stated, but rather “one or more.” All structural and functional equivalents to the
clements of the above-described exemplary embodiment that are currently known or later
come to be known to those of ordinary skill in the art are intended to be encompassed by the
present claims. No claim element herein is to be construed under the provisions of 35
U.S.C. section 112, sixth paragraph, unless the element is expressly recited using the phrase

“means for” or “step for.”

While the preferred embodiments of the present invention have been described in detail, it
will be understood that modifications and adaptations to the embodiments shown may occur

to one of ordinary skill in the art.
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CLAIMS

1. A method of executing at least one client computer software application comprising:
embedding a web browser in a proxy server, thereby forming a proxy browser; and

using said proxy browser to execute said application inside said proxy server.

2. The method of claim 1 wherein said using comprises:

assigning each client browser that connects to said proxy server an instance of said
proxy browser;

maintaining session information for said client browser; and

if said client browser makes a request to said proxy server, linking said request to

said instance of said proxy browser.

3. The method of claim 2 wherein said linking comprises, if said request is a first
request by said client browser:

opening a web page via said proxy browser;

executing said client application on said web page; and

returning a portion of the contents of said page resulting from said executing to said

client browser.

4. The method of claim 3 wherein said executing comprises, if said request is not a first

request by said client browser, translating said request into operations to perform on said

web page.

5. The method of claim 3 wherein said returning comprises creating a modified web
page.

6. The method of claim 5 wherein said creating comprises:

extracting elements from said web page; and

combining said elements into said modified web page.

7. The method of claim 5 wherein said creating comprises inserting new content in said
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modified web page.

8. The method of claim 3 wherein said executing comprises interpreting said request to

determine a set of operations apply to the proxy browser to generate a next modified web

page.
9. The method of claim 3 further comprising:
scanning the content of said web page; and
determining a next modified web page.
10. A method of embedding a web browser in a proxy server comprising:

placing said web browser in said proxy server, thereby forming a proxy browser;

logically connecting within said proxy server an event translator to said proxy
browser; and

logically interfacing a transcoder within said proxy server to said proxy browser and

to said event translator.

11.  The method of claim 10 wherein said placing comprises:

having said web browser implement code embedded within a web page to be
displayed; and

making said web browser implement an application program interface to control said

web page.

12. The method of claim 10 wherein said connecting comprises having said event
translator translate at least one request from a client browser into operations to be applied to

a web page contained within said proxy browser.

13. The method of claim 10 wherein said interfacing comprises:

having said transcoder determine when said proxy browser has finished loading its
new content;

making said transcoder extract relevant portions of said content from said proxy

browser; and
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enabling said transcoder to send output to said client browser.

14. A method of providing access to web applications comprising:

receiving a request from a client browser by a proxy browser contained within a
Proxy server;

translating said request into an operation;

applying said operation to a web page within said proxy browser;

extracting relevant portions of said web page; and

generating an output using said extracted relevant portions of said web page, said

output being readable by said client browser.

15.  The method of claim 14 wherein said generating comprises generating an HTML

page with embedded script adapted to the capabilities of said client browser.

16.  The method of claim 14 further comprising creating an application description
specifying how a set of existing web pages are modified for said client browser and for

specifying the means which are available in said client browser for navigating between web

pages.

17. A proxy server comprising:
a proxy browser coupled to an external web server;
an event translator for receiving requests from a client browser; and
a transcoder for extracting relevant portions of content received from said external

web server by said proxy browser and generating an output that is sent to said client browser.

18. The proxy server of claim 17 further comprising an application description
component for specifying how a set of existing web pages are modified for said client
browser and for specifying the means which are available in said client browser for

navigating between web pages.

19. The proxy server of claim 17 further comprising an event script component for

parsing requests from said client browser into operations to execute in said proxy browser.
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20.  The proxy server of claim 18 further comprising a load script component for
scanning the content of said existing web pages loaded in said proxy browser and

determining a modified web page.

21.  The proxy server of claim 20 further comprising a clip script component for
specifying how to create the content of said modified web page that will be sent to said client

browser.

22. A computer program product comprising a computer usable medium having a
computer readable program, wherein said computer readable program when executed on a
computer causes said computer to:

embed a web browser in a proxy server, thereby forming a proxy browser; and

use said proxy browser to execute a client application inside said proxy server.

23.  The computer program product of claim 22 wherein said computer readable program
further causes said computer to:

assign each client browser that connects to said proxy server an instance of said
proxy browser;

maintain session information for said client browser; and

if said client browser makes a request to said proxy server, link said request to said

instance of said proxy browser.

24. The computer program product of claim 23 wherein if said request is a first request
by said client browser, said computer readable program further causes said computer to:
open a web page via said proxy browser;
execute said client application on said web page; and
return a portion of the contents of said page resulting from said executing to said

client browser.

25. The computer program product of claim 24 wherein if said request is not a first
request by said client browser, said computer readable program further causes said computer

to translate said request into operations to perform on said web page.
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AMENDED CLAIMS
received by the International Bureau on 18 May 2009 (18.05.09)

1. A method of executing at least one client computer software application comprising
embedding a web browser in a proxy server, thereby forming a proxy browser, and
using said proxy browser to execute said application inside said proxy serve by the steps of:
assigning each client browser that connects to said proxy server an instance of said
proxy browser;
maintaining session information for said client browser; and
if said client browser makes a request to said proxy server, linking said request to

said instance of said proxy browser.

2. The method of claim 1 wherein said linking comprises, if said request is a first
request by said client browser:
opening a web page via said proxy browser;

executing said at least one client computer software application on said web page;

and

returning a portion of the contents of said page resulting from said executing to said
client browser.
3. The method of claim 2 wherein said executing comprises, if said request is not a first

request by said client browser, translating said request into operations to perform on said

web page.

4, The method of claim 2 wherein said returning comprises creating a modified web
page.

5. The method of claim 4 wherein said creating comprises:

extracting elements from said web page; and

combining said elements into said modified web page.

6. The method of claim 4 wherein said creating comprises inserting new content in said

modified web page.
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7. The method of claim 2 wherein said executing comprises interpreting said request to

determine a set of operations apply to the proxy browser to generate a next modified web

page.

8. The method of claim 2 further comprising:
scanning the content of said web page; and

determining a next modified web page.

9. A method of embedding a web browser in a proxy server comprising:

placing said web browser in said proxy server, thereby forming a proxy browser;

logically connecting within said proxy server an event translator to said proxy
browser; and

logically interfacing a transcoder within said proxy server to said proxy browser and
to said event translator, wherein said connecting comprises having said event translator
translate at least one request from a client browser into operations to be applied to a web

page contained within said proxy browser.

10. A method of providing access to web applications comprising:

receiving a request from a client browser by a proxy browser contained within a
proxy server;

translating said request into an operation;

applying said operation to a web page within said proxy browser;

extracting relevant portions of said web page; and

generating an output using said extracted relevant portions of said web page, said

output being readable by said client browser.
11.  The method of claim 10 further comprising creating an application description
specifying how a set of existing web pages are modified for said client browser and for

specifying the means which are available in said client browser for navigating between web

pages.

12. A proxy server comprising:

AMENDED SHEET (ARTICLE 19)
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a proxy browser coupled to an external web server;
an event translator for receiving requests from a client browser; and
a transcoder for extracting relevant portions of content received from said external

web server by said proxy browser and generating an output that is sent to said client browser.

13.  The proxy server of claim 12 further comprising an application description
component for specifying how a set of existing web pages are modified for said client
browser and for specifying the means which are available in said client browser for
navigating between web pages, a load script component for scanning the content of said
existing web pages loaded in said proxy browser and determining a modified web page; and
a clip script component for specifying how to create the content of said modified web

page that will be sent to said client browser.

14. The proxy server of claim 12 further comprisinig an event script component for

parsing requests from said client browser into operations to execute in said proxy browser.
15. A computer program product comprising a computer usable medium having a

computer readable program, wherein said computer readable program when executed on a

computer causes said computer to carry out the method of any of claims 1 to 11.
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