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(57) Methods and apparatus for updating secure ac-
cess credentials are provided. More specifically, data
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sequently written to one of the original RFID credentials
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The RFID transponder on the credential that has new
data written thereon does not necessarily need to have
the same functionality as the RFID transponder on the
other RFID credentials that was read.
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Description

CROSS REFERENCE TO RELATED APPLICATIONS

�[0001] This Application claims the benefit of U.S. Pro-
visional Application Number 60/738,757, filed November
21, 2005, the entire disclosure of which is hereby incor-
porated herein by reference.

FIELD OF THE INVENTION

�[0002] The present invention is directed to a method
of converting Radio Frequency Identification (RFID)
transponders from one manufacturer’s format to another.
Specifically, the invention provides a method of convert-
ing an RFID transponder compatible with one manufac-
turer’s system to be compatible with a different manufac-
turer’s system using the same RFID transponder.

BACKGROUND

�[0003] In access control systems, credentials or RFID
devices are typically used to store data that "uniquely"
identifies the device holder or cardholder. To gain access
to a resource or asset such as a building, a financial ac-
count, information, or a computer, a user presents the
credential to a "reader" that reads the data and subse-
quently transmits the read data to an upstream device
such as a panel or a host system. At the upstream device,
a decision is typically made to either grant access to the
cardholder or not.
�[0004] RFID transponder technology is a mature, reli-
able, convenient, cost-�effective, and popular technology
that is used in access control applications. Because of
these desirable features, there is a large installed base
of RFID transponders worldwide. RFID transponders can
be carried in a variety of different form factors including
cards, passports, key fobs, cellular phones, PDA’s, and
so on. The combination of an RFID transponder and a
carrying device is generally referred to herein as an RFID
credential.
�[0005] In the highly competitive commercial environ-
ment, trying to convince a user to switch from one man-
ufacturer’s system to another may be an economic ob-
stacle if there is a large existing installed base of RFID
credentials or other type of transponder carriers. � This is
because upgrading every credential can be a difficult,
time consuming, and costly process. In fact, the most
difficult and potentially costly aspect of updating a secure
access system lies in updating the credentials of the sys-
tem. Therefore, it is highly desirable to utilize a system
update method that reduces the impact of replacing all
of the existing credentials, thus minimizing disruptions.
�[0006] The idea of using multiple reader/�writers to con-
vert a population of RFID credentials from one manufac-
turer to another using a new credential was presented
as a topic at a conference hosted by the National Institute
of Standards Technology (NIST), a US Government or-

ganization. But these techniques are based upon the ap-
proach that the contents of one manufacturer’s credential
were copied onto another (different) manufacturer’s cre-
dential. This is required when the two manufacturers use
different physical transponder chips with different char-
acteristics on their credentials. For example, the NIST
presentation focused on moving from credentials oper-
ating at 125 kHz to credentials that operate at 13.56 MHz.
�[0007] Updating credentials from one card manufac-
turer’s format to another manufacturer’s format, for ex-
ample, represents another relatively significant invest-
ment of time and money in the upgrade process because
new credentials have to be issued. One reason an insti-
tution or business may decide to change from one man-
ufacturer’s credential to another manufacturer’s creden-
tial is that some manufacturers offer additional security
features that others do not. Another reason might be that
the original manufacturer of the RFID credentials and
access control readers may have discontinued the sys-
tem or even went out of business. Still another reason
might be because the institution or business has several
RF systems from different vendors each requiring a dif-
ferent credential. The institution or business may want
to consolidate to a single manufacturer’s format. The in-
vestment of money is significant in that a new credential
capable of communicating via the new manufacturer’s
format needs to be purchased to replace every existing
credential. The investment in time is significant in that
each of the newly purchased credentials needs to be
updated into the existing system and associated with the
identity of the appropriate device or person. Of course,
all of the credentials do not need to be updated at the
same time but, but the eventual completion of the migra-
tion may still require a substantial amount of time on the
part of carriers of the RFID credentials and the entity
updating the RFID credentials.
�[0008] An alternative method of using a multi-�technol-
ogy reader capable of reading both the present credential
and the new credential is one approach that can be used.
Of course, this is also a costly process because every
reader must be replaced if the existing reader cannot
read the format of both the old and new credential which
is often the case since reader manufacturers often use
proprietary formats that may be patented preventing one
company from manufacturing a "universal’ reader capa-
ble of reading the universe of credential formats.

SUMMARY

�[0009] It is therefore an aspect of the present invention
to provide a method of updating data on an RFID cre-
dential. Embodiments of the invention are intended to
remove or reduce any financial, logistical, or technical
obstacles in the process of moving data from one man-
ufacturer’s RF communication format to another manu-
facturer’s format using the same RFID credential.
�[0010] In one embodiment, a method is provided for
updating an access control system. The method gener-
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ally includes the following steps: �

(a) reading data from a first RFID credential that uti-
lizes a first set of characteristics to communicate with
RFID readers;
(b) changing the data such that at least one charac-
teristic in the first set of characteristics changes, re-
sulting in a second set of characteristics; and
(c) writing the changed data with the second set of
characteristics back to the first RFID such that the
first RFID utilizes the second set of characteristics
to communicate with RFID readers.

�[0011] As used herein "manufacturer" is understood to
generally mean the company responsible for formatting
the RFID credential to work with its access control sys-
tem. As such, the manufacturer of the credential can be
understood to mean both the maker of the RFID creden-
tial and the programmer of the RFID credential. Each
entity has a certain amount of control over the format of
the data used by the RFID credential as well as the com-
munication protocols employed by the RFID credential.
�[0012] By writing the changed data back to the same
RFID device from which the original data came, a popu-
lation of RFID’s can be updated without a large accumu-
lation of cost. The cost savings originate from the fact
that RFID credentials can be updated, even to a different
manufacturer’s format, without requiring the purchase
and subsequent re-�issuance of new RFID credentials.
�[0013] In accordance with alternative embodiments of
the present invention, data from multiple credentials can
have their characteristics changed to a common set of
characteristics and rewritten onto just one of the original
credentials. This is particulary true of newer generation
smart cards that support multiple applications (i.e., cre-
dentials) in a single credential. This particular situation
allows for the simultaneous updating of a population of
credentials as well as the consolidation of the function-
ality of multiple credentials into a single credential. The
credentials that have their data combined onto a single
credential may each be directed toward a different appli-
cation and the final credential will be enabled with the
functionality of all the credentials. The credentials do not
necessarily need to employ the same types of commu-
nication protocols. For example, some of the credentials
that are combined may be RF enabled whereas other
credentials may use magnetic, light, or other non-�RF en-
abled machine-�readable credential communication mo-
dalities.
�[0014] In one embodiment of the present invention, a
reader may be used to read the data from a credential.
Thereafter, a different reader/�writer may be used to re-
write the collected data back to the same credential. This
is desirable when the internal characteristics of the data
on the credential are unknown or even protected by pat-
ents. The solution, in one embodiment, is to use a reader
from the original RFID credential manufacturer to read
the data and output the decoded data. The decoded data

can then be rewritten in another manufacturer’s set of
characteristics and supplied back to the same RFID cre-
dential. For convenience, both readers can be packaged
in a single unit; however, separate units are possible.
Furthermore, there may be an array of readers used to
read credentials and one or more writers in communica-
tion with the array of readers may be used to rewrite the
data collected data back to the same credentials. More-
over, � each of the readers in the array of readers may
actually be a reader made by the manufacturer of that
credential.
�[0015] These embodiments are not meant to be limit-
ing, but rather are only examples of the type of configu-
rations used to accomplish the conversion process.
�[0016] The Summary is neither intended or should it
be construed as being representative of the full extent
and scope of the present invention. The present invention
is set forth in various levels of detail and the Summary
as well as in the attached drawings and in the detailed
description of the invention and no limitation as to the
scope of the present invention is intended by either the
inclusion or non inclusion of elements, components, etc.
in the Summary. Additional aspects of the present inven-
tion will become more readily apparent from the detailed
description, particularly when taken together with the
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

�[0017]

Fig. 1 is a block diagram depicting an exemplary se-
cure access system in accordance with embodi-
ments of the present invention;
Fig. 2 is a block diagram depicting a reader/�writer in
accordance with embodiments of the present inven-
tion;
Fig. 3 is a block diagram depicting a reader/ �writer
capable of reading data having different character-
istics and rewriting the data to a credential with a
different set of characteristics in accordance with
embodiments of the present invention;
Fig. 4 is a block diagram depicting multiple readers
for reading different credentials and a writer for re-
writing the data to a credential in a different set of
characteristics in accordance with embodiments of
the present invention;
Fig. 5 is a block diagram depicting multiple readers
for reading different credential technologies and a
writer capable of rewriting the data to a different cre-
dential in a similar set of characteristics in accord-
ance with embodiments of the present invention;
Fig. 6 is a flow diagram depicting a method of treating
read data for subsequent writing to the same cre-
dential in accordance with embodiments of the
present invention; and
Fig. 7 is a flow diagram depicting a method of updat-
ing a number of credentials in accordance with em-
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bodiments of the present invention.

DETAILED DESCRIPTION

�[0018] Embodiments of the present invention are di-
rected toward methods, devices, and systems that are
used to update an RFID credential population. Although
well suited for use in systems and methods employing
RF communication protocols, embodiments of the
present invention may be suitable for use in systems em-
ploying other communication protocols including, but not
limited to, optical communication protocols, magnetic
communication protocols, and the like.
�[0019] Fig. 1 depicts an access network 100 used to
verify the identity of at least one credential, usually an
RFID credential. In one embodiment of the present in-
vention, the system 100 comprises a control panel 104,
a plurality of reader/�writers 108a- �K, where K is an integer
and is typically greater than or equal to one, and one or
more credentials 120. The plurality of reader/ �writers
108a-�K may include reader/�writers 108 of the same type,
as well as reader/ �writers of different types. For example,
a subset of the plurality of reader/�writers 108a- �Kmay be
RF enabled and are capable of communicating with cre-
dentials 120. Whereas another subset of the plurality of
reader/�writers 108a-�K may employ other machine read-
ing/ �writing non-�RF machine reading modalities such as
magnets, lights, infrared, and so on.
�[0020] One or more of the reader/ �writers 108 may fur-
ther include separate reader portions 112 and writer por-
tions 116. The reader portion 112 is responsible for read-
ing data from credentials while the writer portion 116 is
responsible for writing data to credentials. As may not
share certain hardware elements. For example, an an-
tenna may be shared between the reader portion 112
and the writer portion 116. In accordance with at least
some embodiments of the present invention, a common
hardware component may implement the functionality of
the reader portion 112 and writer portion 116. Such a
device would be capable of reading data from and writing
data to a particular credential.
�[0021] One function of a reader/�writer 108 is to control
access to certain assets. More specifically, a reader/�writ-
er 108 may be positioned at an access point for a given
asset (e.g., a door for a room, building, or safe, a com-
puter for electronic files, and so on). Unless a proper
credential 120 is presented to the reader/�writer 108, the
access point is maintained in a secure state such that
admittance or access to the asset is denied. If a credential
120 having authority to access the asset is presented to
the reader/ �writer 108, then the reader/�writer 108 has the
discretion to allow the user of the credential 120 access
to the asset and implement various actions accordingly.
�[0022] A second function of some reader/ �writers 108
in the set of reader/ �writers 108a-�K may be to read and
rewrite data back to a credential 120 presented to the
reader/�writer 108. An authorized credential 120 may be
presented to such a reader/�writer 108 and the reader/

writer 108 can read data from the credential 120. Once
read, the data may be changed to update access data
on the credential 120 or simply to change to another man-
ufacturer’s data characteristics. The updated/�changed
data can then be rewritten back to the same credential
120 thereby creating an updated credential in an efficient
manner. In one embodiment, the same reader/�writer 108
that read the credential 120 is used to rewrite the data
back to the same credential 120. In another embodiment,
one reader/�writer 108 may be used to read data from the
credential 120 and a second different reader/�writer 108
may be used to rewrite the changed data back to the
credential 120. In the event that different reader/ �writers
108 are used to read data from and subsequently write
data to a credential 120, the data may be passed from
the reading reader/ �writer 108 to the writing reader/ �writer
108 via a communication network 124.
�[0023] In the depicted embodiment, the reader/�writers
108 are coupled to the control panel 104 through the
communication network 124. The communication net-
work 124 connecting the reader/�writers 108 to each other
and to the control panel 104 may be arranged in any
known type of configuration including, without limitation,
bus, daisy chain, star, and point-�to- �point. In some em-
bodiments, the reader/�writers 108 may be connected to
the control panel 104 through a hub. In an alternate em-
bodiment, the reader/�writers 108 may be directly coupled
to the respective inputs/�outputs of the control panel 104.
The communication network 124 between the reader/
writers 108 and the control panel 104 generally provides
bi-�directional communication interfaces, which may se-
lectively be implemented in a form of wired, wireless,
fiber- �optic communication links, or combinations thereof.
Even though the communication network 124 is depicted
as a number of bi-�directional interfaces, one skilled in the
art can appreciate that the communication network 124
may be implemented with unidirectional interfaces that
use a unidirectional communication protocol, for exam-
ple, the Wiegand protocol.
�[0024] The communication network 124 may be imple-
mented utilizing buses or other types of device connec-
tions. The protocols used to communicate between the
control panel 104 and the reader/�writers 108 and be-
tween the reader/�writers 108 themselves may include
one or more of the TCP/IP protocol, RS 232, RS 485,
Current Loop, Power of Ethernet (POE), Bluetooth, Zig-
bee, GSM, WiFi, and other communication methods and
protocols known in the art.
�[0025] The control panel 104 may be a general-�pur-
pose computer adapted for multi-�task data processing
and suitable for use in a commercial setting. Alternatively,
the control panel 104 may be implemented with a host
computer and reader/�writers 108 can be connected to
the host computer via a TCP/IP connection or other type
of network connection. A memory comprising a database
128 of records for the system 100 is associated with the
control panel 104. The database 128 may be integral with
or separated from the control panel 104 as depicted in
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Fig. 1. The database 128 maintains records associated
with the reader/ �writers 108, credentials 120 and their re-
spective holders or users, algorithm�(s) for acquiring, de-
coding, verifying, and modifying data contained in the
reader/�writers 108, algorithm�(s) for testing authenticity
and validity of the credentials 120, algorithm�(s) for im-
plementing actions based on the results of these tests,
and other needed software programs. Specific configu-
rations of the control panel 104 are determined based on
and compliant with computing and interfacing capabilities
of the reader/ �writers 108.
�[0026] The credential 120 is a device that carries evi-
dence of authority, status, rights, and/or entitlement to
privileges for a holder of the credential 120. A credential
120 is a portable device that is used to complete trans-
actions with a reader/�writer 108. One example of a cre-
dential 120 is an RFID smartcard that has data stored
thereon allowing a holder of the credential 120 to access
an asset protected by a reader/�writer 108. Other exam-
ples of a credential 120 include, but are not limited to,
proximity cards, access control cards, credit cards, debit
cards, passports, identification cards, key fobs, cellular
phones, PDAs, tags, or any other device configurable to
include a transponder.
�[0027] As used herein, the terms a "holder" and a "us-
er" are used interchangeably in reference to an individual
or an object associated with credential 120.
�[0028] Referring now to Fig. 2, an exemplary reader/
writer 108 will be described in accordance with embodi-
ments of the present invention. The reader/ �writer 108
generally comprises a processor 204, a reader portion
112 having a plurality of format modules 208a-�N, a writer
portion 116 having a plurality of format modules 212a-
M, a memory 216, a data storage 220, and a communi-
cation interface 232 to communicate with the control pan-
el 104 via communication network 124 and other external
devices such as locks, door stripes, door monitor sen-
sors, egress push buttons, asset access sensors and
other reader/ �writers 108.
�[0029] As noted above, a reader/ �writer 108 is typically
associated with a particular asset (e.g., a door protecting
access to a secure room, a computer lock protecting sen-
sitive information or computer files, a lock on a safe, a
bank account, a credit card, and the like). In one embod-
iment, upon verification of credential information stored
on the credential 120, the reader/ �writer 108 generates
signals facilitating execution of the results of interrogating
the credential 120 (e.g., engages/ �disengages a locking
mechanism, allows/�disallows movement of a monitored
article, temporarily disables itself, activates an alarm sys-
tem, provides access to a computer system, provides
access to a particular document, authorize a purchase/
withdrawal, and the like). If the credential information is
not verified by the reader/�writer 108 or is determined to
be fraudulent, nothing may happen, the credential 120
may be rejected, and/or alarms may be triggered alerting
security personnel. Alternatively, the control panel 104
may generate such signals.

�[0030] The processor 204 may include any general-
purpose programmable processor, digital signal proces-
sor (DSP) or controller for executing application program-
ming. Alternatively, the processor 204 may comprise a
specially configured application specific integrated circuit
(ASIC). The processor 204 generally functions to run pro-
gramming code implementing various functions per-
formed by the reader/ �writer 108. The processor 204 re-
ceives data read from the reader portion 112 and pro-
vides data to the writer portion 116 for writing to a cre-
dential 120. The processor 204 is capable of altering or
otherwise changing data that is read from the credential
120 and then can provide the changed data to the writer
portion or to a different writer portion 116 of a different
reader/�writer 108aN for subsequent writing back to the
credential 120.
�[0031] The memory 216 generally comprises software
routines facilitating, in operation, pre-�determined func-
tionality of the reader/ �writer 108. The memory 216 may
be implemented using various types of electronic mem-
ory generally including at least one array of non-�volatile
memory cells (e.g., Erasable Programmable Read Only
Memory (EPROM) cells or FLASH memory cells, etc.)
The memory 216 may also include at least one array of
dynamic random access memory (DRAM) cells. The con-
tent of the DRAM cells may be pre-�programmed and
write-�protected thereafter, whereas other portions of the
memory may selectively be modified or erased. The
memory 216 is generally a temporary data storage loca-
tion. More specifically, when data is provided from the
reader portion 112 to the processor 204, the processor
204 may use the memory 216 to temporarily store a copy
of the data while it changes the original data. The
changed data may then be compared to the copy of the
original data to ensure the accuracy of the changed data.
Once the accuracy is confirmed, then the copy of the
original data may be removed from memory 216.
�[0032] The data storage 220 of the reader/ �writer 108
is a long-�term memory as compared to the temporary
memory 216. The data storage 220 may comprise, for
example, a magnetic storage device, a solid-�state stor-
age device, an optical storage device, a logic circuit, or
any combination of such devices. It should further be
appreciated that the programs and data that may be
maintained in the data storage 220 can comprise soft-
ware, firmware or hardware logic, depending on the par-
ticular implementation of the data storage 220.
�[0033] One application that may be stored in the data
storage 220 includes an access control application 224
that limits access to the asset associated with the reader/
writer 108. The access control application 224 may in-
clude credential 120 authentication algorithms that help
the processor 204 determine what credentials are al-
lowed access to the asset. Likewise, a list of allowed
credentials may be stored as a part of the access control
application 224. In some embodiments, the reader/�writer
108 does not perform authentication validation but rather
provides data from the credential to the control panel 104
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for verification of authenticity. When the control panel
104 determines that the credential 120 is allowed to ac-
cess the asset protected by the reader/�writer 108, the
control panel 104 may send a signal to the reader/�writer
108 that prompts the reader/�writer 108 to allow access
to the asset. In other embodiments, the reader/ �writer 108
may be a stand- �alone reader/ �writer and all of the verifi-
cations of authenticity are performed at the reader/ �writer
108 instead of relying upon a control panel 104. In such
circumstances the reader/�writer 108 may not even in-
clude a communication interface 232.
�[0034] Another application that may reside in data stor-
age 220 is a data rewrite application 228. The data rewrite
application 228 provides the processor 204 with instruc-
tions for updating or changing data from a credential 120.
The data rewrite application 228 may include data char-
acteristic updates as well as access permissions up-
dates. Characteristic updates may cause data to be
changed from any number of data characteristics to a
particular manufacturer’s set of data characteristics. Ac-
cess permission updates may actually change the con-
tent of the data rather than the characteristics of the data.
�[0035] In one embodiment of the present invention, a
reader/�writer 108 creates an RF field using one of the
format modules 208a-�N. A format module 208 generally
includes an antenna or other type of interface for machine
reading a credential 120 and a demodulation unit. Sev-
eral format modules 208a-�N may share a single antenna
and/or demodulation unit depending upon the character-
istics of data they are designed to read. A signal received
at one of the format modules 208 is demodulated and
forwarded to the processor 204 for authentication verifi-
cation and/or data changes.
�[0036] The format modules 212a-�M of the writer por-
tion 116 utilize a modulation unit and an antenna. The
hardware of the modulation unit and/or antenna may be
shared among various format modules 212 of the writer
portion 116. Additionally, the format modules 212 of the
writer portion 116 may share antennas with format mod-
ules 208 of the reader portion 112. If data is to be rewritten
back to the credential 120, then the processor 204 de-
termines the characteristics of the data to be rewritten
and based on that determination selects a proper format
module 212 to which the data should be sent. The proc-
essor 204 then sends the data to the selected format
module 212 where it is modulated according to the proper
characteristics and rewritten back to the credential 120.
�[0037] A reader/�writer 108 may also include one or
more communication network interfaces 232. Examples
of communication network interfaces 232 include, but are
not limited to, a network interface card, a modem, a USB
port, a parallel port, a serial port, a Small Computer Sys-
tems Interface (SCSI) port, Ethernet, an infrared port, an
RF interface, and/or other wired or wireless communica-
tion network interfaces.
�[0038] Referring now to Fig. 3, a reader/�writer 108
used to combine data from multiple credentials will be
described in accordance with at least some embodiments

of the present invention. One example where data from
multiple credentials is combined and rewritten to a single
credential is when a single user has more than one cre-
dential each being responsible for a particular applica-
tion. In these situations it is beneficial to the user to con-
solidate the applications onto one credential such that
the user does not need to carry multiple credentials.
�[0039] The reader/�writer 108 may be presented with a
number of different credentials in sequence. The pre-
sented credentials could include two or more credentials
from a common manufacturer either having the same
communication protocol but different access codes or
even having different communication protocols. In anoth-
er embodiment, the presented credentials could include
credentials from different manufacturers. A first RFID cre-
dential 304a having a first set of characteristics for man-
ufacturer A is first presented to the reader/�writer 108.
Data from the first RFID credential 304a is read by the
proper format module 208 and passed to the memory
216 for temporary storage. Thereafter, a second RFID
credential 304b having a second set of characteristics
for manufacturer B is presented to the reader/�writer 108.
Data from the second RFID credential 304b is read by
the proper format module 208 and passed to the memory
216 for storage along with the data from the first RFID
credential. After the second RFID credential 304b has
been read, a third RFID credential 304c having a third
set of characteristics for manufacturer C is presented to
the reader/ �writer 108. Again, the proper format module
208 reads data from the third RFID credential 304c and
then the data is sent to the memory 216.
�[0040] Data read from each credential 304 may be
stored prior to having their characteristics changed. In
this case the processor 204 may change the character-
istics of each data in parallel. Alternatively, the processor
204 may change the characteristics of each data in the
order it is received. After the data characteristics have
been changed to a new set of characteristics (e.g., a set
of characteristics corresponding to manufacturer X), the
data can either be combined and written to a new RFID
credential 308 or the separate data may be written to the
new RFID credential 308 one at a time. Characteristics
of data may vary between credentials according to a
number of different factors known to those of skill in the
art. Examples include data format (e.g., the logical ar-
rangement of transmitted data), transmission frequency
(e.g., one credential may communicate at 125 kHz and
another credential may communicate at 135 kHz), and
modulation method (e.g., Amplitude Shift Key (ASK), Fre-
quency Shift Key (FSK), Phase Shift Key (PSK), Man-
chester, Biphase, Pulse-�Code Modulation (PCM), Re-
turn-�to- �Zero (RZ), and Non-�Return-�to- �Zero (NRZ)). Oth-
er characteristics that may be changed using embodi-
ments of the present invention include passwords, keys,
cryptographic protection algorithms (e.g., DES, AES,
etc.), and so on. The characteristics of data generally
relate the presentation of data during communications
with external devices rather than the content of the data
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itself.
�[0041] After writing the data the new RFID credential
308 contains the data or applications stored on each
RFID credential 304a- �c that was read by the reader/�writer
108. As can be appreciated, the single reader/ �writer 108
used to read each RFID credential 304 may employ dif-
ferent format modules 208 to read each RFID credential
304 depending upon the nature of the RFID credential
304. Similarly, the format module 212 of the writer portion
116 used to write data to the RFID credential 308 is cho-
sen based on the data characteristics of manufacturer X.
�[0042] As one illustrative example, a company such
as manufacturer Y that manufactures card and reader
products may use a Temic family chip manufactured as
an RFID credential 304. The transponder of the RFID
credential 304 may be programmed to output data in FSK
at 125 kHz and uses a data content structure that is
unique to manufacturer Y. Another company, such as
manufacturer Z, may also manufacture card and reader
products that are very similar to manufacturer Y’s prod-
ucts. Manufacturer Z may also use RFID credentials 304
with a Temic chip that also works at 125 kHz but the data
content used by manufacturer Z is in a different format.
The different format may include the use of a different
synchronization mechanism for allowing the reader to
determine where the data starts and the ratios of dividers
employed. In this particular example, company X may
have an access control system with manufacturer Y read-
ers and thousands of manufacturer Y cards in use. At
some point company X may decide to switch to manu-
facturer Z because of the different features offered by
manufacturer Z and therefore wishes to switch to an ac-
cess control system that uses manufacturer Z readers.
When company X makes the switch instead of replacing
all of the RFID credentials 304, company X can employ
the reader/�writer 108 to alter the data content from man-
ufacturer Y’s format to manufacturer Z’s format thereby
allowing the RFID credentials 304 to work with the man-
ufacturer Z readers.
�[0043] Fig. 4 depicts a situation where a number of
different RFID credentials are read from different reader/
writers 108 and the data from each RFID credential is
subsequently written using another different reader/�writ-
er 108. The first RFID credential 304a may be configured
to modulate data communications on a carrier signal us-
ing PSK. The first RFID credential 304a may be read by
a first reader/�writer 404a capable of reading PSK prox-
imity devices. Data read from the first reader/ �writer 404a
may be forwarded to a reader/�writer 408 that will be even-
tually writing the data to back to one of the RFID creden-
tials.
�[0044] The second RFID credential 304b may be con-
figured to modulate data communications on a carrier
signal using ASK. The second RFID credential 304b may
be read by a second reader/�writer 404b capable of read-
ing ASK proximity devices. Once the second reader/�writ-
er 404b reads data from the second RFID credential
304b, the data may be transmitted to the reader/�writer

408 for eventual alteration and writing to an RFID cre-
dential.
�[0045] The third RFID credential 304c may be config-
ured to modulate data communications on a carrier signal
using FSK. The third RFID credential 304c may be read
by a third reader/ �writer 404c capable of reading FSK
proximity devices. Once the third reader/�writer 404c
reads data from the third RFID credential 304c, the data
is transmitted to the reader/ �writer 408.
�[0046] The reader/�writer 408, in one embodiment, is
responsible for changing the characteristics of the data
from each RFID credential 304 to a common set of char-
acteristics. Once the characteristics of each set of data
has been changed resulting in a common set of charac-
teristics among each set of data, the data may be written
to one of the RFID credentials from which one set of data
originally was read. This way a new RFID credential does
not need to be purchased for the updating and combining
of data from numerous RFID credentials.
�[0047] In an alternative embodiment, each reader/ �writ-
er 404a-�c may change the characteristics of the data to
match the final characteristics prior to sending the data
to the reader/ �writer 408. In this particular embodiment,
the function of the reader/ �writer 408 would be to write the
data back to an RFID credential rather than change the
data characteristics. In certain embodiments, the reader/
writer 408 may be one of the reader/�writers 404a-�c used
to read data from the RFID credentials 304a-�c.
�[0048] In still a further alternative embodiment, the
RFID credentials could also be from three different indi-
viduals with each credential having a different format.
The data from each card could be rewritten back to the
respective card but in a common format. For instance,
company X may buy companies A, B, and C and all three
sets of new employees can have their RFID credentials
migrated to the format of RFID credentials of company
X’s employees. This way the new employees do not need
to be issued new credentials but rather can utilize their
credentials from company A, B, or C.
�[0049] With reference now to Fig. 5, an alternative con-
figuration of reader/�writers used to update data charac-
teristics will be described in accordance with at least
some embodiments of the present invention. Data having
different characteristics can be read from various RFID
credentials 304a and 304b as described above using dif-
ferent reader/�writers 404a and 404b. Data from multiple
RFID credentials can be combined and rewritten to a
common RFID credential. In addition to combining data
from multiple RFID credentials, additional reader/�writers
508a and 508b can be used to read other types of ma-
chine-�readable credentials. For example, a first non- �RF
credential 504c may include data having certain charac-
teristics that allow it to be read by the magnetic reader/
writer 508c. Once data is read from the magnetic reader/
writer 508c it is transmitted to the reader/ �writer 408. The
reader/�writer 408 may then change the characteristics of
the data from the first non-�RF credential 504c to match
characteristics of RF transmitted data. Likewise, a sec-
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ond non-�RF credential 504d may include data having oth-
er characteristics that allow it to be read by a Wiegand
Key reader/�writer 508d. This data is also sent to the read-
er/ �writer 408 for eventual alteration and writing to a cre-
dential.
�[0050] As can be appreciated by one skilled in the art,
the data does not necessarily need to be rewritten to an
RFID credential. According to some embodiments, data
from various credentials can be altered such that it can
be rewritten to a non-�RF enabled credential such as a
magnetic card, a barcode, a Wiegand Key, NFC phone,
and so on. The number of credentials that have their data
combined onto a single credential is only limited to the
space for data on the credential that will ultimately receive
all of the data. The source of the data does not matter
and in many cases will not determine the type of creden-
tial the data is to be written to.
�[0051] Referring now to Fig. 6, a method of updating
characteristics of data from a credential and writing the
updated data back to the same credential will be de-
scribed in accordance with at least some embodiments
of the present invention. Initially, the method begins when
a credential 120 is presented to a reader/�writer 108 (step
604). After the credential 120 has been presented to the
reader/�writer 108, the reader/�writer 108 authenticates it-
self to the credential if such authentication is required
(step 608). If no authentication is required then authen-
tication is assumed valid. Otherwise, the reader/�writer
108 transmits a password or similar authentication detail
to the credential 120. The authentication detail may have
been provided to the reader/�writer 108 upon installation.
In an alternative embodiment, the reader could have a
"hacking mode" where the authentication details are dy-
namically determined based on a schedule for example.
The credential 120 can check the authentication details
to determine if the reader/�writer 108 is allowed access
to data on the credential 120.
�[0052] Assuming the reader/�writer 108 is allowed ac-
cess to data stored on the credential 120, the character-
istics of the data on the transponder of the credential 120
(in the case of an RF enabled credential) are determined
after the credential 120 authenticates the reader/�writer
108 (step 612). The characteristics of the data deter-
mined by the reader/�writer 108 may include the carrier
frequency, modulation type, data format, and divide- �by-
values used to communicate with other credentials
among others. These characteristics may be known by
the reader/�writer 108 prior to reading the credential 120
(e.g., the characteristics of each credential 120 may be
stored in the data storage 220 or another local memory
location). In this particular case, the reader/�writer 108
only needs to search the database for a matching entry
for the current credential 120. In an alternative embodi-
ment, the reader/�writer 108 may try to dynamically de-
termine what characteristics are used by the credential
120 to communicate with other credentials by sequen-
tially trying each format module 208 until the data is suc-
cessfully read from the presented credential 120.

�[0053] Once the characteristics of the data are known
by the reader/ �writer 108, the total data is read from the
presented credential 120 and stored in memory 216 (step
616). With the data stored in the temporary memory 216,
relevant fields of the data are extracted and decoded by
the processor 204 (step 620). The fields that may be ex-
tracted from the data include, but are not limited to, card
number, site code, user identity, employee number,
passwords, keys, and so on.
�[0054] Thereafter, it is determined whether the extract-
ed data is to be displayed via a human- �readable interface
(step 624). If the extracted data is not to be displayed to
a user, then the method skips to step 636 where the read
data is stored. The extracted data may be stored in the
memory 216, the data storage 220, and/or the database
128. In the event that the extracted data is to be displayed,
then the extracted data is sent to a human-�readable in-
terface such as a display screen, an audio output device,
or the like (step 628). A user can then confirm the accu-
racy of the displayed data with the credential 120 (step
632). The confirmation of accuracy may be as simple as
comparing the extracted card number with the card
number printed on the credential 120. During this confir-
mation of accuracy step if it is determined that the data
was not accurately read, decoded, and extracted from
the credential 120 then the method may need to start
over or a different reader/�writer 108 may need to be em-
ployed to read the data from the credential 120. Once
the accuracy of the data is determined the data is stored
as note above for historical purposes (step 636).
�[0055] After the extracted data has been stored, the
processor 204 employs the data rewrite application 228
and changes at least one characteristic of the extracted
data (step 640). The changing of characteristics of the
data may include changing one or more of the data’s
format, the carrier frequency used to transmit the data,
the way the data is modulated on the carrier signal, and
so on. With the characteristics of the data changed it may
then be necessary to reprogram configuration registers
of the transponder chip in the credential 120 to match
the new characteristics of the data (step 644). Repro-
gramming configuration registers of the transponder al-
lows the credential 120 to send/�receive the data having
the new set of characteristics. For example, if the char-
acteristics of the data changed such that a new modula-
tion scheme were to be employed, the configuration reg-
isters of the transponder should be reprogrammed such
that the data could be properly modulated/�demodulated
by the transponder of the credential 120.
�[0056] With transponder registers properly configured
it is then determined if a new password should be used
for a reader/ �writer 108 to authenticate itself to the cre-
dential 120 (step 648). If a new password is desired, then
the transponder of the credential 120 is reprogrammed
with a new password (step 652). The new password is
maintained in the data storage 220 of the reader/�writer
108 such that it can send the new password to the trans-
ponder in future transactions with the credential 120. Ad-
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ditionally, the new password may be sent to the database
128 for long-�term storage.
�[0057] After the password has been changed, or in the
event that no change to the password was desired, the
changed data having the new set of characteristics is
written back to the credential 120 (step 656). In this step
the same reader/�writer 108 that read the data from the
credential 120 may also be used to write the data back
to the credential 120. In an alternative embodiment, a
different reader/�writer 108 may be used to write the data
back to the credential 120. Once the data has been writ-
ten back to the credential 120 it is determined if the ac-
curacy of the written data is to be confirmed (step 660).
If the written data is to be assumed accurate with confir-
mation, then the method ends at step 676. However, if
the accuracy of the written data is to be confirmed, then
the reader/�writer 108 reads back the newly written data
from the credential 120 (step 664). Thereafter, the proc-
essor 204 compares the newly read data with the histor-
ical record of the updated data to ensure that a match
has occurred (step 668). Once the written data is com-
pared to the historical record of the updated data it is
determined if the written data is accurate (step 672). If
the written data is confirmed to be accurate the credential
120 is ready for use with the updated data and the method
ends (step 676). If the accuracy of the data was compro-
mised when it was written back to the credential 120 then
the method returns to step 656 where another attempt
of writing the data to the credential 120 is attempted. If
it continues that data written to the credential 120 is in-
accurate, then the credential 120 may be discarded or
replaced with a new credential 120 to which the updated
data is written.
�[0058] Referring now to Fig. 7, a method of combining
data from multiple credentials will be described in accord-
ance with at least some embodiments of the present in-
vention. The method begins when data is read from a
first credential 120 by a reader/�writer 108 (step 704). The
characteristics of the data read from the first credential
120 are then changed to an updated set of characteristics
(step 708). The updated set of characteristics may be
the same as the first set of characteristics in some em-
bodiments, but typically the updated set of characteristics
will differ from the first set of characteristics in that at least
a portion of the characteristics will have changed (e.g.,
format, carrier frequency used, modulation method, di-
vide-�by-�value, etc.). As can be appreciated sometimes
a significant difference between the first set of charac-
teristics and the updated set of characteristics may exist.
In other embodiments only a small difference may exist.
For example, if the carrier frequency is changed but the
same credential 120 will ultimately have the data rewrit-
ten back to it, then the carrier frequency will not change
much. A credential 120 may be designed to use a carrier
signal with a frequency that can vary between about 100
kHz and about 150 kHz. The data may have been origi-
nally configured to use a carrier signal of about 125 kHz
and after changing characteristics of the data a carrier

signal of about 110 kHz may be employed. This change
does not represent a significant change in carrier fre-
quency considering the breadth of the electromagnetic
spectrum, but still constitutes a change to the character-
istics of the data.
�[0059] After the data from the first credential 120 has
been properly changed to have the updated set of char-
acteristics it is determined if more credentials 120 will
have their data characteristics updated and added to a
credential along with the data from the first credential 120
(step 712). In the event that no further credentials 120
are going to be used, the updated data from the first cre-
dential 120 is written back to a credential (step 732). In
this step, the data may be rewritten back to the first cre-
dential 120 or may be written to a new credential 120.
�[0060] In the event that more credentials 120 are going
to have their data added to a credential with the data from
the first credential 120, the reader/�writer 108 continues
to read data from the next credential 120 (step 716). In
one embodiment, the data read from the next credential
120 is read by the same reader/�writer 108 that read the
first credential 120. In other embodiments, a different
reader/�writer 108 is used to read the next credential 120.
Once the data has been read from the next credential
120, the characteristics of the data from the next creden-
tial 120 are changed to match the updated set of char-
acteristics (step 720). During this step the changed data
from the first credential 120 may be stored in memory
216. The data from the next credential may have origi-
nally had a second set of characteristics that differed from
the first set of characteristics of the data from the first
credential 120. However, it is possible that the charac-
teristics of the data from the next credential 120 match
the characteristics of the data from the first credential
120.
�[0061] After the characteristics of the data from the
next credential 120 have been changed to match the up-
dated set of characteristics, the method continues to de-
termine if any more data from other credentials is desired
(step 724). If data from further credentials is desired, then
the method returns to step 716. Once data from all of the
desired credentials 120 has been read and the charac-
teristics of that data have been changed to a common
set of characteristics, the data from all of the credentials
120 is combined (step 728). In the combination step, the
data from each credential may be collected in the memory
216 and prepared for writing to a credential 120. There-
after, the combined data is written to a credential 120
(step 732). The data may be written to the credential 120
all at once or in a piecewise fashion depending upon the
type of credential 120 being employed and the nature of
the data being written. The credential 120 to which the
combined data is written may be one of the credentials
120 from which some of the data was read. In an alter-
native embodiment, the credential 120 to which the com-
bined data is written may be a new credential 120.
�[0062] Although embodiments of the present invention
have been described primarily using examples of 125
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kHz RFID credentials, embodiments of the invention are
not so limited. Rather, inventive aspects of the present
invention may equally be applied to contactless smart
cards operating at 13.56 MHz, Near Field Communica-
tion (NFC) devices, or even UHF tags used in logistical
supply chain applications. In one example, company A
may use Mifare (a 13.56 MHz contactless smart card
technology owned by Philips Electronics) with a set of
keys and data content unique to company A. Company
B may also use Mifare but with different keys and different
data content. Moving from company A to company B us-
ing the same card can also be accomplished employing
embodiments of the present invention
�[0063] The present invention, in various embodiments,
includes components, methods, processes, systems
and/or apparatus substantially as depicted and de-
scribed herein, including various embodiments, subcom-
binations, and subsets thereof. Those of skill in the art
will understand how to make and use the present inven-
tion after understanding the present disclosure. The
present invention, in various embodiments, includes pro-
viding devices and processes in the absence of items
not depicted and/or described herein or in various em-
bodiments hereof, including in the absence of such items
as may have been used in previous devices or processes,
e.g., for improving performance, achieving ease and\or
reducing cost of implementation.
�[0064] The foregoing discussion of the invention has
been presented for purposes of illustration and descrip-
tion. The foregoing is not intended to limit the invention
to the form or forms disclosed herein. In the foregoing
Detailed Description for example, various features of the
invention are grouped together in one or more embodi-
ments for the purpose of streamlining the disclosure. This
method of disclosure is not to be interpreted as reflecting
an intention that the claimed invention requires more fea-
tures than are expressly recited in each claim. Rather,
as the following claims reflect, inventive aspects lie in
less than all features of a single foregoing disclosed em-
bodiment. Thus, the following claims are hereby incor-
porated into this Detailed Description, with each claim
standing on its own as a separate preferred embodiment
of the invention.
�[0065] Moreover though the description of the inven-
tion has included description of one or more embodi-
ments and certain variations and modifications, other var-
iations and modifications are within the scope of the in-
vention, e.g., as may be within the skill and knowledge
of those in the art, after understanding the present dis-
closure. It is intended to obtain rights which include al-
ternative embodiments to the extent permitted, including
alternate, interchangeable and/or equivalent structures,
functions, ranges or steps to those claimed, whether or
not such alternate, interchangeable and/or equivalent
structures, functions, ranges or steps are disclosed here-
in, and without intending to publicly dedicate any patent-
able subject matter.

Claims

1. A method of updating an access control system,
comprising: �

reading data from a first RFID credential that
utilizes a first set of characteristics to communi-
cate with RFID readers;
changing at least one characteristic of said data
such that at least one characteristic in the first
set of characteristics changes, resulting in a sec-
ond set of characteristics; and
writing the data with the second set of charac-
teristics back to the first RFID such that the first
RFID utilizes the second set of characteristics
to communicate with RFID readers.

2. The method of claim 1, wherein the at least one
changed characteristic comprises one or more of the
following: format and data content, frequency, mod-
ulation method, passwords, security keys, encryp-
tion algorithms, and digital certificates.

3. The method of claim 2, wherein the at least one
changed characteristic comprises format and where-
in the format of the data changes from a first modu-
lation method to a second different modulation meth-
od.

4. The method of claim 3, wherein the first modulation
method comprises one of Amplitude Shift Key (ASK),
Frequency Shift Key (FSK), Phase Shift Key (PSK),
Manchester, Biphase, Pulse- �Code Modulation
(PCM), Return-�to-�Zero (RZ), and Non-�Return-�to-�Ze-
ro (NRZ) and wherein the second modulation meth-
od comprises a different one of ASK, FSK, PSK,
Manchester, Biphase, PCM, RZ, and NRZ.

5. The method of claim 1, wherein the first set of char-
acteristics cause the first RFID to utilize a first carrier
frequency and the second set of characteristics
cause the first RFID to utilize a second carrier fre-
quency, and wherein the first and second carrier fre-
quencies are different.

6. The method of claim 1, wherein the first set of char-
acteristics correspond to a data format used by a
first manufacturer and the second set of character-
istics correspond to a data format used by a second
different manufacturer.

7. The method of claim 1, further comprising:�

reading data from a second RFID credential that
utilizes a third set of characteristics to commu-
nicate with RFID readers;
changing the data from the second RFID cre-
dential such that at least one characteristic in
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the third set of characteristics changes, resulting
in the second set of characteristics;
combining the changed data from the second
RFID credential with the changed data from the
first RFID credential; and
writing the combined data with the second set
of characteristics back to the first RFID.

8. The method of claim 7, wherein the first and third set
of characteristics have at least one characteristic that
differs between them.

9. The method of claim 1, further comprising:�

storing the read data into a portion of memory;
extracting the data from the memory into fields;
and
reformatting the data in each field to match the
second set of characteristics.

10. The method of claim 9, wherein the fields comprise
at least one of card number, site code, manufacturer
data, and user data.

11. The method of claim 10, further comprising compar-
ing known data for a field with reformatted data from
the corresponding field.

12. The method of claim 1, further comprising repro-
gramming the first RFID credential with a password
upon writing the data to the first RFID credential.

13. The method of claim 1, further comprising:�

reading data from a second credential that uti-
lizes a third set of characteristics to communi-
cate with credential readers;
changing the data from the second credential
such that at least one characteristic in the third
set of characteristics changes, resulting in the
second set of characteristics; and
writing the changed data from the second cre-
dential to the first RFID credential.

14. The method of claim 13, wherein the second creden-
tial comprises an RFID credential.

15. The method of claim 13, wherein the second creden-
tial comprises a non-�RF enabled machine-�readable
credential.

16. The method of claim 1, further comprising:�

presenting the first RFID credential within prox-
imity of an RFID device that will change the data;
waiting for completion of the writing step; and
distributing the first RFID credential after it has
been rewritten.

17. A device for updating one or more RFID credentials,
comprising: �

a reader portion utilizing a first set of character-
istics for reading data from a first RFID creden-
tial;
a processor operable to alter characteristics of
the data such that at least one characteristic in
the first set of characteristics alters, resulting in
a second set of characteristics; and
a writer portion utilizing a second set of charac-
teristics to write the altered data with the second
set of characteristics back to the first RFID such
that the first RFID utilizes the second set of char-
acteristics to communicate with RFID readers.

18. The device of claim 17, further comprising a data
rewrite application stored on a data storage, wherein
the processor utilizes the data rewrite application to
alter the characteristics from the first set of charac-
teristics to the second set of characteristics.

19. The device of claim 17, wherein the reader portion
comprises a plurality of format modules each capa-
ble of reading data from an RFID credential using a
different set of characteristics.

20. The device of claim 17, wherein the writer portion
comprises a plurality of format modules each capa-
ble of writing data to an RFID credential using a dif-
ferent set of characteristics.

21. The device of claim 17, wherein the at least one al-
tered characteristic comprises one or more of the
following: format, frequency, and modulation meth-
od.

22. The device of claim 21, wherein the at least one al-
tered characteristic comprises format and wherein
the format of the data changes from a first modulation
method to a second different modulation method.

23. The device of claim 22, wherein the first modulation
method comprises one of Amplitude Shift Key (ASK),
Frequency Shift Key (FSK), Phase Shift Key (PSK),
Manchester, Biphase, Pulse- �Code Modulation
(PCM), Return-�to-�Zero (RZ), and Non-�Return-�to-�Ze-
ro (NRZ) and wherein the second modulation meth-
od comprises a different one of ASK, FSK, PSK,
Manchester, Biphase, PCM, RZ, and NRZ.

24. The device of claim 17, wherein the first set of char-
acteristics cause the first RFID to utilize a first carrier
frequency and the second set of characteristics
cause the first RFID to utilize a second carrier fre-
quency, and wherein the first and second carrier fre-
quencies are different.
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25. The device of claim 17, wherein the first set of char-
acteristics correspond to a data format used by a
first manufacturer and the second set of character-
istics correspond to a data format used by a second
different manufacturer.

26. The device of claim 17, wherein the reader portion
and the writer portion are located within a common
housing.

27. The device of claim 17, further comprising a portion
of memory capable of temporarily storing the read
data while the processor alters the first set of char-
acteristics.

28. A system for updating one or more RFID credentials,
comprising: �

at least one reader capable of utilizing a first set
of characteristics to read data from a first RFID
credential;
a processor for changing characteristics of the
read data such that at least one characteristic
in the first set of characteristics changes, result-
ing in a second set of characteristics; and
at least one writer capable of utilizing a second
set of characteristics to write the changed data
with the second set of characteristics back to
the first RFID such that the first RFID utilizes the
second set of characteristics to communicate
with RFID readers.

29. The system of claim 28, wherein the at least one
reader and writer are associated with different hous-
ings.

30. The system of claim 28, wherein the at least one
reader and writer communicate with each other using
at least one of serial asynchronous communications,
I2C, SPI, Wiegand, clock and data, Bluetooth, Zig-
Bee, infrared light, visible light, and magnetic com-
munication methods.

31. The system of claim 28, wherein the at least one
reader and writer are connected in one of a bus, daisy
chain, star, and point-�to- �point configuration.

32. The system of claim 28, wherein the at least one
reader comprises a reader capable of reading a non-
RF based credential and wherein the at least one
writer comprises a writer capable writing data with
changed characteristics back to the non- �RF based
credential.

33. The system of claim 28, wherein the at least one
changed characteristic comprises one or more of the
following: format, frequency, and modulation meth-
od.

34. The system of claim 33, wherein the at least one
changed characteristic comprises format and where-
in the format of the data changes from a first modu-
lation method to a second different modulation meth-
od.

35. The system of claim 34, wherein the first modulation
method comprises one of Amplitude Shift Key (ASK),
Frequency Shift Key (FSK), Phase Shift Key (PSK),
Manchester, Biphase, Pulse- �Code Modulation
(PCM), Return-�to-�Zero (RZ), and Non-�Return-�to-�Ze-
ro (NRZ) and wherein the second modulation meth-
od comprises a different one of ASK, FSK, PSK,
Manchester, Biphase, PCM, RZ, and NRZ.
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