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(57) ABSTRACT

The invention relates to a method and apparatus for exposing
(i.e. bridging) data and services offered by low power, low
duty cycle transducers (e.g. sensors and actuators) in a stan-
dardized format over existing and established home network-
ing technologies. A transducer access point is a functional
component that serves as a proxy for health devices and
sensors that are off/asleep the majority of the time to con-
server power (e.g. battery life). The transducer access point
may be implemented as a stand alone device or embedded
within a computing device such as a home PC.
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TRANSDUCER ACCESS POINT

FIELD OF INVENTION

[0001] The invention relates to a method and apparatus for
bridging data and services offered by low-power, low duty-
cycle transducers, such as sensors and actuators over a net-
work.

BACKGROUND

[0002] Currently, many elder adults rely on a variety of
low-tech methods to remember important events such as
handwritten messages posted throughout the home. Con-
cerned family members must visit/phone frequently to gather
this type of information which is problematic for the elder
adult (they don’t want to be a burden on their family mem-
bers) as well as the family caregiver (feelings of guilt for not
calling/visiting often enough).

[0003] Personalhealth has been targeted as one ofthe major
growth areas for the foreseeable future. Elder care is likely to
be one of'the primary (future) use cases in this area. A remote
prompting infrastructure interoperable with a wide variety of
devices that can inform elder adults and remote caregivers of
critical/non-critical health events is going to be a key building
block that will enable elder care related solutions in the home.
[0004] Currently there is no advertising tied into the
prompting systems out there. By associating a relevant ad
with a specific prompt to each individual user, the effective-
ness of the ads is increased. Also, since the ad is tied to a
prompt that the user needs to see, then the ad will be seen too.
[0005] There are ads that are associated with gross classi-
fications like television audience, and there are targeted ads
that are associated with finer classifications like web-brows-
ing choices, but neither of these are delivered in conjunction
with a prompt that the user needs to comprehend and respond
to, nor do they guarantee that the user will see them.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] FIG.1 illustrates a high-level platform architecture.
[0007] FIG. 2 illustrates an exemplary Transducer Access
Point architecture.

[0008] FIG. 3 illustrates the inferred services architecture
of the system.

[0009] FIG. 4 illustrates the device manager architecture of
the system.

[0010] FIG. 5 illustrates an exemplary display setting for a
graphical user interface.

[0011] FIG. 6 illustrates an exemplary history for a graphi-
cal user interface.

[0012] FIG. 7 illustrates an exemplary transducer access
point network in accordance with the invention.

[0013] FIG. 8 illustrates an exemplary functional trans-
ducer access point in accordance with the invention.

[0014] FIG. 9 illustrates an exemplary flow diagram of
initial bootstrapping of the transducer device into a local
network.

[0015] FIG. 10 illustrates an exemplary flow diagram of
device control and eventing between control devices and
transducer devices.

DETAILED DESCRIPTION

[0016] The embodiment of the invention relates to a
method for bridging data and services in a network, compris-
ing discovering at least one transducer device in the network;
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creating a virtual transducer device for each at least one
transducer device discovered; and controlling the at least one
transducer device via a transducer access device. Preferably,
the at least one transducer device is turned on: connecting to
the transducer access device; identifying the at least one
transducer device using respective technology protocols; and
recognizing the at least one transducer device. Preferably,
controlling includes subscribing to receive event notifications
from the at least one transducer device discovered by the
transducer access device; determining activities occurring on
the network as a result of an event on the at least one trans-
ducer device; and initiating an action based on the determined
activities. Preferably, the transducer access device sends
advertisements with device descriptions to a control device;
responds to search requests from the control point searching
for the at least one transducer device on the network; and
maintains a status of the at least one transducer device. Pref-
erably, the at least on transducer device is a low-power and
low duty-cycle device. Preferably, the transducer access
device is part of the at least one transducer device. Preferably,
the at least one transducer device is one of a blood pressure
monitor, scale, sensor and bed. Preferably, the control device
is at least one of a personal computer, television, mobile
device and mirror.

[0017] In another embodiment of the invention, there is a
network for bridging data and services, comprising at least
one transducer device accessible via the network; a trans-
ducer access device configured to discover the at least one
transducer device, and create a virtual transducer device for
each at least one transducer device discovered; and a control
device to control of the at least one transducer device via the
transducer access device. Preferably, the at least on trans-
ducer device is a low-power and low duty-cycle device. Pref-
erably, the transducer access device is part of the at least one
transducer device. Preferably, the at least one transducer
device is one of a blood pressure monitor, scale, sensor and
bed. Preferably, the control device is at least one of a personal
computer, television, mobile device and mirror. Preferably,
the control device subscribes to receive event notifications
from the at least one transducer device discovered by the
transducer access device; determines activities occurring on
the network as a result of an event on the at least one trans-
ducer device; and initiates an action based on the determined
activities. Preferably, the transducer access device sends out
device advertisements, responds to searches by the control
device and maintains a state of the at least one transducer
device.

[0018] The invention also related to a transducer access
device method, comprising discovering at least one trans-
ducer device in a network; and creating a virtual transducer
device for each at least one transducer device discovered on
the network. Preferably, the invention also relates to sending
advertisements with device descriptions to a control device;
responding to search requests from the control point search-
ing for the at least one transducer device on the network; and
maintaining a status of the at least one transducer device.
Preferably, the invention also includes receiving a measure-
ment taken from the at least one transducer; and transmitting
the measurement to the control device. Preferably, the inven-
tion also includes receiving a request from the control point
about a status of the at least one transducer device; converting
a protocol of the request to a protocol of the at least one
transducer device; and sending the converted request to the at
least one transducer device.
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[0019] FIG. 1 illustrates high-level platform architecture.
The “left-side” of the diagram is characterized by low-power,
in some cases proprietary protocols, used by the sensors and
actuators to handle communications. The “right-side” of the
diagram represents the Digital Home, where WiFi, Ethernet,
and UPnP are the communication technologies of choice. The
“Healthy Digital Home” is enabled (in part) by the Trans-
ducer Access Point (TAP), which bridges the various sensor/
actuator networks (specifically Bluetooth and Z-Wave in this
case), to WiFi/Ethernet, and exposes the various physical
devices “on the left” as UPnP devices “on the right” such that
intelligent control points can perform actions, request state,
and subscribe to event notifications.

[0020] UPnP is an architecture for pervasive peer-to-peer
network connectivity of intelligent appliances, wireless
devices, and PCs. It is designed to bring easy-to-use, flexible,
standards-based connectivity to ad-hoc or unmanaged net-
works whether in the home, in a small business, public spaces,
or attached to the Internet. UPnP is a distributed, open net-
working architecture that leverages TCP/IP and the Web tech-
nologies to enable seamless proximity networking in addition
to control and data transfer among networked devices in the
home, office, and public spaces.

[0021] UPnP is more than just a simple extension of the
plug and play peripheral model. It is designed to support
zero-configuration, “invisible” networking, and automatic
discovery for a breadth of device categories from a wide range
of vendors. This means a device can dynamically join a net-
work, obtain an IP address, convey its capabilities, and learn
about the presence and capabilities of other devices.

[0022] Protocols supported by the TAP include, for
example, Bluetooth and Z-Wave. Obviously, any protocol
may be used as would be appreciated by the skilled artisan.
The protocols tend to be flexible, extensible building blocks
that allows radio protocols such as these to communicate with
other devices inside and outside the home.

[0023] The following sensors and actuators are examples of
devices that may be integrated into the platform: Scales,
Blood Pressure Monitors, Pressure Sensors, Presence Sen-
sors, Multi-Level Light, Television, Personal Computers,
Bathroom Mirror Displays, Picture Frame Displays, Cell
Phones, PDAs, etc. Again, this list of devices is exemplary
and not exclusive. Due to limitations exhibited by typical
wireless sensors (e.g. power profile, transmission range,
memory capacity, cost, etc.) a TAP is used to allow commu-
nicationto take place, as described above. FIG. 2 illustrates an
exemplary TAP Architecture. The TAP is intended to serve as
a proxy for the low-powered (Bluetooth and Z-Wave) trans-
ducers.

[0024] An Inference Engine is the computational entity
responsible for computing and understanding the data col-
lected from the home sensor network. Essentially, sensor data
is collected, and compared against a probabilistic model in
order to determine the events that the data represents. Based
on the recognized events, the decision manager may initiate
local and/or remote actuation. For example; the probabilistic
model may determine, based on data collected from multiple
sensors (e.g., bed pressure sensor, motion sensors, bedroom
door contact switch, etc.) that the occupant is in bed.

[0025] InFIG. 3, a Sensor Interface is the block responsible
for communicating with devices exposed by the TAP. This
“raw” sensor data is collected and interpreted by the inference
engine. The external interface to the inference engine is
referred to as Inferred Services. Inferred Services are exposed
as devices and are indistinguishable from their physical coun-
terparts on the home network. In this way, Inferred Services
can be thought of as “virtual sensors” that leverage the pro-
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cessing power of a computing device to increase the accuracy
associated with the data they are transmitting, as well as
collating disparate information from various sensors to rep-
resent higher level events. For example: The Activity Device
depicted in FIG. 3 may utilize data from a multitude of sen-
sors (e.g., motion, light, contact switches, RFID, time of day,
etc.) to determine that the home occupant is making breakfast.
Interested control points may subscribe to the “making break-
fast” event in the same manner they would use to communi-
cate with a specific physical sensor device.

[0026] A Decision Manager, illustrated in FIG. 4, is an
example of a general control point that subscribes to the
Inferred Services. Based on event notifications received from
the Inferred Services, and rules defined by users of the sys-
tem, actuation is initiated either inside or outside the home
environment. The Inferred Services Control Points block is
the interface into the Inferred Services. In this example, both
the Inferred Services and Decision Manager reside in the
same computing device, but this is not a requirement of the
system (nor is having one distinct set of Inferred Services and
one distinct Device Manager). One characteristic about the
system is the following: If the underlying set of physical
sensors change, while the events subscribed to may be more
(or less) accurate, there is no need for the Decision Manager
to change.

[0027] The information retrieved from Inferred Services in
conjunction with user-defined rules will be used within the
framework of the platform to construct a state machine rep-
resenting the activities taking place in the home. The follow-
ing is an example of the Decision Manager in action:

[0028] 1. Remote family caregiver accesses rule editor via
web interface;
[0029] 2. RFC creates a rule that specifies the following: If

primary occupant is in the bathroom for over 2 hours, send
SMS message to my cell phone;
[0030] 3. Occupant enters bathroom (detected by motion
sensor and/or weight scale measurement); and
[0031] 4. 2 hours elapse (an unusually long time for the
home occupant to remain in the bathroom), state machine
raises alert to Rule Execution Engine, and SMS message is
sent via actuator interface alerting the remote caregiver of a
possible fall.
[0032] For the purposes of this example, the following
types of actuation will be supported by the Decision Manag-
er’s Actuator Interface:

[0033] Prompt, including text and color (to designate

severity) overlaid on:

[0034] Television
[0035] Picture Frame
[0036] Bathroom Mirror Display (in addition to ‘text’,

the bathroom mirror will have a more sophisticated dis-
play combining the most recent weight scale measure-
ment and a graphical depiction of measurement history).
[0037] Cell Phone (SMS message)
[0038] (Z-Wave) Light switch on/off (to show commu-
nication backchannel through the TAP).
[0039] It is readily understood that the above-mentioned
types of actuation is not limiting, but rather exemplary.
[0040] FIGS.5 and 6 are exemplary user interfaces. FIG. 5,
for example, illustrates a display setting for a graphical user
interface, while FIG. 6 illustrates the history of a graphical
user interface.
[0041] This invention relates more specifically to a method
anapparatus for exposing (bridging) data and services offered
by low-power, low duty cycle transducers (sensors and actua-
tors) in a standardized format over existing and established
home networking technologies. This “Transducer Access
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Point” (TAP) is a functional component that serves as a proxy
for devices and sensors that are off/asleep the majority of the
time to conserve power (e.g. battery life). The TAP may be
implemented as a stand alone device or embedded within a
computing device such as a home PC.

[0042] Example Usage Scenario:

[0043] John purchases a battery-powered weight scale with
an integrated Bluetooth radio.

[0044] John purchases a Bluetooth-enabled Transducer
Access Point (Transducer AP).

[0045] John plugs the Transducer AP into the wall, and
pairs it with the weight scale (for example, using existing or
emerging Bluetooth pairing technology).

[0046] The Transducer AP, which is always powered-on,
represents the scale as a device (in a standardized format) to
the home network via established home networking technolo-
gies; Ethernet, WiFi, IP, UPnP, etc.

[0047] The Transducer AP solves at least the following
problems:
[0048] Range; many popular/emerging sensor technolo-

gies are based on low-power, short range networks
(Bluetooth, ZigBee/802.15.4, ZWave. The Transducer
AP bridges devices on low-power networks to networks
with “whole-house” range; Ethernet, WikFi.

[0049] Low (battery power) device characteristics;
emerging technologies that enable device discovery and
control (e.g. UPnP) require devices to broadcast their
capabilities on a frequent basis. This is not possible for
devices that are “off” 99% of the time. The Transducer
AP serves as a proxy for the sensors and assumes this
responsibility on the behalf of the physical device (e.g.
weight scale).

[0050] Interoperability; the Transducer AP provides the
opportunity to represent health devices & sensors in a
standardized format (e.g. IP/UPnP) enabling an interop-
erable ecosystem of devices/sensors and compute plat-
forms (PC, personal health system, cell phones, etc.)
utilizing tried and true networking technologies.

[0051] Software running on John’s PC and cell phone can
discover, control, and subscribe to events generated by pro-
prietary health devices & sensors via the Transducer AP.
[0052] John takes a weight measurement in the morning.
[0053] Later in the day, when John boots his PC or turns on
his cell phone, the devices discover the weight scale on the
network (exposed by the Transducer AP) and query for the
most recent weight measurement; information exposed by the
Transducer AP even though the scale is currently off.

[0054] Potentially, John has a number of health devices and
sensors utilizing various PAN technologies that are repre-
sented by the Transducer AP to the home network in a stan-
dardized format.

[0055] FIG. 7 shows the transducer access point frame-
work. The devices on the right include transducer devices that
intend to be discoverable and controllable by control points
on the local area networks and intend to be able to send useful
information to control points. The TAP serves as a functional
block wherein transducer devices are represented as virtual
devices in the local area network.

[0056] FIG. 7 also shows control points exist on the local
area network. These control points serve as a point of control
for all devices in the network. For example, they may serve as
a point of control for TVs, Media Servers, printers, Wi-Fi
access points, gateways (Other devices in the network block).
Some control points may also include intelligent control
points which perhaps could infer the state based on input from
several transducer devices in the network.
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[0057] FIG. 8, shows a functional TAP block. As a trans-
ducer access point, it bridges the appropriate transducer pro-
tocol and the device manager recognizes the transducer
device and creates a virtual device that exposes services based
on the underlying service oriented architectures such as
UPnP, WS.

[0058] FIG. 9 illustrates the initial bootstrapping of the
transducer device into the local network and describing its
capabilities. Initially, when the user turns on the transducer
device, the transducer access point identifies the device and
creates a “virtual device” for it. It then sends out device
advertisements. As far as the control point is concerned, this
process is transparent. The control point sees the device as
though the device is on the same network. The transducer
access point responds to searches for the devices. The trans-
ducer access point also maintains the state of the device and
the status of the transducer devices (asleep or permanently
removed from the network). In order to maintain device sta-
tus, the transducer device could use, for example, underlying
transport technologies or use application level watchdog tim-
ers.

[0059] FIG. 10 illustrates some examples of how device
control and eventing can occur between control points and
transducer devices. In a typical case, a device wakes up once
in a while and performs some sort of sensing/measurement. It
transmits the taken measurement to a device access point and
goes back to sleep. The device access point could then trans-
mit this information to multiple control points in the network.
[0060] In an alternate scenario, the control point may
request for the transducer device’s battery status. The TAP
converts the control protocol to the respective protocol that
the transducer speaks (Zigbee, BT, etc) and forwards the
message. The battery status returned from the transducer
device gets converted to the appropriate protocol that the
control point speaks and is returned.

[0061] Currently, most devices and sensors that have the
ability to connect to the home network, do so through a
myriad of dongles, fobs, cables, and many other proprietary
connectors to the PC, with proprietary software running on
the PC for each device required to interpret the data. This is
problematic not only from a consumer experience standpoint,
but also for a number of reasons described in above.

[0062] The Transducer AP (or transducer access device)
will enable an interoperable ecosystem of devices/sensors
and compute platforms in the home; allowing networked
devices/computers to communicate with and obtain data from
low-power, low duty cycle sensors and actuators that use a
variety of low-power networking technologies.

[0063] The Transducer AP exposes the sensors/actuators as
UPnP (although this invention is not limited to UPnP) devices
to the home network (e.g. UPnP weight scale device, televi-
sion prompt device, cell phone prompt device, etc.

[0064] The Computing Device (e.g. personal computer)
has software that:

[0065] Subscribes to receive event notifications from the
devices exposed by the TAP (e.g. weight event, motion
event, door open/close event, etc.).

[0066] Uses these events to determine what activities are
taking place in the home (e.g. the inference engine). For
example, if the pressure sensor in the bed generates an
“out of bed” event, the motion sensor in the bathroom is
triggered, and a weight event is generated, there is a high
probability that the user is in the bathroom (as opposed
to the cat triggering a motion sensor, inducing a false
positive).

[0067] Based on activities taking place in the home (i.e.
state of the home), determines appropriate actions to
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initiate (e.g. the decision manager). For example, if the

inference engine/home state machine determines that

the useris in the bathroom and has been there for four (4)

hours indicating a possible fall, the decision manager

could use the remote prompting infrastructure to gener-

ate a prompt on the remote caregiver’s cell phone.
[0068] Itisreadily understood by the skilled artisan that the
embodiments disclosed herein are merely exemplary and are
not intended to limit the scope of the invention.

1.-19. (canceled)

20. A method for bridging data and services in a network,
comprising:

discovering a transducer device in the network with a trans-

ducer access device;

creating a virtual transducer device for the transducer

device discovered;

interpreting data from the transducer device with an infer-

ence engine; and

controlling the transducer device via the transducer access

device,

wherein interpreting data comprises collating disparate

information from a plurality of transducer devices to
represent a higher level event, a higher level event com-
prising an event not represented by a specific transducer
device.

21. The method according to claim 20, further comprising
when the transducer device is turned on:

connecting to the transducer access device;

identifying the transducer device using a technology pro-

tocol; and

recognizing the transducer device.

22. The method according to claim 20, wherein controlling
includes:

subscribing to receive event notifications from the trans-

ducer device discovered by the transducer access device;
determining activities occurring on the network as a result
of an event on the transducer device; and

initiating an action based on the determined activities.

23. The method according to claim 20, wherein the trans-
ducer access device:

sends advertisements with device descriptions to a control

device;

responds to search requests from the control device search-

ing for the transducer device on the network; and
maintains a status of the transducer device.

24. The method according to claim 20, wherein the trans-
ducer device is selected from the group consisting of’ a Blue-
tooth device, a device operating using a Zigee protocol, a
WiFi device and a Z-Wave device.

25. The method according to claim 20, wherein the trans-
ducer access device is part a computing device.

26. The method according to claim 20, wherein the trans-
ducer device is one of a blood pressure monitor, a scale, a
sensor and a bed.

27. The method according to claim 23, wherein the control
device is a personal computer, a television, a mobile device or
a mirror.

28. The method according to claim 20, wherein the trans-
ducer access device is configured with a plurality of technol-
ogy protocols.
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29. The method of claim 20, further comprising discover-
ing a plurality of transducer devices and determining an infer-
ence based on data from the plurality of transducer devices.

30. The method according to claim 26, wherein the sensor
is selected from the group consisting of: a light level sensor, a
pressure sensor and a presence sensor.

31. A transducer access device method, comprising:

discovering a transducer device in a network with a trans-

ducer access device configured with a plurality of tech-
nology protocols; and

creating a virtual transducer device for the transducer

device discovered on the network,

collating disparate information from a plurality of trans-

ducer devices to represent a higher level event, a higher
level event comprising an event not represented by a
specific transducer device.

32. The transducer access device method according to
claim 31, further comprising:

sending advertisements to a control device;

responding to search requests from the control device; and

maintaining a status of the transducer device.

33. The transducer access device method according to
claim 32, further comprising:

receiving a measurement taken from the transducer; and

transmitting the measurement to the control device.

34. The transducer access device method according to
claim 31, further comprising:

receiving a request from a control device about a status of

the transducer device;

converting the request from a protocol of the control device

to a protocol of the transducer device; and

sending the converted request to the transducer device.

35. The method of claim 31, further comprising discover-
ing a plurality of transducer devices and determining an infer-
ence based on data from the plurality of transducer devices.

36. A transducer access device (TAP) comprising an inter-
face engine and a decision manager, wherein the interface
engine is configured to receive and process data received from
a plurality of transducer devices and the decision manager is
configured to analyze the data received from the plurality of
transducer devices.

37. The TAP of claim 36, wherein the plurality of trans-
ducer devices are selected from the group consisting of: a
Bluetooth device, a device operating using a Zigee protocol,
a WiFi device and a Z-Wave device.

38. The TAP of claim 36, wherein the transducer access
device is part of a computing device.

39. The TAP of claim 36, wherein the plurality of trans-
ducer devices are selected from the group consisting of: a
blood pressure monitor, a scale, a sensor and a bed.

40. The TAP of claim 36, wherein the TAP further com-
prises a plurality of virtual transducer devices associated with
each of the plurality of transducer devices.

41. The TAP of claim 40, wherein plurality of virtual trans-
ducer devices communicate with a plurality of control
devices in a network.

42. The TAP of claim 41, wherein the plurality of control
devices are selected from the group consisting of: a personal
computer, a television, a mobile device and a mirror.
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