USOORE45044E

as United States

a2y Reissued Patent (10) Patent Number: US RE45,044 E
Goodman et al. 45) Date of Reissued Patent: Jul. 22,2014
(54) TELEVISION ADVERTISING AUTOMATED (56) References Cited
BILLING SYSTEM
U.S. PATENT DOCUMENTS
(75) Inventors: Rodney M. Goodman, Altadena, CA 3789203 A /1974 Catherall et al.
(US); Karen Emerson Hackett, Long 3,919,479 A * 11/1975 Moon etal. .....ooeroecen 704/237
Beach, CA (US); Jeffrey Allen Dickson, 4,025851 A * 5/1977 Haselwood etal. ........... 725/22
La Canada Flintridge, CA (US) 4,170,782 A 10/1979 Miller
(Continued)
(73) Assignee: Intellectual Ventures Holding 59 LL.C,
Carson City, NV (US) FOREIGN PATENT DOCUMENTS
(21) Appl. No.: 12/151,152 GB 1362910 8/1974
OTHER PUBLICATIONS

(22) Filed: May 2, 2008
(Under 37 CFR 1.47) “Television VBI Data Communications System”, Closed Captioning

& Datacasting, EEG Enterprises. Inc., 17 pages.
Related U.S. Patent Documents

Reissue of: (Continued)
(64) Patent No.: 7,039,930 Primary Examiner — James R Sheleheda
Issued: May 2, 2006 (74) Attorney, Agent, or Firm — Brundidge & Stanger, P.C.
Appl. No.: 09/528,479
Filed: Mar. 17, 2000 (57) ABSTRACT
U.S. Applications: Advertising is marked with a code in a way which makes it
(62) Division of application No. 08/979,838, filed on Nov. difficult to fool the system. The advertising is marked with a
26, 1997, now Pat. No. 6,173,271. code at the time the advertising is produced. Then, when the
advertising is broadcast, the code on the advertising is ana-
(51) Int.CL lyzed. Different security measures can be used, including
HO4H 60/29 (2008.01) producing the code in the closed captioning so that many
04N 7/16 (2011.01) different people can see the code, or comparing codes in one
HO4N 7/167 (2011.01) part of the signal with a code in another part of the signal.
HO4N 700 (2011.01) Measures are taken to prevent the code from being used to
(52) US.ClI ’ detect commercials. According to another part of this system,
e ) ) ) ) aparadigm for a clearinghouse is disclosed in which the user
USPC v 725/22; 725/25; 725// 31’.348/ ;‘65’ signs up with the clearinghouse, obtains a line of credit, and
. . . 348/468; 380/211 the advertiser, the agency, and the ad producer also subscribe
(58)  Field of Classification Search to the service. When the ad is actually aired, the payment can
USPC ..ccovevenee 725/22, 25,31, 348/465, 468, 460; be automatically transferred.
380/211
See application file for complete search history. 41 Claims, 15 Drawing Sheets
1
UNE OF CREDIT ADTAG
DECODER
N AnG
e, Lo L=
12 il
I__ s 11 TRANSMIT
mcoass 154
PAYMENT REPOATS
ADTAG P ] L 150
i
e DATA
148 TRANSFER
sRoACaSTER [ ADHITH BOOKNE!  agency — B { IL— L
|~— FROM OTHERS
162




US RE45,044 E
Page 2

(56) References Cited
U.S. PATENT DOCUMENTS

4,230,990 A * 10/1980 Lertetal. .....ccooovrrerrnnnnnn 725/22
4,547,804 A 10/1985 Greenberg

4,720,873 A 1/1988 Goodman et al.

4,739,398 A * 4/1988 Thomas etal. ................. 725/22
4,789,860 A * 12/1988 Brennand et al. . 348/468
4,805,020 A * 2/1989 Greenberg ........c.o.c..... 348/460
4945412 A 7/1990 Kramer

4,967,273 A 10/1990 Greenberg

4,991,018 A * 2/1991 Davies .....ccocoevvvreinnns 348/468
5,019,899 A * 5/1991 Bolesetal. ....ccceovenrnn.n.. 725/22
5,200,822 A 4/1993 Bronfin et al.

5,283,860 A 2/1994 Einkauf et al.

5,319,453 A 6/1994 Copriviza et al.

5,353,389 A 10/1994 Fiasconaro

5,355,161 A 10/1994 Bird et al.

5,381,361 A 1/1995 Kirk et al.

5,425,100 A 6/1995 Thomas et al.

5,436,653 A * 7/1995 Ellisetal. ......ccceevennn.ne. 725/22
5,450,122 A 9/1995 Keene

5,450,134 A 9/1995 Legate

5,488,684 A 1/1996 Gharachorloo et al.

5,504,518 A *  4/1996 Ellisetal. ......ccccovennnn.. 725/22
5,526,427 A 6/1996 Thomas et al.

5,555,356 A 9/1996 Scheibl

5,584,050 A 12/1996 Lyons

5,602,979 A 2/1997 Loop

5,617,149 A 4/1997 Lee et al.

5,631,858 A 5/1997 Narita et al.

5,636,292 A 6/1997 Rhoads

5,646,675 A 7/1997 Copriviza et al.

5,668,917 A 9/1997 Lewine

5,701,404 A 12/1997 Stevens et al.

5,708477 A 1/1998 Forbes et al.

5,717,621 A 2/1998 Gupta et al.

5,737,552 A * 4/1998 Lavalleeetal. ............... 715/720
5,739,864 A * 4/1998 Copeland ..........ccoce. 348/473
5,774,170 A 6/1998 Hite et al.

5,805,230 A *  9/1998 Staron .............coeeo. 348/460
5,826,165 A 10/1998 Echeita

5,850,481 A 12/1998 Rhoads

5,872,588 A *  2/1999 Arasetal. ......cccoevennnnnn. 725/14
5,884,245 A 3/1999 Chandler

5,912,972 A *  6/1999 Barton ................... 713/176
5917912 A 6/1999 Ginter et al.

5,960,081 A * 9/1999 Vynneetal. ......ccc....... 713/176
5,991,734 A * 11/1999 Moulson ............coceeee. 705/7.32
6,002,393 A 12/1999 Hite et al.

6,072,532 A * 6/2000 Chiehetal. .....c............ 348/478
6,078,331 A 6/2000 Pulli et al.

6,078,938 A 6/2000 Pan et al.

6,115,726 A 9/2000 Ignjatovic

6,173,271 B1* 1/2001 Goodmanetal. .............. 705/40
6,184,897 Bl 2/2001 Gueziec et al.
6,253,164 Bl 6/2001 Rohm et al.
6,253,189 B1* 6/2001 Feezelletal. .............. 705/14.61
6,256,038 Bl 7/2001 Krishnamurthy
6,271,861 Bl 8/2001 Sargent et al.
6,278,733 B1* 8/2001 Bennettetal. ................ 375/240
6,313,837 B1  11/2001 Assa et al.
6,466,696 B1  10/2002 Politis
6,469,749 Bl  10/2002 Dimitrova et al.
6,510,354 Bl 1/2003 Lin
6,580,428 Bl 6/2003 Ryan et al.
6,603,473 Bl 8/2003 Litke et al.
6,757,569 B2 6/2004 Lin
6,888,952 B2* 5/2005 Venkatesanetal. .......... 382/100
7,039,930 B1* 5/2006 Goodmanetal. ............ 725/22
2004/0158592 Al 8/2004 Nikitin et al.
2006/0195886 Al* 8/2006 Ashley .......ccooovvrnrenne. 725/138
OTHER PUBLICATIONS

Tutte, W. T., “A Census of Planar Triangulations”, Caradian Journal
of Mathematics 14 (1962), pp. 21-38 (Cited in U.S. Appl. No.

10/252,019 on Feb. 24, 2003 and considered by examiner on Aug. 24,
2004.

Wang, Y. F., et al., “Surface Reconstruction Using Deformable Mod-
els with Interior and Boundary Constraints”, IEEE Transactions on
Pattern Analysis and Machine Intelligence, US, IEEE Inc., New
York, vol. 14, No. 5, XP000271616, ISSN: 0162-8828 p. 573, left-
hand column, line 34 p. 575, left-hand column, line 48,(May 1, 1992),
pp. 572-579.

Breen, D. E., et al., “Message-Based Object-Oriented Interaction
Modeling”, Proceedings of the European Computer Graphics Con-
ference, NL, Amsterdam, North Holland, vol. Conf. 10,
XP000143274 p. 294, line 10-line 20,(Sep. 4, 1989), pp. 489-503.
Vemuri, B. C., et al., “Intrinsic Parameters for Surface Representation
Using Deformable Models”, IEEE Transactions on Systems, Man
and Cybernetics, US, IEEE Inc., New York, vol. 23, No. 2,
XP000398722 ISSN: 0018-9472 p. 615, left-hand column, line 14 p.
617, left-hand column, line 12,(Mar. 1, 1993), pp. 614-623.
Faloutsos, P et al., “Dynamic Free-Form Deformations for Anima-
tion Synthesis”, IEEE Transactions on Visualization and Computer
Graphics, US, IEEE Service Center, Piscataway, NJ, vol. 3, No. 3,
XP000702049 ISSN: 1077-2626 The Whole Document,(Jul. I,
1997), pp. 201-213.

“Advisory Action”, U.S. Appl. No. 09/528,479, (May 19, 2005),3
Pages.

“Advisory Action”, U.S. Appl. No. 09/833,266, (Nov. 17, 2004).
“Final Office Action”, U.S. Appl. No. 09/528,479, (Jan. 28, 2005), 12
Pages.

“Final Office Action”, U.S. Appl. No. 09/833,266, (Jun. 16, 2004).
“Final Office Action”, U.S. Appl. No. 09/956,590, (Mar. 25, 2005).
“Final Office Action”, U.S. Appl. No. 10/071,268, (Jan. 26, 2005),9
Pages.

“Final Office Action”, U.S. Appl. No. 10/252,019, (Aug. 23, 2005).
“Non Final Office Action”, U.S. Appl. No. 09/528,479, (Jun. 7,
2004), 10 Pages.

“Non Final Office Action”, U.S. Appl. No. 09/528,479, (Jun. 17,
2005), 11 Pages.

“Non Final Office Action”, U.S. Appl. No. 09/833,266, (Dec. 23,
2003).

“Non Final Office Action”, U.S. Appl. No. 09/833,268, (Jan. 12,
2005).

“Non Final Office Action”, U.S. Appl. No. 09/833,268, (Apr. 5,
2004).

“Non Final Office Action”, U.S. Appl. No. 09/833,268, (May 7,
2003).

“Non Final Office Action”, U.S. Appl. No. 09/833,268, (Aug. 10,
2005).

“Non Final Office Action”, U.S. Appl. No. 09/956,590, (Aug. 31,
2004).

“Non Final Office Action”, U.S. Appl. No. 10/071,268, (Mar. 22,
2004).

“Non Final Office Action”, U.S. Appl. No. 10/252,019, (Sep. 10,
2004).

“Non Final Office Action”, U.S. Appl. No. 10/252,019, (Sep. 12,
2005).

“Notice of Allowance”, U.S. Appl. No. 09/528,479, (Dec. 30, 2005).
“Notice of Allowance”, U.S. Appl. No. 09/833,266, (Dec. 2, 2004).
“Notice of Allowance”, U.S. Appl. No. 09/833,268, (Dec. 15, 2005).
“Notice of Allowance”, U.S. Appl. No. 09/956,590, (Mar. 9, 2006).
“Notice of Allowance”, U.S. Appl. No. 10/071,268, (Dec. 14, 2005).
“Notice of Allowance”, U.S. Appl. No. 10/252,019, (Jun. 6, 2006).
Alliez, Pierre et al., “Progressive Compression for Lossless Trans-
mission of Triangle Meshes”, Proc. 28th Annual Conf. on Comp.
Graph. and Int. Tech. (SIGCHI), ISBN 1-58113-374-X,(2001),195-
202.

Alliez, Pierre et al., “Valence-Driven Connectivity Encoding for 3D
Meshes”, Retrieved from Eurographics 2001 Conference Proceed-
ings, (Sep. 2001),480-489.

Bar-Yehuda, Reuven et al., “Time/Space Tradeoffs for Polygon Mesh
Rendering”, Retrieved from ACM Transactions on Graphics 15 (2),
(Apr. 1996),141-152.



US RE45,044 E
Page 3

(56) References Cited
OTHER PUBLICATIONS

Biermann, Henning et al., “Piecewise Smooth Subdivision Surfaces
with Normal Control”, SIGGRAPH 2000, New Orleans, LA, ACM
2000 1-58113-208-5,(Jul. 2000), 113-120.

Chow, Mike M., “Optimized Geometry Compression for Real-time
Rendering”, Retrieved from IEEE Visualization 97 Conference Pro-
ceedings, (1997),347-354.

Chuang, Richie C., et al., “Compact Encodings of Planar Graphs via
Canonical Orderings and Multiple Parentheses”, Retrieved from
Automata, Languages and Programming, (1998),118-129.

Deering, Michael “Geometry Compression”, Retrieved fromACM
SIGGRAPH 98 Conference Proceedings, (1995),13-20.

Desbrun, Mathieu et al., “Implicit Fairing of Irregular Meshes Using
Diffusion and Curvature Flow”, Siggraph 99, ISBN 0-201-48560-
5,(Aug. 1999),8 Pages.

Eck, Matthias et al., “Multiresolution Analysis of Arbitrary Meshes”,
ACM Inc. (1995),173-174.

Gumbhold, Stefan “New Bounds on the Encoding of Planar Triangu-
lations”, Retrieved from Tech. Rep. WSI-2000-1, Wilhelm Schickard
Institute for Computer Science, Tubingen, (Mar. 9, 2000),19 Pages.
Gumbhold, Stefan et al., “Real Time Compression of Triangle Mesh
Connectivity”, Retrieved from SIGGRAPH 98 Conference Proceed-
ings, (1998),133-140.

Hansen, Pierre et al., “Decomposition and Interval Arithmetic
Applied to Global Minimization of Polynomial and Rational Func-
tions”, Journal of Global Optimization, vol. 3, (1993),421-437.
Isenburg, Martin “Compressing Polygon Mesh Connectivity with
Degree Duality Prediction”, Retrieved from Graphics Interface,
(May 2002),1-10.

Isenburg, Martin et al., “Face Fixer: Compressing Polygon Meshes
with Properties”, ACM SIGGRAPH 2000 Conference Proceedings,,
ISBN 1-58113-208-5,(2000),263-270.

Isenburg, Martin et al., “Spirale Reversi: Reverse decoding of the
Edgebreaker encoding”, Retrieved from /2th Canadian Conference
on Computational Geometry, (2000),247-256.

Keeler, Kenneth et al., “Short Encodings of Planar Graphs and
Maps”, Reprinted in DAMATH: Discrete Applied Mathematics and
Combinatorial Operations Research and Computer Science 58,
1995, (Aug. 3, 1993),1-14.

King, Davis et al., “Connectivity Compression for Irregular Quadri-
lateral Meshes”, GVU Tech. Rep. GVU-GIT-99-36, Georgia
Tech,Originally published Nov. 19, 1999,(Mar. 31, 2000), 1-21.
King, Davis et al., “Guaranteed 3.67V bit encoding of planar triangle
graphs”, [ith Canadian Conference on Computational Geometry,
(1999),146-149.

Kronrod, Boris et al., “Efficient Coding of Nontriangular Mesh Con-
nectivity”, Graphical Models 63, (2001),263-275.

Lagouanelle, Jean-Louis et al., “Algorithme d’encadrement de
I’optimum global d’une fonction differentiable”, C.R. Acad. Sci.
Paris—Analyse Numerique, vol. 326 (1998),629-632.

Levin, Adi “Combined Subdivision Schemes”, Thesis submitted
towards a Ph.D. degree, Tel-Aviv University, (Mar. 2000),259 Pages.
Levin, Adi “Interpolating Nets of Curves by Smooth Subdivision
Surfaces”, SIGGRAPH 99, Los Angeles, CA, ISBN: 0-201-
48560,(1999),57-64.

Li, Jiankun C., et al., “Mesh Connectivity Coding by Dual Graph
Approach”, ISO/AEC JTC1/SC29/WG1 1 Coding of Moving Pictures
and Audio, MPEG98/m3530, (Mar. 1998),8 Pages.

Loop, Charles T., “Smooth Subdivision Surfaces Based on Tri-
angles”, Master of Science Thesis, Department of Mathematics, Uni-
versity of Utah, (Aug. 1987),68 Pages.

Mentzer, Stuart G., “LP-Form Inclusion Functions for Global Opti-
mization”, [EEE (1991),51-65.

Messine, Frederic et al., “Enclosure Methods for Multivariate Dif-
ferentiable Functions and Application to Global Optimization”, Jour-
nal of Universal Computer Science, vol. 4, No. 6, (1998),589-603.
Meyer, Mark et al., “Generalizing Barycentric Coordinates to Irregu-
lar N-gons”, Caltech—USC, 5 pages.

Meyer, Mark et al., “Intrinsic Parameterization of Surface Meshes”,
Caltech—USC, 9 Pages.

Moore, Ramon E., “Interval Analysis”, Prentice-Hall Inc.,
(1966),160 Pages.

Ratchek, H et al., “New Computer Methods for Global Optimiza-
tion”, Ellis Horwood Ltd., (1988),7-71.

Rossignac, Jarek “Edgebreaker: Connectivity Compression for Tri-
angle Meshes”, IEEE Transactions on Visualization and Computer
Graphics, (1999),47-61.

Rossignac, Jarek etal., “3D Compression Made Simple: Edgebreaker
on a Corner-Table”, Invited Lecture at the Sharpe Modeling Intl
Conference, Genoa, Italy, (Jan. 30, 2001),1-6.

Rossignac, Jarek et al., “Wrap&Zip Decompression of the Connec-
tivity of Triangle Meshes Compressed with Edgebreaker”, Journal of
Computational Geometry, Theory and Applications 14, (Nov.
1999),119-135.

Snyder, John M., “Generative Modeling for Computer Graphics and
CAD”, Academic Press, Inc., (1992),56 Pages.

Snyder, John M., “Interval Analysis for Computer Graphics”,
Retrieved from Proceedings of SIGGRAPH 1992, ACM SIG-
GRAPH, (1992),11 Pages.

Stallings, William et al., “Business Data Communications, Third
Edition”, Prentice-Hall, Inc., (1998),Chapter 14.

Szymczak, Andrzej et al., “An Edgebreaker-Based Efficient Com-
pression Scheme for Regular Meshes”, /2th Canadian Conference
on Computational. Geometry, (2000),257-265.

Taubin, Gabriel et al., “Geometric Compression Through Topologi-
cal Surgery”, ACM Tiransactions on Graphics 17(2), (Apr. 1998),84-
115.

Taubin, Gabriel et al., “Geometry Coding and VRML”, Proceedings
of the IEEE 96(6), (1998),1228-1243.

Taylor, J. T., et al., “Convergence analysis and optimisation of an
iterative technique for polynomial factorisation”, Retrieved from
IEEE on Aug. 17, 2004, (Sep. 1989),507-511.

Touma, Costa et al., “Triangle Mesh Compression”, Graphics Inter-
face 98 Conference Proceedings, (Jun. 1998),26-34.

Turan, G “On the Succinct Representations of Graphs”, Discrete
Applied Mathematics 8, (1984),289-294.

Tutte, W. T., “A Census of Planar Maps”, Canadian Journal of Math-
ematics, (1963),249-271.

Vemuri, B. C., et al., “Intrinsic Parameters for Surface Representation
Using Deformable Models”, IEEE Transactions on Systems, Man
and Cybernetics, US, IEEE Inc., New York, vol. 23, No. 2,
XP000398722 ISSN: 0018-9472 p. 615, left-hand column, line 14 p.
617, left-hand column, line 12,(Mar. 1, 1993),614-623.

Office Action dated Dec. 14, 2010 in U.S. Appl. No. 12/152,827.
“Final Office Action”, U.S. Appl. No. 10/977,555, (May 7, 2007), 9
pages.

“Non-Final Office Action”, U.S. Appl. No. 10/066,100, (Apr. 28,
2004), 10 pages.

“Non-Final Office Action”, U.S. Appl. No. 10/066,100, (Nov. 10,
2003), 8 pages.

“Non-Final Office Action”, U.S. Appl. No. 10/977,555, (Mar. 13,
2006), 6 pages.

“Non-Final Office Action”, U.S. Appl. No. 10/977,555, (Aug. 10,
2005), 8 pages.

“Non-Final Office Action”, U.S. Appl. No. 10/977,555, (Sep. 28,
2006), 6 pages.

“Notice of Allowability”, U.S. Appl. No. 10/066,100, (Mar. 24,
2005), 3 pages.

“Notice of Allowability”, U.S. Appl. No. 10/977,555, (Aug. 27,
2007), 3 pages.

Guskov, Igor et al., “Hybrid Meshes: Multiresolution Using Regular
and Irregular Refinement”, Submitted for publication in SIGGRAPH
2002, (Jun. 5-7, 2002), 9 pages.

Velho, Luiz et al., “Semi-Regular 4-8 Refinement and Box Spline
Surfaces”, IMPA—Instituto de Matematica Pura e Aplicada, (Dec.
1999), 10 pages.

“Television VBI Data Communications Systems”, Closed Caption-
ing & Datacasting, EEG Enterprises, Inc.

* cited by examiner



US RE45,044 E

Sheet 1 of 15

Jul. 22, 2014

U.S. Patent

YL Did
(71
3a
AONIOY SNNO0a E_\_o .Ne H3ISYIavoyg
i
STE viay ININAYd
081 28l
ONIHIY Tl
HISUYINaY NOUNLLSNI
34 04N /IAYISIH TIONVNI
110349 40 NI




US RE45,044 E

Sheet 2 of 15

Jul. 22, 2014

U.S. Patent

al ‘9l4 29l
SHIHIO WOH{ —
: . ] dandnod |
2 H ONITIIg
HIISNVH! T
viva
o1y
091~
B Fsvayiva
05} 71 anxoos 7]
(773 P9l
= H300INT
701 $3009 1 ov1aY
dIdiS su
LIWSNYYL ' I
201
773
AY \ av
ovIaY o1 .
4300930 P
9YIGY 00! M ”
\
17



US RE45,044 E

Sheet 3 of 15

Jul. 22, 2014

U.S. Patent

J1 94

[

4300930
aviay

H31NdW03
ONITIIE

———
——

vl

1SYoavoyd

av

001




US RE45,044 E

VCR

| (Recording)

206

U.S. Patent Jul. 22, 2014 Sheet 4 of 15
2004
CONTROLLING
CONSOLE
208~] VIDEO
SOURCE
202

AL

0/1 MODULATION

SYNC BYTE

CONTROL AND ADDRESS

300

FlG. 3

USER DATA




U.S. Patent Jul. 22, 2014 Sheet 5 of 15 US RE45,044 E

DATA
FRAME

I:"I:I CRC ERROR DETECTION

SESSION
KEY ENCRYPTION

=
=
[:I'Zl MISSING PACKET ENCODING

FIG. 4



US RE45,044 E

Sheet 6 of 15

Jul. 22, 2014

U.S. Patent

= 06§ .
%8 | bicoz_u. 15 ‘914
0 Nvt YNYTG TS |
3004
1 oy
cl+
:e
Tzzs YR g G
= €
=
= Fot
i
260
+ T
b2010 7l
e wm S
8151 o1 T Sea
_ g .
m:_u vL0U 0L
3 ghé
“ \gygnoer
pot
viya Al — o]
Ozawwrig 2 j
| CRVIE TS
TAVI8 TTaAvS
-
0 O




US RE45,044 E

Sheet 7 of 15

Jul. 22, 2014

U.S. Patent

2-vs ‘94
029
614
029 90%
o oM 1
(o] VAV W
'1N0 03GIA 7
v eed 2N
gsin
9gs ” —0
{I8AINYHI08d ] 8
T >
BT | [,
v0S -
¢ , i} 4. | N*l ) (1]} QNh Yol
"y . ey oo
3 . - . 0! —Q@
¢ led _ + 0ed
N + = b0l = Vnm.\
vsel 3 ¥rin |_|
vSin -y a
G
257 3 i+ _




US RE45,044 E

Sheet 8 of 15

Jul. 22, 2014

U.S. Patent

&-vs "9ld

Imo | ar-
S€9
T RERARIE __
T T8 2L
30A =
21+ A
no_|
90T
N T




US RE45,044 E

Sheet 9 of 15

Jul. 22, 2014

U.S. Patent

g

Sl

. T
1-8S 9i4
Y
aIs 75
1a
Q
%
755 yeneio
evY o T T
_ o %)
= 5 vy SSA T l_l 4064 4dp2
0D TS3I0N — IS o T T &
Ea 2050} — HH
ﬁ. > REELAS 71 %mm 4350y, g ZAN0C
‘ ! [GAIAE05d > 4l ¢l _1egy YoM/ 6 px
{ 1GANVYHD0H ¥ 2y
051 (o tYQIIA D VI, o 78 QL —
jgye LAV TV , mmm aan =
un NS 31S0JA0T g 7l T
184
IGATAVE904d zwﬁw 5—! 08y 30/ |_|8>
Ab n
oY =
30N
NOO N /955 1881m1 ygy - /258
; —! WulisHg
- t— NAdlao 14
< £ anis A 1354 |— 99 4M
: S DNASAIO andn |—3 |
&N 19




US RE45,044 E

Sheet 10 of 15

Jul. 22, 2014

U.S. Patent

NOJ GO1
4
; ‘ N
7 il N
—
gvN3 ao1
g \J »
]m §d 401 N
4
/
397

2-45 94
weega =
-
GloleleToleTeloTo e ool
? ?12L(219 ? ,_‘ ?1S ?v
ANRARARRRNRRNANANRNRAON
$$09101d
vy = = =
% 1)
vy S Em\w 41002
Ladanvis 2| o T,
N o 1 e
N 57y BT Q01— cY
- 40071 o aan =
g
% §—1 08¢ J9A
295 ¢n




US RE45,044 E

Sheet 11 of 15

Jul. 22, 2014

U.S. Patent

£-8$ "9l4

ARAE T BV

X3aNI Od
INJANDISSY TYHTS LY Id eI

CECXVIN
Nicd  1N00cH o

_ _ LINSNYHL Od €
kodadako = INE93H 9d &
|_| 193130 i
.
]

NILY 10014 vlmﬂ

Nigeesy
-d 1nocl Nici

= 1noeezsy —d 100iL il —¢
—] awo )
lrmm %M\_ e —— AH_%%E
—>—7 $54 19 ——
!

09< N 4noL1d

L




U.S. Patent

Jul. 22, 2014 Sheet 12 of 15

600~

GET DATA TO INSERT
FROM HOST COMPUTER

VIA STANDARD SERIAL
INTERFACE

602~

WAIT FOR START OF
VIDEO FRAME

COUNT VIDEOQ LINES
UNTIL DESIRED LINE IS
REACHED

SELECT VIDEO OQUTPUT
CIRCUITRY TO GENERATE
LINE WITH DESIRED DATA

OUTPUT A CLOCK RUN-IN
SIGNAL TO ENABLE
DECODER TO
SYNCHRONIZE TO DATA

OUTPUT DATA ONTO
VIDEO SIGNAL

SWITCH OUTPUT BACK
TO INPUT SOURCE

l

FIG. 6

US RE45,044 E



U.S. Patent Jul. 22, 2014 Sheet 13 of 15 US RE45,044 E

704 -\
PHONE ____| CONTROLLING
LINE CONSOLE
\/\/‘ 700
144 N\ 702
—\, [ /' 152
VIDEO ADVOTECH DATA
RECEIVER MONITOR RECORDER
MODEM
FIG.7
COMPUTER

Lse2



U.S. Patent

Jul. 22

, 2014 Sheet 14 of 15

800~

WAIT FOR START OF

VIDEQO FRAME

COUNT VIDEQO LINES
UNTIL DESIRED LINE IS
REACHED

804~

SELECT "DUMMY"
VIDEOLINE TO REMOVE
DATA FROM OUTGOING

SIGNAL

SYNCHRONIZE T0 CLOCK
RUN-IN SI?II}IV%L ON DATA

READ DATA OFF OF
INCOMING VIDEO
SIGNAL

810\

SWITCH BACK TO
INCOMING VIDEQ SO
REST OF FRAME IS

PASSED UNALTERED

812~

OUTPUT DATA TO HOST
COMPUTER VIA

STANDARD SERIAL

INTERFACE.

FIG. 8

US RE45,044 E



U.S. Patent Jul. 22, 2014 Sheet 15 of 15 US RE45,044 E

900~ DETECT ID INFORMATION
WITHIN COMMERCIAL

VERIFY

904
™ ADD TIME/DAY
STAMP

906~ COMPARE COMMERCIAL 1D
AGAINST DATABASE:

908

912
ERROR NO
RESOLUTION
AVAIL

/‘914

MANUAL
RESOLUTION

910~ AUTHORIZE BANK TO
PAY COMMERCIAL FEE

FIG. 9



US RE45,044 E

1
TELEVISION ADVERTISING AUTOMATED
BILLING SYSTEM

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

This application is a division and claims the benefit of
priority under 35 U.S.C. §120 of U.S. patent application Ser.
No. 08/979,838, filed on Nov. 26, 1997, now U.S. Pat. No.
6,173,271 which is incorporated herein by reference.

FIELD OF THE INVENTION

The present invention relates to a media advertising auto-
matic billing system which automatically and securely main-
tains an exact tracking of advertisements which are played
and produces billing information for those advertisements.

BACKGROUND OF THE INVENTION

Commercial advertising (“commercials”) create the rev-
enues that sustain the content provider’s operation. Commer-
cials provide a host of special problems based on the nature of
the media.

Specifically, media such as television and radio sell spe-
cific time slots for playing of the advertisement. The content
provider, e.g., the television station, sells a time slot in which
a commercial will be played.

This arrangement creates special considerations. The sta-
tion is selling time. Once that time passes, the value of the
service goes to zero. Similarly, after the commercial plays,
there is no way of unplaying it. This compares with other
sellers of commodities, who often have the option to repos-
sess the chattel being sold.

Because of these considerations, most stations require that
payment for booking be entirely in advance, except for the
best, i.e, the most creditworthy accounts.

The most typical advertisement includes regular television
commercials, typically thirty to sixty seconds in length,
which are aired during breaks in commercial television pro-
grams. The so-called infomercial is also a television commer-
cial advertising, but is typically much longer in length, e.g.
between four minutes and one hour.

With the exception of certain public service-oriented
advertising, all commercials are paid for by a sponsor. The
billing is done on a per-piece basis, based on the time and
likely audience for the commercial. This pricing is a multi
variable determination. For example, a one-minute commer-
cial aired during the Super Bowl is considerably more expen-
sive than a one-minute commercial aired at 2:00 A.M. There-
fore, it is extremely important that the time when the
commercial airs is the same time as what was paid for. How-
ever, it is not always a routine matter for the station to deter-
mine this.

A nationwide television commercial is often received by
the television station, e.g., via its satellite transponder hook-
up. A “nationwide” television commercial is often included
as part of the nationwide program. In this case, the central
network provider provides both the television program and
some of the commercials to be aired everywhere. However,
other breaks within the commercial television program may
be filled by “local” commercials, those that are aired only
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locally. These local commercials are typically produced
locally, recorded and stored at the television station.

Nationwide programming time schedules for the affiliates
are sent to local television affiliates from the network. This
includes a schedule describing open times for local advertise-
ment station identification and other time slots that the station
can sell locally. Each half hour slot generally has two pro-
gramming slots of 12 minutes duration with commercial slots
in between. The national schedules also often leave half hour
time slots open for infomercials or public access program-
ming. Television guides often show these slots as “paid pro-
gramming”.

Depending on various circumstances, the local television
station may have the option to override the national commer-
cial. At times, the local station overrides the national com-
mercial even when such an override is not authorized. This
provides a significant problem of tracking which commer-
cials have been shown and when.

The advertiser may pay in advance for a half hour to be
aired at 7:30 P.M., but the commercial actually airs at 10:00
PM. These times may have radically different prices. The
price of a commercial aired at 9:02 P.M., which is after the
show that aired in the 8:30 to 9 time slot can even be signifi-
cantly different from the price of a commercial aired at 8:58
PM., which is during that time slot. The advertisers are,
therefore, extremely interested in knowing the precise time of
airing. However, the varied nature of the advertising system,
and especially the television system often makes it difficult to
determine precisely when the commercial will be aired.

Typically, the advertising agency acts as an intermediary
between the actual advertisers and the television station. The
advertiser wants their advertisement to air at certain times on
certain channels and in certain events. For example, a toy
company might want their advertisement to air during the
Sunday morning cartoons. Airing the advertisement during
Sunday football would not reach the desired audience.

Special prices are often negotiated based on whether the
advertisement is in prime time, off prime time, holidays,
weekends, special events or the like.

At some time before the actual airing of the broadcast, the
station produces an actual program schedule which show the
programming segments it will play or receive, as well as all
commercials, infomercials and station identifications. Each
of'the latter are stored on tape which are pulled from the video
library by a station engineer. Commercials and infomercials
are usually manually played by the station engineer who
initiates the proper tape based on a schedule in a specified
time slot. The engineer keeps manual records of what has
actually been done and the billing of commercial time is
carried out based on these records.

The actually-played commercials are often sampled by
third party organizations who employ people to watch and
keep track of television commercials which are played. These
people, however, cannot watch every single television com-
mercial, and therefore only act as a sampling mechanism to
determine a percentage of correct reporting by the television
station and advertising agency.

One other means of commercial airing verification of digi-
tizes one or several frames of the commercial. Then the physi-
cal airing is taped and compared to the frames. This still
requires a television to receive the broadcast and a physical
comparison of the frames. This method is inaccurate and
again based on statistical sampling.

SUMMARY OF THE INVENTION

Recent studies have suggested that perhaps as many as fifty
percent of the reported commercials are not played in their
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proper time. This is often because of the great demands that
are placed on the station engineers. The station engineers are
often simply too busy to keep accurate reports of the com-
mercials in view of the many different demands that are
placed on them. Moreover, since the scheduling process is
largely fluid in nature, the reports made by these engineers are
crucial. The billing and accounting is done based on these
reports, and their accuracy is, as described above, difficult to
ascertain.

In addition, moreover, the manual billing system described
above requires a crucial part of the billing to be manually
entered. This system has never been satisfactorily automated.

Addedto this is the problem obtained from the nature of the
system in which the commercial can’t be taken back once it
has been played. Hence, the stations have no effective means
of repossession.

The inventors of the present invention recognized all of
these problems and realized that a real-time automated sys-
tem for tracking the actual commercials that were aired would
effectively be a win-win situation: for not only the advertisers
who would get an exact accounting of when their commercial
was aired, but also the television stations who would know
exactly when the commercial was aired and would secure an
automated means for determining the real percentage of
scheduling anomalies.

The current system of payments for commercials by the
advertiser usually requires payment prior to the airing of the
commercial. In addition, the TV station is often required to
sign an affidavit confirming the actual airing if so required by
the advertiser. An objective of the present system is to have a
system that pays for the commercial on a “real-time” basis
using an automated clearinghouse system. The objectives
include:

i. The TV Station gets a means to receive payment for their
services—which is why advance payment is the stan-
dard norm of payment terms;

ii. The advertising agency gets a means to receive payment
for their services—a commission for the actual airing of
time booked by the agency; and

iii. The advertiser (Sponsor) gets a means to insure airing of
a commercial at the agreed-upon time and price.

Each entity wants accurate accounting of the commercial
in addition to a more efficient, less cumbersome process of the
payment transaction with reduced collection cost. This sys-
tem describes a clearinghouse system to meet all of these
objectives.

Inview of the above, the inventors have provided a system
which marks the commercials in a way that ensures secure
and unambiguous identification of the subject matter. Each
commercial is played by the television station including a
secure identification. That identification is received, date and
time confirmed, and verified. The information is sent to a
billing computer.

The security is enhanced in this system. One embodiment
uses a cryptographic system. Another uses a system which
restricts access to the hardware.

A cryptographic system can be used to ensure that the
information has not been tampered or faked. This provides the
billing computer with a secure, computer-manipulable record
indicating when the commercial was aired. The billing is
done automatically by a computer program based on the data
received from the actual airing of commercials.

The inventors also noticed a number of problems which
could exist in such a system and have provided solutions to
these problems also. One problem comes from the marking of
commercials itself. Many have tried to analyze the content of
commercials, so that such commercials could be automati-
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cally identified by an electronic circuit. Such an electronic
circuit would then presumably either blank the commercials
or turn off the video recording device so that the show could
be watched in its entirety without commercials. Naturally, the
advertisers are very hostile to the existence of such a system,
since this would defeat the effect of their paid-for commercial
time. A code on each commercial would be a sure way of
detecting such a commercial. Therefore, the system prefer-
ably includes a way to avoid detection of the commercial. One
way is by removal of the code prior to airing.

Another problem is the possibility of dishonest television
stations or billers. A secure system requires that non autho-
rized persons be prevented from tampering with the detection
or improperly or falsely providing the detection. In view of
the above, the inventors have devised embodiments which
include special encryption techniques that are used which
make it difficult for an unauthorized party to properly code
the commercial in a way that would fool the billing computer.

Another system correlates content of the commercial with
the billing system to avoid the possibility of simply copying a
code from one commercial on to another.

Another system adds some measure which prevents using
this system to detect whether program content is a commer-
cial.

The present system, titled the “ADTAG” system, uses a
clearinghouse concept. Once the billing information is col-
lected via the tracking system, a settlement between the
advertiser, the advertising agency, and the TV or radio station
is made via electronic means such as a modem or the Internet.
This settlement is an accounting of the transaction and pay-
ment for the transaction between the three entities—again via
electronic means.

The ADTAG clearinghouse system includes a verification
portion which verifies in real time that a commercial has
actually been aired, along with verification of the time when
the airing occurred. This information is used to authorize
payment if all information matches or to initiate an error
resolution procedure if the information does not match.

BRIEF DESCRIPTION OF THE DRAWINGS

All of these will be described in detail with reference to the
accompanying drawings wherein

FIG. 1A shows a block diagram of the clearinghouse of the
present invention;

FIG. 1B shows a basic block diagram of the overall system
of the present invention;

FIG. 1C shows an alterative block diagram of a different
embodiment;

FIG. 2 shows a tape tagger;

FIG. 3 shows a diagram of the teletext-text packet system;

FIG. 4 shows one possible encryption system for encoding;

FIGS. 5A and 5B show the schematic of the preferred
system of the present invention;

FIG. 6 shows an encoder flow diagram;

FIG. 7 shows a television monitor system block diagram;

FIG. 8 shows a decoder flow diagram; and

FIG. 9 shows a flowchart of the billing and verification
done by the ADTAG system.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The present specification describes billing for an advertise-
ment which is broadcast over a medium. The medium could
be of any type. Television is described as the preferred
embodiment of the medium.



US RE45,044 E

5

Video sent over a channel is often transmitted using the
teletext standard, which is a packet transmission method for
transmitting video. The video is formed of a number of pixels
arranged in lines. The lines are used to transmit the digital
information.

Each line is transmitted from the left side of the screen to
the right side of the screen. The cursor that writes the infor-
mation thereafter needs to move from the right side of the
screen back to the left side of the screen. The display is
blanked during this time of retrace. This time is referred to as
the vertical blanking interval or “VBI”. Information can be
stored in these times of retrace.

The NTSC video standard uses 525 lines with VBI lines in
lines 6 through 21 and lines 258 through 273. Some of these
lines are already in use for other functions. For example, VBI
line 21 includes codes that are indicative of closed captions.

FIG. 3 shows the contents of the teletext packet. The con-
trol bytes 300 include header information that identifies the
contents of the user data that includes the ADTAG packet.
This allows the system to mark the data as proprietary to avoid
confusion of other teletext receivers by using a unique code.

The user bytes are encoded in order to ensure reliable
transmission. The present system uses one or more VBIs per
full frame of video. The raw data frame without forward error
control includes 28 bytes per packet (8 bits per byte, sixty
packets per second=1340 bits per second) requiring a data
transmission speed of 13.44 kbs.

A preferred forward error correction system includes the
single error correcting double-error detecting Hamming
code. Many other codes could be used.

This allows a true reliable data rate of 6.72 kilobits per
second. Therefore, for example, in the space of time taking up
a 30 second television slot, approximately 200,000 bits of
reliable information can be delivered. Standard DES with 64,
128, or 256 bit keys could be used. Preferably, the system also
uses some correlation technique that correlates the code with
the commercial in a way that prevents simply copying the
code from one commercial to another.

The clearinghouse system is illustrated in FIG. 1A. To use
the system, an advertiser 180 usually first obtains a line of
credit for advertising from a financial institution 182. This
can be considered roughly analogous to a VISA card. The
financial institution assigns an account number and credit
limit. This account number will be used for charging later
advertisements. The user then joins the ADTAG clearing-
house 186.

The ad agency 184 then books a commercial by obtaining
the advertiser’s account code along with other information
about the advertisement. The booking information may
include:

Booking Information

Agreed upon air date and time, duration of commercial
Advertiser account code

TV station account code

Tape name and production date

Ad agency account code

Agreed upon pricing and commission

This information is usually obtained by the ad agency.
However, larger advertisers can have their own in-house
booking departments that could sign on to ADTAG directly.
ADTAG then takes this information and develops reports for
each entity based on the service agreement signed with
ADTAG. Reports will be for that entity only—i.e., ad agency
#1 can only get information related to ad agency #1 and not
for any other entity. Reports can be generated including:
Conflicts in scheduled time
Daily, weekly, monthly booking report for planning purposes
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TV stations booked
Booking by advertiser.

The ad agency also joins the ADTAG clearinghouse system
and agrees to abide by its program guidelines. The ad agency
books a commercial or time slots with the ADTAG clearing-
house for its customer. The agency enters its account code, the
customer accounts code, pricing for the commercial and the
agency’s commission code into the clearinghouse data base.
At this point a reserve is entered onto the advertiser’s credit
line—similar to the way in which car rental firms and hotels
putareserve onacredit card when you rent a car or room. This
reserve is removed by ADTAG when actual airing data is
received or the air date time has expired.

ADTAG provides reports and information on a real time
basis back to the ad agency, TV Station, and advertiser, based
on the level of service selected by each entity.

When a commercial is played, ADTAG also decides if the
commercial has been played at the precise same time as what
was booked. If so, ADTAG “verifies” the playing, and “autho-
rizes” payment from the bank. If not, the system initiates error
resolution procedures.

An advertisement is made by digitally encoding certain
information onto the tape which will be used to air the adver-
tisement. Tape encoding will be provided by ADTAG or an
ADTAG endorsed duplication house. The encoding is done
on the master tape of the commercial production. In that way,
any tape duplicated off the master tape will include all the
proper coding. In addition, ADTAG uses some kind of veri-
fication of security. This can be an encrypted code on the tape,
and/or requiring secure premises and secure handling of the
tape. The tape is then sent back to the advertiser (sponsor) or
to whomever the sponsor authorizes. This is the first part of
the security system. This information preferably includes, for
example:

the advertiser’s ADTAG account code:

The name of the tape

Date the tape was produced

Last date the tape should be used

Certain copyright information

Any other information about the tape which may be useful.

The information is preferably digitally encoded in some
way associated with the advertisement that is actually playing
during the advertisement.

The ADTAG code is included on the tape by a secure
encoder.

This can be done as follows:

a) The preferred technique uses ADTAG in a secure pre-
mises. The master tape is sent to ADTAG who adds the code.
The master tape is returned including the duplicating code,
and sent to the duplication house and then on to the TV
stations. This allows keeping the encoder only at secured
premises. Powerful one-time-pad codes can be used in this
case, e.g., where only the ADTAG computer knows the key.

A possible disadvantage is that this system requires one
extra recording and this may reduce the quality of the master.
An all-digital system can be used to minimize any such deg-
radation.

b) ADTAG-produced encoder boxes that are sent to any
person who wishes to put ADTAG codes on a mastertape. The
encoders use an encryption scheme. This alleviates the prob-
lem of requiring an extra recording. But this has a possible
problem that the encoder boxes could be subverted if the code
is broken.

The preferred technique uses the digital encoding of the
information into the vertical blanking intervals in a secure
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manner using a key encryption system. This system that is
used needs to be secure and able to detect attempts to tamper
with the code.

¢) An alternate technique encodes information as part of
the closed captioning part of the commercial. This can be
readable information, e.g., the first line of text of closed
captioning can be used to identify the commercial.

The security in this case comes from the literally thousands
of people who will see the captions.

The tape is sent to the television station which sets it up for
play matched to the station production schedule.

The station also may include an ADTAG decoder receiving
the actual broadcast information. The ADTAG decoder rec-
ognizes and/or strips the ADTAG code.

Three embodiments of the ADTAG decoder are described.
All require an ADTAG decoder which will decode the
ADTAG information and accumulate the billing data for
downloading to ADTAG. The ADTAG decoders are prefer-
ably tamper proof boxes, which are, for example, potted in
epoxy, and/or formed with an electronic jumper which auto-
matically erases memory contents when the box is opened.
Each have unique ID’s (keys) stored in areas of nonexter-
nally-readable ROM blown into the microprocessor.

The code can be used in three ways:

1) The ADTAG code is broadcast with the commercial.
This has the possible disadvantage noted above that the com-
mercial may be identifiable.

A major advantage of this system is that the ADTAG
decoder does not reside at the TV station, but can reside at a
remote (secure) ADTAG site 184 that is monitoring the broad-
casts of the TV station. Only those advertisements which are
actually broadcast, therefore, are detected.

Certain countermeasures described below could be used to
avoid detection of the commercials.

If'the code uses a part of the closed captioning, this is also
unlikely to be usable as a means to detect codes, since the
closed captioning occurs on many different types and areas of
programs.

2) Alternatively, the ADTAG code is stripped off and
detected. The VBI lines used are returned to black before the
video is broadcast out.

Here, the ADTAG decoder resides at the TV station, and in
series with the live feed. Hence this is a potential degrader of
signal quality. Itis also subjectto “spoofing” by technicians at
the station. Hence, one could feed a completely false video
stream to the ADTAG box and a completely separate video
stream to broadcast.

This could be alleviated by having the ADTAG box moni-
tor the transmission of the TV station by, i.e., including a
receiver and matching the claimed live feed to the received
live feed. It is difficult, however, to make this system com-
pletely secure.

Advantage: nothing is broadcast in the VBI so commercial
detection in this way becomes impossible.

3) Another embodiment uses the ADTAG box to add the
code to ALL lines including programming, and all lines are
broadcast with a code which only ADTAG can decode. Hence
if the ADTAG box detects this is an ADTAG coded commer-
cial, it allows the code to pass through after date/time modi-
fication. If it detects no ADTAG code it adds a random code to
the line. The disadvantage is that the ADTAG box is in series
with the live video feed as in b. above. There are two major
advantages: 1) as in the above, the ADTAG monitor can be at
a remote site and hence secure. 2) The commercial cannot be
distinguished from regular programming.

Another possible problem is spoofing by a malicious TV
station. That is simply copying the valid ADTAG codes and
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splicing them onto some other programming, or other com-
mercial tape. They could not read the content of the tape—but
copying is easy.

But why would the TV station want to do this? This could
make it possible to take the ADTAG codes from a 3-minute
COKE commercial and splice them onto a 3-minute PEPSI
commercial. Thus ADTAG would allow COKE to pay the
bill, and the TV station would also collect from PEPSI.

According to the present invention, counterfeit prevention
techniques are used. A first technique links the actual picture
content to the ADTAG code.

A technique of characterizing pictures in current program-
ming can be used. For example, one method extracts a quan-
tity such as the average picture brightness level over the last X
frames and adds that to the ADTAG code.

For example, this system uses a capacitor or integrator to
compute the average brightness level over a line. That analog
value is converted to digital and added to the encrypted code.

A sigma-delta ADC could do this all in one operation.
Simple pasting of the code onto a different video would then
only work for a video with the same statistics as the original.
The actual method does not need to be terribly robust. The
A/D need only be at most 3 bits, maybe only 1 bit, e.g., a
comparator which compares the average brightness to a
threshold. But taken over ALL the lines there is a lot of
information. The confidence factor can be changed by
increasing the accuracy. Other characteristics could also or
alternatively be samples, such as audio, or other more com-
plicated aspects of the picture, including numbers of objects,
histogram of colors in the image.

The close captioning embodiment uses identifying infor-
mation in the existing close captioning lines. Thus, the
ADTAG tape would have close caption information, plainly
readable, e.g., this is a COKE commercial AD#23456 3 min-
utes . . . END of AD#23456, etc., etc. which would be broad-
cast out in the clear.

A disadvantage is that anyone can read the info and one can
tell the commercial slots. But it has the big advantage that if
many people are watching the close caption data, it becomes
difficult to change it without detection. If millions of people
see a Wally’s painting advert on the picture, while COKE is
on the close caption data, the phones will ring. Thus, third
party verification is possible and spoofing becomes imprac-
tical.

Yet another technique uses existing cryptographic tech-
niques to digitally sign the code.

In addition, the ADTAG decoder 141 verifies that the tape
was actually broadcast 142 as data is being collected and
stripped. Verification of the broadcast is included in the
stripped data sent to ADTAG database computer. An alterna-
tive to stripping the codes prior to broadcast is to leave the
codes on with the broadcast and allow a third party verifica-
tion of the broadcast with the codes.

When a commercial is aired with associated ADTAG infor-
mation, the decoder 141 gathers the information from the tape
using code stripper 146, and adds to that information a date
and time stamp from real time clock 148, booking code,
ADTAG account code security code and time length of the
commercial. Therefore, this information stripped from the
ADTAB decoder attached to the live broadcast feed line of the
TV station includes:

ADTAG security code (i.e., ADTAG encoded on the master
tape)

TV station code

Broadcast verification code

Tape name

Advertiser code
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Tape production stale date

Date, time and length of airing
This combined information is sent to the billing computer
162.

The added information is preferably stripped prior to actual
broadcast of the live feed as shown in FIG. 1B. This is done to
avoid the possibility, as described above, of providing an icon
from which a commercial can be automatically detected. It is
important, however, that the information be received while it
is actually being transmitted, to ensure real time reception of
the advertisement. The central system then matches the fol-
lowing information to its booking system, and provides auto-
matic billing.

If a match is accurate, then the billing system batches the
transaction. Later, the system initiates via either modem or
Internet:

A banking transaction to remove the reserve from the credit
line;

Another banking transmission to add the total amount due
to the advertiser;

Another modem transaction to provide advertising agen-
cy’s cut of this transaction.

An alternative scenario is where there is a problem with the
actual airing or with the airing not matching the booking in
the system.

All of this functional information will be described in
further detail with reference to the remainder of the disclo-
sure.

The basic block diagram of the overall system is shown in
FIG. 1B. This block diagram shows the system of stripping
the codes at the broadcasting station, shown here as a TV
station, prior to transmission. The three major components of
the system include production of the advertisement at 100,
airing of the advertisement at 140, and billing of the adver-
tisement at 160 using the ADTAG clearinghouse shown in
FIG. 1A.

The advertisement is formed by advertising material 102.
The advertising material is encoded with special ADTAG
information from ADTAG encoder 104. The combined infor-
mation is placed onto an advertising media 106 which is for
example a video tape. The video tape is then used by the
television station at 140 in order to transmit the information.

The transmitted information from TV station 140 is
received by an ADTAG receiver 144 which strips the ADTAG
code at 146. A real-time clock 148 is combined with the
stripped codes to produce a composite stream 150 including
both the codes and the real-time information. This informa-
tion is transferred by a data transfer mechanism 152, for
example a modem or some other TCP/IP mechanism.

The video information with the code stripped off is trans-
mitted by transmitter 154 in the usual way.

The billing information is transferred to billing computer
162 at area 160. The billing computer compares the incoming
data with information from its booking database 164. This
information is then used for appropriate billing.

The FIG. 1B block diagram of the system shows the basic
functionality of the system. A number of improvements and
modifications are contemplated. Initially, the need for secu-
rity is paramount in this system. Use of appropriate encryp-
tion is crucial for ensuring the security of the system. The
encryption must be sufficiently robust to avoid falsification
and detect tampering. All ofthe ADTAG components, includ-
ing the ADTAG encoder 104, receiver and code stripper 146
and billing computer 162 preferably include encryption and
decryption circuitry including the capability of determining
any attempt at alteration of the code.
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Although this system is described for use with television, it
is equally applicable for use with any other communication
system, including satellites, closed circuit television, Inter-
net, royalty tracking, radio, or any other means. Also, while
the preferred embodiment describes certain identifying infor-
mation being placed in vertical blanking intervals of the
video, and later removed, it should be understood that any
form of data encoding which does not interfere with the
viewer’s watching of the actual commercial could alternately
be used. A reverse stripping of the codes, where the codes are
broadcasted and stripped by the radio listener and royalty
trackers could also be used. Other schemes would include
putting the information in the picture itself using stegano-
graphic methods. This is currently being done in still images
by Digimarc™. These systems adjust portions of the image
that cannot be seen with the naked eye, in a way that encodes
the information.

A particularly preferred embodiment described includes
information in the vertical blanking intervals along with the
ADTAG codes of a number of different frames. These items
of'information need to agree and be correct in order to verify
the information.

FIG. 1B shows the block diagram for embodiment B where
the ADTAG is stripped off and detected before the video is
broadcast. FIG. 1C shows an alternative block diagram for
embodiment A where the ADTAG code is received a remote
ADTAG site 120 which includes an ADTAG decoder strip-
ping the codes and transferring them to the billing computer
system 160.

Embodiment C also uses the same block diagram of FIG.
1C.

A diagram of the tape tag encoder system is shown in FIG.
2. The tape tag encoder forms the ADTAG encoder system
104 that is used to tag video material as it is placed on storage
media, e.g. tape 106, prior to broadcasting. This system is
used for example at production houses, which produce the
advertiser’s tapes that are sent to the broadcaster.

Controlling console 200 allows input of certain data to be
recorded in the tag. This data includes, for example, informa-
tion about the advertisement including but not limited video
information indicating the advertisement. The video 202
from video source 208 is tagged using a tape tagger element
204. The information, once tagged is recorded by a video tape
recorder 206. The tape tagger 204 operates as described with
reference to the schematic of FIGS. 5A and 5B to modify the
teletext-encoded video.

As described above, the preferred mode operates to encode
the required information into the vertical blanking interval of
the video signal, e.g., the NTSC signal. Of course, it is also
possible to encode the information into the video signal in
other ways. The system that is described in the following
explains how the information is encoded on the video signal.

The schematic of FIGS. 5A and 5B shows a schematic
which carries out the decoding and encoding. The circuit is
encased in potting epoxy for physical security. Also, keys can
be held in secure areas of RAM that are not externally read-
able and are only readable in the microprocessor internals.
The video signal is received on the video input port 500. The
signal is modified by the elements ofthe circuit. The modified
composite video signal is output through video output port
502. Almost any line can be selected, e.g., line 7.

The circuitin FIGS. 5A and 5B operates both as an encoder
and a decoder, based on a software switch. The circuit oper-
ates as an encoder to replace a line of video in the vertical
blanking interval of an NTSC video signal with a new signal
that includes the desired encoded data. FIG. 5B shows the
serial port 550 which is connected to a controlling computer.
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This controlling computer communicates information,
including operating commands which are dated and encoded.
Data that has been recovered can be sent to the computer, or
sent over the modem line to a central billing computer.

Depending on the amount of data that is transmitted, much
of'the video signal may be simply passed by the circuit from
the video input to the video output. The signal that is
unchanged passes through video multiplexer 504 to buffer
506 and is finally output by 502. The portions of the video
signal which are altered are treated differently.

The video signal is also sent to video-in node 552 in FIG.
5B. The video-in node 552 is coupled to a PIC microproces-
sor 554 which carries out the various functions of the circuit.
This includes monitoring the timing information from an LM
1881 integrated sync separation chip 556. This circuit indi-
cates occurrences of vertical sync, horizontal sync and burst
in the NTSC video. The video processor 556 also indicates
whether the video currently represents even or odd field of the
NTSC frame for use in selecting which field is encoded.

Processor 554 monitors the sync pulses in order to locate
the desired portion of the video blanking interval. Each sync
pulse represents the start of a new video frame. Therefore, a
vertical sync event is taken as a reset for the line count. Each
horizontal sync pulse indicates the start of another line of
video. The program uses these pulses to count lines until
reaching the desired line. This desired line, for example line 7,
is the portion of the frame in which this circuit will encode the
user data. This portion is called the VBI window. Almost any
line can be selected, e.g., line 7. Some lines are used for
sending broadcast level information, and the V-chip uses cer-
tain lines. We need to avoid these lines. In fact the ADTAG
encoder could look for “the first unused line” and simply use
that. It would also change which lines it uses.

The circuit operates according to the flowchart of FIG. 6 to
encode information on the video signal. Data is obtained at
600 processor 554 generates a SampleBlank signal which
causes a blank level sampling circuit (blank) to sample the
blank level. The processor waits for the start of the video
frame at 602, then counts lines at 604. Processor 554 also sets
the program VBI signal to block the original video signal
from passing through video multiplexer U8 during this time.
During the time that the program/VBI signal is active, the
replacement signal passes through video multiplexer US.

User data is encoded at step 606 in the flow diagram by
generating a representation of the user data on the VBI data
line. The preferred mode described herein encodes a digital
“0” as the equivalent of a white dot in the video signal and
encodes a 0 as a black dot. It is also possible to encode the
information in analog form by changing the color levels for
example. Processor 554 interfaces to the serial port via serial
port driver 560 using a slave microprocessor 562 to carry out
appropriate formatting of information including control com-
mands and user data. Serial port driver adjust the signal level
from the PIC level used by the PIC microprocessor to a RS
232 communication level. The slave processor 562 can be for
example a PCI processor which generates the sequences
required to drive the display and interface to the ports.

The SampleBlank signal described above is fed to at least
two circuits. SampleBlank is fed to transistor 510 along with
the associated circuit 512 including an operational amplifier.
When SampleBlank is asserted, the transistor 510 conducts
causing capacitor 514 to charge and discharge in equilibrium
with the input video signal. When SampleBlank is later deas-
serted, C2 sees high impedances on the output of transistor
and the input of operational amplifier 512.

Blank reference signal is formed by op amp 512 which
buffers this signal to a DC voltage to generate the blank
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reference signal 514 which operates as a reference for the
blank. The blank reference signal is combined with the VBI
insert signal which has been elsewhere produced and is buft-
ered by op amp circuit 516 and 518. The combined signal at
node 520 is further buffered by circuits 522 and 524. These
circuits are well known softening circuits which decrease the
slopes of the voltage swings in order to avoid false color
information.

SampleBlank also feeds transistor 530 and its circuit. The
SampleBlank turns on transistor 530 causing it to conduct and
thereby bringing the clamped video signal 532 to its low
potential. When SampleBlank is deasserted, transistor 530 is
commanded to its high impedance state allowing the clamped
video signal 532 to track the relative voltage swings of the
video signal. For example, therefore, when the clamped video
signal is near O volts, the output video signal is black repre-
senting a zero bit in the user data. At some threshold above
zero volts, say two volts, the video signal is encoded as white,
representing a digital “1” in the user data.

Circuit 534 forms a threshold detection circuit which com-
pares the input signal 532 with a variable threshold which can
be adjusted by potentiometer 536. The output of the potenti-
ometer forms the VBI detect 538 which is used by processor
554.

The above has described the encoding operation. Much of
this operation is common for the decoding.

The receiver 144 and code stripper 146 are located at the
video transmitting site, to allow the ADTAG information to be
stripped off prior to transmission. Data transfer 152 is also
affected by the circuit of FIGS. SA/5B. In view of the simi-
larities of operation, the same circuit of FIGS. 5A/5B is used
to decode the information. This allows certain economies and
saves on the cost of hardware. The circuit operates as either a
decoder or an encoder based on a selection by a switch, a
software switch, or an automatic detection of ADTAG infor-
mation, for example.

FIG. 7 shows a block diagram of the operation. The infor-
mation is received by video receiver 144. Monitor 700
includes the structure which strips codes and transfers data.
The data is recorded by recorder 702 and also sent by modem
152 to the billing computer 162. The controlling console 704
enables certain systems to be appropriately controlled.

As described above, the same system is used, but in this
case controlled according to the flow diagram of FIG. 8.

The flow diagram begins at step 800 by determining the
beginning of a video frame. Using a similar operation to that
discussed above with respect to the encoding, the indication
of vertical sync that is produced by processor 554 on its line
7 is used to indicate the beginning of the video frame at step
800. After that, video lines are counted at step 802 by count-
ing each sync pulse. When the desired line is reached, this
indicates the beginning of the VBI window. This line is then
selected as a dummy at step 804 in order to remove the data
from that signal. As described above, white dots are recon-
structed as zeros and black dots are reconstructed as ones.
This reconstruction is synchronized with a clock at step 806 in
order to remove the data. The data is read at step 808 followed
by switching back to the incoming video at step 810 to pass
the rest of the frame unaltered.

The data thereby stripped off at step 812 is sent via secured
communications e.g. by encrypted modem information to the
billing computer 162. The ADTAG database computer takes
the information received in Chart 2 (“Stripped Information™)
and matches it to the information entered in Chart 1 (“Book-
ing Information”). If items 1-4 of the booking information
match, then items 5-6 are approved and set up for payment.
Items 1-4 are time, date, duration, TV station, Advertiser and
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tape information. Items 5 and 6 are price and ad agency.
Payment is then processed by ADTAG by electronic transfer
between the banks of the TV station, Ad agency and Adver-
tiser.

The most common errors that occurred are:

Commercial didn’t air for the correct length of time (i.e.

last 5 seconds were cut off).

Commercial didn’t air on the proper date and time.

Stale tape was used.

These errors and additional errors that arise will be pro-
cessed in a manner pre-established with all parties involved.
Payment will be delayed until error is resolved according to
these procedures. Some errors may fall in parameters that all
entities have approved as acceptable and payment will not be
delayed.

For instance a 4 second cut-off may be acceptable and will
be paid perhaps accordingly discounted. A 15-second cut-off
is not acceptable and will be charged back to the TV station.
All error processing will be listed out in contracts signed by
all members of the ADTAG clearinghouse.

In addition, errors where no airings occurred, but the book-
ing remains in the ADTAG system will also be resolved on a
basis to be established prior to entry to the ADTAG clearing-
house system. Therefore if a booking remains after the air
date has passed the advertiser still has a reserve on its credit
line that needs to be resolved and reversed.

Security

An important part of the ADTAG system is the use of
security to avoid the possibility of fraud. Without security, the
system could be fraudulently manipulated.

As shown above, the teletext system provides a basic
physical layer protocol for the data transmission. The trans-
port and link layers must be specified in order to encode the
data to ensure reliability and privacy. The system uses layer-
ing of error detection and correction mechanisms. For
example the frames of data are encoded to guard against bad
data at the receiver. The data can also be encrypted in block
cipher mode using a periodically changing session key and
public keying encryption algorithm. The details are shown in
FIG. 4.

FIG. 9 shows a flow chart of operation which corresponds
to the verification and authorization described above. Step
900 corresponds to the detecting of identification information
within the commercial. As described above, this can corre-
spond to obtaining information in a number of different ways,
from a number of different places including but not limited to
the vertical blanking interval and the closed captioning loca-
tions. Step 902 corresponds to a verification. This verification
step can be carried out by operating in a secure premises. In
those embodiments that do use a secure premises, the pre-
mises itself corresponds to the verification. Verification may
include detecting the security of the encryption, correlating
the commercial content, or comparing encryption in the ver-
tical blanking with encryption in the closed captioning, for
example. If verification is positive, a time and day stamp is
added at step 904. This corresponds to a real time indication
of when the commercial was actually broadcast.

Step 906 begins the determination of whether the commer-
cial was broadcast when it was supposed to be. First, the
commercial identification is compared against the database.

At step 908, an indication of whether the identification
matches the time and day when a schedule is determined. If so
the bank is authorized to pay the fee for the commercial at
910, since everything was properly done as scheduled.

14

Ifnot, an error resolution system is determined at step 912.
For each client, a separate error resolution system may be in
place, or alternatively there could be a number of different
error resolution systems which are applicable to different

5 clients. The simplest error resolution system is that the com-
mercial simply did not play. A more difficult scenario is when
the commercial did play, but played at the wrong time. A
system can, for example, say that when the time differed by a
certain amount, that the bill would be reduced by 50%. Other

10 rules which are beyond the scope of this patent application
could also be used.

At step 914, the system determines that error resolution is
not available, and kicks out the system for manual resolution
at that point.

15 Other modifications are within the disclosed embodiment.
For example, other media including radio, cable, and others
are contemplated.

The invention claimed is:

1. A method of scheduling and paying for advertising com-

20 prising:

booking [a] an advertising segment with an advertising

agency, [said] the booking comprising determining
time, network, pricing and commission parameters for
[said] ¢he advertising segment;

25 [Establishing] establishing an account with a clearing-
house, [said] the clearinghouse [determining] config-
ured to determine if the advertising segment [actually]
aired at [the] a specified time by automatically detecting
a code [on] broadcast with the advertising segment,

30 wherein the code is included in a closed-captioning part
associated with the advertising segment, and verifying
security of [said] #ke code; and

[said clearinghouse] automatically authorizing payment [if

said] responsive to the advertising segment being played

35 at the specified time and automatically authorizing an
error resolution procedure [if] responsive to the adver-
tising segment being played at other than the specified
time, wherein [said] ¢he verifying the security of the code
comprises [information on the advertising segment cor-

40 related with content of] comparing encryption in a ver-
tical blanking line with encryption in the closed-cap-
tioning part associated with the advertising segment],
and

wherein said information correlated with the advertise-

45 ment comprises information indicative of an average
brightness of at least part of the advertising segment].

2. A method comprising:

obtaining a code broadcast with an advertising segment,

wherein the code is included in a closed-captioning part

50 associated with the advertising segment, and wherein
the code includes information indicative of an average
brightness of at least part of the advertising segment;
and

using the code to verify whether the advertising segment

55 played at a specified time,

using the information to verify security of the code,

wherein the verifyving the security of the code comprises
comparing encryption in a vertical blanking line with
encryption in the closed captioning part associated

60 with the advertising segment.

3. The method of claim 2, further comprising authorizing
payvment if the code is used to verify that the advertising
segment is played at the specified time.

4. The method of claim 2, wherein the obtaining is per-

65 formed prior to an advertising segment being broadcast.

5. The method of claim 2, wherein the advertising segment
comprises a television advertising segment.
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6. The method of claim 2, wherein the advertising segment
comprises an advertising segment other than a television
advertising segment.

7. The method of claim 2, wherein the advertising segment
comprises an Internet advertising segment.

8. The method of claim 2, wherein the code is encrypted.

9. The method of claim 2, wherein the obtaining comprises
obtaining a steganographically-associated code.

10. The method of claim 2, wherein the obtaining and using
are performed by a clearinghouse.

11. A method comprising:

deriving, from at least picture content associated with an

advertising segment, characterizing data that describes
at least one property of the picture content;
associating a code with the advertising segment, wherein
the code includes the characterizing data, wherein the
characterizing data is configured to at least partially
enable verification of whether the advertising segment
played at a specified time, and wherein the associating
comprises including the code in a closed-captioning
part associated with the advertising segment; and
verifying security of the code by comparing encryptionin a
vertical blanking line with encryption in the closed-
captioning part associated with the advertising segment.

12. The method of claim 11, wherein the characterizing
data includes audio data.

13. The method of claim 11, wherein the characterizing
data includes numbers of at least one object appearing in the
picture content.

14. The method of claim 11, wherein the characterizing
data includes a histogram of colors in the picture content.

15. The method of claim 11, wherein the code is encrypted.

16. The method of claim 11, wherein the advertising seg-
ment comprises a television advertising segment.

17. The method of claim 11, wherein the advertising seg-
ment comprises an advertising segment other than a televi-
sion advertising segment.

18. The method of claim 11, wherein the advertising seg-
ment comprises an Internet advertising segment.

19. The method of claim 11, wherein the code is not
encrypted.

20. The method of claim 11, wherein the associating fur-
ther comprises steganographically including the code with
the advertising segment.

21. A circuit comprising:

means for obtaining a code broadcast with an advertising

segment, wherein the code includes information indica-
tive of an average brightness of at least part of the
advertising segment, and whevein the code is included in
a closed-captioning part associated with the advertising
segment; and

means for using the code to verify whether the advertising

segment played at a specified time,

means for using the information to verify security of the

code by comparing an encryption in a vertical blanking
line with encryption in the closed-captioning part asso-
ciated with the advertising segment.

22. The circuit of claim 21, further comprising means for
authorizing payment if the advertising segment played at the
specified time.
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23. The circuit of claim 21, whevein the means for obtain-
ing obtains the code prior to an advertising segment being
broadcast.
24. The circuit of claim 21, whevein the means for obtain-
ing obtains the code from a vertical blanking interval.
25. The circuit of claim 21, whevein the means for obtain-
ing obtains the code from other than the closed-captioning
part.
26. The circuit of claim 21, wherein the advertising seg-
ment comprises a television advertising segment.
27. The circuit of claim 21, wherein the advertising seg-
ment comprises an advertising segment other than a televi-
sion advertising segment.
28. The circuit of claim 21, wherein the advertising seg-
ment comprises an Internet advertising segment.
29. The circuit of claim 21, wherein the code is encrypted.
30. The circuit of claim 21, whevein the means for obtain-
ing comprises means for obtaining a steganographically-
associated code.
31. The circuit of claim 21, whevein the means for obtain-
ing and the means for using comprise a clearinghouse.
32. A system comprising:
means for deriving, from at least picture content associated
with an advertising segment, characterizing data that
describes at least one property of the picture content;

means for associating a code with the advertising segment,
wherein the code includes the characterizing data,
wherein the characterizing data is configured to at least
partially enable verification of whether the advertising
segment played at a specified time, and wherein the
associating comprises including the code in a closed-
captioning part associated with the advertising seg-
ment; and

means for verifying the security of the code comprises

comparing encryption in a vertical blanking line with
encryption in the closed-captioning part associated with
the advertising segment.

33. The system of claim 32, wherein the characterizing data
includes audio data.

34. The system of claim 32, wherein the characterizing data
includes numbers of at least one object appearing in the
picture content.

35. The system of claim 32, wherein the characterizing data
includes a histogram of colors in the picture content.

36. The system of claim 32, wherein the code is encrypted.

37. The system of claim 32, wherein the advertising seg-
ment comprises a television advertising segment.

38. The system of claim 32, wherein advertising segment
comprises an advertising segment other than a television
advertising segment.

39. The system of claim 32, wherein the advertising seg-
ment comprises an Internet advertising segment.

40. The system of claim 32, wherein the code is not
encrypted.

41. The system of claim 32, wherein the associating further
comprises steganographically including the code with the
advertising segment.



