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(57) Tiivistelma - Sammandrag - Abstract

Hakemus kohdistuu osoittamisjérjestelmaan {100) langattomalle viestintaverkolle (102). Jarjestelma kéasittdd ensimmaisen
viestintdlaitteen (104a) ja toisen viestintalaitteen (104b). Ensimmainen ja toinen viestintalaite (104a, 104b) kuuluvat usean verkon
viestintalaitteen (104, 104a, 104b) ryhmaan. Kukin viestintalaite (104, 104a, 104b) on konfiguroitu tuottamaan kaksisuuntaista
radioviestintdd ainakin yhden usean viestintalaitteen joukkoon kuuluvan viestintalaitteen kanssa. Kullakin viestintalaitteella on (322) pitka
solmutunniste (L-ID) kyseisen viestintalaitteen (104, 104a, 104b) osoittamiseksi ja kaytettdvaksi ainakin yhdessa turvallisuustoiminnossa
verkossa. Kukin viestintélaite on konfiguroitu muodostamaan (328) lyhyt solmutunniste (S-ID) kyseisen viestintélaitteen identificimiseksi
sen ja toisen viestintalaitteen (104, 104a, 104b), joka kuuluu usean viestintavélineen joukkoon, jossakin tietyssa viestinndssa. Kukin
viestintdlaite on konfiguroitu sisdllyttimaan (330, 338, 342, 344) ainakin sen muodostama lyhyt solmutunniste lahettdjan osoitteena
viestintdpaketin (208) ohjausosaan (214) viestintdpaketin vastaanottajan informoimiseksi sen lahettéjasta ja ainakin sen pitka
solmutunniste viestintdpaketin johonkin muuhun osaan (216) niiden viestinnan turvaamiseksi.



The application relates to an addressing system (100) for a wireless communication network (102). The system comprises a first
communication device (104a) and a second communication device (104b). The first and second communication devices (104a, 104b)
belong to a group of plurality of communication devices (104, 104a, 104b) of the network. Each communication device (104, 104a, 104b)
is configured to provide a bi-directional radio communication with at least one of the plurality of communication devices. Each
communication device has (322) a long node identifier (L-ID) for addressing said communication device (104, 104a, 104b) and for being
used in at least one security procedure of communication in the network. Each communication device is configured to generate (328) a
short node identifier (S-1D) for identifying said communication device in a dedicated communication between it and other communication
device (104, 104a, 104b) belonging to the plurality of communication devices. Each communication device is configured to include (330,
338, 342, 344) at least its generated short node identifier as a transmitter address into a control part (214) of a communication packet
(208) for informing the transmitter of the communication packet to its receiver, and at least its long node identity into another part (216)
of the communication packet for securing a security of theirs communication.
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ADDRESSING SYSTEM FOR A WIRELESS COMMUNICATION NETWORK

Technical field

The application relates generally to an addressing system for a wireless communi-
cation network.

Background

A node identity (ID) is used to identify a transmitter of data as well as a receiver of
data in any radio technology that requires a frequent signalling of node identities in
packet transmissions. The node ID, which is set as a receiver ID of data packet, is
used to separate transmissions at the receiver from each other, i.e. the receiver
should act only on messages intendent for it. The node ID, which is set as a
transmitter ID of data packet, is used to identify the transmitter so that the receiver
can perform correct actions towards the transmitter.

In wireless communication systems, such as Bluetooth Low Energy (BLE) net-
works and Wireless Local Area networks (WLAN), e.g. Wi-Fi networks, where dif-
ferent devices can independently access to a channel and transmit packets, there
is need to include both receiver ID and transmitter ID into each packet transmis-
sion.

The node ID needs to be long enough, i.e. number of bits, to provide at least a lo-
cal unigueness of transmitter and receiver, which is transmitted in every packet
transmission. This can be e.g. 32 or 48 bits, where 48 bits can already provide
global uniqueness with 2*48 addresses.

The BLE system uses 48 bits-long receiver and transmitter IDs (addresses) in a
Medium Access Control (MAC) header of packet after a Physical layer (PHY)
header of packet. In a WLAN (Wi-Fi) system, for one, each packet contains a
Basic service set (BSS) ID as well as 48 bits-long transmitter and receiver IDs that
are in its MAC header. This leads to a very brute-forced packet solution where
each transmission in the WLAN system contains the 48 bits-long BSS ID, 48 bits-
long receiver MAC address, and 48 bits-long transmitter MAC address.

Such bit sequence for the receiver and transmitter IDs at each packet transmission
is considerable amount of overhead, especially, when data transmissions are suf-
ficiently small, which can be the case in Internet of Things (loT) operation. For ex-
ample, if a data amount, transmitted by an loT device as single data burst, is 32
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bytes, resulting that if it is used 32-48 bits both receiver and transmitter IDs in
each of the packet transmission, these IDs introduce 25%-37,5% overhead.

One solution for addressing devices in a wireless network has been introduced in
published application GB 2411317

Summary

One object of the invention is to withdraw drawbacks of known solutions and to
provide an addressing system for a wireless communication network, wherein its
communication devices can allocate short node identifiers for them with distributed
scheme and with minimum signalling, and avoid any central allocation and coordi-
nation, and still support a Hybrid automatic-repeat request (HARQ) operation.

One object of the invention is fulfilled by providing an addressing system, commu-
nication device, methods, computer program, and computer-readable medium ac-
cording to the independent claims.

Embodiments of the invention are disclosed by the addressing system, communi-
cation device, methods, computer program, and computer-readable medium ac-
cording to the independent claims.

One addressing system for a wireless communication network comprises a first
communication device and a second communication device. The first and second
communication devices belong to a group of plurality of communication devices of
the network. Each communication device is configured to provide a bi-directional
radio communication with at least one of the plurality of communication devices.
Each communication device has a long node identifier for addressing said com-
munication device and for being used in at least one security procedure of com-
munication in the network. Each communication device is configured to generate a
short node identifier for identifying said communication device in a dedicated
communication between it and other communication device belonging to the plu-
rality of communication devices. Each communication device is configured to in-
clude at least its generated short node identifier as a transmitter address into a
control part of a communication packet for informing the transmitter of the commu-
nication packet to its receiver, and at least its long node identity into another part
of the communication packet for securing a security of theirs communication.

One addressing method for a wireless communication network comprises a follow-
ing step of presenting at least first and second communication devices belonging
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to a group of a plurality of communication devices of the network. The method fur-
ther comprises a following step of presenting, by each communication device, a
long node identifier in order to address said communication device and to use it in
at least one security procedure of communication in the network. The method fur-
ther comprises a following step of generating, by each communication device, a
short node identifier in order to identify said communication device in a dedicated
communication between it and other communication device belonging to the plu-
rality of communication devices. The method further comprises a following step of
including, by each communication device, at least its generated short node identi-
fier as a transmitter address into a control part of a communication packet in order
to inform the transmitter of the communication packet to its receiver, and at least
its long node identity into another part of the communication packet in order to se-
cure a security of theirs bi-directional radio communication.

One wireless communication device for a wireless communication network com-
prises a controller part and a data transfer part. The data transfer part is config-
ured to provide a bi-directional radio communication with at least one another wire-
less communication device. The controller part is configured to present a long
node identifier for addressing said communication device and for being used in at
least one security procedure of communication in a wireless communication net-
work. The controller part is configured to generate a short node identifier for identi-
fying said communication device in a dedicated communication between it and
other communication device of the network. The controller part is configured to in-
clude at least its generated short node identifier as a transmitter address into a
control part of a communication packet for informing the transmitter of the commu-
nication packet to its receiver, and at least its long node identity into another part
of the communication packet for securing a security of communication.

Another addressing method for a wireless communication device comprises a fol-
lowing step of providing, by a data transfer part of the communication device, a bi-
directional radio communication with at least one another wireless communication
device. The method further comprises a following step of presenting, by a control-
ler part of the communication device, a long node identifier in order to address
said communication device and to use it in at least one security procedure of
communication in a wireless communication network. The method further com-
prises a following step of generating, by the controller part, a short node identifier
in order to identify said communication device in a dedicated communication be-
tween it and other communication device of the network. The method further com-
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prises a following step of including, by the controller part, at least its generated
short node identifier as a transmitter address into a control part of a communica-
tion packet in order to inform the transmitter of the communication packet to its re-
ceiver, and at least its long node identity into another part of the communication
packet in order to secure a security of communication.

One computer program comprises instructions, which, when the program is exe-
cuted by a computer, which is in accordance with the previous device embodi-
ment, cause the computer to carry out at least the steps of the previous method
embodiment.

One tangible, non-volatile computer-readable storage medium comprises the
computer program, which is in accordance with the previous computer program
embodiment.

Brief description of the figures

The exemplary embodiments of the invention are described with reference to the
accompanying figures:

Fig. 1 presents a wireless communication environment for an addressing sys-
tem

Fig. 2a  presents an example format of packet

Fig. 2b  presents an example of MAC PDU structure

Fig. 3 presents a flowchart of addressing method

Fig. 4 presents parts of wireless communication device

Detailed description of the figures

Fig. 1 presents an environment, wherein an addressing system 100 may be ap-
plied.

The environment comprises a wireless communication network (system) 102,
which comprises a plurality of wireless communication devices (nodes) 104, 104a,
104b. The devices 104, 104a, 104b operate on a same spectrum at a same geo-
graphical area, e.g. within the example environment. The usage of same spectrum
enable a bi-directional communication is between the devices 104, 104a, 104b, i.e.
radio transmissions transmitted by one device 104, 104a, 104b of network 102
may be received by another device 104, 104a, 104b of network 102 and vice ver-
sa.
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The system 100 may be applied to any wireless communication network 102 that
uses frequent signaling of node identifiers (identities, IDs) in packet transmissions.
Preferably, the system 100 may be applied in wireless communication networks
102 complying DECT (Digital European Cordless Telecommunications)-2020
standard. Some non-limiting examples to which the system 100 may be applied
may comprise, but is not limited to, BLE mesh network, Thread network, Zigbee
network, Public Land Mobile Network (PLMN), WLAN network, cellular network, or
wireless mesh network, e.g. wireless sensor network, and/or any other wireless
networks.

Typically, the devices 104, 104a, 104b of the network 102 are capable to receive
transmissions with one radio technology, e.g. BLE transmissions or WLAN trans-
missions, which transmissions are all from the same network 102. However, at
least one of the devices 104, 104a, 104b of network 102 may be capable to re-
ceive transmissions with at least two radio technologies, e.g. BLE transmissions
and WLAN transmissions, which transmissions are all from the same network 102.

The DECT-2020 is radio access technology developed by ETSI. The DECT-2020
supports massive machine-type communication (mMTC) and ultra-reliable low la-
tency communication (URLLC). On Physical (PHY) layer, the key technology com-
ponents of the DECT-2020 are Orthogonal frequency-division multiplexing
(OFDM), adaptive modulation and coding schemes (MCS), Modern Channel cod-
ing methods (Turbo, LDPC, Convolutional coding), HARQ for both scheduled and
contention based transmissions, and a support of multi-antenna transmissions with
different Multiple-Input and Multiple-Output (MIMO) streams. On Medium access
(MAC) layer and from system aspects, the key technology components of the
DECT-2020 are a support of high number of 0T sensors, actuators, and other in-
dustrial applications; support of Mesh network topology, support of URLLC com-
munication with very short delay (typical application may be wireless micro-
phones); operation on frequencies that are license exempt; and support of multiple
overlapping non-coordinated networks with cognitive radio capabilities to share
spectrum resources between multiple networks.

Fig. 2a presents an example format of packet 208 that is used in the system 100.
The system 100 is not limited to this packet format and, naturally, any other format
may be used.

The packet 208 may be, but is not limited to, a PHY layer packet 208 as presented
in the figure.
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The format of packet 208 comprises fields of Synchronization Training Field Sym-
bols (STFS) 210, channel training field (CTF) 212, PHY header field, i.e. PHY con-
trol field (part), 214, and data field 216. The STFS field 210 is used to provide time
and frequency synchronization for the receiving device 104, 104a, 104b and, addi-
tionally, it may be used to other purposes, such as adjusting gain of the receiving
device 104, 104a, 104b. The CTF field 212 is used for channel estimation purpos-
es in the receiving device 104, 104a, 104b. The header field 214 is used to trans-
mit necessary information how the data field 216 is transmitted. The header field
214 may comprise, but is not limited to, information used Modulation and coding
scheme (MCS), a network address (identity, identifier, ID) a receiver address
(identity, identifier, ID), a transmitter address (identity, identifier, ID), a transmis-
sion power used to transmit the packet 208, a HARQ process number, a new data
indicator, a redundancy version of the packet 208 and/or a HARQ feedback infor-
mation. The data field 216 comprises at least one MAC protocol data unit (PDU)
and it is the field that is re-transmitted in a HARQ operation.

The header field 214 comprise identification information, i.e. a transmitter identifi-
er, representing (identifying) the transmitter (transmitting device) 104, 104a, 104b.
Alternatively, or additionally, the header field 214 may further comprise identifica-
tion information, i.e. a receiver identifier, representing (identifying) the receiver (re-
ceiving device) 104, 104a, 104b. The header field 214 may be protected with Cy-
clic Redundant Check (CRC) so that receiving device 104, 104a, 104b may ensure
that reception of the header field 214 was correct. The length of the CRC in the
header field 214 may be e.g. 8 or 16 bits.

The length of the header field 214 may be 26-120 bits, even though other lengths
of header field 214 are possible. Preferably, the length of header field 214 may be
approx. 50-80 bits and it may depend on the format of the packet 208. Alternative-
ly, or additionally, the length of header field 214 may depend on whether the CTF
field may be used to transfer control channel bits or not. Above, it is discussed
about the length of header field 214, but the same applies also to the header field
214 of the packet 208, if the packet 208 is packet of any other layer.

Figure 2b presents an example of a MAC PDU structure 218 that is used in the
system 100. The system 100 is not limited to this structure and any structure may
be used.

The MAC PDU structure 218 comprises, a MAC header field, and at least one
parts of MAC PDU data. The MAC header field is used to indicate the content of
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the MAC PDU data to the receiving device 104, 104a, 104b as well as convey
necessary parameters of a MAC level security (when used). The MAC level securi-
ty is expected to cipher all other fields of the MAC PDU expect the MAC header
field, whereas an integrity protection may be provided with a message integrity
code (MIC) from the complete MAC PDU and added to end of the MAC PDU.

Fig. 3 presents how an addressing method 320 is used in the transmissions of
previously described packets 208, and how devices 104, 104a, 104b operate in
the previously described system and network 100, 102.

The method 320 is described mainly by using two devices 104a, 104b, i.e. a first
device 104a and a second device 104b, both belonging to the same network 102,
which may also comprise a plurality of other devices 104.

At a step 322, each device 104, 104a, 104b of the network 102 presents, by
means of its controller part 424, a long node identifier (long ID, long address) L-ID,
which may be e.g. 32-48 bits long identifier, e.g. a 48-bits Ethernet MAC address
used in Wi-Fi networks. The presented L-ID is globally unique, or unique at least in
the network 102, wherein the device 104, 104a, 104b operates or prefers to oper-
ate.

Each device 104, 104a, 104b is able to provide, by means of its data transfer part
426, the bi-directional radio communication with at least one other device 104,
104a, 104b, i.e. to transmit at least one data packet 208 to other device(s) 104,
104a, 104b and to receive at least one data packet 208 from the other device(s)
104, 104a, 104b, in the network 102 as previously has been described. In other
words, each device 104, 104a, 104b may act as a transmitter and/or as a receiver.

In the method 320, the device 104a is acting as a transmitter and the device 104b
is acting as receiver at the start and these roles change between the devices
104a, 104b during their mutual communication.Preferably, the transmitter and the
receiver devices 104, 104a, 104b may be identical with each other. However, the
invention is not limited to that.

This presented L-ID of each 104, 104a, 104b identifies (address) the device 104,
104a, 104b from other devices 104, 104a, 104b, which operate in the network 102,
and it is used in at least one security procedure, e.g. in the ciphering and/or integ-
rity protection, of communicated data in the network 102.
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At a step 328, each device 104, 104a, 104b generates (allocates), by means of its
controller part 424, when it intends to initiate an association with other device 104,
104a, 104b in the network 102 in order to communicate with it or with the network
102 in order to join it, a random short node identifier (short ID, short address) S-ID,
which may be e.g. 8-32 bits long identifier. The S-ID is generated so that it is
shorter than the L-ID, which means that it comprises fever bits than the L-ID. The
S-ID may be e.g. 8, 16, 24, or 32 bits long, but in the DECT-2020, it is preferably
16 or 24 bits long.

The generated S-ID of each 104, 104a, 104b identifies and differentiates the de-
vice 104, 104a, 104b from other devices 104, 104a, 104b in a dedicated commu-
nication (association), e.g. a unique packet transmission, between two devices
104, 104a, 104b in the network 102.

When each device 104, 104a, 104b has its L-ID and one of devices 104, 104a,
104b, which is in this example a device 104a, wants to initiate an association with
at least one other device 104, 104b in the network 102 and to communicate with it,
the device 104a generates the random S-ID for itself.

At a step 330, the device 104a determines a beacon packet 208. It includes, by
means of its controller part 424, the generated S-ID as a transmitter address into a
control part (field) 214, e.g. a PHY control field, of beacon packet 208 to be broad-
casted and its L-ID as a plain text into another part (field), e.g. data field 216, of
beacon packet 208 in order to secure the packet 208. The beacon packet 208 is
broadcasted to all devices 104, 104b or a certain group of devices 104, 104b in
the network 102, whereupon this is also indicated in the control part 214 (as a “re-
ceiver address”). A rest of packet 208 may be ciphered and integrity protected or
sent as a plain text. Then, the device 104a starts to broadcast, by means of its da-
ta transfer part 426, the generated beacon packet 208 to which has been included
both the S-ID and L-ID as an intention to associate with other device(s) 104, 104b.

The usage of 8-32 bits long S-ID reduces the overhead of transmission at the con-
trol part 214 of packets 208. Especially, in packets 208 using substantially short
slots, the overhead of control part 214 may be minimized in order to use the short
slots efficiently for application layer data. For example, the DECT-2020 supports
1.728 MHz channel bandwidth with 27 kHz subcarrier spacing with only slot length
of 10ms/24=0.41666 ms, i.e. a packet (frame) time is 10 ms and the packet is split
into 24 time slots.
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When the device 104a broadcasts its beacon packet 208, it may detect, by means
of its data tranfer part 426, the environment at the same time in order to listen a
radio communication of the other devices 104, 104b and to receive beacon pack-
ets 208 from the other device(s) 104, 104b similarly as these other devices 104,
104a operate. During these operations, it detects, by means of its controller part
424, S-IDs included into a control part 214 of detected communication packets 208
and records (stores) the detected S-IDs, by means of its controller part 424, into its
memory part 432.

Each of other devices 104, 104b also operate similarly, i.e. those listen the radio
communication of the other devices 104, 104a in the network 102 and checks, by
means of the controller part 424, whether any of detected S-IDs of the other de-
vices 104, 104a is similar to its own S-ID.

At a step 334, when one of the other devices 104, 104b, which is in this example a
device 104b, receives, by means of its data transfer part 426, the broadcasted
beacon packet 208 from the device 104a, it detects, by means of the controller
part 424, the S-ID of device 104a from the control part 214 of received beacon
packet 208, and checks, by means of its controller part 424, whether the included
S-ID of device 104a is similar to its own S-ID or to any other recorded S-ID, which
the device 104b already knows.

At a step 336, if such coincidence exists, i.e. the device 104b detects that the re-
ceived S-ID of device 104a is similar to its S-ID, the device 104b re-generates (re-
allocates) a new S-ID for itself similarly as described in the step 328 and returns to
listen its environment.

At a step 338, if such coincidence does not exist, the device 104b, which also has
now detected the L-ID of device 104a from the data part 216 of beacon packet 208
and which intends to associate to the device 104a, determines, by means of its
controller part 424, an association request packet 208. The device 104b includes
its S-ID as a transmitter address and the S-ID of device 104a as a receiver ad-
dress into a control part 214 of association request packet 208. The device 104b
also includes at least its L-ID as a plain text into another part, e.g. a data part 216,
of association request packet 208. A rest of packet 208 is ciphered and integrity
protected. The device 104b may also include the L-ID of device 104a into the data
part 216. Then, after the determination of association request packet 208, the de-
vice 104b transmits (an unicast transmission), by means of its data transfer part
426, it to device 104a.
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At a step 340, when the device 104a receives, by means of its data transfer part
426, the association request packet 208 from the device 104b, it detects, by
means of the controller part 424, the S-ID of device 104b from the control part 214
of received association request packet 208 and checks, by means of the controller
part 424, whether the included S-ID of device 104b is similar to its own S-ID or to
any other recorded S-ID, which the device 104a already knows.

At a step 342, if such coincidence exists, i.e. the device 104a detects that the re-
ceived S-ID of device 104b is similar to its or some other recorded S-ID, the device
104a determines, by means of its controller part 424, an association non-
acknowledged (NACK) response packet 208. The device 104a includes its S-ID as
a transmitter address and the S-ID of device 104b as a receiver address into a
control part 214 of NACK response packet 208, and, then, transmits, by the data
transfer part 426, the NACK response packet 208 to the device 104b.

At a step 343, after the device 104b has received the NACK response packet 208,
the device 104b re-generates a new S-ID for itself similarly as described in the
steps 328, 336, and returns to determine a new association request packet 208 by
means of its new S-ID and re-transmit it similarly as described in the step 338.

At a step 344, if such coincidence does not exist, the device 104a, which also has
now detected the L-ID of device 104b from the data part 216 of association re-
quest packet 208 and intends to associate with the device 104b, determines, by
means of its controller part 424, an association acknowledged (ACK) response
packet 208. The device 104a includes its S-ID as a transmitter address and the S-
ID of device 104b as a receiver address into a control part 214 of ACK response
packet 208, and, then, transmits, by the data transfer part 426, the ACK response
packet 208 to the device 104b in order to complete the association. The device
104a may also include at least one of the L-IDs of devices 104a, 104b into another
part, e.g. a data part 216, of ACK response packet 208.

The previously-described association signalling between the devices 104a, 104b is
used to exchange the relation of L-ID and S-ID, whereupon the HARQ operation is
enabled at link layer with the S-ID as well as the ciphering and integrity protection
with using the L-ID.

At a step 346, after the completion of association, before the device 104a receives
a data packet 208 from the device 104b, the device 104b includes its S-ID in the
control part 214 of data packet 208 as a transmitter address and the S-ID of de-
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vice 104a as receiver address. The security procedures of data packet 208 are
done by using the L-ID of the device 104b or using the L-IDs of both devices 104a,
104b. The device 104b performs the security procedures by using the L-ID of de-
vice 104b in chipering mask and integrity protection calculations (calculation of
MIC), but it may not include the L-ID of either device 104b or device 104a.

When the device 104a receives the data packet 208, the device 104a uses the S-
ID of device 104b obtained from the control part 214 of data packet 208 to obtain
the correct L-ID of device 104b and it performs an unciphering and integrity protec-
tion check by using the L-ID of device 104b, or by using the L-IDs of both devices
104a, 104b. The device 104b has obtained the correct S-ID-to-L-ID relation infor-
mation at the association-completed step 344 as previously has been described.

The roles of devices 104a, 10b may naturally be vice versa.

Without the correct S-ID-to-L-ID relation information the integrity protection fails
and the data packet 208 is discarded. Thus, the transmission of L-IDs over radio
interface is avoided. Even if other communication pair of devices 104 uses the
same S-IDs than the devices 104a and 104b, and 104b receives such a data
packet, the data will not be incorrectly forwared to higher layers.

The communication between the devices 104a, 104b by packet transmissions ex-
ists as long as the association has not terminated. The termination may be per-
formed by a termination packet 208 that terminates the association or it may occur
when the communication between the devices 104a, 104b has been suspended
for some reason, e.g. due to a lack of communication during a predetermined time
period.

The generation of S-IDs provides the system 100, where each device 104, 104a,
104b has two independent identifiers when the L-ID provides network wide
uniqueness and the S-ID provides local link-level uniqueness in its radio neigh-
bourhood. The L-ID is used as a basis of link layer security procedures, e.g. Ci-
phering and integrity protection, and in mesh network operations for packet rout-

ing.

Fig. 4 presents a device 104, 104a, 104b that is able to communicate in the net-
work 102 and to perform the addressing method 320.
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The device 104, 104a, 104b comprises the controller (control) part 424 that con-
trols operations of its parts 426, 432, 448, 450, 452 so that the device 104, 104a,
104b operates as described in the context of previous figures.

The controller part 424 comprises a processor part 448 that performs operator-
initiated and/or computer program-initiated instructions, and processes data in or-
der to run applications. The processor part 448 may comprise at least one proces-
sor, e.g. one, two, three, or more processors.

The controller part 424 also comprises the memory part 432 in order to store and
to maintain data. The data may be instructions, computer programs, and data files.
The memory part 432 comprises at least one memory, e.g. one, two, three, or
more memories.

The device 104, 104a, 104b also comprises the data transfer part 426 and an an-
tenna part 450 that the controller part 424 uses in order to send commands, re-
quests, and data to at least one of entities in the system 100, e.g. devices 104,
104, 104b, via the antenna part 450. The data transfer part 426 also receives
commands, requests, and data from at least one of entities in the system 100, e.g.
devices 104, 104, 104b, via the antenna part 450. The communication between
the data transfer part 426 of device 104, 104, 104b and other entities in the system
100 is provided through the antenna part 450 wirelessly.

The device 104, 104a, 104b also comprises a power supply part 452. The power
supply part 452 comprises components for powering the device 104, 104a, 104b,
e.g. a battery and a regulator.

The memory part 432 stores at least a data transfer application 454 for operating
(controlling) the data transfer part 426, an antenna application 456 for operating
the antenna part 450, and a power supply application 458 for operating the power
supply part 452.

The memory part 432 also stores a computer program 460 (software, application),
which uses at least one of parts 426, 448, 450, 452 in order to perform at least the
operations of device 104, 104a, 104b described previously in this description and
figures, when it is run in a computer, e.g. in the device 104, 104a, 104b, by means
of the controller part 424.
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The computer program 460 may be stored in a tangible, non-volatile computer-
readable storage medium, e.g. a Compact Disc (CD) or Universal Serial Bus
(USB) -type storage device.

The invention has been described above with reference to the above-mentioned
exemplary embodiments and its several advantages have been described. It is
clear that the invention is not only restricted to these embodiments, but it compris-
es all possible embodiments within the scope of following claims.
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Claims

1. An addressing system (100) for a wireless communication network (102),
comprising

a first communication device (104a) and

a second communication device (104b),

wherein the first and second communication devices (104a, 104b) belong to
a group of plurality of communication devices (104, 104a, 104b) of the network,

wherein each communication device (104, 104a, 104b) is configured to pro-
vide a bi-directional radio communication with at least one of the plurality of com-
munication devices and

wherein each communication device has (322) a long node identifier (L-ID)
for addressing said communication device (104, 104a, 104b) and for being used in
at least one security procedure of communication in the network,

characterized in that each communication device is further configured to
generate (328) for itself a short node identifier (S-ID) for identifying said communi-
cation device in a dedicated communication between it and other communication
device (104, 104a, 104b) belonging to the plurality of communication devices, and
to include (330, 338, 342, 344) at least its generated short node identifier as a
transmitter address into a control part (214) of a communication packet (208) for
informing the transmitter of the communication packet to its receiver, and at least
its long node identity into another part (216) of the communication packet for se-
curing a security of theirs communication.

2. The system according to the preceding claim, wherein the short node identi-
fier has fever bits than the long node identifier.

3. The system according to any of the preceding claims, wherein the first com-
munication device is configured to use its short node identifier as a transmitter ad-
dress in a control part (214) of a first packet (208) and its long node identifier in
another part (216) of the first packet when determining (330) the first packet as a
beacon to be broadcasted to at least the second communication device.

4. The system according to claim 3, wherein the second communication device
is configured to use its short node identifier as a transmitter address and the short
node identifier of the first communication device as a receiver address in a control
part (214) of a second packet (208), and its long node identifier in another part
(216) of the second packet when determining (338) the second packet to be
transmitted as an association request to the first communication device,
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5. The system according to claim 4, wherein the first communication device is
configured to use its short node identifier as a transmitter address and the short
node identifier of the second communication device as a receiver address in a
control part (214) of a third packet (208), and its long node identifier and the long
node identifier of the second communication device in another part (216) of the
third packet when determining (344) the third packet as an association acknowl-
edgement response to be transmitted to the second communication device for
completing an association of the first and second communication devices.

6. The system according to claim 4 or 5, wherein the first communication device
is configured to check the control part of the second packet for detecting (340)
whether the short node identifier is similar to any other short node identifier (S-ID),
which it knows, and to use its short node identifier as a transmitter address and
the short node identifier of the second communication device as a receiver ad-
dress in a control part (214) of a fourth packet (208) for determining (342) the
fourth packet as an association non-acknowledgement response to be transmitted
to the second communication device, if such coincidence exists.

7. The system according to claim 6, wherein the second device is configured to
re-generate (343) its short node identifier (S-ID), if it receives the fourth packet,
and to re-determine (338) the second packet by means of its re-generated short
node identifier for its re-transmission as a new response to the first communication
device.

8. The system according to any of the preceding claims, wherein the first and
second communication devices, which have been associated, are configured to
address communication packets (208) to each other by means of theirs short node
identifiers (S-IDs), which have been included into a control part (214) of communi-
cation packets (208) as transmitter and receiver addresses.

9. The system according to any of the preceding claims, wherein each commu-
nication device is configured to check each short node identifier (S-ID) from a con-
trol part (214) of communication packets (208) in the network for detecting (334)
whether any short node identifier (S-ID) is similar to its generated short node iden-
tifier and to re-generate (336) its short node identifier (S-ID), if such coincidence
exists.

10. The system according to any of the preceding claims, wherein the network is
Digital European Cordless Telecommunication DECT-2020 -based network, a
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wireless mesh network, a wireless Bluetooth Low Energy (BLE) -based radio net-
work, a wireless local area network (WLAN), Thread network, Zigbee network,
Public Land Mobile Network (PLMN), or cellular network.

11.  An addressing method (320) for a wireless communication network (102),
comprising following steps of

presenting at least first and second communication devices (104, 104a,
104b) belonging to a group of a plurality of communication devices (104, 104a,
104b) of the network, and

presenting (322), by each communication device (104, 104a, 104b), a long
node identifier (L-ID) in order to address said communication device (104, 104a,
104b) and to use it in at least one security procedure of communication in the net-
work,

characterized in that the method further comprising following steps of gen-
erating (328), by each communication device, for itself a short node identifier (S-
ID) in order to identify said communication device in a dedicated communication
between it and other communication device (104, 104a, 104b) belonging to the
plurality of communication devices, and including (330, 338, 342, 344), by each
communication device, at least its generated short node identifier as a transmitter
address into a control part (214) of a communication packet (208) in order to in-
form the transmitter of the communication packet to its receiver, and at least its
long node identity into another part (216) of the communication packet in order to
secure a security of theirs bi-directional radio communication.

12. A wireless communication device (104, 104a, 104b), comprising

a controller part (424) and

a data transfer part (426),

wherein the data transfer part is configured to provide a bi-directional radio
communication with at least one another wireless communication device (104,
104a, 104b) and

wherein the controller part is configured to present (322) a long node identifi-
er (L-ID) for addressing said communication device (104, 104a, 104b) and for be-
ing used in at least one security procedure of communication in a wireless com-
munication network (102),

characterized in that the controller part is further configured to generate
(328) for itself a short node identifier (S-ID) for identifying said communication de-
vice in a dedicated communication between it and other communication device
(104, 104a, 104b) of the network, and to include (330, 338, 342, 344) at least its
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generated short node identifier as a transmitter address into a control part (214) of
a communication packet (208) for informing the transmitter of the communication
packet to its receiver, and at least its long node identity into another part (216) of
the communication packet for securing a security of communication.

13. An addressing method (100) for a wireless communication device (104,
104a, 104b), comprising following steps of

providing, by a data transfer part (426) of the communication device, a bi-
directional radio communication with at least one another wireless communication
device (104, 104a, 104b) and

presenting (322), by a controller part (424) of the communication device, a
long node identifier (L-ID) in order to address said communication device and to
use it in at least one security procedure of communication in a wireless communi-
cation network (102),

characterized in that the method further comprising following steps of gen-
erating (328), by the controller part, for itself a short node identifier (S-ID) in order
to identify said communication device in a dedicated communication between it
and other communication device (104, 104a, 104b) of the network, and including
(330, 338, 342, 344), by the controller part, at least its generated short node identi-
fier as a transmitter address into a control part (214) of a communication packet
(208) in order to inform the transmitter of the communication packet to its receiver,
and at least its long node identity into another part (216) of the communication
packet in order to secure a security of communication.

14. A computer program (460) comprising instructions, which, when the program
is executed by a computer, cause the computer to carry out at least the steps of
the method according to claim 13.

15. A tangible, non-volatile computer-readable storage medium comprising the
computer program (460) according to claim 14.
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Patenttivaatimukset

1. Osoittamisjarjestelmé (100) langatonta kommunikaatioverkkoa (102) varten,
joka kasittaa

ensimmaisen kommunikaatiolaitteen (104a) ja

toisen kommunikaatiolaitteen (104b),

jossa ensimmainen ja toinen kommunikaatiolaite (104a, 104b) kuuluvat ver-
kon useiden kommunikaatiolaitteiden (104, 104a, 104b) ryhmé&an,

jossa kukin kommunikaatiolaite (104, 104a, 104b) on konfiguroitu muodos-
tamaan kaksisuuntainen radiokommunikaatio ainakin yhden useisiin kommunikaa-
tiolaitteisiin kuuluvan kommunikaatiolaitteen kanssa ja

jossa kullakin kommunikaatiolaitteella on (322) pitka solmutunniste (L-ID), jol-
la osoitetaan kyseinen kommunikaatiolaite (104, 104a, 104b) ja jota kaytetdan ai-
nakin yhdessa verkkokommunikaation turvallisuusmenettelyssa,

tunnettu siitd, etta kukin kommunikaatiolaite on lisaksi konfiguroitu muodos-
tamaan (328) itselleen lyhyt solmutunniste (S-ID) kyseisen kommunikaatiolaitteen
tunnistamiseksi sen itsensa ja toisen useiden kommunikaatiolaitteiden joukkoon
kuuluvan kommunikaatiolaitteen (104, 104a, 104b) véalisessa erilliskommunikaati-
ossa seka sisallyttamaan (330, 338, 342, 344) ainakin luotu lyhyt solmutunnis-
teensa lahettdjan osoitteena kommunikaatiopaketin (208) ohjausosaan (214)
kommunikaatiopaketin lahettdjan ilmaisemiseksi sen vastaanottajalle ja ainakin
pitkd solmutunnisteensa kommunikaatiopaketin toiseen osaan (216) niiden kom-
munikaation turvallisuuden varmistamiseksi.

2. Edeltdvan patenttivaatimuksen mukainen jarjestelmd, jossa lyhyelld solmu-
tunnisteella on vahemman bitteja kuin pitkalla solmutunnisteella.

3. Jonkin edeltavén patenttivaatimuksen mukainen jarjestelmd, jossa ensim-
mainen kommunikaatiolaite on konfiguroitu kdyttamaan lyhyttd solmutunnistettaan
lahettdjan osoitteena ensimmaisen paketin (208) ohjausosassa (214) ja pitkaa
solmutunnistettaan ensimmaisen paketin toisessa osassa (216) maarittaessaan
(330) ensimmaisen paketin beacon-signaaliksi, joka yleislahetetdan ainakin toisel-
le kommunikaatiolaitteelle.

4.  Patenttivaatimuksen 3 mukainen jarjestelma, jossa toinen kommunikaatiolai-
te on konfiguroitu kayttdmaan lyhyttd solmutunnistettaan l&ahettdjan osoitteena ja
ensimmaisen kommunikaatiolaitteen lyhyttd solmutunnistetta vastaanottajan osoit-
teena toisen paketin (208) ohjausosassa (214) seka pitkda solmutunnistettaan toi-
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sen paketin toisessa osassa (216) maarittdessaan (338) toisen paketin lahetetta-
vaksi assosiointipyynténa ensimmaiselle kommunikaatiolaitteelle.

5. Patenttivaatimuksen 4 mukainen jarjestelmé&, jossa ensimmainen kommuni-
kaatiolaite on konfiguroitu kayttamaan lyhyttd solmutunnistettaan lahettdjan osoit-
teena ja toisen kommunikaatiolaitteen Iyhytta solmutunnistetta vastaanottajan
osoitteena kolmannen paketin (208) ohjausosassa (214) seka pitkaa solmutunnis-
tettaan ja toisen kommunikaatiolaitteen pitkaa solmutunnistetta kolmannen paketin
toisessa osassa (216) maarittaessaan (344) kolmannen paketin toiselle kommuni-
kaatiolaitteelle lahetettdvaksi assosioinnin kuittausvastaukseksi ensimmaisen ja
toisen kommunikaatiolaitteen assosioinnin loppuun suorittamiseksi.

6. Patenttivaatimuksen 4 tai 5 mukainen jarjestelmd, jossa ensimmainen kom-
munikaatiolaite on konfiguroitu tarkastamaan toisen paketin ohjausosa sen havait-
semiseksi (340), onko lyhyt solmutunniste samanlainen kuin jokin muu sen tunte-
ma lyhyt solmutunniste (S-ID) seké kayttamaan lyhytté solmutunnistettaan lahetta-
jan osoitteena ja toisen kommunikaatiolaitteen lyhyttd solmutunnistetta vastaanot-
tajan osoitteena neljdnnen paketin (208) ohjausosassa (214) neljannen paketin
maarittdmiseksi (342) toiselle kommunikaatiolaitteelle lahetettavaksi assosioinnin
ei-kuittausvastaukseksi, mikali tallainen yhtenevyys esiintyy.

7. Patenttivaatimuksen 6 mukainen jarjestelma3, jossa toinen laite on konfiguroi-
tu muodostamaan (343) uudelleen lyhyt solmutunnisteensa (S-ID), jos se vas-
taanottaa neljdnnen paketin, ja maarittdmaan (338) uudelleen toinen paketti uudel-
leen muodostetun lyhyen solmutunnisteensa avulla sen uudelleen lahettamista
varten uutena vastauksena ensimmaiselle kommunikaatiolaitteelle.

8. Jonkin edeltavan patenttivaatimuksen mukainen jarjestelmda, jossa ensim-
mainen ja toinen kommunikaatiolaite, jotka ovat assosioitu, ovat konfiguroitu osoit-
tamaan kommunikaatiopaketteja (208) toisilleen niiden lyhyiden solmutunnisteiden
(S-ID) avulla, jotka ovat siséllytetty kommunikaatiopakettien (208) ohjausosaan
(214) lahettgjan ja vastaanottajan osoitteina.

9. Jonkin edeltdvan patenttivaatimuksen mukainen jarjestelm&, jossa kukin
kommunikaatiolaite on konfiguroitu tarkastamaan jokainen lyhyt solmutunniste (S-
ID) verkon kommunikaatiopakettien (208) ohjausosasta (214) havaitakseen (334),
onko jokin lyhyt solmutunniste (S-ID) samanlainen kuin sen muodostama lyhyt
solmutunniste, ja muodostaakseen (336) uudelleen lyhyen solmutunnisteensa (S-
ID), jos téllainen yhtenevyys on olemassa.
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10. Jonkin edeltdvan patenttivaatimuksen mukainen jarjestelma, jossa verkko on
Digital European Cordless Telecommunication DECT-2020 -pohjainen verkko,
langaton mesh-verkko, langaton Bluetooth Low Energy (BLE) -pohjainen radio-
verkko, langaton lahiverkko (WLAN), Thread-verkko, Zigbee-verkko, Public Land
Mobile Network (PLMN) -verkko tai matkapuhelinverkko.

11. Osoittamismenetelmé (320) langatonta kommunikaatioverkkoa (102) varten,
joka kasittda seuraavat vaiheet, joissa

esitelldan ainakin ensimmainen ja toinen kommunikaatiolaite (104, 104a,
104b), jotka kuuluvat verkon useiden kommunikaatiolaitteiden (104, 104a, 104b)
rynmaan ja

esitelldan (322) kunkin kommunikaatiolaitteen (104, 104a, 104b) toimesta
pitk& solmutunniste (L-ID) mainitun kommunikaatiolaitteen (104, 104a, 104b) osoit-
tamiseksi ja sen kayttamiseksi ainakin yhdessa verkkokommunikaation turvalli-
suusmenettelyssa,

tunnettu siitd, ettd menetelma kasittda lisdksi seuraavat vaiheet, joissa
muodostetaan (328) kunkin kommunikaatiolaitteen toimesta sille itselleen lyhyt
solmutunniste (S-ID) mainitun kommunikaatiolaitteen tunnistamiseksi sen itsenséa
ja toisen useiden kommunikaatiolaitteiden joukkoon kuuluvan kommunikaatiolait-
teen (104, 104a, 104b) valisesséa erilliskommunikaatiossa seka sisallytetdan (330,
338, 342, 344) kunkin kommunikaatiolaitteen toimesta ainakin sen muodostettu ly-
hyt solmutunniste l&hettdjan osoitteena kommunikaatiopaketin (208) ohjausosaan
(214) kommunikaatiopaketin lahettdjan ilmaisemiseksi sen vastaanottajalle ja ai-
nakin sen pitkd solmutunniste kommunikaatiopaketin toiseen osaan (216) niiden
kaksisuuntaisen radiokommunikaation turvallisuuden varmistamiseksi.

12. Langaton kommunikaatiolaite (104, 104a, 104b), joka kasittaa

ohjainosan (424) ja

tiedonsiirto-osan (426),

jossa tiedonsiirto-osa on konfiguroitu muodostamaan kaksisuuntainen radio-
kommunikaatio ainakin yhden toisen langattoman kommunikaatiolaitteen (104,
104a, 104b) kanssa ja

jossa ohjainosa on konfiguroitu esittelemaan (322) pitka solmutunniste (L-ID)
mainitun kommunikaatiolaitteen (104, 104a, 104b) osoittamiseksi ja sen kaytta-
miseksi ainakin yhdesséa langattoman kommunikaatioverkon (102) kommunikaati-
on turvallisuusmenettelyssa,

tunnettu siitd, etta ohjainosa on liséksi konfiguroitu muodostamaan (328) it-
selleen lyhyt solmutunniste (S-ID) mainitun kommunikaatiolaitteen tunnistamiseksi
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sen itsensé ja verkon toisen kommunikaatiolaitteen (104, 104a, 104b) valisessa
erilliskommunikaatiossa sekéa sisallyttdmaan (330, 338, 342, 344) ainakin muodos-
tettu lyhyt solmutunnisteensa lahettgjan osoitteena kommunikaatiopaketin (208)
ohjausosaan (214) kommunikaatiopaketin lahettdjan ilmaisemiseksi sen vastaan-
ottajalle ja ainakin pitk& solmutunnisteensa kommunikaatiopaketin toiseen osaan
(216) kommunikaation turvallisuuden varmistamiseksi.

13. Osoittamismenetelmé& (100) langatonta kommunikaatiolaitetta (104, 104a,
104b) varten, joka kasittaa seuraavat vaiheet, joissa

muodostetaan kommunikaatiolaitteen tiedonsiirto-osan (426) toimesta kaksi-
suuntainen radiokommunikaatio ainakin yhden toisen langattoman kommunikaa-
tiolaitteen (104, 104a, 104b) kanssa ja

esitelldan (322) kommunikaatiolaitteen ohjainosan (424) toimesta pitka sol-
mutunniste (L-ID) mainitun kommunikaatiolaitteen osoittamiseksi ja sen kaytta-
miseksi ainakin yhdesséa langattoman kommunikaatioverkon (102) kommunikaati-
on turvallisuusmenettelyssa,

tunnettu siitd, ettd menetelma kasittda lisdksi seuraavat vaiheet, joissa
muodostetaan (328) ohjainosan toimesta sille itselleen lyhyt solmutunniste (S-ID)
mainitun kommunikaatiolaitteen tunnistamiseksi sen itsensa ja verkon toisen
kommunikaatiolaitteen (104, 104a, 104b) vélisessa erilliskommunikaatiossa seka
siséllytetaan (330, 338, 342, 344) ohjainosan toimesta ainakin sen muodostettu
lyhyt solmutunniste lahettdjan osoitteena kommunikaatiopaketin (208) ohjaus-
osaan (214) kommunikaatiopaketin lahettgjan ilmaisemiseksi sen vastaanottajalle
ja ainakin sen pitkd solmutunniste kommunikaatiopaketin toiseen osaan (216)
kommunikaation turvallisuuden varmistamiseksi.

14. Tietokoneohjelma (460), joka kasittaa kaskyja, jotka, kun ohjelma suoritetaan
tietokoneella, ohjaavat tietokoneen suorittamaan ainakin patenttivaatimuksen 13
mukaisen menetelmé&n vaiheet.

15. Aineellinen, haintumaton tietokoneluettava tallennusvéline, joka kasittaa pa-
tenttivaatimuksen 14 mukaisen tietokoneohjelman (460).
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