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The invention includes a method and apparatus for providing
secure remote access to enterprise networks. An apparatus
includes a network interface module adapted for maintaining
a secure network connection with a network device indepen-
dent of a power state of a host computer associated with the
apparatus a storage module for storing information associated
with the secure connection, and a processor coupled to the
network interface and the memory where the processor is
adapted for automatically initiating the secure connection
without user interaction.

LOCAL
ENDPOINT

SECURE
CLIENT
1184 [

LOCAL
ENDPOINT

SECURE] |
" Lotent

118, |
118N .

-~ MANAGEMENT
SYSTEM

]

—
=3
s

L

115

SECURE
GATEWAY

INTRANET

112

114

LOCAL
ENDPOINT

SECURE

ENTERPRISE CAMPUS




Oct. 4,2012 Sheet 1 of 6 US 2012/0254944 A1

Patent Application Publication

S o
j SNAWYD ISIIdYIINT
NTon, L N3O |
YOb7 T 38no3s
N LNIOJONT
LT " 001
o, z
| ¢ Mo pil -
Z
| 8Ll N
s hr=al AVMILYOF
701 1) 34N3s L3NVALNI 2WNO3S
a LNIOdaNG
200 W01
| )
ol L ANano |
j N03S
1 INIOJaNZ NALSAS
<0k ™ " 900 INIWIDYNYW [ 9Ll

SHOMLIN
SS3TAUIM

AHOMLIN
SRERELITN

meP
INGTO | Ly
~34N03S 70l
INIOJANT |
Vool “Siomay [ Mo

[ ] [ ]

® [ ]

® [ J

~ 1 IN3ITD
~eY

m 3¥N03S U2

¢

g0l | INIOdAONT

3LOW3Y 20,
g0}

S [ N3 | |
~3uno3s [T ol
INIOdANT

310W3N 01
hozy
T INAND |y
G 1 [29no3s vol
0L | INIOdaNT |
JLONIY Hz01




Oct. 4,2012 Sheet2 of 6 US 2012/0254944 A1

Patent Application Publication

G0l

AJOMLAN f

SS3134IM

Q01

AYONIW SLINDYID
¥3sN 140ddns
202 802 zzz
D, >, 8cc ERVEREIN
902 w w 92z $ N
IINAON J1Naon 31NAOW ﬁ
JOVAALNI mommwmwmn_ JOVAYILNI [=+-={ 3OV 24T LN| = {HOSSIO0Ud L. TINAON
MHOMLIN LSOH N3O LSOH ol
SNV qmmv
95z~ ¥L¥d |
66z “ -1 SNOWYOIlddv |
pez ~ - S31dvydll 1HOddNS |
alz” ¥LYQ | ez " oWvepoad |
A SWVH90Md _ zez “TL HAANATANYIY |
2Lz > IW3LSAS ONILVYIdO | 16z 7 WILSAS ONILYYIO |
0Lz~ AYOWAW IN3ITO 062 " AdOWSWN LSOH
002
¢ 9l4



Oct. 4,2012 Sheet 3 of 6 US 2012/0254944 A1

Patent Application Publication

60l

S1¥0d
JTOSNOD
80€™— LINIWIADVYNVYN
I
v0¢g
, w 90¢
¢
1.wmmeM%ﬂ_un HOS$S3I00Ud
- 4 |
oz v1va
vNm\;/\m_\,zmoomn_
776~ SO
0ze |  AMOWAW

zoe
_| 30VHH3INI |
LINYIALNI
IINaon |
NOILY¥31300V OL€

00€

€ 9Id



Patent Application Publication Oct. 4,2012 Sheet4 of 6 US 2012/0254944 A1

FIG. 4
400
108 e .
I 442 !
SECURE 112
| / GATEWAY |
| |
EDGE 110
| ROUTER ;/\
| S \ | 420
( 430 | FIREWALL | 1—
| 410 444 i
402 o J
108 e .
| |
SECURE 112
: GATEWAY /\:‘/
| ] :
EDGE 454 110
""| ROUTER E/\
| S w\ | 420
( 430 | FIREWALL b p—
| 410 452 |
404 Lo |
108 e .
E 462 |
SECURE 112
| / GATEWAY [
| | |
EDGE g 464 110
| ROUTER :/\
| S | 420
( 430 | FIREWALL | —
| 410 |



Patent Application Publication

Oct. 4,2012 Sheet S of 6

US 2012/0254944 A1

512

NETWORK
AVAILABLE
?

514
/‘

EXTRACT INFORMATION
FROM SECURE
CLIENT

FIG. 5
500 502
TRANSFER INFORMATION FROM AN ENDPOINTTO |~ 204
AN ASSOCIATED SECURE CLIENT
506
SECURE
CONNECTION
EXISTS
?
NETWORK Y
AVAILABLE 516
? STORE | —~—-518
DELAY Y | INFORMATION
TRANSMISSION IN SECURE
STORE ? CLIENT
INFORMATION N
INSECURE [~-910
CLIENT

520

TRANSMISSION
CRITERIA SATISFIED

EXTRACT INFORMATION
FROM SECURE
CLIENT

TRANSMIT INFORMATION FROM SECURE CLIENT
USING SECURE CONNECTION

526



Patent Application Publication Oct. 4,2012 Sheet 6 of 6 US 2012/0254944 A1

FIG. 6

600

RECEIVE INFORMATION AT A SECURE CLIENT | 604
OVER A SECURE CONNECTION

606

ENDPOINT
ACTIVE
?

STORE
INFORMATION
INSECURE [—~-808
CLIENT

ENDPOINT
ACTIVE
?

612
F

RETRIEVE INFORMATION
FROM SECURE
CLIENT MEMORY

TRANSMIT INFORMATION FROM SECURE CLIENT
USING SECURE CONNECTION

SO




US 2012/0254944 Al

METHOD AND APPARATUS FOR
PROVIDING SECURE REMOTE ACCESS TO
ENTERPRISE NETWORKS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application is a continuation of pending
U.S. patent application Ser. No. 11/293,843, filed Dec. 2,
2005, entitled METHOD AND APPARATUS FOR PRO-
VIDING SECURE REMOTE ACCESS TO ENTERPRISE
NETWORKS, which application is hereby incorporated
herein by reference as if set forth in its entirety.

FIELD OF THE INVENTION

[0002] The invention relates to the field of communication
networks and, more specifically, to providing secure remote
access to enterprise networks.

BACKGROUND OF THE INVENTION

[0003] In general, broadband wireless access technologies
enable enterprises to increase productivity by providing
mobile enterprise users with continuous access to critical
enterprise resources. The deployment of such technologies,
however, is introducing enterprise security problems. For
example, an enterprise user may connect to the public Internet
using broadband wireless access while simultaneously main-
taining a connection to the enterprise Intranet over an Ether-
net connection. This concurrent connectivity may result in
significant security violations.

[0004] A variety of security violations resulting in attacks
on enterprise network infrastructure may originate from out-
side the enterprise premises. For example, from the outside of
the enterprise premises, the enterprise user system may be
infected by a virus/worm over the public Internet, and may
propagate this virus/worm to the enterprise Intranet. In this
example, if IP forwarding is enabled, the enterprise user
system operates as a router, enabling a malicious outside
intruder to bypass the enterprise firewall and access critical
enterprise resources. Furthermore, the enterprise may be vul-
nerable to other attacks in which a malicious outside user
utilizes an enterprise user system with dual connectivity in
order to attack the enterprise. Although enterprises are
deploying expensive mechanisms to prevent such outside
access of the enterprise network, dual network connectivity
provides malicious outside users a capability to access the
enterprise network.

[0005] A variety of security violations resulting in attacks
on enterprise network infrastructure may originate from
inside the enterprise premises. In fact, enterprises increas-
ingly realize that the majority of attacks on network infra-
structure occur as a result of either internal sabotage or unin-
tentional mistakes. For example, such activities may include
an employee forwarding confidential documents over the
public Internet without encryption or an executive exchang-
ing Instant Messages without adhering to enterprise security
policies. Furthermore, such activities may lead to computer
espionage and violations of government regulations, result-
ing in significant financial damages to enterprises. Although
enterprises are deploying expensive mechanisms and policy
controls to prevent enterprise users from engaging in such
activities, dual network connectivity enables users to by-pass
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such mechanisms and controls and directly connect to the
Internet without being subjected to the mechanisms and con-
trols.

SUMMARY OF THE INVENTION

[0006] Various deficiencies in the prior art are addressed
through the invention of a method and apparatus for providing
secure remote access to enterprise networks. An apparatus
includes a network interface module adapted for maintaining
a secure network connection with a network device indepen-
dent of a power state of a host computer associated with the
apparatus a storage module for storing information associated
with the secure connection, and a processor coupled to the
network interface and the memory where the processor is
adapted for automatically initiating the secure connection
without user interaction.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] Theteachings ofthe present invention can be readily
understood by considering the following detailed description
in conjunction with the accompanying drawings, in which:
[0008] FIG. 1 depicts a high-level block diagram of a com-
munication network according to one embodiment of the
present invention;

[0009] FIG. 2 depicts a high-level block diagram of one of
the endpoints of the communication network of FIG. 1
according to one embodiment of the present invention;
[0010] FIG. 3 depicts a high-level block diagram of the
secure gateway of the communication network of FIG. 1
according to one embodiment of the present invention;
[0011] FIG. 4 depicts a high-level block diagram of a plu-
rality of secure gateway deployment configurations accord-
ing to one embodiment of the present invention;

[0012] FIG. 5 depicts aflow diagram of a method according
to one embodiment of the present invention; and

[0013] FIG. 6 depicts aflow diagram of a method according
to one embodiment of the present invention

[0014] To {facilitate understanding, identical reference
numerals have been used, where possible, to designate iden-
tical elements that are common to the figures.

DETAILED DESCRIPTION OF THE INVENTION

[0015] In general, from the enterprise user perspective, the
performance of the wireless network should match that of
other broadband access technologies. While the main benefit
of broadband wireless access is ubiquitous availability of
network connectivity, such availability often comes at the
expense of reduced bandwidth availability. The enterprise
users require low-latency, high-bandwidth performance, irre-
spective of enterprise user location, connectivity type, system
management and maintenance functions, and various other
factors. In general, from an enterprise system administrator
perspective, management and maintenance of systems sup-
porting remote, mobile enterprise users is typically difficult
and expensive. Since many such remote, mobile enterprise
users (e.g., enterprise sales teams) are rarely within an enter-
prise campus, and constantly access network resources
remotely while traveling, software updates must be per-
formed while the enterprise users access the enterprise net-
work from remote locations. Although such software updates
may involve critical security patches, the software updates
may also cause significant inconvenience (e.g., by consuming
valuable system and network resources for transmitting and
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applying software updates) to the enterprise users. For
example, a software patch may be initiated while the enter-
prise user is in an important meeting and requires immediate
access to resources.

[0016] The present invention provides a secure system
enabling enterprise users (e.g., remote enterprise users
accessing a secure enterprise network remotely using a public
network, local enterprise users accessing a secure enterprise
network locally, and the like) to securely access an enterprise
network while increasingly utilizing broadband wireless net-
works. The secure system ensures that enterprise user traffic
originating from secure client devices is routed through a
secure gateway (irrespective of user location). The secure
system includes a secure client device associated with each
endpoint device accessing the enterprise network. The secure
system includes a secure gateway device by which each
secure client device accesses the enterprise network. In one
embodiment, the “always-on” capability of the secure client
device enables constant communication between the end-
point device and the enterprise network. The secure, “always-
on” system enables support of various features benefiting end
users and system administrators. The features enabled by the
secure, “always-on” system may include application accel-
eration features, remote management features, wireless net-
work optimization features, and like features, as well as vari-
ous combinations thereof.

[0017] In one embodiment, application acceleration fea-
tures include background transfers, traffic filtering, data/pro-
tocol compression, tunnel address translation, protocol opti-
mizations (e.g., at secure client devices, base stations, and the
like), and the like, as well as various combinations thereof. In
one embodiment, remote management features include
enabling system administrators to push software upgrades,
policy updates, back-up operations, and the like to remote
endpoint devices even when the remote endpoint devices are
not powered-on, enabling end users to schedule software
upgrades, policy updates, back-up operations when the
remote endpoint devices are not powered-on, and the like, as
well as various combinations thereof. In one embodiment,
wireless network optimization features include analyzing
requested information transfers for distinguishing between
delay-sensitive information transfers requiring instant
responses (e.g., audio conversations) and delay-insensitive
transfers not requiring instant responses (e.g., email transfers,
data backup transfers, and the like), and delaying delay-in-
sensitive information transfers in response to various condi-
tions (e.g., until a wireless signal quality satisfies a threshold,
when a threshold number of other clients are being served,
and the like), and the like.

[0018] FIG. 1 depicts a high-level block diagram of a com-
munication network. As depicted in FIG. 1, communication
network 100 includes a plurality of remote endpoints (REs)
102,,-102,, (collectively, REs 102,) including a respective
plurality of secure clients (SCs) 104,,-104,; (collectively,
SCs 104;), a plurality of wireless networks (WNs) 106,-106,,
(collectively, WNs 106), an Internet 108, and an enterprise
campus (EC) 110. As depicted in FIG. 1, EC 110 includes a
plurality of local endpoints (LEs) 102, ,-102, ,, (collectively,
LEs 102;) including a respective plurality of secure clients
(SCs) 104,,-104, ,, (collectively, 104;), an Intranet 114, a
secure gateway (SG) 112, and a management system (MS)
116. The REs 102, and L.LEs 102, may be collectively referred
to as endpoints 102.
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[0019] As depicted in FIG. 1, REs 102, communicate with
WNs 106 using a plurality of wireless connections (WCs)
105,-105,, (collectively, WCs 105). Specifically, SC 104, of
RE 102, communicates with WN 106, using WC 105, SC
104, of RE 102, communicates with WN 106, using WC
105,, SC 104, of RE 102,, communicates with WN 106,
using WC 105;, and SC 104,,, of RE 102, communicates
with WN 106, using WC 105, As depicted in FIG. 1, WNs
106 communicate with Internet 108 using a plurality of com-
munication links (CLs) 107,-107,, (collectively, CLs 107).
The Internet 108 communicates with EC 110 (illustratively,
with SG 112 of EC 110) using a communication link (CL)
109. As such, REs 102, (and, specifically, SCs 104,) may
access any network element within EC 110 using secure
connections between SCs 104, and SG 112.

[0020] As depicted in FIG. 1, LEs 102, communicate with
Intranet 114 using a plurality of communication links (CLs)
118,-118,, (collectively, CLs 118). Specifically, SC 104, of
LE 102, , communicates with Intranet 114 using CL. 118,, SC
104, , of LE 102, communicates with Intranet 114 using CL.
118,,and SC 104, ,,of LE 102, ,,communicates with Intranet
114 using CLL 118,,. The Intranet 114 communicates with SG
112 using a communication link (CL) 113. As such, LEs 102,
(and, specifically, SCs 104, ) may access any network element
external EC 110 using secure policies policed by SG 112. The
MS 116 communicates with Intranet 114 using a communi-
cation link (CL) 115. As such, MS 116 may communicate
with REs 102 (specifically, with SCs 104,) using secure
connections between SCs 104, and SG 112.

[0021] As depicted in FIG. 1, REs 102,-102,,; (illustra-
tively, SCs 104,-104,,) communicate with EC 110 using a
plurality of Internet Protocol Security (IPSec) tunnels 120, -
120,, (collectively, IPSec tunnels 120). In one embodiment,
IPSec tunnels 120 may be established by SCs 104; in
response to detection by SCs 104 of an available WN 106
(irrespective of whether the associated REs 1024 are pow-
ered-on). In one embodiment, IPSec tunnels 120 may be
established by SCs 104, in response to requests by SG 112 for
establishment of IPSec tunnels 120 (irrespective of whether
the associated REs 102, are powered-on). The IPSec tunnels
120 between SCs 104, and SG 112 transport information
between REs 102, and various network devices in communi-
cation with SG 112 (illustratively, LEs 102, MS 116, and the
like). Although described with respect to IPSec tunnels 120,
any secure connection between SCs 104, and SG 112 may be
utilized in one embodiment of the present invention.

[0022] As depicted in FIG. 1, communication network 100
generally illustrates a secure system for enterprise users
located external to EC 110 (i.e., users associated with REs
102,) and enterprise users located internal to EC 110 (i.e.,
users associated with LEs 102, and, optionally, system
administrators associated with MS 116). As depicted in FIG.
1, the secure system includes: (i) secure client devices (illus-
tratively, endpoints 102) integrating security, as well as appli-
cation acceleration, remote management, wireless network
optimization, and like features at the broadband wireless net-
work interface; and (ii) secure gateway devices deployed at
the edge of the enterprise (illustratively, SG 112 deployed as
an interface between EC 110 and Internet 108) providing a
secure interface to the secure client devices for supporting
application acceleration, remote management, wireless net-
work optimization, and like features.

[0023] In one embodiment of the present invention, when
an enterprise user system equipped with a secure client is
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located external to the enterprise campus, the remote secure
client may establish a secure tunnel to a secure gateway
without any user intervention. A remote secure client accord-
ing to one embodiment of the present invention operates as an
active network component operable for establishing a secure
network connection when the associated remote endpoint
device is in an inactive power state (e.g., in sleep mode,
powered-off, and the like) and in the absence of any user
interaction. As such, a remote secure client of one embodi-
ment of the present invention replaces previous network inter-
face clients which operated as passive modems operable for
establishing network connections only when the associated
remote endpoint device was powered-on and in response to at
least some user interaction).

[0024] In one embodiment of the present invention, when
an enterprise user system equipped with a secure client is
located internal to the enterprise campus, the local secure
client may authenticate the user and traffic transmitted from
the local secure client is routed directly to the enterprise
Intranet (illustratively, Intranet 114), thereby ensuring that all
enterprise user traffic is subject to the same enterprise policy
controls before reaching the public Internet (illustratively,
Internet 108). In one embodiment of the present invention, by
implementing secure tunneling functionality within a local
secure client, the enterprise user associated with a local end-
pointincluding a local secure client is thereby prevented from
by-passing the enterprise security policies.

[0025] Inoneembodiment, the secure system including the
secure clients and secure gateways is adapted for supporting
mobile users. When a device is mobile within an IP network,
the public IP address of the mobile device can change as it
moves from one location to another. When such an IP address
change occurs, all active networking sessions will be termi-
nated. This is clearly undesirable for a mobile user. An exist-
ing mechanism addressing this problem is Mobile IP, which
requires special support on mobile devices, and which creates
additional network overhead. The network overhead is fur-
ther increased if the mobile device is an IPSec endpoint. In
one embodiment, in order to avoid such disadvantages of
Mobile IP, the secure system supports a mechanism for main-
taining the IPSec tunnel without using Mobile IP, even when
the public IP address of the client changes. In this embodi-
ment, since networking applications on the mobile device use
the tunnel IP address, they are not affected.

[0026] Asdescribed herein, a secure client according to one
embodiment of the present invention includes a network
interface module for interfacing with various wireless net-
works, a dedicated micro-controller, running a secure oper-
ating system, which is not subject to the same vulnerabilities
as other end-user systems, and a non-volatile memory (e.g.,
flash memory). In one embodiment, when the wireless net-
work interface through which network connectivity is estab-
lished fails (e.g., the endpoint moved from indoors to out-
doors), the secure client may select a next available wireless
network interface from a priority list, prompt a user associ-
ated with the endpoint for another network interface, and the
like. In one such embodiment, since the IPSec tunnel may
have to be re-established, applications on the endpoint may be
affected by the network interface failure.

[0027] Inoneembodiment, a secure client according to one
embodiment of the present invention is adapted for being
active (e.g., in wake-up mode, powered-on, and the like) even
when the associated host computer (illustratively, endpoints
102) is powered-off (e.g., in sleep mode). As such, a secure
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client according to one embodiment of the present invention
comprises an “always-on” capability which enables the
secure client to complete network transfers while the associ-
ated host computer is idle, enables system administrators to
remotely activate (e.g., wake-up) the associated host com-
puter, and which enables like functions.

[0028] Although remote client devices and local client
devices are described with respect to specific elements, func-
tions, and the like, remote client devices in one embodiment
of the present invention may include at least a portion of the
elements and functions described with respect to local client
devices and local client devices in one embodiment of the
present invention may include at least a portion of the ele-
ments and functions described with respect to remote client
devices. As such, client devices according to one embodiment
of'the present invention may include various combinations of
elements, functions, and the like for supporting the various
functions of the present invention.

[0029] Asdescribed herein, for remote secure clients (illus-
tratively, SCs 104;), a secure gateway (illustratively, SG 112)
according to one embodiment of the present invention sup-
ports security functions (e.g., terminates secure tunnels from
the remote secure clients). As described herein, for local
secure clients (illustratively, SCs 104,), a secure gateway
according to one embodiment of the present invention sup-
ports security functions (e.g., manages network access (e.g.,
for local secure clients (illustratively, SCs 104;), manage-
ment systems (illustratively, MS 116), and the like), manages
user credentials, security policies, and the like, and performs
like security functions).

[0030] As described herein, a secure gateway according to
one embodiment of the present invention, complementary to
supported security functions, may support application accel-
eration, remote management, wireless network optimization,
and like functions. For example, a secure gateway according
to one embodiment of the present invention may support
compression mechanisms, connection management (e.g.,
managing the mobility aspects of connections by allowing
users to roam between interfaces and/or networks with mini-
mal disruption), connection optimization (e.g., hiding the
limitations of different access technologies from the applica-
tions), and various other functions.

[0031] As depicted in FIG. 1, MS 116 is a management
system adapted for communicating with secure clients and
secure gateways. In one embodiment, MS 116 communicates
with secure clients (illustratively, SCs 104, and SCs 104, ) for
pushing software upgrades, policy updates, back-up opera-
tions, and the like to associated endpoint devices (illustra-
tively, REs 1025 and LEs respectively). In one embodiment,
MS 116 communicates with secure gateways (illustratively,
SG 112) for distributing security policy updates, managing
inventories and end-user policies, and performing like func-
tions. In one embodiment, MS 116 provides various mecha-
nisms supporting system administrator functions.

[0032] Inoneembodiment, MS 116 includes at least one of
auser management interface, a policy management interface,
a secure client access interface, a maintenance interface, net-
work intrusion countermeasure control functions, and like
interfaces, functions, and associated processors, memories,
support circuits, and the like, as well as various combinations
thereof. In one embodiment, a user management interface
enables system administrators to manage secure client inven-
tories, user-client-computer associations, and the like. In one
embodiment, a policy management interface defines network
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policies, resource access policies, and the like. In one
embodiment, a client access interface enables system admin-
istrators to access remote secure clients (independent of the
network connection type). In one embodiment, a mainte-
nance interface enables remote maintenance of clients,
including software updates, virus/firewall policy updates, and
the like. In one embodiment, administratively controlled net-
work intrusion countermeasures include protection of secure
client flash memory and the remote endpoint (erase flash
memory and disable hard disk if secure client is lost or stolen).

[0033] FIG. 2 depicts a high-level block diagram of one of
the secure client devices of the communication network of
FIG. 1. In one embodiment, secure client 104 depicted and
described with respect to FIG. 2 is a secure client associated
with a remote endpoint (illustratively, one of the SCs 104,
associated with a corresponding one of the REs 102, as
depicted in FIG. 1). In one embodiment, secure client 104
depicted and described with respectto FIG. 2 is a secure client
associated with a local endpoint (illustratively, one of the SCs
104; associated with a corresponding one of the LEs 102, as
depicted in FIG. 1). Although depicted as including specific
combinations of components, secure client 102 may include
fewer or more components arranged in similar or different
configurations.

[0034] As depicted in FIG. 2, SC 104 comprises network
interface module (NIM) 202, a client processor (CP) 204, a
user memory (UM) 206, a host interface (HI) 208, and a client
memory (CM) 210. The CM 210 includes an operating sys-
tem (OS) 212, programs 214, and data 216. As depicted in
FIG. 2, CP 204 is coupled to NIM 202, UM 206, HI 208, and
CM 210. As depicted in FIG. 2, NIM 202 interfaces with at
least one external network. In one embodiment, in which the
secure client is a remote secure client (illustratively, SC
104;), NIM 202 communicates with a wireless network (il-
lustratively, one of WNs 106 depicted in FIG. 1). In one
embodiment, in which the secure client is a local secure client
(illustratively, SC 104;), NIM 202 communicates with an
enterprise network (illustratively, Intranet 114 depicted in
FIG. 1).

[0035] As depicted in FIG. 2, SC 104 may be implemented
with various combinations of elements, and associated func-
tions. In one embodiment, SC 104 may be implemented in a
Cardbus (32-bit) PC-Card format. In one embodiment, SC
104 may be compatible with PC platforms supporting a type-
II PCMCIA slot. In one such embodiment, SC 104 may
support at least DO, D1, D2, and D3 power states on the
Cardbus interface and may be able to maintain power at the
D3 hot state. In one embodiment, different instantiations of
SC 104 may be supported, including support for various
combinations of wireless networks.

[0036] In one embodiment, SC 104 supports data traffic
processing including full IP stack operations, Point-to-Point
Protocol (PPP) encapsulations, IPSec encapsulations,
encryption/decryption operations, data’header compression,
and the like, as well as various combinations thereof. In one
embodiment, SC 104 includes additional features such as
internal and external antenna support, SIM compatibility, an
embedded flash memory with separate partition for user
access, an embedded processor sub-system with local
DRAM, and integrated infrastructure for two-factor authen-
tication, an external on/off switch for the network interface
which is independent ofhost computer state (i.e., independent
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of whether the host computer is active (e.g., powered-on) or
inactive (e.g., powered-oft)), and the like, as well as various
combinations thereof.

[0037] As depicted in FIG. 2, NIM 202 may be imple-
mented as a wireless modem providing IP network connec-
tivity to an associated host computer (illustratively, endpoint
102) over a wireless network. The NIM 202 may be config-
ured for interfacing with various combinations of wireless
networks including 1x Evolution (1XEV) data only (EVDO)
networks, single carrier (1x) radio transmission technology
(1xRTT) networks, high-speed downlink packet access
(HSPDA) networks, General Packet Radio Service (GPRS)
networks, wireless fidelity (WiFi) networks, Universal
Mobile Telecommunications System (UMTS) networks, and
like public and private wireless networks. As such, different
instantiations of NIM 202 may support different combina-
tions of wireless interfaces.

[0038] As depicted in FIG. 2, NIM 202 operates as a trans-
mitter and receiver. In one embodiment, the transmitter func-
tionality of NIM 202 includes various configurable param-
eters including minimum transmit power, maximum transmit
power, frequency error, out-of-band emissions, adjacent
channel leakage power ration, spurious emissions, inter-
modulation, error vector magnitude, peak code domain error,
and the like, as well as various combinations thereof. In one
embodiment, the receiver functionality of NIM 202 includes
various configurable parameters including sensitivity, maxi-
mum input level, adjacent channel selectivity, blocking char-
acteristics, in-band parameters, out-of-band parameters, nar-
rowband parameters, spurious response, inter-modulation,
spurious emissions, and the like, as well as various combina-
tions thereof.

[0039] As depicted in FIG. 2, CP 204 is configured for
performing at least a portion of the functions of the present
invention as described herein, including security functions,
secure connection initiation, user authentication, as well as
application optimization, network optimization and control,
and like functions. In one embodiment, CP 204 cooperates
with at least a portion of the components of endpoint 102 for
performing various functions described herein. In one
embodiment, while SC 104 is in a hot state (e.g., D3 hot state),
and while NIM 202 is in a dormant mode, CP 204 may enter
a sleep mode in order to conserve power.

[0040] As depicted in FIG. 2, UM 206 stores user informa-
tion. In one embodiment, user information stored within UM
206 may be used by CP 204 or at least one other component
(e.g., an authentication subsystem (not depicted)) for associ-
ating a user with computer hardware and an enterprise net-
work. As depicted in FIG. 2, CM 210 stores OS 212, programs
214, and data 216. In one embodiment, CM 210 stores per-
sistent data, security certificates, client synchronization data,
and the like, as well as various combinations thereof. In one
embodiment, UM 206 and CM 210 are implemented using a
single memory component partitioned to form a user memory
space and a system memory space. In one embodiment, UM
206 and CM 210 comprise non-volatile memory.

[0041] As depicted in FIG. 2, CM 210 stores OS 212,
programs 214, and data 216. As depicted in FIG. 2, OS 212 is
an on-card operating system hosting on-card remote access
functions, applications, services, and the like, as well as vari-
ous combinations thereof. In one embodiment, OS 212 pro-
vides a management link to an enterprise security center that
enables active enterprise network management, such as tun-
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nel monitoring, remote software/firmware updates, remote
assistance, and the like, as well as various combinations
thereof.

[0042] As depicted in FIG. 2, HI 208 operates as an inter-
face between SC 104 and associated endpoint 102 (i.e., host
system). In one embodiment, HI 208 facilitates transfer of
information between SC 104 and endpoint 102. For example,
HI 208 may facilitate transfer of information (e.g., emails
created by a user on endpoint 102) from endpoint 102 for
storage in CM 210 of SC 104 for transmission over a secure
connection. For example, HI 208 may facilitate delivery of
information (e.g., information received over a secure connec-
tion and stored in CM 210) to endpoint 102. In one embodi-
ment, HI 208 provides interfaces to the host operating system
(illustratively, OS 231) through the Advanced Configuration
and Power Interface (ACPI) standard.

[0043] As depicted in FIG. 2, in addition to SC 104, end-
point 102 includes a client interface module (CIM) 222, ahost
processor (HP) 224, support circuits (SC) 226, an input-
output (I/0) module 228, and host memory (HM) 230. The
HM 230 includes an operating system (OS) 231 (e.g., Win-
dows, Linux, and the like), kernel drivers (KDs) 232, pro-
grams 233, support libraries (SLs) 234, applications 235, and
data 236. As depicted in FIG. 2, HP 204 is coupled to CIM
222, SC 226, I/O module 228, and HM 230. As depicted in
FIG. 2, endpoint 102 comprises a personal computer (e.g., a
laptop).

[0044] As depicted in FIG. 2, CI 222 operates as an inter-
face between endpoint 102 (i.e., host system) and associated
SC 104. In one embodiment, CI 222 facilitates transfer of
information between SC 104 and endpoint 102. For example,
CI 222 may {facilitate transfer of information (e.g., emails
created by a user on endpoint 102) from endpoint 102 for
storage in CM 210 of SC 104 for transmission over a secure
connection. For example, CI 222 may facilitate delivery of
information (e.g., information received over a secure connec-
tion and stored in CM 210) to endpoint 102. In one embodi-
ment, CI 222 provides interfaces to the host operating system
(illustratively, OS 231) through the Advanced Configuration
and Power Interface (ACPI) standard.

[0045] Asdepictedin FIG. 2, /O module 228 operates as an
interface between the user and the functions on the secure
client. In one embodiment, I/O module 228 is adapted for
interfacing with various user interfaces such as a display, a
speaker, an output port, a user input device (such as a key-
board, a keypad, a mouse, and the like), storage devices (e.g.,
including but not limited to, a tape drive, a floppy drive, a hard
disk drive or a compact disk drive), a receiver, a transmitter,
and various other devices). As such, /O module 228 supports
any user interaction available from a personal computer. As
depicted in FIG. 2, SCs 226 cooperate with HP 224 for per-
forming various other functions according to one embodi-
ment of the present invention.

[0046] As depicted in FIG. 2, HP 224 is configured for
performing and/or supporting at least a portion of the func-
tions of the present invention as described herein, including
security functions, secure connection initiation, user authen-
tication, as well as application optimization, network optimi-
zation and control, and like functions. In one embodiment,
HP 224 cooperates with at least a portion of the components
of SC 104 for performing various functions described herein.
[0047] In one embodiment of the present invention, end-
point 102 (i.e., various combinations of interactions between
HP 224, CIM 222, SC 226, HM 230, and I/O module 228)
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implements various function according to one embodiment of
the present invention. In one embodiment, endpoint 102 pro-
vides an interface between endpoint 102 and the secure client
(illustratively, SC 104). In one embodiment, endpoint 102
provides the host driver for the secure client, incorporates
mechanisms for directing all network connectivity to be
routed through the secure client, logs and reports any mali-
cious user activity to the secure gateway (illustratively, SG
112 depicted in FIG. 1), provides an interface for any user
configurable parameters of the secure client, and like func-
tions, as well as various combinations thereof.

[0048] As depicted in FIG. 2, HP 224 cooperates with vari-
ous combinations of OS 231, KDs 232, programs 233, SLs
234, applications 235, and data 236 stored in HM 230 for
performing various functions described herein. As such, the
various functions of endpoint 102 are further described herein
in the context of host software (e.g., cooperation of combi-
nations of components of endpoint 102) adapted for perform-
ing such functions. As depicted and described with respect to
FIG. 2, the host software includes kernel-mode software driv-
ers (illustratively, KDs 232), graphical user interface (GUI)
applications (illustratively, applications 235), and support
libraries (illustratively, SLs 234).

[0049] Inone embodiment, the kernel-mode software driv-
ers include a secure client driver, a networking support driver,
networking device drivers, and the like. The secure client
driver support may be implemented to run as one process or
multiple processes. In one embodiment, the networking sup-
port driver drives the wireless interface(s). In one embodi-
ment, the networking support driver is always loaded. In one
embodiment, the networking support driver is disposed
between the networking device drivers and the secure client
driver, thereby ensuring that all IP traffic traverses the secure
client for secure communication with the enterprise (i.e.,
ensuring that no connection to the public Internet is possible
without going through the enterprise network). Furthermore,
low-level support for various functions (including remote
administration, monitoring, security, and the like) is provided
by both the secure client driver and the networking support
driver. As such, endpoint 102 ensures that all network inter-
faces may be reached only after passing through a valid,
present secure client.

[0050] In one embodiment, endpoint 102 provides net-
working support, tamper protection features, management
applications, remote administration support, and the like, as
well as various combinations thereof. In one embodiment,
such functions may be provided using various management
applications stored on endpoint 102 (illustratively, applica-
tions 235). In one embodiment, such applications provide
support for configuration, monitoring, and connection estab-
lishment. In one embodiment, a service monitoring applica-
tion displays interface statistics and current connection state.
In one embodiment, a configuration application allows con-
figuration of the operation of secure system as permitted by
enterprise policy defined at the secure gateway. In one
embodiment, a connection establishment application sup-
ports connections when a public IP address must first be
negotiated through user interaction.

[0051] In general, the purpose of the secure client is to
provide services to the associated endpoint. In one embodi-
ment of the present invention, the endpoint and associated
secure client operate together to provide various functions. In
one embodiment, the endpoint and associated secure client
operate together to provide security features, provide appli-
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cation acceleration features, provide remote system adminis-
tration features, provide network optimization features, and
provide other features, as well as various combinations
thereof. In one embodiment, various power mode combina-
tions may be supported for providing such functions, as
depicted with respect to Table 1.

TABLE 1

Network
Interface  Notes

Secure
Endpoint  Client

Off Off Off Idle mode.
Off On On Secure client powered-on by a battery.
Sleep Off Off Secure client powered-off as a result

Mode of: (1) an endpoint operation or (2)
turning off external switch.
Sleep On On Secure client operates while laptop is
Mode in sleep mode. The network interface
may be: (1) on or (2) in dormant mode.
Secure client is powered-off as a result
of: (1) an endpoint operation or (2)
turning off external switch. Endpoint
has no network access in this mode.
Secure client operates as a network
interface.

On Off Off

On On On

[0052] Since the endpoint and associated secure client may
only protect the associated enterprise when working properly,
in one embodiment of the present invention, the endpoint and
associated secure client operate together to provide tamper
detection and protection features. As described in Table 2,
various scenarios exist in which security is compromised.
Although specific scenarios in which security is compro-
mised are depicted and described with respect to FIG. 2,
endpoints and associated secure clients may include various
functions adapted for detecting and preventing such sce-
narios. In other words, endpoints and associated secure cli-
ents may include functions adapted for detecting and prevent-
ing attempts to bypass the security functionality of the present
invention.

TABLE 2

Endpoint  Secure

Software  Client State Description

Not Not
Running

This state represents a problem. If the
Functioning endpoint software is not running, then
unrestricted access to the public Internet is
possible, compromising the endpoint, and
therefore the enterprise, the next time the
endpoint is connected to the enterprise
network.
Not Functioning  This state represents the same problems as
Running above. Since it is possible for the secure
client to check that the driver is not running,
the secure client will remember this violation
and report it to the secure gateway.
Running  Not This state represents the case where the client
Functioning card has been removed from the system. As
long as the host software is running, it can
disable networking and possible take
additional, configured actions such as locking
the screen.

[0053] In one embodiment, detection of attempts at tam-
pering with either or both of the endpoint and the associated
secure client may be performed by the endpoint and associ-
ated secure client. In one such embodiment, the secure client
monitors the endpoint drivers and the endpoint drivers moni-
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tor each other and the secure client. If a component is com-
promised, at least a portion of the other components detect
and report the tampering. In another embodiment, attempted
tampering may be detected using any of a variety of server-
driven challenge/response techniques that induce a wide
range of cryptographically-protected integrity checks of at
least one of the secure client and the associated endpoint.
[0054] In another embodiment, detection of attempts at
tampering with either or both of the endpoint and the associ-
ated secure client may be performed by at least one other
component (e.g., the secure gateway, a management system,
and the like). In one such embodiment, endpoints and secure
clients log activities and times at which specific conditions
occur, and the logs are transmitted to at least one other device
for analysis and correlation for detecting the effects of tam-
pering. In one embodiment, audit trails may be generated for
determining the sequence of events leading to security
breaches (e.g., inappropriate transfer of intellectual prop-
erty). In one embodiment, the endpoint is operates as a pri-
mary generator of log messages. In one such embodiment, if
connectivity to the secure gateway is not available, the end-
point or secure client may cache log information in encrypted
and authored files until connectivity is re-established.
[0055] In one embodiment, an enterprise may restrict
which secure clients may operate with which endpoints. In
one such embodiment, if a valid secure client is not present in
the associated endpoint to which that secure client is
assigned, various responses may be initiated. In one such
embodiment, a security lock may be implemented. In general,
security locks are typically USB devices that must be present
in the computer in order to access the computer. Once
removed, the screen locks until the security key is re-inserted.
In this way, removal of the secure client results in an endpoint
onwhich no users, remote or local, may work. In another such
embodiment, all network traffic may be dropped. In another
such embodiment, the endpoint is not bootable.

[0056] In one embodiment, the endpoint may be rendered
unusable in response to a determination that the associated
secure client is not disposed within an associated slot of the
endpoint. For example, the endpoint software may perform
actions such as disabling user interface components (e.g.,
mice, keyboards, and the like), blanking display screens, and
performing like actions, as well as various combinations
thereof. In one embodiment, actions performed in response to
removal of the secure client from the endpoint may be deter-
mined by administrative configuration. In another embodi-
ment, enforcement of the presence of the correct secure client
may be enforced by encrypting the hard disk of the associated
endpoint and to configure the secure client to perform at least
a portion of the decrypting functions required for decrypting
the endpoint hard disk.

[0057] FIG. 3 depicts a high-level block diagram of the
secure gateway of the communication network of FIG. 1. As
depicted in FIG. 3, secure gateway 112 includes an Internet
interface 302, an Intranet interface 304, a processor 306,
management console ports 308, an acceleration module 310,
and a memory 320. The memory 320 includes an operating
system (OS) 322, programs 324, and data 326. As depicted in
FIG. 3, processor 306 is coupled to Internet interface 302,
Intranet interface 304, management console ports 308, accel-
eration module 310, and memory 320. Although depicted as
including specific combinations of components, secure gate-
way 112 may include fewer or more components arranged in
similar or different configurations.
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[0058] As depicted in FIG. 3, Internet interface 302 is
coupled to Internet 108 using CL. 109. In one embodiment,
Internet interfaces 302 interfaces with Internet 108 through at
least one of an edge router, a firewall, and the like. In one
embodiment, Internet interface 302 is adapted for terminating
secure connections originating from remote endpoints (illus-
tratively, from REs 102 as depicted in FIG. 1). The Intranet
interface 304 is coupled to Intranet 304 using CL.s 118. In one
embodiment, Intranet interface 304 is adapted for terminating
secure connections originating from local endpoints (illustra-
tively, from LEs 102, as depicted in FIG. 1).

[0059] As depicted in FIG. 3, acceleration module 310
includes various acceleration mechanisms. In one embodi-
ment, acceleration module includes an application accelera-
tion mechanism for providing enterprise side support for
application acceleration over wireless networks. In one such
embodiment, acceleration module 310 is adapted for use in
performing at least a portion of the application acceleration
functions supported by the secure system of the present
invention. In one embodiment, acceleration module 310
includes a wireless acceleration mechanism for optimizing
performance of associated secure clients over low speed wire-
less networks. In one embodiment, acceleration module 310
supports encryption/decryption functions, key management
functions, compression functions, and the like, as well as
various combinations thereof. In one such embodiment,
acceleration module 310 is adapted for use in performing at
least a portion of the network optimization functions sup-
ported by the secure system of the present invention.

[0060] As depicted in FIG. 3, management console ports
308 are adapted for providing user interfaces enabling system
administrators to perform various functions (e.g., initiate con-
figuration actions, view configuration results, and the like).
As such, management console ports 308 is adapted for inter-
facing with various user interfaces such as a display, a
speaker, an output port, a user input device (such as a key-
board, a keypad, a mouse, and the like), storage devices (e.g.,
including but not limited to, a tape drive, a floppy drive, a hard
disk drive or a compact disk drive), a receiver, a transmitter,
and various other devices). In one embodiment, management
console ports 308 are adapted for use in performing at least a
portion of the remote network configuration functions sup-
ported by the secure system of the present invention.

[0061] As depicted in FIG. 3, processor 302 cooperates
with various combinations of Internet interface 302, Intranet
interface 304, management console ports 308, acceleration
module 310, and memory 320 for supporting various func-
tions according to one embodiment of the present invention.
For example, processor 302 may support user authentication
(e.g., based on a two factor challenge/response authentication
mechanism, through an interface to industry standard authen-
tication platforms (such as RSA SecurelD, and the like),
fine-grain policy control mechanisms for managing network
and resource access on a per-user (or per-endpoint) basis
where policies may include user identification, user group,
remote access technology, location, and the like, and like
mechanisms, as well as various combinations thereof.
[0062] In one embodiment of the present invention, secu-
rity gateways are typically deployed at or near the edge of the
enterprise network. Since associated firewalls, as well as
other security components, are typically deployed at or near
the edge of the enterprise network, various security gateway
deployment configurations may be supported according to
one embodiment of the present invention. In other words,
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although depicted in FIG. 1 as being disposed between the
public Internet 108 and the enterprise intranet 114, SG 112
may be deployed in a plurality of different configurations. In
one embodiment, the secure gateway cooperates with at least
one of an access router, a firewall, and other application-level
gateways as well as services such as NAP (network access
protection) servers, and the like, as well as various combina-
tions thereof.

[0063] FIG. 4 depicts a high-level block diagram of a plu-
rality of secure gateway deployment configurations. As
depicted in FIG. 4, the plurality of secure gateway deploy-
ment configurations includes a first configuration 402, a sec-
ond configuration 404, and a third configuration 406. As
depicted in FIG. 4, first configuration 402, second configura-
tion 404, and third configuration 406 each include Internet
108 in communication with EC 110. As depicted in FIG. 4,
EC 110 of each of first configuration 402, second configura-
tion 404, and third configuration 406 included an edge router
(ER) 410, SG 112, and a firewall 420. As depicted in FIG. 4,
for each of first configuration 402, second configuration 404,
and third configuration 406, Internet 108 communicates with
ER 410 using a communication link 430.

[0064] As depicted in FIG. 4 with respect to first configu-
ration 402, ER 410 communicates with SG 112 using a com-
munication link 442 and ER 410 communicates with firewall
420 using a communication link 444. As depicted in FIG. 4
with respect to second configuration 404, ER 410 communi-
cates with firewall 420 using a communication link 452 and
firewall 420 communicates with SG 112 using a communi-
cation link 454. As depicted in FIG. 4 with respect to third
configuration 406, ER 410 communicates with SG 112 using
a communication link 462 and SG 112 communicates with
firewall 420 using a communication link 464. The first con-
figuration 402, second configuration 404, and third configu-
ration 406 are configurable for supporting various functions.
[0065] With respect to first configuration 402 depicted and
described with respect to FIG. 4, for traffic originating outside
the enterprise (and destined for the enterprise), ER 410 routes
all IPSec related traffic to the secure gateway and all other
traffic to the firewall. The ER 410 identifies IPSec traffic using
the protocol type in the IP header (e.g., 50 and 51) and port
numbers used by protocols such as the Internet Key Exchange
(IKE) protocol (e.g., UDP port 500). With respect to first
configuration 402 depicted and described with respect to FIG.
4, for traffic originating within the enterprise, a routing
mechanism routes [PSec traffic to the secure gateway and all
other traffic to the firewall. In one embodiment, at least one
interior routing protocol is run on SG 112 for directing all
IPSec related traffic towards itself through strict partitioning
and prioritization of address space. In this embodiment, SG
112 need only have forwarding capacity that accounts for the
aggregate [PSec traffic.

[0066] With respect to second configuration 404 depicted
and described with respect to FIG. 4, all traffic entering the
enterprise goes to the firewall 420 (which has pinholes for
IPSec related traffic that firewall 420 forwards to SG 112. In
one such embodiment, firewall 420 sends all other traffic to
SG 112, which potentially has a default route for such traffic.
In this embodiment, SG 112 includes forwarding capacity for
supporting both IPSec and non-1PSec traffic. In this embodi-
ment, complicated routing protocol mechanisms are not
required. In another such embodiment, firewall 420 sends all
other traffic to a different device (not depicted). In this
embodiment, as in first configuration 402, SG 112 only
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requires capacity sufficient for supporting IPSec traffic (how-
ever; complicated routing mechanisms may be required for
routing traffic originating within the enterprise towards IPSec
tunnel endpoints.

[0067] With respectto third configuration 406 depicted and
described with respect to FIG. 4, as in various embodiments
of first configuration 402 and second configuration 404, SG
112 SG 112 includes forwarding capacity for supporting both
IPSec and non-IPSec traffic. In this embodiment, since SG
112 is disposed between ER 410 and firewall 420, all traffic
arriving on [PSec tunnel endpoints is subject to the enterprise
firewall policy. Although specific secure gateway deployment
configurations have been depicted and described herein with
respect to FIG. 4, the present invention is not intended to be
limited to such secure gateway deployment configurations.
The functions of the present invention may be supported
using various other secure gateway deployment configura-
tions.

[0068] As described with respect to FIG. 3, SG 112 may
include one external interface to the public Internet (via an
access router) and a plurality of internal interfaces to the
enterprise network. In one embodiment, the actual use of the
internal interfaces may depend on the secure gateway deploy-
ment scenario implemented by an enterprise. In one embodi-
ment, in which an enterprise is partitioned into virtual local
area networks (VLANs), the secure gateway may perform
policy-based access control by mapping secure tunnels to
established VLANSs. In one embodiment, such secure tunnel
mapping is performed for port-based VLLANs. In one such
embodiment in which the secure gateway supports multiple
VLAN:S per port using, the multiple VLLAN per port support is
implemented in accordance with Institute of Flectrical and
Electronics Engineers (IEEE) 802.1q mechanisms.

[0069] In one embodiment, a secure gateway according to
one embodiment of the present invention supports user
authentication functions. In one embodiment, implementa-
tion of user authentication functions on a secure gateway may
vary according to existing infrastructure deployed by an
enterprise, among other reasons. In one embodiment, local
(with respect to the secure gateway) user authentication is
performed. In another embodiment, user authentication is
performed using a RADIUS server. In another embodiment,
user authentication is performed using a SecurelD server. In
another embodiment, user authentication is performed using
various combinations of such user authentication functions.

[0070] Inoneembodiment, local (with respect to the secure
gateway) user authentication is performed. In general, local
authentication is a self-contained mechanism with respect to
the secure gateway in which all information about users and
passwords is maintained locally on the secure gateway (illus-
tratively, memory 320 depicted in FIG. 3). In one embodi-
ment, the storage may be in an encrypted form. It should be
noted that the term password is being used loosely in this
context and should not be equated solely with passwords used
for login purposes. The term password here refers to all the
information, including the user identification information and
information stored in the secure client associated with the
user, as described herein with respect to tunnel establishment
and maintenance.

[0071] In one embodiment, user authentication is per-
formed using a RADIUS server. In this embodiment, which
leverages on the fact that numerous enterprises typically
already employ a RADIUS server for performing various
other functions, the secure gateway supports an associated
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RADIUS client in order to support authentication based on
information provided by a RADIUS server. This embodiment
avoids limitations of some other user authentication solutions
(e.g., scalability, manageability, and the like). In one embodi-
ment, user authentication is performed using a RSA SecurelD
server.

[0072] In one embodiment of the present invention, the
secure gateway performs secure connection termination. In
one embodiment, in which secure connections are supported
using tunneling, the secure gateway performs tunnel termi-
nation. In one embodiment, tunneling is supported using at
least one Internet Engineering Task Force (IETF) standard
protocol including IPSec (IP Authentication Header AH) and
IP Encapsulating Security Payload (ESP)), IKE, and like
protocols). In general, establishing an IPSec tunnel involves:
(1) encryption/decryption of the data being exchanged (sup-
ported using AH/ESP), and (2) maintaining security associa-
tions among the tunnel endpoints (supported using IKE). In
one embodiment, different encryption/decryption mecha-
nisms may be used based on IPSec policies configured by the
user.

[0073] In one embodiment of the present invention, the
secure gateway performs enterprise policy compliance
assessments. In general, an important feature of any network
access mechanism is the ability to assess compliance (with
the policies defined by the enterprise) of devices (illustra-
tively, endpoints 102) connecting to the network. In general,
such compliance typically involves ensuring that the device
includes the correct version of anti-virus software, all the
patches recommended by the system administrator, and the
like, as well as various combinations thereof. In one embodi-
ment, non-compliant devices may be prevented from access-
ing the enterprise network. In one such embodiment, a device
may receive an enterprise IP address only after passing a
device compliance assessment.

[0074] Inone embodiment, device compliance assessment
may be performed using one of Dynamic Host Configuration
Protocol (DHCP) negotiation (e.g., Microsoft NAP), at a
layer below DHCP (e.g., Cisco NAC). In general, the
Microsoft NAP solution is predominantly a PC oriented soft-
ware solution, which is well suited for connecting PCs to
corporate networks via VPNs (however, the Microsoft NAP
solution requires configuration and management of an Inter-
net Authentication Server (IAS)). In general, the Cisco NAC
solution is primarily designed for hosts directly connecting to
acorporate LAN; since it requires support from all infrastruc-
ture elements like switches, hubs and routers to which hosts
can be attached. In one embodiment of the present invention,
the secure gateway supports DHCP related extensions for
enforcing device compliance assessments, as well as various
other method of enforcing device compliance assessments.

[0075] In such embodiments, support for device compli-
ance assessment may be required at the endpoint (e.g., gath-
ering information about the device for comparison with the
defined enterprise policies). Using the Microsoft NAP solu-
tion, such information may be collected by a Microsoft agent
called the Quarantine Agent (QA), which exposes an Appli-
cation Programming Interface (API) whereby various other
agents (e.g., firewalls, virus scanners, and the like) may
supplement existing information with additional information.
In one embodiment, such information is gathered in a coop-
erative manner between the endpoint and software on the
secure client.
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[0076] Inoneembodiment, upon establishing a secure con-
nection with the secure gateway, the endpoint (or user asso-
ciated with the endpoint) is automatically put in a quarantine
zone until the policy information is retrieved and the endpoint
(or associated user) is deemed to be in compliance with enter-
prise policies. In case the endpoint is deemed non-compliant,
the endpoint is connected to a read only store from which the
required software updates/patches are automatically down-
loaded to the endpoint using the secure connection between
the secure gateway and the secure client associated with the
endpoint. Following reconfiguration of the endpoint, compli-
ance of the endpoint with the enterprise policies is reassessed
and, in the case the endpoint is deemed compliant, the end-
point is removed from the quarantine zone and placed into a
standard work zone.

[0077] In one embodiment of the present invention, the
secure gateway supports secure connections (e.g., tunnels)
originating within the enterprise (illustratively, secure tunnels
originating from LEs 102, within EC 110 as depicted in FIG.
1). In one embodiment of the present invention, secure con-
nections originating from within the enterprise provide a
mechanism whereby the endpoint may be assessed with
respect to enterprise policy compliance prior to receiving full
Intranet access. In one embodiment, such compliance assess-
ments may be performed as part of DHCP negotiation (i.e.,
Microsoft NAP solution). In another embodiment, such com-
pliance assessments may be performed using a lower layer
protocol (e.g., Cisco’s NAC solution).

[0078] In one embodiment, if an endpoint successfully
passes device assessment procedures, the secure tunnel may
be torn down giving the endpoint normal access to the enter-
prise network. In one embodiment, if an endpoint does not
successfully pass device assessment procedures, the secure
tunnel may be used to patch the endpoint for bringing the
endpoint into compliance before the secure tunnel is termi-
nated. In one embodiment, the secure gateway is adapted for
distinguishing between tunnel termination due to successful
compliance and tunnel termination due to other reasons. In
one such embodiment, enhanced tunnel termination proce-
dures may be used by the secure gateway for distinguishing
between tunnel termination due to successful compliance
checks and termination due to other reasons.

[0079] FIG.5 depicts aflow diagram of a method according
to one embodiment of the invention. Specifically, method 500
of FIG. 5 comprises a method for transmitting information
from a secure client. Although depicted as being performed
serially, those skilled in the art will appreciate that at least a
portion of the steps of method 500 may be performed con-
temporaneously, or in a different order than presented in FI1G.
5. The method 500 begins at step 502 and proceeds to step
504. At step 504, information is transferred from an endpoint
to an associated secure client.

[0080] At step 506, a determination is made as to whether a
secure connection exists for transmitting the information
from the secure client to a device in communication with a
secure gateway. In one embodiment, since secure clients sup-
port “always-on” capability, a secure connection may exist
(even if the associated endpoint is in an inactive state, e.g.,
powered-off). If a secure connection does exist, method 500
proceeds to step 516. In one embodiment, since mobile enter-
prise customers may move in and out of wireless coverage
areas, a wireless network may not be available for supporting
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a secure connection between the secure client and the secure
gateway. If a secure connection does not exist, method 500
proceeds to step 508.

[0081] At step 508, a determination is made as to whether a
network is available. In one embodiment, a determination is
made as to whether a wireless network is available. If a
network is available, method 500 proceeds to step 516. In one
embodiment, since mobile enterprise customers may move in
and out of wireless coverage areas, a wireless network may
not be available for supporting a secure connection between
the secure client and the secure gateway. If a network is not
available, method 500 proceeds to step 510. At step 510, the
information received from the endpoint is stored locally by
the secure client. In one embodiment, the information may be
stored in a non-volatile flash memory on the secure client. The
method 500 then proceeds to step 512.

[0082] Atstep 512, a determination is made as to whether a
network is available. In one embodiment, a determination is
made as to whether a wireless network is available. If a
network is not available, method 500 loops within step 512
until a network is detected for establishing a secure connec-
tion for transmitting the information. If a network is available,
method 500 proceeds to step 514. Atstep 514, the information
received from the endpoint is extracted from the secure client
memory. The method 500 then proceeds to step 524.

[0083] At step 516, a determination is made as to whether
transmission of the information received from the endpoint is
delayed. In one embodiment, transmission may be delayed
for any of a plurality of reasons for which transmission of
information using the secure connection may be delayed, as
described herein. For example, in one embodiment, requested
information transfers may be analyzed for distinguishing
between transfers requiring instant responses (e.g., audio
conversations) and transfers not requiring instant responses
(e.g., email transfers, data backup transfers, and the like), any
information transfers not requiring instant responses may be
delayed in response to various conditions (e.g., delayed until
wireless signal quality satisfies a threshold, delayed when a
threshold number of other clients are being served, and the
like). If transmission of the information is not delayed,
method 500 proceeds to step 524. If transmission of informa-
tion is delayed, method 500 proceeds to step 518.

[0084] At step 518, the information received from the end-
point is stored locally by the secure client. In one embodi-
ment, the information may be stored in a non-volatile flash
memory on the secure client. The method 500 then proceeds
to step 520. At step 520, a determination is made as to whether
transmission criteria are satisfied. For example, in an embodi-
ment in which requested information transfers are analyzed
for distinguishing between delay-sensitive information trans-
fers and delay-insensitive information transfers, the delay-
insensitive information transfers are delayed until transmis-
sion criteria are satisfied (e.g., until wireless signal quality
satisfies a threshold, until a threshold number of other clients
are being served, and the like). If the transmission criteria are
not satisfied, method 500 loops within step 520 until the
transmission criteria are satisfied. If the transmission criteria
are satisfied, method 500 proceeds to step 522. At step 522,
the information received from the endpoint is extracted from
the secure client memory. The method 500 then proceeds to
step 524.

[0085] At step 524, information is transmitted from the
secure client using the secure connection between the secure
client and the secure gateway. In one embodiment of the
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present invention, since the secure client is adapted for main-
taining the secure connection with the secure gateway inde-
pendent of the power state (e.g., independent of active power
states such as wake-up mode, powered-on, and the like, inde-
pendent of inactive power states such as sleep mode, pow-
ered-off, and the like, and independent of any other valid
power states) of the endpoint associated with the secure cli-
ent, the secure client is adapted for transmitting the informa-
tion independent of the power state of the endpoint associated
with the secure client. The method 500 then proceeds to step
526, where method 500 ends.

[0086] FIG. 6 depicts aflow diagram of a method according
to one embodiment of the invention. Specifically, method 600
of FIG. 6 comprises a method for receiving information at a
secure client. Although depicted as being performed serially,
those skilled in the art will appreciate that at least a portion of
the steps of method 600 may be performed contemporane-
ously, or in a different order than presented in FIG. 6. The
method 600 begins at step 602 and proceeds to step 604. At
step 604, information is received at the secure client over a
secure connection.

[0087] At step 606, a determination is made as to whether
the endpoint associated with the secure client is active. If the
endpoint associated with the secure client device is active,
method 600 proceeds to step 614. If the endpoint associated
with the secure client device is not active (e.g., the endpoint
associated with the client device is in sleep mode, powered-
off, and the like), method 600 proceeds to step 608. At step
608, the information received at the secure client is stored
locally by the secure client. In one embodiment, the informa-
tion may be stored in a non-volatile flash memory on the
secure client. The method 600 then proceeds to step 610.
[0088] At step 610, a determination is made as to whether
the endpoint associated with the secure client is active. If the
endpoint associated with the secure client device is not active,
method 600 loops within step 610 until the secure client
detects that the endpoint associated with the secure client is
active (e.g., until the secure client detects that the endpoint
transitions from an inactive state (e.g., sleep mode, powered-
off, and the like) to an active state (e.g., wake-up mode,
powered-on, and the like). If the endpoint associated with the
secure client device is active, method 600 proceeds to step
612. At step 612, the information received and stored by the
secure client is extracted from the secure client memory. The
method 500 then proceeds to step 614.

[0089] At step 614, information is transferred from the
secure client to the associated endpoint. In one embodiment
of'the present invention, since the secure client is adapted for
maintaining the secure connection with the secure gateway
independent of the power state (e.g., powered-on, sleep mode,
powered-off, and the like) of the endpoint associated with the
secure client, the secure client is adapted for receiving various
information (e.g., email messages, enterprise pushed soft-
ware patches, and the like) while the associated endpoint is
inactive, and then delivering the information to the endpoint
in response to detecting that the endpoint has transitioned
from an inactive state to an active state. The method 600 then
proceeds to step 616, where method 600 ends.

[0090] As described herein, the present invention provides
a secure system enabling enterprise users to securely access
an enterprise network while increasingly utilizing broadband
wireless networks. In one embodiment of the present inven-
tion, the “always-on” capability of the secure client device
enables constant communication between the endpoint
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device and the enterprise network. The secure, “always-on”
system enables support of various features benefiting end
users and system administrators. The features enabled by the
secure, “always-on” system may include application accel-
eration features, remote management features, wireless net-
work optimization features, and like features, as well as vari-
ous combinations thereof.

[0091] In one embodiment, the secure system described
herein ensures that, in an endpoint including a secure client,
the only available IP network access for that endpoint is via
the enterprise internal network. In one such embodiment, the
secure system described herein ensures that, when an end-
point is outside the enterprise, the only IP network access for
that endpoint is via a secure tunnel terminating inside the
enterprise. In accordance with one embodiment of the present
invention adapted for supporting such security objectives, the
secure system ensures that a user not logged in on the end-
point (or logged into a non-privileged account on the end-
point) is unable to defeat the primary security objective by
any means (including various combinations of inserting/re-
moving the secure client, power-cycling the endpoint, per-
forming operations using the keyboard, mouse, and remov-
able storage media on the host PC, and the like.

[0092] In one embodiment, the secure system described
herein ensures that the endpoint is unusable without a corre-
sponding secure client associated with that endpoint. In one
embodiment, the secure system detects and reports any
attempts (successful or not) to breach the secure system. As
such, even if the user of an endpoint obtains administrative
privileges, attempts to evade the limitations enforced by the
secure solution are likely to fail. Furthermore, even if the
secure system is attacked by an advanced software or hard-
ware hacker, an attempt to evade the limitations enforced by
the secure system are detected and reported, and successful
exploits are closed by updates pushed from a management
system to the secure client using a secure connection between
the secure gateway and the secure client.

[0093] As described herein, secure connections in accor-
dance with the secure system of the present invention may be
implemented using secure tunnels. In one such embodiment,
secure tunnels originate on secure clients and terminate on
secure gateways. In one such embodiment, the endpoint asso-
ciated with the secure client ensures that all network commu-
nications traverse the secure client. In order to establish a
secure tunnel according to one embodiment of the present
invention (i.e., for supporting various functions of the present
invention), various actions are performed, including selecting
a host interface, obtaining an IP address, and selecting a
secure gateway with which the secure tunnel is established.

[0094] In general, a computing device may have multiple
network interfaces (possibly of different types). In addition to
the network interfaces potentially supported by an endpoint,
the secure client associated with the endpoint supports a
wireless network interface. As such, the associated user has
various options for establishing a network connection. In
order to support the “always on” functionality of the present
invention, the secure client wireless network interface is
always connected to the wireless network, and, as such, is
accessible from the endpoint. In one embodiment of the
present invention, all traffic associated with the endpoint will
pass through the secure client. The secure client performs
IPSec processing for all interfaces in the endpoint, including
the wireless network interface in the secure client.
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[0095] Inone embodiment, a combination of endpoint and
secure client components cooperate for obtaining an IP
address, responding to device compatibility assessment pro-
cedures, and establishing a secure tunnel to the secure gate-
way. In order to communicate on the Internet, a computing
device must have an IP address and other information such as
a default gateway, domain name service (DNS) servers, and
the like. This information is typically obtained through static
assignment on the computer, via a server using the DHCP
protocol, and the like. In a normal setting, a user is free to
access the Internet once an IP address (i.e., a non-Enterprise
1P address) is obtained.

[0096] In this embodiment, after obtaining the non-enter-
prise IP address, the secure client attempts to establish a
secure tunnel with the secure gateway. In one embodiment, in
which an enterprise deploys a single secure gateway, an enter-
prise IP address is then obtained from the secure gateway. In
another embodiment, in which an enterprise deploys a plu-
rality of secure gateways, the secure gateway with which the
secure tunnel is established must be selected. In this embodi-
ment, selection of the secure gateway to which the secure
tunnel is established may be based on at least one of precon-
figured static information, dynamic information facilitating a
notion of load balancing, and the like. In one embodiment,
selection of the secure gateway may be used during secure
gateway failure scenarios in addition to initial secure tunnel
establishment.

[0097] Inthis embodiment, following obtaining of the non-
enterprise IP address and identifying the secure gateway to
which the secure tunnel should be established, the secure
client obtains an IP address (i.e., enterprise IP address) from
the secure gateway. The endpoint applications may only
access the network through the enterprise IP address (i.e.,
endpoint applications cannot access the network through the
non-enterprise IP address). In one embodiment, negotiation
(e.g., using DHCP) for obtaining a non-enterprise IP address
and subsequent establishment of the secure tunnel is per-
formed by the secure client and hidden from the endpoint.
[0098] In this embodiment, following obtaining of the
enterprise [P address, a secure tunnel is established between
the secure client card and the secure gateway. In one such
embodiment, tunnel establishment is performed using stan-
dard IPSec procedures (including IKE). In one embodiment,
authentication is performed as a portion of tunnel establish-
ment with the secure gateway. In one embodiment, authenti-
cation may be based on user identification, such as a pass
phrase or digitized finger print and a secret key produced by
an associated VPN keycard, hence compromising only the
user identification or the VPN card will not compromise the
system. In general, a VPN keycard is uniquely associated with
a user. The secure client card performs user identification in
cooperation with endpoint software. In one embodiment, fol-
lowing establishment of the secure tunnel and before use of
the secure tunnel by the endpoint software, a device check
may be performed in a coordinated manner by the endpoint
software, the secure client, and the secure server.

[0099] In one embodiment, following establishment of the
secure tunnel, the secure client and secure gateway cooperate
to maintain the secure tunnel in a manner both transparent to
the user associated with the endpoint and efficient in terms of
wireless network resources. For example, in one embodi-
ment, in which a wireless network becomes unavailable and
the user places the endpoint in a powered-off mode, upon
detecting availability of a wireless network, the secure client
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may reestablish a secure tunnel with the secure gateway. As
such, in one embodiment of the present invention, the secure
client may transmit stored information (obtained from the
associated endpoint and stored locally by the secure client
while wireless network connectivity is unavailable) and
receive and store information (obtained from the enterprise
Intranet and stored locally by the secure client while the
endpoint is powered-off) using the secure connection even
though the endpoint is powered-off.

[0100] As described herein, the secure system, including
the secure client and secure gateway, of the present invention
supports application acceleration functions. In general, enter-
prise users have become accustomed to high-quality, high
speed connectivity at work and at home, and expect the same
experience from remote connectivity. The present invention
includes various application acceleration functions for pro-
viding high-quality, high speed remote connectivity. In one
embodiment of the present invention, application accelera-
tion functions may include caching functions (e.g., for back-
ground transfers), traffic filtering functions (e.g., atthe secure
client, secure gateway, and the like), compression functions
(e.g., data compression, protocol header compression, and
the like), tunnel address translation functions, protocol opti-
mization functions, and the like, as well as various combina-
tions thereof.

[0101] In one embodiment, the present invention provides
caching on the secure client. In one such embodiment, the
secure client includes an in-line, bi-directional, transparent
application caching proxy. The caching proxy resides above
the IPSec layer, and caches data in both directions (i.e., (from
the endpoint toward the network and from the network toward
the endpoint). In one embodiment, the secure client caches
user credentials, although a limited amount of credential
caching may be done in the volatile memory without com-
promising security. In one embodiment, the secure client
caches application data in both directions for applications
such as email, calendar (i.e., Microsoft Exchange), web feeds
(e.g., RSS 2.0), and like applications, as well as various
combinations thereof.

[0102] Since the secure client remains active even when the
endpoint is powered-off (e.g., in a sleep state), various data
transfers may be performed using the cache while the end-
point is powered-off. In one embodiment, since the secure
client maintains a secure connection with the network, the
cache on the secure client may be used for storing data
received from the network using the secure connection. Inone
further embodiment, upon detecting activation of the end-
point associated with the client device, at least a portion of the
cached network data may be transferred to the endpoint
memory. In one embodiment, since the secure client main-
tains a secure connection with the network, the cache on the
secure client may be used for uploading (via the secure con-
nection with the network) data buffered using the cache on the
secure client.

[0103] In one embodiment, in order to conserve wireless
bandwidth (especially when the radio link is in the dormant
mode), the present invention provides application traffic fil-
tering for eliminating unnecessary traffic. The application
traffic filtering may be performed by at least one of the secure
client, the secure gateway, and the like, as well as various
combinations thereof. In one embodiment, at least a portion
of’broadcast traffic (e.g. RIP, OSPF, ARP, and the like) may be
filtered. For example, since routing updates are unnecessary
for the user, ARP may be suppressed using proxy ARP at
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either end of the secure tunnel. In one embodiment, NetBIOS
may be filtered. In one embodiment, at least a portion of the
filtered traffic may be proxied using cache data.

[0104] In one embodiment, in addition to or in place of
application traffic filtering, the present invention may operate
various applications according to different operating param-
eters. In one embodiment, applications may be run with a
reduced update frequency. For example, email and RSS feeds
may be polled every five minutes rather than every thirty
seconds. In one embodiment, application requests may be
bunched together. For example, for TCP connections, “kee-
palive” requests may be bunched into one interval, proxied at
either end of the secure tunnel, and the like. Although prima-
rily described herein with respect to application data filtering
and modification of application operating parameters, vari-
ous other method of conserving wireless bandwidth accord-
ing to one embodiment of the present invention may be used.
[0105] In one embodiment, the present invention provides
compression capabilities in support of application accelera-
tion. In one embodiment, application data may be com-
pressed. In one such embodiment, application data compres-
sion may be performed using the IPCOM compression
standard in conjunction with IPSec. It should be noted that
while such compression may be useful for textual data, e.g.,
XML, such compression is less useful for binary files (e.g.,
GIF, Z1P, EXE, MPEG, and the like) which are typically
already compressed. In one embodiment, protocol headers
may be compressed. In one such embodiment, protocol head-
ers may be compressed using VJ compression for User Data-
gram Protocol (UDP), Transmission Control Protocol (TCP),
and Internet Protocol (IP) inner header compression.

[0106] In one embodiment, the present invention provides
tunnel address translation (TAT) capabilities in support of
application acceleration. In general, tunnel address transla-
tion is a distributed Network Address Translation (NAT)
operation whereby a tunneled header can be NATed at one end
of a tunnel and deNATed at the other end of the tunnel. In
conventional tunneling, an additional UDP/IP header is
affixed to the original TCP/IP or UDP/IP header of the packet.
As aresult, each packet is associated with two source IPs, two
destination IPs, two source ports and two destination ports
(i.e., one for the outer header and one for the inner header). In
one embodiment, TAT implementation requires flow initia-
tion and flow termination detection, which may be performed
using flow filtering, application snooping (e.g. snoop on SIP
INVITE payloads), and the like.

[0107] In this embodiment, by noting that for all flows, the
outer header addresses and ports are invariant, and in addi-
tion, for a given flow, the inner header addresses and ports are
invariant, each flow may be remapped to a new single header
which encapsulates both the outer and inner headers. In this
embodiment, a TCP flow would need a TCP/IP header and a
UDP flow would need a UDP/IP header. For example, con-
sidering UDP flows (e.g., audio conversations and video
streaming), eliminating the inner UDP/IP header would
eliminate twenty-eight bytes for each packet, considerably
improving the wireless link efficiency. Similarly, for TCP
flows, eliminating the outer UDP/IP header would eliminate
twenty-eight bytes of overhead per packet.

[0108] In one embodiment, the present invention provides
protocol optimization capabilities in support of application
acceleration. In one embodiment, protocol optimization
includes TCP optimization. In one such embodiment, TCP
optimization may include retransmitting TCP segments pro-
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actively in response to link loss. In one embodiment, since
wireless bandwidth is a scarce resource, protocol optimiza-
tion may include application prioritization (including packet
scheduling according to application prioritization) for
restricting the available bandwidth of low-priority applica-
tions. For example, audio traffic may be configured to have a
high priority while email may be configured to have a low
priority.

[0109] As described herein, the secure system, including
the secure client and secure gateway, of the present invention
supports remote system administration functions. In one
embodiment, since secure clients operate irrespective of the
state of the endpoint in which the secure client is disposed
(i.e., secure clients support “always on” capabilities), a sys-
tem administrator may remotely access secure clients irre-
spective of the state of the endpoint in which the secure client
is disposed. In one embodiment, the secure gateway with
which the secure client maintains a secure connection sup-
ports remote access of the secure client by the system admin-
istrator.

[0110] Inone embodiment, remote access of a secure client
by a system administrator enables the system administrator to
perform various secure client maintenance and control activi-
ties. In one such embodiment, a system administrator may
determine the current software versions of the secure client
and the associated endpoint, determine inventories of soft-
ware upgrades/patches for secure client software and end-
point software (including latest versions of antivirus or other
software installed in the secure client or endpoint), access and
read network activity logs (e.g., up time and down time infor-
mation), determine whether the user associated with the end-
point has attempted to violate any of the policies (e.g., remov-
ing the secure client driver from the endpoint, removing the
endpoint driver from the endpoint, and the like).

[0111] Inone embodiment, remote access of a secure client
by a system administrator enables the system administrator to
push software updates to the secure client. In one embodi-
ment, since secure clients support “always on” capabilities,
system administrators may push updates to secure clients
while the associated endpoints are powered-off. In this
embodiment, information (e.g., software updates, emails, and
the like) received by the secure client while the associated
endpoint is powered-off results in storage of the received
information in the local flash memory of the secure client. In
this embodiment, the information stored in the flash memory
of'the secure client is transferred from the secure client to the
endpoint (i.e., becomes immediately available to the user)
when the endpoint is powered-on.

[0112] Inone embodiment, remote access of a secure client
by a system administrator enables the system administrator to
push software updates to the secure client in response to
detected conditions. For example, if the remote enterprise
user is participating in an important meeting requiring imme-
diate access to information and the endpoint cannot be used
until software updates are loaded (i.e., the endpoint becomes
virtually unusable due to consumption of endpoint and band-
width resources required for downloading the installing the
software updates), the productivity of mobile workers is
affected. In one such embodiment, the present invention
enables system administrators to push information to secure
clients in response to a determination that the endpoint func-
tionality associated with the secure client is not being used
(e.g., one or more endpoint processes is idle, the endpoint is in
sleep mode, the endpoint is powered-off, and the like).
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[0113] Inone embodiment, remote access of secure clients
enables remote system upgrades and patches on the secure
clients. In one embodiment, an enterprise system administra-
tor pushes system image, software module (including
dynamic loadable device driver modules) upgrades and
patches, from a management system (illustratively, MS 116
depicted in FIG. 1) to the secure client memory (e.g., using at
least one of DRAM, flash memory, and the like, depending on
the size of the software) via an established secure tunnel. In
one embodiment, associated software upgrade and patch
commands may be executed on the secure client embedded
system remotely after the required software is downloaded
onto the secure client.

[0114] Inoneembodiment, secure client software upgrades
and patches are performed in a manner transparent to the
associated enterprise user using the associated endpoint. In
another embodiment, in order to minimize the interruption of
endpoint usage by an enterprise user, an endpoint user dia-
logue interface may be implemented for instructing the
secure client system of the resource-intensive upgrade/patch
process. In one such embodiment, endpoint user dialogue
interface may present selectable options enabling the enter-
prise user associated with the endpoint to initiate (e.g.,
“upgrade now”) or postpone (e.g., “upgrade in one hour”) the
upgrade/patch process.

[0115] Inoneembodiment, secure client software upgrades
and patches include various capabilities for upgrading and
patching secure client configurations, security parameters,
security policies, and the like, as well as various combinations
thereof. In one embodiment, the secure client embedded sys-
tem includes a file download manager that balances the
upgrade and patch software download and normal network
interface usage to improve user experience. The download
manager uses segmented file download technology to handle
network interruption, disconnect and reconnect, large file
download in low speed network environment, and the like, as
well as various combinations thereof.

[0116] In one embodiment, remote access of endpoints
enables remote system upgrades and patches on the end-
points. In one embodiment, a management system performs
remote operating system and software upgrades and patches,
anti virus software definition updates, enterprise system
policy updates, and the like, as well as various combinations
thereof, on the endpoint. Since many such tasks are supported
in existing enterprise IT infrastructure, such as Microsoft
System Management Server (SMS) or third party vendor
solutions, the management system may utilize the existing
solutions for performing these and similar tasks using secure
connections (e.g., an enterprise VPN).

[0117] In one embodiment, the management system
improves execution of endpoint software upgrades and
patches tasks by promptly scheduling the critical upgrades
and patches download, and utilizing a client file download
manger for completing the tasks more efficiently, thereby
minimizing endpoint interference. As described herein, flash
memory on the secure client may be used to buffer the down-
load files such that no endpoint resources are consumed
before the download is finished. In one embodiment, end-
point software, device driver, and profile upgrades and
patches may be intergraded into existing enterprise solutions.
[0118] As described herein, the secure system, including
the secure client and secure gateway, of the present invention
supports wireless network optimization functions. In one
embodiment, wireless network optimization is performed by

Oct. 4,2012

prioritizing application data transfers in accordance with
application response time requirements. In one such embodi-
ment, data transmissions associated with applications which
do not require instant response time (e.g., email, data backup,
and the like) are delayed. In one embodiment, secure clients
distinguish between delay-sensitive information transfers
and delay insensitive information transfers, and request that
associated base stations only initiate delay-insensitive infor-
mation transfers: (1) if the wireless signal quality satisfies a
threshold and (2) if the base station satisfies a threshold num-
ber of customers requiring service. In one embodiment of the
present invention, such optimization enables significant wire-
less network capacity improvements, thereby introducing
significant cost benefits for wireless service providers.
[0119] Although various embodiments which incorporate
the teachings of the present invention have been shown and
described in detail herein, those skilled in the art can readily
devise many other varied embodiments that still incorporate
these teachings.

What is claimed is:

1. A secure client device configured to provide a secure
client capability for a host computer having a host processor
and a host memory, the secure client device comprising:

anetwork interface module configured to maintain a secure

connection between the secure client device and a net-
work device independent of a power state of the host
computer,

a client memory configured to store information associated

with the secure connection; and

a client processor configured to automatically initiate

establishment of the secure connection.

2. The secure client device of claim 1, wherein the client
processor is configured to automatically initiate establish-
ment of the secure connection in response to a trigger condi-
tion.

3. The secure client device of claim 2, wherein the trigger
condition comprises at least one of detecting an available
network or detecting a request from the network device.

4. The secure client device of claim 1, further comprising:

a host interface module coupled to the client processor,

wherein the host interface module is configured to sup-
port communications between the secure client device
and the host computer.

5. The secure client device of claim 1, wherein the infor-
mation associated with the secure connection comprises at
least one of information received over the secure connection
or information assigned for transmission over the secure con-
nection.

6. The secure client device of claim 1, wherein the infor-
mation associated with the secure connection comprises
information received over the secure connection, wherein the
information received over the secure connection comprises
information pushed by at least one network element in com-
munication with the network device.

7. The secure client device of claim 1, wherein the infor-
mation associated with the secure connection comprises
information assigned for transmission over the secure con-
nection, wherein the client processor is configured to:

store the information assigned for transmission over the

secure connection in the client memory in response to a
first condition; and

retrieve the information assigned for transmission over the

secure connection from the client memory in response to
a second condition.
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8. The secure client device of claim 7, wherein the first
condition comprises a network being unavailable and the
second condition comprises a network being available.

9. The secure client device of claim 8, wherein the client
processor is configured to:

in response to the second condition:

initiate reestablishment of the secure connection
between the secure client device and the network
device; and

propagate the information assigned for transmission
over the secure connection toward the network device
using the secure connection.

10. The secure client device of claim 7, wherein:

the first condition comprises a determination to delay

transmission of the information assigned for transmis-
sion over the secure connection; and
the second condition comprises a threshold being satisfied.
11. A method for a secure client device to provide a secure
client capability for a host computer having a host processor
and a host memory, the method comprising:
receiving information from the host computer at the secure
client device, wherein the secure client device comprises
a client processor and a client memory; and

transmitting the received information from the secure cli-
ent device toward a network device using a secure con-
nection between the secure client device and the network
device, wherein establishment of the secure connection
is initiated automatically by the client processor of the
secure client device, wherein the secure connection is
maintained by the secure client device independent of a
power state of the host computer.

12. The method of claim 11, wherein establishment of the
secure connection is initiated automatically in response to a
trigger condition.

13. The method of claim 12, wherein the trigger condition
comprises at least one of detecting an available network or
detecting a request from the network device.

14. The method of claim 11, further comprising:

prior to transmitting the received information from the

secure client device toward the network device:

storing the received information in the client memory of
the secure client device in response to a first condi-
tion; and

extracting the stored information from the client
memory of the secure client device in response to a
second condition.
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15. The method of claim 14, wherein the first condition
comprises a network being unavailable and the second con-
dition comprises a network being available.

16. The method of claim 14, wherein the first condition
comprises a determination to delay transmission of the
received information and the second condition comprises a
threshold being satisfied.

17. A method for a secure client device to provide a secure
client capability for a host computer having a host processor
and a host memory, the method comprising:

receiving information at the secure client device, wherein

the information is received over a secure connection
between the secure client device and a network device,
wherein the secure client device comprises a client pro-
cessor and a client memory, wherein establishment of
the secure connection is initiated automatically by the
client processor of the secure client device, wherein the
secure connection is maintained by the secure client
device independent of a power state of the host com-
puter; and

transferring the information from the secure client device

toward the host computer.

18. The method of claim 17, wherein establishment of the
secure connection is initiated automatically in response to a
trigger condition.

19. The method of claim 18, wherein the trigger condition
comprises at least one of detecting an available network or
detecting a request from the network device.

20. The method of claim 17, wherein the information
received over the secure connection comprises information
pushed by at least one network element in communication
with the network device.

21. The method of claim 17, wherein the information is
transmitted from the secure client device toward the host
computer using a host interface module, wherein the host
interface module is coupled to the client processor, wherein
the host interface module is configured to support communi-
cations between the secure client device and the host com-
puter.

22. The method of claim 17, further comprising:

receiving, at the secure client device from the host com-

puter, information assigned for transmission via the
secure connection; and

transmitting the information assigned for transmission via

the secure connection from the secure client device
toward the network device using the secure connection.
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