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DISPLAYING REAL-TIME SECURITY EVENTS

BACKGROUND

[0001]  Security Information and Event Management (SIEM) technology
provides real-time analysis of security alerts generated by network hardware and
applications. SIEM technology can detect possible threats to a computing
network. These possible threats can be determined from an analysis of security

events.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The accompanying drawings illustrate various examples of the
principles described herein and are a part of the specification. The examples
do not limit the scope of the claims.

[0003] Fig. 1is a block diagram of a system for adapting a display of
real-time security events according to an example of the principles described
herein

[0004] Fig. 2 is a screenshot shown on the graphical user interface of
the administrator device in Fig. 1 according to one example of the principles
described herein.

[0005] Fig. 3 is a screenshot shown on the graphical user interface of
the administrator device in Fig. 1 according to another example of the principles
described herein.

[0006] Fig. 4 is a flowchart showing a method of adaptively displaying
real-time security events according to one example of the principles described

herein.
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[0007] Fig. 5is a flowchart showing a method of adaptively displaying
real-time security events according to another example of the principles
described herein.

[0008] Throughout the drawings, identical reference numbers

designate similar, but not necessarily identical, elements.

DETAILED DESCRIPTION

[0009] Network security administrators may monitor a number of
security events within a computer network on a graphical user interface. The
interface may be used to see a number of scrolling, real-time security events.
The number of security events may increase as the number of individual
computing devices communicatively coupled to the network increases.

[0010] As described above, security events occurring on a network
may be monitored by a network security operator. This may be done by
presenting a scrolling number of security events on a graphical user interface
(GUI). That GUI may present the network security administrator with a
chronological listing of security events and may be done in real-time. However,
as the number of computing devices communicatively coupled to the network
increases, the number of potential security events also increases. This may
place the network security administrator in a situation where all scrolling events
are not given an appropriate amount of scrutiny or even seen at all.
Additionally, the rate of flow of security events scrolling on the GUI may not be
constant throughout the day and the time at which a level of extra attention to
security events may be missed by a network security administrator.

[0011] As aresult, either the security events associated with the
computer network can scroll across the GUI at an unreliable and unreadable
rate, or those security events can be refreshed periodically resulting in the
security events not being displayed in real-time.

[0012] The present specification therefore describes a system for
adapting a display of real-time security events, comprising a number of client

devices and an administrator device communicatively coupled to the client
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devices, the administrator device comprising a preferences module and an
event rate adapter module communicatively coupled to the preferences module,
in which the preferences module receives input describing how to display a
number of security events on the screen of a graphical user interface; and in
which the event rate adapter module displays a number of real-time scrolling
security events for a relatively longer period of time than other security events.
The present specification further describes a method of displaying a number of
real-time security events, comprising receiving preferences from a preference
module of a computer network administrator device and scrolling security
events associated with the client devices across a graphical user interface
leaving relatively more critical security events on the screen for a relatively
longer period of time.

[0013]  Still further, the present specification describes a computer
program product for displaying a number of real-time security events, the
computer program product comprising a computer readable storage medium
comprising computer usable program code embodied therewith, the computer
usable program code comprising a computer usable program code to, when
executed by a processor, receive preferences from a preference module of a
computer network administrator device, and computer usable program code to,
when executed by a processor, scroll security events associated with a number
of client devices on the computer network across a graphical user interface
leaving relatively more critical security events on the screen for a relatively
longer period of time.

[0014] In the following description, for purposes of explanation,
numerous specific details are set forth in order to provide a thorough
understanding of the present systems and methods. It will be apparent,
however, to one skilled in the art that the present apparatus, systems and
methods may be practiced without these specific details. Reference in the
specification to “an example” or similar language indicates that a particular
feature, structure, or characteristic described in connection with that example is

included as described, but may not be included in other examples.
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[0015] Fig. 1 is a block diagram of a system (100) for adapting a
display of real-time security events according to an example of the principles
described herein. The system (100) may comprise an administrator device
(105), a server (140), and a number of client devices (145-1, 145-2, 145-3, 145-
3, 145-4, 145-5). Each of these will now be described below. The administrator
device (105) may comprise a processor (110), a data storage device (115), a
network adapter (120), a graphical user interface (125), an event rate adapter
module (130) and a preferences module (135).

[0016] The data storage device (115) may store data such as
executable program code that is executed by the processor (110) or other
processing device. As will be discussed, the data storage device (115) may
specifically store a number of applications that the processor (110) executes to
implement at least the functionality of providing a network administrator, via the
graphical user interface (125) with an adaptive view of any security events
occurring on a computing network.

[0017] The data storage device (115) may include various types of
memory modules, including volatile and nonvolatile memory. For example, the
data storage device (115) of the present example includes Random Access
Memory (RAM), Read Only Memory (ROM), and Hard Disk Drive (HDD)
memory. Many other types of memory may also be utilized, and the present
specification contemplates the use of many varying type(s) of memory in the
data storage device (115) as may suit a particular application of the principles
described herein. In certain examples, different types of memory in the data
storage device (115) may be used for different data storage needs. For
example, in certain examples the processor (105) may boot from Read Only
Memory (ROM), maintain nonvolatile storage in the Hard Disk Drive (HDD)
memory, and execute program code stored in Random Access Memory (RAM).

[0018] Generally, the data storage device (115) may comprise a
computer readable storage medium. For example, the data storage device
(115) may be, but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, apparatus, or device, or

any suitable combination of the foregoing types of systems, apparatus or



WO 2014/116264 PCT/US2013/023474

devices. More specific examples of the computer readable storage medium
may include, for example, the following: an electrical connection having a
number of wires, a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable programmable read-
only memory (EPROM or Flash memory), a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic storage device, or
any suitable combination of the foregoing. In the context of this document, a
computer readable storage medium may be any tangible medium that can
contain, or store a program for use by or in connection with an instruction
execution system, apparatus, or device. In another example, a computer
readable storage medium may be any non-transitory medium that can contain,
or store a program for use by or in connection with an instruction execution
system, apparatus, or device.

[0019] The processor (110) may receive instructions from computer
readable program code stored on the data storage device (115). The computer
readable program code may be used by the processor to at least establish a
network connection with any number of client devices (145-1, 145-2, 145-3,
145-3, 145-4, 145-5) and the server (140), accept and send input to the client
devices (145-1, 145-2, 145-3, 145-3, 145-4, 145-5) and the server (140), and
otherwise accept instructions from administrator using the administrator device
(105) to affect those actions engaged in while the administrator is monitoring
security events on a network.

[0020] The network adapter (120) may also be included with the
administrator device (105). The network adapter (120) may provide
communication between the individual client devices (145-1, 145-2, 145-3, 145-
3, 145-4, 145-5) and the server (140). As will be described below, the network
adapter (120) may provide the administrator of the administrator device (105)
with the ability to upload and download content provided on a network. This
data may specifically include data associated with security events occurring on
each of the client devices (145-1, 145-2, 145-3, 145-3, 145-4, 145-5).
Additionally, the network adapter (125) may provide the administrator of the

administrator device (105) with the ability to alter processes and computer
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readable program code on each of the client devices (145-1, 145-2, 145-3, 145-
3, 145-4, 145-5). The network adapter (120) may facilitate a wired or wireless
communication.

[0021] The administrator device (105) may further comprise a
graphical user interface (125). Through the graphical user interface (120) the
administrator may monitor the security events associated with each of the client
devices (145-1, 145-2, 145-3, 145-3, 145-4, 145-5). The security events
displayed may also include correlation events that are generated as part of
analysis of one or more security events. As will be discussed below, the
security events may be scrolled across the screen of the graphical user
interface and may provide the administrator with the appropriate information
regarding each security event detected. The graphical user interface, via the
execution of the event rate adapter module (130), may display the security
events for a reasonable amount of time before the events scroll off the screen.
In one example, security events associated with the number of client devices
(145-1, 145-2, 145-3, 145-3, 145-4, 145-5) will scroll off the screen of the
graphical user interface (125) at a rate that a human eye can discern when the
computer network is experiencing a high security event rate. In another
example, security events associated with the number of client devices (145-1,
145-2, 145-3, 145-3, 145-4, 145-5) will scroll off the screen of the graphical user
interface (125) at a rate that is pre-defined by the administrator. In yet another
example, certain security events associated with the number of client devices
(145-1, 145-2, 145-3, 145-3, 145-4, 145-5) appear on the screen of the
graphical user interface (125) for a period of time longer than other certain
events. The length of time that any specific security event continues to be
viewable on the screen of the graphical user interface (125) may be determined
by the type or criticality of the security event. These durations may be
predefined by the administrator as well.

[0022] In still another example, certain security events associated with
the number of client devices (145-1, 145-2, 145-3, 145-3, 145-4, 145-5) appear
on the screen of the graphical user interface (125) until specifically addressed

or acknowledged by a user of the administrator device (105). In this example,
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the user of the administrator device may set preferences by which a certain
type or types of security events will remain on the graphical user interface (125)
until the user has acknowledged the security events by, for example, clicking on
them with a mouse or taking steps to address the security event. In one
example, the types of security events that remain on the screen until a user of
the administrator device (105) acknowledges them is based on a priority
number assigned to the security event in which the priority number defines the
seriousness of the security event.

[0023] As briefly mentioned above, the administrator device (105)
may further comprise an event rate adapter module (130). The event rate
adapter module (130), along with the preferences module (135), provides the
administrator with the ability to set preferences as to which security events are
shown on the graphical user interface (125) and apply those preferences to
adapt the rate at which any specific security event is scrolled off of the screen of
the graphical user interface (125) or to determine which security events are to
remain on the graphical user interface (125) until the user of the administrator
device (105) acknowledges those events.

[0024] During operation, the preferences module (135) receives
preferences from an administrator on how to treat each security event
notification. As described above, the administrator may be allowed to set which
security events will be displayed on the screen of the graphical user interface
(125) for an additional length of time before they are scrolled off of the screen.
In some cases, the security events may be rated using, for example, a rating
system ranging form 1 to 10 where 10 is the most critical security event.
Therefore, in one example, a security event that has been rated as being a 10,
then, according to the preferences set by the administrator and received by the
preferences module (135), will cause the event rate adapter module (130) to
present that security event on the screen longer than other less critically rated
events.

[0025] In another example, the administrator may set a general rate at
which all security events scroll off of the screen of the graphical user interface

(125). In this example, the scroll rate may be set at least at a rate that is
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discernable to the human eye while viewing the scrolling security events. The
administrator may then also slow down the scrolling rate if, for example, the
administrators reading abilities are slower than a current scrolling rate. Still
further, when the computer network is experiences a relatively higher volume of
security events, the administrator may adjust the scrolling rate of each security
event based on the events’ criticality. In this example, the administrator may set
a criticality range by which each security event that falls into that criticality range
will be scrolled off of the screen of the graphical user interface (125) at, for
example, either a slow rate, a fast rate, or an average rate. Each of these rates
will be determined by the event rate adapter module (130) after receiving the
appropriate administrator preferences from the preferences module (135).
[0026] Each of the client devices (145-1, 145-2, 145-3, 145-3, 145-4,
145-5) may comprise a processor (150), a data storage device (155), a network
adapter (160), and a graphical user interface (165). Fig. 1 shows that the client
devices (145-1, 145-2, 145-3, 145-3, 145-4, 145-5) may generally be any type
of computing devices. Some examples of a client device (145-1, 145-2, 145-3,
145-3, 145-4, 145-5) may include a desktop computer (145-1), a smartphone
(145-2), a laptop computer (145-3), a tablet (145-4), and a printer (145-5),
among others. The client devices (145-1, 145-2, 145-3, 145-3, 145-4, 145-5)
may connect to the server (140) and may each be able to convey to the server
(140) security events that occurring at that client device (145-1, 145-2, 145-3,
145-3, 145-4, 145-5). Although Fig. 1, shows that each of the client devices
(145-1, 145-2, 145-3, 145-3, 145-4, 145-5) are communicatively coupled to a
server which is in turn communicatively coupled to the administrator device
(105), the present specification contemplates that each client device (145-1,
145-2, 145-3, 145-3, 145-4, 145-5) is directly connected to the administrator
device (105). The present specification further contemplates every network
structure which allows the administrator device (105) to receive, either directly
or indirectly, data describing those security events occurring on each of the
client devices (145-1, 145-2, 145-3, 145-3, 145-4, 145-5). In one example,
ArcSight Connectors ® developed by Hewlett-Packard ® may be used to
connect to the client devices (145-1, 145-2, 145-3, 145-3, 145-4, 145-5),
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retrieve events that are occurring at that client device (145-1, 145-2, 145-3, 145-
3, 145-4, 145-5), and send those events to the server (140).

[0027] Figs. 2 and 3 show a screenshot resulting from the operation
of the event rate adapter module (130) according to one example of the
principles described herein. Fig. 2 specifically shows a scrolling list of real-time
security events (205) as displayed on the screen of the graphical user interface
(Fig. 1, 125) of the administrator device (Fig. 1, 105). As described above, the
administrator device (Fig. 1, 105) receives data describing a number of security
events from each of the client devices (Fig. 1, 145-1, 145-2, 145-3, 145-3, 145-
4, 145-5).

[0028] The data presented to the administrator viewing the graphical
user interface (Fig. 1, 125) may include a number of event fields, for example,
the receipt time (210) of the security event, the event type (215), the IP address
of the attacker (220), the IP address of the target client device (225), and a
priority number (230) set by the administrator device (Fig. 1, 105). Other data
may be included to better define the type, time, and criticality of the security
event that takes place on any specific client device (Fig. 1, 145-1, 145-2, 145-3,
145-3, 145-4, 145-5) and the present specification contemplates the use of this
additional data.

[0029] The priority number (230) assigned to each security event
(205) may be assigned by the administrator device (Fig. 1, 105) as a result of a
correlation of the security event attributes with other security events’ attributes.
As described above, the criticality of each security event (205) may be
assessed and given a number based on the criticality of that event (205). The
criticality of the event may be used in the overall priority calculation for the
security event. Information describing the criticality of the even may be
provided to the administrator via the graphical user interface (Fig. 1, 125) as
shown in Fig. 2. In addition, the event rate adapter module (Fig. 1, 130) may
cause certain security events (205) to appear on the graphical user interface
(Fig. 1, 125) for a longer or shorter period of time.

[0030] Certain events, based on their priority, or other filter criteria

specified in preferences module (135) can also be made to appear on the
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graphical user interface (Fig. 1, 125) for a relatively longer period of time. A
portion of the scrolling list of real-time security events (205) may be used for
such events. If there are no critical events that should appear on the graphical
user interface (Fig. 1, 125) for a relatively longer period of time, regular events
may be displayed in that area. In one example, a user of the administrator
device (Fig. 1, 105) may have to manually acknowledge the sticky events for
them to disappear. In this example, a user may acknowledge a number of
these critical events together. In an example where there are more of these
critical events than can be displayed on the portion of the scrolling list of real-
time security events (205), only the displayable number of critical events are
show. The user interface (Fig. 1, 125) may further provide a count of any
hidden critical events not yet addressed by the user of the administrator device
(Fig. 1, 105). In this example, those critical events not yet displayed may be
displayed when the currently displayed critical events are acknowledged by the
user. This may ensure that the important events are not left unaddressed by
the user during the scrolling of the security events or after the user has stepped
away from the screen for few minutes.

[0031] Turning now to Fig. 3, the event rate adapter module (Fig. 1,
130) has scrolled through a number of additional security events as time has
progressed. As can be seen, a number of first security events (305) have
remained on the screen-shot (300). These events, per the preferences entered
into the preferences module (Fig. 1, 135) by the administrator, have caused that
the higher priority security events remain viewable to the administrator for a
relatively longer period of time such that an administrator may be made aware
of these higher priority and be given an appropriate amount of time to react to
these security events. An amount of time may then pass such that these
events are also scrolled off of the screen providing more visible space on the
graphical user interface (Fig. 1, 125) for other security events occurring in real-
time on the client devices (Fig. 1, 145-1, 145-2, 145-3, 145-3, 145-4, 145-5).

[0032] Inthe example shown in Fig. 3, the higher priority or relatively
more critical security events have been placed at the top of the list of scrolling

events. In this example, the list of critical security events are in themselves
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listed in chronological order compared to each of the other as well as in
chronological order as compared to the new security events that have been
scrolled onto the screen in Fig. 3.

[0033] In another example, the screen may be split into two separate
fields, one field representing a scrolling list of relatively more critical security
events with another field representing a newly scrolled list of real-time security
events. A user may sort the events based on any event field (210, 215, 220,
225, 230) or multiple event fields (210, 215, 220, 225, 230). The retained
events (205) will be displayed in the appropriate row based on the sorting order.
In one example, if the sorting is based on descending receipt time (210), then
the higher priority events will be displayed towards the bottom of the screen as
newer events fill the top rows of the scrolling list of real-time security events
(205).

[0034] Although the event field “priority” is used in one of the above
example to calculate the scrolling time of events, any event field or a calculated
value can be used to determine the scrolling rate of the events. A user may
also utilize multiple filters matching specific events to determine which events
are to appear on the graphical user interface (Fig. 1, 125) for a relatively longer
period of time.

[0035] In another example, the relatively more critical security events
(305) may remain on the screen, but may be made to look as if they are
hovering over the remaining scrolling security events. This allows an
administrator to view not only in real-time those events as they occur over the
network, but also those security events that are relatively more critical to the
network and each client device (Fig. 1, 145-1, 145-2, 145-3, 145-3, 145-4, 145-
5) on the network.

[0036] In yet another example, the higher priority events (305) may
further scroll off of the screen as time passes. In this example, the criticality of
the security event as well as the administrator's preferences may dictate the
scroll speed of these events. The preferences module may provide with any
type of specificity or generality how long the relatively more critical security

events stay on the screen of the graphical user interface (Fig. 1, 125).
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[0037] Fig. 4 is a flowchart showing a method (400) of adaptively
displaying real-time security events according to one example of the principles
described herein. The method (400) may begin with the event rate adapter
module (Fig. 1, 130) receiving (405) preferences from the preferences module
(Fig. 1, 135). These preferences may include any of the preferences chosen by
the administrator as described above. |In one example, the preferences may
define what type of security event is to be presented on the screen of the
administrator device’s (Fig. 1, 105) graphical user interface (Fig. 1, 125) and for
what length of time. As described above, the level of criticality assigned by the
administrator may be used to determine if and how long any particular security
events remains on the screen relatively longer than other security events.
Therefore, the administrator may set the level of criticality of any specific type of
security event with the knowledge that this will result in that type of security
event being displayed for a longer or shorter period of time relative to other
types of security events.

[0038] The method (400) may then continue with the event rate
adapter module (Fig. 1, 130) scrolling (410) the security events across the
graphical user interface (Fig. 1, 125) while leaving relatively more critical
security events on the screen for a relatively longer period of time.

[0039] Fig. 5is a flowchart showing a method (500) of adaptively
displaying real-time security events according to another example of the
principles described herein. The method (500) may begin with the event rate
adapter module (Fig. 1, 130) receiving (505) preferences from the preferences
module (Fig. 1, 135). These preferences may include any of the preferences
chosen by the administrator as described above. In one example, the
preferences may define what type of security event is to be presented on the
screen of the administrator device’s (Fig. 1, 105) graphical user interface (Fig.
1, 125). As described above, the level of criticality assigned by the
administrator may be used to determine if any particular security event remains
on the screen before a user of the administrator device acknowledges those
events. Therefore, the administrator may set the level of criticality of any

specific type of security event with the knowledge that this will result in that type

12
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of security event being displayed on the graphical user interface (Fig 1, 125)
until the user acknowledges the security event.

[0040] The method (500) may then continue with the event rate
adapter module (Fig. 1, 130) scrolling (510) the security events across the
graphical user interface (Fig. 1, 125) while leaving relatively more critical
security events on the screen until a user of the administrator device
acknowledges those security events.

[0041] Aspects of the present system and method are described
herein with reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program products according to
examples of the principles described herein. Each block of the flowchart
illustrations and block diagrams, and combinations of blocks in the flowchart
illustrations and block diagrams, may be implemented by computer usable
program code. The computer usable program code may be provided to a
processor of a general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a machine, such that the
computer usable program code, when executed via, for example, the processor
(Fig. 1, 110) of the administrator device (Fig. 1, 105) or other programmable
data processing apparatus, implement the functions or acts specified in the
flowchart and/or block diagram block or blocks. In one example, the computer
usable program code may be embodied within a computer readable storage
medium; the computer readable storage medium being part of the computer
program product.

[0042] In one example, the methods described above may be
accomplished by a computer program product comprising a computer readable
storage medium having computer usable program code embodied therewith
that, when executed by the processor (110) of the administrator device (Fig. 1,
105) or another processing device, performs the above methods. Specifically,
the computer usable program code, when executed by a processor (110),
causes the processor (110) to receive (Fig. 4, 405) preferences from the
preferences module (Fig. 1, 135). Further, in one example, the computer

usable program code, when executed by a processor (110), may cause the
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processor (110) to scroll (Fig. 4, 410) a number of security events across the
graphical user interface (Fig. 1, 125) while leaving relatively more critical
security events on the screen for a relatively longer period of time. In another
example, the computer usable program code, when executed by a processor
(110), may cause the processor (110) to scroll (Fig. 4, 410) a number of security
events across the graphical user interface (Fig. 1, 125) while leaving relatively
more critical security events on the screen until those security events are
acknowledged by a user of the administrator device (Fig. 1, 105).

[0043] The specification and figures describe a system and method of
adapting a display of real-time security events. The described system and
method provides for a number of security events to be displayed at an
adjustable rate such that the events may be discernable by the human eye.
This provides for a security administrator to review each security event as it
occurs within the network. Additionally, as the events per second increases, the
events may be scrolled across the screen of the graphical user interface at a
rate defined by an administrator via a preferences module on the administrator
device. Still further, a number of relatively more critical security events may be
made to appear on the screen of the graphical user interface for a relatively
longer period of time than other relatively less critical security events. Even
further, a number of relatively more critical security events may be left on the
screen of the graphical user interface until a user of the administrator device
acknowledges those events. This identifies, to a network administrator,
relatively more critical security events while still providing a view of the latest
events so that the administrator may receive the best information at one time.

[0044] The preceding description has been presented to illustrate and
describe examples of the principles described. This description is not intended
to be exhaustive or to limit these principles to any precise form disclosed. Many

modifications and variations are possible in light of the above teaching.
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CLAIMS

WHAT IS CLAIMED IS:

1. A system for adapting a display of real-time security events, comprising:
a number of client devices; and
an administrator device communicatively coupled to the client devices,
the administrator device comprising:
a preferences module; and
an event rate adapter module communicatively coupled to the
preferences module;
in which the preferences module receives input describing how to display
a number of security events on the screen of a graphical user interface; and
in which the event rate adapter module displays a number of real-time
scrolling security events until a user of the administrator device acknowledges

the events.

2. The system of claim 1, in which the user acknowledges the security
events by clicking on the security events and taking steps to address the

security events.

3. The system of claim 1, in which the event rate adapter module displays a
number of real-time scrolling security events for a relatively longer period of

time than other security events based on the criticality of the security event.

4. The system of claim 3, in which the criticality of the of the security event
is based on a rating of the security event and in which the input describing how
to display a number of security events includes input describing what rating of
events are displayed the screen of a graphical user interface until the user of

the administrator device acknowledges the security events.
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5. The system of claim 1, in which the event rate adapter module displays a
scrolling list of relatively more critical security events and a scrolling list of
relatively less critical security events and in which the display time of each of
the relatively more critical security events and relatively less critical security is

different.

6. A method of displaying a number of real-time security events,
comprising:

receiving preferences from a preference module of a computer network
administrator device; and

scrolling security events associated with a number of client devices on
the computer network across a graphical user interface leaving relatively more
critical security events on the screen until a user of the administrator device

acknowledges the relatively more critical security events.

7. The method of claim 6, in which the user acknowledges the security
events by clicking on the security events and taking steps to address the

security events.

8. The method of claim 6, in which receiving preferences from a preference
module of a computer network administrator device further comprises receiving

data defining the criticality of the number of security events.

9. The method of claim 8, in which the criticality of the of the security event
is based on a rating of the security event and in which the preferences
comprises input describing what rating of events are displayed the screen until

the user of the administrator device acknowledges the security events.
10.  The method of claim 8, in which the criticality of the number of security

events determines the length of time that any of the number of security events

remain viewable on the graphical user interface.
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11.  The method of claim 6, further comprising scrolling the list of relatively
more critical security events while scrolling a list of relatively less critical security

events.

12. A computer program product for displaying a number of real-time security
events, the computer program product comprising:

a computer readable storage medium comprising computer usable
program code embodied therewith, the computer usable program code
comprising:

computer usable program code to, when executed by a processor,
receive preferences from a preference module of a computer network
administrator device; and

computer usable program code to, when executed by a processor,
scroll security events associated with a number of client devices on the
computer network across a graphical user interface leaving relatively
more critical security events on the screen for a relatively longer period of

time.

13.  The computer program product of claim 12, further comprising computer
usable program code to, when executed by a processor, receive data defining

the criticality of the number of security events.

14.  The computer program product of claim 13, in which the criticality of the
number of security events determines the length of time that any of the number

of security events remain viewable on the graphical user interface.

15.  The computer program product of claim 12, further comprising computer
usable program code to, when executed by a processor, scroll the list of
relatively more critical security events while scrolling list of relatively less critical

security events.
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