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Sammendrag:

The present disclosure relates to model control of a hearing device and associated methods, in particular
method of fitting a hearing device and method of operating a hearing device. A hearing device is disclosed, the
hearing device comprising a processing unit configured to compensate for hearing loss of a user of the
hearing device; and a memory unit, wherein the memory unit has stored therein: a hearing device identifier;
and model data comprising model information data indicative of available models for the hearing device, the
model information data comprising first model information and a signature. The processing unit is configured
to verify the model data, and proceed to a model update mode if verification of the model data fails.
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HEARING DEVICE WITH MODEL CONTROL AND ASSOCIATED METHODS

The present disclosure relates to a hearing device with model control and associated
methods, and in particular to method of operating a hearing device and method of

fitting a hearing device.
BACKGROUND

The developments within the hearing device industry leans towards using the same
hardware for different hearing device models with different functionalities, e.g. in order
to reduce production costs. Using the same hardware for different models however
entails the need for hearing device manufacturers to be able to control and/or authorize

the use of different models (software versions) in a selected hearing device.
SUMMARY

There is a need for a hearing device manufacturer to be able to control the
configuration of hearing device hardware of a hearing device to operate as different
models, e.g. with different software, e.g. in order to secure correct payment for a

hearing device.

A hearing device is disclosed, the hearing device comprising a processing unit
configured to compensate for hearing loss of a user of the hearing device; and a
memory unit. The memory unit has stored therein/comprises a hearing device identifier
and model data comprising model information data indicative of available model(s) for
the hearing device, the model information data comprising first model information
and/or a signature. The processing unit is configured to verify the model data, and

proceed to a model update mode if verification of the model data fails.

A method of fitting a hearing device is disclosed. The hearing device comprises a
processing unit and a memory unit, wherein the processing unit is configured to
compensate for hearing loss of a user of the hearing device. The method comprises
obtaining a hearing device identifier of the hearing device, e.g. with a fitting device;
obtaining a model name, e.g. with the fitting device; obtaining a model identifier based
on the model name and the hearing device identifier from a model identifier generator;
and storing, e.g. with the fitting device, the model name and the model identifier in the

memory unit.

Further, a method of fitting a hearing device is disclosed, the hearing device comprising
a processing unit configured to compensate for hearing loss of a user of the hearing

device, a memory unit and an interface, the memory unit having a hearing device
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identifier stored therein. The method comprises obtaining model data from the hearing
device, e.g. with a fitting device; verifying the model data, e.g. with the fitting device;
and fitting the hearing device if verification of the model data succeeds. The methods of

fitting a hearing device may be performed with a fitting device.

Also a method of operating a hearing device comprising a processing unit configured to
compensate for hearing loss of a user of the hearing device, a memory unit and an
interface is disclosed. The memory unit/the hearing device has a hearing device
identifier and model data comprising model information data indicative of available
models for the hearing device stored therein. The model information data comprises
first model information and/or a signature. The method comprises verifying the model
data, e.g. at start-up; and proceeding to a model update mode if verifying the model
data fails.

The disclosed methods and apparatus facilitate that hearing device operation/fitting is
authorized/controlled by a hearing device manufacturer. Further, the risk of a dispenser

performing unauthorized fitting/model update is heavily reduced.

Advantageously, the present disclosure enables model upgrade/downgrade of a
hearing device with proper payment to the hearing device manufacturer. Further, a
hearing device manufacturer is able to control/monitor the model settings of a specific

hearing device.

Further, the present disclosure enables unauthorized fitting of a hearing device to
operate as a non-authorized/unpaid model, e.g. in a case where a dispenser

clones/copies model data from another hearing device.
BRIEF DESCRIPTION OF THE DRAWINGS

The above and other features and advantages will become readily apparent to those
skilled in the art by the following detailed description of exemplary embodiments

thereof with reference to the attached drawings, in which:

Fig. 1 schematically illustrates an exemplary architecture with a hearing device,
Fig. 2 schematically illustrates an exemplary hearing device,

Fig. 3 schematically illustrates exemplary model data,

Fig. 4 schematically illustrates an exemplary signalling diagram,

Fig. 5 schematically illustrates an exemplary signalling diagram,

Fig. 6 schematically illustrates a flowchart of an exemplary method,
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Fig. 7 schematically illustrates a flowchart of an exemplary method,
Fig. 8 schematically illustrates a flowchart of an exemplary method, and
Fig. 9 schematically illustrates a flowchart of an exemplary method.

DETAILED DESCRIPTION

Various embodiments are described hereinafter with reference to the figures. Like
reference numerals refer to like elements throughout. Like elements will, thus, not be
described in detail with respect to the description of each figure. It should also be
noted that the figures are only intended to facilitate the description of the embodiments.
They are not intended as an exhaustive description of the claimed invention or as a
limitation on the scope of the claimed invention. In addition, an illustrated embodiment
needs not have all the aspects or advantages shown. An aspect or an advantage
described in conjunction with a particular embodiment is not necessarily limited to that
embodiment and can be practiced in any other embodiments even if not so illustrated,

or if not so explicitly described.

Throughout, the same reference numerals are used for identical or corresponding

parts.

The present disclosure relates to improved security of a hearing device. Namely, the
hearing device disclosed herein is robust against security threats, vulnerabilities and
attacks by implementing appropriate safeguards and countermeasures, such as
security mechanisms, to protect against threats and attacks. The present disclosure
relates to a hearing device that is robust against unauthorized accessffitting. Further,
the hearing device and method(s) facilitate secure and correct model control of

different models assignable to a hearing device.

The present disclosure relates to a hearing device. The hearing device comprises a
processing unit, a memory unit and optionally an interface. The memory unit may
include removable and non-removable data storage units including, but not limited to,
Read Only Memory (ROM), Random Access Memory (RAM), hardware register(s), e.g.
hardware registers of transceiver/radio and/or processing unit etc. The hearing device
may comprise a processing unit configured to compensate for hearing loss of a user of
the hearing device. The interface may comprise a wireless transceiver, e.g. configured
for wireless communication at frequencies in the range from 2.4 to 2.5 GHz. In one or
more exemplary hearing devices, the interface is configured for communication, such
as wireless communication, with a client device or a hearing device, respectively

comprising a wireless transceiver configured to receive and/or transmit data.
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The hearing device/memory unit may have a hearing device identifier stored therein.
The hearing device identifier may refer to a unique identifier of the hearing device. As
used herein the term “identifier” refers to a piece of data that is used for identifying,
such as for categorizing, and/or uniquely identifying. The identifier may be in a form of
a word, a number, a letter, a symbol, a list, an array or any combination thereof. For
example, the identifier as a number may be in the form of an integer, such as unsigned
integer, uint, with a length of e.g. 8 bits, 16 bits, 32 bits, etc., such as an array of

unsigned integers.

The hearing device/memory unit has model data stored therein or is configured for
storing model data therein. The model data comprises model information data
indicative of available models of the hearing device, e.g. including a first model and/or
a second model with features different from the features of the first model. For
example, a first model may be able to wirelessly communicate with another hearing
device, e.g. to form a binaural hearing system, while a second model is not able to
communicate with another hearing device and thus intended to form a hearing system
with a single hearing device. The model information data may be specific/unique for the
hearing device, e.g. the model information data may be based on the hearing device
identifier. Model information data may be stored in the memory unit during manufacture
and/or during a fitting session at a dispenser. The model information data may
comprise first model information. The first model information is indicative of a model
which the respective hearing device may be configured to operate as. The model
information data is indicative of one or more models which the respective hearing
device may be configured to operate as. The model information data may comprise
second model information indicative of a model which the respective hearing device

may be configured to operate as.

The model information data may comprise a (digital) signature, so that a fitting device
is able to verify or authenticate the model information data content and origin. The
digital signature enables a proof or verification of authenticity of the model information
data, such as verification of the signer legitimacy. The digital signature is optionally
generated by a manufacturing device using a model information private key upon
manufacturing of the hearing device. The hearing device and/or a fitting device may be
configured to verify the digital signature. The digital signature is verifiable by the
hearing deviceffitting device using a corresponding model information public key. If the
digital signature is not successfully verified using the alleged public key, verification of

the model data fails. This may provide the advantage that the hearing device rejects
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model information data that is tampered or received from unauthenticated parties.
Model information data may thus be robust against impersonation, modification and

masquerading attacks.

The model data may comprise a model name. The model name is indicative of the
model of the hearing device. The model name may thus be indicative of the model
which the hearing device is configured to operate as. As used herein the term “model
name” refers to a piece of data that is used for identifying, such as for categorizing,
and/or uniquely identifying a hearing device model. The model name may be in a form
of a word, a number, a letter, a symbol, a list, an array or any combination thereof. For
example, the model name as a number may be in the form of an integer, such as
unsigned integer, uint, with a length of e.g. 8 bits, 16 bits, 32 bits, etc., such as an array

of unsigned integers.

The model data may comprise a model identifier. The model identifier may be based on
the model name and/or the hearing device identifier. The model identifier may refer to a
unique identifier of a hearing device model of a specific hearing device, e.g. the model
identifier for a first hearing device configured as a first model may be different from the
model identifier for a second hearing device configured as the first model, and/or the
model identifier for a first hearing device configured as a first model may be different

from the model identifier for the first hearing device configured as a second model.

The hearing device/memory unit may have a manufacture unit identifier stored therein.
The manufacture unit identifier is optionally indicative of the manufacture unit used in

manufacture or generation of the model information data and/or model identifier.

The processing unit is configured to verify the model data. To verify the model data

may be based on the model name and/or the model identifier.

To verify the model data and/or verifying the model data may comprise to determine if
a verification criterion based on the hearing device identifier, the model name and/or
the model identifier is fulfilled, wherein verification fails if the verification criterion is not
met. The verification criterion may be based on the model information data. To
determine if a verification criterion is fulfilled may comprise calculating one or more
hash functions. By verifying the model data based on the hearing device identifier, a
hearing device manufacturer is able to control available models for a specific hearing

device, i.e. the model information data is based on the hearing device identifier.
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To determine if a verification criterion is fulfilled may comprise to compare model
information data, e.g. as indicated by the model name, with the result of a hash
function, e.g. SHA-2, applied to the hearing device identifier, the model name and/or

the model identifier.

In one or more exemplary hearing devices and/or method(s), if the model name is
indicative of or points to first model information of the model information data, the

verification criterion may be fulfilled or at least partly fulfilled if
Ml = hash(HD_ID, M_N, M_ID),

where M, is the first model information, hash is a hash function, such as SHA-2,
HD_ID is the hearing device identifier, M_N is the model name and M_ID is the model
identifier stored in the memory unit. Optionally, a manufacture unit identifier, MU_ID,
may be included in the hash function.

In one or more exemplary hearing devices, if the model name is indicative of or points
to second model information of the model information data, the verification criterion

may be fulfilled or at least partly fulfilled if
Ml, = hash(HD_ID, M_N, M_ID, MU_ID),

where M, is the second model information, hash is a hash function, such as SHA-2,
HD_ID is the hearing device identifier, M_N is the model name, M_ID is the model

identifier, and MU_ID is manufacture unit identifier stored in the memory unit.

In one or more exemplary hearing devices and/or method(s), the verification criterion

may be fulfilled or at least partly fulfilled if:
MI; = hash(HD_ID, M_N, M_ID, MU_ID) forone ofi=1, 2, ...n,

wherein Mi; is the i'th model information for the n different models included in the model
information data, hash is a hash function, such as SHA-2, HD_ID is the hearing device
identifier, M_N is the model name, M_ID is the model identifier, and MU_ID is

manufacture unit identifier stored in the memory unit.

In one or more exemplary hearing devices and/or method(s), the verification criterion

may be fulfilled or at least partly fulfilled if:
MI; = hash(HD_ID, M_N, M_ID, MU_ID),

wherein Ml; is the model information for the i'th model indicated by the model name and
included in the model information data, hash is a hash function, such as SHA-2, HD_ID
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is the hearing device identifier, M_N is the model name, M_ID is the model identifier,

and MU_ID is manufacture unit identifier stored in the memory unit.

To verify the model data and/or verifying the model data may comprise to perform a
check function based on the hearing device identifier, the model name and/or the
model identifier. To perform the check function may comprise to apply one or more
hash functions. To verify the model data and/or verifying the model data may comprise
to select model information corresponding to the model name. To verify the model data
and/or verifying the model data may comprise to compare the result of the check
function with the model information data, such as first model information and/or second
model information. To verify the model data and/or verifying the model data may
comprise to compare the result of the check function with the model information
corresponding to the model name or all the model information of the model information
data. Verification of the model data may fail if the result of the check function does not
match the corresponding model information. Verification of the model data may fail if
the result of the check function does not match any model information of the model

information data.

To verify the model data and/or verifying the model data may comprise to perform a

check function based on the manufacture unit identifier.

The processing unit is configured to proceed to a model update mode if verification of
the model data fails. In the model update mode, the hearing device may be non-
operative and/or send an acoustic signal indicative of the hearing device being in

model update mode.

In one or more exemplary methods of fitting a hearing device, the method comprises
obtaining a hearing device identifier of the hearing device. Obtaining a hearing device
identifier may comprise receiving, e.g. in a fitting device, the hearing device identifier

from the memory unit of the hearing device.

In one or more exemplary methods of fitting a hearing device, the method comprises
obtaining a model name, e.g. with a fitting device. Obtaining a model name may
comprise receiving user input with a fitting device, the user input being indicative of
model name. In one or more exemplary methods of fitting a hearing device, the method
comprises obtaining model information data from the hearing device and/or

determining if model information data is present.

The method may comprise obtaining a model identifier based on the model name and

the hearing device identifier from a model identifier generator. Obtaining a model
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identifier may comprise transmitting a model identifier request comprising the model
name and the hearing device identifier to the model identifier generator, and receiving
a model identifier response comprising the model identifier from the model identifier
generator. The model identifier generator may be a server device controlled by the
hearing device manufacturer. The model identifier generator is a device configured to
generate the model identifier, such as a manufacturing device, e.g. an integrated circuit

card, a smart card, a hardware security module.

The method may comprise storing the model name and the model identifier in the

memory unit of the hearing device.

The method may comprise obtaining model information data, e.g. from a server device/
model identifier generator, based on the hearing device identifier and storing the model
information data in the memory unit, e.g. if a first update criterion is met. The first
update criterion may be met if the memory unit of the hearing device does not contain
model information data or if the model information data are corrupted, e.g. if the
signature is not verified. The first update criterion may be met if the model information
data does not contain model information corresponding to the obtained model name.
Obtaining model information data may comprise transmitting a model information data
request comprising the hearing device identifier and/or the obtained model name, e.g.
to a model information data generator, and receiving a model information data
response comprising the model information data from the model information data
generator. The model information data generator may be a server device controlled by
the hearing device manufacturer. The model information data generator is a device
configured to generate the model information data, such as a manufacturing device,

e.g. an integrated circuit card, a smart card, a hardware security module.

In one or more exemplary methods, obtaining a model identifier and storing the model
name and the model identifier is performed if a second update criterion is met. The
second update criterion may be met if the memory unit of the hearing device does not
contain a model identifier, e.g. if model identifier is a default value, such as zero. The
second update criterion may be met if a model name of the memory unit is different

from the obtained model name.

The method may comprise retrieving model data, such as model name, model identifier
and/or model information data from the memory unit; verifying the model data,
optionally including verifying a signature of the model information data, verifying the

model name and the model identifier based on the model information data and the
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hearing device identifier; and aborting fitting if verifying the model data, e.g. verifying

the signature, the model name or the model identifier, fails.

The method may comprise fitting hearing device parameters according to the model
name, e.g. if verifying the signature, the model name and the model identifier succeds,

i.e. the signature, the model name and the model identifier are verified.

In the method of operating a hearing device, verifying the model data may comprise
verifying the signature of the model information data. In the method of operating a
hearing device, the model data may comprise a model name and/or a model identifier,
and verifying the model data may comprise verifying the model data based on the

model name and/or the model identifier.

Fig. 1 schematically illustrates exemplary devices that may be used for manufacturing,
maintenance/update of, and/or operating a hearing device 2. Fig. 1 shows an
exemplary system 1 and a hearing device 2. The system 1 may comprise one or more
of a manufacturing device 12, a client device 10 and/or fitting device 14, and a server
device 16 for manufacturing, maintenance/update of, and/or operating the hearing
device 2 optionally including but not limited to configuration of a hearing device to
operate as a desired hearing device model. The manufacturing device 12 may be
configured to store a hearing device identifier in the hearing device 2. The
manufacturing device 12 and/or the fitting device 14 may be configured to store model
data in the hearing device 2. The manufacturing device 12 and/or the fitting device 14
may be configured to store a model name and/or a model identifier based on the model
name and the hearing device identifier in the hearing device 2. The hearing device 2
may be configured to compensate for hearing loss of a user of the hearing device 2.
The hearing device 2 may be configured to communicate with the manufacturing
device 12 using e.g. a communication link 23, such as a uni or bi-directional
communication link. The communication link 23 may be a wired link and/or wireless
communication link. The communication link 23 may be a single hop communication
link or a multi-hop communication link. The wireless communication link may be carried
over a short-range communication system, such as Bluetooth, Bluetooth low energy,
IEEE 802.11, Zigbee. The hearing device 2 may be configured to receive model data
from the manufacturing device 12 and to store the model data in the memory unit
comprised in the hearing device 2, e.g. as part of primary security settings.
Alternatively or additionally, the manufacturing device 12 may store the model data
directly in the memory unit of the hearing device. For example, the manufacturing

device 12 may write the model data in the memory unit. For example, during
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manufacturing of the hearing device 2, the manufacturing device 12 connects to the
hearing device 2 and transmits the model to the hearing device 2. The hearing device
may receive and store the model data. The hearing device 2 may then use the material
provided in the model data to secure authorized operation of the hearing device. The
hearing device 2 may be configured to connect to the client device 10/fitting device 14
via a communication link 21, such as a bidirectional communication link. The
communication link 21 may be a wired link and/or wireless communication link. The
communication link 21 may be a single hop communication link or a multi hop
communication link. The wireless communication link may be carried over a short-
range communication system, such as Bluetooth, Bluetooth low energy, IEEE 802.11,
Zigbee. The hearing device 2 may configured to connect to the client device 10/fitting
device 14 over a network. The client device 10 may permit remote fitting of the hearing
aid device where a dispenser connects to the hearing device via the client device 10 of
the user. The client device 10 may comprise a computing device acting as a client,
such as a fitting device 14 (e.g. a handheld device, a relay, a tablet, a personal
computer, a mobile phone, and/or USB dongle plugged in a personal computer). The
client device 10/fitting device 14 may be configured to communicate with the server
device 16 (model identifier generator) via a communication link 24, such as a
bidirectional communication link. The communication link 24 may be a wired link and/or
wireless communication link. The communication link 24 may comprise a network, such
as the Internet. The client device 10/fitting device 14 may be configured to
communicate with the server device 16 for maintenance, and update purposes. The
server device 16 (model identifier generator) may comprise a computing device
configured to act as a server, i.e. to serve requests from the client device 10 and/or
from the hearing device 2. The server device 16 may be controlled by the hearing
device manufacturer. The server device 16 may be configured to communicate with the
manufacturing device 12 via a communication link 22 for manufacturing maintenance,
and/or operational purposes. The server device 16 and the manufacturing device 12
may be co-located and/or form one entity for manufacturing maintenance, and/or

operational purposes of the hearing device 2.

Fig. 2 schematically illustrates an exemplary hearing device 2. The hearing device 2
comprises a processing unit 4, a memory unit 6 and an interface 8. The hearing device
2 comprises a processing unit 4 configured to compensate for hearing loss of a user of
the hearing device 2. The interface 8 optionally comprises a wireless transceiver, e.g.
configured for wireless communication at frequencies in the range from 2.4 to 2.5 GHz.

The interface 8 is configured for communication, such as wired and/or wireless
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communication, with a manufacturing device 12 and/or a client device 10/fitting device
14. The processing unit 4 may be configured to compensate for hearing loss of a user
of the hearing aid according to data received during manufacture and/or fitting. The
hearing device 2 optionally comprises a microphone 5 or a plurality of microphones for
receiving sound signal(s) and converting sound signal(s) into converted sound
signal(s). In one or more exemplary hearing devices, a wireless transceiver of the
interface may also provide one or more converted sound signal(s), e.g. from an
external sound source such as a mobile phone or sound system with wireless
transmitter, to the processing unit. The converted sound signal(s) may be an electrical
and/or digital version of the sound signal. The processing unit 4 is configured to receive
and process the converted sound signal(s) into a processed sound signal according to
a hearing loss of a user of the hearing device 2. The processed sound signal may be
compressed and/or amplified or the like. The hearing device 2 comprises an output
transducer/loudspeaker 7, known as a receiver. The receiver 7 is configured to receive
the processed sound signal and convert the processed sound signal to an output
sound signal for reception by an eardrum of the user. The hearing device is optionally
configured to operate according to security settings 178 of the hearing device. The
security settings 178 may comprise primary security settings 178A optionally
comprising a hearing device certificate 100. In one or more exemplary hearing devices,
the hearing device certificate 100/security settings 178 comprise hearing device
identifier 112 and/or a digital signature to enable verification of the content of the
hearing device certificate. The hearing device certificate 100 may comprise keying
material for securing communication with e.g. client device 10/fitting device 14.
Optionally, the security settings 178 comprises secondary security settings 178B, e.g.
including one or more operational parameters of the hearing device. The model name
and/or model identifier may be stored in/form part of the primary security settings
and/or the secondary security settings. The memory unit 6 may include removable and
non-removable data storage units including, but not limited to, Read Only Memory
(ROM), Random Access Memory (RAM), etc. The memory unit 6 has stored therein or
is at least configured to store a hearing device identifier 112, e.g. as part of the primary
security settings 178A/hearing device certificate 100. The memory unit 6 has stored
therein or is at least configured to store model data 180, e.g. as part of security settings
178. The model data 180 comprises model information data indicative of one or more
available models for the hearing device, wherein the model information data comprises

first model information and a (digital) signature.
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The model data 180 comprises a model name and/or a model identifier, and the
processing unit 4 is configured to verify the model data based on the model name
and/or the model identifier. The model name and/or model identifier may be stored in
the memory unit 6 during fitting of the hearing device, i.e. at the dispenser using a
fitting device. A default model name and a default model identifier according to the
default model name and the hearing device identifier may be stored in the memory unit
during manufacture. Subsequently, the model name and the model identifier may be
updated during fitting, e.g. using method(s) as described herein. Optionally, the
memory unit 6 has stored therein or is at least configured to store a manufacture unit
identifier 182 indicative of the manufacture unit used for manufacture of the hearing

device.

The processing unit 4 is configured to verify the model data 180 based on one or more
of the model information data, e.g. first model information and/or digital signature, the
model name, the model identifier and the manufacture unit identifier 182. The
processing unit is configured to proceed to a model update mode if verification of the
model data fails. The model update mode may be a non-operative mode, i.e. where the

hearing device does not operate as a hearing device.

The processing unit 4 is configured to verify the digital signature of the model
information data and check/verify that a verification criterion is fulfilled. The model data
are then verified or at least partly verified if the digital signature of the model
information data is verified and the verification criterion is met. In one or more
exemplary hearing devices, the verification criterion is met if Ml; = hash(HD_ID, M_N,
M_ID, MU_ID) for one of i =1, 2, ...n, wherein M|; is the i'th model information for the n
different models included in the model information data, hash is a hash function, such
as SHA-2, HD_ID is the hearing device identifier, M_N is the model name, M_ID is the
model identifier, and MU_ID is manufacture unit identifier stored in the memory unit. In
one or more exemplary hearing devices, the verification criterion is met if Ml; =
hash(HD_ID, M_N, M_ID, MU_ID), wherein Ml; is the i'th model information for the i'th

model indicated by the model name.

Fig. 3 schematically illustrates exemplary model data 180 of a hearing device/stored in
a hearing device. The model data 180 comprises model information data 184
comprising model information 186A, 186B, 186C for three different models. The model
information 186A, 186B, 186C is unique for the respective hearing device since it is
based on the hearing device identifier. Further, the model data 180 comprises or is

configured to comprise model name 190 and model identifier 192. The model identifier
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192 is based on the hearing device identifier, the model name 190, and a model

information private key of the hearing device manufacturer, e.g. given as:
M_ID = hash(HD_ID, M_N, MI_PK),

where M_ID is the model identifier, hash is a hash function, HD_ID is the hearing
device identifier, M_N is the model name and MI_PK is the model information private
key, e.g. held by a model identifier generator. The model name and the model identifier
may be assigned to the hearing device during fitting, e.g. using a method as described

herein or during manufacture.

Fig. 4 is an exemplary signalling diagram 400 illustrating an exemplary method of
wirelessly fitting a hearing device. Fitting device 14 obtains hearing device identifier
112 by receiving a HD_ID message 402 including the hearing device identifier 112 from
hearing device 2. The fitting device 14 obtains a model name from a user interface of
the fitting device by a dispenser/using indicating the desired model name of the hearing
device and obtains a model identifier 192 by transmitting a M_ID request 404 including
hearing device identifier 112 and model name 190 or data indicative thereof to server
device 16 acting as model identifier generator. The model identifier generator
generates model identifier 192 to the fitting device based on the hearing device
identifier, the model name 190, and a model information private key of the hearing
device manufacturer and transmits model identifier 192 in a model identifier response
406. Thereby, the manufacturer is able to control which hearing devices are operating
which models and to prevent cloning of a hearing device model for one hearing device
to other devices. The model name 190 and the model identifier 192 are then stored in
the hearing device 2 by sending an update request 408 including the model name 190

and the model identifier 192 to the hearing device 2.

Fig. 5 is an exemplary signalling diagram 400A illustrating an exemplary method of
wirelessly fitting a hearing device. The method comprises obtaining, with the fitting
device 14, model data 180 and/or manufacture unit identifier 182, e.g. by including the
model data 180 and/or manufacture unit identifier 182 in the hearing device identifier
message 402. Thereby a fitting device 14 is able to determine if an update of the model
data, such as model information data, model name and/or model identifier is

necessary.

Fig. 6 illustrates a flowchart of an exemplary method of fitting a hearing device
comprising a processing unit and a memory unit, wherein the processing unit is

configured to compensate for hearing loss of a user of the hearing device. The method
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500 comprises obtaining S1 a hearing device identifier of the hearing device and
obtaining S2 a model name, e.g. from a user interface of a fitting device. Obtaining S1
a hearing device identifier of the hearing device optionally comprises receiving the
hearing device identifier from the hearing device, e.g. via a wireless connection. The
method proceeds to obtaining S3 a model identifier based on the model name and the
hearing device identifier from a model identifier generator; and storing S4 the model

name and the model identifier in the memory unit of the hearing device.

Fig. 7 illustrates a flowchart of an exemplary method of fitting a hearing device
comprising a processing unit and a memory unit, wherein the processing unit is
configured to compensate for hearing loss of a user of the hearing device. Optionally,
the method 500A comprises obtaining S5 model information data based on the hearing
device identifier, e.g. from a server device/model identifier generator and storing S6 the
model information data in the memory unit if a first update criterion S7 is met. The
method 500A may comprise obtaining S8 model data including model information data
from the hearing device. The first update criterion S7 may be met if the hearing device
does not contain model information data, such as first model information or signature,
or the digital signature of the model information data cannot be verified/is not valid. In
the method 500A, obtaining S3 a model identifier and storing S4 the model name and
the model identifier is performed if a second update criterion S9 is met. The second
update criterion S9 may be met if the model name obtained in S2 differs from the
model name of model data obtained from the hearing device in S8. The second update
criterion S9 may be met if model identifier of model data obtained from the hearing
device in S8 is not present or has a default value, such as zero. If the second update
criterion S9 is not met, the method proceeds to fitting S10 hearing device parameters
according to the model name either directly or if the model data of the memory unit are
optionally verified in S11. The method optionally comprises aborting S12 fitting if
verifying S11 the model data, such as the signature, the model name or the model

identifier fails.

Fig. 8 illustrates a flowchart of an exemplary method of fitting a hearing device
comprising a processing unit configured to compensate for hearing loss of a user of the
hearing device, a memory unit and optionally an interface, the memory unit having a
hearing device identifier stored therein. The method 500B comprises obtaining S8
model data from the hearing device and verifying S11 the model data. If verification of

the model data succeeds in S11, the method 500B proceeds to fitting S10 the hearing
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device. If verification of the model data fails in S11, the method 500B optionally

proceeds to aborting S12 fitting of the hearing device.

Fig. 9 illustrates a flowchart of an exemplary method of operating a hearing device
comprising a processing unit configured to compensate for hearing loss of a user of the
hearing device, a memory unit and an interface, the memory unit having a hearing
device identifier and model data comprising model information data indicative of
available models for the hearing device stored therein, the model information data
comprising first model information and a signature. The method 600 comprises
verifying S20 the model data. If verifying S20 the model data fails (no verification) as
determined in S21, the method comprises proceeding S22 to a model update mode.
Verifying S20 the model data comprises verifying S23 the signature of the model
information data and verifying S24 the model data based on model name and/or model
identifier of the model data. The method proceeds to normal operation S25 if verifying

S20 the model data succeeds.
Exemplary hearing devices and methods are set out in the following items.
Item 1. A hearing device comprising

- a processing unit configured to compensate for hearing loss of a user of the

hearing device; and
- amemory unit,
wherein the memory unit has stored therein:
- a hearing device identifier; and

- model data comprising model information data indicative of available models for
the hearing device, the model information data comprising first model

information and a signature, and
wherein the processing unit is configured to:
- verify the model data, and
- proceed to a model update mode if verification of the model data fails.

Item 2. Hearing device according to item 1, wherein to verify the model data comprises

to verify the signature of the model information data.

Item 3. Hearing device according to any of items 1-2, wherein the model data
comprises a model name and/or a model identifier, and wherein to verify the model

data is based on the model name and/or the model identifier.
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Item 4. Hearing device according to item 3, wherein to verify the model data comprises
to determine if a verification criterion based on the hearing device identifier, the model
name and the model identifier is fulfilled, wherein verification fails if the verification

criterion is not met.

Item 5. Hearing device according to any of items 3-4, wherein to verify the model data
comprises to perform a check function based on the hearing device identifier, the
model name and the model identifier, to select model information corresponding to the
model name and to compare the result of the check function with the model information
corresponding to the model name, and wherein verification of the model data fails if the

result of the check function does not match the corresponding model information.

Item 6. Hearing device according to any of items 1-5, wherein the memory unit has a
manufacture unit identifier stored therein, and wherein to verify the model data is based

on the manufacture unit identifier.

Item 7. Method of fitting a hearing device comprising a processing unit and a memory
unit, wherein the processing unit is configured to compensate for hearing loss of a user

of the hearing device, the method comprising
- obtaining a hearing device identifier of the hearing device;
- obtaining a model name;

- obtaining a model identifier based on the model name and the hearing device

identifier from a model identifier generator; and
- storing the model name and the model identifier in the memory unit.

Item 8. Method according to item 7, wherein the method comprises obtaining model
information data based on the hearing device identifier and storing the model

information data in the memory unit if a first update criterion is met.

Item 9. Method according to any of items 7-8, wherein obtaining a model identifier and
storing the model name and the model identifier is performed if a second update

criterion is met.

Item 10. Method according to any of items 7-9, wherein the method comprises
retrieving model name, model identifier and model information data from the memory
unit; verifying a signature of the model information data, verifying the model name and
the model identifier based on the model information data and the hearing device
identifier; and aborting fitting if verifying the signature, the model name or the model

identifier fails.
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Item 11. Method according to any of items 7-10, the method comprising fitting hearing

device parameters according to the model name.

ltem 12. Method of fitting a hearing device comprising a processing unit configured to
compensate for hearing loss of a user of the hearing device, a memory unit and an
interface, the memory unit having a hearing device identifier stored therein, the method

comprising
- obtaining model data from the hearing device;
- verifying the model data; and
- fitting the hearing device if verification of the model data succeeds.

Item 13. Method of operating a hearing device comprising a processing unit configured
to compensate for hearing loss of a user of the hearing device, a memory unit and an
interface, the memory unit having a hearing device identifier and model data
comprising model information data indicative of available models for the hearing device
stored therein, the model information data comprising first model information and a

signature, wherein the method comprises
- verifying the model data; and
- proceeding to a model update mode if verifying the model data fails.

ltem 14. Method according to item 13, wherein verifying the model data comprises

verifying the signature of the model information data.

Item 15. Method according to any of items 13-14, wherein the model data comprises a
model name and/or a model identifier, and wherein verifying the model data comprises

verifying the model data based on the model name and/or the model identifier.

Although particular features have been shown and described, it will be understood that
they are not intended to limit the claimed invention, and it will be made obvious to those
skilled in the art that various changes and modifications may be made without
departing from the spirit and scope of the claimed invention. The specification and
drawings are, accordingly to be regarded in an illustrative rather than restrictive sense.
The claimed invention is intended to cover all alternatives, modifications and

equivalents.
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LIST OF REFERENCES
1 system
2 hearing device
4 processing unit
5 microphone
6 memory unit
7 receiver
8 interface
10 client device
12 manufacturing device
14 fitting device
16 server device
21 communication link between client device and hearing device
22 communication link between server device and manufacturing device
23 communication link between hearing device and manufacturing device
24 communication link between server device and client device/fitting device
100 hearing device certificate
112 hearing device identifier
178 security settings
178A primary security settings
178B secondary security settings
180 model data
182 manufacture unit identifier
184 model information data
186A first model information
186B second model information

186C third model information
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188 digital signature
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400, 400A  signalling diagram
402 hearing device identifier message
404 model identifier request
406 model identifier response
408 update request

500, 500A, 500B method of fitting a hearing device

600

method of operating a hearing device
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CLAIMS
1. A hearing device comprising

- aprocessing unit configured to compensate for hearing loss of a user of the

hearing device; and
- amemory unit,
wherein the memory unit has stored therein:
- a hearing device identifier; and

- model data comprising model information data indicative of available models for
the hearing device, the model information data comprising first model

information and a signature, and
wherein the processing unit is configured to:
- verify the model data, and

- proceed to a model update mode if verification of the model data fails.

2. Hearing device according to claim 1, wherein to verify the model data comprises to

verify the signature of the model information data.

3. Hearing device according to any of the preceding claims, wherein the model data
comprises a model name and/or a model identifier, and wherein to verify the model

data is based on the model name and/or the model identifier.

4. Hearing device according to claim 3, wherein to verify the model data comprises to
determine if a verification criterion based on the hearing device identifier, the model
name and the model identifier is fulfilled, wherein verification fails if the verification

criterion is not met.

5. Hearing device according to any of claims 3-4, wherein to verify the model data
comprises to perform a check function based on the hearing device identifier, the
model name and the model identifier, to select model information corresponding to the

model name and to compare the result of the check function with the model information
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corresponding to the model name, and wherein verification of the model data fails if the

result of the check function does not match the corresponding model information.

6. Hearing device according to any of the preceding claims, wherein the memory unit
has a manufacture unit identifier stored therein, and wherein to verify the model data is

based on the manufacture unit identifier.

7. Method of fitting a hearing device comprising a processing unit and a memory unit,
wherein the processing unit is configured to compensate for hearing loss of a user of

the hearing device, the method comprising
- obtaining a hearing device identifier of the hearing device;
- obtaining a model name;

- obtaining a model identifier based on the model name and the hearing device
identifier from a model identifier generator; and

- storing the model name and the model identifier in the memory unit.

8. Method according to claim 7, wherein the method comprises obtaining model
information data based on the hearing device identifier and storing the model

information data in the memory unit if a first update criterion is met.

9. Method of fitting a hearing device comprising a processing unit configured to
compensate for hearing loss of a user of the hearing device, a memory unit and an
interface, the memory unit having a hearing device identifier stored therein, the method

comprising
- obtaining model data from the hearing device;
- verifying the model data; and

- fitting the hearing device if verification of the model data succeeds.

10. Method of operating a hearing device comprising a processing unit configured to
compensate for hearing loss of a user of the hearing device, a memory unit and an

interface, the memory unit having a hearing device identifier and model data



DK 2015 70433 A1
P81500960DK00

22

comprising model information data indicative of available models for the hearing device
stored therein, the model information data comprising first model information and a

signature, wherein the method comprises
- verifying the model data; and

- proceeding to a model update mode if verifying the model data fails.
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