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The method of protection of a microcircuit against an attack
includes:
a step (205) of determining if an attack has been detected,
if an attack has been detected, a step (210, 510) of execut-
ing a protection function, and
if no attack has been detected, a step (215, 515) of execut-
ing a decoy function simulating the protection function
and perceptible from outside the microcircuit in a man-
ner substantially identical to the protection function. In
some embodiments the decoy function has a power con-
sumption substantially identical to that of the protection
function, the protection function effects a step of writing
predetermined data at a first address of a non-volatile
memory, and the decoy function effects a step of writing
in non-volatile memory at a second address different
from the first address.
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METHOD AND DEVICE FOR PROTECTION
OF A MICROCIRCUIT AGAINST ATTACKS

[0001] The present invention concerns a method and a
device for protection of a microcircuit against attacks. It
particularly applies to the protection of smart cards against
side channel attacks with power analysis.

[0002] To protect the data and programs that they store,
microprocessor cards can use a “kill-card” flag. If the card
detects an event that it considers to be an attack, it sets this flag
irreversibly to a given value and this flag having this value
prevents subsequent operation of the microprocessor. This
flag is stored in non-volatile memory and setting the flag to
the given value involves effecting a write operation in non-
volatile memory (by the execution of a so-called “Killcard”
function).

[0003] Sophisticated attacks are based on an analysis of
execution in order to detect the execution of a protection, or
counter-measure, function launched by a microcircuit in
order to interfere with the execution of that protection func-
tion by a physical action on the microcircuit (by interfering
with the clock frequency supplied to the microcircuit, by laser
action on an area of the circuit, etc.) or to prevent the execu-
tion of'this protection function (for example by cutting off the
power supply of the microcircuit). Thus detection of execu-
tion of the protection function is a precursor to interfering
with it or inhibiting it. This enables the attacker to succeed in
their attack by rendering the protection function inoperative
or weakening it.

[0004] Some of these sophisticated attacks use power
analysis to determine the operation of the microprocessor. In
particular, write operations in non-volatile memory impose a
very much greater power consumption than arithmetic opera-
tions in random-access memory. Power analysis therefore
exploits the fact that different operations consume different
amounts of electricity. These different operations thus have
different signatures in terms of power consumption. The fact
that a write operation in non-volatile memory is very distinc-
tive, because of its high power consumption, enables the
attack to prevent the flag taking the given value that prohibits
subsequent use of the microprocessor. As soon as the signa-
ture of this write operation is detected by the attack, the power
supply of the microprocessor is cut off and the write operation
is not completed.

[0005] The present invention aims to remedy these draw-
backs.
[0006] To this end, a first aspect of the present invention is

directed to a method of protection of a microcircuit against an
attack, characterized in that it includes:
[0007] a step of determining if an attack has been
detected,
[0008] if an attack has been detected, a step of executing
a protection function, and
[0009] ifno attack has been detected, a step of executing
a decoy function simulating the protection function and
perceptible from outside said microcircuit in a manner
substantially identical to the protection function.
[0010] Thus an attacker cannot determine whether their
attack has been detected by perceiving the execution of the
protection function since even if the attack has not been
detected the decoy function simulates the execution of the
protection function.
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[0011] It is seen that the simulation of the protection func-
tion by the decoy function is preferably executed until it is no
longer possible for an attacker to exploit detection of execu-
tion of the protection function to complete their attack suc-
cessfully. Thus the decoy function preferably has a duration
greater than or equal to that of the protection function or to the
time taken by the protection function to prohibit normal
operation of the microcircuit, after which time the decoy
function can be perceived without this preventing protection
of the microcircuit.

[0012] Itis seen that a physical magnitude perceptible out-
side the microcircuit and modulated by the protection func-
tion and by the decoy function can be radiation or an electro-
magnetic field, a resistance, a capacitance, an inductance, a
voltage, a current or a power consumption, for example.
[0013] According to particular features, following a step of
determining if an attack has been detected, the protection
function is not executed if the decoy function is executed.
[0014] According to particular features, the decoy function
has a power consumption substantially identical to that of the
protection function.

[0015] Accordingly, if the power consumption resulting
from the execution of the protection function is perceptible
from outside the microcircuit, then during normal operation
of the circuit a decoy function is executed having the same
power consumption signature. Thus the attacker can no
longer distinguish, on the basis of the power consumption of
the microcircuit, between execution of a protection function
and normal operation of the microcircuit.

[0016] As mentioned above, if the attacker blocks the
power supply of the microcircuit each time that the decoy
function is triggered, they can no longer analyze the operation
of the microcircuit. The attack thus becomes ineffective and
the microcircuit is protected against this type of attack. Note
that, in this type of attack, if the attacker does not cut off the
power supply when they detect the power consumption of the
decoy function, in order to continue observation of the opera-
tion of the microcircuit after the execution of a decoy func-
tion, they necessarily allow the protection function to be
executed as soon as their attack has been detected.

[0017] According to particular features, the protection
function is a function that disables the microcircuit, prefer-
ably by writing data in non-volatile memory. For example, the
protection function is a “Killcard” function described above.
[0018] According to particular features, the protection
function effects a step of writing predetermined data at a first
address of a non-volatile memory.

[0019] Thus executing a decoy function having the same
power consumption signature as the “Killcard” function dur-
ing normal operation of the microcircuit, even in the absence
of detection of an attack, renders the attack ineffective.
[0020] According to particular features, the decoy function
effects a step of writing in non-volatile memory at a second
address different from the first address.

[0021] According to particular features, during the step of
writing at the second address by the decoy function, the same
number of bits is written as during writing at the first address
by the protection function, and the same writing algorithm is
used as for writing at the first address by the protection func-
tion.

[0022] According to particular features, during the step of
the decoy function writing at the second address, said prede-
termined data is written at said second address.
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[0023] According to particular features, during the step of
execution of the decoy function, data different from said
predetermined data is written in non-volatile memory at the
first address.

[0024] Each ofthe above particular features strengthens the
similarity of the signatures of the protection function and the
decoy function in terms of power consumption.

[0025] According to particular features, said steps of writ-
ing in non-volatile memory use a different algorithm to other
steps of writing in non-volatile memory effected during nor-
mal operation of the microcircuit.

[0026] Note that the algorithm can be different in terms of
software or hardware, the latter option applying when the
cells of the memory are of different kinds.

[0027] According to particular features, during at least
some of said steps of writing in non-volatile memory, verifi-
cation data is not used. In particular no checksum is used.
[0028] According to particular features, during at least
some of said steps of writing in non-volatile memory, the data
written is not reread.

[0029] According to particular features, during at least
some of said steps of writing in non-volatile memory, the
writing area is not erased.

[0030] Thanks to each of these provisions, the writing steps
are accelerated and the risk thus reduced of the attack having
time to cut off the power supply before the end of the “Kill-
card” function, without the signatures of the different func-
tions being different. Moreover, the operation of the micro-
circuit is accelerated since the execution times of some write
functions are reduced. Finally, wear of the memory cells
concerned by the decoy function is reduced by reducing the
number of write/read cycles.

[0031] According to particular features, if the rewriting of
data in non-volatile memory is perceptible from outside said
microcircuit, in exactly the same way as the initial writing of
said data, the decoy function does not erase the writing area.
In this case, the protection function, which imposes a write
operation, and the decoy function which, apart from its first
iteration, can include identical rewrite operations, can have
the same signature without the so-called “erase” preliminary
phase.

[0032] According to particular features, said erasing of the
write area is replaced, in each write step from which it is
absent, by partial erasing of the write area.

[0033] For example, such partial erasing is produced by
discharging (or charging, according to the memory architec-
ture) each memory cell affected by the write operation for a
time less than that enabling complete discharging (or charg-
ing) of the memory cell.

[0034] According to particular features, the protection
function effects said step of erasing the writing area.

[0035] Thanks to these provisions, the operation of the
microcircuit is accelerated, since the decoy function does not
always erase the writing area, whilst guaranteeing correct
writing by the protection function on detection of an attack.
[0036] According to particular features, some executions of
the decoy function include said step of erasing the writing
area. This feature applies, in particular, to the case where the
write and rewrite signatures are not identical and the protec-
tion function includes the preliminary phase of erasing the
cells where the write operation is to be effected.

[0037] According to particular features, the protection
function effects a step of encryption of at least one sensitive
item of data.
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[0038] According to particular features, the decoy function
has no function other than simulating the protection function.
[0039] Thus the decoy function is not functional and has no
influence on the operation of the microcircuit outside its
execution phase. For example, the decoy function writes data
that is never read or encrypts data of no utility for the opera-
tion of the microcircuit. Thanks to these provisions, a faster
decoy function can be provided, for example, faster writing,
for example, with no erasing step and/or no step of verifica-
tion of written data, unless the decoy function were useful to
the operation of the microcircuit.
[0040] A second aspect of the present invention is directed
to a device for protection of a microcircuit against an attack,
characterized in that it includes:
[0041] means for determining if an attack has been
detected,
[0042] appropriate control means adapted:
[0043] if an attack has been detected, to execute a
protection function, and
[0044] if no attack has been detected, to execute a
decoy function simulating the protection function and
perceptible from outside said microcircuit in a man-
ner substantially identical to the protection function.
[0045] A third aspect of the present invention is directed to
apocket or mobile electronic entity that includes the device of
the present invention, as succinctly described above.
[0046] For example this electronic entity is a PDA (per-
sonal digital assistant), a USB (universal serial bus) key, a
memory card, a mobile telephone, an electronic passport or a
smart card (i.e. a secure card conforming to the ISO 7816
standard, for example certified according to the common
criteria).
[0047] The advantages, objects and particular features of
this device and this entity being similar to those of the method
of the present invention, as succinctly described above, they
are not repeated here.
[0048] Other advantages, objects and features of the
present invention will emerge from the following description
given by way of nonlimiting explanation with reference to the
appended drawings, in which:
[0049] FIG. 1 represents, diagrammatically, one particular
embodiment of the device of the present invention,
[0050] FIG. 2 represents, in the form of a flowchart, steps
executed in a first particular embodiment of the method of the
present invention,
[0051] FIG. 3 represents, in the form of a flowchart, steps
executed in a normal step of writing a non-volatile memory,
[0052] FIG. 4 represents, in the form of a flowchart, steps
executed in a preferred variant of the first embodiment of the
method of the present invention, and
[0053] FIG. 5 represents, in the form of a flowchart, steps
executed in a second particular embodiment of the method of
the present invention.
[0054] Inthe following description, it is considered, by way
of example, that the physical magnitude perceptible from
outside the microcircuit is the power consumption, because
the attacks known at present concern this. However, the
present invention is not limited to this type of physical mag-
nitude modulated on the detection of an attack, but, indeed, to
the contrary, encompasses all modulated physical magni-
tudes perceptible from outside a microcircuit, by contact with
that microcircuit or connections made to it or remotely.
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[0055] Thus one modulated physical magnitude to which
the present invention relates can be radiation or an electro-
magnetic field, a resistance, a capacitance, an inductance, a
voltage, a current or a power consumption, for example.
[0056] If an attack is detected, a protection function pro-
tecting the microcircuit is executed by modulating accord-
ingly at least one predetermined physical magnitude percep-
tible from outside said microcircuit. According to the present
invention, during normal operation of the microcircuit, a
decoy function is executed simulating the protection function
by modulating each of said predetermined physical magni-
tudes perceptible from outside said microcircuit in a manner
substantially identical to the protection function. This simu-
lation of the protection function by the decoy function is
preferably executed up to a time at which it is no longer
possible for an attacker to exploit detection of execution of the
protection function to carry their attack forward successfully.
Thus the decoy function preferably has a duration greater than
or equal to the time taken by the protection function to pro-
hibit the normal operation of the microcircuit, and the decoy
function can be perceptible after this time without this pre-
venting protection of the microcircuit.

[0057] There is seen, in FIG. 1, a microcircuit card 105
including, interconnected by a bus 155, a microprocessor
110, inputs/outputs 115, a read-only memory 120 storing an
operating system 125, and a non-volatile memory 130 includ-
ing a memory matrix 135 and controlled directly by the
microprocessor 110.

[0058] A rapid writing program 150 described with refer-
ence to FIG. 4 is stored either in the read-only memory 120,
as shown in FIG. 1, or in the non-volatile memory 130, or is
hardwired in the microprocessor 110. Alternatively, the pro-
gram 150 is implemented directly by the operating system
125 stored in the read-only memory 120.

[0059] The read-only memory 120 or the non-volatile
memory 130 stores instructions of an operating program of
the card 105. This program executes in particular the steps of
the particular embodiment of the method shown in FIG. 2.
[0060] As shown in FIGS. 2 and 5, the method of the
present invention is executed each time that the operation of
the microcircuit card 105 includes a step 205 of determining
if an attack is taking place, using techniques known in the art.
[0061] If an attack is detected, a protection function is
executed to protect the card and/or its content.

[0062] According to the present invention, even if no attack
is detected, a decoy function is executed simulating the pro-
tection function and perceptible, from outside said microcir-
cuit, in a manner substantially identical to the protection
function.

[0063] Insimple embodiments, the decoy function is iden-
tical to the protection function except for a parameter or
variable value, and those values have the same number of bits
and where appropriate the same number of bits at “0”.
[0064] As shown in FIG. 2, in some embodiments, the
protection function consists, in a step 210, of writing prede-
termined data at a first address of a non-volatile memory. This
is a matter, for example, of setting to a predetermined value a
“Killflag” by writing predetermined data at a first address of
the non-volatile memory corresponding to that flag.

[0065] In these embodiments, according to the present
invention, even if no attack is detected, a step 215 is executed
of'executing a function having the same signature, in terms of
power consumption, as the step of writing predetermined data
at the first address of the non-volatile memory.
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[0066] Insimpleembodiments, during the step of execution
of'the decoy function, the non-volatile memory is written at a
second address different from the first address.

[0067] Forthe signatures to be as similar as possible, during
the step of writing at the second address, the same number of
bits is written as in the predetermined data and the same
writing protocol is used as when writing the predetermined
data. During the step of writing at the second address, the
predetermined data is preferably written at the second
address.

[0068] For example, if the function “Killcard(address1)” is
used on detection of an attack, the function “Killcard(ad-
dress2)” is executed if no attack is detected.

[0069]
follows:

A corresponding code or series of instructions is as

If attack detected {
Complete processing of the current APDU;
Killcard(addressl);

Else {
Complete processing of the current APDU
Killcard(address 2);

}

[0070] Alternatively, the protection function “killcardl (ad-
dress1)” is different from the decoy function “killcard2(ad-
dress2)”, the second function being executed, for example,
without rereading or verifying verification data, as explained
hereinafter.

[0071] As shown in FIG. 5, in some embodiments, the
protection function consists, during a step 510, of encrypting
atleast one sensitive object stored in the non-volatile memory
using a secret key, writing it in the non-volatile memory and
rendering the version in clear of the sensitive object inacces-
sible, for example by erasing it. Thus once the data has been
encrypted, the microcircuit can no longer function normally.

[0072] In these embodiments, according to the present
invention, even if no attack is detected, during the operation
of'the microcircuit a step 515 is executed to execute a function
having the same signature, in terms of power consumption, as
the step of encrypting each sensitive object and writing in
non-volatile memory. For example, during the step 515, data
is encrypted that is of no utility to the operation of the micro-
circuit.

[0073] Because encryption is reversible, using asymmetri-
cal or symmetrical key, the issuer of the card can decrypt each
item of sensitive data encrypted in this way during the step
510, rewrite it in non-volatile memory, and thus render the
card operational again.

[0074] Alternatively, data is only partially encrypted by the
decoy function. The decoy function then does not have as
long a duration as the protection function. Even if the attacker
can then detect the protection function, of longer duration,
and immediately cut off the power supply of the microcircuit,
the microcircuit is protected because data necessary for at
least its normal operation is erased, even if all of the data that
should be erased by the protection function has not been
erased.

[0075] As described hereinafter with reference to FIG. 4, a
variant of this algorithm uses a modified Killcard function so
that, on writing at the first or second address, there is no



US 2010/0064370 Al

erasing of the writing area, rereading and/or verification of
verification data, in particular the checksum. To this end,
before executing the write operation, the microprocessor of
the card determines if that write operation concerns the
address addressl or address2. If so, the simplified write
operation (see FIG. 4) is used. If not, the complete write
operation (see FIG. 3) is executed. Note that the difference in
processing can also result from the architecture of the
memory itself.

[0076] Invariants, during the step of execution of the decoy
function, data different from said predetermined data is writ-
ten in non-volatile memory at the first address, the predeter-
mined data being written at the same address by the protection
function.

[0077] As seen in FIG. 3, a commonly used protocol for
writing data in non-volatile memory includes:

[0078] a step 305 of erasing the writing area, at least at
the address where data must be written; this is called the
“erase” step;

[0079] a step 310 of determining at least one checksum
from the data that must be written;

[0080] astep 315 of writing the data and each checksum
determined during the step 310;

[0081] astep 320 of rereading the data written and each
checksum, and

[0082] a step 325 of determining the validity of the check-
sum by determining each corresponding checksum in the read
data and comparing it with the checksum read.

[0083] Note that the step 305 of erasing the write area can
consist in leveling the charges of the write area.

[0084] Clearly, this writing protocol imposes a very long
writing step that wears the memory and slows execution.
[0085] Note here that the detection of a checksum error for
the address address2 having no consequence, since the data
written is never reread, in some embodiments no action is
triggered in the event of such detection.

[0086] In other embodiments, this detection is considered
to be an indication of an attack. If another indication is
detected, linked for example to the number of uses of an
encryption key or of authentications of the card exceeding a
limit value, it is decided that an attack is taking place and the
microcircuit protection function is executed.

[0087] As seen in FIG. 4, in preferred embodiments of the
method of the present invention, the protocol for writing at the
second address and where appropriate also at the first address
does not include:

[0088] the step of erasing the write area; this step can be
retained for certain write operations chosen at random or
cyclically, during a step 405;

[0089] the step of determination of at least one check-
sum; this step can be retained for certain write opera-
tions chosen at random or cyclically, during a step 410;

[0090] the step of writing checksum(s); this step can be
retained during a step 416 for each checksum deter-
mined during a step 410;

[0091] the step of rereading the written data; this step can
be retained during a step 420 for data leading to the
determination of at least one checksum;

[0092] the step of determining the validity of the check-
sums by repeating the determination of each corre-
sponding checksum in the read data; this step can be
retained during a step 425 for data leading to the deter-
mination of at least one checksum.
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[0093] Accordingly, in a preferred embodiment, the proto-
col for writing in non-volatile memory at the first or second
address includes only:

[0094] the step 415 of writing the data, and

[0095] for only some data writing operations chosen at
random or cyclically, the step 405 of erasing the write
area and/or the steps 410, 416, 420 and 425.

[0096] Note here that it is possible for the writing effected
by the decoy function never to include the erasing of the write
area if the write operation, on the one hand, and the retention
of the written state, on the other hand, have the same signa-
ture. Ifthese signatures are different, when the decoy function
is repeated without erasing the write area, it retains the same
cells of the non-volatile memory in the written state, which
would involve a different signature of the protection function
which, by definition, corresponds to a change of state of cells
of the non-volatile memory. Accordingly, if these signatures
are different, at least some of the decoy functions (for
example selected cyclically or at random) include erasing the
write area.

[0097] Alternatively, instead of eliminating completely the
erasing of the write area, there is partial erasure. Such partial
erasure can consist in discharging (or charging, depending on
the architectures) each memory cell affected by the write
operation for a duration less than that for completely dis-
charging (or charging) the memory cell.

[0098] In some embodiments, the writing in non-volatile
memory effected by the protection function includes gener-
ating, writing, rereading and verifying checksums whereas
the writing in non-volatile memory effected by the decoy
function does not include these. Alternatively, as explained
hereinafter, only some write operations (selected cyclically or
atrandom) effected by the decoy function include generating,
writing, rereading and verifying checksum(s). In the latter
two cases, wear of the memory is reduced, the speed of
normal operation of the microcircuit is increased, at the same
time as preventing an attacker from recognizing the execution
of the protection function.

[0099] Consequently, the write finalization delay is very
short, compared to the prior art, because there is no erasing of
the write area and/or no use of checksum(s).

[0100] This avoids excessive slowing of the operation of
the microcircuit through the repeated execution of the decoy
function. Moreover, wear of the memory by the write opera-
tions executed by the decoy function is reduced. The memory
cells used by the decoy function could age fairly quickly since
the memories have a limited lifetime in terms of number of
write cycles. By eliminating the step of rereading the written
data and the step of erasing the writing area, not only is the
writing time reduced but also the lifetime of the memory cells
used by the decoy function is extended.

[0101] Note also that, if aging of the cell causes errors
detectable by using a checksum, the latter checksum can be
used to detect this deterioration. In this case, the operating
program can automatically switch writing by the decoy func-
tion to another, unused cell.

[0102] Note that the present invention can be implemented
in the form of a program executed in the microcircuit or in the
form of a dedicated integrated circuit, for example an ASIC
(application-specific integrated circuit), a programmable
logic circuit or a logic integrated circuit that can be repro-
grammed after its fabrication.
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[0103] When a microcircuit card implements the preferred
embodiment of the method of the present invention, the
attacker analyzing the power consumption cannot determine
in which case the card is acting after detection of an attack.
[0104] Insomeembodiments,apocketor mobile electronic
entity includes a microcircuit protection device that uses the
protection method of the present invention.

[0105] For example this electronic entity is a PDA (per-
sonal digital assistant), a USB (universal serial bus) key, a
memory card, a mobile telephone, an electronic passport or a
smart card (i.e. a secure card conforming to the ISO 7816
standard, for example certified according to the common
criteria).

[0106] Note that the decoy function preferably has no other
effect/result/function than acting as a decoy for the protection
function, being perceptible from outside the microcircuit in
substantially exactly the same way as the protection function.
[0107] Thus the decoy function is not functional and does
not influence the operation of the microcircuit outside the
phase of execution of this decoy function. For example, the
decoy function writes data that is never read or used or
encrypts data that is of no utility to the operation of the
microcircuit. Thanks to this preferred feature, a faster decoy
function can be provided, for example faster writing, for
example, with no step of erasing and/or no step of verifying
written data, unless the decoy function were to be useful to the
operation of the microcircuit.

1. Method of protection of a microcircuit against an attack,
which includes:

a step of determining if an attack has been detected,

if an attack has been detected, a step of executing a protec-

tion function, and

if no attack has been detected, a step of executing a decoy

function simulating the protection function and percep-
tible from outside said microcircuit in a manner substan-
tially identical to the protection function.

2. Method according to claim 1, wherein the decoy func-
tion has a power consumption substantially identical to that of
the protection function.

3. Method according to claim 2, wherein the protection
function effects a step of writing predetermined data at a first
address of a non-volatile memory.

4. Method according to claim 3, wherein the decoy func-
tion effects a step of writing in non-volatile memory at a
second address different from the first address.

5. Method according to claim 4, wherein, during the step of
writing at the second address by the decoy function, the same
number of bits is written as during the writing at the first
address by the protection function, and the same writing
algorithm is used as for writing at the first address by the
protection function.

6. Method according to claim 4, wherein said steps of
writing in non-volatile memory use a different algorithm to
other steps of writing in non-volatile memory effected during
normal operation of the microcircuit.

Mar. 11, 2010

7. Method according to claim 4, wherein, during at least
one of said steps of writing in non-volatile memory, verifica-
tion data is not used.

8. Method according to claim 1, wherein the protection
function effects a step of writing predetermined data at a first
address of a non-volatile memory.

9. Method according to claim 8, wherein the decoy func-
tion effects a step of writing in non-volatile memory at a
second address different from the first address.

10. Method according to claim 9, wherein, during the step
of writing at the second address by the decoy function, the
same number of bits is written as during writing at the first
address by the protection function, and the same writing
algorithm is used as for writing at the first address by the
protection function.

11. Method according to claim 9, wherein said steps of
writing in non-volatile memory use a different algorithm to
the other steps of writing in non-volatile memory effected
during normal operation of the microcircuit.

12. Method according to claim 9, wherein, during at least
one of said steps of writing in non-volatile memory, verifica-
tion data is not used.

13. Method according to claim 9, wherein, during at least
one of said steps of writing in non-volatile memory, the writ-
ten data is not reread.

14. Method according to claim 9, wherein, during at least
one of' said steps of writing in non-volatile memory, erasing of
the write area is not effected.

15. Method according to claim 14, wherein, if the rewriting
of data in non-volatile memory is perceptible from outside
said microcircuit, in identical manner to the initial writing of
said data, the decoy function does not include erasing the
writing area.

16. Method according to claim 14, wherein the protection
function uses said step of erasing the writing area.

17. Method according to claim 16, wherein some execu-
tions of the decoy function include said step of erasing the
writing area.

18. Method according to claim 1, wherein the protection
function effects a step of encryption of at least one sensitive
item of data.

19. Method according to claim 1, wherein the decoy func-
tion has no function other than simulating the protection
function.

20. Device for protection of a microcircuit against an
attack, which includes:

means for determining if an attack has been detected,

control means adapted:

if an attack has been detected, a protection function, and

if no attack has been detected, to execute a decoy func-
tion simulating the protection function and percep-
tible from outside said microcircuit in a manner sub-
stantially identical to the protection function.
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