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(57) Abstract: Methods, systems and computer program products for organizing and displaying in real-time data related to a plurality of
documents. A plurality of documents and a plurality of entity identifiers are stored in a relational database storage. Fach entity identifier
has an entity type selected from a plurality of entity types. A plurality of entity associations between the plurality of entity identifiers
and the plurality of documents are stored in a non-relational database storage. Each entity association defines a relationship between
one or more entity identifiers and a selected document in the plurality of documents. A plurality of file icons are displayed in a display
interface. The plurality of file icons includes active icons corresponding to a election of the plurality of documents where the selection
is determined by querying he non-relational database storage using at least one currently-selected entity identifier.
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REAL-TIME DOCUMENT FILTERING SYSTEMS AND METHODS

Field

[1] The described embodiments relate to managing electronic documents, and in
particular systems, methods and computer program products for filtering electronic

documents.

Background

[2] Filing cabinets and file folders have long been used to store important
documents. As important personal and business documents are increasingly
generated and disseminated electronically, individuals are using electronic database
storage systems to store their important documents. As with physical filing cabinets,
electronic folders and documents must be carefully organized and managed to make
document retrieval convenient and easy.

[3] Documents relating to different personal and business matters may be stored
within the same database structure. An individual may store documents relating to
their personal lives, one or more businesses or corporations, as well as documents
relating to trusts for their children or spouses. Because electronic documents can be
easily duplicated, documents may be stored in multiple locations in a database. For
example, multiple copies of a financial document can be quickly and easily stored in
different folders for an individual’s banking records and their tax records. As a result,
the apparent number of documents to be sorted and managed can be much greater
with electronic storage systems.

[4] Users typically have high expectations of electronic document management
systems. Users expect to be able to rapidly move documents to different storage
locations in the document management system and navigate through different
sections of the database. As users navigate the database, data displayed about
folder content and relationships is expected to be up to date and reflect recent
modifications. When the data presented is incorrect or not updated quickly, this can
lead to user frustration. With large databases, updates may take time to propagate
through the database structure because complex or inefficient computations may be
necessary to update different sections of the database. These issues may be
particularly noticeable in cloud-based document management systems, where user

operations are being processed remotely.
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[4A] Any discussion of documents, acts, materials, devices, articles or the like
which has been included in the present specification is not to be taken as an
admission that any or all of these matters form part of the prior art base or were
common general knowledge in the field relevant to the present disclosure as it

existed before the priority date of each of the appended claims.

Summary

[4B] Throughout this specification the word "comprise", or variations such as
"comprises" or "comprising", will be understood to imply the inclusion of a stated
element, integer or step, or group of elements, integers or steps, but not the
exclusion of any other element, integer or step, or group of elements, integers or
steps.
[4C] In one aspect there is provided a method for organizing and displaying in real-
time data related to a plurality of documents, the method comprising:
storing a plurality of documents and a plurality of document categories in a
relational database storage;
assigning each document in the plurality of documents to at least one of the
document categories;
storing a plurality of user identifiers in the relational database storage, each of
the plurality of user identifiers having an entity type selected from a
plurality of entity types;
recording in a non-relational database storage, a plurality of user associations
between the plurality of user identifiers and the plurality of documents,
wherein each user association comprises a relationship between one
or more user identifiers from the plurality of user identifiers and a
selected document in the plurality of documents;
recording, in the non-relational database storage, a plurality of category
associations between the plurality of user identifiers and the plurality of
document categories, wherein each category association comprises a
category relationship between a selected category in the plurality of
document categories and the one or more user identifiers; and
displaying a plurality of file icons in a display interface, the plurality of file

icons including active icons corresponding to a selection of at least one
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of the plurality of documents and the plurality of document categories,
wherein the selection is determined by
querying the non-relational database storage using at least one
currently-selected user identifier;
recording in the non-relational database storage a document
count for each of the document categories in the plurality of document
categories, the document count for each document category indicating
a number of documents in the selection of the plurality of documents
associated with that document category, wherein the plurality of
document categories are recorded in the non-relational data base
storage as a category hierarchy including at least one parent category
and at least one sub-category nested within each parent category,
wherein the category associations for each parent category inherit the
category associations for each of the at least one sub-category nested
within that parent category, wherein the document count in the non-
relational database storage for each parent category is determined by
inheriting the document count from each sub category nested within
that parent category;
determining a selected plurality of document categories by
querying the plurality of category associations in the non-relational
database storage using the at least one currently-selected user
identifier; and
determining the plurality of file icons to include a plurality of
category icons corresponding to the selected plurality of document
categories.
[4D] In another aspect there is provided a non-transitory computer program
product for organizing and displaying in real-time data related to a plurality of
documents, the computer program product comprising a non-transitory computer
readable storage medium and computer-executable instructions stored on the
computer readable storage medium, the instructions for configuring a processor to:
store a plurality of documents and a plurality of document categories in a
relational database storage, wherein each of the documents in the plurality of

documents is assigned to at least one of the document categories;
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store a plurality of entity user identifiers in the relational database storage,
each of the plurality of entity user identifiers having an entity type selected from a
plurality of entity types;
record, in a non-relational database storage, a plurality of entity user
associations between the plurality of entity user identifiers and the plurality of
documents, wherein each entity user association comprises a relationship between
one or more entity user identifiers from the plurality of entity user identifiers and a
selected document in the plurality of documents; and
record, in the non-relational database storage, a plurality of category
associations between the plurality of user identifiers and the plurality of document
categories, wherein each category association comprises a category relationship
between a selected category in the plurality of document categories and one or more
user identifiers; and
display a plurality of file icons in a display interface, the plurality of file icons
including active icons corresponding to a selection of at least one of the plurality of
documents and the plurality of document categories, wherein the selection is
determined by
querying the non-relational database storage using at least one
currently-selected entity user identifier;
recording in the non-relational database storage a document count
for each of the document categories in the plurality of document
categories, the document count for each document category indicating a
number of documents in the selection of the plurality of documents
associated with that document category, wherein the plurality of document
categories are recorded in the non-relational data base storage as a
category hierarchy including at least one parent category and at least one
sub-category nested within each parent category, wherein the category
associations for each parent category inherit the category associations for
each of the at least one sub-category nested within that parent category,
wherein the document count in the non-relational database storage for
each parent category is determined by inheriting the document count from
each sub category nested within that parent category;

2B
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determining a selected plurality of document categories by querying
the plurality of category associations in the non-relational database
storage using the at least one currently-selected user identifier; and
determining the plurality of file icons to include a plurality of
category icons corresponding to the selected plurality of document
categories.
[4E] In another aspect there is provided a system for organizing and displaying in
real-time data related to a plurality of documents, the system comprising:
a relational database storage;
a non-relational database storage coupled to the relational database storage;
and
a server in communication with the relational database storage and the non-
relational database storage, the server configured to
store a plurality of documents and a plurality of document categories in the
relational database storage;
assign each document in the plurality of documents to at least one of the
document categories
store a plurality of entity user identifiers in the relational database storage,
each of the plurality of entity user identifiers having an entity type selected from a
plurality of entity types;
record, in the non-relational database storage, a plurality of entity user
associations between the plurality of entity user identifiers and the plurality of
documents, wherein each entity user association comprises a relationship between
one or more entity user identifiers from the plurality of entity user identifiers and a
selected document in the plurality of documents;
record, in the non-relational database storage, a plurality of category
associations between the plurality of user identifiers and the plurality of document
categories, wherein each category association comprises a category relationship
between a selected category in the plurality of document categories and one or more
user identifiers; and
determine a plurality of file icons to be displayed in a display interface of a

device in communication with the server, the plurality of file icons including active
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icons corresponding to a selection of at least one of the plurality of documents,
wherein the selection is determined by
querying the non-relational database storage using at least one
currently-selected entity user identifier;
recording in the non-relational database storage a document
count for each of the document categories in the plurality of document
categories, the document count for each document category indicating a
number of documents in the selection of the plurality of documents
associated with that document category, wherein the plurality of
document categories are recorded in the non-relational data base
storage as a category hierarchy including at least one parent category
and at least one sub-category nested within each parent category,
wherein the category associations for each parent category inherit the
category associations for each of the at least one sub-category nested
within that parent category, wherein the document count in the non-
relational database storage for each parent category is determined by
inheriting the document count from each sub category nested within that
parent category;
determining a selected plurality of document categories by
querying the plurality of category associations in the non-relational
database storage using the at least one currently-selected user identifier;
and
determining the plurality of file icons to include a plurality of
category icons corresponding to the selected plurality of document
categories.
[5] In a broad aspect, there is provided a method for organizing and displaying in
real-time data related to a plurality of documents. The method can include storing a
plurality of documents in a relational database storage; storing a plurality of entity
identifiers in the relational database storage, each of the plurality of entity identifiers
having an entity type selected from a plurality of entity types; recording in a non-
relational database storage a plurality of entity associations between the plurality of

entity identifiers and the plurality of documents, where each entity association
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identifiers and a selected document in the plurality of documents; and displaying a
plurality of file icons in a display interface, the plurality of file icons including active
icons corresponding to a selection of the plurality of documents, where the selection
is determined by querying the non-relational database storage using at least one
currently-selected entity identifier.

[6] In some embodiments, the method may include storing a plurality of
document categories in the relational database storage; assigning each document in
the plurality of documents to at least one of the document categories; recording in
the non-relational database storage a plurality of category associations between the
plurality of entity identifiers and the plurality of document categories, where each
category association defines a category relationship between a selected category in
the plurality of document categories and one or more entity identifiers; and displaying
the plurality of file icons by determining a selected plurality of document categories
by querying the plurality of category associations in the non-relational database
storage using the at least one currently-selected entity identifier; determining the
plurality of file icons to include a plurality of category icons corresponding to the
selected plurality of document categories; and displaying the plurality of file icons.
[7]1 In some embodiments, the plurality of document categories are recorded in
the non-relation database storage as a category hierarchy including at least one
parent category and at least one sub-category nested within each parent category;
and the category associations for each parent category inherit the category
associations for each of the at least one sub-category nested within that parent

category.
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[8] In some embodiments, the plurality of category associations are determined
by: defining default category associations for each entity type; and determining the
plurality of category associations to include the default category associations for the
entity type of each entity identifier.

[9] In some embodiments, the method may include storing an additional
document in the relational database storage associated with a first document sub-
category; updating the entity associations by defining in the non-relational database
storage a relationship between the additional document and a particular entity
identifier, where the particular entity identifier is not associated with the first
document sub-category; and updating the category associations in the non-relational
database storage for the first document sub-category to include the particular entity
identifier.

[10] In some embodiments, the method may include automatically updating the
category associations in the non-relational database storage for each parent
category the first document sub-category is nested within.

[11] In some embodiments, the method may include determining the selected
plurality of document categories to include all of the document categories associated
with the entity type of each of the at least one currently-selected entity identifier.

[12] In some embodiments, the method may include recording in the non-relational
database storage an icon status for each of the document categories in the plurality
of document categories, where the icon status for each document category is an
active icon status indicating that the corresponding category icon is an active icon
when at least one of the documents in the selection of the plurality of documents is
assigned to that document category and is an inactive icon status otherwise.

[13] In some embodiments, the icon status in the non-relational database storage
for each parent category is determined by inheriting the icon status of each sub-
category nested within that parent category, and the icon status for the parent
category is an active icon status when at least one inherited icon status is active.
[14] In some embodiments, the plurality of file icons displayed include only the
active document icons corresponding to the determined selection of the plurality of
documents.

[15] In some embodiments, the method may include recording in the non-relational
database storage a document count for each of the document categories in the

plurality of document categories, the document count for each document category
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indicating a number of documents in the selection of the plurality of documents
associated with that document category.

[16] In some embodiments, the document count in the non-relational database
storage for each parent category is determined by inheriting the document count
from each sub-category nested within that parent category.

[17] In some embodiments, the method may include modifying the entity
associations for a second selected document in the plurality of documents; and
automatically triggering an update to the category associations for each of the
document categories associated with the second selected document using the
modified entity association for that second selected document.

[18] In another broad aspect, there is provided a computer program product for
organizing and displaying in real-time data related to a plurality of documents, the
computer program product including a non-transitory computer readable storage
medium and computer-executable instructions stored on the computer readable
storage medium, the instructions for configuring a processor to: store a plurality of
documents in a relational database storage; store a plurality of entity identifiers in the
relational database storage, each of the plurality of entity identifiers having an entity
type selected from a plurality of entity types; record in a non-relational database
storage a plurality of entity associations between the plurality of entity identifiers and
the plurality of documents, where each entity association comprises a relationship
between one or more entity identifier from the plurality of entity identifiers and a
selected document in the plurality of documents; and display a plurality of file icons
in a display interface, the plurality of file icons including active icons corresponding to
a selection of the plurality of documents, where the selection is determined by
querying the non-relational database storage using at least one currently-selected
entity identifier.

[19] In another broad aspect, there is provided a system for organizing and
displaying in real-time data related to a plurality of documents, the system can
include: a relational database storage; a non-relational database storage coupled to
the relational database storage; and a server in communication with the relational
database storage and the non-relational database storage, where the server is
configured to store a plurality of documents in the relational database storage; store
a plurality of entity identifiers in the relational database storage, each of the plurality

of entity identifiers having an entity type selected from a plurality of entity types;
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record in the non-relational database storage a plurality of entity associations
between the plurality of entity identifiers and the plurality of documents, where each
entity association defines a relationship between one or more entity identifier from
the plurality of entity identifiers and a selected document in the plurality of
documents; and determine a plurality of file icons to be displayed in a display
interface of a device in communication with the server, the plurality of file icons
including active icons corresponding to a selection of the plurality of documents,
where the selection is determined by querying the non-relational database storage
using at least one currently-selected entity identifier.

[20] In some embodiments, the server may be further configured to store a
plurality of document categories in the relational database storage; assign each
document in the plurality of documents to at least one of the document categories;
record in the non-relational database storage a plurality of category associations
between the plurality of entity identifiers and the plurality of document categories,
where each category association comprises a category relationship between a
selected category in the plurality of document categories and one or more entity
identifiers; and determine the plurality of file icons by determining a selected plurality
of document categories by querying the plurality of category associations in the non-
relational database storage using the at least one currently-selected entity identifier;
and determining the plurality of file icons to include a plurality of category icons
corresponding to the selected plurality of document categories.

[21] In some embodiments, the plurality of document categories are stored in the
non-relational database a category hierarchy including at least one parent category
and at least one sub-category nested within each parent category; and the category
associations for each parent category inherit the category associations for each of
the at least one sub-category nested within that parent category.

[22] In some embodiments, the server may be configured to determine the plurality
of category associations by: defining default category associations for each entity
type; and determining the plurality of category associations to include the default
category associations for the entity type of each entity identifier.

[23] In some embodiments, the server may be configured to: store an additional
document in the relational database storage associated with a first document sub-
category; update the entity associations by defining in the non-relational database

storage a relationship between the additional document and a particular entity
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identifier, where the particular entity identifier is not associated with the first
document sub-category; and update the category associations in the non-relational
database storage for the first document sub-category to include the particular entity
identifier.

[24] In some embodiments, the server may be configured to trigger an automatic
update of the category associations in the non-relational database storage for each
parent category the first document sub-category is nested within.

[25] In some embodiments, the server may be configured to: determine the
selected plurality of document categories to include all of the document categories
associated with the entity type of each of the at least one currently-selected entity
identifier.

[26] In some embodiments, the server may be configured to: record in the non-
relational database storage an icon status for each of the document categories in the
plurality of document categories, where the icon status for each document category
is an active icon status indicating that the corresponding category icon is an active
icon when at least one of the documents in the selection of the plurality of
documents is assigned to that document category and is an inactive icon status
otherwise.

[27] In some embodiments, the server may be configured to determine the icon
status in the non-relational database storage for each parent category by inheriting
the icon status of each sub-category nested within that parent category, and the icon
status for the parent category is an active icon status when at least one inherited
icon status is active.

[28] In some embodiments, the server may be configured to determine the plurality
of file icons to be displayed to include only the active document icons corresponding
to the determined selection of the plurality of documents.

[29] In some embodiments, the server may be configured to: record in the non-
relational database storage a document count for each of the document categories in
the plurality of document categories, the document count for each document
category indicating a number of documents in the selection of the plurality of
documents associated with that document category.

[30] In some embodiments, the document count in the non-relational database
storage for each parent category is determined by inheriting the document count

from each sub-category nested within that parent category.
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[31] In some embodiments, the server may be configured to: modify the entity
association for a second selected document in the plurality of documents; and
automatically trigger an update to the category associations for each of the
document categories associated with the second selected document using the
modified entity association for that second selected document.

Brief Description of the Drawings

[32] A preferred embodiment of the present invention will now be described in
detail with reference to the drawings, in which:

FIG. 1 illustrates a system for filtering and displaying file icons in accordance
with an example embodiment.

FIG. 2 illustrates a process for filtering and displaying file icons in accordance
with an example embodiment.

FIG. 3 illustrates a process for filtering and displaying category icons in
accordance with an example embodiment.

FIG. 4 illustrates an example hierarchy of filters in accordance with an
example embodiment.

FIG. 6 illustrates a flowchart of an example process for updating icon status in
accordance with an example embodiment.

FIGS. 6A-6B illustrate an example of updating document entity associations in
accordance with an example embodiment.

FIGS. 7A-7D illustrate examples of filtering file icons using entity associations
in accordance with an example embodiment.

FIG. 8A illustrates a screenshot of an example user interface for filtering file
icons by jurisdiction in accordance with an example embodiment.

FIG. 8B illustrates a screenshot of an example user interface for filtering file
icons by folder status in accordance with an example embodiment.

FIG. 8C illustrates a screenshot of an example user interface for defining
default category icons in accordance with an example embodiment.

FIG. 8D illustrates a screenshot of an example user interface for filtering file
icons by entity status in accordance with an example embodiment.

FIG. 9A illustrates a screenshot of another example user interface for filtering

file icons by entity status in accordance with an example embodiment.



10

15

20

25

30

WO 2018/039772 PCT/CA2017/050259

FIG. 9B illustrates a screenshot of another example user interface for filtering
file icons by folder status in accordance with an example embodiment.

FIG. 9C illustrates a screenshot of another example user interface of file icons
filtered by entity status in accordance with an example embodimeht.

FIG. 10 illustrates a screenshot of another example user interface for filtering
file icons in accordance with an example embodiment.

FIG. 11 illustrates a screenshot of an example user interface illustrating file
icons with document counts in accordance with an example embodiment.

FIG. 12 illustrates a screenshot of a further example user interface for filtering
file icons in accordance with an example embodiment.

FIG. 13 illustrates an example non-relational database structure that may be

used in the system of FIG. 1 in accordance with an example embodiment.

Description of Exemplary Embodiments

[33] It will be appreciated that for simplicity and clarity of illustration, where
considered appropriate, reference numerals may be repeated among the figures to
indicate corresponding or analogous elements or steps. In addition, numerous
specific details are set forth in order to provide a thorough understanding of the
exemplary embodiments described herein. However, it will be understood by those
of ordinary skill in the art that the embodiments described herein may be practiced
without these specific details. In other instances, well-known methods, procedures
and components have not been described in detail since these are known to those
skilled in the art. Furthermore, it should be noted that this description is not intended
to limit the scope of the embodiments described herein, but rather as merely
describing one or more exemplary implementations.

[34] It should also be noted that the terms “coupled” or “coupling” as used herein
can have several different meanings depending in the context in which these terms
are used. For example, the terms coupled or coupling may be used to indicate that
an element or device can electrically, optically, or wirelessly send data to another
element or device as well as receive data from another element or device.

[35] It should be noted that terms of degree such as "substantially”, "about" and
"approximately" as used herein mean a reasonable amount of deviation of the

modified term such that the end result is not significantly changed. These terms of
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degree may also be construed as including a deviation of the modified term if this
deviation would not negate the meaning of the term it modifies.

[36] Furthermore, any recitation of numerical ranges by endpoints herein includes
all numbers and fractions subsumed within that range (e.g. 1 to 5 includes 1, 1.5, 2,
2.75, 3, 3.90, 4, and 5). It is also to be understood that all numbers and fractions
thereof are presumed to be modified by the term "about" which means a variation of
up to a certain amount of the number to which reference is being made if the end
result is not significantly changed.

[37] The example embodiments of the systems and methods described herein
may be implemented as a combination of hardware or software. In some cases, the
example embodiments described herein may be implemented, at least in part, by
using one or more computer programs, executing on one or more programmable
devices comprising at least one processing element, and a data storage element
(including volatile memory, non-volatile memory, storage elements, or any
combination thereof). These devices may also have at least one input device (e.g. a
pushbutton keyboard, mouse, a touchscreen, and the like), and at least one output
device (e.g. a display screen, a printer, a wireless radio, and the like) depending on
the nature of the device.

[38] It should also be noted that there may be some elements that are used to
implement at least part of one of the embodiments described herein that may be
implemented via software that is written in a high-level computer programming
language such as object oriented programming. Accordingly, the program code may
be written in C, C++ or any other suitable programming language and may comprise
modules or classes, as is known to those skilled in object oriented programming.
Alternatively, or in addition thereto, some of these elements implemented via
software may be written in assembly language, machine language or firmware as
needed. In either case, the language may be a compiled or interpreted language.
[39] At least some of these software programs may be stored on a storage media
(e.g. a computer readable medium such as, but not limited to, ROM, magnetic disk,
optical disc) or a device that is readable by a general or special purpose
programmable device. The software program code, when read by the programmable
device, configures the programmable device to operate in a new, specific and

predefined manner in order to perform at least one of the methods described herein.
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[40] Furthermore, at least some of the programs associated with the systems and
methods of the embodiments described herein may be capable of being distributed
in a computer program product comprising a computer readable medium that bears
computer usable instructions for one or more processors. The medium may be
provided in various forms, including non-transitory forms such as, but not limited to,
one or more diskettes, compact disks, tapes, chips, and magnetic and electronic
storage.

[41] In modern operating systems, documents are typically arranged in directory
structures stored using relational databases. Because these database structures are
well-known, query languages (e.g. SQL) have been developed that facilitate a wide
range of operations on these relational databases. However, relational databases
may have some drawbacks when computational speed is desired. Relational
databases organize the data stored therein into file directories arranged as tables
with rows and columns. In general, every row in a table in the relational database
includes the same columns, regardless of whether the object being defined in that
row has attributes for each column.

[42] In relational databases, recursive calculations can be computationally
expensive to perform using SQL queries. As a result, determining whether a folder
(and all its sub-folders) is empty, the number of documents within a folder, the size of
a folder, is often performed manually.

[43] Similarly, determining the relationship between different document categories
and the characteristics of document filed within those categories (and nested sub-
categories) can be time consuming and computationally complex. The computational
complexity increases as documents are stored across a matrix of different document
hierarchies, and associated with multiple document categories and user entities.

[44] Because of this computational complexity, data regarding the folders in the
database (such as folder size, folder document counts, folder empty status etc.) may
not be tracked and updated in real-time. When users are navigating through
document viewing or document management applications, this can result in outdated
information being presented to a user, or delays in displaying accurate data. For
instance, it may be difficult to determine whether and how many documents are
present in high level folders being navigated through. Where important documents

related to multiple entities and entity types are stored, each of which may have
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different associated categories and category hierarchies, providing real-time data
about the status of multiple document folders can be difficult.

[45] Embodiments of the systems, methods and computer program products
described herein may address some of these above difficulties in browsing and
viewing electronic documents such as personal and business documents belonging
to multiple entities and entity types. Embodiments described herein may provide
remote or cloud based virtual filing cabinets that allow individuals to store documents
in association with different categories and user entities. The embodiments
described herein may facilitate viewing and filtering digital documents by document
associations with business or personal entity identifiers, entity types, jurisdictions, as
well as displaying a real-time count of the documents contained in each folder and
sub-folder.

[46] Embodiments described herein may provide a hybrid database structure to
store documents and document associations. A plurality of documents can be stored
in a relational database storage. The documents may include various document
types, such as personal documents, business documents, legal documents and so
forth.

[47] A plurality of entity identifiers can also be stored in the relational database
storage. The entity identifiers may represent different individuals or groups (e.g. a
person, particular business, charity) for which documents may be stored in the
relational database storage. For example, a user may store documents in the
relational database storage that relate to different personal, business or charitable
matters they are involved in. Entity identifiers can be defined for each of the different
groupings the user wishes to file documents for. Embodiments herein may facilitate
the storage, management and navigation of these documents.

[48] A plurality of entity associations between the plurality of entity identifiers and
the plurality of documents can be stored in a non-relational database storage. The
non-relational database can be implemented as a graph database, where a graph (or
edge or relationship), directly relates data items stored therein. The graph database
can include data stored in a plurality of nodes. Each node can have data attributes or
characteristics associated therewith. The relationship(s) between one or more nodes
can be defined directly in the database using edges. As a result, modifications to a
particular node can be rapidly perpetuated to related nodes identified by the

edge/relationship.
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[49] Each entity association indicates a relationship between one or more entity
identifier and a selected document. Documents may be associated with multiple
entity identifiers, for example where they relate to the activities of multiple entities.
For instance, a pay stub from a professional corporation to an individual may be
stored in the relational database. The entity associations for the pay stub in the non-
relational database storage may then be defined to include both the corporate entity
identifier and the individual entity identifier.

[50] Entity identifiers and entity associations can be used to filter icons that are
displayed to a user navigating the document management system. For instance, a
user may wish to view only folders and documents that relate to their personal entity.
Accordingly, the user may select their personal entity identifier and deselect all other
entity identifiers. The currently selected entity identifier (or identifiers) can be used to
query the non-relational database to identify a selection of documents in the plurality
of documents. The identified selection of documents may be used to determine the
icons that are displayed to the user.

[51] A plurality of file icons can be displayed to the user. The plurality of file icons
can include active icons corresponding to the selection of documents determined
using the currently selected entity identifier. For example, the displayed file icons
may only include folder icons, sub-folder icons, and document icons for documents
associated with the currently-selected entity identifier. In other cases, the plurality of
file icons may include additional file icons related to the currently-selected entity
identifier, such as folder icons and sub-folder icons that may be associated with the
entity identifier by default but are currently empty.

[62] A plurality of document categories can be stored in the relational database
storage. Each document in the plurality of documents can be assigned to at least
one of the document categories. Document categories may reflect the different
document types that may be stored in the relational database storage. The
document categories may represent a general description of the type of content in
the documents stored in a category. Examples of document categories may include
an accounting category, a banking category, an insurance category, a tax category
and many other document categories. When a user is navigating through the
document management application, corresponding category icons or folder icons

may be displayed that correspond to the document categories.
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[53] A plurality of category associations can be stored in the non-relational
database storage between the plurality of entity identifiers and the plurality of
document categories. Each category association may include a relationship between
a selected category and one or more entity identifiers. The category associations
may indicate the entity identifiers for which a category/folder icon may be displayed
to a user.

[54] A selected plurality of document categories may be determined by querying
the plurality of category associations in the non-relational database using the at least
one currently selected entity identifier. The plurality of file icons to be displayed to a
user may include a plurality of category icons corresponding to the selected plurality
of document categories. Corresponding document icons may also be displayed to a
user, e.g. by querying the non-relational database using the at least one currently
selected entity identifier and the entity associations.

[55] The plurality of document categories can be structured into a category
hierarchy with at least one parent category and at least one child sub-category
nested within each parent category. For example, an accounting parent category
may have a financial statements sub-category and a general ledger sub-category. A
Banking parent category may have a TD first level sub-category and a CIBC first
level sub-category, and the TD first level sub-category may have a Savings second-
level sub-category and a Checking second-level sub-category. Documents may be
assigned to any of those categories or sub-categories.

[56] As mentioned above, the non-relational database storage can be
implemented as a graph database. Document representations (e.g. document IDs
and names) can be stored as document nodes in the graph database. Each
document node can have its corresponding entity associations defined as attributes
for that document node. The document node may also include an icon status
attribute indicating whether that document node is currently active.

[57] Document categories can also be stored as category nodes in the graph
database. Each category node can have its corresponding category associations
defined as attributes for that category node. A category node may also include an
icon status attribute indicating whether that category node is currently active. The
category nodes may also include document count attributes indicating the number of

active documents stored therein (or therebelow).
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[58] The relationships between documents and the folders they are stored in in the
relational database can then be defined using edges in the graph database between
document nodes and category nodes. Similarly, the parent-child relationship(s)
between folders can also be defined using edges between category nodes in the
graph database. Accordingly, attributes can be inherited from document nodes to
category nodes directly using the edge relationships therebetween. These attributes
can then be automatically updated to parent nodes using the edges between
category nodes. This allows the associations between categories and entities,
document counts, and icon statuses to be updated rapidly in response to changes to
a particular node—as the changes can be perpetuated directly to the nodes
connected thereto by edges.

[59] Events generally trigger category associations to be automatically updated.
Events may include document events such as storing a document, moving a
document, deleting a document, modifying a document’s entity associations. Events
may also include entity events such as modifying an entity identifier's entity type,
modifying default category associations for an entity type, adding an entity, deleting
an entity. When an association update is triggered, the category associations and/or
entity associations in the non-relational database can be automatically updated. The
category associations may be automatically updated so that parent categories can
inherit category association updates from nested sub-categories and nested
documents. In some cases, the category associations and entity associations in the
non-relational database are only modified in response to event triggers. As
mentioned above, where the non-relational database is implemented as a graph
database updates may be automatically triggered to the relevant affected categories
and documents using the edges of the graph database.

[60] The relation/edges between nodes may be defined in each node as a
relationship attribute similarly to a linked list. Each node may be indexed based on a
node id, and the relationship attribute(s) for each node can identify all adjacent
nodes for that node. When events occur that may trigger updates to the data in the
non-relational database, the updates may be applied beginning with a node directly
affected by the event, and then the related nodes can be traversed starting from a
known node to the root node. For example, entity associations/category associations
can be updated as the system traverse backwards along the connected nodes based

on what has changed from the currently selected child node.
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[61] The category associations for each parent category can inherit the category
associations for each of the sub-folders nested within that parent category. For
example, a new document associated with a first entity may be stored in the Savings
second-level sub-category. The category associations for the Savings second-level
sub-category may then be defined or updated to include the entity identifiers
associated with the newly stored document. In response to this event (storage of the
document in the Savings sub-category) both the TD first level sub-category and in
turn the Banking parent category may automatically inherit this additional entity
identifier in their category associations.

[62] When the new document is stored in the relational database storage, because
the category associations of the parent sub-categories and parent categories can
automatically inherit the entity associations of that new document from the category
associations of the sub-category where the document is stored, it may not be
necessary to assign the document to each of the parent categories and sub-
categories. In other cases, the document may also be assigned (e.q. filed) to each of
those categories and sub-categories in the relational database storage as well,

[63] Each entity identifier may correspond to, or be associated with, an entity type.
An entity type represents the sort or kind of group or individual for which documents
may be stored. Examples of entity types include persons, trusts, sole proprietorships,
partnerships, corporations, limited liability corporations, charities and so on.

[64] In some cases, default category associations may be defined for each entity
type. The plurality of category associations stored in the non-relational database
storage may include the default category associations for the entity types
corresponding to the entity identifiers having documents stored in the relational
database structure. These default category associations may be user-defined for
each entity type. For example, categories where documents would be expected for a
particular entity type can be used to define the default category associations (e.g.
partnership agreement documents for a partnership entity type, documents of
incorporation for corporate entity types). In the example of a graph database
implementation, the attributes of a category node may be defined (at least initially) to
include the default category associations for that category node.

[65] When a user is navigating through documents in the database the user may
choose to view or hide empty categories. For example, when a user chooses to

view/show empty document categories, the selected plurality of document categories
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(used to determine the plurality of category icons to display) may be determined to
include all of the document categories associated with the entity type of each of the
at least one currently-selected entity identifiers. In other cases, the plurality of file
icons displayed to a user may include only active file icons that correspond to the
selection of documents determined by querying the non-relational database using
the currently-selected entity identifiers. That is, only icons for categories and sub-
categories having at least one document stored therein or in a sub-category nested
therebelow may be displayed to a user.

[66] In some cases, an icon status can be stored in the non-relational database
storage for each of the document categories in the plurality of document categories.
The icon status may be set to an active icon status indicating that the corresponding
category icon is an active icon when at least one of the documents in the selection of
the plurality of documents is assigned to that document category. Otherwise, the
icon status may be set to an inactive or empty icon status. The icon status for parent
categories and sub-categories may be determined by inheriting the icon status of
each sub-category nested within that parent category. An active icon status inherited
from a nested sub-category may dominate over any inherited inactive icon statuses
(since at least one nested sub-category is active).

[67] A document count can also be stored in the non-relational database storage
for each of the document categories in the plurality of document categories. The
document count for a document category indicates a number of documents in that
document category and in nested sub-categories. Accordingly, when documents are
stored or assigned to various categories, or entity associations are maodified, the
document counts for each category can be inherited from each sub-category nested
within that parent category. Document counts may also be determined using icon
status flags. Similarly, document counts may also be updated as filters are applied
by a user, such as modifying the currently-selected entity identifier. Applying a filter
can provide another example of an update triggering event that may cause updates
to be perpetuated through the non-relational database.

[68] The embodiments described herein may provide for real-time management
and processing of data relating to a plurality of documents. Attributes of documents
and categories, and their relationships, are stored in a non-relational database that
can be quickly accessed when a user applies various filters to navigate through the

stored documents. Updates to category associations can be triggered when
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modifications are made to documents in the relational database storage. Updates
can also be triggered when modifications are made to entities or to the filters a user
is applying in the user interface. These updates can then be inherited upward
through a category hierarchy to rapidly update the characteristics for all affected
categories. This also allows the system to rapidly update documents for the
categories.

[69] Referring now to FIG. 1, shown therein is an example embodiment of a
system 100 that may be used to filter documents for real-time display. System 100
generally comprises a plurality of computers connected via data communication
network 136, which itself may be connected to the Internet. In the example shown in
FIG. 1, system 100 includes a user device 102 that is coupled to a document server
120 over network 136.

[70] The connection between network 136 and the Internet may be made via a
firewall server (not shown). In some cases, there may be multiple links or firewalls, or
both, between network 136 and the Internet. Organizations may operate multiple
networks 136 or virtual networks 136, which can be internetworked or isolated.
These have been omitted for ease of illustration, however it will be understood that
the teachings herein can be applied to such systems. Network 136 may be
constructed from one or more computer network technologies, such as IEEE 802.3
(Ethernet), IEEE 802.11 and similar technologies.

[71] Computers and computing devices such as user device 102 and server 120
may be connected to network 136 or a portion thereof via suitable network
interfaces. In some cases, the user device 102 may connect to server 120 using
network 136 via the Internet. In other cases, the user device 102 may be directly
linked to server 120, for example, via a Universal Serial Bus, Bluetooth™ or Ethernet
connection.

[72] The user device 102 may be a computer such as a desktop or laptop
computer, which can connect to network 136 via a wired Ethernet connection or a
wireless connection. The user device 102 has a processor 104, a memory 106 that
may include volatile memory and non-volatile storage, at least one communication
interface 112, input devices 110 such as a keyboard and trackpad, output devices
such as a display 108 and speakers, and various other input/output devices as will
be appreciated. The user device 102 may also include computing devices such as a

smartphone or tablet computer.
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[73] Processor 104 is a computer processor, such as a general purpose
microprocessor. In some other cases, processor 104 may be a field programmable
gate array, application specific integrated circuit, microcontroller, or other suitable
computer processor.

[74] Processor 104 is coupled to display 108, which is a suitable display for
outputting information and data as needed by various computer programs. In
particular, display 108 may display graphical user interfaces (GUI), such as the
example user interfaces shown in FIGS. 8A-12 discussed below. The user device
102 may execute an operating system, such as Microsoft Windows ™, GNU/Linux, or
other suitable operating system.

[768] Communication interface 112 is one or more data network interface, such as
an |[EEE 802.3 or IEEE 802.11 interface, for communication over a network.

[76] Processor 104 is coupled, via a computer data bus, to memory 106. Memory
106 may include both volatile and non-volatile memory. Non-volatile memory stores
computer programs consisting of computer-executable instructions, which may be
loaded into volatile memory for execution by processor 104 as needed. It will be
understood by those of skill in the art that references herein to user device 102 as
carrying out a function or acting in a particular way imply that processor 104 is
executing instructions (e.g., a software program/application) stored in memory 106
and possibly transmitting or receiving inputs and outputs via one or more interface.
Memory 106 may also store data input to, or output from, processor 104 in the
course of executing the computer-executable instructions.

[77] As used herein, the term “software application” or “application” refers to
computer-executable instructions, particularly computer-executable instructions
stored in a non-transitory medium, such as a non-volatile memory, and executed by
a computer processor. The computer processor, when executing the instructions,
may receive inputs and transmit outputs to any of a variety of input or output devices
to which it is coupled.

[78] For instance, a document viewing application 114 may be stored on the user
device 102. Although shown separately from memory 1086, it will be understood that
document viewing application 114 may be stored in memory 106. In general, the
document viewing application 114 may provide a user of the user device 102 with
user interfaces for interacting with and managing storage of documents in relational

database 130. The document viewing application 114 may also provide a user of

-18 -



10

15

20

25

30

WO 2018/039772 PCT/CA2017/050259

user device 102 with an interface for filtering and navigating the documents stored in
relational database 130. While document viewing application 114 is shown as being
provided on the user device 102, the document viewing application 114 may be
provided as a remote application or interface accessible to the user device 102 over
the Internet using network 136. The document viewing application 114 may
communicate with a document filtering application 134 of server 120 to assist the
server 120 in organizing, managing and filtering documents in the relational
database 130.

[79] The server 120 may be a computer such as a desktop or server computer,
which can connect to network 136 via a wired Ethernet connection or a wireless
connection. The server 120 has a processor 124, a memory 126 that may include
volatile memory and non-volatile storage, at least one communication interface 128,
a relational document database 130 and a non-relational document association
database 132. The processor 124, memory 126, and communication interface 128
may be implemented in generally the same manner as with processor 104, memory
106, and communication interface 112 respectively.

[80] Although shown as separate elements, it will be understood that databases
132 and 134 may be stored in memory 126. Optionally, server 120 may include
additional input or output devices, although this is not required. As with all devices
shown in system 100, there may be multiple servers 120, although not all are shown.
In some cases, server 120 may be distributed over a plurality of computing devices,
for instance operating as a cloud server. As with user device 102, references to acts
or functions by server 120 imply that processor 124 is executing computer-
executable instructions (e.g., a software program) stored in memory 126.

[81] As noted above, memory 126 may also store databases 130 and 132.
Database 130 is a relational database used to store documents and characteristics
relating to documents, such as entity identifiers and document categories. The
documents in relational database 130 may be tagged with one or more entity
identifiers.

[82] Data stored in the relational database 130 can be arranged into a file directory
system with a plurality of file locations. The file directory system may include a
plurality of folder or category levels, with high-level folders having one or more sub-
folders that provide for more granular organization of files. Each file location in the

plurality of file locations can be associated with a particular folder (and thus a

-19—~



10

15

20

25

30

WO 2018/039772 ' PCT/CA2017/050259

particular folder level), and may also have secondary associations with each of the
folders above that folder in a hierarchy. In some cases, these secondary
associations may be directly identified in the database 130, while in other cases a
document may be assigned to only the folder(s) within which it is stored. The folders
and sub-folders may reflect categories and sub-categories used to organize
documents.

[83] Database 132 is implemented as a non-relational database to store
associations between entity identifiers, documents and categories. Database 132
may also store icon status flags indicating whether a document and/or folder is
active. The database 132 can also store document counts for each category/folder.
[84] The non-relational database 132 can be implemented as a graph database
where data items are stored in nodes. For instance, the database 132 may include
document nodes representing/corresponding to the documents stored in relational
database 130. The database 132 may also include category nodes
representing/corresponding to the categories/folders defined in the relational
database. The database 132 may define edges between the nodes that represent
the relationships between the documents and categories, and sub-categories and
parent categories. The associations between entity identifiers and documents and
entity identifiers and categories can be stored as attributes for the nodes. Similarly,
icon status flags and document counts can also be stored as attributes for the
relevant nodes.

[85] The user device 102 and document filing server 120 may have various
additional components not shown in FIG. 1. For example, additional input or output
devices (e.g., keyboard, pointing device, etc.) may be included beyond those shown
in FIG. 1.

[86] The server 120 may store a software application referred to herein as a
document filtering application 134. Although shown separately from memory 126, it
will be understood that document filtering application 134 may be stored in memory
116. The document filtering application 134 may be configured to filter file icons
corresponding to the documents and document categories stored in database 130.
The document filtering application 134 can use the data stored in non-relational
database 132 (such as the entity associations and category associations) to filter file

jcons.
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[87]1 The document filtering application 134 may also be configured to define and
update entity associations between documents and entity identifiers and category
associations between entity identifiers and document categories. While document
filtering application 134 and document viewing application 114 are shown as
separate applications, it will be understood that operations described as being
performed by these applications may be performed by a single application operating
on either the server 120 or user device 102, or these operations may be distributed
between the user device 102 and server 120.

[88] The non-relational database 132 may allow the document filtering application
134 to efficiently manage filtering of documents stored in multiple folder directories in
the relational database 130, using the associations stored in the non-relational
database 132. When events occur involving the documents, categories, entity
identifiers and entity types stored in the relational database 130, such as documents
being stored or moved, modifications to category assignments, changes in entity
assignments, entities being added or deleted, the document filtering application 134
can trigger updates to the data stored in the non-relational database 132.

[89] Associations within a single hierarchy in the non-relational database 132 can
be updated without needing to traverse all the directories in the relational database
130. Similarly, icon statuses and document counts may be inherited within a single
hierarchy. This may provide for rapid updates of associations corresponding to
mulitiple directories in the relational database 130, with a reduced computational
load. For example, where a graph database 130 is used, an event affecting an
individual node can automatically trigger an update to each of the nodes connected
thereto by an edge in the graph database 130.

[90] Referring now to FIG. 2, shown therein is an example embodiment of a
process 200 that may be used to filter data relating to a plurality of documents. The
process 200 is an example of a process that may be implemented using system 100
to organize and display in real-time data related to a plurality of documents.

[91] At 210, a plurality of documents can be stored in a relational database storage
such as relational database 130. The documents may be stored in the relational
database 130 in various manners, such as dragged and dropped into an interface of
the document viewing application 114, emailed or uploaded to the document filtering
application 134, or otherwise transmitted to the document filtering application 134 for
storage in relational database 130. The relational database 130 may have a plurality
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of file directories, and the plurality of documents may be stored in file locations
spread across the file directories.

[92] At 220, a plurality of entity identifiers can be stored in the relational database
storage. An entity identifier generally refers to a group or individual or organization
for which documents may be stored in relational database 130. The entity identifiers
may be defined by a user through the document viewing application 114 or other
application interfacing with document filtering application 134. Examples of entities
may include one or more individuals, businesses, partnerships and the likes, some
examples of which are shown in FIGS. 8D and 9B described below.

[93] Each of the plurality of entity identifiers can have an associated entity type
selected from a plurality of entity types. The entity types may refer to the sort or kind
of entity for which documents may be stored. Examples of entity types may include a
sole proprietorship entity type, a partnership entity type, a person entity type, a
corporation entity type, a cooperative entity type, a charitable foundation entity type,
a family trust entity type, a limited liability corporation entity type. Some examples of
entity types are shown in FIG. 8C, described below.

[94] At 230, a plurality of entity associations between the plurality of entity
identifiers and the plurality of documents are recorded in a non-relational database
storage. The entity associations can be stored in a database such as the non-
relational database 132.

[95] Each entity association includes/indicates a relationship between one or more
entity identifier from the plurality of entity identifiers and a selected document in the
plurality of documents. Entity associations reflect the entity or entities a user has
associated with each document. For example, document nodes may be stored in a
graph database corresponding to each of the documents stored in the relational
database. The entity associations for each document may then be defined as an
attribute for the corresponding document node.

[96] The entity associations can be defined by a user for each document for
instance using the document viewing application 114. In some cases, a user may
define entity associations for a plurality or batch of documents simultaneously. A
user can define an entity association by tagging a document in the relational
database 130 with a particular entity identifier. When a document is stored in the
relational database 130, the document filtering application 134 may prompt the user

to tag that document with an entity identifier. A user may also subsequently modify
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the entity identifiers with which a document is tagged as desired. When the entity
tags are modified, updates to the entity associations in the non-relational database
can be triggered.

[97] Documents may have one or more entity associations. For example, an
individual’'s monthly bank statement may be associated only with an entity identifier
for that individual. A pay stub reflecting salary paid to an individual from a
professional corporation may be associated with both an entity identifier for the
individual and an entity identifier for the professional corporation. Accordingly, where
the non-relational database stores document nodes, the attributes for the pay stub
node may be defined to include both entity identifiers.

[98] At 240, a selection of documents from the plurality of documents stored in the
relational database 130 can be determined by querying the non-relational database
132 using at least one currently selected entity identifier. When interacting with the
document viewing application 114, a user may select one or more entity identifiers
for viewing documents associated with those entities. To determine the documents
stored in the relational database 130 that are associated with the selected entity
identifiers, the non-relational database 132 can be queried using the selected entity
identifiers. For instance, the selection of a filter may be an event triggering an update
to the icon status (e.g. an icon status flag or attribute) of each document/category
represented in the non-relational database 132.

[99] At 250, a plurality of file icons can be displayed in a display interface of the
document viewing application 114, for example using display 108. The plurality of file
icons generally includes active icons that correspond to the selection of documents
determined at 240. In some cases, the plurality of file icons displayed may only
include only the active icons corresponding to the determined selection of the
plurality of documents from 240. Active file icons refer to document icons and
category icons for document and categories associated with the currently-selected
entities.

[100] For example, a user may wish to view only files and folders that contain
documents for the currently selected entity identifiers. In such cases, only those file
icons (i.e. folder icons, document icons) that are active (i.e. correspond to the
currently selected entities) and have a non-zero document count (i.e. are not empty)
may be displayed to a user. In other cases, a user may wish to view all the files and

folders that may be associated with the currently-selected entity. For instance, a user
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may be interested in learning about the other categories and sub-categories that
may be available for storing documents to facilitate subsequent file storage and
management. In some cases, a hidden document indication may also be displayed
to a user to indicate that documents associated with other entities (i.e. not the
currently-selected entity identifier) may be present within a category or a nested sub-
category.

[101] As shown in FIG. 4, discussed below, a plurality of filters may be applied to
determine the plurality of documents icons that are displayed. FIGS. 7A-7D also
illustrate examples of how different file icons may be displayed when active icons are
filtered using entity identifiers.

[102] Referring now to FIG. 3, shown therein is an example embodiment of a
process for filtering and displaying category icons in accordance with an example.
[103] At 310, a plurality of document categories can be defined in the relational
database storage. The plurality of document categories may be used to file
documents within classes or groupings based on the document content. For
instance, the document categories may include a banking category, an accounting
category, an insurance category and so on.

[104] The plurality of document categories may include a category hierarchy. The
category hierarchy may include at least one parent category and at least one sub-
category nested within each parent category. The category hierarchy may include a
plurality of category levels with multiple levels of sub-categories nested within one
another, each in turn nested within a parent category.

[105] The categories can be defined in the non-relational database as category
nodes. The category hierarchy can then be defined as relations/edges between the
category nodes in the database. Document nodes and their relations with category
nodes can be similarly defined. An example implementation of the relations/edges
between category nodes and other category nodes and document nodes is shown in
FIG. 13 discussed below.

[106] At 320, each document in the plurality of documents can be assigned to at
least one of the document categories. A document may be assigned to a category by
being moved to or stored in the category folder corresponding to that document
category. In some cases, a document may be assigned to multiple document
categories, for example where the document is stored in multiple file locations in the

relational database 130.
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[107] At 330, a plurality of category associations between the plurality of entity
identifiers and the plurality of document categories can be stored in the non-
relational database 132. Each category association indicates or represents a
category relationship between a selected category in the plurality of document
categories and one or more entity identifiers.

[108] Category associations may be determined based on default category
associations defined for entity types. Each entity type may have a set of default
category associations. The category associations for a particular category can be
determined using the default category associations. FIG. 8C illustrates an example
user interface showing how default category associations may be defined for entity
types.

[109] Category associations may be defined or updated in response to event
triggers. When an association update is triggered, the category associations for each
parent category can inherit the updated category associations for each of the sub-
categories nested within that parent category. Examples of event triggers are
discussed in further detail below with reference to FIG. 5.

[110] At 340, a selected plurality of document categories may be determined by
querying the plurality of category associations in the non-relational database using
the at least one currently-selected entity identifier. The selected plurality of document
categories are generally those associated with the entity identifier(s) that a user has
selected.

[111] As shown in FIG. 4, discussed below, a plurality of filters may be applied to
determine the selected plurality of document categories. For example, a user may
select a hide empty folder filter when they wish to only view category icons
corresponding to document categories having documents stored therein that relate
to the currently-selected entity identifiers. In such cases, the selected plurality of
document categories may be determined to only include document categories having
an active icon status. The active icon status for a document category (and a
document) may be determined using flags stored in the non-relational database 132
for each document category (and document) that can be updated based on events
and the user-selected filters. The selection of a filter may also be an event that
triggers an update to data in the non-relational database. For example, modifying the

currently-selected entity identifier(s) can trigger an update to icon statuses for
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documents/categories associated with the entity identifier that is selected or
unselected.

[112] In some cases, the selected plurality of document categories may be
determined to include all of the document categories associated with the entity
type(s) of each of the at least one currently-selected entity identifiers. That is, a user
may select to include document categories that may be empty, but that are
associated with the entity type of the selected entity identifiers, e.g. by default
category associations. This may help the user to identify other document categories
that they may subsequently use for filing documents.

[113] At 350, the plurality of file icons displayed by the user device 102 may include
a plurality of category icons corresponding to the selected plurality of document
categories determined at 340. As discussed above, the selected plurality of
document categories (corresponding to the plurality of file icons) may only include
document categories having an active icon status in some cases. In other cases, the
selected plurality of document categories (corresponding to the plurality of file icons)
may include all document categories corresponding to the selected entity or entities.
[114] Anicon status may be stored in the non-relational database 132 for each of
the document categories in the plurality of document categories. The icon status may
be a flag indicating whether the document category is currently active or inactive. In
general, an active flag or active icon status indicates that at least one of the
documents in the selection of the plurality of documents (i.e. one of the documents
associated with the currently-selected entity) is assigned to the corresponding
document category (or a nested sub-category). An inactive flag or inactive icon
status may indicate that none of the documents in the selection of the plurality of
documents is assigned to the corresponding document category (or any nested sub-
category).

[115] The icon status or icon flag in the non-relational database for each parent
category may be determined by inheriting the icon status of each sub-category
nested within that parent category. An inherited active icon status may be generally
dominant over any inherited inactive icon statuses. That is, if a parent category
inherits one or more inactive icon statuses, the parent category’s icon status may still
be determined to be active if an active icon status is inherited from any nested sub-

category. A category’s icon status may also be determined to be an active icon
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status if any currently selected documents are stored directly within that category
(regardless of the inherited icon status).

[116] The plurality of file icons displayed to a user may only include the active
document icons corresponding to the determined selection of the plurality of
documents. The document filtering application 134 may determine the active
document icons using the icon status/icon flag of the each category and document.
The icon flag of each category and document can be determined in response to
entity filters applied by a user, e.g. by querying entity associations using the selected
entity identifiers.

[117] A document count may also be stored in the non-relational database 132 for
each document category. The document count for each document category indicates
the number of documents in the selection of the plurality of documents assigned to
that document category. The document count may be displayed to a user to provide
a quick indication of how many documents stored are within that category folder and
its nested sub-folders. The document count in the non-relational database 132 for
each parent category can be determined by inheriting and adding the document
count from each sub-category nested within that parent category. A category’s
document count may be determined taking into account only documents having an
active icon status/active icon flag indicating that the documents are associated with
the currently selected entity identifier(s).

[118] Referring now to FIG. 4, shown therein is an example hierarchy 400 of filters
that may be applied to determine the file icons to display to a user in accordance
with an example embodiment. In some cases, the operation of the filters 410-440
may be logically applied in order of the hierarchy 400 (i.e. from 410-440). The
selection of a filter by a user may trigger an update to the data in the non-relational
database. For instance, a jurisdiction filter 410 may be applied to select document
icons and category icons for a particular jurisdiction. A user may apply a jurisdiction
filter using a user interface such as user interface 800A shown in FIG. 8A.

[119] A hide empty folder filter 420 may be used to display only categories or
folders containing at least one document. A user may apply an empty folder filter
using a user interface such as user interface 800B shown in FIG. 8B. In some cases,
a user may choose not to filter empty folders, and empty categories associated with
the current entity identifier(s) may be displayed to the user. In such cases, the

category icons corresponding to empty categories may be modified (e.g. faded) to
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indicate that the category is empty or inactive. Alternatively, a “show active folders”
filter may be applied so that only categories having documents with an active icon
status nested therein are displayed.

[120] A default folder category filter 430 may be used to define default category
associations to be displayed for particular entity types. These default category
associations may be defined by a user interacting with a user interface such as user
interface 800C, shown in FIG. 8C. If a user chooses not to filter empty folders, the
default category associations may be used to determine the additional category
icons to display that are in addition to categories having documents stored therein
that are associated with the currently-selected entity identifier(s).

[121] An entity filter 440 can be used by a user to select those entity identifiers for
which documents are to be displayed. A user may interact with an entity filter, for
example using user interface 800D, shown in FIG. 8D. The entity filter allows the
user to select one or more entity identifiers that can be used to query the non-
relational database to identifier entity associations, category associations, active icon
statuses, and documents counts. Documents and document categories not
associated with the currently-selected entity identifiers may then be hidden.

[122] Each of the filters 410-440 can be applied to modify the visibility 450 of file
icons such as document icons and category icons.

[123] Referring now to FIG. 5, shown therein is an example flowchart of a process
500 for triggering updates to entity associations and category associations in
response to events 505 and 530.

[124] Update triggering events can include document events 505 relating to
documents 510 stored in relational database 130 or new documents 510 being
stored therein. Document events 505 may include deleting a document 510, moving
a document 510, adding a document 510, tagging a document 510 with an entity
identifier and untagging an entity identifier from a document 510. Updated triggering
events can also include entity events 530 relating to the entity identifiers stored in the
relation database 130. Entity events may include adding an entity identifier 520,
deleting an entity identifier 520, changing the entity type 525 of an entity identifier
520, and changing default category associations for entity types 525.

[125] The document filtering application 134 may detect at 540 an update triggering
event in the relational database 130. In response, the document filtering application

134 can trigger at 545 an update to entity associations, category associations,
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document counts and/or icon statuses in the non-relational database 132, for
instance using the automatic inheritance methods described herein. The updated
entity associations, category associations, document counts and/or icon statuses
may then be used at 550 to update (if necessary) the file icons displayed to a user.
[126] For example, a document event may include storing an additional document
in the relational database storage. The newly stored document may be associated
with a first document category. The user may also tag the document with one or
more entity identifiers. The document filtering application 134 may trigger an update
to the entity associations and/or category associations in the non-relation database
132.

[127] An additional entity association may be defined in the non-relational database
132 as a relationship between the additional document and a particular entity
identifier (e.g. the tagged entity identifier). In some cases, the particular entity
identifier may not have a category association with the first document category.
Accordingly, the category associations in the non-relational database storage for the
first document category can be updated to include the particular entity identifier.
Similarly, the category associations for categories in which that first document
category is nested can automatically be updated to inherit the new category
association(s). Each of the categories above that document in a category path may
have their category associations updated automatically to include the particular entity
identifier.

[128] A document event may also include modifying an entity identifier associated
with a document in the relational database 130. For example, a user may tag or
untag an entity identifier to/from a particular document. The document filtering
application 134 may trigger an update to the entity associations for that document
stored in the non-relational database 132. Similarly, an update to the category
associations for each of the document categories to which that document was
assigned can be triggered based on the modified entity association for that
document.

[129] Depending on the particular update triggering event, one or more category
tree updates may be required. For example, when an entity tag is removed from a
document, to update the category associations for each category association tree to
which that document is assigns may include determining whether any documents at

the same level or sub-categories nested below have an entity association that
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includes the entity being removed. If such a document or sub-category is identified,
the category associations would not need to be updated as the category would still
contain a document associated with that entity. If no such document or sub-category
is identified, the category association for the category in which the document was
stored can be updated to remove that entity identifier from the category associations.
A similar process may occur when a document is deleted, or is removed from a
document category, where the category path above is updated.

[130] To determine if the parent category’s category associations need be updated,
the other sub-categories at the same level (if there are any) may be queried to
determine if a category association with the entity identifier being removed is
present. If one is identified, the queries may stop and the parent category
associations need not be updated, otherwise the parent category associations may
be updated to remove the entity identifier. This process may automatically continue
for each category level, until the entity identifier is present is an entity association, or
all potentially effected categories have been queried.

[131] As mentioned, depending on the triggering event, the number of category
paths in the non-relational database that may need to be updated can vary. For
example, uploading or storing a new document in a document category can trigger
an update to the category associations in the category path including that document
category and the document categories above (i.e. in which that category is nested).
Similarly, where a document is added to an additional category an update to the
category associations in the category path including that document category and the
document categories above can be triggered. Moving a document from a first
document category to a second document category (i.e. removing the document
from the first category and storing the document in the second category) can trigger
an update to a first category path including the first category and categories above,
as well as a second category path including the second category and categories
above.

[132] When a document is tagged with a new entity identifier, an update can be
triggered for the category path including and above each of the categories
associated with that document. Similarly, when an entity identifier tag is removed
from a document, an update can be triggered for the category path including and

above each of the categories associated with that document.
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[133] When an entity identifier is deleted, updates to the entity associations and
category associations for each document and category associated with that entity
can be triggered. A user may also be prompted to tag some documents with a new
entity identifier. For example, deleting an entity identifier may result in one or more
documents being untagged to any entity identifiers. Accordingly, a user may be
prompted to tag those documents with an entity identifier. The corresponding
updates to the non-relational database can subsequently be triggered when those
documents are tagged.

[134] When a document category folder is moved from a first parent category to a
second parent category, updates can be triggered for the category paths including
both the first parent category and the second parent category. Deleting a document
category folder can then trigger an update for the category path above that category.
[135] Referring now to FIG. 6A, shown therein is a flowchart 600 illustrating a
plurality of folders including category folders 615A-B, first level sub-category folders
620A-D, and second level sub-category folders 625A-C. A plurality of documents
630A-630E are stored in one or more folders in the flowchart 600. FIG. 6A illustrates
the relationships between various categories and sub-categories, as well as the
documents stored therein.

[136] Each of the category folders 615A-B, first level sub-category folders 620A-D,
and second level sub-category folders 625A-C may have category associations
stored in the non-relational database 132 indicating a relationship between that
category and one or more entity identifiers 610A-610C. As shown in FIG. 6A, the
entity identifiers in those category associations may be denoted at 635.

[137] Referring now to FIG. 6B, shown therein is another flowchart 600B illustrating
an example of the effects of deleting a document 630E. When document 630E is
deleted in the relational database 130, the document filtering application 134 can
trigger an update to the category paths of the document categories in which that
document is stored.

[138] As aresult, the category associations for sub-category folder 625C and sub-
category folder 620C can be automatically updated to remove associations with the
entity identifier 610C. Similarly, the document count 640 for sub-category folder
625C and sub-category folder 620C, and for category folder 615A can be
automatically updated to decrease by 1. A potential update to category associations

for category 615A may require sub-category 620A to be queried to determine if
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category 615A should still have a category aésociation with the entity identifier 610C.
Because the sub-category 620A has a category association with the entity identifier
610C (inherited from document 630C stored in category 625A), the category
associations for category 615A need not be updated. Updates to the category
associations and documents counts for category 615B and sub-category 620B can
also be triggered, as the document 630E also has a relationship with sub-category
620B.

[138] Referring now to FIGS. 7A-7D, shown therein are a series of flowcharts 700A-
700D illustrating folder icons that may be displayed when different entity filters are
applied. In FIG. 7A, the flowchart 700A shows illustrating a plurality of folders
including category folders 715A-B, first level sub-category folders 720A-D, and
second level sub-category folders 725A-C. A plurality of documents 730A-730E are
stored in one or more folders in the flowchart 700.

[140] Each of the category folders 715A-B, first level sub-category folders 720A-D,
and second level sub-category folders 725A-C may have category associations
stored in the non-relational database 132 indicating a relationship between that
category and one or more entity identifiers 710A-710C. As shown in FIG. 7A, the
entity identifiers in those category associations may be denoted at 735.

[141] InFIG. 7A, a user has selected each of entity identifiers 710A, 710B and
710C. Accordingly, the document counts 740 for each of the category folders 715A-
B, first level sub-category folders 720A-D, and second level sub-category folders
725A-C include all the documents 730A-730E associated with entity identifiers 710A-
710C. Similarly, the icon status for each of the category folders 715A-B, first level
sub-category folders 720A-D, and second level sub-category folders 725A-C, and
documents 730A-730E can be an active icon status. When a user selects or
deselects an entity identifier, the visibility (i.e. icon status) of empty categories and
subcategories and document counts can be automatically updated.

[142] In FIG. 7B, the first entity identifier 710A has been deselected by the user. As
the entity associations of documents 730B and 730D do not include any active entity
identifiers, the icon status for these documents is inactive. Similarly, the document
counts for the sub-categories (725A, 725B, 720A, 720B ) and categories (715A and
715B) in the category paths above these documents is automatically decreased.
Sub-category 725B is also now inactive, while the other sub-categories 725A, 720A,

720B and categories 715A and 715B remain active because there are other
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documents nested within those categories that have entity associations that include
the currently-selected entity identifiers. The icons displayed to the user can be
updated accordingly, as with the document counts displayed.

[143] In FIG. 7C, the second 'entity identifier 710B has been deselected by the user
while the first entity identifier 710A and third entity identifier 710C are selected. As
the entity associations of document 730A do not include any active entity identifiers,
the icon status for document 730A is updated to inactive. Similarly, the document
counts for the sub-categories (725A, 720A) and categories (715A and 715B) in the
category paths above document 730A are automatically updated. Sub-categories
725A, 720A, 720B and categories 715A and 715B remain active because there are
other documents nested within those categories that have entity associations that
include the currently-selected entity identifiers. The icons displayed to the user can
be updated accordingly, as with the document counts.

[144] In FIG. 7D, the third entity identifier 710C has been deselected by the user
while the first entity identifier 710A and second entity identifier 710B are selected. As
the entity associations of documents 730C and 730E do not include any active entity
identifiers, the icon statuses for documents 730C and 730E are updated to inactive.
Similarly, the document counts for the sub-categories (725A, 725C, 720A, 720B and
720C) and categories (715A and 715B) in the category paths above documents
730C and 730E are automatically updated. Sub-categories 725A, 720A, 720B, 720C
and categories 715A and 715B remain active because there are other documents
nested within those categories that have entity associations that include the
currently-selected entity identifiers. Sub-categories 725C and 720C are now inactive.
The icons displayed to the user can be updated accordingly, as with the document
counts.

[145] Referring now to FIG. 8A, shown therein is an example user interface 800A
that may be presented to a user, for instance by document viewing application 114.
User interface 800A illustrates an interface for selecting a jurisdiction filter. A user
may select one or more jurisdictions, and a set of jurisdiction based categories and
subcategories are displayed based on the selected jurisdiction may be displayed
based on the selected jurisdiction(s). The set of jurisdiction based categories may
include categories more likely to be present in that jurisdiction, such as government

health-card related forms in Canadian jurisdictions.
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[146] Referring now to FIG. 8B shown therein is an example user interface 800B
that may be presented to a user, for instance by document viewing application 114,
User interface 800B illustrates an example interface that allows a user to select
whether to hide empty categories and sub-categories. A user may select a hide
empty categories (or show empty categories) option, and the document filtering
application 134 may determine the plurality of category icons to display using the
active icon status/flags stored in the non-relational database 132. A parent category
with an inactive icon status may be hidden, and the sub-categories nested below
may then be automatically hidden without requiring the icon status to be determined
(since it was already inherited to the parent category).

[147] Referring now to FIG. 8C, shown therein is an example user interface 800C
that may be presented to a user, for instance by document viewing application 114.
User interface 800C illustrates how a user may define default relationships between
entity types (e.g. person, sole proprietorship, partnership, corporation etc.) and
categories (e.g. accounting, banking etc.) and sub-categories (e.g. budgets, financial
statements, general ledger). These default relationships can be used to define
default category associations for these categories and sub-categories based on the
entity types of various entity identifiers. In some cases, these default entity type
relationships may be pre-defined in document filtering application 134.

[148] The default category associations may be used to determine category icons to
display to a user, for instance where a user selects to view empty folders as well as
active folders. The category associations for a particular category may be modified
from the default category associations, for example where a document assigned to
one of those categories is tagged with an entity of an entity type that does not have a
default relationship with that category.

[149] Referring now to FIG. 8D, shown therein is an example user interface 800D
that may be presented to a user, for instance by document viewing application 114.
User interface 800D illustrates how a user may select or deselect one or more entity
identifiers to filter the document icons and category icons to be displayed to that
user, as discussed herein above.

[150] Referring now to FIG. 9A, shown therein is another example user interface
900A that may be displayed to a user. The user interface 900A also illustrates how
the document icons displayed to a user can be controller based on the currently

selected entity identifiers and the document’s entity associations.
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[151] Referring now to FIG. 9B, shown therein is another example user interface
900B that may be displayed to a user. The user interface 900B illustrates some
document categories (indicated with a slash) that are currently displayed to a user
that may be hidden if a user chooses to hide empty folders. The active status for
such document categories in the non-relational database is set to inactive, as there
are no documents stored therein. Thus, when a user selects the indicated function to
hide empty folders, the inactive icon status can be identified and used to hide those
category icons.

[152] Referring now to FIG. 9C, shown therein is another example user interface
900C that may be displayed to a user. In some cases, as shown in user interface
900C category icons that are inactive may be displayed with a modified icon
indicating that they are inactive (for example as a faded or differently colored icon. In
some cases, the user may also be provided with an indication that a document
category has documents stored therein that are associated with an unselected entity,
as shown in user interface 900C. This may indicate to the user that they should
select a currently deselected entity identifier, for instance if a user has navigated to a
category folder that appears to be empty without noticing that the pertinent entity
identifier is not selected.

[153] Referring now to FIG. 10, shown therein is another example user interface
1000 that may be displayed to a user. User interface 1000 illustrates various features
that may be provided to a user of the document filtering application 134. As user
interface 1000 indicates at 1, inactive document categories may be faded while still
being displayed to a user. These inactive document categories 1 may be faded
relative to the active document category icons 4 being displayed. This may allow a
user to select and navigate through those categories, while still indicating that those
categories do not include documents associated with the currently selected entity
identifier. As shown at 2, a user may select a “hide inactive” feature so that the
inactive category icons may be hidden rather than modified or faded as shown here.
If none of the category icons in the currently displayed category path are inactive, the
“hide inactive” feature may be hidden. In some cases, for instance if the “hide
inactive” feature is hidden, a hidden icon indicator 5 may be shown to a user. A
hidden icon indicator may indicate that there are documents or categories within the

currently selected parent category that are associated with entities other than the
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currently-selected entity identifiers. As shown at 3, a user may select or de-select
various entity identifiers to modify the categories and documents currently displayed.
[154] Referring now to FIG. 11, shown therein is another example user interface
1100 that may be displayed to a user. User interface 1100 illustrates how document
counts for various folders and sub-folders may be displayed to a user navigating the
documents in relational database 130, based on the category document counts
stored in non-relational database 132.

[155] Referring now to FIG. 12, shown therein is another example user interface
1200 that may be displayed to a user. User interface 1200 illustrates an example of a
preview filter that may be used in embodiments described herein. By hovering over a
category icon a user may be provided with a preview of sub-categories and or
documents nested therein, for example using “pop-overs”, that are associated with
the currently-selected entity identifier(s).

[156] Referring now to FIG. 13, shown therein is an example non-relational
database structure 1300 that may be used in implementations of the non-relational
database storage 132. The example non-relational database structure 1300
illustrates an example of a graph database used to implement the non-relational
database storage 132.

[157] As shown in the graph database 1300, a plurality of document nodes can be
defined. Each document node generally represents/corresponds to one of the
documents stored in the relational database 130. Each document node has a
plurality of document node attributes, such as a document ID, a document name,
and one or more entity associations.

[158] The graph database 1300 also includes a plurality of category/folder nodes.
Each category/folder node generally corresponds to one of the categories or folders
used to stored documents in the relational database 130. The category nodes
include category node attributes including a category ID, a category name, one or
more category associations (which effectively correspond to entity associations but
for a category rather than a document), and a document count. Both category nodes
and document nodes may also include active icon attributes, such as active icon
flags.

[159] A plurality of relations/edges are defined between the category nodes and
document nodes, as well as between the category nodes and parent category
nodes. Using these relations defined in the graph database 1300, a category node
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can automatically inherit entity associations from the documents associated
therewith. In some cases, a document may have a relation with multiple categories.
In such cases, the relations allow the category associations/document counts/active
icon statuses for the relevant categories to be automatically updated in response to
modifications to that document node. Similarly, modifications to document nodes and
to category nodes can be directly inherited up the relationship hierarchy or tree to
rapidly update multiple category nodes.

[160] In the embodiments described herein, a relational database 130 may be used
to store documents, document categories, and entity identifiers while a non-relational
database 132 may store associations between the documents and entity identifiers
and categories and entity identifiers, as well as document counts for document
categories and an icon status for the documents and categories. This may provide
for real-time filtering and display of data for a user navigating a document
management system.

[161] The present invention has been described here by way of example only, while
numerous specific details are set forth herein in order to provide a thorough
understanding of the exemplary embodiments described herein. However, it will be
understood by those of ordinary skill in the art that these embodiments may, in some
cases, be practiced without these specific details. In other instances, well-known
methods, procedures and components have not been described in detail so as not to
obscure the description of the embodiments. Various modification and variations
may be made to these exemplary embodiments without departing from the spirit and

scope of the invention, which is limited only by the appended claims.
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We claim:

1. A method for organizing and displaying in real-time data related to a plurality of

documents, the method comprising:

storing a plurality of documents and a plurality of document categories in a

relational database storage;

assigning each document in the plurality of documents to at least one of the

document categories;

storing a plurality of user identifiers in the relational database storage, each of

the plurality of user identifiers having an entity type selected from a

plurality of entity types;

recording, in a non-relational database storage, a plurality of user

associations between the plurality of user identifiers and the plurality of
documents, wherein each user association comprises a relationship
between one or more user identifiers from the plurality of user

identifiers and a selected document in the plurality of documents;

recording, in the non-relational database storage, a plurality of category

associations between the plurality of user identifiers and the plurality of
document categories, wherein each category association comprises a
category relationship between a selected category in the plurality of

document categories and the one or more user identifiers; and

displaying a plurality of file icons in a display interface, the plurality of file

icons including active icons corresponding to a selection of at least one
of the plurality of documents and the plurality of document categories,
wherein the selection is determined by

querying the non-relational database storage using at least one
currently-selected user identifier;

recording in the non-relational database storage a document
count for each of the document categories in the plurality of document
categories, the document count for each document category indicating
a number of documents in the selection of the plurality of documents
associated with that document category, wherein the plurality of

document categories are recorded in the non-relational data base

38



31 Mar 2022

2017322114

10

15

20

25

30

storage as a category hierarchy including at least one parent category
and at least one sub-category nested within each parent category,
wherein the category associations for each parent category inherit the
category associations for each of the at least one sub-category nested
within that parent category, wherein the document count in the non-
relational database storage for each parent category is determined by
inheriting the document count from each sub category nested within
that parent category;

determining a selected plurality of document categories by
querying the plurality of category associations in the non-relational
database storage using the at least one currently-selected user
identifier; and

determining the plurality of file icons to include a plurality of
category icons corresponding to the selected plurality of document

categories.

2. The method of claim 1, wherein the plurality of category associations are
determined by:
defining default category associations for each entity type; and
determining the plurality of category associations to include the default

category associations for the entity type of each user identifier.

3. The method of claim 1 or claim 2, further comprising:

storing an additional document in the relational database storage associated
with a first document sub-category;

updating the user associations by defining in the non-relational database
storage a relationship between the additional document and a
particular user identifier, wherein the particular user identifier is not
associated with the first document sub-category; and

updating the category associations in the non-relational database storage for

the first document sub-category to include the particular user identifier.
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4. The method of claim 3, further comprising automatically updating the category
associations in the non-relational database storage for each parent category the first
document sub-category is nested within.

5. The method of any one of the preceding claims, further comprising:
determining the selected plurality of document categories to include all of the
document categories associated with the entity type of each of the at

least one currently-selected user identifier.

6. The method of any one of the preceding claims, further comprising:
recording in the non-relational database storage an icon status for each of the
document categories in the plurality of document categories, wherein
the icon status for each document category is an active icon status
indicating that the corresponding category icon is an active icon when
at least one of the documents in the selection of the plurality of
documents is assigned to that document category and is an inactive

icon status otherwise.

7. The method of the preceding claims, wherein the icon status in the non-relational
database storage for each parent category is determined by inheriting the icon status
of each sub-category nested within that parent category, and the icon status for the
parent category is an active icon status when at least one inherited icon status is

active.

8. The method of any one of the preceding claims, wherein the plurality of file icons
displayed include only the active document icons corresponding to the determined
selection of the plurality of documents.

9. The method of any one of the preceding claims, further comprising:

modifying the user associations for a second selected document in the
plurality of documents; and
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automatically triggering an update to the category associations for each of the
document categories associated with the second selected document

using the modified user association for that second selected document.

10. A non-transitory computer program product for organizing and displaying in real-
time data related to a plurality of documents, the computer program product
comprising a non-transitory computer readable storage medium and computer-
executable instructions stored on the computer readable storage medium, the
instructions for configuring a processor to carry out the method of any of the

preceding claims.

11. A system for organizing and displaying in real-time data related to a plurality of
documents, the system comprising:
a relational database storage;
a non-relational database storage coupled to the relational database storage;
and
a server in communication with the relational database storage and the non-
relational database storage, the server configured to
store a plurality of documents and a plurality of document categories in
the relational database storage;
assign each document in the plurality of documents to at least one of
the document categories;
store a plurality of user identifiers in the relational database storage,
each of the plurality of user identifiers having an entity type
selected from a plurality of entity types;
record, in the non-relational database storage, a plurality of user
associations between the plurality of user identifiers and the
plurality of documents, wherein each user association comprises
a relationship between one or more user identifiers from the
plurality of user identifiers and a selected document in the
plurality of documents;
record, in the non-relational database storage, a plurality of category

associations between the plurality of user identifiers and the
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plurality of document categories, wherein each category
association comprises a category relationship between a
selected category in the plurality of document categories and

one or more user identifiers; and

determine a plurality of file icons to be displayed in a display interface

of a device in communication with the server, the plurality of file
icons including active icons corresponding to a selection of at
least one of the plurality of documents and the plurality of
document categories, wherein the selection is determined by

querying the non-relational database storage using at
least one currently-selected user identifier;

recording in the non-relational database storage a
document count for each of the document categories in the
plurality of document categories, the document count for each
document category indicating a number of documents in the
selection of the plurality of documents associated with that
document category, wherein the plurality of document
categories are recorded in the non-relational data base storage
as a category hierarchy including at least one parent category
and at least one sub-category nested within each parent
category, wherein the category associations for each parent
category inherit the category associations for each of the at least
one sub-category nested within that parent category, wherein
the document count in the non-relational database storage for
each parent category is determined by inheriting the document
count from each sub category nested within that parent
category;

determining a selected plurality of document categories
by querying the plurality of category associations in the non-
relational database storage using the at least one currently-

selected user identifier; and
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determining the plurality of file icons to include a plurality
of category icons corresponding to the selected plurality of

document categories.

12. The system of claim 11, wherein the server is configured to determine the
plurality of category associations by:
defining default category associations for each entity type; and
determining the plurality of category associations to include the default

category associations for the entity type of each user identifier.

13. The system of claim 11 or claim 12, wherein the server is further configured to:

store an additional document in the relational database storage associated
with a first document sub-category;

update the user associations by defining in the non-relational database
storage a relationship between the additional document and a
particular user identifier, wherein the particular user identifier is not
associated with the first document sub-category; and

update the category associations in the non-relational database storage for

the first document sub-category to include the particular user identifier.

14. The system of claim 13 wherein the server is further configured to trigger an
automatic update of the category associations in the non-relational database storage

for each parent category the first document sub-category is nested within.

15. The system of any one of claims 11 to 14, wherein the server is further
configured to:
determine the selected plurality of document categories to include all of the
document categories associated with the entity type of each of the at

least one currently-selected user identifier.

16. The system of any one of claims 11 to 15, wherein the server is further

configured to:
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record in the non-relational database storage an icon status for each of the
document categories in the plurality of document categories, wherein
the icon status for each document category is an active icon status
indicating that the corresponding category icon is an active icon when
at least one of the documents in the selection of the plurality of
documents is assigned to that document category and is an inactive

icon status otherwise.

17. The system of any one of claims 11 to 16, wherein the server is configured to
determine the icon status in the non-relational database storage for each parent
category by inheriting the icon status of each sub-category nested within that parent
category, and the icon status for the parent category is an active icon status when at

least one inherited icon status is active.

18. The system of any one of claims 11 to 17, wherein the server is configured to
determine the plurality of file icons to be displayed to include only the active
document icons corresponding to the determined selection of the plurality of

documents.

19. The system of any one of claims 11 to 18, wherein the server is further
configured to:
modify the user association for a second selected document in the plurality of
documents; and
automatically trigger an update to the category associations for each of the
document categories associated with the second selected document

using the modified user association for that second selected document.

44



PCT/CA2017/050259

WO 2018/039772

1/20

| "Old

N 30VILNI
T inawnooa NOLLYOINNWNOD [\,
| 301A30 1ndNI R
o) g0,
ASONIN 40SS300Yd
ol p
301A30 ¥3SN
201

\,
vel

cel

0€l

NOILYDITddV SOV 4HILNI
| onmaL INIANGS
ONMLT NOILYD 00 | gz
ISvaviva
| /NOILYT34-NON MOWSN N o7,
3SvVavLva
| TYNOILYT3Y 805539044 J(_\ﬁ
¥IAYIS ININNOOA
0z
A g—r
9¢1



WO 2018/039772 PCT/CA2017/050259

2/20
200
210
N\ STORING DOCUMENTS IN |,/
RELATIONAL DATABASE

STORING ENTITY 220
IDENTIFIERS IN 4
RELATIONAL DATABASE

RECORDING ENTITY 230
ASSOCIATIONS INNON- |~
RELATIONAL DATABASE

Y
QUERYING NON-

RELATIONAL DATABASE TO |
IDENTIFY DOCUMENT
ICONS

240

DISPLAYING DOCUMENT | ,2°0

ICONS

FIG. 2



WO 2018/039772

300

3/20

DEFINING DOCUMENT
CATEGORIES IN THE
RELATIONAL DATABASE

Y

ASSIGNING EACH
DOCUMENT TO AT LEAST
ONE DOCUMENT
CATEGORY

DETERMINING CATEGORY

ASSOCIATIONS FOR EACH ¥~

ENTITY IDENTIFIER

DETERMINING SELECTED
DOCUMENT CATEGORIES

DISPLAYING CATEGORY
ICONS OF SELECTED
DOCUMENT CATEGORIES

FIG. 3

310

320
/

330

340

350

PCT/CA2017/050259



WO 2018/039772
4/20
400
|
410 JURISDICTIONS
|
420 VIEW NON-EMPTY FOLDER OPTION

] FOLDERS/ENTITY TYPES TABLE

430

440

ENTITY FILTERING INTERFACE

/‘1—‘ FOLDERS & DOCUMENTS VISIBILITY
450

FIG. 4

PCT/CA2017/050259



WO 2018/039772 PCT/CA2017/050259

5/20

500 550
\ ( FOLDERS & DOCUMENTS VISIBILITY T—

545

UPDATE ENTITY
ASSOCIATIONS
UPDATE EMPTY STATUS

I 540
DOCUMENT FILTERING

APPLICATION
UPDATE RELATIONSHIPS

T

530

EVENTS
‘MOVE/EDIT/ADD
DOCUMENT
ENTITY TAG

EVENTS

* EDIT/DELETE
ENTITY

515 I |
|
| N | ! ~H 520 |
| FOLDERS | | |
| | | ENTITIES |
| |
I | } - |
| | | |
1 ' | |
| Socs { | ENTITY |
| |
: 50— I : TYPES I
| ™ | | 525 |
| L |
| l | |
| | L |

FIG. 5



WO 2018/039772 PCT/CA2017/050259

600A 6/20
Z 610A
/ Reverse Inheritance Entity Structure
635 Folder Additional ltems affected

éEntity 1 EJEntity 2 BIEntity 3 — jerarchy “~~* Document Location 3< by deletion
o R - \\ )

' Banking |610B  610C 6158 L
Lo ) Taxes
7T Tetsa — J
;—aa@ B
. 1D Giam
Loy s e 4L e »! |
A mos ~ 7 . i 2014
I'TD Savings |- - occcoooov o L J
620A ] LU . L 4 z
/ Jan ) s TD 620B
625A Statement g Sayrl?gs
= 630B
Feb 5
Statement ; 630A
e . 630C!
;TD Chequing 1 |
L. 3459874 i
625B :
Jan :
Chequing t--------:
Statement
T T / 630D
— c¢cBC |
{ c cmBc % ; ?
| i |
620C -;@'YI‘T‘E‘?H |
" RBC | Dellingtis ~ 630E
1 (Empty) ! 625C document affects all
Lo - items marked with a
% star
620D FIG. 6A

SUBSTITUTE SHEET (RULE 26)



WO 2018/039772

600B
Z\ 610A

7/20

PCT/CA2017/050259

/ Document Delete Event Flow - Affecting Count

63% éEntity? Entity2 [(]Entity3 — Reverse Inheriting Count 4 Document Count
e 5 GIB )
| Banking i< 610C s g
L"A—- s § 6158\./\l Taxes l
; ;_@,_'4_1 ----- -
! !L ™ _JI T ¥
§615A A ;‘S 3] ’; 2014 j
: . TD Savings «———— L —
i 620A LWA%yL“J
i //) T ] L , 620B
625A Statement Savings
§ = 630B
| Feb
| Statement 630A
i L ) 630C
’ T "y
E TD Chequing .
a | 3459874 "
é
E Chequing
5 Statement\
§ 630D
R ™ T T g E ] g
L Soec T e )
| i | ' T
620C i??ﬂ!lﬂ?ﬁ; | Tt
" RBC | Deleing s~ 630E
| (Empty Folder) ! 625C document affects all
e - items marked with a
g star
620D FIG. 6B

SUBSTITUTE SHEET (RULE 26)



WO 2018/039772

PCT/CA2017/050259

700A 8/20
Z 710A  710B Entity Filtering Event Flow
All selected
735 — -
éEntitﬂ Entity 2 E3Entity 3 4 Document Count
LIEE] 51— \
Banking | 740 710C 158
A
Ane 4
TD 2]} 3
715A CECI 2014
TD Savings je——
720A 42011 I
A N —
/ ) Jan > . D 720B
725A Statement Sa\{_iggs
= /30B 2
Feb
Statement 730A
730C
- 1
TD Chequing
3459874
/J A
725B E—J-——\
an
740 Chequing
] Statement\
. M 730D
— CIBC
——fg'—'
X + Fam(i:ll;/3 '(r;rus‘tI = FT?m“V -
rust
r2¢ X CIBC \
RBC 0 730E
| (Empty Folder) 725C
720D FIG. 7A

SUBSTITUTE SHEET (RULE 26)



WO 2018/039772 PCT/CA2017/050259

700B 9/20
Entity Filtering Event Flow
Z 710A  710B  gpiihy 1 De-Selected
735 o
\ZEﬁEntitw Entity2 @Entity3 4 Document Count
R RN
| Banking ! 740 |FET T T
(- _g 710C 7158@ Taxes ]
L A
Y
1 W 1 .
L] zE0 |
715A GECEa—] T 2014 |
{ 1D Savings le—— Lo
720A L, 42011 | 1
A TN TN\
" Jan L " 7208
725A Statement 2 Sa\?ggs
730B 2
Feb
Statement 730A
......... 730C
o 0’
—ITD Chequing |
/3.3359_3.5._1
725B T Jan
740 Chequing
l Statement\
RN | 730D
— CIBC !
L J e
? * " CIBC 1§< Fa}:r?ily -
i Family Trust - Trust |
720C ,_._/._._._J CIBC \
-~ "mRBc O 730E
| (Empty Folder)_% 725C
720D FIG. 7B

SUBSTITUTE SHEET (RULE 26)



WO 2018/039772

700C
Z 710A 710B

S

10/20

PCT/CA2017/050259

Entity Filtering Event Flow
Entity 2 De-Selected

7
3% éEntitﬂ éEntityZ @Entity?: 4 Document Count
e T
| Banking ! 740 58a T g
LA‘" ._g 710C 7158\/ﬁ Taxes |
Lo e -
jgos T gl
] TD I U ‘
I _J o 2
715A irzTEfE?‘_—'—le | 2014 L
| TD Savings le—— b
720A L, 42011 A
A @\ TN
/ * Jan - " 7208
725A Statement 33‘!’_'?95
= 730B 2
Feb
Statement 730A
......... 730C
———JTD Che umgl
/5.3559_8(77_._
725B 5 o
740 Chequing
L Statement\
Y | 730D
— CIBC !
[ -
_________ EEETERN
l T3
P : ’i mcllnyl(Erus:;‘ FTgmily N
| Fami rust
720C ._‘_/._‘_. CIBe \
.,_.-._.k_B.é___.a.! 730E
__(Empty) | 726
720D FIG. 7C

SUBSTITUTE SHEE

T (RULE 26)



WO 2018/039772

PCT/CA2017/050259

700D 11/20
Entity Filtering Event Flow
Z 710A  710B Entity 3 De-Selected
735 o
\géEntitw EntityZ Er‘lEntity3 4 Document Count
| Banking ! 740 jgoa T gl
LA‘ ._g 710C 7158\./ﬁ' Taxes |
IR .|
Y
| 1D | EEEM—
2158 )T T j@ma gl ™ 2014 |
; 1D Savings le——7F b
720A L4201 1
A RN T\
" Jan - " 7208
725A Statement 33\4_‘?93
T 730B 2
Feb
Statement 730A
......... 730C
M 1!
ITD Chequing!
|_ 3459874 |
725B Jan
740 Chequing
L Statement\
T 0! 730D
— CIBC !
- “{“‘J BT T 513N
2 gFamﬁllyB ?rust - FTamily N
| | rust
720C ‘_._/.__,_._J CIBe \
" Rrec O 730E
__(Empty) | TC
720D FIG. 7D

SUBSTITUTE SHEET (RULE 26)



WO 2018/039772 PCT/CA2017/050259
12/20
800AZ

< Full View ~ & Show only categories that contain documents i_" Ontaro —i

| +Ontario :

i PEI |

Banking Insur{  Jurisdiction Filter E Quebec i
Credit Cards Life & Frverrer ~opertie o Rdsol

Property Insurance Private Equity | 8alr|]forn|§ { [

Service Accounts Vehicle Insurance Private Investments n2| nr\l'\elencmou -

Utiities B ip—

FIG. 8A
800B

Z

FutureVault Documents | Remin
My Documents Unfiled® Shared with me Shared
U -
< Full View ~ | o Show only categories that contain documents |
Accounting Banking Education
Chartered Accountants Bank Account(s) Continuing Education
Financial Statements Credit Cards Professional Certification(s)
General Ledger Line of Credit Other
FIG. 8B

SUBSTITUTE SHEET (RULE 26)




WO 2018/039772 PCT/CA2017/050259

Categone{i This section controls the mapping between Legal Entities Type and Categories
Jurisdictions You can also change icons by clicking on the labet or the icons.

ge.\[f\é Form Person | Sole Propretorship Parnership| Comoration] Cooperative|Charitable Foundation Family Trust| Limited Lisbilty Corporalon

urider AAccounting E

White Label Budgets [p] 0 O O O 0 0 0

Controls Chartered Accountants [p]

Financial Statem{e?ts Ip ] o

General Ledger (p | 0

OCR Keywords | =5iher acounting o] el 2
OCR Weight Person | Sole Proprieforship| Parnership| Coporalion|Cooprativg|Chariable Foundfon|Famiy Tust| Linied | abntyCorpo falon

Adjust ~Assured Assets ? o o | ol o o o o

Critical lliness [p] = O 0 O 0 0 0

File/Folder Disability Insurance [p] O 0 o O O O o

Suggestions Life Insurance [p] 0 O &) 5 5 = =
Person | ole Proprilorship| Parinership| Comoralion) Cooperative| Chariable Foundation Family Trust| Limited Ligbilty Corporafon

Legal Entities | | ~Banking fit o

Mapping Bank Account O

Credit Card 0

Lines of Credit [p] 0

L.oan ] [}

Mortgages [p] @ O

Other Banking [p] ] 0

Safety Deposit Box el 0

Student Loan = 5]

30002 FIG. 8C
FutureVault DocumentsL
My D

displayed based on active types

a Search Entities !
0 Brad &o_flnberg

Personal] @0 | T
O React DighalArls ™"~ - [ Accounting

|
Sole proprieforship® < -1 ]Budgets |
l
l

Categories and subcategories are
Entities

= SB2 Group Inc =1~ ] Chartered Accountants ;

fCorporat[on ________ Financial Statements !
0 2013 Rq_s_gnberg Family Trust - ,[ gehneral Ledger -

[Family Trust! «—— —" T | Oer _J
@ Add Person, Company or Entity Family

FIG. 8D

SUBSTITUTE SHEET (RULE 26)




PCT/CA2017/050259

WO 2018/039772

14/20

V6 'Old

pofeidsip aq |Im aiay paisjua oju|

19pi0} 0SS TN SapadJaN 0102 8y} O

| 8010AU] Jieday
| BINBS Iy Yied 188 §0-10-010¢ ﬂ-

_ siieda

sjuawnaop peojdn i Jo doup pue beig

(s)apyan peoy-yo [ |~

$9|0A010J0\ D ~

(s)yesossiep % 1e0g B ~

<
U} 0} uoewloul ppy | 4 _
m _ B0INIBS OJNY Yied 188Q 7Z-10-9 - T. cmm._s_ m%mem_z 0L0Z B m @
S JUaWNY0( 7 /./. cangowon | m
3| OAU| 39IAI9S /,/“n_ ] D
% , N
S9pPaJIdN 0102 | g sbulog 19p|04 MON 8Je8l) [7] Amvtmée/ﬂ ~
Anus pajeroosse ~. -
Aq pajjosuoo ~ S32IYaA
W Aigisia Juswinaoq
/0SSN SapaI3N 010 / Ssjiqowoiny / S9O1Y3/ / S)UBUIN00Q <| |
sjuswnaoq JneASININ @

SUBSTITUTE SHEET (RULE 26)



PCT/CA2017/050259

WO 2018/039772

15/20

g6 'Old

dj00- @@0@% TMIS Buy ¢
frlualualelg aDeBLO D8y §107

UaWnaop uo pake|dsip 8 [jim aiay paiajus oju|
13P]04 Sy} 0} uoneuriojul ppy

$1ap|o} payew apiy
lleys siy} Bunosjes

M 1S Buny ﬁmm-m_mmmmos%i

~ gruauaelg abeSop 78y L0z

Auo s1apjoj anoe MOUS Y

— sjuswNgoQ 7
wcmemﬁm abebiopy | SelMadoid Juswisaay| [9]-

.@%sﬁm 19pj04 MaN 81eaI]) [+

LJ

e | I “
suasgsan ) | SISO
suewnooqz | o
v J3U0 | o peg) diog opuog [ ]
700-96098152-M 15 By g
Shismg o gy ) | 2P S0P~
700960957571 1S B g ojuoI0]
-Jsep 1oaus Bury 569 ) -

salyedoly co_«mogilf
$80UBISAY [ediouild [ ~

fiug 1o Auedwo?) ‘uosiag ppy @

18N} Ajiwe
jsni) Ajwed Braquasoy ¢107 @

uoneiodion
auj dnolg zgs

diysiojaudold 8j0g
spy [yl joedy ©

saadol [eIBWWo) [

- 9je)s] |eay

1S3M 1S Bury p56-aBeBlIop /1597 19911 Buty $66 / Saiadold JusluiSaA| / S1e1ST [eaY ] SJUSWN0Q »

SJOBJUON  SIBpUIWSY

[euosiag
Biaquasoy peig O

soNug Yoiess o

sau3

S

}nepsIning gy

8006

SUBSTITUTE SHEET (RULE 26)



PCT/CA2017/050259

WO 2018/039772

16/20

J6 'Old

usppIy Sjuswnao( J

pafejdsip aq M aiay paisjua ojuj

U 0} UoIjeuLIojul ppy

\.

S9P3JIBA 010¢

(S)opiyen peoy40 [ |~
pajeAlloe-s(g sojfosojo [ |~
<
M.m 49p[0} 0GGTIN SOPBIIBIN 0107 By} Ot (shiemsaep) 3 1e0g E ~
1) ojdn yoio Jo doup pue Beig ¥
w —.II ................ e .T iiiiiiiiiiii t}b\!lx;).,r:iowc\:tr‘\:xu
m | ©Sa)us Jay)o U sjustnoop 7 ale alsyy | : ®
w . _ e e e T !
= sjuswnooq z ! A
1N sajiqowojn -
Bl e ] o
Sle sBujes 19pjo4 MaN 8jeal) [¥] (s)yesouty E A p—
Ve ~ - S9JJIYaA e
| Popepsea 18]
ya 0SSN S3P32I3N 01,0 / S3liGowOINY / S8JOIYBA / Sjuslundoq ¢ mu_lu_?m

SJUBWINIO0(

JInepsIning gy

SUBSTITUTE SHEET (RULE 26)



WO 2018/039772 PCT/CA2017/050259

17/20

1000

Entities

> Documents / Real Estate / Investment Properties / 954 King Street

O Hide inactive@ (3)
There are 2 sub-catergories in other entities. @

VE Commercial Properties

- D Investment Properties

Create New Folder

FIG. 10

SUBSTITUTE SHEET (RULE 26)



PCT/CA2017/050259

WO 2018/039772

18/20

Ll "Old

19p10} 0GSTIN SePadIa 0102 oY Ul
sjuaLunaop peojdn ¥a1j2 Jo doip pue Beig

«l

89I0AU] Jieday ==
301MIag Oy Yed 198 50-10-9107 %],

siieday =
80IM8S OJnYy e Jseq 7z-10-9107 4.

( Suggested Documents/Labels ~ ]

SJUBWIN0Q 7
o 9910AU| 99IAIDG

& sbuipes \

SJUN0J JUSWINOOP J8p|0-

N

(sJeroryen 8& 0l | A

wm_o\aéos_ . ﬁ
(S)yesoseiem B Amom (7] +

J

~ S3J0IYIA

09GTIN SOP3dIBIN (L0 / SO|IGOWOINY / SBIIYSA / SjusWNd0( <

sau3

JIneAsININg (g

.

0011

SUBSTITUTE SHEET (RULE 26)



PCT/CA2017/050259

WO 2018/039772

19/20

(A E|

80 SIOUO UM paleys

SW M PBIRYS o POIKUIN - SN0 A

SIOBJUOY  SIopuISY

ay} uo paseq
19))1} s18n0 dod

spi0aay sakojdwg (shiojoesdoiy) (shuepuadeg
syouag aupIpa|N BNjeULBYY uaIpiIy9
IN0Say Uewny [e21P3N B YljesH O (shenbase)
. Buiaueul4 9jo1yap
(s)ueoq juspnig Aure
1B8Yj0 BYIo (s8)xog ysodaq Ajajes
leunsuaidenuy (slueotjuspmig safebyopy 18Y0
siafojdwg | | (s)ueo 1eBpa jeieusg
seunjop g Aweyg | | UMY UNUIEId Ssaisng <m_®w__\.|ﬂ_ T — paggasuy . S|usWaje)g [elou.ulq
swabeueyy Jaaie) | | IPaI) Jo 8urT euosiad aulejods o | | spleg pai) T Suemmoooy-pessHeyy
(s)uonisod preog | | ssaidxg ueonewy n_omu%_%%%“m _ (s)unoooy yueg sjebpng
uogeanpy| — uojednpy Buiyueg Buiunoaoy
SJUBLINOOP UIBJU09 Jeu) salioBajed Ajuo B0 N maip 4 @
Aay) sjuswinoop

SJUBWNI0(

JIneAsININS g

N

ooci

SUBSTITUTE SHEET (RULE 26)



WO 2018/039772

1300

20/20

Root Folder
-ID
-Entity
-Name
-Document Count

PARENT_OF

Folders
-ID
-Entity
-Name
-Document Count

PARENT_OF

-Document Count

FIG. 13

SUBSTITUTE SHEET (RULE 26)

PARENT OF

PARENT OF

PARENT OF

PCT/CA2017/050259

Document
-ID
-Entity
-Name

Document
-ID
-Entity
-Name

Document
-D
-Entity
-Name




	Bibliographic Page
	Abstract
	Description
	Claims
	Drawings

