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(57) Abstract: Methods, systems and computer program products for organizing and displaying in real-time data related to a plurality of 
f4 documents. A plurality of documents and a plurality of entity identifiers are stored in a relational database storage. Each entity identifier 

has an entity type selected from a plurality of entity types. A plurality of entity associations between the plurality of entity identifiers 
and the plurality of documents are stored in a non-relational database storage. Each entity association defines a relationship between 
one or more entity identifiers and a selected document in the plurality of documents. A plurality of file icons are displayed in a display 
interface. The plurality of file icons includes active icons corresponding to a election of the plurality of documents where the selection 
is determined by querying he non-relational database storage using at least one currently-selected entity identifier.
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REAL-TIME DOCUMENT FILTERING SYSTEMS AND METHODS 

Field 

[1] The described embodiments relate to managing electronic documents, and in 

particular systems, methods and computer program products for filtering electronic 

5 documents.  

Background 

[2] Filing cabinets and file folders have long been used to store important 

documents. As important personal and business documents are increasingly 

generated and disseminated electronically, individuals are using electronic database 

10 storage systems to store their important documents. As with physical filing cabinets, 

electronic folders and documents must be carefully organized and managed to make 

document retrieval convenient and easy.  

[3] Documents relating to different personal and business matters may be stored 

within the same database structure. An individual may store documents relating to 

15 their personal lives, one or more businesses or corporations, as well as documents 

relating to trusts for their children or spouses. Because electronic documents can be 

easily duplicated, documents may be stored in multiple locations in a database. For 

example, multiple copies of a financial document can be quickly and easily stored in 

different folders for an individual's banking records and their tax records. As a result, 

20 the apparent number of documents to be sorted and managed can be much greater 

with electronic storage systems.  

[4] Users typically have high expectations of electronic document management 

systems. Users expect to be able to rapidly move documents to different storage 

locations in the document management system and navigate through different 

25 sections of the database. As users navigate the database, data displayed about 

folder content and relationships is expected to be up to date and reflect recent 

modifications. When the data presented is incorrect or not updated quickly, this can 

lead to user frustration. With large databases, updates may take time to propagate 

through the database structure because complex or inefficient computations may be 

30 necessary to update different sections of the database. These issues may be 

particularly noticeable in cloud-based document management systems, where user 

operations are being processed remotely.  
1



[4A] Any discussion of documents, acts, materials, devices, articles or the like 

which has been included in the present specification is not to be taken as an 

admission that any or all of these matters form part of the prior art base or were 

common general knowledge in the field relevant to the present disclosure as it 

5 existed before the priority date of each of the appended claims.  

Summary 

[4B] Throughout this specification the word "comprise", or variations such as 

"comprises" or "comprising", will be understood to imply the inclusion of a stated 

element, integer or step, or group of elements, integers or steps, but not the 

10 exclusion of any other element, integer or step, or group of elements, integers or 

steps.  

[4C] In one aspect there is provided a method for organizing and displaying in real

time data related to a plurality of documents, the method comprising: 

storing a plurality of documents and a plurality of document categories in a 

15 relational database storage; 

assigning each document in the plurality of documents to at least one of the 

document categories; 

storing a plurality of user identifiers in the relational database storage, each of 

the plurality of user identifiers having an entity type selected from a 

20 plurality of entity types; 

recording in a non-relational database storage, a plurality of user associations 

between the plurality of user identifiers and the plurality of documents, 

wherein each user association comprises a relationship between one 

or more user identifiers from the plurality of user identifiers and a 

25 selected document in the plurality of documents; 

recording, in the non-relational database storage, a plurality of category 

associations between the plurality of user identifiers and the plurality of 

document categories, wherein each category association comprises a 

category relationship between a selected category in the plurality of 

30 document categories and the one or more user identifiers; and 

displaying a plurality of file icons in a display interface, the plurality of file 

icons including active icons corresponding to a selection of at least one 

2



of the plurality of documents and the plurality of document categories, 

wherein the selection is determined by 

querying the non-relational database storage using at least one 

currently-selected user identifier; 

5 recording in the non-relational database storage a document 

count for each of the document categories in the plurality of document 

categories, the document count for each document category indicating 

a number of documents in the selection of the plurality of documents 

associated with that document category, wherein the plurality of 

10 document categories are recorded in the non-relational data base 

storage as a category hierarchy including at least one parent category 

and at least one sub-category nested within each parent category, 

wherein the category associations for each parent category inherit the 

category associations for each of the at least one sub-category nested 

15 within that parent category, wherein the document count in the non

relational database storage for each parent category is determined by 

inheriting the document count from each sub category nested within 

that parent category; 

determining a selected plurality of document categories by 

20 querying the plurality of category associations in the non-relational 

database storage using the at least one currently-selected user 

identifier; and 

determining the plurality of file icons to include a plurality of 

category icons corresponding to the selected plurality of document 

25 categories.  

[4D] In another aspect there is provided a non-transitory computer program 

product for organizing and displaying in real-time data related to a plurality of 

documents, the computer program product comprising a non-transitory computer 

readable storage medium and computer-executable instructions stored on the 

30 computer readable storage medium, the instructions for configuring a processor to: 

store a plurality of documents and a plurality of document categories in a 

relational database storage, wherein each of the documents in the plurality of 

documents is assigned to at least one of the document categories; 

2A



store a plurality of entity user identifiers in the relational database storage, 

each of the plurality of entity user identifiers having an entity type selected from a 

plurality of entity types; 

record, in a non-relational database storage, a plurality of entity user 

5 associations between the plurality of entity user identifiers and the plurality of 

documents, wherein each entity user association comprises a relationship between 

one or more entity user identifiers from the plurality of entity user identifiers and a 

selected document in the plurality of documents; and 

record, in the non-relational database storage, a plurality of category 

10 associations between the plurality of user identifiers and the plurality of document 

categories, wherein each category association comprises a category relationship 

between a selected category in the plurality of document categories and one or more 

user identifiers; and 

display a plurality of file icons in a display interface, the plurality of file icons 

15 including active icons corresponding to a selection of at least one of the plurality of 

documents and the plurality of document categories, wherein the selection is 

determined by 

querying the non-relational database storage using at least one 

currently-selected entity user identifier; 

20 recording in the non-relational database storage a document count 

for each of the document categories in the plurality of document 

categories, the document count for each document category indicating a 

number of documents in the selection of the plurality of documents 

associated with that document category, wherein the plurality of document 

25 categories are recorded in the non-relational data base storage as a 

category hierarchy including at least one parent category and at least one 

sub-category nested within each parent category, wherein the category 

associations for each parent category inherit the category associations for 

each of the at least one sub-category nested within that parent category, 

30 wherein the document count in the non-relational database storage for 

each parent category is determined by inheriting the document count from 

each sub category nested within that parent category; 
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determining a selected plurality of document categories by querying 

the plurality of category associations in the non-relational database 

storage using the at least one currently-selected user identifier; and 

determining the plurality of file icons to include a plurality of 

5 category icons corresponding to the selected plurality of document 

categories.  

[4E] In another aspect there is provided a system for organizing and displaying in 

real-time data related to a plurality of documents, the system comprising: 

a relational database storage; 

10 a non-relational database storage coupled to the relational database storage; 

and 

a server in communication with the relational database storage and the non

relational database storage, the server configured to 

store a plurality of documents and a plurality of document categories in the 

15 relational database storage; 

assign each document in the plurality of documents to at least one of the 

document categories 

store a plurality of entity user identifiers in the relational database storage, 

each of the plurality of entity user identifiers having an entity type selected from a 

20 plurality of entity types; 

record, in the non-relational database storage, a plurality of entity user 

associations between the plurality of entity user identifiers and the plurality of 

documents, wherein each entity user association comprises a relationship between 

one or more entity user identifiers from the plurality of entity user identifiers and a 

25 selected document in the plurality of documents; 

record, in the non-relational database storage, a plurality of category 

associations between the plurality of user identifiers and the plurality of document 

categories, wherein each category association comprises a category relationship 

between a selected category in the plurality of document categories and one or more 

30 user identifiers; and 

determine a plurality of file icons to be displayed in a display interface of a 

device in communication with the server, the plurality of file icons including active 
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icons corresponding to a selection of at least one of the plurality of documents, 

wherein the selection is determined by 

querying the non-relational database storage using at least one 

currently-selected entity user identifier; 

5 recording in the non-relational database storage a document 

count for each of the document categories in the plurality of document 

categories, the document count for each document category indicating a 

number of documents in the selection of the plurality of documents 

associated with that document category, wherein the plurality of 

10 document categories are recorded in the non-relational data base 

storage as a category hierarchy including at least one parent category 

and at least one sub-category nested within each parent category, 

wherein the category associations for each parent category inherit the 

category associations for each of the at least one sub-category nested 

15 within that parent category, wherein the document count in the non

relational database storage for each parent category is determined by 

inheriting the document count from each sub category nested within that 

parent category; 

determining a selected plurality of document categories by 

20 querying the plurality of category associations in the non-relational 

database storage using the at least one currently-selected user identifier; 

and 

determining the plurality of file icons to include a plurality of 

category icons corresponding to the selected plurality of document 

25 categories.  

[5] In a broad aspect, there is provided a method for organizing and displaying in 

real-time data related to a plurality of documents. The method can include storing a 

plurality of documents in a relational database storage; storing a plurality of entity 

identifiers in the relational database storage, each of the plurality of entity identifiers 

30 having an entity type selected from a plurality of entity types; recording in a non

relational database storage a plurality of entity associations between the plurality of 

entity identifiers and the plurality of documents, where each entity association 
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defines a relationship between one or more entity identifier from the plurality of entity 

identifiers and a selected document in the plurality of documents; and displaying a 

plurality of file icons in a display interface, the plurality of file icons including active 

icons corresponding to a selection of the plurality of documents, where the selection 

5 is determined by querying the non-relational database storage using at least one 

currently-selected entity identifier.  

[6] In some embodiments, the method may include storing a plurality of 

document categories in the relational database storage; assigning each document in 

the plurality of documents to at least one of the document categories; recording in 

10 the non-relational database storage a plurality of category associations between the 

plurality of entity identifiers and the plurality of document categories, where each 

category association defines a category relationship between a selected category in 

the plurality of document categories and one or more entity identifiers; and displaying 

the plurality of file icons by determining a selected plurality of document categories 

15 by querying the plurality of category associations in the non-relational database 

storage using the at least one currently-selected entity identifier; determining the 

plurality of file icons to include a plurality of category icons corresponding to the 

selected plurality of document categories; and displaying the plurality of file icons.  

[7] In some embodiments, the plurality of document categories are recorded in 

20 the non-relation database storage as a category hierarchy including at least one 

parent category and at least one sub-category nested within each parent category; 

and the category associations for each parent category inherit the category 

associations for each of the at least one sub-category nested within that parent 

category.  

25 
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[8] In some embodiments, the plurality of category associations are determined 

by: defining default category associations for each entity type; and determining the 

plurality of category associations to include the default category associations for the 

entity type of each entity identifier.  

5 [9] In some embodiments, the method may include storing an additional 

document in the relational database storage associated with a first document sub

category; updating the entity associations by defining in the non-relational database 

storage a relationship between the additional document and a particular entity 

identifier, where the particular entity identifier is not associated with the first 

10 document sub-category; and updating the category associations in the non-relational 

database storage for the first document sub-category to include the particular entity 

identifier.  

[10] In some embodiments, the method may include automatically updating the 

category associations in the non-relational database storage for each parent 

15 category the first document sub-category is nested within.  

[11] In some embodiments, the method may include determining the selected 

plurality of document categories to include all of the document categories associated 

with the entity type of each of the at least one currently-selected entity identifier.  

[12] In some embodiments, the method may include recording in the non-relational 

20 database storage an icon status for each of the document categories in the plurality 

of document categories, where the icon status for each document category is an 

active icon status indicating that the corresponding category icon is an active icon 

when at least one of the documents in the selection of the plurality of documents is 

assigned to that document category and is an inactive icon status otherwise.  

25 [13] In some embodiments, the icon status in the non-relational database storage 

for each parent category is determined by inheriting the icon status of each sub

category nested within that parent category, and the icon status for the parent 

category is an active icon status when at least one inherited icon status is active.  

[14] In some embodiments, the plurality of file icons displayed include only the 

30 active document icons corresponding to the determined selection of the plurality of 

documents.  

[15] In some embodiments, the method may include recording in the non-relational 

database storage a document count for each of the document categories in the 

plurality of document categories, the document count for each document category 

-3-
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indicating a number of documents in the selection of the plurality of documents 

associated with that document category.  

[16] In some embodiments, the document count in the non-relational database 

storage for each parent category is determined by inheriting the document count 

5 from each sub-category nested within that parent category.  

[17] In some embodiments, the method may include modifying the entity 

associations for a second selected document in the plurality of documents; and 

automatically triggering an update to the category associations for each of the 

document categories associated with the second selected document using the 

10 modified entity association for that second selected document.  

[18] In another broad aspect, there is provided a computer program product for 

organizing and displaying in real-time data related to a plurality of documents, the 

computer program product including a non-transitory computer readable storage 

medium and computer-executable instructions stored on the computer readable 

15 storage medium, the instructions for configuring a processor to: store a plurality of 

documents in a relational database storage; store a plurality of entity identifiers in the 

relational database storage, each of the plurality of entity identifiers having an entity 

type selected from a plurality of entity types; record in a non-relational database 

storage a plurality of entity associations between the plurality of entity identifiers and 

20 the plurality of documents, where each entity association comprises a relationship 

between one or more entity identifier from the plurality of entity identifiers and a 

selected document in the plurality of documents; and display a plurality of file icons 

in a display interface, the plurality of file icons including active icons corresponding to 

a selection of the plurality of documents, where the selection is determined by 

25 querying the non-relational database storage using at least one currently-selected 

entity identifier.  

[19] In another broad aspect, there is provided a system for organizing and 

displaying in real-time data related to a plurality of documents, the system can 

include: a relational database storage; a non-relational database storage coupled to 

30 the relational database storage; and a server in communication with the relational 

database storage and the non-relational database storage, where the server is 

configured to store a plurality of documents in the relational database storage; store 

a plurality of entity identifiers in the relational database storage, each of the plurality 

of entity identifiers having an entity type selected from a plurality of entity types; 

-4-
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record in the non-relational database storage a plurality of entity associations 

between the plurality of entity identifiers and the plurality of documents, where each 

entity association defines a relationship between one or more entity identifier from 

the plurality of entity identifiers and a selected document in the plurality of 

5 documents; and determine a plurality of file icons to be displayed in a display 

interface of a device in communication with the server, the plurality of file icons 

including active icons corresponding to a selection of the plurality of documents, 

where the selection is determined by querying the non-relational database storage 

using at least one currently-selected entity identifier.  

10 [20] In some embodiments, the server may be further configured to store a 

plurality of document categories in the relational database storage; assign each 

document in the plurality of documents to at least one of the document categories; 

record in the non-relational database storage a plurality of category associations 

between the plurality of entity identifiers and the plurality of document categories, 

15 where each category association comprises a category relationship between a 

selected category in the plurality of document categories and one or more entity 

identifiers; and determine the plurality of file icons by determining a selected plurality 

of document categories by querying the plurality of category associations in the non

relational database storage using the at least one currently-selected entity identifier; 

20 and determining the plurality of file icons to include a plurality of category icons 

corresponding to the selected plurality of document categories.  

[21] In some embodiments, the plurality of document categories are stored in the 

non-relational database a category hierarchy including at least one parent category 

and at least one sub-category nested within each parent category; and the category 

25 associations for each parent category inherit the category associations for each of 

the at least one sub-category nested within that parent category.  

[22] In some embodiments, the server may be configured to determine the plurality 

of category associations by: defining default category associations for each entity 

type; and determining the plurality of category associations to include the default 

30 category associations for the entity type of each entity identifier.  

[23] In some embodiments, the server may be configured to: store an additional 

document in the relational database storage associated with a first document sub

category; update the entity associations by defining in the non-relational database 

storage a relationship between the additional document and a particular entity 

-5-
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identifier, where the particular entity identifier is not associated with the first 

document sub-category; and update the category associations in the non-relational 

database storage for the first document sub-category to include the particular entity 

identifier.  

5 [24] In some embodiments, the server may be configured to trigger an automatic 

update of the category associations in the non-relational database storage for each 

parent category the first document sub-category is nested within.  

[25] In some embodiments, the server may be configured to: determine the 

selected plurality of document categories to include all of the document categories 

10 associated with the entity type of each of the at least one currently-selected entity 

identifier.  

[26] In some embodiments, the server may be configured to: record in the non

relational database storage an icon status for each of the document categories in the 

plurality of document categories, where the icon status for each document category 

15 is an active icon status indicating that the corresponding category icon is an active 

icon when at least one of the documents in the selection of the plurality of 

documents is assigned to that document category and is an inactive icon status 

otherwise.  

[27] In some embodiments, the server may be configured to determine the icon 

20 status in the non-relational database storage for each parent category by inheriting 

the icon status of each sub-category nested within that parent category, and the icon 

status for the parent category is an active icon status when at least one inherited 

icon status is active.  

[28] In some embodiments, the server may be configured to determine the plurality 

25 of file icons to be displayed to include only the active document icons corresponding 

to the determined selection of the plurality of documents.  

[29] In some embodiments, the server may be configured to: record in the non

relational database storage a document count for each of the document categories in 

the plurality of document categories, the document count for each document 

30 category indicating a number of documents in the selection of the plurality of 

documents associated with that document category.  

[30] In some embodiments, the document count in the non-relational database 

storage for each parent category is determined by inheriting the document count 

from each sub-category nested within that parent category.  

-6--
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[31] In some embodiments, the server may be configured to: modify the entity 

association for a second selected document in the plurality of documents; and 

automatically trigger an update to the category associations for each of the 

document categories associated with the second selected document using the 

5 modified entity association for that second selected document.  

Brief Description of the Drawings 

[32] A preferred embodiment of the present invention will now be described in 

detail with reference to the drawings, in which: 

FIG. 1 illustrates a system for filtering and displaying file icons in accordance 

10 with an example embodiment.  

FIG. 2 illustrates a process for filtering and displaying file icons in accordance 

with an example embodiment.  

FIG. 3 illustrates a process for filtering and displaying category icons in 

accordance with an example embodiment.  

15 FIG. 4 illustrates an example hierarchy of filters in accordance with an 

example embodiment.  

FIG. 5 illustrates a flowchart of an example process for updating icon status in 

accordance with an example embodiment.  

FIGS. 6A-6B illustrate an example of updating document entity associations in 

20 accordance with an example embodiment.  

FIGS. 7A-7D illustrate examples of filtering file icons using entity associations 

in accordance with an example embodiment.  

FIG. 8A illustrates a screenshot of an example user interface for filtering file 

icons by jurisdiction in accordance with an example embodiment.  

25 FIG. 8B illustrates a screenshot of an example user interface for filtering file 

icons by folder status in accordance with an example embodiment.  

FIG. 8C illustrates a screenshot of an example user interface for defining 

default category icons in accordance with an example embodiment.  

FIG. 8D illustrates a screenshot of an example user interface for filtering file 

30 icons by entity status in accordance with an example embodiment.  

FIG. 9A illustrates a screenshot of another example user interface for filtering 

file icons by entity status in accordance with an example embodiment.  

-7-
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FIG. 9B illustrates a screenshot of another example user interface for filtering 

file icons by folder status in accordance with an example embodiment.  

FIG. 9C illustrates a screenshot of another example user interface of file icons 

filtered by entity status in accordance with an example embodiment.  

5 FIG. 10 illustrates a screenshot of another example user interface for filtering 

file icons in accordance with an example embodiment.  

FIG. 11 illustrates a screenshot of an example user interface illustrating file 

icons with document counts in accordance with an example embodiment.  

FIG. 12 illustrates a screenshot of a further example user interface for filtering 

10 file icons in accordance with an example embodiment.  

FIG. 13 illustrates an example non-relational database structure that may be 

used in the system of FIG. 1 in accordance with an example embodiment.  

Description of Exemplary Embodiments 

[33] It will be appreciated that for simplicity and clarity of illustration, where 

15 considered appropriate, reference numerals may be repeated among the figures to 

indicate corresponding or analogous elements or steps. In addition, numerous 

specific details are set forth in order to provide a thorough understanding of the 

exemplary embodiments described herein. However, it will be understood by those 

of ordinary skill in the art that the embodiments described herein may be practiced 

20 without these specific details. In other instances, well-known methods, procedures 

and components have not been described in detail since these are known to those 

skilled in the art. Furthermore, it should be noted that this description is not intended 

to limit the scope of the embodiments described herein, but rather as merely 

describing one or more exemplary implementations.  

25 [34] It should also be noted that the terms "coupled" or "coupling" as used herein 

can have several different meanings depending in the context in which these terms 

are used. For example, the terms coupled or coupling may be used to indicate that 

an element or device can electrically, optically, or wirelessly send data to another 

element or device as well as receive data from another element or device.  

30 [35] It should be noted that terms of degree such as "substantially", "about" and 

"approximately" as used herein mean a reasonable amount of deviation of the 

modified term such that the end result is not significantly changed. These terms of 
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degree may also be construed as including a deviation of the modified term if this 

deviation would not negate the meaning of the term it modifies.  

[36] Furthermore, any recitation of numerical ranges by endpoints herein includes 

all numbers and fractions subsumed within that range (e.g. 1 to 5 includes 1, 1.5, 2, 

5 2.75, 3, 3.90, 4, and 5). It is also to be understood that all numbers and fractions 

thereof are presumed to be modified by the term "about" which means a variation of 

up to a certain amount of the number to which reference is being made if the end 

result is not significantly changed.  

[37] The example embodiments of the systems and methods described herein 

10 may be implemented as a combination of hardware or software. In some cases, the 

example embodiments described herein may be implemented, at least in part, by 

using one or more computer programs, executing on one or more programmable 

devices comprising at least one processing element, and a data storage element 

(including volatile memory, non-volatile memory, storage elements, or any 

15 combination thereof). These devices may also have at least one input device (e.g. a 

pushbutton keyboard, mouse, a touchscreen, and the like), and at least one output 

device (e.g. a display screen, a printer, a wireless radio, and the like) depending on 

the nature of the device.  

[38] It should also be noted that there may be some elements that are used to 

20 implement at least part of one of the embodiments described herein that may be 

implemented via software that is written in a high-level computer programming 

language such as object oriented programming. Accordingly, the program code may 

be written in C, C++ or any other suitable programming language and may comprise 

modules or classes, as is known to those skilled in object oriented programming.  

25 Alternatively, or in addition thereto, some of these elements implemented via 

software may be written in assembly language, machine language or firmware as 

needed. In either case, the language may be a compiled or interpreted language.  

[39] At least some of these software programs may be stored on a storage media 

(e.g. a computer readable medium such as, but not limited to, ROM, magnetic disk, 

30 optical disc) or a device that is readable by a general or special purpose 

programmable device. The software program code, when read by the programmable 

device, configures the programmable device to operate in a new, specific and 

predefined manner in order to perform at least one of the methods described herein.  
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[40] Furthermore, at least some of the programs associated with the systems and 

methods of the embodiments described herein may be capable of being distributed 

in a computer program product comprising a computer readable medium that bears 

computer usable instructions for one or more processors. The medium may be 

5 provided in various forms, including non-transitory forms such as, but not limited to, 

one or more diskettes, compact disks, tapes, chips, and magnetic and electronic 

storage.  

[41] In modern operating systems, documents are typically arranged in directory 

structures stored using relational databases. Because these database structures are 

10 well-known, query languages (e.g. SQL) have been developed that facilitate a wide 

range of operations on these relational databases. However, relational databases 

may have some drawbacks when computational speed is desired. Relational 

databases organize the data stored therein into file directories arranged as tables 

with rows and columns. In general, every row in a table in the relational database 

15 includes the same columns, regardless of whether the object being defined in that 

row has attributes for each column.  

[42] In relational databases, recursive calculations can be computationally 

expensive to perform using SQL queries. As a result, determining whether a folder 

(and all its sub-folders) is empty, the number of documents within a folder, the size of 

20 a folder, is often performed manually.  

[43] Similarly, determining the relationship between different document categories 

and the characteristics of document filed within those categories (and nested sub

categories) can be time consuming and computationally complex. The computational 

complexity increases as documents are stored across a matrix of different document 

25 hierarchies, and associated with multiple document categories and user entities.  

[44] Because of this computational complexity, data regarding the folders in the 

database (such as folder size, folder document counts, folder empty status etc.) may 

not be tracked and updated in real-time. When users are navigating through 

document viewing or document management applications, this can result in outdated 

30 information being presented to a user, or delays in displaying accurate data. For 

instance, it may be difficult to determine whether and how many documents are 

present in high level folders being navigated through. Where important documents 

related to multiple entities and entity types are stored, each of which may have 
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different associated categories and category hierarchies, providing real-time data 

about the status of multiple document folders can be difficult.  

[45] Embodiments of the systems, methods and computer program products 

described herein may address some of these above difficulties in browsing and 

5 viewing electronic documents such as personal and business documents belonging 

to multiple entities and entity types. Embodiments described herein may provide 

remote or cloud based virtual filing cabinets that allow individuals to store documents 

in association with different categories and user entities. The embodiments 

described herein may facilitate viewing and filtering digital documents by document 

10 associations with business or personal entity identifiers, entity types, jurisdictions, as 

well as displaying a real-time count of the documents contained in each folder and 

sub-folder.  

[46] Embodiments described herein may provide a hybrid database structure to 

store documents and document associations. A plurality of documents can be stored 

15 in a relational database storage. The documents may include various document 

types, such as personal documents, business documents, legal documents and so 

forth.  

[47] A plurality of entity identifiers can also be stored in the relational database 

storage. The entity identifiers may represent different individuals or groups (e.g. a 

20 person, particular business, charity) for which documents may be stored in the 

relational database storage. For example, a user may store documents in the 

relational database storage that relate to different personal, business or charitable 

matters they are involved in. Entity identifiers can be defined for each of the different 

groupings the user wishes to file documents for. Embodiments herein may facilitate 

25 the storage, management and navigation of these documents.  

[48] A plurality of entity associations between the plurality of entity identifiers and 

the plurality of documents can be stored in a non-relational database storage. The 

non-relational database can be implemented as a graph database, where a graph (or 

edge or relationship), directly relates data items stored therein, The graph database 

30 can include data stored in a plurality of nodes. Each node can have data attributes or 

characteristics associated therewith. The relationship(s) between one or more nodes 

can be defined directly in the database using edges. As a result, modifications to a 

particular node can be rapidly perpetuated to related nodes identified by the 

edge/relationship.  
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[49] Each entity association indicates a relationship between one or more entity 

identifier and a selected document. Documents may be associated with multiple 

entity identifiers, for example where they relate to the activities of multiple entities.  

For instance, a pay stub from a professional corporation to an individual may be 

5 stored in the relational database. The entity associations for the pay stub in the non

relational database storage may then be defined to include both the corporate entity 

identifier and the individual entity identifier.  

[50] Entity identifiers and entity associations can be used to filter icons that are 

displayed to a user navigating the document management system. For instance, a 

10 user may wish to view only folders and documents that relate to their personal entity.  

Accordingly, the user may select their personal entity identifier and deselect all other 

entity identifiers. The currently selected entity identifier (or identifiers) can be used to 

query the non-relational database to identify a selection of documents in the plurality 

of documents. The identified selection of documents may be used to determine the 

15 icons that are displayed to the user.  

[51] A plurality of file icons can be displayed to the user. The plurality of file icons 

can include active icons corresponding to the selection of documents determined 

using the currently selected entity identifier. For example, the displayed file icons 

may only include folder icons, sub-folder icons, and document icons for documents 

20 associated with the currently-selected entity identifier. In other cases, the plurality of 

file icons may include additional file icons related to the currently-selected entity 

identifier, such as folder icons and sub-folder icons that may be associated with the 

entity identifier by default but are currently empty.  

[52] A plurality of document categories can be stored in the relational database 

25 storage. Each document in the plurality of documents can be assigned to at least 

one of the document categories. Document categories may reflect the different 

document types that may be stored in the relational database storage. The 

document categories may represent a general description of the type of content in 

the documents stored in a category. Examples of document categories may include 

30 an accounting category, a banking category, an insurance category, a tax category 

and many other document categories. When a user is navigating through the 

document management application, corresponding category icons or folder icons 

may be displayed that correspond to the document categories.  
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[53] A plurality of category associations can be stored in the non-relational 

database storage between the plurality of entity identifiers and the plurality of 

document categories. Each category association may include a relationship between 

a selected category and one or more entity identifiers. The category associations 

5 may indicate the entity identifiers for which a category/folder icon may be displayed 

to a user.  

[54] A selected plurality of document categories may be determined by querying 

the plurality of category associations in the non-relational database using the at least 

one currently selected entity identifier. The plurality of file icons to be displayed to a 

10 user may include a plurality of category icons corresponding to the selected plurality 

of document categories. Corresponding document icons may also be displayed to a 

user, e.g. by querying the non-relational database using the at least one currently 

selected entity identifier and the entity associations.  

[55] The plurality of document categories can be structured into a category 

15 hierarchy with at least one parent category and at least one child sub-category 

nested within each parent category. For example, an accounting parent category 

may have a financial statements sub-category and a general ledger sub-category. A 

Banking parent category may have a TD first level sub-category and a CIBC first 

level sub-category, and the TD first level sub-category may have a Savings second

20 level sub-category and a Checking second-level sub-category. Documents may be 

assigned to any of those categories or sub-categories.  

[56] As mentioned above, the non-relational database storage can be 

implemented as a graph database. Document representations (e.g. document IDs 

and names) can be stored as document nodes in the graph database. Each 

25 document node can have its corresponding entity associations defined as attributes 

for that document node. The document node may also include an icon status 

attribute indicating whether that document node is currently active.  

[57] Document categories can also be stored as category nodes in the graph 

database. Each category node can have its corresponding category associations 

30 defined as attributes for that category node. A category node may also include an 

icon status attribute indicating whether that category node is currently active. The 

category nodes may also include document count attributes indicating the number of 

active documents stored therein (or therebelow).  
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[58] The relationships between documents and the folders they are stored in in the 

relational database can then be defined using edges in the graph database between 

document nodes and category nodes. Similarly, the parent-child relationship(s) 

between folders can also be defined using edges between category nodes in the 

5 graph database. Accordingly, attributes can be inherited from document nodes to 

category nodes directly using the edge relationships therebetween. These attributes 

can then be automatically updated to parent nodes using the edges between 

category nodes. This allows the associations between categories and entities, 

document counts, and icon statuses to be updated rapidly in response to changes to 

10 a particular node-as the changes can be perpetuated directly to the nodes 

connected thereto by edges.  

[59] Events generally trigger category associations to be automatically updated.  

Events may include document events such as storing a document, moving a 

document, deleting a document, modifying a document's entity associations. Events 

15 may also include entity events such as modifying an entity identifier's entity type, 

modifying default category associations for an entity type, adding an entity, deleting 

an entity. When an association update is triggered, the category associations and/or 

entity associations in the non-relational database can be automatically updated. The 

category associations may be automatically updated so that parent categories can 

20 inherit category association updates from nested sub-categories and nested 

documents. In some cases, the category associations and entity associations in the 

non-relational database are only modified in response to event triggers. As 

mentioned above, where the non-relational database is implemented as a graph 

database updates may be automatically triggered to the relevant affected categories 

25 and documents using the edges of the graph database.  

[60] The relation/edges between nodes may be defined in each node as a 

relationship attribute similarly to a linked list. Each node may be indexed based on a 

node id, and the relationship attribute(s) for each node can identify all adjacent 

nodes for that node. When events occur that may trigger updates to the data in the 

30 non-relational database, the updates may be applied beginning with a node directly 

affected by the event, and then the related nodes can be traversed starting from a 

known node to the root node. For example, entity associations/category associations 

can be updated as the system traverse backwards along the connected nodes based 

on what has changed from the currently selected child node.  
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[61] The category associations for each parent category can inherit the category 

associations for each of the sub-folders nested within that parent category. For 

example, a new document associated with a first entity may be stored in the Savings 

second-level sub-category. The category associations for the Savings second-level 

5 sub-category may then be defined or updated to include the entity identifiers 

associated with the newly stored document. In response to this event (storage of the 

document in the Savings sub-category) both the TD first level sub-category and in 

turn the Banking parent category may automatically inherit this additional entity 

identifier in their category associations.  

10 [62] When the new document is stored in the relational database storage, because 

the category associations of the parent sub-categories and parent categories can 

automatically inherit the entity associations of that new document from the category 

associations of the sub-category where the document is stored, it may not be 

necessary to assign the document to each of the parent categories and sub

15 categories. In other cases, the document may also be assigned (e.g. filed) to each of 

those categories and sub-categories in the relational database storage as well.  

[63] Each entity identifier may correspond to, or be associated with, an entity type.  

An entity type represents the sort or kind of group or individual for which documents 

may be stored. Examples of entity types include persons, trusts, sole proprietorships, 

20 partnerships, corporations, limited liability corporations, charities and so on.  

[64] In some cases, default category associations may be defined for each entity 

type. The plurality of category associations stored in the non-relational database 

storage may include the default category associations for the entity types 

corresponding to the entity identifiers having documents stored in the relational 

25 database structure. These default category associations may be user-defined for 

each entity type. For example, categories where documents would be expected for a 

particular entity type can be used to define the default category associations (e.g.  

partnership agreement documents for a partnership entity type, documents of 

incorporation for corporate entity types). In the example of a graph database 

30 implementation, the attributes of a category node may be defined (at least initially) to 

include the default category associations for that category node.  

[65] When a user is navigating through documents in the database the user may 

choose to view or hide empty categories. For example, when a user chooses to 

view/show empty document categories, the selected plurality of document categories 
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(used to determine the plurality of category icons to display) may be determined to 

include all of the document categories associated with the entity type of each of the 

at least one currently-selected entity identifiers. In other cases, the plurality of file 

icons displayed to a user may include only active file icons that correspond to the 

5 selection of documents determined by querying the non-relational database using 

the currently-selected entity identifiers. That is, only icons for categories and sub

categories having at least one document stored therein or in a sub-category nested 

therebelow may be displayed to a user.  

[66] In some cases, an icon status can be stored in the non-relational database 

10 storage for each of the document categories in the plurality of document categories.  

The icon status may be set to an active icon status indicating that the corresponding 

category icon is an active icon when at least one of the documents in the selection of 

the plurality of documents is assigned to that document category. Otherwise, the 

icon status may be set to an inactive or empty icon status. The icon status for parent 

15 categories and sub-categories may be determined by inheriting the icon status of 

each sub-category nested within that parent category. An active icon status inherited 

from a nested sub-category may dominate over any inherited inactive icon statuses 

(since at least one nested sub-category is active).  

[67] A document count can also be stored in the non-relational database storage 

20 for each of the document categories in the plurality of document categories. The 

document count for a document category indicates a number of documents in that 

document category and in nested sub-categories. Accordingly, when documents are 

stored or assigned to various categories, or entity associations are modified, the 

document counts for each category can be inherited from each sub-category nested 

25 within that parent category. Document counts may also be determined using icon 

status flags. Similarly, document counts may also be updated as filters are applied 

by a user, such as modifying the currently-selected entity identifier. Applying a filter 

can provide another example of an update triggering event that may cause updates 

to be perpetuated through the non-relational database.  

30 [68] The embodiments described herein may provide for real-time management 

and processing of data relating to a plurality of documents. Attributes of documents 

and categories, and their relationships, are stored in a non-relational database that 

can be quickly accessed when a user applies various filters to navigate through the 

stored documents. Updates to category associations can be triggered when 
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modifications are made to documents in the relational database storage. Updates 

can also be triggered when modifications are made to entities or to the filters a user 

is applying in the user interface. These updates can then be inherited upward 

through a category hierarchy to rapidly update the characteristics for all affected 

5 categories. This also allows the system to rapidly update documents for the 

categories.  

[69] Referring now to FIG. 1, shown therein is an example embodiment of a 

system 100 that may be used to filter documents for real-time display. System 100 

generally comprises a plurality of computers connected via data communication 

10 network 136, which itself may be connected to the Internet. In the example shown in 

FIG. 1, system 100 includes a user device 102 that is coupled to a document server 

120 over network 136.  

[70] The connection between network 136 and the Internet may be made via a 

firewall server (not shown). In some cases, there may be multiple links or firewalls, or 

15 both, between network 136 and the Internet. Organizations may operate multiple 

networks 136 or virtual networks 136, which can be internetworked or isolated.  

These have been omitted for ease of illustration, however it will be understood that 

the teachings herein can be applied to such systems. Network 136 may be 

constructed from one or more computer network technologies, such as IEEE 802.3 

20 (Ethernet), IEEE 802.11 and similar technologies.  

[71] Computers and computing devices such as user device 102 and server 120 

may be connected to network 136 or a portion thereof via suitable network 

interfaces. In some cases, the user device 102 may connect to server 120 using 

network 136 via the Internet. In other cases, the user device 102 may be directly 

25 linked to server 120, for example, via a Universal Serial Bus, Bluetooth TM or Ethernet 

connection.  

[72] The user device 102 may be a computer such as a desktop or laptop 

computer, which can connect to network 136 via a wired Ethernet connection or a 

wireless connection. The user device 102 has a processor 104, a memory 106 that 

30 may include volatile memory and non-volatile storage, at least one communication 

interface 112, input devices 110 such as a keyboard and trackpad, output devices 

such as a display 108 and speakers, and various other input/output devices as will 

be appreciated. The user device 102 may also include computing devices such as a 

smartphone or tablet computer.  
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[73] Processor 104 is a computer processor, such as a general purpose 

microprocessor. In some other cases, processor 104 may be a field programmable 

gate array, application specific integrated circuit, microcontroller, or other suitable 

computer processor.  

5 [74] Processor 104 is coupled to display 108, which is a suitable display for 

outputting information and data as needed by various computer programs. In 

particular, display 108 may display graphical user interfaces (GUI), such as the 

example user interfaces shown in FIGS. 8A-12 discussed below. The user device 

102 may execute an operating system, such as Microsoft Windows T M , GNU/Linux, or 

10 other suitable operating system.  

[75] Communication interface 112 is one or more data network interface, such as 

an IEEE 802.3 or IEEE 802.11 interface, for communication over a network.  

[76] Processor 104 is coupled, via a computer data bus, to memory 106. Memory 

106 may include both volatile and non-volatile memory. Non-volatile memory stores 

15 computer programs consisting of computer-executable instructions, which may be 

loaded into volatile memory for execution by processor 104 as needed. It will be 

understood by those of skill in the art that references herein to user device 102 as 

carrying out a function or acting in a particular way imply that processor 104 is 

executing instructions (e.g., a software program/application) stored in memory 106 

20 and possibly transmitting or receiving inputs and outputs via one or more interface.  

Memory 106 may also store data input to, or output from, processor 104 in the 

course of executing the computer-executable instructions.  

[77] As used herein, the term "software application" or "application" refers to 

computer-executable instructions, particularly computer-executable instructions 

25 stored in a non-transitory medium, such as a non-volatile memory, and executed by 

a computer processor. The computer processor, when executing the instructions, 

may receive inputs and transmit outputs to any of a variety of input or output devices 

to which it is coupled.  

[78] For instance, a document viewing application 114 may be stored on the user 

30 device 102. Although shown separately from memory 106, it will be understood that 

document viewing application 114 may be stored in memory 106. In general, the 

document viewing application 114 may provide a user of the user device 102 with 

user interfaces for interacting with and managing storage of documents in relational 

database 130. The document viewing application 114 may also provide a user of 
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user device 102 with an interface for filtering and navigating the documents stored in 

relational database 130. While document viewing application 114 is shown as being 

provided on the user device 102, the document viewing application 114 may be 

provided as a remote application or interface accessible to the user device 102 over 

5 the Internet using network 136. The document viewing application 114 may 

communicate with a document filtering application 134 of server 120 to assist the 

server 120 in organizing, managing and filtering documents in the relational 

database 130.  

[79] The server 120 may be a computer such as a desktop or server computer, 

10 which can connect to network 136 via a wired Ethernet connection or a wireless 

connection. The server 120 has a processor 124, a memory 126 that may include 

volatile memory and non-volatile storage, at least one communication interface 128, 

a relational document database 130 and a non-relational document association 

database 132. The processor 124, memory 126, and communication interface 128 

15 may be implemented in generally the same manner as with processor 104, memory 

106, and communication interface 112 respectively.  

[80] Although shown as separate elements, it will be understood that databases 

132 and 134 may be stored in memory 126. Optionally, server 120 may include 

additional input or output devices, although this is not required. As with all devices 

20 shown in system 100, there may be multiple servers 120, although not all are shown.  

In some cases, server 120 may be distributed over a plurality of computing devices, 

for instance operating as a cloud server. As with user device 102, references to acts 

or functions by server 120 imply that processor 124 is executing computer

executable instructions (e.g., a software program) stored in memory 126.  

25 [81] As noted above, memory 126 may also store databases 130 and 132.  

Database 130 is a relational database used to store documents and characteristics 

relating to documents, such as entity identifiers and document categories. The 

documents in relational database 130 may be tagged with one or more entity 

identifiers.  

30 [82] Data stored in the relational database 130 can be arranged into a file directory 

system with a plurality of file locations. The file directory system may include a 

plurality of folder or category levels, with high-level folders having one or more sub

folders that provide for more granular organization of files. Each file location in the 

plurality of file locations can be associated with a particular folder (and thus a 
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particular folder level), and may also have secondary associations with each of the 

folders above that folder in a hierarchy. In some cases, these secondary 

associations may be directly identified in the database 130, while in other cases a 

document may be assigned to only the folder(s) within which it is stored. The folders 

5 and sub-folders may reflect categories and sub-categories used to organize 

documents.  

[83] Database 132 is implemented as a non-relational database to store 

associations between entity identifiers, documents and categories. Database 132 

may also store icon status flags indicating whether a document and/or folder is 

10 active. The database 132 can also store document counts for each category/folder.  

[84] The non-relational database 132 can be implemented as a graph database 

where data items are stored in nodes. For instance, the database 132 may include 

document nodes representing/corresponding to the documents stored in relational 

database 130. The database 132 may also include category nodes 

15 representing/corresponding to the categories/folders defined in the relational 

database. The database 132 may define edges between the nodes that represent 

the relationships between the documents and categories, and sub-categories and 

parent categories. The associations between entity identifiers and documents and 

entity identifiers and categories can be stored as attributes for the nodes. Similarly, 

20 icon status flags and document counts can also be stored as attributes for the 

relevant nodes.  

[85] The user device 102 and document filing server 120 may have various 

additional components not shown in FIG. 1. For example, additional input or output 

devices (e.g., keyboard, pointing device, etc.) may be included beyond those shown 

25 in FIG. 1.  

[86] The server 120 may store a software application referred to herein as a 

document filtering application 134. Although shown separately from memory 126, it 

will be understood that document filtering application 134 may be stored in memory 

116. The document filtering application 134 may be configured to filter file icons 

30 corresponding to the documents and document categories stored in database 130.  

The document filtering application 134 can use the data stored in non-relational 

database 132 (such as the entity associations and category associations) to filter file 

icons.  
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[87] The document filtering application 134 may also be configured to define and 

update entity associations between documents and entity identifiers and category 

associations between entity identifiers and document categories. While document 

filtering application 134 and document viewing application 114 are shown as 

5 separate applications, it will be understood that operations described as being 

performed by these applications may be performed by a single application operating 

on either the server 120 or user device 102, or these operations may be distributed 

between the user device 102 and server 120.  

[88] The non-relational database 132 may allow the document filtering application 

10 134 to efficiently manage filtering of documents stored in multiple folder directories in 

the relational database 130, using the associations stored in the non-relational 

database 132. When events occur involving the documents, categories, entity 

identifiers and entity types stored in the relational database 130, such as documents 

being stored or moved, modifications to category assignments, changes in entity 

15 assignments, entities being added or deleted, the document filtering application 134 

can trigger updates to the data stored in the non-relational database 132.  

[89] Associations within a single hierarchy in the non-relational database 132 can 

be updated without needing to traverse all the directories in the relational database 

130. Similarly, icon statuses and document counts may be inherited within a single 

20 hierarchy. This may provide for rapid updates of associations corresponding to 

multiple directories in the relational database 130, with a reduced computational 

load. For example, where a graph database 130 is used, an event affecting an 

individual node can automatically trigger an update to each of the nodes connected 

thereto by an edge in the graph database 130.  

25 [90] Referring now to FIG. 2, shown therein is an example embodiment of a 

process 200 that may be used to filter data relating to a plurality of documents. The 

process 200 is an example of a process that may be implemented using system 100 

to organize and display in real-time data related to a plurality of documents.  

[91] At 210, a plurality of documents can be stored in a relational database storage 

30 such as relational database 130. The documents may be stored in the relational 

database 130 in various manners, such as dragged and dropped into an interface of 

the document viewing application 114, emailed or uploaded to the document filtering 

application 134, or otherwise transmitted to the document filtering application 134 for 

storage in relational database 130. The relational database 130 may have a plurality 
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of file directories, and the plurality of documents may be stored in file locations 

spread across the file directories.  

[92] At 220, a plurality of entity identifiers can be stored in the relational database 

storage. An entity identifier generally refers to a group or individual or organization 

5 for which documents may be stored in relational database 130. The entity identifiers 

may be defined by a user through the document viewing application 114 or other 

application interfacing with document filtering application 134. Examples of entities 

may include one or more individuals, businesses, partnerships and the likes, some 

examples of which are shown in FIGS. 8D and 9B described below.  

10 [93] Each of the plurality of entity identifiers can have an associated entity type 

selected from a plurality of entity types. The entity types may refer to the sort or kind 

of entity for which documents may be stored. Examples of entity types may include a 

sole proprietorship entity type, a partnership entity type, a person entity type, a 

corporation entity type, a cooperative entity type, a charitable foundation entity type, 

15 a family trust entity type, a limited liability corporation entity type. Some examples of 

entity types are shown in FIG. 8C, described below.  

[94] At 230, a plurality of entity associations between the plurality of entity 

identifiers and the plurality of documents are recorded in a non-relational database 

storage. The entity associations can be stored in a database such as the non

20 relational database 132.  

[95] Each entity association includes/indicates a relationship between one or more 

entity identifier from the plurality of entity identifiers and a selected document in the 

plurality of documents. Entity associations reflect the entity or entities a user has 

associated with each document. For example, document nodes may be stored in a 

25 graph database corresponding to each of the documents stored in the relational 

database. The entity associations for each document may then be defined as an 

attribute for the corresponding document node.  

[96] The entity associations can be defined by a user for each document for 

instance using the document viewing application 114. In some cases, a user may 

30 define entity associations for a plurality or batch of documents simultaneously. A 

user can define an entity association by tagging a document in the relational 

database 130 with a particular entity identifier. When a document is stored in the 

relational database 130, the document filtering application 134 may prompt the user 

to tag that document with an entity identifier. A user may also subsequently modify 
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the entity identifiers with which a document is tagged as desired. When the entity 

tags are modified, updates to the entity associations in the non-relational database 

can be triggered.  

[97] Documents may have one or more entity associations. For example, an 

5 individual's monthly bank statement may be associated only with an entity identifier 

for that individual. A pay stub reflecting salary paid to an individual from a 

professional corporation may be associated with both an entity identifier for the 

individual and an entity identifier for the professional corporation. Accordingly, where 

the non-relational database stores document nodes, the attributes for the pay stub 

10 node may be defined to include both entity identifiers.  

[98] At 240, a selection of documents from the plurality of documents stored in the 

relational database 130 can be determined by querying the non-relational database 

132 using at least one currently selected entity identifier. When interacting with the 

document viewing application 114, a user may select one or more entity identifiers 

15 for viewing documents associated with those entities. To determine the documents 

stored in the relational database 130 that are associated with the selected entity 

identifiers, the non-relational database 132 can be queried using the selected entity 

identifiers. For instance, the selection of a filter may be an event triggering an update 

to the icon status (e.g. an icon status flag or attribute) of each document/category 

20 represented in the non-relational database 132.  

[99] At 250, a plurality of file icons can be displayed in a display interface of the 

document viewing application 114, for example using display 108. The plurality of file 

icons generally includes active icons that correspond to the selection of documents 

determined at 240. In some cases, the plurality of file icons displayed may only 

25 include only the active icons corresponding to the determined selection of the 

plurality of documents from 240. Active file icons refer to document icons and 

category icons for document and categories associated with the currently-selected 

entities.  

[100] For example, a user may wish to view only files and folders that contain 

30 documents for the currently selected entity identifiers. In such cases, only those file 

icons (i.e. folder icons, document icons) that are active (i.e. correspond to the 

currently selected entities) and have a non-zero document count (i.e. are not empty) 

may be displayed to a user. In other cases, a user may wish to view all the files and 

folders that may be associated with the currently-selected entity. For instance, a user 
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may be interested in learning about the other categories and sub-categories that 

may be available for storing documents to facilitate subsequent file storage and 

management. In some cases, a hidden document indication may also be displayed 

to a user to indicate that documents associated with other entities (i.e. not the 

5 currently-selected entity identifier) may be present within a category or a nested sub

category.  

[101] As shown in FIG. 4, discussed below, a plurality of filters may be applied to 

determine the plurality of documents icons that are displayed. FIGS. 7A-7D also 

illustrate examples of how different file icons may be displayed when active icons are 

10 filtered using entity identifiers.  

[102] Referring now to FIG. 3, shown therein is an example embodiment of a 

process for filtering and displaying category icons in accordance with an example.  

[103] At 310, a plurality of document categories can be defined in the relational 

database storage. The plurality of document categories may be used to file 

15 documents within classes or groupings based on the document content. For 

instance, the document categories may include a banking category, an accounting 

category, an insurance category and so on.  

[104] The plurality of document categories may include a category hierarchy. The 

category hierarchy may include at least one parent category and at least one sub

20 category nested within each parent category. The category hierarchy may include a 

plurality of category levels with multiple levels of sub-categories nested within one 

another, each in turn nested within a parent category.  

[105] The categories can be defined in the non-relational database as category 

nodes. The category hierarchy can then be defined as relations/edges between the 

25 category nodes in the database. Document nodes and their relations with category 

nodes can be similarly defined. An example implementation of the relations/edges 

between category nodes and other category nodes and document nodes is shown in 

FIG. 13 discussed below.  

[106] At 320, each document in the plurality of documents can be assigned to at 

30 least one of the document categories. A document may be assigned to a category by 

being moved to or stored in the category folder corresponding to that document 

category. In some cases, a document may be assigned to multiple document 

categories, for example where the document is stored in multiple file locations in the 

relational database 130.  
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[107] At 330, a plurality of category associations between the plurality of entity 

identifiers and the plurality of document categories can be stored in the non

relational database 132. Each category association indicates or represents a 

category relationship between a selected category in the plurality of document 

5 categories and one or more entity identifiers.  

[108] Category associations may be determined based on default category 

associations defined for entity types. Each entity type may have a set of default 

category associations. The category associations for a particular category can be 

determined using the default category associations. FIG. 8C illustrates an example 

10 user interface showing how default category associations may be defined for entity 

types.  

[109] Category associations may be defined or updated in response to event 

triggers. When an association update is triggered, the category associations for each 

parent category can inherit the updated category associations for each of the sub

15 categories nested within that parent category. Examples of event triggers are 

discussed in further detail below with reference to FIG. 5.  

[110] At 340, a selected plurality of document categories may be determined by 

querying the plurality of category associations in the non-relational database using 

the at least one currently-selected entity identifier. The selected plurality of document 

20 categories are generally those associated with the entity identifier(s) that a user has 

selected.  

[111] As shown in FIG. 4, discussed below, a plurality of filters maybe applied to 

determine the selected plurality of document categories. For example, a user may 

select a hide empty folder filter when they wish to only view category icons 

25 corresponding to document categories having documents stored therein that relate 

to the currently-selected entity identifiers. In such cases, the selected plurality of 

document categories may be determined to only include document categories having 

an active icon status. The active icon status for a document category (and a 

document) may be determined using flags stored in the non-relational database 132 

30 for each document category (and document) that can be updated based on events 

and the user-selected filters. The selection of a filter may also be an event that 

triggers an update to data in the non-relational database. For example, modifying the 

currently-selected entity identifier(s) can trigger an update to icon statuses for 
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documents/categories associated with the entity identifier that is selected or 

unselected.  

[112] In some cases, the selected plurality of document categories maybe 

determined to include all of the document categories associated with the entity 

5 type(s) of each of the at least one currently-selected entity identifiers. That is, a user 

may select to include document categories that may be empty, but that are 

associated with the entity type of the selected entity identifiers, e.g. by default 

category associations. This may help the user to identify other document categories 

that they may subsequently use for filing documents.  

10 [113] At 350, the plurality of file icons displayed by the user device 102 may include 

a plurality of category icons corresponding to the selected plurality of document 

categories determined at 340. As discussed above, the selected plurality of 

document categories (corresponding to the plurality of file icons) may only include 

document categories having an active icon status in some cases. In other cases, the 

15 selected plurality of document categories (corresponding to the plurality of file icons) 

may include all document categories corresponding to the selected entity or entities.  

[114] An icon status may be stored in the non-relational database 132 for each of 

the document categories in the plurality of document categories. The icon status may 

be a flag indicating whether the document category is currently active or inactive. In 

20 general, an active flag or active icon status indicates that at least one of the 

documents in the selection of the plurality of documents (i.e. one of the documents 

associated with the currently-selected entity) is assigned to the corresponding 

document category (or a nested sub-category). An inactive flag or inactive icon 

status may indicate that none of the documents in the selection of the plurality of 

25 documents is assigned to the corresponding document category (or any nested sub

category).  

[115] The icon status or icon flag in the non-relational database for each parent 

category may be determined by inheriting the icon status of each sub-category 

nested within that parent category. An inherited active icon status may be generally 

30 dominant over any inherited inactive icon statuses. That is, if a parent category 

inherits one or more inactive icon statuses, the parent category's icon status may still 

be determined to be active if an active icon status is inherited from any nested sub

category. A category's icon status may also be determined to be an active icon 
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status if any currently selected documents are stored directly within that category 

(regardless of the inherited icon status).  

[116] The plurality of file icons displayed to a user may only include the active 

document icons corresponding to the determined selection of the plurality of 

5 documents. The document filtering application 134 may determine the active 

document icons using the icon status/icon flag of the each category and document.  

The icon flag of each category and document can be determined in response to 

entity filters applied by a user, e.g. by querying entity associations using the selected 

entity identifiers.  

10 [117] A document count may also be stored in the non-relational database 132 for 

each document category. The document count for each document category indicates 

the number of documents in the selection of the plurality of documents assigned to 

that document category. The document count may be displayed to a user to provide 

a quick indication of how many documents stored are within that category folder and 

15 its nested sub-folders. The document count in the non-relational database 132 for 

each parent category can be determined by inheriting and adding the document 

count from each sub-category nested within that parent category. A category's 

document count may be determined taking into account only documents having an 

active icon status/active icon flag indicating that the documents are associated with 

20 the currently selected entity identifier(s).  

[118] Referring now to FIG. 4, shown therein is an example hierarchy 400 of filters 

that may be applied to determine the file icons to display to a user in accordance 

with an example embodiment. In some cases, the operation of the filters 410-440 

may be logically applied in order of the hierarchy 400 (i.e. from 410-440). The 

25 selection of a filter by a user may trigger an update to the data in the non-relational 

database. For instance, a jurisdiction filter 410 may be applied to select document 

icons and category icons for a particular jurisdiction. A user may apply a jurisdiction 

filter using a user interface such as user interface 800A shown in FIG. 8A.  

[119] A hide empty folder filter 420 may be used to display only categories or 

30 folders containing at least one document. A user may apply an empty folder filter 

using a user interface such as user interface 800B shown in FIG. 8B. In some cases, 

a user may choose not to filter empty folders, and empty categories associated with 

the current entity identifier(s) may be displayed to the user. In such cases, the 

category icons corresponding to empty categories may be modified (e.g. faded) to 
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indicate that the category is empty or inactive. Alternatively, a "show active folders" 

filter may be applied so that only categories having documents with an active icon 

status nested therein are displayed.  

[120] A default folder category filter 430 maybe used to define default category 

5 associations to be displayed for particular entity types. These default category 

associations may be defined by a user interacting with a user interface such as user 

interface 800C, shown in FIG. 8C. If a user chooses not to filter empty folders, the 

default category associations may be used to determine the additional category 

icons to display that are in addition to categories having documents stored therein 

10 that are associated with the currently-selected entity identifier(s).  

[121] An entity filter 440 can be used by a user to select those entity identifiers for 

which documents are to be displayed. A user may interact with an entity filter, for 

example using user interface 800D, shown in FIG. 8D. The entity filter allows the 

user to select one or more entity identifiers that can be used to query the non

15 relational database to identifier entity associations, category associations, active icon 

statuses, and documents counts. Documents and document categories not 

associated with the currently-selected entity identifiers may then be hidden.  

[122] Each of the filters 410-440 can be applied to modify the visibility 450 of file 

icons such as document icons and category icons.  

20 [123] Referring now to FIG. 5, shown therein is an example flowchart of a process 

500 for triggering updates to entity associations and category associations in 

response to events 505 and 530.  

[124] Update triggering events can include document events 505 relating to 

documents 510 stored in relational database 130 or new documents 510 being 

25 stored therein. Document events 505 may include deleting a document 510, moving 

a document 510, adding a document 510, tagging a document 510 with an entity 

identifier and untagging an entity identifier from a document 510. Updated triggering 

events can also include entity events 530 relating to the entity identifiers stored in the 

relation database 130. Entity events may include adding an entity identifier 520, 

30 deleting an entity identifier 520, changing the entity type 525 of an entity identifier 

520, and changing default category associations for entity types 525.  

[125] The document filtering application 134 may detect at 540 an update triggering 

event in the relational database 130. In response, the document filtering application 

134 can trigger at 545 an update to entity associations, category associations, 
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document counts and/or icon statuses in the non-relational database 132, for 

instance using the automatic inheritance methods described herein. The updated 

entity associations, category associations, document counts and/or icon statuses 

may then be used at 550 to update (if necessary) the file icons displayed to a user.  

5 [126] For example, a document event may include storing an additional document 

in the relational database storage. The newly stored document may be associated 

with a first document category. The user may also tag the document with one or 

more entity identifiers. The document filtering application 134 may trigger an update 

to the entity associations and/or category associations in the non-relation database 

10 132.  

[127] An additional entity association may be defined in the non-relational database 

132 as a relationship between the additional document and a particular entity 

identifier (e.g. the tagged entity identifier). In some cases, the particular entity 

identifier may not have a category association with the first document category.  

15 Accordingly, the category associations in the non-relational database storage for the 

first document category can be updated to include the particular entity identifier.  

Similarly, the category associations for categories in which that first document 

category is nested can automatically be updated to inherit the new category 

association(s). Each of the categories above that document in a category path may 

20 have their category associations updated automatically to include the particular entity 

identifier.  

[128] A document event may also include modifying an entity identifier associated 

with a document in the relational database 130. For example, a user may tag or 

untag an entity identifier to/from a particular document. The document filtering 

25 application 134 may trigger an update to the entity associations for that document 

stored in the non-relational database 132. Similarly, an update to the category 

associations for each of the document categories to which that document was 

assigned can be triggered based on the modified entity association for that 

document.  

30 [129] Depending on the particular update triggering event, one or more category 

tree updates may be required. For example, when an entity tag is removed from a 

document, to update the category associations for each category association tree to 

which that document is assigns may include determining whether any documents at 

the same level or sub-categories nested below have an entity association that 
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includes the entity being removed. If such a document or sub-category is identified, 

the category associations would not need to be updated as the category would still 

contain a document associated with that entity. If no such document or sub-category 

is identified, the category association for the category in which the document was 

5 stored can be updated to remove that entity identifier from the category associations.  

A similar process may occur when a document is deleted, or is removed from a 

document category, where the category path above is updated.  

[130] To determine if the parent category's category associations need be updated, 

the other sub-categories at the same level (if there are any) may be queried to 

10 determine if a category association with the entity identifier being removed is 

present. If one is identified, the queries may stop and the parent category 

associations need not be updated, otherwise the parent category associations may 

be updated to remove the entity identifier. This process may automatically continue 

for each category level, until the entity identifier is present is an entity association, or 

15 all potentially effected categories have been queried.  

[131] As mentioned, depending on the triggering event, the number of category 

paths in the non-relational database that may need to be updated can vary. For 

example, uploading or storing a new document in a document category can trigger 

an update to the category associations in the category path including that document 

20 category and the document categories above (i.e. in which that category is nested).  

Similarly, where a document is added to an additional category an update to the 

category associations in the category path including that document category and the 

document categories above can be triggered. Moving a document from a first 

document category to a second document category (i.e. removing the document 

25 from the first category and storing the document in the second category) can trigger 

an update to a first category path including the first category and categories above, 

as well as a second category path including the second category and categories 

above.  

[132] When a document is tagged with anew entity identifier, an update can be 

30 triggered for the category path including and above each of the categories 

associated with that document. Similarly, when an entity identifier tag is removed 

from a document, an update can be triggered for the category path including and 

above each of the categories associated with that document.  
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[133] When an entity identifier is deleted, updates to the entity associations and 

category associations for each document and category associated with that entity 

can be triggered. A user may also be prompted to tag some documents with a new 

entity identifier. For example, deleting an entity identifier may result in one or more 

5 documents being untagged to any entity identifiers. Accordingly, a user may be 
prompted to tag those documents with an entity identifier. The corresponding 

updates to the non-relational database can subsequently be triggered when those 

documents are tagged.  

[134] When a document category folder is moved from a first parent category to a 

10 second parent category, updates can be triggered for the category paths including 

both the first parent category and the second parent category. Deleting a document 

category folder can then trigger an update for the category path above that category.  

[135] Referring now to FIG. 6A, shown therein is a flowchart 600 illustrating a 

plurality of folders including category folders 615A-B, first level sub-category folders 

15 620A-D, and second level sub-category folders 625A-C. A plurality of documents 

630A-630E are stored in one or more folders in the flowchart 600. FIG. 6A illustrates 

the relationships between various categories and sub-categories, as well as the 

documents stored therein.  

[136] Each of the category folders 615A-B, first level sub-category folders 620A-D, 

20 and second level sub-category folders 625A-C may have category associations 

stored in the non-relational database 132 indicating a relationship between that 

category and one or more entity identifiers 610A-610C. As shown in FIG. 6A, the 

entity identifiers in those category associations may be denoted at 635.  

[137] Referring now to FIG. 6B, shown therein is another flowchart 600B illustrating 

25 an example of the effects of deleting a document 630E. When document 630E is 

deleted in the relational database 130, the document filtering application 134 can 

trigger an update to the category paths of the document categories in which that 

document is stored.  

[138] As a result, the category associations for sub-category folder 625C and sub

30 category folder 620C can be automatically updated to remove associations with the 

entity identifier 610C. Similarly, the document count 640 for sub-category folder 

625C and sub-category folder 620C, and for category folder 615A can be 

automatically updated to decrease by 1. A potential update to category associations 

for category 615A may require sub-category 620A to be queried to determine if 

-31-



WO 2018/039772 PCT/CA2017/050259 

category 615A should still have a category association with the entity identifier 610C.  

Because the sub-category 620A has a category association with the entity identifier 

610C (inherited from document 630C stored in category 625A), the category 

associations for category 615A need not be updated. Updates to the category 

5 associations and documents counts for category 615B and sub-category 620B can 

also be triggered, as the document 630E also has a relationship with sub-category 

620B.  

[139] Referring now to FIGS. 7A-7D, shown therein are a series of flowcharts 700A
700D illustrating folder icons that may be displayed when different entity filters are 

10 applied. In FIG. 7A, the flowchart 700A shows illustrating a plurality of folders 

including category folders 715A-B, first level sub-category folders 720A-D, and 

second level sub-category folders 725A-C. A plurality of documents 730A-730E are 

stored in one or more folders in the flowchart 700.  

[140] Each of the category folders 715A-B, first level sub-category folders 720A-D, 

15 and second level sub-category folders 725A-C may have category associations 

stored in the non-relational database 132 indicating a relationship between that 

category and one or more entity identifiers 71OA-710C. As shown in FIG. 7A, the 

entity identifiers in those category associations may be denoted at 735.  

[141] In FIG. 7A, a user has selected each of entity identifiers 710A, 710B and 

20 710C. Accordingly, the document counts 740 for each of the category folders 715A

B, first level sub-category folders 720A-D, and second level sub-category folders 

725A-C include all the documents 730A-730E associated with entity identifiers 710A

710C. Similarly, the icon status for each of the category folders 715A-B, first level 

sub-category folders 720A-D, and second level sub-category folders 725A-C, and 

25 documents 730A-730E can be an active icon status. When a user selects or 

deselects an entity identifier, the visibility (i.e. icon status) of empty categories and 

subcategories and document counts can be automatically updated.  

[142] In FIG. 7B, the first entity identifier 710A has been deselected by the user. As 

the entity associations of documents 730B and 730D do not include any active entity 

30 identifiers, the icon status for these documents is inactive. Similarly, the document 

counts for the sub-categories (725A, 725B, 720A, 720B ) and categories (715A and 

715B) in the category paths above these documents is automatically decreased.  

Sub-category 725B is also now inactive, while the other sub-categories 725A, 720A, 
720B and categories 715A and 715B remain active because there are other 
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documents nested within those categories that have entity associations that include 

the currently-selected entity identifiers. The icons displayed to the user can be 

updated accordingly, as with the document counts displayed.  

[143] In FIG. 7C, the second entity identifier 710B has been deselected by the user 

5 while the first entity identifier 710A and third entity identifier 710C are selected. As 

the entity associations of document 730A do not include any active entity identifiers, 

the icon status for document 730A is updated to inactive. Similarly, the document 

counts for the sub-categories (725A, 720A) and categories (715A and 715B) in the 

category paths above document 730A are automatically updated. Sub-categories 

10 725A, 720A, 720B and categories 715A and 715B remain active because there are 

other documents nested within those categories that have entity associations that 

include the currently-selected entity identifiers. The icons displayed to the user can 

be updated accordingly, as with the document counts.  

[144] In FIG. 7D, the third entity identifier 710C has been deselected by the user 

15 while the first entity identifier 710A and second entity identifier 71OB are selected. As 

the entity associations of documents 730C and 730E do not include any active entity 

identifiers, the icon statuses for documents 730C and 730E are updated to inactive.  

Similarly, the document counts for the sub-categories (725A, 725C, 720A, 720B and 

720C) and categories (715A and 715B) in the category paths above documents 

20 730C and 730E are automatically updated. Sub-categories 725A, 720A, 720B, 720C 

and categories 715A and 715B remain active because there are other documents 

nested within those categories that have entity associations that include the 

currently-selected entity identifiers. Sub-categories 725C and 720C are now inactive.  

The icons displayed to the user can be updated accordingly, as with the document 

25 counts.  

[145] Referring now to FIG. 8A, shown therein is an example user interface 800A 

that may be presented to a user, for instance by document viewing application 114.  

User interface 800A illustrates an interface for selecting a jurisdiction filter. A user 

may select one or more jurisdictions, and a set of jurisdiction based categories and 

30 subcategories are displayed based on the selected jurisdiction may be displayed 

based on the selected jurisdiction(s). The set of jurisdiction based categories may 

include categories more likely to be present in that jurisdiction, such as government 

health-card related forms in Canadian jurisdictions.  
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[146] Referring now to FIG. 8B shown therein is an example user interface 800B 

that may be presented to a user, for instance by document viewing application 114.  

User interface 800B illustrates an example interface that allows a user to select 

whether to hide empty categories and sub-categories. A user may select a hide 

5 empty categories (or show empty categories) option, and the document filtering 

application 134 may determine the plurality of category icons to display using the 

active icon status/flags stored in the non-relational database 132. A parent category 

with an inactive icon status may be hidden, and the sub-categories nested below 

may then be automatically hidden without requiring the icon status to be determined 

10 (since it was already inherited to the parent category).  

[147] Referring now to FIG. 8C, shown therein is an example user interface 800C 
that may be presented to a user, for instance by document viewing application 114.  

User interface 800C illustrates how a user may define default relationships between 

entity types (e.g. person, sole proprietorship, partnership, corporation etc.) and 

15 categories (e.g. accounting, banking etc.) and sub-categories (e.g. budgets, financial 

statements, general ledger). These default relationships can be used to define 

default category associations for these categories and sub-categories based on the 

entity types of various entity identifiers. In some cases, these default entity type 

relationships may be pre-defined in document filtering application 134.  

20 [148] The default category associations may be used to determine category icons to 

display to a user, for instance where a user selects to view empty folders as well as 

active folders. The category associations for a particular category may be modified 

from the default category associations, for example where a document assigned to 

one of those categories is tagged with an entity of an entity type that does not have a 

25 default relationship with that category.  

[149] Referring now to FIG. 8D, shown therein is an example user interface 800D 

that may be presented to a user, for instance by document viewing application 114.  

User interface 800D illustrates how a user may select or deselect one or more entity 

identifiers to filter the document icons and category icons to be displayed to that 

30 user, as discussed herein above.  

[150] Referring now to FIG. 9A, shown therein is another example user interface 

900A that may be displayed to a user. The user interface 900A also illustrates how 

the document icons displayed to a user can be controller based on the currently 

selected entity identifiers and the document's entity associations.  
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[151] Referring now to FIG. 9B, shown therein is another example user interface 

900B that may be displayed to a user. The user interface 900B illustrates some 

document categories (indicated with a slash) that are currently displayed to a user 

that may be hidden if a user chooses to hide empty folders. The active status for 

5 such document categories in the non-relational database is set to inactive, as there 

are no documents stored therein. Thus, when a user selects the indicated function to 

hide empty folders, the inactive icon status can be identified and used to hide those 

category icons.  

[152] Referring now to FIG. 9C, shown therein is another example user interface 

10 900C that may be displayed to a user. In some cases, as shown in user interface 

900C category icons that are inactive may be displayed with a modified icon 

indicating that they are inactive (for example as a faded or differently colored icon. In 

some cases, the user may also be provided with an indication that a document 

category has documents stored therein that are associated with an unselected entity, 

15 as shown in user interface 900C. This may indicate to the user that they should 

select a currently deselected entity identifier, for instance if a user has navigated to a 

category folder that appears to be empty without noticing that the pertinent entity 

identifier is not selected.  

[153] Referring now to FIG. 10, shown therein is another example user interface 

20 1000 that may be displayed to a user. User interface 1000 illustrates various features 

that may be provided to a user of the document filtering application 134. As user 

interface 1000 indicates at 1, inactive document categories may be faded while still 

being displayed to a user. These inactive document categories 1 may be faded 

relative to the active document category icons 4 being displayed. This may allow a 

25 user to select and navigate through those categories, while still indicating that those 

categories do not include documents associated with the currently selected entity 

identifier. As shown at 2, a user may select a "hide inactive" feature so that the 

inactive category icons may be hidden rather than modified or faded as shown here.  

If none of the category icons in the currently displayed category path are inactive, the 

30 "hide inactive" feature may be hidden. In some cases, for instance if the "hide 

inactive" feature is hidden, a hidden icon indicator 5 may be shown to a user. A 

hidden icon indicator may indicate that there are documents or categories within the 

currently selected parent category that are associated with entities other than the 
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currently-selected entity identifiers. As shown at 3, a user may select or de-select 

various entity identifiers to modify the categories and documents currently displayed.  

[154] Referring now to FIG. 11, shown therein is another example user interface 

1100 that may be displayed to a user. User interface 1100 illustrates how document 

5 counts for various folders and sub-folders may be displayed to a user navigating the 

documents in relational database 130, based on the category document counts 

stored in non-relational database 132.  

[155] Referring now to FIG. 12, shown therein is another example user interface 

1200 that may be displayed to a user. User interface 1200 illustrates an example of a 

10 preview filter that may be used in embodiments described herein. By hovering over a 

category icon a user may be provided with a preview of sub-categories and or 

documents nested therein, for example using "pop-overs", that are associated with 

the currently-selected entity identifier(s).  

[156] Referring now to FIG. 13, shown therein is an example non-relational 

15 database structure 1300 that may be used in implementations of the non-relational 

database storage 132. The example non-relational database structure 1300 

illustrates an example of a graph database used to implement the non-relational 

database storage 132.  

[157] As shown in the graph database 1300, a plurality of document nodes can be 

20 defined. Each document node generally represents/corresponds to one of the 

documents stored in the relational database 130. Each document node has a 

plurality of document node attributes, such as a document ID, a document name, 

and one or more entity associations.  

[158] The graph database 1300 also includes a plurality of category/folder nodes.  

25 Each category/folder node generally corresponds to one of the categories or folders 

used to stored documents in the relational database 130. The category nodes 

include category node attributes including a category ID, a category name, one or 

more category associations (which effectively correspond to entity associations but 

for a category rather than a document), and a document count. Both category nodes 

30 and document nodes may also include active icon attributes, such as active icon 

flags.  

[159] A plurality of relations/edges are defined between the category nodes and 

document nodes, as well as between the category nodes and parent category 

nodes. Using these relations defined in the graph database 1300, a category node 
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can automatically inherit entity associations from the documents associated 

therewith. In some cases, a document may have a relation with multiple categories.  

In such cases, the relations allow the category associations/document counts/active 

icon statuses for the relevant categories to be automatically updated in response to 

5 modifications to that document node. Similarly, modifications to document nodes and 

to category nodes can be directly inherited up the relationship hierarchy or tree to 

rapidly update multiple category nodes.  

[160] In the embodiments described herein, a relational database 130 may be used 

to store documents, document categories, and entity identifiers while a non-relational 

10 database 132 may store associations between the documents and entity identifiers 

and categories and entity identifiers, as well as document counts for document 

categories and an icon status for the documents and categories. This may provide 

for real-time filtering and display of data for a user navigating a document 

management system.  

15 [161] The present invention has been described here by way of example only, while 

numerous specific details are set forth herein in order to provide a thorough 

understanding of the exemplary embodiments described herein. However, it will be 

understood by those of ordinary skill in the art that these embodiments may, in some 

cases, be practiced without these specific details. In other instances, well-known 

20 methods, procedures and components have not been described in detail so as not to 

obscure the description of the embodiments. Various modification and variations 

may be made to these exemplary embodiments without departing from the spirit and 

scope of the invention, which is limited only by the appended claims.  
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We claim: 

1. A method for organizing and displaying in real-time data related to a plurality of 

documents, the method comprising: 

5 storing a plurality of documents and a plurality of document categories in a 

relational database storage; 

assigning each document in the plurality of documents to at least one of the 

document categories; 

storing a plurality of user identifiers in the relational database storage, each of 

10 the plurality of user identifiers having an entity type selected from a 

plurality of entity types; 

recording, in a non-relational database storage, a plurality of user 

associations between the plurality of user identifiers and the plurality of 

documents, wherein each user association comprises a relationship 

15 between one or more user identifiers from the plurality of user 

identifiers and a selected document in the plurality of documents; 

recording, in the non-relational database storage, a plurality of category 

associations between the plurality of user identifiers and the plurality of 

document categories, wherein each category association comprises a 

20 category relationship between a selected category in the plurality of 

document categories and the one or more user identifiers; and 

displaying a plurality of file icons in a display interface, the plurality of file 

icons including active icons corresponding to a selection of at least one 

of the plurality of documents and the plurality of document categories, 

25 wherein the selection is determined by 

querying the non-relational database storage using at least one 

currently-selected user identifier; 

recording in the non-relational database storage a document 

count for each of the document categories in the plurality of document 

30 categories, the document count for each document category indicating 

a number of documents in the selection of the plurality of documents 

associated with that document category, wherein the plurality of 

document categories are recorded in the non-relational data base 
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storage as a category hierarchy including at least one parent category 

and at least one sub-category nested within each parent category, 

wherein the category associations for each parent category inherit the 

category associations for each of the at least one sub-category nested 

5 within that parent category, wherein the document count in the non

relational database storage for each parent category is determined by 

inheriting the document count from each sub category nested within 

that parent category; 

determining a selected plurality of document categories by 

10 querying the plurality of category associations in the non-relational 

database storage using the at least one currently-selected user 

identifier; and 

determining the plurality of file icons to include a plurality of 

category icons corresponding to the selected plurality of document 

15 categories.  

2. The method of claim 1, wherein the plurality of category associations are 

determined by: 

defining default category associations for each entity type; and 

20 determining the plurality of category associations to include the default 

category associations for the entity type of each user identifier.  

3. The method of claim 1 or claim 2, further comprising: 

storing an additional document in the relational database storage associated 

25 with a first document sub-category; 

updating the user associations by defining in the non-relational database 

storage a relationship between the additional document and a 

particular user identifier, wherein the particular user identifier is not 

associated with the first document sub-category; and 

30 updating the category associations in the non-relational database storage for 

the first document sub-category to include the particular user identifier.  
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4. The method of claim 3, further comprising automatically updating the category 

associations in the non-relational database storage for each parent category the first 

document sub-category is nested within.  

5 5. The method of any one of the preceding claims, further comprising: 

determining the selected plurality of document categories to include all of the 

document categories associated with the entity type of each of the at 

least one currently-selected user identifier.  

10 6. The method of any one of the preceding claims, further comprising: 

recording in the non-relational database storage an icon status for each of the 

document categories in the plurality of document categories, wherein 

the icon status for each document category is an active icon status 

indicating that the corresponding category icon is an active icon when 

15 at least one of the documents in the selection of the plurality of 

documents is assigned to that document category and is an inactive 

icon status otherwise.  

7. The method of the preceding claims, wherein the icon status in the non-relational 

20 database storage for each parent category is determined by inheriting the icon status 

of each sub-category nested within that parent category, and the icon status for the 

parent category is an active icon status when at least one inherited icon status is 

active.  

25 8. The method of any one of the preceding claims, wherein the plurality of file icons 

displayed include only the active document icons corresponding to the determined 

selection of the plurality of documents.  

9. The method of any one of the preceding claims, further comprising: 

30 modifying the user associations for a second selected document in the 

plurality of documents; and 
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automatically triggering an update to the category associations for each of the 

document categories associated with the second selected document 

using the modified user association for that second selected document.  

5 10. A non-transitory computer program product for organizing and displaying in real

time data related to a plurality of documents, the computer program product 

comprising a non-transitory computer readable storage medium and computer

executable instructions stored on the computer readable storage medium, the 

instructions for configuring a processor to carry out the method of any of the 

10 preceding claims.  

11. A system for organizing and displaying in real-time data related to a plurality of 

documents, the system comprising: 

a relational database storage; 

15 a non-relational database storage coupled to the relational database storage; 

and 

a server in communication with the relational database storage and the non

relational database storage, the server configured to 

store a plurality of documents and a plurality of document categories in 

20 the relational database storage; 

assign each document in the plurality of documents to at least one of 

the document categories; 

store a plurality of user identifiers in the relational database storage, 

each of the plurality of user identifiers having an entity type 

25 selected from a plurality of entity types; 

record, in the non-relational database storage, a plurality of user 

associations between the plurality of user identifiers and the 

plurality of documents, wherein each user association comprises 

a relationship between one or more user identifiers from the 

30 plurality of user identifiers and a selected document in the 

plurality of documents; 

record, in the non-relational database storage, a plurality of category 

associations between the plurality of user identifiers and the 
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plurality of document categories, wherein each category 

association comprises a category relationship between a 

selected category in the plurality of document categories and 

one or more user identifiers; and 

5 determine a plurality of file icons to be displayed in a display interface 

of a device in communication with the server, the plurality of file 

icons including active icons corresponding to a selection of at 

least one of the plurality of documents and the plurality of 

document categories, wherein the selection is determined by 

10 querying the non-relational database storage using at 

least one currently-selected user identifier; 

recording in the non-relational database storage a 

document count for each of the document categories in the 

plurality of document categories, the document count for each 

15 document category indicating a number of documents in the 

selection of the plurality of documents associated with that 

document category, wherein the plurality of document 

categories are recorded in the non-relational data base storage 

as a category hierarchy including at least one parent category 

20 and at least one sub-category nested within each parent 

category, wherein the category associations for each parent 

category inherit the category associations for each of the at least 

one sub-category nested within that parent category, wherein 

the document count in the non-relational database storage for 

25 each parent category is determined by inheriting the document 

count from each sub category nested within that parent 

category; 

determining a selected plurality of document categories 

by querying the plurality of category associations in the non

30 relational database storage using the at least one currently

selected user identifier; and 
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determining the plurality of file icons to include a plurality 

of category icons corresponding to the selected plurality of 

document categories.  

5 12. The system of claim 11, wherein the server is configured to determine the 

plurality of category associations by: 

defining default category associations for each entity type; and 

determining the plurality of category associations to include the default 

category associations for the entity type of each user identifier.  

10 

13. The system of claim 11 or claim 12, wherein the server is further configured to: 

store an additional document in the relational database storage associated 

with a first document sub-category; 

update the user associations by defining in the non-relational database 

15 storage a relationship between the additional document and a 

particular user identifier, wherein the particular user identifier is not 

associated with the first document sub-category; and 

update the category associations in the non-relational database storage for 

the first document sub-category to include the particular user identifier.  

20 

14. The system of claim 13 wherein the server is further configured to trigger an 

automatic update of the category associations in the non-relational database storage 

for each parent category the first document sub-category is nested within.  

25 15. The system of any one of claims 11 to 14, wherein the server is further 

configured to: 

determine the selected plurality of document categories to include all of the 

document categories associated with the entity type of each of the at 

least one currently-selected user identifier.  

30 

16. The system of any one of claims 11 to 15, wherein the server is further 

configured to: 
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record in the non-relational database storage an icon status for each of the 

document categories in the plurality of document categories, wherein 

the icon status for each document category is an active icon status 

indicating that the corresponding category icon is an active icon when 

5 at least one of the documents in the selection of the plurality of 

documents is assigned to that document category and is an inactive 

icon status otherwise.  

17. The system of any one of claims 11 to 16, wherein the server is configured to 

10 determine the icon status in the non-relational database storage for each parent 

category by inheriting the icon status of each sub-category nested within that parent 

category, and the icon status for the parent category is an active icon status when at 

least one inherited icon status is active.  

15 18. The system of any one of claims 11 to 17, wherein the server is configured to 

determine the plurality of file icons to be displayed to include only the active 

document icons corresponding to the determined selection of the plurality of 

documents.  

20 19. The system of any one of claims 11 to 18, wherein the server is further 

configured to: 

modify the user association for a second selected document in the plurality of 

documents; and 

automatically trigger an update to the category associations for each of the 

25 document categories associated with the second selected document 

using the modified user association for that second selected document.  
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