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(57) ABSTRACT 

A system is for a proof of knowledge enrollment or authen 
tication. The system includes a processor having an input, an 
output and a routine; and a display having an image from the 
output of the processor. The routine is structured to input from 
the input of the processor a plurality of different position 
selections and/or a plurality of different path selections on the 
image. The routine is further structured to authenticate the 
proof of knowledge as a function of the plurality of different 
position selections and/or the plurality of different path selec 
tions on the image. 
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METHOD AND SYSTEM FOR PROCESSOR 
OR WEB LOGON 

CROSS REFERENCE TO RELATED 
APPLICATION 

0001. This application is a continuation of U.S. patent 
application Ser. No. 12/884,478, filed Sep. 17, 2010, which 
claims the benefit of U.S. Provisional Patent Application Ser. 
No. 61/303,384, filed Feb. 11, 2010, which are incorporated 
by reference herein. 

BACKGROUND 

Background Information 
0002 Computer systems that employ authorization typi 
cally use a username and password, an identification card and 
PIN, or another suitable variant that involves “something you 
know’ that must be typed into a typing window. 
0003) Authentication methods and systems involve an 
enrollment phase that defines authentication credentials, and 
a use phase where the replication of the authentication cre 
dentials constitute a proof of knowledge. 
0004. It is important that it be possible to measure the 
entropy or uncertainty and therefore the information value of 
the proof of knowledge. Entropy is a function of an event 
occurring. For example, if an event is generated as an ordered 
string of 128 binary symbols orbits, and the bits are perfectly 
random, then the bits have no contingent probabilities among 
them. In this string, the entropy can be said to be 2', or 128 
bits of information (log2(2)) in any given selection, since 
the probability of the entire string occurring is 1/(2). It is 
generally accepted today that an event with 80 or more bits of 
entropy is infeasible to guess even using relatively powerful 
computers. The entropy provides a direct measure of the 
strength of the proof of knowledge against an attacker trying 
to replicate the proof of knowledge without any hints other 
than those which he/she can guess without any knowledge of 
the proof of knowledge itself. Therefore, any authentication 
method should both show how enrollment takes place and 
how the entropy can be computed. The method should further 
be scalable to a desired entropy level. 
0005. As an example of this reasoning with a typical tex 
tual login, the enrollment requires typing in a passphrase, and 
the entropy is the likelihood of that passphrase being guessed. 
Passphrases that are simple English words, like “house', are 
relatively very poor because an attacker with the guess that 
the person used an English word requires him/her only to 
guess a few tens of thousands of passphrases. Whereas, a 
passphrase generated randomly of upper and lower case 
alphanumerics and diacritics such as 8. This ArnRIJY requires 
on average over 6*e guesses, or over 20,000,000 years of 
guessing and checking the proof, at a billion guesses a second. 
This example is far beyond the practical ability to guess so the 
passphrase provides high assurance. 
0006. There are many problems with such good textual 
passphrases, not the least of which is the difficulty in remem 
bering good ones. People commonly use 4 digit PINs for 
passphrases even though this has the exceptionally low 
entropy of one in ten thousand or just over 13 bits. If strong 
textual passphrases are used, they often get written down and 
can be commonly found on slips of paper near the person’s 
computer. Often security policies require changing pass 
phrases every week and often require having a different pass 
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phrase for every computer account or web account (e.g., 
without limitation, a bank account; a brokerage account; an 
electronic billing or payment system). It rapidly becomes 
clear that Such textual proofs of knowledge are impractical 
given the limits of human memory. 

SUMMARY 

0007. These needs and others are met by embodiments of 
the disclosed concept, which input a plurality of different 
position selections and/or a plurality of different path selec 
tions on an image, and authenticate a proof of knowledge as a 
function of the different position selections and/or the differ 
ent path selections on the image. 
0008. As one aspect of the disclosed concept, a method for 
a proof of knowledge enrollment or authentication com 
prises: accepting input to a processor of a set of a plurality of 
different position selections and/or a plurality of different 
path selections on an image; and authenticating said proof of 
knowledge by said processor as a function of said set. 
0009. As another aspect of the disclosed concept, a system 

is for a proof of knowledge enrollment or authentication. The 
system comprises: a processor including an input, an output 
and a routine; and a display including an image from the 
output of the processor, wherein the routine is structured to 
input from the input of the processor a plurality of different 
position selections and/or a plurality of different path selec 
tions on the image, and wherein the routine is further struc 
tured to authenticate the proof of knowledge as a function of 
the plurality of different position selections and/or the plural 
ity of different path selections on the image. As another aspect 
of the invention, a method for a proof of knowledge enroll 
ment or authentication comprises: accepting input to a pro 
cessor of a set of a plurality of different timing selections with 
respect to a predetermined sequence of Sounds; and authen 
ticating the proof of knowledge by the processor as a function 
of the set. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010. A full understanding of the disclosed concept can be 
gained from the following description of the preferred 
embodiments when read in conjunction with the accompany 
ing drawings in which: 
0011 FIG. 1 is a flowchart of a general routine for collect 
ing clicks and strokes over an image. 
0012 FIG. 2 is a flowchart of a routine for enrollment. 
0013 FIG. 3 is a flowchart of a routine for checking 
authentication after enrollment. 
0014 FIG. 4 is a representation of an image providing 
relatively high entropy. 
0015 FIG. 5 is a representation of an enrollment of a series 
of strokes on the representation of the image of FIG. 4. 
0016 FIG. 6 is a representation of an enrollment of a series 
of unordered strokes on the representation of the image of 
FIG. 4. 
0017 FIG. 7 is a representation of an enrollment of a series 
of ordered clicks on the representation of the image of FIG. 4. 
0018 FIG. 8 is a representation of an enrollment including 
drag path information on the representation of the image of 
FIG. 4. 
0019 FIG. 9 is a simplified representation of an image 
showing how an unordered click can be evaluated as a proof 
of knowledge against a previously enrolled click in which an 
error region is tolerated as a proof of knowledge. 
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0020 FIG. 10 is a representation of an image including a 
click point shown as a magnified inset image. 
0021 FIG. 11 is a representation of an image including a 
plurality of click points shown in an array. 
0022 FIG. 12 is a representation of an image including a 
plurality of clickpoints having different probabilities of being 
selected during enrollment. 
0023 FIGS. 13A and 13B are representations of a practice 
session for the enrollment of a series of ordered clicks on an 
image in accordance with an embodiment of the disclosed 
concept. 
0024 FIG. 14 is a block diagram of a system in accordance 
with an embodiment of the disclosed concept. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0025. The disclosed method and system optionally 
replace the need for a textual proof of knowledge with a set of 
a plurality of different position selections and/or a plurality of 
different path selections (e.g., without limitation, image 
based clicks and strokes by mouse or touch), and therefore 
greatly reduce the effort, and hassle, in logging in while also 
providing more memorable passcode information and higher 
security assurance. 
0026. As employed herein, the term “numbershall mean 
one or an integer greater than one (i.e., a plurality). 
0027. As employed herein, the term “processor” means a 
programmable analog and/or digital device that can store, 
retrieve, and process data; a computer; a WorkStation; a per 
Sonal computer, a Smart phone; a mobile phone; a tablet 
computer, a kiosk; a server offering web access; a micropro 
cessor, a microcontroller, a microcomputer, a central pro 
cessing unit; a mainframe computer, a mini-computer, a 
server; a networked processor, a controller, or any Suitable 
processing device or apparatus. 
0028. As employed herein, the term “display' means an 
output of a processor structured to output an image. A display 
may optionally provide an input to a processor, Such as for 
example and without limitation, a touchscreen. 
0029. As employed herein, the term “routine' means a 
program running on a processor. 
0030. As employed herein, the term “still picture” means a 
two dimensional array of digital pixel values. 
0031. As employed herein, the terms "click” and “touch” 
mean a point on an image. 
0032. As employed herein, the term “stroke’ means two 
points on an image. 
0033. As employed herein, the term “drag path’ means the 
pathtaken between the beginning point of a stroke and the end 
point of a stroke. 
0034. As employed herein, the term “sounds’ means 
tones, the sensation perceived by the sense of hearing, 
mechanical radiant energy that is transmitted by longitudinal 
pressure waves in a material medium (as air) and is the objec 
tive cause of hearing, speech Sounds, noise sounds, and/or 
prerecorded auditory material. 
0035. As employed herein, the term “predetermined 
sequence of Sounds' means an order of sounds in Succession 
and/or in combination, and in temporal relationships; music; 
and/or Vocal, spoken, instrumental and/or mechanical Sounds 
in temporal relationships having rhythm, melody and/or har 
mony. 
0036. As employed herein, the term “game” means a 
structured activity, usually undertaken for diversion, amuse 
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ment and/or enjoyment and sometimes employed as an edu 
cational tool. Games are normally distinct from work, which 
is usually carried out for remuneration, and from art, which is 
more concerned with the expression of ideas. However, the 
distinction is not clear-cut, and many games are also consid 
ered to be work (e.g., without limitation, professional players 
of spectator games) or art (e.g., without limitation, jigsaw 
puzzles or games involving an artistic layout Such as Mahjong 
Solitaire, or some video games). Key components of games 
may include goals, rules, challenge and interaction. Games 
may include mental and/or physical stimulation. 
0037. The disclosed method and system involve an image 
(e.g., without limitation, a still picture; a motion picture with 
or without sound; a photograph) and knowledge about the 
image that a person can readily remember. In various embodi 
ments of the disclosed concept, the method can be tuned to the 
preferred memory capabilities of the user while also provid 
ing the user with feedback as to how easy it would be for an 
attacker to guess his/her proof of knowledge. 
0038 FIG. 1 shows an example general routine 100 for 
collecting example clicks and strokes over an image. Such as 
a picture 102. The mouse-down 104 can also be a touch of a 
screen at a position, and the mouse-up 106 or 108 can be the 
removal of a touch. The drag path 110 can be a motion of the 
mouse, a trackball, a finger, a stylus, or another Suitable 
screen positioning device. 
0039. The two parts of an administrator/user routine are 
enrollment and use. FIGS. 2 and 3 show routines 200 and 300 
for enrollment and use (checking authentication), respec 
tively. 
0040. In the enrollment routine 200, there is a specific 
selection at 202 by the administrator of what authorization to 
assign to the proof of knowledge. A picture may also be the 
background of a desktop and a similar movement of draws/ 
strokes and clicks over the background may authorize other 
entries even after initial logon. For example and without 
limitation, one proof of knowledge may authorize logon, 
another proof of knowledge may change the security role of 
the user, another may authenticate a user to a payment system, 
another may start a privileged program, another may allow a 
file to be viewed and edited, another may be required to find 
a treasure in a treasure hunt game, and another proof of 
knowledge may start a specially safe mode of computer 
operation Such as, for example, a hypervisor-based secure 
virtual machine. In all cases, the enrollment of clicks, strokes 
and/or drag paths constitutes the knowledge that must later be 
proven by repeating the clicks, strokes, and/or drag paths. 
0041. In enrollment, the administrator may permit the user 
to self-select from a set of pictures offered, or have taken or 
otherwise obtained by the user. Indeed, this example method 
permits the user to have a set of pictures that he/she is com 
fortable using. The user looks at the picture and moves the 
mouse about it, clicking and/or dragging where he/she wants, 
in order to produce a two dimensional pattern of highly 
repeatable clicks, strokes, and/or drag paths that has a rela 
tively high entropy over the domain of all clicks, strokes, and 
drag paths on the picture. 
0042. In the use routine 300, the picture is selected for the 
user, or the user may select it. The user then proves his/her 
knowledge by repeating his/her clicks and/or drag paths. 
Whether the order of clicks, strokes, stroke direction, and 
whether drag paths are important to this proof is determined 
at enrollment or by the embodiment of interest. The test of 
whether his/her proof of knowledge is finished at 302 may be 
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implicit on contemporary authentication, or the user may 
explicitly indicate by a click on an appropriate icon or selec 
tion in a pop up window that he/she is finished with his/her 
proof of knowledge. 
0043. The proof of knowledge at 304 can concern the 
pattern of clicks, strokes, and/or drag paths relative to the 
picture. The entropy depends on the contingent probabilities 
of each click, stroke, and/or drag path. The image locations 
(measured by any suitable fixed mechanism but most typi 
cally in Xandy relative to a defined image origin), that define 
the clicks, strokes, and/or drag paths may be partially ordered. 
The contingency depends in part on whether click order and 
stroke order, stroke direction, and/or drag path is part of the 
proof of knowledge. Without limitation, aproof of knowledge 
may have more than one successful sequence, yielding a 
proof of knowledge based on a particular decent of a tree or 
cyclic graph. 
0044 FIG. 4 shows a representation of an image 400 par 

ticularly suitable for providing relatively high entropy using 
the present method. This is because the example picture has a 
lot of interesting visual detail. 
0045 FIG. 5 shows a representation of an example enroll 
ment 500 of a series of drag paths 502,504,506,508,510. The 
example drag paths are not straight lines because a person 
cannot easily move his/her mouse or fingers in a perfectly 
straight line. This also shows strokes between the mouse 
down and mouse-up locations such as 512 and 514, respec 
tively, for the drag path 502. The strokes are part of the 
example proof of knowledge. The proof of knowledge in this 
example is the ordered String of strokes. Additionally, a drag 
path may be an additional proof of knowledge when a choice 
is intentionally made to create a curving path. 
0046 FIG. 6 shows a representation of the same strokes 
600 but now the proof of knowledge has three example 
strokes shown by the drag paths 602,604,606 in any order. 
0047 FIG. 7 shows a representation 700 of the same 
example as clicks alone, but in a specific order of seven 
example clicks 702.704,706,708,710,712,714. Another 
example (not shown) is the same seven clicks but in any order. 
If stroke start-end direction, stroke sequence, and drag path 
are not part of the proof of knowledge, then a series of strokes 
can be regarded the same as an unordered set of clicks. A 
particular embodiment of the disclosed concept would select 
what is relevant to remember among the clicks, strokes, and/ 
or drag paths. In one embodiment, the order of clicks and 
strokes is part of the proof of knowledge because it increases 
the entropy. 
0048 For any clicks with sequence, the binary entropy in 

bits is a log function of the clicks where each click is from a 
vocabulary of the number of clickable positions. For 
example, if the number is 256, then the entropy is associated 
with four successive equiprobable 8 bit choices which is 
4*log2(256) or 32 bits of entropy. If the person could have 
enrolled with less than 4 clicks with equal probabilities, the 
entropy will be higher by log2(256+256°-256), or an addi 
tional 24 bits, giving 56 bits of entropy. If the person could 
have chosen a longer sequence of clicks, say, 8, the cumula 
tive entropy is 110 bits. These are maximum entropy esti 
mates based on the equiprobability assumption that every 
distinct ordered click sequence of every length possible is 
equally probable. Any deviation that assigns different prob 
abilities for different lengths and sequences will reduce this 
value using well-known principles of information theory. 
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0049 Consider two more examples: (1) a fine grid of 400 
points, and (2) a coarse grid of 20 points. Use only three 
touches from the fine grid and six touches from the coarse 
grid, and do not consider that the person could have chosen 
more or less touches. For a sequence of clicks, the two cases 
come out the same: 

400–20=64,000,000 

log2(64,000,000)=25.93 

0050 For clicks and stroke end points without sequence, 
the entropy is lower for the same number of clicks. More 
generally, the equiprobability assumption is not met because 
the unordered selections would form a distribution of prob 
abilities. In particular, for any given sequence of k clicks, 
there is at least k indistinct permutations. The number of 
Subsets of a given size are the same as the number of combi 
nations C(nk), of n things taken k at a time: C(nk) n!/((n- 
k)(k)). The uncertainty is reduced, and with a smaller 
Vocabulary or more clicks can be reduced significantly. The 
following combinatorics analysis is illustrative of the uncer 
tainty reduction associated with a number of clicks or less and 
with equiprobable sets not equiprobable sequences. The 
reduction in this analysis is as before alikely underestimate of 
the reduction in entropy from the ordered equiprobable 
sequences. But this computation does illustrate that if click 
order is not important, then entropy is invariably reduced in 
association with a non-unary distribution of probabilities. 

C(400,3)=10,586,800 

log2(10,586,800)=23.33 

C(20,6)=38,760 

log2(38,760)=15.24 

0051 Partial ordering and other graph theory solutions 
further complicates the computation although the computa 
tion can continue to be done using information theory. So, 
partial or no order may be allowed in a particular embodi 
ment, although it reduces the entropy over a full ordering. For 
this reason, one embodiment of the disclosed concept makes 
the order of clicks and strokes important to the proof of 
knowledge. 
0.052 The ability to enroll strokes as well as clicks, on the 
other hand, increases the entropy. One way to think of simple 
strokes is that they square the set size over clicks alone. This 
doubles the entropy. If the proof of knowledge permits both 
clicks and strokes, then the entropy is further increased by the 
choice of whether a mouse-down-up (or touch) is a click or 
stroke. 

0053. If there are optional drag path requirements, then 
entropy is added by the choice of whether a drag path crosses 
a straight line stroke between prior stroke endpoints or the 
drag path intentionally curves around it. FIG. 8 shows an 
embodiment of the disclosed concept when the proof of 
knowledge includes drag path information. This representa 
tion 800 shows that stroke 802 (e.g., the stroke from the 
beginning to the end of the cows 806) between mouse-down 
and mouse-up locations 804.805 crossed by the stroke for the 
drag path 810. Alternatively, the user could have entered the 
same stroke, followed the curving drag path 812 between 816 
and 814 which intentionally did not cross the stroke 802 
previously drawn between the cows 806. The user in enroll 
ment draws these drag paths for any stroke that he/she desires 
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to prove knowledge of drag path information. This illustrates 
that drag path using image cues can also improve entropy by 
the choice to avoid crossing a previous stroke. In the example 
there is one crossing with an avoidance possible (because a 
crossing cannot occur until the first stroke is made) which 
adds entropy. 
0054 The clicks and strokes may also repeat. A click, for 
example, may be performed twice at the same picture spot, or 
returned to after additional clicks and strokes. Repeating on 
the same picture spot however does not add to the entropy 
more than a click on a different spot but does not detract from 
it either. 
0055. The user chooses his/her clicks, stroke end points 
and drag paths based on the picture content. Certain areas of 
a picture may have a relatively higher likelihood of being 
chosen than other areas due to the visual detail in the picture. 
The equiprobable cases for the sources of entropy (the selec 
tion of a place on the picture, the order of the selections, the 
choice between click and stroke, and the choice to avoid a 
crossing in a drag path) constitute the maximum entropy. If 
the choices are not equiprobable, then the entropy decreases. 
In one embodiment of the disclosed concept, this non-random 
selection bias is treated in the entropy estimation using the 
well-known information theoretic methods to refine the 
entropy estimation for a particular proof of knowledge. 
0056. Now, compare the picture location entropy with 
conventional password entropy. Consider a strong specific 
security requirement of about 100 bits of entropy. The regular 
'strong password alphabet is: abcdefghijklmnopqrstuVWX 
yZABCDEFGHIJKLMNOPQRSTUVWYXZ'-(a)ii S%& 
*( ) -+={}|\\::"\'<>.?/ or 84 choices, log(84)=6.39. An 
equiprobable eight character sequence provides 51 bits 
entropy, but counting all sequences shorter provides a total of 
approximate 97 bits entropy. 
0057 By comparison, allowing clicks and strokes for 256 
picture position choices to get the same security has log2(256) 
=8, and with doubling for the click or stroke choice, the 
entropy for 4 clicks or strokes is 64bits, and for all sequences 
shorter a total of approximately 112 bits. So four clicks or 
strokes has approximately the same maximum entropy as an 
eight character passcode. 
0058. To provide the user an estimate of the entropy during 
enrollment, various other assumptions may be made that may 
increase or reduce the maximum entropy. For example and 
without limitation, the security policy may be to allow 4 to 8 
clicks or strokes. If the user enters 6 clicks and strokes, the 
entropy may be computed as if he/she entered 8. However, if 
he/she enters 6 clicks, and no strokes, the security policy may 
say that this user is not using strokes, so the entropy for a 
click-only proof of knowledge may be computed as the esti 
mate. Such assumptions have to be made by policy. As an 
extreme example, if the processor Supports an unbounded 
number of clicks and strokes, but people rarely exceed 10, 
then a policy may say not to compute entropy over 10 clicks 
or strokes unless more than 10 clicks or strokes are actually 
input. 

Embodiments Selected for Privacy 
0059 Relatively very high entropy can be generated in a 
set of clicks, strokes and drag paths. However, there is a 
trade-off between ease-of-use and security/privacy. This 
affects how entropy is calculated. 
0060. In one embodiment of the disclosed concept, the 
method constrains the users input to a strict series of clicks 
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and strokes. This ensures the highest security and privacy for 
the user, which can be further enhanced by drag path con 
straints. As will be seen, a less private system allows the user 
freedom over the order of clicks and strokes, including stroke 
direction. 

0061 Another optional privacy requirement, and how it 
impacts the various embodiments, can be explained by refer 
ence to standard textual passcode systems. In these systems, 
the choices are among a fixed set of keyboard choices that 
represent unambiguous, error-free, symbols, and the symbols 
must be entered in strict order. Because of these constraints, it 
is possible to prove knowledge of the passcode string without 
actually knowing the passcodestring. In enrollment, the pass 
code string is cryptographically hashed. In use, the passcode 
string given by the user is also cryptographically hashed and 
the two hashes are compared. If the comparison matches 
perfectly, then the system can confirm the proof of knowledge 
without storing the actual passcode. In a relatively less private 
system, the system would match passcodes directly but the 
system would have a record of the actual passcode that the 
person uses. 

0062 Similarly, in one embodiment of the disclosed con 
cept where the clicks and strokes and drag path crossings are 
required to follow or be recorded in a strict unambiguous 
order, it is possible to create an error free code that can be 
hashed in enrollment, and in use. In another embodiment, 
such as the simplest one of unordered clicks, the method of 
matching can be different and will likely sacrifice privacy. 
0063. The following example method simply looks at 
unordered clicks. There will inevitably be positional error 
between enrollment and use, in a click, stroke, or a drag path. 
For simplicity in presentation, this error can be expressed as 
a location distance expressed in image coordinates. If the 
image coordinates are in pixels in X and y, the location error 
distance can be provided in Euclidean, city-block, or another 
suitable distance. This error directly impacts the entropy of 
the authenticator since it says that any click (or drag path) 
within certain bounds is counted as the same and therefore 
strongly affects the probability. In a simple case, if the image 
is a total of 36 example pixels, in an example 6x6 square, then 
it can readily be seen that if the error allows any click in the 
tiling of the four 3x3 contained squares to represent only one 
of 4 unique symbols, then the entropy is not with the prob 
ability of 36 choices, but with 4. Any mechanism of accom 
modating the human positional error must recognize adjust 
ment to entropy. 

0064 FIG.9 shows a simulated representation 900 of how 
an unordered click B 902 can be evaluated as a proof of 
knowledge against a previously enrolled click A904. There is 
a kernel region associated with click B902, which is a region 
of the image defined as an enrolled click site A 904. Also 
shown is the error region 906 tolerated as a proof of knowl 
edge. This is illustrated by example in the representation 1000 
of an image in FIG. 10 as the position of the inset image of the 
click site 1002 shown for the top of the example post 1004. In 
FIG. 10, the method or system could compute the correlation 
of the inset image over the area of image shown to confirm 
that it’s position error is “r” 908 (FIG. 9). If this positional 
error is below a suitable threshold, then the click is scored as 
having matched a click point. A simpler mechanism would 
simply compare (x,y) locations directly and score a click B 
902 by its proximity to an enrolled click A904. 
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0065. Although FIGS.9 and 10 show example rectangular 
regions, other Suitable types are possible (e.g., without limi 
tation, circular; tiled; hexagonal; any suitable two-dimen 
sional shape). 
0066 Even if the proof of knowledge does not require an 
ordered set of clicks (and strokes), enrollment can be 
enhanced by imposing a minimum distance between clicks 
(and strokes) so as to always guarantee that a click (or stroke) 
within the error-tolerance will be recognized correctly. The 
problem of privacy, though, still remains, since the enroll 
ment click locations are known in use of the system. 
0067 FIG. 11 shows a representation 1100 of an image for 
a different method that permits relatively strong privacy simi 
lar to that obtained by characterpasscodes. In this method, the 
image is tiled with an implicit grid 1102. The selection 
regions may not be perfectly tiled, for example, if they are 
circles 1104, as shown. Packing the same sized circles 1104 in 
the example embodiment that makes the order of clicks and 
strokes important to the proof of knowledge packs them 
inside implicit hexagons. For enhanced usability, optionally, 
in enrollment the grid1102 can be seen and the user notes that 
his/her clicks are automatically moved to the center of the 
grid element in which his/her click is entered. FIG. 11 shows 
a relatively moderate grid. It may be necessary to tolerate 
greater (less) error, in which case the user may have to select 
a relatively more coarse (fine) grid. Each grid location will 
constitute a symbol whose entropy is proportional to the 
number of grid locations and possibly the probability of a grid 
location being selected. 
0068. In another embodiment, the person may choose in 
enrollment to reposition the individual grid elements slightly 
but not so as to overlap, but he/she must be careful not to just 
position the grid elements he/she is using, because the repo 
sitioning itselfmay sacrifice privacy in use by the detection of 
the repositioning. 
0069 FIG. 12 shows a representation 1200 of an image in 
which different gridpoints may have different probabilities of 
being selected in enrollment and therefore may affect the 
computed entropy. Most of the rectangles 1202 are points 
(with positional error) that are unique over the image, but the 
two example rectangles 1204,1206 are points (e.g., without 
limitation, portions of the sky 1208 of the example image) 
that contain no edge information and are therefore not as 
likely to be selected. Because the points are not equiprobable 
with other, more interesting and easily repeated points, both 
entropy and privacy are sacrificed. For this reason, images 
with many interesting areas are preferred for both entropy and 
privacy. 

Other System Embodiments for the Method of Image 
Authentication 

0070 The click-stroke pattern is of sufficient entropy that 
it may optionally be used both to identify the user and the 
password simultaneously thereby averting even the need for 
the user to identify himself/herself in a separate operation 
Such as typing his/her username or presenting an identity 
token. Without limitation, this may use two pictures: one for 
the processor to identify the user, and another the userpicks to 
input his/her password. If it is needed to keep the username 
and password separate, then the sequence of example mouse 
clicks (or example finger taps) can serialize the state between 
username and password. If a relatively more complex authen 
tication is desired, perhaps involving username, password, 
and role, then the same applies. 
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0071. The clicks and strokes may also be reflected back to 
the user as lines and click symbols, or may be kept invisible so 
that another person or a camera or software cannot so easily 
detect the correct motions. Furthermore, a suitable compara 
tor circuit, such as, for example, a relatively small flash 
memory, may protect the process of recognizing the authori 
zation from other software or hardware inside the computer. 
This comparator circuit can also securely communicate with 
the mouse or other pointing device to put the pointing device 
into a scrambled mode while an authorization action is being 
taken. 
0072 Enrollment may require the distribution of new 
accounts by an administrator where the user is invited to 
change his/her password. For administrator enrollment, the 
administrator may create the user account and distribute a 
username and password as is conventional today, and then the 
user may select to use picture (or other image) logon when or 
after being offered or forced to change his/her password. In 
relatively more Sophisticated systems, the administrator may 
give a picture and indicate the login is to, for example and 
without limitation, draw a moustache on an old man (e.g., in 
a picture often faces) or Some other Suitable login. 
0073. With picture enrollment, after picture selection, the 
user will be able to see feedback on his/her authorizing pat 
tern of for example, clicks and strokes. This may require the 
machine to be in a relatively more secure state, such as 
already logged in, in preboot, or in a suitably secure virtual 
machine. The feedback can show, for example, both the 
example lines being drawn and the example clicks, but also 
the example error tolerated by pattern recognition. 
0074. In enrollment, to help the user remember his/her 
clicks, strokes and drag paths, the embodiment that makes the 
order of clicks and strokes important to the proof of knowl 
edge provides repeated practice with visual hints. For 
example, a grid of circles provides possible clicks and stroke 
end points, and these are numbered in the order in which the 
user input them as shown in representation 1300 in FIG. 13A. 
There, the grid of circles shows possible clicks and stroke end 
points numbered 1, 2, 3, 4, 5, 7. In this example, the possible 
click and stroke end point numbered 6 is not shown since it is 
the same as the possible click and stroke end point numbered 
2. If a click is repeated, then the number showing in the circle 
would be the lower number (e.g., number 2 of FIG. 13A), but 
when first clicked in practice (after the possible click and 
stroke endpoint numbered 1), it changes to the higher number 
(the possible click and stroke endpoint numbered 6) as shown 
in representation 1302 in FIG. 13B, which is after the user 
clicked on click and stroke end points numbered 1 and 2. 
There, the grid of circles shows possible clicks and stroke end 
points numbered 3, 4, 5, 6, 7. The same method for leading the 
user through practice applies to stroke endpoints. In this way, 
the user rapidly learns to remember his/her selection. 
0075. The system can optionally use the series of clicks 
and strokes and give the user an indication of the entropy of 
his/her login at least as a strength meter, the number of 
choices possible, or the estimated number of expected bits of 
entropy. 
0076. The procedure for enrollment and use can be 
employed to perform multiple identifications where each pat 
tern of clicks and strokes is a series. For example, there may 
be a standard picture which selects user and role, which is 
then followed by the user's personal picture. A click (possibly 
this is just a mouse-down) starts a pattern. Then a search rule 
applies. With each Successive sample, a search is done over 
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the set of learned patterns. The learned patterns, as above, 
may be, for example and without limitation, for users and 
roles for a user, depending on enrollment. Furthermore, this 
Successive search can be continued for the passcode at the 
sacrifice of privacy as described above. As each element of the 
Successful match is met, a correction expectation may option 
ally be set for the next stroke element or click. This is to avoid 
Successive timing or placement errors from building and to 
enable search. So, for example, a first click with an error 
diameter of 10, may select all authenticators that have a first 
click within the diameter of 10 around the click, but all such 
authenticators become candidates. A stroke (e.g. without 
limitation, mouse-down movement) may then select among 
the second in series and trigger based on coming within the 
error diameter associated with the next position of the proof 
of knowledge. This can be efficiently implemented as a string 
search tree for all learned authenticators and normal algo 
rithms can be used managing different search trees. In a 
simple algorithm, the authenticators are kept in their raw form 
as well as implicitly in the search tree, and then if it is needed 
to delete an authenticator from a tree or add one to another 
tree, the raw forms are replayed. 
0077. If the pointing device is a multi-touch touch screen, 
then the above techniques can be applied to partial orders 
provided by multi-touch inputs. Relatively more sophisti 
cated expression encoding will still have expressions that will 
have two-dimensional (2D) locations and order. An expres 
sion (e.g., without limitation, moving fingers together and 
apart) that can appear anywhere on the screen is simply a 
single grid position for the entire screen on that position. So, 
for example, if a multi-touch expression is detected, then it 
may be encoded as special and not 2D dependent. 

Changes in Screen Size and Resolution 

0078. It is expected that the reference image is stretched in 
both X and Y to cover the visible/relevantly-pointable image 
Surface. A non-relevant pointable surface may be a toolbar on 
the bottom or right as long as the image does not extend 
behind it. In this case, the person need only follow the image 
content to draw his/her authorizing signature. 

Treasure Hunt Game Mode 

0079. As a non-limiting example, the disclosed concept 
may be extended as a game, such as, for example and without 
limitation, a treasure hunt game where success in entering a 
code sequence gains access to data or a secret and wins the 
game or a stage of the game. In one embodiment, a hint can be 
provided as a puzzle to guide each click or stroke in sequence. 
Successful completion results in an audiovisual reward or 
perhaps a secret message or link. The selection of a user, in 
this mode of operation, is the same as the selection of a game 
to play, with a game being comprised of at least a name, an 
image, a proof of knowledge, and hints. The game may have 
a hard mode and an easy mode corresponding to the privacy 
modes. In easy mode, each Successful or unsuccessful click or 
stroke is made clear to the player. In the hard mode which 
corresponds to high privacy use, the entire sequence must be 
completed Successfully, or a length exceeded, before Success, 
or failure, can be determined. In the enrollment phase, where 
new users can be added, images selected, and codes estab 
lished and practiced, new games can be created with new 
names, images, code sequences, and, additionally, hint 
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sequences. With Success, there may be a message or link also 
added in the treasure hunt game version of enrollment. 

Types of Pictures 
0080. It may be seen that a motion picture, such as a series 
of pictures, or a movie, may be employed instead of a still 
picture, such as a single static picture. This embodiment adds 
a timing choice for a click or stroke that can further increase 
the effective entropy since a click, stroke end, or drag path 
would have a temporal dimension as well as a spatial dimen 
Sion. This effectively increases the potential entropy many 
times because the number of choices goes up with the number 
of pictures in the movie. All of the above embodiments and 
considerations apply for a series of pictures in a movie as 
apply for a single picture, except that the timing of the click or 
stroke-end also becomes a choice. Additionally, a movie, or 
simply a single picture, may come with Sound or music which 
can cue critical click-stroke timing as well. 

Sound or Music Alone 

I0081 Sound or music with no picture at all may also be 
marked by clicks (taps) and strokes (holding down) to achieve 
the same effects, now in time, as an alternative to using 
pictures at all. This reduces the entropy to whatever exists 
within the limits of permitted error. So, for example, if there 
are only clicks and the music permits 256 discrete points for 
taps, then the binary entropy is only log (256) or 8 bits. But 
with Sufficiently long and interesting music, entropies com 
parable to what can be achieved with pictures or character 
strings are possible. As above, if the person can choose 
between a tap or holding-down, the entropy is doubled. Fur 
thermore, if the person can tap any of several keys on the 
keyboard to the sound, then the set of choices similarly 
increases and the entropy can be computed based on infor 
mation theory. 

Picture Distortion 

I0082 Once sufficiently practiced, a user may choose to 
distort the image of the picture on every viewing of it. Any 
attempt to Surreptitiously record positions of the mouse or 
finger may then fail because positional replay will not be 
Successful in proving knowledge that is specific to visual 
detail in the picture (or movie). Such distortion is also appli 
cable to Sound so that the actual tap and hold pattern changes 
according to the temporal distortion of the Sound. For 
example, the image distortion can distort an image having an 
X-axis and a Y-axis normal to the X-axis. The image is spa 
tially distorted in both the X-axis and in the normal Y-axis. 
Preferably, a first spatial distortion of the image in the X-axis 
is different than a second spatial distortion of the image in the 
normal Y-axis. 
I0083. For example and without limitation, an image, I, is 
distorted by creating a distorted image, I', by the application 
of a discrete function of discrete variables for each dimension 
that determines where in the original image pixel data is 
sampled, Fx and Fy as in, I'(x,y)=I(F,(x).F.(y)). In the case of 
using a grid, the grid point centers are corrected with the same 
transformations. F, and F, should be monotonically increas 
ing. If the original image boundaries are (0.00.0.00) and 
(100,100), then F, and F may be any monotonically increas 
ing functions such that there is sufficient distortion to change 
the grid points in order that knowing the (x,y) positions of the 
original image points does not guarantee knowing the (x,y) 
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positions of the new points. Furthermore, at the extremes, 
(0.00, 0.00) and (100,100), F(x)=x and F(y)=y. The func 
tions F.(x) and F(y) may, within these constraints, be ran 
domly selected or may have random input variables, r, and r, 
as in F(x.r.) and F(y,r). If the distortion is over a motion 
picture, such as a movie, then the distortion may add a dis 
crete time parameter as in F(t). If the distortion is over sound 
alone, then the distortion is solely over the discrete function 
F 

Example System 
0084 FIG. 14 shows an example system 1400 for a proof 
of knowledge enrollment or authentication. The system 1400 
includes a processor 1402 having an input 1404, an output 
1406 and a routine 1408, and a display 1410 having an image 
1412 from the processor output 1406. The routine 1408 is 
structured to input from the processor input 1404 a plurality 
of different position selections and/or a plurality of different 
path selections on the image 1412, and is further structured to 
authenticate the proof of knowledge as a function of the 
plurality of different position selections and/or the plurality 
of different path selections on the image 1412. 
I0085 Preferably, the routine 1408 is structured to distort 
the image 1412 prior inputting the different position selec 
tions and/or the different path selections on the image 1412. 
I0086 Also, if the image 1412 is a motion picture with 
sound, then the display 1410 or processor output 1406 
includes an audio output 1414, and the routine 1408 is further 
structured to distort the audio output (e.g., without limita 
tions, change the timing of a number of sounds, which corre 
spond to the intended timing of the various position selections 
and/or path selections). 
I0087 Preferably, the routine 1408 is still further struc 
tured to enable a user to practice an ordered set of position 
selections and/or path selections. 
0088 While specific embodiments of the disclosed con 
cept have been described in detail, it will be appreciated by 
those skilled in the art that various modifications and alterna 
tives to those details could be developed in light of the overall 
teachings of the disclosure. Accordingly, the particular 
arrangements disclosed are meant to be illustrative only and 
not limiting as to the scope of the disclosed concept which is 
to be given the full breadth of the claims appended and any 
and all equivalents thereof. 

1. A method of operation of a processor to provide proof of 
knowledge enrollment or authentication, comprising: 

accepting, by the processor, an ordered set of inputs com 
prising at least one of a group consisting of one or more 
inputs corresponding to one or more different position 
Selections on an image, one or more inputs correspond 
ing to one or more different stroke selections on the 
image, and one or more inputs corresponding to one or 
more different drag path selections on the image; 

generating, by the processor, a cryptographic hash repre 
sentative of the ordered set of inputs; and 

utilizing the cryptographic hash to provide at least one of a 
group consisting of proof of knowledge enrollment and 
proof of knowledge authentication. 

2. The method of claim 1 wherein utilizing the crypto 
graphic hash comprises utilizing the cryptographic hash to 
provide proof of knowledge enrollment. 

3. The method of claim 1 wherein utilizing the crypto 
graphic hash comprises utilizing the cryptographic hash to 
provide proof of knowledge authentication. 
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4. The method of claim 1 whereinaccepting the ordered set 
of inputs comprises: 

tiling the image with an implicit gridcomprising a plurality 
of grid elements; and 

accepting the ordered set of inputs according to the implicit 
grid. 

5. The method of claim 4 wherein tiling the image with the 
implicit grid comprises tiling the image with the implicit grid 
Such that the implicit grid has a grid size that is set responsive 
to an input. 

6. The method of claim 4 further comprising, during proof 
of knowledge enrollment, enabling repositioning of one or 
more of the plurality of grid elements. 

7. The method of claim 4 wherein the implicit grid com 
prises two-dimensional shapes selected from a group consist 
ing of circles, tiles, and hexagons. 

8. The method of claim 4 whereinaccepting the ordered set 
of inputs according to the implicit grid comprises: 

accepting an input corresponding to a position on the 
image designating one of a group consisting of a single 
point, a start of a stroke, an end of a stroke, a start of a 
drag path, and an end of a drag path; and 

automatically recording a position of the input as a singular 
unique position of a corresponding grid element of the 
plurality of grid elements in the implicit grid. 

9. The method of claim 1 wherein utilizing the crypto 
graphic hash comprises storing the cryptographic hash as part 
of proof of knowledge enrollment. 

10. The method of claim 9 further comprising enabling 
repetition of the ordered set of inputs prior to storing the 
cryptographic hash. 

11. The method of claim 10 wherein enabling the repetition 
of the ordered set of inputs comprises providing visual hints 
for the ordered set of inputs. 

12. The method of claim 1 wherein utilizing the crypto 
graphic hash comprises, as part of proof of knowledge 
authentication: 

comparing the cryptographic hash to a stored crypto 
graphic hash; and 

authenticating the ordered set of inputs as a proofof knowl 
edge enrollment if the cryptographic hash matches the 
stored cryptographic hash. 

13. The method of claim 1 wherein, during proof of knowl 
edge authentication, the method further comprises distorting 
the image prior to accepting the ordered set of inputs. 

14. The method of claim 13 wherein the image has an 
X-axis and a Y-axis normal to the X-axis, and distorting the 
image comprises: 

spatially distorting the image in the X-axis and in the Y-axis 
Such that a first spatial distortion of the image in the 
X-axis is different than a second spatial distortion of the 
image in the Y-axis. 

15. The method of claim 1 wherein receiving the ordered 
set of inputs, generating the cryptographic hash, and utilizing 
the cryptographic hash are part of a first proof of knowledge 
authentication, and the method further comprises: 

distorting the image prior to accepting the ordered set of 
inputs; and 

for a second proof of knowledge authentication: 
distorting the image prior to accepting an ordered set of 

inputs for the second proof of knowledge authentica 
tion Such that a distortion applied to the image for the 
second proof of knowledge authentication is different 
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thana distortion applied to the image for the first proof 
of knowledge authentication. 

16. The method of claim 1 wherein the ordered set of inputs 
comprises at least one of a group consisting of inputs corre 
sponding to a plurality of different position selections on the 
image, inputs corresponding to a plurality of different stroke 
selections on the image, and inputs corresponding to a plu 
rality of different drag path selections on the image. 

17. (canceled) 
18. (canceled) 
19. The method of claim 1 wherein the ordered set of inputs 

comprises inputs corresponding to a stroke on the image and 
a drag path on the image, wherein proofofknowledge authen 
tication is a function of whether the drag path crosses or does 
not cross the stroke. 

20. The method of claim 1 wherein the ordered set of inputs 
comprises one or more inputs corresponding to a stroke on the 
image and a direction of the stroke on the image. 

21. The method of claim 1 wherein the ordered set of inputs 
comprises one or more inputs corresponding to a multi-touch 
gesture. 

22. The method of claim 1 wherein the image is one of a 
group consisting of a still picture, a photograph, and a motion 
picture. 

23. (canceled) 
24. (canceled) 
25. The method of claim 1 further comprising receiving the 

image for which the ordered set of inputs are accepted. 
26. The method of claim 1 wherein the image is a motion 

picture with sound, and the ordered set of inputs comprises a 
timing of at least one input of the ordered set of inputs with 
respect to the motion picture with sound. 

27. The method of claim 26 further comprising, during 
proofof knowledge authentication, distorting the Sound when 
accepting the ordered set of inputs. 

28. The method of claim 1 wherein accepting the ordered 
set of inputs, generating the cryptographic hash, and utilizing 
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the cryptographic hash are part of a proof of knowledge 
enrollment or authentication that is an authentication or 
enrollment other than a log-on. 

29. The method of claim 1 wherein accepting the ordered 
set of inputs comprises accepting the ordered set of inputs 
with error tolerance. 

30. The method of claim 1 further comprising reflecting the 
ordered set of inputs as the ordered set of inputs are accepted. 

31. The method of claim 1 further comprising accepting the 
ordered set of inputs such that the ordered set of inputs are not 
reflected as the ordered set of inputs are accepted. 

32. The method of claim 1 further comprising providing 
visual hints while accepting the ordered set of inputs. 

33. The method of claim 1 wherein utilizing the crypto 
graphic hash comprises utilizing the cryptographic hash for 
proof of knowledge enrollment or authentication for a proof 
of knowledge that simultaneously identifies both a username 
and a password based on the cryptographic hash. 

34. The method of claim 1 wherein utilizing the crypto 
graphic hash comprises utilizing the cryptographic hash for 
proof of knowledge enrollment or authentication for a proof 
of knowledge that identifies a username based on the crypto 
graphic hash, and the method further comprises: 

accepting, by the processor, a second ordered set of inputs 
comprising at least one of a group consisting of one or 
more inputs corresponding to one or more different posi 
tion selections on a second image, one or more inputs 
corresponding to one or more different stroke selections 
on the second image, and one or more inputs corre 
sponding to one or more different drag path selections on 
the second image; and 

utilizing the second ordered set of inputs as a password 
associated with the username to provide an authentica 
tion. 


