«»UK Patent Application «.GB .2 364 214 .. A

(43) Date of A Publication 16.01.2002

(21) Application No 0031769.3 {(51) INTCL?
H04M 15/00
(22) Date of Filing 29.12.2000
{562) UK CL (Edition T)

H4L LRCMC L205 L209 L213

(71) Applicant(s) H4K KED KTKX
Telefonaktiebolaget L M Eriesson
(Incorporated in Sweden) {66) Documents Cited
SE-126 25, Stockholm, Sweden EP 1037455 A2
(72) Inventor(s) (58) Field of Search
Johan Lundstrém UK CL (Edition S ) H4K KED KTKX , H4L LRCMC
INT CL7 HO4M 15/00
(74) Agent and/or Address for Service Online: WPI, JAPIO, EPODOC
Marks & Clerk

4220 Nash Court, Oxford Business Park South,
OXFORD, 0X4 2RU, United Kingdom

(54) Abstract Title
Providing charge advice via an IP connection

(57) A method of providing charge information to a user of a mobile terminal 2, which information relates to
an IP connection or connections being used by the user. The method comprises the steps of identifying the
terminal 2 or the user to a charge control node {CCN) 10 located in a home network 1 of the terminal 2 or user

and, for the duration of the IP connection(s), using the existing connection or one of the existing connections
to transport a stream of charge information messages from the CCN 10 to the mobile terminal 2.
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CHARGE ADVICE IN TELECOMMUNICATION SYSTEMS
Field of the Invention

The present invention relates to charge advice in telecommunication systems and in
particular though not necessarily to a method and apparatus for providing charge advice

to mobile terminal users.

Background to the invention

In today's mobile telecommunication networks, the operator of a mobile network is able
to maintain tight control over the calls made and services used by its subscribers when
they are at home, i.e. when they are registered with the operator's own network. For
example, if a subscriber exceeds his calling credit limit the operator can notify the
subscriber of this situation and/or can prevent the subscriber from making further calls
until his outstanding account is settled. Similarly, where a subscriber makes use of a
top-up account, e.g. using scratch cards to credit his account, an operator can restrict the
subscriber's access when the subscriber's credit drops to zero. Such charging control is
possible because of the introduction into mobile networks of Intelligent Network (IN)
nodes which use the so-called Intelligent Network Application Part (INAP) protocol to
communicate with one another. Problems arise however when a mobile subscriber
roams outside of his home network and registers with a foreign network. Charging
mechanisms currently in use for roaming subscribers are slow and cumbersome,
resulting in the barring of roaming services to certain classes of subscriber (e.g. pre-paid
subscribers). Furthermore, whether a subscriber is at home or roaming “abroad”,
current charging mechanisms do not lend themselves to flexible charging schemes such

as are desired by network operators.

In order to overcome the problems of existing charging mechanisms, a mechanism
referred to as Customised Applications for Mobile network Enhanced Logic (CAMEL)
has been standardised by ETSI (further enhancements to CAMEL are in the process of
being standardised according to CAMEL phase 2 and phase 4). CAMEL provides for
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the transfer of charging related information in real time between a Service Control
function (SCF) associated with a Cost Control Function (CCF) (the CCF is usually
running at a Cost Control Node (CCN) located in a subscriber's home network) and a
Service Switching Function (SSF) typically running at, or associated with, an MSC or
GMSC (in the case of a GSM network) with which a subscriber to be charged is
registered. The SSF may be located in the same network as the SCF or in a different
network.

A feature of CAMEL is that it allows charging elements to be sent from an SCF/CCN to
a SSF prior to and during a call involving a mobile terminal registered with an
MSC/GMSC. A charging element defines a tariff for a call or part of a call or for some
other service (e.g. data transfer), and may be used to calculate a charge. The charging
element may be sent to a subscriber's terminal, e.g. according to the Advice Of Charge

(AoC) service, by the SSF.

Summary of the Present Invention.

The Advice of Charge (AoC) service is specified only for circuit switched calls. There
is therefore a need for a new, AoC type service which supports packet switched calls
and which is access and service independent. There is also a need for such a service

with non-mobile terminals which make use of packet switched services.

According to a first aspect of the present invention there is provided a method of
providing charge information to a subscriber terminal, which information relates to an
IP connection or connections being used by the user, the method comprising the steps
of:

identifying the terminal or the user to 2 charge control node (CCN) located in a
home network of the terminal or subscriber; and

for the duration of the IP connection(s), using the existing connection or one of
the existing connections to transport a stream of charge information messages from the

CCN to the subscriber terminal.
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Using the present invention, charge information messages may be sent periodically to
the subscriber terminal. Each message may contain, for example, the current balance of
a pre-paid subscriber’s account or the total charge incurred by a post-paid subscriber.
Charge information relating specifically to the current IP connection(s), e.g. cost
incurred so far and tariff data including cost per data block and the cost of accessing a

specific web site, may also be included in the message.

Preferably, said step of identifying the terminal or the subscriber to a CCN comprises
sending identification data from the subscriber terminal to the CCN using the IP
connection (or one of the IP connections). This step may be carried out automatically
following the establishment of an IP connection. Where several IP connections exist
simultaneously for the terminal, the charge information messages may contain charge

information in respect of two (or more) of these IP connections.

In the case of a subscriber terminal which supports both packet switched and circuit
switched calls (e.g. a GPRS class A mobile terminal), the charge information messages
may additionally contain charge information relating to a current circuit switched call or
call. The CCN is able to include all chargeable activities in the charge information

messages due to a common user identity.

The method of the present invention may require the periodic sending of “continuation”
messages from the subscriber terminal to the CCN over the IP connection. In the event
that the sending of the continuation messages terminates, this is detected by the CCN
and the sending of charge information messages to the subscriber terminal is halted.

It will be appreciated that the present invention provides an extremely flexible
mechanism for providing charging information to subscriber terminals. In the case of
mobile terminals, the invention can be used regardless of the location of the mobile
terminal, i.e. regardless of whether the user is located within the coverage area of his

home network or within that of a foreign network.

Preferably, the charges are calculated at the CCN on the basis of tariffs held at or
accessible to the CCN, and charging data sent to the CCN from a switching node with
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which the terminal is registered. In the case of a GSM network incorporating GPRS,
said node is a SGSN, and the charging data is sent to the CCN using the CAMEL
Application Part (CAP) protocol. Charging data may be sent over an SS7 signalling
network.

According to a second aspect of the present invention there is provided a charge control
node (CCN) for use in a telecommunications network, the CCN being arranged to
control charging for subscribers of the network and comprising:

means for authenticating a subscriber on the basis of identification information
sent from the subscriber’s terminal to the CCN; and

means for generating a stream of charge information messages relating to an IP
connection or connections established by the terminal, and for sending the generated
messages to the terminal using the established connection or one of the established

connections.

According to a third aspect of the present invention there is provided a subscriber
terminal capable of establishing at least one IP connection via a telecommunications
network, the terminal having:

means for identifying itself or a user to a charge control network of a home
network of the user; and

means for receiving a stream of charge control messages sent from the CCN
using said IP connection, each charge control message containing charge information

relating to the IP connection(s).

In one embodiment of the third aspect of the invention, the subscriber terminal is-a
mobile wireless terminal and said telecommunications network is a mobile

telecommunications network.

Brief Description of the Drawings

Figure 1 illustrates a UMTS telecommunications system; and
Figure 2 illustrates signalling information sent between a charge control node and a

mobile terminal in the network of Figure 1.



Detailed Description of Certain Embodiments

There is illustrated in Figure 1 a telecommunications system comprising two
interconnected Public Land Mobile Networks (PLMNs). For the purposes of the
following illustration, a first of the PLMNs 1 represents the home network of a
subscriber using a wireless data terminal 2, and is referred to as the Home PLMN
(HPLMN). The second of the PLMNSs 4 is referred to as the Visited PLMN (VPLMN).
Only those nodes of the networks 1,4 relevant to the following discussion are illustrated
in Figure 1. Both of the networks 1,4 are Global System for Mobile communications
(GSM) based networks and support GPRS. Illustrated in the VPLMN 4 are a Mobile
Switching Centre (MSC) 5 (which is co-located with a Visitor Location Register
(VLR)) and a Serving GPRS Support Node (SGSN) 6. The MSC and SGSN are
responsible for connecting and routing voice and data calls respectively. The
MSC/VLR 5 and the SGSN 6 are coupled in use to the wireless data terminal 2 via a
Base Station Sub-system (BSS) 7. The networks 1,4 are coupled together via Gateway
nodes although these are not illustrated in Figure 1.

Illustrated in the HPLMN 1 is a Home Location Register (HLR) 9. The HLR 9
maintains a record of all of the subscribers of the HPLMN 1. A Service Control
Function (SCF) is implemented at a Cost Control Node (CCN) 10. which, together with
the HLR 9, forms part of a Home Subscriber System. For each subscriber, the CCN 10
records details of the tariff to which the subscriber subscribes. For example, a
subscriber may subscribe to a "business tariff" which defines the cost of voice calls in
terms of caller location, called party destination, duration, and time of day. The cost of
data calls may also be defined using these same conditions, and additionally the volume
of data sent to and/or received by the subscriber during a data call and the Quality of

Service (QoS) involved.

In the event that the subscriber using the mobile terminal 2 roams outside of the
coverage area of his HPLMN 1 and into the coverage area of the VPLMN 4, to facilitate
voice calls his terminal 2 will seek to register with an MSC 5 of the VPLMN 4 after the
MSC 5 has determined that the subscriber is a subscriber of a foreign network and has
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not already been registered in the associated VLR. For a subscriber registered with the
MSC 5, the SSF located at the MSC is able to communicate with the CCN 10 to
exchange charging related information. Information received by the SSF can be made

available to the terminal 2 of the subscriber using the known AoC service.

If the subscriber wishes to make use of a GPRS data service, the terminal 2 must
register with the SGSN 6. He may then establish an IP connection to a remote host 11
via the Internet 12. As already described, the AoC mechanism is limited to circuit
switched calls and cannot be applied to packet switched calls. It is therefore proposed
to establish an IP connection between the subscriber terminal 2 and the CCN 10 to
exchange charging information. This IP connection makes use of the bearer set up to
carry the existing IP connection (and the IP address already allocated to the terminal 2).
There is therefore no need for a further prolonged setup phase. As is illustrated in
Figure 1, the CCN 10 is coupled to the Internet 12 via an IP gateway node 13.

The terminal 2 supports the JAVA Virtual Machine, and charge control software is
provided in this language at the terminal 2. The charge information delivery mechanism
uses JAVA. Th advantage of using Java is that the software can be downloaded into
any terminal, and it is not necessary t0 standardise a new protocol. However, it will be

understood that alternatives to Java exist.

Immediately following the establishment of the IP bearer and the allocation of an IP
address to the terminal 2, the terminal contacts the CCN 10 over the Internet and
authenticates itself to the CCN 10 (authentication may require the sending of the
subscriber’s IMSI, E.164 number, user id, or account number). The CCN 10 also
authenticates itself to the terminal 2. This process may make use of, for example,
IPSec. IPSec can also be used to generate a secure communication “channel” between

the CCN 10 and the terminal 2.

Using the CAMEL Application Part (CAP), the SSF associated with the terminal 2 is
able to send cost information to the CCN 10 via the SS87 signalling network. This

information may include transferred data volume, connection time and the like, and
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allows the CCN 10 to compute charges for the subscriber based upon the appropriate
tariffs.

Figure 2 illustrates the protocol which is used to exchange charge information between
the terminal 2 and the CCN 10. Following the establishment of the initial IP
connection, and the establishment of a connection between the terminal and the CCN,
" charge information is sent from the CCN to the terminal as a real time stream of
messages (IP datagrams). In order to maintain the flow of information to the terminal,
the terminal must send “heartbeat” or continuation messages to the CCN at regular
intervals. These messages identify the terminal 2, and indicate to the CCN 10 that the
terminal 2 is continuing to use the IP connection. Following the termination of the IP
connection, the sending of heartbeat messages to the CCN 10 ceases, and the flow of

charge information consequentially stops.

During an IP connection, the terminal 2 may send certain additional charging
information to the CCN 10 in order to allow the CCN to calculate charges. This

information may include details of particular web sites accessed.

It will be appreciated by the person of skill in the art that various modifications may be
made to the above described embodiments without departing from the scope of the
invention. For example, rather than send charge information between the mobile
terminal and the CCN over the open Internet, a more secure approach might be to use a
separate “closed” IP network (i.e. an IP backbone) owned and controlled by the

operator(s) of the mobile network.



Claims

1. A method of providing charge information to a subscriber terminal, which
information relates to an IP connection or connections being used by the user, the
method comprising the steps of:

identifying the terminal or the user to a charge control node (CCN) located in 2
home network of the terminal or subscriber; and

for the duration of the IP connection(s), using the existing connection or one of
the existing connections to transport a stream of charge information messages from the

CCN to the subscriber terminal.

2. A method according to claim 1, wherein each of said charge information

messages contains the user’s current account balance.

3. A method according to claim 1 or 2, wherein said step of identifying the
terminal or the user to a CCN comprises sending identification data from the terminal to

the CCN using the IP connection.

4. A method according to claim 3, wherein said step of identifying the terminal or
the subscriber to a CCN is carried out automatically following the establishment of an

1P connection.

5. A method according to any one of the preceding claims and comprising
periodically sending continuation messages from the subscriber terminal to the CCN

over the IP connection in order to maintain said stream of charge information messages.

6. A method according to any one of the preceding claims wherein charges are
calculated at the CCN on the basis of tariffs held at or accessible to the CCN, and
charging data sent to the CCN from a switching node with which the terminal is

registered.

7. A method according to claim 6, wherein the terminal is a mobile terminal and

the IP connection is established over a GSM network incorporating GPRS and said



9

switching node being a SGSN, the charging data being sent to the CCN using the
CAMEL Application Part (CAP) protocol.

8. A charge control node (CCN) for use in a telecommunications network, the
CCN being arranged to control charging for subscribers of the network and comprising:
means for authenticating a subscriber on the basis of identification information
sent from the subscriber’s terminal to the CCN; and
means for generating a stream of charge information messages relating to an IP
connection or connections established by the terminal, and for sending the generated
messages to the terminal using the established connection or one of the established

connections.

9. A subscriber terminal capable of establishing at least one IP connection via a
telecommunications network, the terminal having:

means for identifying itself or a user to a charge control network of a home
network of the user; and

means for receiving a stream of charge control messages sent from the CCN
using said IP connection, each charge control message containing charge information

relating to the IP connection(s).
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