48A14q JIN

(J0A 38414)
d0Ae so1sAyd

(18Ae7 puooses)
Jake yull-eieq

(19Ae7 p41yl)
.-o>m|_ ) JOM] BN

(48Ae7 yl4no4)
19AeT 140dsued)

(40Ae7 Y3iid)
48ke uoissag

[ 914

1/26



2
|ddy 93

JaA1Q

)

8l 1l gl

JIN JIN OIN
dyv dyy div
dl 08sd|
dl
U0 TouNg
ape.anbsep 1038 |nie di
¢ dn | do1 dn | 4ot
105j008 10008

uo13eo1 |ddy 03

Uo13eo0] |ddy 03

)

o€

)

q€

2/26



SEYYETI d8A14( JaA14Q 1A 1 4(]
1 190140 OIN D[N DIN 9N 9IN
71 dyv dyv
Dm— 088(|
dl
el Joje|nue d|
B9l ¢ dan | o1
9] Gl
Lt ¥ 19008 il IR N9 Zq
Ll uoies| |ddy uor3eol | ddy uoijes| |ddy uol3eoi |ddy
,  1seopeo.g 1seopeo.g 1SeopeRO.Ig 1SBOpPRO.IQ
61 _ of ap ey

3/26



Uo130y UO|3e01FUBANy 98540

uoi8ay uol3dAioul 98sdqan

uo(3ay uolleoljusyiny 93sdol

uoi3sy uoiydAiougy 299sd)]l g

(44

uo13ey uoi3eoluUBYINy 99Sd|

uoi3ey uolidAioug 96s(|
uot3ay uolleoljusyiny 98sdol

uoi3ey uolldAioug 08sdg| o
, - e

4/26



FlG. 5

TCP/TCPsec
pass ive-open
start

S1

Port number

: S2
analysis

S4

TCPsec
passive-open
permitted ?

TCP
passive-open
permitted ?

$6
_

TCPsec passive—open
(F1G. 9)

So

TCP passive-open
(FIG. 8)

TCP/TCPsec

end ST

5/26



FlG 6

TCP/TCPsec

active—open S8
start

Sg
analysis

S10 S

TCPsec TGP
active-open NO active—-open NO
permitted ? permitted ?

YES S12

YES S13
TCPsec active—open TCP active—open
N (FIG. 11) (F1G. 10)

TCP/ TCPsec 31 4
end

6/26



Fla 74

Standard TCP

A

FlG. /B

TCPsec
A

- TCP Header & Payload

Host A Host B

TCP Connect.
Header

SYN

TCP Option

TCP Header

Payload

TCP Cutoff
Header

{ Payload

TCP Header & Payload

Host A

TCP Connect.

3

7/26

- Header SYN (option) -
SYN - ACK .
<—"A—— TCPsec Option <SYN - ACK (option)
| ACK ACK g
TCP Header
Negotiation Data>
TCPsec
Negotiation
Data @:gotiation Data
| TCP Header
DATA > DATA >
TCPsec
ACK Payload MK
< DATA < DATA
ACK ACK >
TCP Cutoff FIN(option)
;IN> Header >
ﬂFIN - ACK TCPsec Option| | [EIN - ACK(option)
ak | | TCPsec AGK >
| Payload

Host B

Connection
Sequence

Data
Communication
Sequence

Cutoff
Sequence




TCP passive-open S5 F / 6 8
(: (FIG. 5) )

Receiving packet 315
waiting/analysis

$17
S16
cpc°prarci‘;tt . >N Abolish packet >

YES s18 S19 21
YES _Autof NO J1cp data
coggégged requ i rement transmitting/
9 receiving process
NO YES

ACK

transmission
Cutoff response
transmission

ACK
recelved

S21

Connection 525

request
l)

TCP cutoff

TCP passive—open
end

S28 S26

Abolish
packet

Connection response
transmission & TCP

connection

8/26



¢  flas
(F1G. 5)
Receiving packet S31
[ waiting/analysis
$3 S33
Tc(fnorp:aeccktet NO >|Abo| ish packet} >

Be ing YES utof
onngcte- equ1;emen

NO

acket is passive-
open per{n |7s3|on

Cutoff 1CPsec |
compulsorily

TCPsec
passive—open
end

YES

NO TCPsec data
utof transmitting/
response receiving process
Fla. 12)

Cutoff key ACK

S38 (1) $S39

cOIngles transmission

YES

Abollsh packet

Cutoff response

transm|33|on

TCPsec
passive-open
end




~

TCP active—-open F / 6'. l 0
C (FIG. 6) )’Vm

Connect. request

852

Receiving packet
waiting/analysis S53

S54
chporpra%cktet NO Abolish packet >

’

YES  S56
Being \ES Cutof Cutof NO | TCP data
connected requn;emen response Fggg?vlﬁglng/
’ process
NO YES
transmission

Cutoff response
transmission

S61 S62
received
?
YES

TCP cutoff

TCP active-open
end

Received
Cacket is active-oper]y
-ermlss$on port

NO

Connection S63

response ?

L 1 S66 S64

lAboIish packet

368

TCP connection

10/26



GTCPsec a%’é : ée—ggen)'\/ S13
start : F / 6 l l
569
transmission

Receiving packet S70
waiting/analysis
| S72

ST _
chp°rp}ec°ktet NO >|Abo| ish packetl q

: S76
YES S73 S714 S75
. YES NO NO TCPsec data
Being tof Cutof transmitting/
equu,;emen I receiving process I
? ‘ ? (F1G. 12)
NO YES YES
S77 n S78
ACK
:x}fﬂzﬁ egg !l!!l!lll!!ll!l 'lg'

NO
NO _ $80
Abol ish packet
Cutoff response S81
transmission

S82
received
?
YES
TCPsec cutoff

TCPsec
active—open
end

omgl e

NO YES

Received
packet is active-
open permission

TCPsec active
connection process
(FIG. 14)

S84

Cutoff TCPsec

compulsorily

TCPs
activejgﬁen S91
end

11/26



TCPsec data transmitting
receiving process
start (FIG. 9 and 11)

S92

Is there

YES

FlG. 12

S370rS76

transmission
request ?

NO

data encryption
Authentication
data addition

393

S94

Transmission S95

596

Are YES

there received

NO

S97

Received data
decryption

Correct data ?

S100

Received data
taking-in

TCPsec data
transmitting/receiving
process end

S101

S99

TCP/TCPsec
compulsory cutoff
& end

12/26



FlG 13

TCPsec passive
connection process
start (FIG. 9)

S48

S102
<<ﬁﬂi!i!l%iiﬂ!ﬂﬁb» NO
YES
Connection response
transmission S104
S106
Is : =
there partner NO Obtain partner
inforgation Linformation
S107
NO TCPsec passive

compulsory cutoff
& end

orrect partner ?

YES

< TCPsec passive ),\
connection & end S108

5103

13/26



FlG. 14

TCPsec active
connection process
start (FIG. 11)

588

5109

~°

S112 S113
Is
there partner NO Obtain partner |
|nforgation information
I YES

S114

Correct partner ?

NYES

TCPsec active
< connection & end > ST15

TCPsec active
compulsory cutoff
& end

NO

S110

14/26



FIG 15

UDP/UDPsec

S120
open start
Port number
confirmation S121
S122 S123

UDPsec open NO UDPc open NO
permitted permitted
? ?
YES S125 YES S124
UDPsec open process UDP open process
(FIG. 19) (F1G. 18) N

n

‘ UDP/UDPsec end }"\\./ S126

15/26




\ [ viva >
_VIVG v
A
aouanbeg A VIva owwum < VIvd PROIA%d dan peo|Aed
uo13eo|unumo) < N peo|Aed 18pesH d4an dl
BleqQ A VIva 18pesH d4an | dI < VIVa 18pea d|
, PP d PEo|AEd B JePEeH dan
g
1] :o_um_powV
oouenbeg 14e38 uol3e|josay
uo 1380 1unuwoy < 18 uoijeijode) 298daN peo|Aed e
ele( 18pesy dan dl
(@ RBueT peorfeq dan 19PEeH dI
peo|Aed § Joapesy dan
g IS0y ¥ 1SOH g 1SOH V 3SoH
N J Y,
Y Y
2984(N dan p4epues

491 914 V9l 914

16/26



aousnbag

Uo 11B90 1 UNUoy <

e1e(

aousnbag 3}.4els

uoljeolunuwio) < [EFeq =o:a_po@v

Ble(Q

.

.
AH““ VIV
Ble(
VIV
AMH“ 095ddNn peo|Aed
A VIva Jopeel dan | dl
A9pedH d|
7 .
ﬁc uci1e[303aN
uoijeilodaN
29540 peo|Aed
s lapesH dan dl
(@ BT peoifed dan 19PEeH dI

peo|Aed B JapesH dan
g 1o ¥ 3SOH

g4 ISOH vV

/J

B H

viva

viva | [PeclAed dan peo| Aeg
lapesy dan dl

ViV Japesy d|

peojAed 1§ Japesy 4an

1s0H

Y

09sddn

q/1 914

J\
ddn p4iepuelg

v/l 914

17/26



FIG 18
< UDP open process) ~ 5124
start (FIG. 15)

Transmitting/
receiving packet
waiting/analysis

31217

S128 S129

NO

Correct UDP packet Abol ish packet

UDP data transmitting/
receiving process

5130

UDP closing NO \

request ?

YES

C UDP open enD’\/ S$132

18/26



(wpsec oo orooss) 125 F/G. 19

r— m—
o el el sj~— 5133
S135
S134
UD%orpraeccktet NO >|Abo| ish packetl >
?
YES S137
S136 ,
Pt UDPsec unicast
> ]
nacket ?g process (FIG. 23)
NO S138 S139 0 S140
YES C N\ YES @ NO
Broadcast ommun i cat i on
2 start 7
NO YES
NO < ,
1) icast broadcast
,ec::ziz:':::m:.ga castl b _sta1
process (FIG. 20)
S145  Adolish packet $142
Correct
NO partner ?

yEs S144

UDPsec data
transmitting/receiving
process (FIG. 22)

UDPsec unicast
transmission starting
process (FIG.21)

YES S147 ﬂ48
@ > gg;ggg‘; X0 Abolish packet

19/26



FlaG. 20

UDPsec broadcast reception
starting process
start (FIG. 19)

S141

S150

Obtain partner
information

Communication
rejection & end

5152

s
there partner NO

lnforgation

UDPsec broadcast
communication
starting process end

5153

20/26



FIG 21

DPsec unicast transmission
starting process
start (FIG. 19)

S146

S155
s .
there partner NO Obtain partner
inforgatio information

S156

NO Communication

rejection & end

Correct partner ?

5157

UDPsec unicast
communication
starting process end

5158

21/26



FIlG. 22

UDPsec data
transmitting/

receiving process
start (FIG. 19)

S144

5159

s there
transmission
equest ?

YES Transmission | $160

data encryption

NO

Authentication

data addition S161

Transmission S162

YES

Received data
decryption

5164

Correct data ?

y S167

Received data
taking=in

UDPsec data
transmitting/
receiving process
end

5168 5166

UDP/UDPsec
compulsory cutoff
& end

22/26



FlG. 23

UDPsec unicast receptio
starting process
start (FIG. 19)

S137

169 3170

NO Obtain partner
information

NO

s
there partner
lnforgatnon

SN

Communication
rejection & end

Correct partnef ?

UDPsec broadcast N
communication S173
starting process end

S172

23/26



FlG. 24

(a)
Protocol Stacks
without Security

Application

2 TGP/UDP (

S G Protocol Stacks
Network Applied with SSL
Application

-SOCKET { sSL™

YT
Network

(c)
Protocol Stacks
(d) Applied with IPsec

v Protocol Stacks Appllgatlon
Applied with TCP2 - SOCKET

Application - TCP/UDP
SOCKET \-/ IP | IPsec

Ll

X
TCPsec/UDPsec Network

IP e
Network

24/26



J9A11Q 9IN

(4ohe] 38414)
1ahe sol1shug

(49Ae7] puoosg)
JaAe yull-eieq

dyv

did |

dl

dan

ddL

(d9heq paiy])
J9Ae] YyJomlapN
e

(484e7 y3.ano4)
J9Ae 14odsued)

1SS I

193003

(484e7 yi414)
J8Ae] uo|ssag

48A14Q DIN

(d8he7 3s41)
19Ae7 $91SAyd

(48Ae7 puooag)
J8he yulj-eieq

dyv

dl | 0854 |

I

Joje|niis J|

dan

dol

(48467 paiyl)
i8ke yJomlaN

(48Ae7 yjnoy)
19Ae7 jJodsued|

19%908

(49K Y3414)
d8Ae] uolssag

9c 9141

9¢ 914

25/26



1. »
A

DESCRIPTION OF REFERENCE NUMERALS

* host computer ,
- network control apparatus (router)

3a, 3band 3c * - - client terminal
4a, 4b and 4¢ + * - client terminal

11+ -
19« »
13«
13b -
15+ -
15b - -
16« -
16b - -
17 - -
41 - -
42 - -
43+ »
44 « =
45+ + o
46 - -
47 +
48 +
49+ -

* NIC driver
+ARP or ARPon CP
» IP emulator
+ + IPsec on CP
+ TCP emulator

* TCPsec on CP

« UDP emulator

+ UDPsec on CP

- socket (Socket)

+ IP header

« ESP header

« TCP header

+ TCPsec additional information

data (payload)

+ TCPsec added trailer

+ TCPsec added authentication data
- ESP trailer

« ESP authentication data
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