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Device Bootstrapping

The present techniques generally relate to bootstrapping an internet-
connectable device to provide the device with access to one or more

resources.

The Internet of Things (IoT) encompasses devices and networks that are
(Internet Protocol) IP-enabled and Internet-connected, along with the
Internet services monitoring and controlling those devices. Such IP-
enabled devices connected to the internet may be termed data processing
devices, end nodes, remote devices or Internet of Things devices and
include sensors, machines, active positioning tags, radio-frequency
identification (RFID) readers and building automation equipment to name

but a few. Such an IP-enabled device is hereafter referred to as “device.”

Devices in the IoT may generally, but not necessarily, be resource-limited

embedded devices, often battery powered and connected by low-power,

low-bandwidth wireless networks to the Internet.

The present techniques recognise the need to enable devices to access

remote resources in an improved manner over the prior art.

According to a first technique there is provided a computer implemented
method of accessing a remote resource at a resource server by an internet-
connectable device, the method comprising: receiving, at the device from
a bootstrap server, a first plurality of identifiers each identifier associated
with a respective connectivity server; selecting, at the device, a first
identifier from the first plurality of identifiers to balance a connection load
across the connectivity servers associated with the first plurality of
identifiers; authenticating with a first connectivity server associated with
the selected first identifier accessing, at the device, the resource at the

resource server via the first connectivity server.

According to a further technique there is provided a computer implemented
method of bootstrapping an internet-connectable device by a bootstrap

server, the method comprising: transmitting, from the bootstrap server to
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the device, credential data comprising a first plurality of identifiers, each
identifier in the first plurality of identifiers associated with a respective
connectivity server, the credential data to render the device operable to
select a first identifier from the first plurality of identifiers to balance a

connection load across the connectivity servers associated with the first
plurality of identifiers and to authenticate with a connectivity server

associated with the first identifier.

According to a further technique there is provided a system comprising: a
plurality of connectivity servers, each connectivity server to receive data
from one or more resources; a first server to store identifiers for some or
all of the connectivity servers of the plurality of connectivity servers; a
device comprising circuitry to: receive a set of identifiers from the first
server; select an identifier from the set to balance a connection load across
the connectivity servers associated with the set; authenticate with a

connectivity server associated with the selected identifier; access a

resource at a resource server via the first connectivity server.

The present techniques are diagrammatically illustrated, by way of

example, in the accompanying drawings, in which:

Figure 1 shows a schematic illustration of a device according to an

embodiment;

Figure 2 shows a schematic diagram of a system in which a device can

adCCessS a resource server,

Figure 3a shows a schematic diagram of an example bootstrap process for

a device in the system of Figure 2;

Figure 3b shows a schematic diagram of a further example of a bootstrap

process for a device in the system of Figure 2;

Figure 4 shows a schematic diagram of a system in which a device can

access one or more services according to an embodiment;



10

15

20

25

30

Figure 5 shows a schematic diagram of an example process in which a
device is provisioned with data to access one or more remote resources;

and

Figure 6 shows a schematic diagram of an example bootstrap process

according to an embodiment.

Reference is made in the following detailed description to accompanying
drawings, which form a part hereof, wherein like numerals may designate
like parts throughout that are corresponding and/or analogous. It will be
appreciated that the figures have not necessarily been drawn to scale, such
as for simplicity and/or clarity of illustration. For example, dimensions of
some aspects may be exaggerated relative to others. Further, it is to be
understood that other embodiments may be utilized. Furthermore,
structural and/or other changes may be made without departing from
claimed subject matter. It should also be noted that directions and/or
references, for example, such as up, down, top, bottom, and so on, may be
used to facilitate discussion of drawings and are not intended to restrict

application of claimed subject matter.

A network, such as an Internet of Things network, may comprise multiple
connected devices and resources with different functionalities. The devices
and resources may be provided by different parties, and typically, the
devices are resource-constrained with limited power supply, communication

capability, CPU performance and memory.

Generally speaking, a bootstrap or bootstrapping process includes some or
all of the steps that enable a new device to join a network and to
authenticate (e.g. communicate, connect, register, enrol etc.) with one or

more resources to access one or more services.

Traditional networks include load balancers which balance resource
requests from devices across different connections or different resources
and to provide redundancy in the case of resource servers becoming

unavailable.
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Broadly speaking, the present techniques provide improvements to

traditional networks.

Figure 1 shows a data processing device 2, which is capable of
authenticating with one or more remote resources (e.g. device, server,

service, apparatus).

Device 2 may be a computer terminal, a laptop, a tablet or mobile-phone,
or may, for example, be a lightweight machine-to-machine (LwWM2M) device
used to turn objects into “smart-objects” such as streetlights, electric
meters, temperature sensors and building automation as part of the IoT. It
will be appreciated that the examples of devices are exemplary only and

the claims are not limited in this respect.

The device 2 comprises processing circuitry 3 for controlling various

processing operations performed by the device 2.

The device 2 may further comprise input/output circuitry 4, such that the
device 2 can receive inputs (e.g. user inputs, sensor inputs, measurement
inputs etc.) and/or generate outputs (e.g. audio/visual/command

instructions or requests etc.).

The device 2 further comprises storage 6 for storing data, such as credential
data, whereby the storage circuitry 6 may comprise volatile and/or non-

volatile memory.

Such credential data may include one or more of: certificates, cryptographic
keys (e.g. shared symmetric keys, public keys, private keys), identifiers
(e.qg. direct or indirect identifiers) etc.) whereby such credential data may
be used by the device to authenticate (e.q.

communicate/connect/register/enrol) with one or more remote resources.

When the identifier requires name resolution, a name resolution service,
such as DNS, may be used to resolve the indirect identifier to be a direct
identifier. Such an identifier requiring resolution is hereafter an “indirect
identifier”. Indirect identifiers may include one or more of: a fully qualified

domain name (FQDN), a Uniform Resource Locator (URL)), a Uniform
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Resource Indicator (URI) and a Uniform Resource Name (URN), although

this is not an exhaustive list.

When the provisioned identifier does not require name resolution
(hereinafter “a direct identifier”) such as an IP address (e.g. IPv4 or IPv6
address) the device can reach the address associated with the direct

identifier.

The credential data may also be used as an input to a security protocol to
establish a secure communications channel with a remote resource. Such a
security protocol may, for example, comprise Transport Layer
Security/Datagram Transport Layer Security (TLS/DTLS), whereby
TLS/DTLS is used to provide a secure channel between the device 2 and a
remote resource, whereby TLS/DTLS security modes include both pre-
shared key and public key technology, whereby such keys may be included
in credential data provisioned on the device. The data (e.g. device data)
protected by TLS/DTLS may be encoded as plain text, binary TLV, JSON,

CBOR, or any other data exchange formats.

Device 2 further comprises communication circuitry 8 which may use a
wireless communication, such as communication using wireless local area
network (Wi-Fi®), short range communication such as radio frequency
communication (RFID) or near field communication (NFC), or
communications used in wireless technologies such as ZigBee®, Thread®,
Bluetooth®, Bluetooth® LE, IPv6 over Low Power Wireless Standard
(6LOWPAN) or Constrained Application Protocol (CoAP). Also, the
communication circuitry may use a cellular network such as 3G or 4G. The
communication circuitry may also use wired communication such as using
a fibre optic or metal cable. The communication circuitry 8 could also use
two or more different forms of communication, such as several of the

examples given above in combination.

The device 2 may use the communication circuity 8 to communicate with
one or more remote resources which may be, for example, a device, an

apparatus, a server, a service etc. Such a remote resource may be part of,
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private networks enabling deployment of services in a secure manner from

a private server, private cloud or public cloud environment.

As above, a remote resource may comprise one or more servers to provide
one or more devices with access to one or more services hereafter

“resource servers”.

In embodiments the resource server may comprises hardware, software or
a combination of both capable of providing server functionality, for example
to provide access to one or more services with which it interfaces or hosts,
whereby such services may include one or more data storage & analytics
services, management services, application services, web services (e.g. a
web application), although this list is not exhaustive. Such a resource server
may, for example, be a gateway device in a home, a machine-to-machine
(M2M) server, a LwWM2M server, a cloud server, an infrastructure server, an
edge server, a computer terminal, a laptop, a tablet or mobile-phone, an

application hosted on a server or may itself be a device 2.

Figure 2 shows a schematic diagram of a system 10 in which device 2

accesses one or more services.

As part of a bootstrap process with bootstrap server 14, the device 2 is
provisioned with credential data to access the one or more services

provided by resource servers 12-12m.

Such credential data may include a certificate comprising an indirect
identifier (e.g. DNS.ARM.com), whereby the device may use a domain
name system (DNS) 15 server to resolve the indirect identifier to a direct
identifier (e.g. 123.123.123.123), which identifies the location of a load
balancer 16. In other embodiments the device 2 may be provisioned with
DNS capabilities to resolve the indirect identifier rather than communicating

with a separate DNS server 15.
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The device 2 will then send a server access request to the load balancer 16
identified by the direct identifier, whereby the load balancer 16 forwards

the request to the resource server 12.

As will be appreciated, the load balancer 16 may receive requests from a
plurality of devices 2n (where 'n’ is an integer), and forwards the requests
to one or more resource servers 12(m) (where ‘m’ is an integer), such that
the resource servers 12-12(m) are not overloaded with traffic from the

different devices.

A single virtual load balancer 16 may be capable of balancing requests from,

for example, up to n = 1,000,000 devices.

A new load balancer 16(1), located at a different address (e.q.
123.123.123.124) may be added to the system 10 to handle requests from
devices, where n > 1,000,000. If '‘n’increases to 100 million then 100 load
balancers would be required, along with the associated licences and

computing costs to operate the load balancers.

Furthermore, different load balancers may only be capable of servicing
requests from resource servers which use a particular type of
communication protocol (e.g. CoAP, LORA, MQTT, HTTP); resource servers
which use a particular type of security protocol (e.g. HTTPS, TLS,
TLS/DTLS); resource servers which provide a particular type of service; or
resource servers which are owned by a particular party. As such, a different
load balancer will be required for each different type of communication

protocol, security protocol, type of service and/or for each different owner.

As such, scaling up to millions/billions/trillions of devices would require the
addition of multiple load balancers, which would place a cost and set-up

burden on the administrator of the system.

Load balancers are generally made available on a public network (e.qg. the
internet), whilst the resource servers are generally within a private network
(e.g. an intranet). Therefore, load balancers generally provide a large

attack vector, whereby a rogue 3™ party could attack the DNS server which
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service provided by the load balancer.

Furthermore, load balancers provide for high availability whereby, for
example, each load balancer 16 may have a back-up load balancer (not
shown) which constantly monitors the operating performance thereof, such
that when the load balancer 16 fails, the back-up load balancer can take
over the functionality thereof. Providing high availability increases the
expense of a system due to the increased number of load balancers

required, especially when scaling to millions/billions/trillions etc. of devices.

Figures 3a and 3b show schematic diagrams of an example bootstrap

process 40 for the device 2 of Figure 2 above.

At S42, the device 2 initiates a bootstrap process with bootstrap server by

transmitting a request comprising '‘POST /bs’ to the bootstrap server 14.

The Bootstrap server 14 accepts the request and responds by transmitting
an acknowledgement to the device (not shown in Figures 3a or 3b), and
transmitting messages comprising credential data to the device 2 as
depicted at “"POST /1/0/1” to “"POST /1/0/5”, whereby the credential data
may include one or more of: rules, policies, certificates, cryptographic keys

and an identifier to enable the device 2 to authenticate with a resource.

As depicted in Figure 3a, the credential data at S44a POST /1/0/5 is an
indirect identifier in the form of a URI. At S46a, the device resolves the URI
to a direct identifier 2001::1abc, whereby at S48a the device authenticates
with the resource server 12 (via a load balancer (not shown)) associated

with the resolved direct identifier.

In a further example, as depicted in Figure 3b, the credential data at S44b
POST /1/0/5 is a direct identifier in the form of an IP address, whereby at
548b the device authenticates with the resource server 12 (via a load

balancer (not shown)) associated with the direct identifier.
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Figure 4 shows a schematic diagram of a system 100 in which device 2
accesses one or more services at a resource server 12, according to an

embodiment.

As part of a bootstrap process with bootstrap server 14, the device 2 is
provisioned with credential data to access one or more services provided

by resource servers 12-12m.

In the present illustrative example of Figure 4, such credential data may
include a certificate and may further comprise a plurality of direct
identifiers, whereby each direct identifier of the plurality may be used to

communicate with a connectivity server 20 - 20p (where 'p’ is an integer).

The device 2 will then send a server access request to a connectivity server
identified by a direct identifier of the plurality as selected at the device 2.
The device 2 may select the identifier from the plurality of identifiers based
on or in response to one or more of: instruction(s), rule(s) or policy(ies) in
storage (e.g. provisioned by an administration or during the bootstrapping
process), in a random manner, pseudorandom manner, or in a structured
manner (e.g. in sequential order, in a round robin manner etc.) although

the claims are not limited in this respect.

The connectivity server(s) 20-20p may be registered with one or more of
the resource servers 12-12m, so as to communicate therewith (e.g. via
secure communications channels). In embodiments, a connectivity server
will provide data received from the device 2 to one or more of the respective
resource servers 12-12m. In other embodiments a connectivity server 20
may provide command instructions received from a remote resource to
device 2. Such a command instruction may be generated by a service based
on or in response to data received from the device 2. Therefore, the
connectivity server 20 functions as a relay for data from a device 2 to a

remote resource 12 and/or from a remote resource 12 to a device 2.

The present techniques mean that a device that is provisioned with a direct

identifier does not need to resolve an indirect identifier, and can
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authenticate with a connectivity server associated with the direct identifier
without the need to communicate with a DNS server or to resolve an

indirect identifier.

Each connectivity server 20-20p may be capable of handling access
requests from millions or billions of devices, and so connectivity servers are
more cost efficient than using a load balancer, for example, when scaling
up to millions/billions/trillions of devices. When a connectivity server is at
or is approaching capacity, a new connectivity server can be created, and
the devices provided with the direct identifier therefor. When a connectivity
server requires an update and may be unavailable for a period of time, the
devices may be provisioned with identifiers for connectivity servers that are

available.

An administrator server 22 may spawn or create connectivity servers at

public addresses (e.g. on the internet) and maintain a database of
characteristic data for the connectivity servers thereat, wherein the
characteristic data may comprise one or more of: an identifier the
connectivity server (e.g. an IP address for the connectivity server); security
protocol used by a connectivity server (e.g. TLS, HTTPS, TLS/DTLS etc);
location of the connectivity server (e.g. geographic location); system
maintenance schedule for a connectivity server (e.g. when is next system
update scheduled), device handling capacity for a connectivity server (e.g.
can handle requests from up to 'n’” devices); storage size for a connectivity
server (e.g. 1TB storage); connection type which the connectivity server
can service (CoAP; LORA; HTTP); etc.), current operation status for a

connectivity server (e.g. available to service requests or unavailable).

In embodiments the administrator server 22 communicates with the
connectivity servers to obtain such characteristic data so as update the

characteristic data in the database for the connectivity servers.

In embodiments, and as depicted in Figure 4, administrator server 22 may
not be located at a public address(es), and may comprise a bespoke port

(e.g. IP controlled) to communicate with the connectivity servers, whereby
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such communication may be established using end-to-end security (e.g.
HTTPS; TLS/DTLS).

The administrator server 22 may then provide all or a subset of the
identifiers to the bootstrap server 14, which can, in turn, select a further

subset of identifiers for the connectivity servers, and provision the further

subset on the device 2.

The identifiers provisioned on a particular device may be selected by the
bootstrap server 14 or the administrator server 22 based on or in response
to one or more of: instruction(s), rule(s) or policy(ies) in storage, in a
random manner, pseudorandom manner, or in a structured manner (e.g.

in sequential order, in a round robin manner etc.).

As such, the identifiers may be selected using proactive scheduling,
whereby, as an illustrative example, an identifier for a connectivity server
approaching its connection load capacity threshold or which is due to
undergo servicing within a threshold period (e.g. 24hours) will not be
selected for provisioning on the device. As a further illustrative example,
the connectivity servers may be selected to spread or balance the

connection load around the set of connectivity servers.

Additionally, or alternatively, the identifiers may be provided using reactive
scheduling, whereby an identifier for a connectivity server has reached
capacity or which is currently unavailable will not be selected for

provisioning on the device.

In some embodiments the bootstrap server 14 or the administrator server
22 may select the identifiers provisioned on a particular device based on or
in response to the characteristic data and/or the credential data of the
particular device. For example, the administrator server 22 or the bootstrap
server 14 may select the identifiers for a particular device based on one or
more of: location of the; storage capacity of the device; connection

capabilities (e.g. device can use CoAP); security capabilities (e.g. device
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can communicate using TLS/DTLS; HTTPS etc) and ownership of the device

although this list in not exhaustive.

As an illustrative example, devices may be provisioned with the direct
identifiers for the closest connectivity servers 20-20p thereto, to reduce
latency of communications between the device and a connectivity server.
As a further illustrative example, a device may be provisioned with direct
identifiers for connectivity servers owned by a particular party to enable the

device to only connect to connectivity servers owned by the particular
party.

When the device 2 attempts to authenticate with a first connectivity server
associated with a selected first identifier, but that first connectivity server
is unavailable (e.g. due to maintenance or a DoS attack), the device may
attempt to authenticate with a second connectivity server associated with
a selected second direct identifier. Similarly, when the second connectivity
server is unavailable, the device may attempt to authenticate with a third
connectivity server associated with a selected third direct identifier and so
forth.

When the device has unsuccessfully attempted authentication using all
identifiers provisioned thereon, it may retry authenticating with the

connectivity servers by re-selecting the identifiers thereon.

Additionally, or alternatively, the device 2 may transmit a request to the

bootstrap server for an updated list of identifiers.

When the identifiers for the connectivity servers are direct identifiers, is no
requirement to resolve the direct identifiers using a DNS, and so a rogue
3" party would be required to perform a successful bootstrapping process
with the bootstrap server 14 in order to obtain the direct identifier for the

connectivity server 20.

Nevertheless, should a rogue 3™ party perform a DoS attack on a
connectivity server by flooding a random address that happened to be that

of the connectivity server, the administrator server 22, which is in
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communication with all connectivity servers to obtain characteristic data
therefrom, will detect that the connectivity server is at or approaching a
threshold capacity, and will not provision devices with identifiers for that
connectivity server, but will instead select identifiers for available

connectivity servers.

In embodiments the administrator may retire a connectivity server (e.q.
20p) or determine it to be unavailable, such that devices will no longer be
able to connect thereto using the associated direct identifiers provisioned
thereon, and will connect to a further connectivity server (e.g. 20(1))

instead.

In embodiments, and as depicted in Figure 4, the resource servers 12-12m
may not be located at private addresses (e.qg. in an intranet), and may each
comprise a bespoke port (e.g. IP controlled) to communicate with the
connectivity servers 20 - 20p, whereby such communication may be
established using end-to-end security (e.g. HTTPS; TLS/DTLS).

In some embodiments a connectivity server 20 receives device data from
one or more devices devices 2 and stores the device data thereat. Resource
servers 12-12m may then communicate with the connectivity server 20 via
a REST interface to access the device data stored at the connectivity server
20. The resource server may also provide one or more command
instructions for one or more devices to the connectivity server, whereby the
connectivity server will transmit the command instructions to the respective

devices.

Additionally, or alternatively, the connectivity servers 20-20p may put the
device data on a queue, and the resource servers 22 may take the device

data from the queue for processing.

In some embodiments the resource server 12-12m may put one or more
command instructions for one or more devices on a queue, and the
connectivity server 20 may take the command instructions from the queue

and transmit the command instructions to the respective devices.
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Whilst Figure 4 generally depicts the device authenticating with connectivity
servers by selecting associated direct identifiers, in some embodiments the
device may be provided with a plurality of indirect identifiers, or a
combination of direct and indirect identifiers. The device will resolve indirect
identifiers (e.g. using DNS) to determine a direct identifier for an associated

connectivity server.

Figure 5 shows a schematic diagram of an example process 150 in which a
device 2 is provisioned with data by a bootstrap server 14, to enable the
device 2 to access one or more services. A resource server 12 (or service
provided by the resource server 12) can then communicate with the
connectivity server 20 to access the data from the device 2, or to provide

command instructions for the device 2.

At S152, administrator server 22 spawns or creates a connectivity server
20. As an illustrative example, the administrator server 22 may detect that
other connectivity servers in a network (e.g. the internet) are reaching a
threshold capacity and create the new connectivity server 20. As a further
illustrative example, the administrator server may create a connectivity
server in a particular location (e.g. Europe) to reduce the latency for devices
based in or near that location, which may otherwise have had to

authenticate with a connectivity server in other parts of the world.

At 5154, the new connectivity server 20 confirms to the administrator
server that it is available to serve devices and may provide characteristic
data to the administrator server. The administrator server may update a
database of available connectivity servers and the associated characteristic
data.

At S155, the bootstrap server 14 optionally requests a list of identifiers for
connectivity servers to provision on a device which is authenticated
therewith. Such a request may specify one or more criteria for the
characteristics of the connectivity servers, such as type, location, owner,

security protocol etc.
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At S156, the administrator server 22 provides the bootstrap server 14 with
a plurality of identifiers for connectivity servers. In embodiments, the
plurality of identifiers are selected based on or in response to the one or

more criteria set by the bootstrap server 14.

At S158 the device 2 performs a bootstrap process with bootstrap server
14, whereby at S160 the bootstrap server provisions credential data
comprising the plurality of identifiers or a subset of the plurality of

identifiers received from the administrator server on the device 2.

At 5162, the device 2 authenticates with a connectivity server associated
with an identifier selected from the plurality of identifiers provisioned
thereon. The device 2 may determine which identifier should be selected,
and therefore which connectivity server to connect to, in a random or
pseudorandom manner or based on or in response to a rule or policy which
may be provisioned thereon during a factory provisioning process or during

the bootstrap process.

Although not depicted in Figure 5, the device 2 and connectivity server 20
may transmit other data between each other. In an illustrative example,
the device 2 may establish secure communications with the connectivity
server using other credential data such as certificates and/or cryptographic

keys provisioned thereon.
At 5164 the device 2 transmits device data to the connectivity server 20.

The resource server 12 may then access the device data, whereby in an
illustrative example depicted at S166a the resource server 12 accesses the

device data via an interface (e.g. REST interface) at the connectivity server
20.

In an additional, or alternative, example, at S166b the connectivity server
20 puts the device data on a queue (Q), from which the resource server 12

gets the device data.

The resource server 12 may also provide to the connectivity server (e.g.

via the REST interface or the queue) one or more command instructions for
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the device 2, whereby at S168 the connectivity server 12 transmits the one
or more command instructions to the device 2, which the device 2 will

process thereat.

For example, the resource server 12 may provide a service comprising a
web application having a front end at which device data received from a
device is presented to a user (e.g. via a mobile device). The user may
provide an input at the front end, which in turn causes the resource server

to provide command instructions to the device.

As an illustrative example, the device 2 may be a movable camera located
in @ house. A user may, via a web application running on a mobile device,
request that the device 2 generates an image, whereby the web application
causes a command instruction to be provided from the resource server to
the connectivity server, and then provided to the device. In response to the
command instruction, the device captures an image in response to the
command instruction, and returns image data to the connectivity server,
which is accessed by the resource server and presented to the user via the
web application. The user may send further command instruction(s) (e.qg.
command the camera to move, turn on a light etc), and may receive further

device data back from the device.

The device 2 may continue to transmit device data to the connectivity
server until for example, the connectivity server 20 becomes unavailable.
When the connectivity server 20 becomes unavailable, the device 2 will
authenticate with a further connectivity server by selecting a different
identifier from the plurality of identifiers provisioned thereon. The device 2
may determine which different identifier should be selected, and therefore
which further connectivity server to connect to based on or in response to
one or more of: instruction(s), rule(s) or policy(ies) in storage (e.q.
provisioned by an administration or during the bootstrapping process), in a
random manner, pseudorandom manner, or in a structured manner (e.g.
in sequential order, in a round robin manner etc.) although the claims are

not limited in this respect.
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When the device can no longer connect to any connectivity server with
identifiers provisioned thereon, or when it is instructed to do so (e.qg. via a
command instruction), the device may authenticate with the bootstrap to
perform a bootstrap process with bootstrap server 14. The bootstrap server

will provision updated credential data comprising a plurality of identifiers

on the device 2.

Figure 6 shows a schematic diagram of an example bootstrap process 200
according to an embodiment. Such a bootstrap process may use 6LoWPAN,
which is a set of standards to enable the efficient use of IPv6 over low-
power, low-rate wireless networks on devices through an adaption layer

and the optimization of related protocols.

The Open Mobile Alliance’s LwM2M standard is applicable to 6LoWPAN
whereby a LwMZ2M bootstrap process is used to provide mandatory
credential information through a bootstrap interface for devices so that the
devices can authenticate with one or more servers, whereby authentication
assigns a device to a server to access one or more services (e.g.

applications, databases etc.).

At 5202, the device 2 initiates a bootstrap process with bootstrap server by

transmitting a request comprising 'POST /bs’ to the bootstrap server 14.

The device 2 may authenticate itself with the bootstrap server by for
example using credential data (e.qg. bootstrap certificate(s), bootstrap
identifier(s), cryptographic key(s)) provisioned thereon (e.g. during a

factory provisioning process or owner registration process).

The bootstrap server 14 accepts the request and responds by transmitting
an acknowledgement to the device (not shown in Figure 6), and
transmitting messages comprising credential data to the device 2 as
depicted at “POST /1/0/1” to “"POST /1/0/5”, whereby the credential data
may include one or more of: rules, policies, certificates, cryptographic keys
and an identifier to enable the device 2 to authenticate with a resource to

enable the device to access one or more services.
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For example the credential data may define what protocol is required to be
used to establish communications with the bootstrap server or a
connectivity server. The credential data may also provide -certificates
establishing secure communications with the bootstrap server or

connectivity server.

The device 2 may acknowledge all transmissions by responding with a

confirmation POST (not shown in Figure 6).

As depicted in Figure 6, the credential data at S204 POST /1/0/5 comprises
a plurality of direct identifiers, whereby four direct identifiers are depicted
in Figure 6 (i.e. [2001::1abc]; [2001::2abc]; [2001::3abc]; and
[2001::4abc]).

To access a service, the device 2, at $S206 selects a direct identifier to use.
As above, the device may select the direct identifier based on or in response
to one or more of: instruction(s), rule(s) or policy(ies) in storage (e.g.
provisioned by an administration or during the bootstrapping process), in a
random manner, pseudorandom manner, or in a structured manner (e.g.
in sequential order, in a round robin manner etc.) although the claims are

not limited in this respect.

At S208, the device uses the selected direct identifier to authenticate with
first connectivity server 20, which in turn transmits device data to remote
resource (not shown) and/or transmits data (e.g. command instructions)

from remote resource to the device 2.

At S210, the selected direct identifier no longer enables the device to access
the one or more services (e.qg. because the connectivity server is
unavailable), whereby the device selects (as at S206) a different direct
identifier to use. As above, the device may select the different direct
identifier based on or in response to one or more of: instruction(s), rule(s)
or policy(ies) in storage (e.g. provisioned by an administration or during

the bootstrapping process), in a random manner, pseudorandom manner,
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or in a structured manner (e.qg. in sequential order, in a round robin manner

etc.) although the claims are not limited in this respect.

At 5212, when none of the direct identifiers provide access to a service
(e.g. all connectivity servers are unavailable), the device may perform a

further bootstrap process with bootstrap server 14.

In an embodiment, the device 2 may perform a full bootstrap process as
set out at S202 to S204 in Figure 6. In another embodiment, when the
device 2 is already authenticated with the bootstrap server 14, the device
2 may use a discovery process to request updated identifiers from the
bootstrap server. As depicted in Figure 6, the devices transmits a bootstrap
request comprising 'GET {discovery-path}’, whereby at 5214 the bootstrap
server 14 provides identifiers (depicted in Figure 6 as direct identifiers (i.e.
[2001::5abc]; [2001::6abc]; [2001::7abc]). Therefore, there is no
requirement for the device to engage in a full bootstrap process to obtain
updated identifiers, thereby reducing processing power, storage

requirements etc.

At S215, the device 2 selects an identifier from the identifiers provisioned
at $214, and at $216 authenticates with second connectivity server 20(a)
associated with the selected identifier, which in turn transmits device data
to a remote resource (not shown) and/or transmits data (e.g. command

instructions) from remote resource to the device 2.

Whilst the embodiments above generally describe a device-initiated
bootstrap process the claims are not limited in this respect and in some
embodiments the device may be provided with a plurality of identifiers for
respective connectivity servers during a factory provisioning process, via a
smartcard, wired communication, or whereby the bootstrap server may
initiate a bootstrap process with the device, whereby the bootstrap server
will have knowledge of when the device is ready for bootstrapping. The

bootstrap server may gain this knowledge using any appropriate means.
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As an illustrative example as depicted in Figure 7, entity 30 may be a server
operated by a network provider, whereby at S301 entity 30 informs the
bootstrap server 14 of the device 2 when device 2 connects to the network

provider’s network.

Once the bootstrap server 14 has been notified that the device 2 is ready
to receive the bootstrap information, the bootstrap server communicates
with the device 2 using the POST operation as depicted at $302 - S304 (or

using e.g. "PUT"” and/or "DELETE"” operations as appropriate - not shown).

The device 2 can then select an identifier as at S306 and at S308
authenticate with connectivity server 20 associated with the selected

identifier.

When one or more connectivity servers associated with identifiers
provisioned on a device become unavailable or are due to become
unavailable (e.g. as $310), the bootstrap server 14 may at S314 provision
updated credential data on the device, the updated credential data
comprising a plurality of updated identifiers, each associated with a
respective connectivity server. The device can then select an identifier from
the updated identifiers and authenticate with the associated connectivity

server (not shown in Figure 7).

In a further related aspect, the present techniques provide a non-transitory
data carrier carrying code which, when implemented on a processor, causes

the processor to carry out the method described herein.

The techniques further provide processor control code to implement the
above-described systems and methods, for example on a general purpose
computer system or on a digital signal processor (DSP). The techniques
also provides a carrier carrying processor control code to, when running,
implement any of the above methods, in particular on a non-transitory data
carrier — such as a disk, microprocessor, CD- or DVD-ROM, programmed
memory such as read-only memory (firmware), or on a data carrier such

as an optical or electrical signal carrier. The code may be provided on a
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carrier such as a disk, a microprocessor, CD- or DVD-ROM, programmed
memory such as non-volatile memory (e.g. Flash) or read-only memory
(firmware). Code (and/or data) to implement embodiments of the
techniques may comprise source, object or executable code in a
conventional programming language (interpreted or compiled) such as C,
or assembly code, code for setting up or controlling an ASIC (Application
Specific Integrated Circuit) or FPGA (Field Programmable Gate Array), or
code for a hardware description language such as Verilog™ or VHDL (Very
high speed integrated circuit Hardware Description Language). As the
skilled person will appreciate, such code and/or data may be distributed
between a plurality of coupled components in communication with one
another. The techniques may comprise a controller which includes a
microprocessor, working memory and program memory coupled to one or

more of the components of the system.

The various representative embodiments, which have been described in
detail herein, have been presented by way of example and not by way of
limitation. It will be understood by those skilled in the art that various
changes may be made in the form and details of the described
embodiments resulting in equivalent embodiments that remain within the

scope of the appended items.
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CLAIMS:

1) A computer implemented method of accessing a remote resource at a
resource server by an internet-connectable device, the method comprising:

receiving, at the device from a bootstrap server, a first plurality
of identifiers each identifier associated with a respective connectivity
server;

selecting, at the device, a first identifier from the first plurality of
identifiers to balance a connection load across the connectivity servers
associated with the first plurality of identifiers;

authenticating with a first connectivity server associated with the
selected first identifier;

accessing, at the device, the resource at the resource server via

the first connectivity server.

2) The method of claim 1, further comprising:
transmitting, from the device to the first connectivity server,

device data.

3) The method of claim 1 or claim 2, further comprising:
receiving, at the device, one or more command instructions from

the first connectivity server.

4) The method of any of claims 1 to 3, comprising:

selecting, at the device, a second identifier from the first plurality
of identifiers;

authenticating with a second connectivity server associated with

the selected second identifier.

5) The method of any of claims 1 to 4, comprising:
receiving, at the device from the bootstrap server, a second
plurality of identifiers each identifier associated with a respective

connectivity server;
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selecting, at the device, a third identifier from the second plurality

of identifiers;
authenticating with a third connectivity server associated with the

selected third identifier.

6) The method of any preceding claim, wherein selecting the first identifier
comprises:

selecting the first identifier based on or in response to one or more
of: an instruction, a rule, a policy, a random manner, a pseudorandom

manner, and a structured manner.

/) The method of any preceding claim, wherein the first plurality of
identifiers comprises one or more of: direct identifiers and indirect

identifiers.

8) The method of claim 7, further comprising:

resolving an indirect identifier to a direct identifier.

9) The method of claim 7 or claim 8, wherein a direct identifier comprises

an internet protocol (IP) address.

10) The method of any of claims 7 to 9 wherein an indirect identifier
comprises one of: a fully qualified domain name (FQDN), a Uniform
Resource Locator (URL)), a Uniform Resource Indicator (URI) and a Uniform

Resource Name (URN).

11) The method of any preceding claim, further comprising:
transmitting, from the device to a bootstrap server, a bootstrap

request to initiate a bootstrap process with the bootstrap server.

12) An internet-connectable device to:
receive from a bootstrap server, a first plurality of identifiers

each identifier associated with a respective connectivity server;
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select a first identifier from the first plurality of identifiers to

balance a connection load across the connectivity servers associated with
the first plurality of identifiers;

authenticate with a first connectivity server associated with the
selected first identifier;

access the resource at a resource server via the first connectivity

server.

13) A computer implemented method of bootstrapping an internet-
connectable device by a bootstrap server, the method comprising:
transmitting, from the bootstrap server to the device, credential
data comprising a first plurality of identifiers, each identifier in the first
plurality of identifiers associated with a respective connectivity server, the
credential data to render the device operable to select a first identifier from
the first plurality of identifiers to balance a connection load across the
connectivity servers associated with the first plurality of identifiers and to

authenticate with a connectivity server associated with the first identifier.

14) The method of claim 13, further comprising:
receiving, at the bootstrap server, a first bootstrap request from

the device to perform a bootstrap process with the device.

15) The method of claim 13 or claim 14, comprising:

receiving, at the bootstrap server, from an administrator server,
a set of identifiers;

selecting, at the bootstrap server, the first plurality of identifiers

from the set of identifiers.

16) The method of claim 15, wherein selecting the first plurality of
identifiers from the set of identifiers comprises:

selecting the first plurality of identifiers based on or in response to one
or more of: characteristic data of a plurality of connectivity servers and

credential data of the device.
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17) The method of any of claims 13 to 16, further comprising:
transmitting, to the device, credential data comprising a second
plurality of identifiers, each identifier in the second plurality associated with
a respective connectivity server, the credential data comprising the second
plurality of identifiers to render the device operable to select a second
identifier from the second plurality of identifiers and authenticate with a

connectivity server associated with the second identifier.

18) The method of claim 17, further comprising:
receiving, at the bootstrap server, a second bootstrap request

from the device;

19) A non-transitory computer readable storage medium comprising code
which when implemented on a processor causes the processor to carry out

the method of any one of claims 1 to 11 and 13 to 18.

20) A system comprising:
a plurality of connectivity servers, each connectivity server to
receive data from one or more resources;
a first server to store identifiers for some or all of the connectivity
servers of the plurality of connectivity servers;
a device comprising circuitry to:
receive a set of identifiers from the first server;
select an identifier from the set to balance a connection load
across the connectivity servers associated with the set;
authenticate with a connectivity server associated with the
selected identifier:
access a resource at a resource server via the first connectivity

server.
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21) The system of claim 20, wherein the device further comprises circuitry

to transmit device data to the connectivity server or receive a command

instruction from the connectivity server.

22) The system of claim 21, further comprising:
a resource server to obtain the device data from the connectivity

server or transmit the command instruction to the connectivity server.

23) The system of claim 22, wherein the resource server provides the

device with access to a service.

24) The system of claim 23, wherein the service comprises one or more of:
a data storage service, an analytics service, a management service, an

application service and a web service.

25) The system of any of claims 20 to 24, further comprising: a second
server to:
obtain characteristic data for the plurality of connectivity servers;
select the identifiers for the plurality of connectivity servers based
on or in response to the characteristic data;

provide the selected identifiers to the first server.
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