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A system, method, software and related functions are provided for
managing activity in a radio frequency band that is shared, both in
frequency and time, by signals of multiple types. An example of such a
frequency band is an unlicensed frequency band. Radio frequency
energy in the frequency band is captured at one or more devices and/or
locations in a region where activity in the frequency band is happening.
Signals occurring in the frequency band are detected by sampling part or
the entire frequency band for time intervals. Signal pulse energy in the
band is detected and is used to classify signals according to signal type.
Using knowledge of the types of signals occurring in the frequency band
and other spectrum activity related statistics (referred to as spectrum
intelligence), actions can be taken in a device or network of devices to
avoid interfering with other signals, and in general to optimize
simultaneous use of the frequency band with the other signals. The
spectrum intelligence may be used to suggest actions to a device user or
network administrator, or to automatically invoke actions in a device or
network of devices to maintain desirable performance.
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i) wireless -
Interference has been detected, and )

network has been optimized,
To learn more, click here.

<,, Spectrum Management Console o . e

General| Support {Specirum Management}]

~Wireless Devices in Coverage Area

Detected : Capatity Rating

Cordless Headset
Microwave Owen
Cordless Phone

Microwave Owen (1) Cordless Phone (1)

rAlert Notification
[ Enable Notitication On Interfer
I~ Enable Notification On Capacity Change

Advanced Event Log

Close I

T r !
MEssa0e Data & Trme e ‘K
. 00 LERC :
MICROWAVE CVEN Turnad OFF 11:40.0303402005 3742 T2 2 0 :—I |
merterer  [BLUETOOTH HEADSET Tuned N |11.40450013,2003 D758 657712 7 0 :
lrver ferer GH CORDLESS PHONE Tumed OFF 114013 00432000 D000 035424 4 o
MICRONYAVE OVEN Turnzd ON 1140430313200 3813 133615 3 0
; BLLETOOTH HEADSET Tuired OFF 111 4083031372003 13815 971373 5 o ba
merterer GH CORDLESS PHONE Tumead OM 11:41:00 031 3200 3812 253615 5 0 B

tled 10 Server o Host : 127.0.0.1 Por Numker : 6291
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%13 B

(:.,‘Event Properties : e x|
~Event Properties

Date & Time : 19:12:31 1111842002
Event Time Stamp ! 151195575 Event Source ID : 1
Event Type : Interferer Event ID ; 9

Event Message : Bluetooth detected

~Description

A bluetooth dewvice has been detected.
Power level = -24 dBm.
Traffic type = 5CO0

~Details

hutomatic Spectrum Policy rule 7.0.2 has been triggered:
302.11 Fragmentation size set to 512 bytes.
802.11 Data rate has locked to 6 Mbps.

Close l

#14 H

(-:.‘ Event Properties 3.‘.]
~Event Properties

Date & Time : 19:12:25 11/18/2002
Event Time Stamp : 151193201 ‘ Event Source ID :
Event Type : : Interferer Event ID : 7

Event Message : Cordless Phone detected

~Description

r = - i
A 2.4 Ghz cordless phone has been detected.
Power level = -16 dBm.

Traffic type = periodic, 1 ms bursts

I—Details

If you experience static on your cordless phone, then you can set a
olicy to prevent your 802.11 traffic from interfering with
the phone. Go to the Policy Wizard Tab for nore information.

Close
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(;. Spectrum Management

Everts | Graphs 80211 Stats | spectrum Advisor |

General Statistic:
Rx Bad PLCP Header (CRC) Rx CTS not expected = Rx Fitered by Mutticast Address =
Rx Bad PLCP Header (SFD) Rx ACK for Other STA = Rx Fitered Mutticast from Self =
Rx Bad PLCP Header (Rate) Rx ACK not expected = Rx Fittered Mutticast from other BSSID =
Rx Bad PLCP Header (Modulation) Total Channel Rx Time = Rx Fitered by Type =
Rx Bad CRC Tx FIFO Underrun = Rx Forwarded Unicast =
Rx Bad Version Tx Bad Buffers = Rx Forwarded Multicast =
Rx Bad Type (CtriRsvd) Total Tx Events = Rx No Buffer (LMBUF) =
Rx Frames Too Small Tx Opportunties Skipped = Rx No Buffer (LMSEG) =
Rx Control Frames Too Long Total Channel Tx Time = Totel Channel CCA Time =
Rx from Mcast Address Total Deferral = Total Channel idie Time =
Rx From Seif (DOS attack) Number of Deferrals = Tx without Deterral =
Rx FIFO Overrun Rx CCA Events = Tx with Defer after Rx, CCA, or Open =
Total Rx Events Rx CCA tor non-802.11 = Tx with Defer after Tx =
Rx CTS for Other STA Rx Fittered by Unicast Address -
~Sub Station Stetistics
Sub Station Number : I > I
4o of Last Ry - TxAck 5 PER vs Size Retry Histogram
Rx Undefined Key = Tx Dropped due to retries =
Rx RTS for Other STA = Rx Timeout on CTS =
Rx CTS expected = Rx Timeout on ACK =
Rx Fittered Duplicate = Rx ACK for Fragments =
Rx CRC when expacting
Rx Bad ICYMIC = CTSIACK =
Tx MSDU successful = Rx Too Small (Encrypted) =
Time of Last Tx = Rx ACK expected =
T CTS =
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€, Spectrum Management
Events Graphs laoz.n Stats | Spectrum Advisor |

Message Stats l

Plots Spectrum Analyzer

&- _} Pulse Histograms
[#- "} Pulse Plot
(-] Spectrum Analyzer

# Spectrum Analyzer

onnected to Server at Host ; 192.168.1.245 Port Number ; 6891

- Spectrum Management

Events Graphs | 80211 Stets | Spectrum Advisor |

Message Stets I

Flets SA Stats

-] Pulse Histograms

# ] Pulse Plot

=" ) Spectrum Analyzer
-4 SA Stats

@ DutyCycle

-# Spectrum Analyzer

Duty Cycle Number Of Peaks

@
S

Probability
8

[y
S

4 3 )
Concurrent Peaks




595140

(;Spectrum Management

Everts Graphs | 80211 Stats | Spectrum Advisor |

Message Stets

Plots

Pulse Histograms

# Center Frequency
- Bandwidth

# Pulse Duration
Pulse Gap

# Pulse Power

] Pulse Plot
- Spectrum Analyzer

Center Frequency Bandwidth

8

Probability
8388

"
S

Probability

o

2
3

Pulse Duration Pulse Gap

Probability
538

w
S

fanN /

oy

1500
Time[microseconds

200 1500 200

Time(mic¢roseconds)

Pulse Power Pulse Event Count

Probability
88388

W
S

=
>

Pulse Event Court

o
o
o

Server at Host ; 192.168.1

Number : 6891

m Management

Events Graphs | 00211 Stats | Spectrum

=10ix|

Message Stats

|

Plots

@ )} Pulse Histograms
E-__)Pulse Plot
R - -
-} Spectrum Analyzer

Pulse Chart

720.031

Reset Zoom

@ Connected o Server at Host :
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