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CLOUD-BASED FORENSIC IP TRACEBACK

CROSS-REFERENCE TO RELATED APPLICATION(S)
[0001] This application claims the benefit of Singapore Patent Application No.
10201602280X, entitled “CLOUD-BASED FORENSIC IP TRACEBACK?” and filed on

March 23, 2016, which is expressly incorporated by reference herein in its entirety.

TECHNICAL FIELD
[0002] Various aspects of this disclosure generally relate to cybersecurity, and more

particularly, to Internet Protocol (IP) traceback.

BACKGROUND

[0003] IP traceback is an effective solution to identify the sources of packets and the
paths followed by the packets. IP traceback was originally motivated for tracing back
network intruders with spoofed IP addresses, e.g., to defend against Internet denial-of-
service (DoS) attacks. IP traceback technique can assist other IP spoofing
countermeasures such as intrusion detection and packet filtering, to mitigate the attack
effects. For instance, DoS attacks can be mitigated if they can be first detected, then
traced back to their origins, and finally blocked at entry points. IP traceback is also useful
for a wide range of practical applications, including network forensics, security auditing,
network fault diagnosis, performance testing, and path validation.

[0004] Despite years of effort and billions of dollars spent annually, there have been
an increasing number of cyberattacks. Many cyberattacks use source IP address spoofing
to conceal the true source of an attack. In many instances, the attack effects can be
mitigated if the spoofed source IP addresses are traced back to their actual origins. This
allows isolating compromised hosts and domains from the rest of the network or issuing
penalties to the offending party. A common solution to identify the sources of attack
packets is IP traceback. While there have been many efforts on designing different 1P

traceback techniques, due to limited administrative access to routers and attacks that last
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a short duration, tracing spoofed IP packets back to the actual source is still an open and
challenging problem.

[0005] Forensic IP traceback is a way to investigate network traffic a posteriori, to
collect sufficient evidence so as to identify the actual source of attack packets as well as
routing path taken in the network, with the objective of making the attackers accountable.
For example, in DoS attacks, victims may take legal actions against the attackers or take
other actions (e.g., request upstream Internet service providers to deploy packet filters)
using the evidence collected through the forensic IP traceback process. Law enforcement
may also greatly benefit from forensic IP traceback mechanisms. Forensic IP traceback
may provide deterrence to risk-averse individuals, thus potentially reducing cyberattacks.
In the event of a false accusation, forensic IP traceback may also provide the proof of
innocence by showing that the packets propagated to the victim does not actually
originate from the innocent sources. In addition, forensic IP traceback may be used for a
wide range of non-adversarial network analysis applications, such as traffic accounting,
security auditing, fault diagnosis, and path validation.

[0006] There are several challenges hindering the widespread acceptance of IP
traceback techniques. One reason is the Internet service provider’s (ISP’s) security
concern of disclosing the network topologies. Traditional packet marking based IP
traceback approaches send marking information to the victim (e.g., a network node
outside the ISP’s network domains), thus having the risk of disclosing the details of the
ISP’s networks. Another main reason is the lack of properties favoring incremental
deployment, an essential component in adopting IP traceback by ISPs. In addition,
existing IP traceback mechanisms are inadequate in providing economic incentives for

ISPs to deploy traceback in their networks.

SUMMARY
[0007] The following presents a simplified summary of one or more aspects in order
to provide a basic understanding of such aspects. This summary is not an extensive
overview of all contemplated aspects, and is intended to neither identify key or critical

elements of all aspects nor delineate the scope of any or all aspects. Its sole purpose is to
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present some concepts of one or more aspects in a simplified form as a prelude to the
more detailed description that is presented later.

[0008] In an aspect of the disclosure, a method, a computer-readable medium, and an
apparatus for IP traceback are provided. The apparatus may be a traceback coordinator.
The apparatus may receive a traceback request including the identity of a traceback-
deployed autonomous system closest to the destination node in a network routing path.
The apparatus may recursively query a traceback server associated with the traceback-
deployed autonomous system to receive the identity of a preceding traceback-deployed
autonomous system in the network routing path. The traceback server associated with the
preceding traceback-deployed autonomous system is to be queried in the next iteration of
the recursively querying. The apparatus may terminate the recursively querying when
there is no matched traceback record on the traceback server being queried or the
traceback server being queried identifies the associated traceback-deployed autonomous
system as being closest to the source node in the network routing path. The apparatus
may determine the network routing path based on the received identities of traceback-
deployed autonomous systems.

[0009] In another aspect of the disclosure, a method, a computer-readable medium,
and an apparatus for IP traceback are provided. The apparatus may be a traceback-
enabled router. The apparatus may receive a traffic flow that is to leave a first
autonomous system in which the apparatus resides. The apparatus may mark the traffic
flow with the identity of the first autonomous system. The apparatus may transmit the
marked traffic flow to a second autonomous system. The apparatus may further collect
information associated with the traffic flow. The apparatus may export the information
associated with the traffic flow to a cloud storage managed by the traceback server
associated with the first autonomous system.

[0010] In yet another aspect of the disclosure, a method, a computer-readable
medium, and an apparatus for delivering an access token for IP traceback to a traceback
client are provided. The apparatus may be a last-hop router in a network routing path to
the traceback client. The apparatus may partition a token into a sequence of token
fragments. The apparatus may determine whether a field of a packet matches at least one

token fragment of the sequence of token fragments. The apparatus may mark the packet
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to indicate the packet carrying partial information of the token when the field of the
packet matches at least one token fragment of the sequence of token fragments. The
apparatus may deliver the marked packet to the traceback client, which may extract the
partial information of the token from the marked packet. The traceback client may
reconstruct the token based on a collection of partial information of the token extracted
from a plurality of marked packets.

[0011] To the accomplishment of the foregoing and related ends, the one or more
aspects include the features hereinafter fully described and particularly pointed out in the
claims. The following description and the annexed drawings set forth in detail certain
illustrative features of the one or more aspects. These features are indicative, however, of
but a few of the various ways in which the principles of various aspects may be
employed, and this description is intended to include all such aspects and their

equivalents.

BRIEF DESCRIPTION OF THE DRAWINGS
[0012] FIG. 1 is a diagram illustrates an overview of an example of a cloud-based
forensic IP traceback architecture.
[0013] FIG. 2 is a diagram illustrating an example of the marking scheme running at
the border routers.
[0014] FIG. 3 is a diagram illustrating an example of cloud-based traceback query
processing.
[0015] FIG. 4 is a diagram illustrating an example of a framework for authentication
in cloud-based IP traceback.
[0016] FIG. 5 shows a diagram illustrating an example of the token fragment match
and a diagram illustrating an example of token fragment mismatch.
[0017] FIG. 6 is a diagram illustrating an example of using 8-bit upper checksum for
token fragment match.
[0018] FIG. 7 is a diagram illustrating an example of the last-hop router keeping track
of the token delivery progress to an end-host.
[0019] FIG. 8 is a diagram describing an algorithm with regard to the concise

marking-based token delivery in one embodiment.
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[0020] FIG. 9 is a diagram describing the function of checking concise token
fragment match.

[0021] FIG. 10 shows diagrams illustrating an example of a token extraction
procedure corresponding to the token fragment match example described above in FIG. 6.
[0022] FIG. 11 is a flowchart of a method of IP tracking.

[0023] FIG. 12 is a conceptual data flow diagram illustrating the data flow between
different means/components in an exemplary apparatus.

[0024] FIG. 13 is a flowchart of a method of traffic flow marking for IP tracking.
[0025] FIG. 14 is a conceptual data flow diagram illustrating the data flow between
different means/components in an exemplary apparatus.

[0026] FIG. 15 is a flowchart 1500 of a method of access token delivery.

[0027] FIG. 16 is a conceptual data flow diagram illustrating the data flow between
different means/components in an exemplary apparatus.

[0028] FIG. 17 depicts a schematic drawing of an exemplary computer system.

DETAILED DESCRIPTION

[0029] The detailed description set forth below in connection with the appended
drawings is intended as a description of various configurations and is not intended to
represent the only configurations in which the concepts described herein may be
practiced. The detailed description includes specific details for the purpose of providing
a thorough understanding of various concepts. However, it will be apparent to those
skilled in the art that these concepts may be practiced without these specific details. In
some instances, well known structures and components are shown in block diagram form
in order to avoid obscuring such concepts.

[0030] Several aspects of computing systems for cybersecurity will now be presented
with reference to various apparatus and methods. The apparatus and methods will be
described in the following detailed description and illustrated in the accompanying
drawings by various blocks, components,- circuits, processes, algorithms, etc.
(collectively referred to as “elements”). The elements may be implemented using

clectronic hardware, computer software, or any combination thereof. Whether such
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elements are implemented as hardware or software depends upon the particular
application and design constraints imposed on the overall system.

[0031] By way of example, an element, or any portion of an element, or any
combination of elements may be implemented as a “processing system’ that includes one
or more processors. Examples of processors include microprocessors, microcontrollers,
graphics processing units (GPUs), central processing units (CPUs), application
processors, digital signal processors (DSPs), reduced instruction set computing (RISC)
processors, systems on a chip (SoC), baseband processors, field programmable gate
arrays (FPGAs), programmable logic devices (PLDs), state machines, gated logic,
discrete hardware circuits, and other suitable hardware configured to perform the various
functionality described throughout this disclosure. One or more processors in the
processing system may execute software. Software shall be construed broadly to mean
instructions, instruction sets, code, code segments, program code, programs,
subprograms, software components, applications, software applications, software
packages, routines, subroutines, objects, executables, threads of execution, procedures,
functions, etc., whether referred to as software, firmware, middleware, microcode,
hardware description language, or otherwise.

[0032] Accordingly, in one or more example embodiments, the functions described
may be implemented in hardware, software, or any combination thereof. If implemented
in software, the functions may be stored on or encoded as one or more instructions or
code on a computer-readable medium. Computer-readable media includes computer
storage media. Storage media may be any available media that can be accessed by a
computer. By way of example, and not limitation, such computer-readable media may
include a random-access memory (RAM), a read-only memory (ROM), an electrically
erasable programmable ROM (EEPROM), optical disk storage, magnetic disk storage,
other magnetic storage devices, combinations of the aforementioned types of computer-
readable media, or any other medium that can be used to store computer executable code
in the form of instructions or data structures that can be accessed by a computer.

[0033] The recent advent of cloud computing paradigm may offer new, most likely
better, options for IP traceback practical deployment. With the advancement of

distributed file system, ISPs start to offer cloud storage service where files are stored in
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ISP’s local data centers. In one embodiment, with a proper access control mechanism,
cloud-based IP traceback may alleviate ISP’s privacy concerns of disclosing the internal
network topology. Cloud-based IP traceback of one embodiment may also support
incremental deployment. Furthermore, the pay-per- use nature of cloud based service
may provide incentives for the ISPs to deploy IP traceback service in their networks.
Therefore, in one embodiment, cloud infrastructures may be exploited for large-scale
forensic IP traceback service. ‘
[0034] Traditional IP traceback techniques may be broadly classified into three
categories: logging-based, marking-based, and hybrid approaches. In logging-based IP
traceback schemes, routers store information locally such as digests or signatures of
passing packets. The traceback process is conducted in a hop-by-hop fashion requiring a
query at each router on the path. In a conventional example of a hash-based technique, IP
traceback generates audit trails for traffic within the network. Packet digests are
computed based on the invariant portions of the IP header and the first 8 bytes of the
payload, and then stored in Bloom filter-based digest tables on each router. Apparently,
the major challenge in traditional logging-based traceback is the significant storage space
requirement and high processing overhead at intermediate routers. To reduce the storage
requirement for logging-based traceback, flow level logging may be introduced to sample
and log only a small percentage of packets, which requires much smaller processing and
storage cost. Therefore, flow digests may be recorded instead of logging individual
packets for IP traceback.

[0035] In marking-based IP traceback approaches, some or all routers may embed
partial path information into IP packet headers when the packets traverse through a
network. The destination (e.g., the victim) may use the marking information in multiple
packets to reconstruct the routing path or source address of a packet stream. Compared
with traditional logging-based IP traceback approaches, marking-based IP traceback
imposes little computation and storage overhead on routers. According to the marking
decision made at the routers, marking-based traceback may further be divided into
deterministic packet marking and probabilistic packet marking. In deterministic packet
marking, edge routers mark every outbound packet. For example, in a conventional

deterministic packet marking, ingress edge routers may embed their IP address into
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packets in a deterministic manner. In probabilistic packet marking, routers may mark
passing packets with their identity information based on a probability measure. In a
conventional probabilistic packet marking method, a router may probabilistically mark
packets with router’s identity (e.g., IP address of the router). As packets traverse two
connected routers through the Internet, the packets may be probabilistically marked with
the edge information of the two connected routers. Several other conventional marking-
based methods may reveal that an inherent tradeoff exists in probabilistic packet marking
between the number of header bits used and the number of packets required to reconstruct
the attack path. Probabilistic packet marking based approaches may be able to reconstruct
the attack path after receiving a sufficient number of marked packets at the end-host, and
may generate false positives. The goal of deterministic packet marking may be to locate
the attack source, while the main purpose of probabilistic packet marking may be to
identify the attack path.

[0036] Hybrid traceback approaches integrate the concepts of packet marking and
logging. There are two conventional hybrid traceback schemes, distributed linklist
traceback and probabilistic pipelined packet marking. The objective of hybrid traceback
may be to reduce the number of packets needed for constructing attack paths in
probabilistic packet marking by allowing packets marking field temporarily logged on
routers.

[0037] There are attempts to use packet marking to reduce the overhead of logging-
based IP traceback by recursively marking the accumulated information of multiple
routers on packets, and logging the accumulated path information at some of the routers
on the path. Nevertheless, these attempts require large marking field per packet and high
storage on logged routers, since the logging is performed on a per-packet basis. A
conventional hybrid IP traceback scheme was introduced to reduce the marking space
requirement per packet. Since the marking space on each packet is limited, packet-
marking scheme logs the marking field into a hash table and marks the hash table index
on the packet. Thereafter, the victim may reverse such process to trace back to the origin
of attack packets. Since most IP traceback techniques require active participation of
routers in the network, ISPs are positioned to play a vital role in the practical deployment

of traceback systems. From the perspective of ISPs, privacy preserving, incremental
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deployability, and financial motivation are important issues for a practically viable IP
traceback solution.

[0038] In privacy preserving, the main challenge hindering the practical deployment
of traceback technique is ISPs’ security concern regarding possible disclosure of their
network topologies. Disclosure of ISPs’ network topologies may expose potential
vulnerabilities to attackers who may target bottlenecks in the network. As a result, ISPs
may not wish to participate if the deployment of trackback technology could cause the
leakage of network topology information to potential attackers or competitors.

[0039] Marking-based traceback may cause such sensitive information to be
conveyed to parties outside of the ISP, since the path reconstruction procedure is
executed on the end-host. For example, even marking is the cryptographic hash of the
router’s IP address, the end-host may reconstruct upstream router maps of the network
based on received packets with marking values. Thereafter, the marking-based traceback
method may use the reconstructed router maps to perform IP traceback. However, such
router maps are normally considered commercially sensitive information towards ISPs,
and an adversary may misuse traceback techniques for ISPs topology discovery.
Logging-based traceback, where the traffic information is logged either on routers or
traceback servers locally, has better privacy-preserving properties compared with the
marking-based approach. However, logging-based traceback may suffer from potential
information leakage vulnerability if without a proper traceback request authentication
mechanism.

[0040] Incremental deployability is important for a viable IP traceback solution, since
it is unrealistic to expect all ISPs to begin to deploy IP traceback services at the same
time. An incrementally deployable traceback mechanism may néed to have the following
three properties:

[0041] i. Partial deployment: the traceback mechanism functions even when partially
deployed across routers in the Internet.

[0042] il. Initial benefit: if a traceback scheme does not provide benefits for early

adopters, an ISP would have no incentive to start deployment.
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[0043] iii. Incremental benefit: the traceback mechanism provides incremental
benefits for adopters, and such benefits may increase substantially as deployment
proceeds.

[0044] Incremental deployability and deployment incentives may be closely coupled.
An incrementally deployable IP traceback solution may need to be not only technically
sound but also economically acceptable. For most marking-based traceback solutions,
path reconstructions are done at victims. Since the marking information embedded in
packets can pass through legacy routers and eventually arrives at the destination,
theoretically, victims can reconstruct incomplete paths back to attackers under partial
deployment of traceback-enabled routers. However, partial deployment for marking-
based traceback solutions may increase false positives in identifying traceback-enabled
routers. Logging-based traceback approaches may lack properties favoring incremental
deployment. In the event that tracing is conducted in a hop-by-hop (or level-by-level)
manner, logging-based traceback approaches recursively query individual upstream
routers along the attack path. In such case, the traceback process in logging-based
approaches may halt prematurely when encountering a legacy router along the reverse
path of attack packets. In one embodiment, the traceback server of each autonomous
system (AS) maintains a global knowledge of all other traceback-deployed ASes. Upon
receipt of traceback request, the current traceback server first sends queries to its level-1
traceback-deployed AS neighbors. If the attack path cannot be reconstructed, the current
traceback server sends queries to its level-2 traceback-deployed AS neighbors (2-hop
away from the current AS), and so on. Such traceback process suffers high
communication overhead and low scalability.

[0045] The financial motivations for deployment of traditional marking-based
traceback are structured in an awkward fashion. An ISP that deploys marking-based
traceback does not benefit the customers of the ISP directly, but it protects other ISPs
customers. Conventional methods address this issue by restricting packet marking
information to only paid customers based a subscription charging model. That is, each
AS that deploys the traceback service charges a fee to its customers (networks or end
users) who are interested in accessing to the service. Thus, only paying customers can get

the marking information. Obviously, the pay-as-you-go charging model is more attractive
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to users because in many instances, customers only need traceback services after they
have been attacked.

[0046] Logging-based traceback approach may adopt a hierarchical system
architecture, where a traceback server controls the traceback in its domain (e.g., AS). For
example, a logging-based traceback approach may build an AS-level overlay network
among traceback-deployed ASes, where a traceback server and multiple traffic log
collectors are deployed in each AS. Such hierarchical system architecture facilitates the
implementation of the pay-as-you-go charging model in a traceback system.

[0047] Existing hybrid traceback approaches may be grouped into either logging-
assisted marking or marking-assisted logging. Therefore, hybrid traceback also suffers
similar privacy and incremental deployment issues of non-hybrid approach. Despite the
rich literature on IP traceback, current IP traceback solutions do not satisfy all the three
favorable properties from the perspective of ISPs. There is a desire to present a traceback
design that possesses these properties simultaneously.

[0048] Packet logging was considered as an unrealistic approach when it was
proposed due to large storage requirement for packet logs. However, technology
advancement has increased the feasibility of logging-based solutions over time. Flow-
level logging has attracted increased attention as Internet routers are becoming more
powerful. Nowadays, network operators routinely collect flow-level measurements for
many critical network management applications. For example, NetFlow, sampled flow
(sFlow) and Internet Protocol Flow Information Export (IPFIX) are increasingly being
deployed with applications that range from customer accounting, identification of
unwanted traffic, anomaly detection, to network forensic analysis. Consequently, flow-
level logging-based traceback becomes a promising traceback solution.

[0049] In traditional logging-based approaches, traceback logs are stored locally at
routers for some period of time, depending on the resource dedicated to the storage at the
router. Consequently, traceback may need to be initiated before the corresponding log
tables are overwritten, which is inadequate in supporting forensic traceback. Therefore, in
one embodiment, increasingly available cloud infrastructures are exploited for logging

the traffic digests for forensic traceback.

11
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[0050] FIG. 1 is a diagram illustrates an overview of an example of a cloud-based
forensic IP traceback architecture 100. In the example, traditional flow-level logging-
based traceback may be migrated to cloud-based computing environment. The cloud-
based forensic IP traceback architecture 100 may include a hierarchical structure which is
organized in three layers, the central traceback coordinator layer, AS-level traceback
server layer (i.e., the overlay layer), and AS-level router layer (i.e., the underlying
network layer). The central traceback coordinator layer may include a traceback
coordinator 102. The AS-level traceback server layer may include traceback servers 104,
108, 112, and their corresponding cloud storages 106, 110, 114, respectively. The AS-
level router layer may include routers for traceback-deployed ASes 120, 122, and 124.
[0051] In one embodiment, a traceback server may be deployed in each traceback-
deployed AS. Traffic flow information collected at traceback-enabled routers (e.g.,
traceback-enabled routers 130, 132, 134, 136) may be exported to internal cloud storage
(e.g., the cloud storage 106), which is managed by the traceback server (e.g., the
traceback server 104) in each AS for long-term storage and analysis. Different traffic
sampling techniques may be applied to improve the overall fidelity of flow-level
measurements. Routers may independently sample the traffic or collect the traffic flow in
a coordinated fashion. Flow-level traffic digests may contain the following information:
source IP address, destination IP address, source port, destination port, protocol,
timestamp, ctc. Data aggregation may be performed at the traceback server. Since the
traceback server, as well as internal cloud storage is managed by local AS, sensitive
information may be adequately maintained and guarded. Thus, cloud-based traceback
may have the potential to offer stronger privacy-preserving guarantee.

[0052] In one embodiment, traceback-enabled ASes (e.g., the ASes 120, 122, 124)
may expose their traceback services in the traceback coordinator 102, e.g., by publishing
traceback services in standard form using the web service (WS) technology (e.g., WS-
API). The published traceback service may be accessible as a charged service to network
forensic investigators (e.g., victims, network administrators, or law enforcement
agencies) and other applications, as shown in FIG. 1. The traceback coordinator 102 is
the central point/portal of access into the system. The traceback coordinator 102 may

function mainly as a querying hub without storing any traceback data. In one
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embodiment, the traceback coordinator 102 may retrieve logs from individual traceback
servers when requested and authenticated.
[0053] In one embodiment, the traceback procedure may start with an investigator
sending queries to the traceback coordinator 102. Suppose a user starts a traceback
request consisting of the 5-tuple flow ID (source IP, destination IP, source port,
destination port, protocol) and the estimated attack time. The traceback coordinator 102
may first contact the traceback server of the last traceback-deployed AS that the flow of
interest traverses. In one embodiment, the traceback server of the last traceback-deployed
AS may be responsible for the authentication of the traceback request. Upon verification,
retrieved results will be returned from corresponding traceback servers that witnessed the
flow of interest. A marking scheme for efficient traceback query processing will be
described below with reference to FIG. 2. Each traceback server may generate an attack
graph for its local domain. Note that the flexibility of the scheme rests with the ISP. For
example, the granularity of an attack graph may be controlled by each individual
traceback server to avoid the sensitive information leakage. Then, attack graphs from
each AS may be assembled together to form a complete attack graph by the traceback
coordinator 102.
[0054] Given the promise of cloud computing with reduced infrastructure costs, ease
of management, high flexibility and scalability, deploying traceback service in cloud not
only meets several favorable properties previously identified, but also presents new
opportunities. Such a centralized system may simplify the traceback processing and
address the technical and economic challenges for the practical deployment of an IP
traceback system.
[0055] The main advantages of cloud-based traceback are as follows.

o The cloud architecture may make a traceback system incrementally
deployable without much extra effort, providing a progressive traceback solution.

¢ Cloud-based traceback may have the potential to offer stronger privacy-
preserving guarantees. With each ISP handling their individual traceback servers
independently, their privacy and autonomy may be adequately maintained.

e Cloud-based traceback shows stronger immunity to attacks. Cloud-based

traceback is robust against the tampering by the attackers, without resorting to
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cryptographic techniques. For example, it is possible the central server (e.g., the
traceback coordinator 102) checks any routing inconsistencies and figures out
compromised routers or corrupted information. While in marking-based approach, there
exist such issues that compromised routers pass spoofed marking information or erase
marking information to misdirect the traceback procedure. Similarly, in traditional
logging-based approach, the hop-by-hop traceback process is also vulnerable to
compromised routers.

e (Cloud-based traceback architecture enables forensic investigations in the
aftermath of attacks, even several logged days prior.

o The pay-by-use nature of cloud service encourages ISPs’ involvement to
deploy the traceback service, where the traceback coordinator (e.g., the traceback
coordinator 102) may distribute monetary rewards to traceback deployers.

[0056] In addition, embodiments of the cloud-based traceback architecture 100
resonate highly with the software-defined networking (SDN), which is an emerging
paradigm that decouples networks control plane and data plane physically. SDN offers a
centralized view of the network in each AS, and shows similarities with the cloud-based
traceback architecture 100. Since SDN architecture provides more customized and
flexible traffic flow measurement and routers regularly send collected flow statistics to
the controller, embodiments of the cloud-based traceback may be integrated into SDN
with ease.

[0057] In one embodiment, a marking scheme running at AS-level border routers
may be introduced. The marking scheme may improve traceback processing performance
and facilitate incremental deployment over the state-of-the-art traceback protocols. In
such an embodiment, a flow-level marking may be introduced at border routers, which
achieves efficient traceback processing and incremental deployability. The key idea of
the marking scheme is to add an extra attribute to flow logs to indicate the immediate
upstream traceback-deployed AS that the packet flow has been progressed from. In this
way, logical links may be built among the traceback-deployed ASes, so that during the
traceback process, a downstream AS may be able to know the next AS that should be
contacted for tracing the flow. In this example, a border router may mark its AS identity

(ID) (e.g., the global unique 16-bit AS number or internal assigned ID), on flows that
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leave from the AS to another AS. The flow marking may mark every flow (e.g., mark the
first few packets of a flow), instead of every packet. A flow in this context may be
defined as a unidirectional sequence of packets between two endpoints that have a
common flow ID with no more than a specific inter- packet delay time.

[0058] FIG. 2 is a diagram 200 illustrating an example of the marking scheme
running at the border routers. In this example, AS; and ASs are legacy ASes, and the
others (e.g., AS;, AS;, ASs, ASs, and AS;) are traceback-deployed ASes. Assume an
attack flow 202 traverses through [AS; = AS; — ASs — AS¢ — AS;]. When the border

router in AS; receives a packet in the attack flow 202 from its local AS and forwards the
packet to ASs, the border router in AS; may mark the local AS number (e.g., identity of
ASy) in the packet’s IP header. When the packet is forwarded by routers in ASs, the
upstream traceback-deployed AS information may be recorded in the flow report. Since
flow marking is transparent to legacy routers/ASes, the scheme works well in partial
deployment situations. For example, in FIG. 2, even though the packet flow from AS;
passes through AS, before reaching AS6, the marking on the packet (e.g., the identity of
AS3) does not change as AS; is a legacy AS. Therefore, ASs may be able to know that the
packet flow comes (directly or indirectly) from AS;. Note that once a packet has been
marked by a border router (e.g., the corresponding marking field in IP packet header has
non-zero values), the downstream ASes may mark this packet deterministically. As a
result, the marking information of previous AS will be overwritten by the downstream
AS. Hence, this marking scheme protects AS’ privacy from end-hosts.

[0059] With the introduction of flow-level marking at border routers, it may be
possible to achieve efficient query procedure without the need of broadcasting the query.
It may also allow ISPs to incrementally deploy the traceback enabled routers, to provide a
modest and progressive traceback solution.

[0060] FIG. 3 is a diagram 300 illustrating an example of cloud-based traceback
query processing. To be generally applicable to partial deployment scenarios, it is not
assumed that the victim’s local AS has been deployed traceback mechanism in this
example. The border router marking scheme described above with reference to FIG. 2
may permit the victim to extract the identity information of its closest traceback-deployed

AS on the attack path. When a traceback request is launched, the traceback coordinator
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may send a query to the last traceback-deployed AS (e.g., the closest traceback-deployed
AS to the victim). For example, in FIG. 3, the traceback coordinator 302 may first query
AS¢ traceback server, as AS¢ may be the closest traceback-deployed AS to the victim,
which is located at AS;. If there is any matched traceback record in AS4, an
acknowledgement, as well as the next traceback-deployed AS information (e.g., ASs
information) that forwarded the flow of interest may be returned to the traceback
coordinator 302. In the next step, the traceback coordinator 302 may send a new
traceback query to ASs, and may identify the next traceback-deployed AS (e.g., AS)).
When there is no matched traceback record or a traceback server identifies itself as the
first traceback-deployed AS (e.g., the closest traceback-deployed AS to the attacker) on
the attack path, the traceback coordinator 302 may terminate the recursive query process,
and return the constructed AS-level attack graph to the traceback requester.

[0061] In the context of cloud-based traceback based on the various embodiments
described above, suppose a malicious entity has access to the cloud-based traceback
service, and can retrieve recordings from the corresponding traceback server. On one
hand, there exists a risk that a misbehaving user derives the ISP’s network topology after
collecting sufficient traceback results. On the other hand, malicious users may launch
denial of service (DoS) attacks against the traceback service. In addition, it is important
to protect legal Internet users’ privacy since they normally do not want to be traced.
Therefore, any entity wishing to perform a traceback may need to be appropriately
authorized. User name and password are widely used as the main authentication
mechanism. However, password-based authentication is not scalable and suffers from
password cracking wvulnerability. This disclosure describes an enhanced user
authentication scheme which is customized for regulating access to traceback service in a
cloud-based traceback system.

[0062] In one embodiment, a token-based authentication framework in cloud-based
traceback is provided. An adversary may attempt to acquire traceback information for ill
intentions. Examples of adversary are potential attackers or competitors who wish to
retrieve such information for ISPs topology discovery. An adversary may use traceback
techniques to invade Internet user’s privacy such as tracing users who have visited certain

websites. An adversary may launch DoS attacks to the traceback system. The design goal
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of the token-based authentication framework in cloud-based traceback is to ensure that
the individual requesting for the traceback service is an actual recipient of the packet flow
to be traced. This may prevent users with malicious intents from retrieving traceback
information that is not supposed to be released to them. However, for privileged entities
such as law enforcement investigators, this design goal may not be applicable. User
authentication may also prevent denial of service attacks. The solution may be
lightweight, robust, and affecting as little routers and routing protocols as possible.

[0063] Instead of authenticating with username and password for protected resources,
a user may obtain a time-limited token, and use this token for authentication. FIG. 4 is a
diagram 400 illustrating an example of a framework for authentication in cloud-based IP
traceback. In this example, an access token is associated with a valid period, where an
entity in possession of an access token is granted to retrieve traffic flow data of that
specific period. A traceback server 406 may want to distribute temporal access tokens to
end-hosts (e.g., end-host 410) who are indeed the intended recipients of packets to be
traced. The issuance of access tokens may be triggered on-demand by intrusion detection
systems, or by end-users (e.g., traceback client 412) who subscribe to traceback service
and may retrieve the traceback logs later. For example, an intrusion detection system
detects potential anomalies, and thus triggers the traceback server 406 to issue access
tokens to the end-host 410. If it is indeed a DoS attack, it is likely the victim (e.g., the
end-host 410 or the traceback client 412) may need to collect traceback information as
forensic evidence so as to prosecute the perpetrators. The end-host 410 could also pass
obtained access tokens to some other trusted entities such as law enforcement agency to
conduct forensic investigation.

[0064] As shown in FIG. 4, a last-hop router 408 may take on the role of passing
tokens to end-hosts (e.g., the end-host 410). In one embodiment, traffic flow may be used
to carry access tokens to end-hosts, without incurring extra message overhead. This may
ensure the access token to be known to the actual recipients of the packet flow, while
malicious users may be unlikely to obtain the token. The actual recipients of the packet
flow may want to retrieve the flow information later for forensic analysis in a cloud-

based traceback system. Since the access token varies temporally and spatially, even if an
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adversary manages to intercept a token, it may be difficult for the adversary to
impersonate a legitimate end-host all the time.

10065] The traceback client 412 may be located at the end-host 410. The traceback
client 412 may be in charge of the token extraction from incoming marked packets, and
may store the reconstructed access tokens for further use. The traceback client 412 may
be considered a black box, hiding the actual implementation from the end-host 410. An
end-host with a valid access token may retrieve the corresponding traceback information
through the cloud-based traceback system.

[0066] It may be desirable to transmit a token to end-hosts in an efficient and robust
manner after the token is issued by the traceback server (e.g., the traceback server 406) in
an AS. In one embodiment, the token may be written in IP packet header, so that end-host
may obtain the token when receiving the marked packets. This approach may be referred
to as direct marking. However, the available marking space in IP header is rather limited.
For example, most packet marking methods have suggested using the 16-bit identification
(ID) field, but RFC 6864 prohibits any such use. The length of an access token may need
to be sufficiently large to make it hard to guess. In an alternative embodiment, the
network flow watermarking technique may be employed. The network flow
watermarking technique may attempt to manipulate the statistical properties of a flow of
packets to insert the token into network flow. Unfortunately, the watermarking-based
approach may introduce significant delays to the traffic flow, and may suffer from low
robustness and severe decoding errors. Since tokens to be delivered to end-hosts are used
for authentication and validation, accuracy and robustness are of paramount importance
in token delivery.

[0067] Therefore, it may be desirable to adapt to the limited marking space in IP
header for efficient token delivery. If there is a full bitwise match between certain packet
fields and the token (i.e., the bit values in specific packet fields and the token are entirely
equivalent), a minimum of 1-bit flag may be needed to mark the packet to indicate that it
contains the token. However, the likelihood of such an occurrence is very rare. Suppose
the token has a size of 64 bits, and the bit values in a packet are random variables, the
chances of a full match may be as low as 1/264. In addition, using one packet to deliver a

token may be vulnerable to packet drop attacks.
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[0068] In one embodiment, an efficient token delivery scheme is used to spread a
token across a wide spectrum of packets. This design makes the token difficult to be
captured, thus reducing the risk that attackers launch packet dropping attacks, while
minimizing the bit space per packet required for marking. In such an embodiment, a
token may be partitioned into a sequence of non-overlapping fragments. Give an IP
packet at the last-hop router (e.g., the last-hop router 408), certain field (or hash values of
particular attributes) of the IP packet may be checked to determine whether this packet
“matches" any fragment of the token that is to be delivered to an end-host (e.g., the end-
host 410). If there is a match, the packet may be marked to notify the end-host that the
packet carries partial information of the token. When the end-host receives a marked
packet, the end-host may extract the partial token information embedded in the received
packet. Given a collection of marked packets, the end-host may be able to reconstruct the
complete access token.

[0069] Since an access token is essentially a random bit string, attributes in IP packet
header with the largest variance may be identified for token fragment match. Both the 16-
bit checksum field and identification field in IPv4 header may have pronounced
differentiated values compared with other fields. Since the token fragment match is only
performed at the last-hop router after the checksum is recalculated, the checksum will not
be modified when the packet arrives at the end-host. Therefore, both checksum and
identification fields may be used for embedding partial token information. Note that
using the hash values of TP packet’s particular attributes for token fragment match is also
viable. In this case, the last-hop router and traceback client at the end-host may need to
have the same hash functions. For illustration purpose, the checksum field is selected for
token fragment match to describe the marking procedure in FIGS. 5-10 below. However,
one of ordinary skill in the art would recognize that the identification field or hash values
of particular attributes of IP packet may also be used for token fragment match.

[0070] FIG. 5 shows a diagram 500 illustrating an example of the token fragment
match and a didgram 550 illustrating an example of token fragment mismatch. As
illustrated in FIG. 5, the size of a token fragment (TF) is assumed to be 16-bit. In one
embodiment, a checksum matches the TF if the checksum retains all cleared bits (e.g., the

bits with value ‘0’) in the TF and also retains a non-empty subset of set bits (e.g., the bits
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with value ‘1°) of the TF. In the diagram 500, the checksum retains all cleared bits in the
TF and a non-empty subset of set bits of the TF. In the diagram 550, the checksum in an
IP packet fails to retain all cleared bits in the TF. For example, at bit position 506, the
value in TF is ‘0’, which is a cleared bit, but the value in the checksum is ‘1°. Therefore,
the checksum does not match with the TF.

[0071] According to the definition of token fragment match described above, the
probability of token fragment match is highly dependent on the percentage of cleared bits
in the token. For example, given a 16-bit token fragment with 50% cleared bits (i.e., 8
cleared bits) and assuming the checksum has random distribution of values, the match
probability is 1/2%. This low probability may lead to poor performance of the token
delivery. The smaller a token fragment, the higher the expected match probability. But
~ decreasing the size of token fragment will increase the marking space requirement and
the number of marked packets. There is an inherent trade-off between the match
probability and the required marking space.

[0072] Without loss of generality, an access token is assumed to be partitioned into n
non-overlapping fragments. Let f (f <=16) denote the length of each token fragment.
Since the checksum of an IPv4 header is 16-bit, when f < 16, f bits of the checksum value
is used for token fragment match. Suppose there are k (k >= n) bits marking space in an
IP header that can be used to encode information for token delivery at the last-hop router.
For simplicity, 8-bit long token fragment is used to describe the token delivery design of
some embodiments, where f can also be set to different values. In this case, the checksum
value may be split into 2 equal 8-bit portions, which are called the upper checksum and
the lower checksum, respectively. In order to minimize the marking space requirement
and improve the marking efficiency, the 8-bit upper checksum may be used for token
fragment match. As a result, only 1 bit is used for each token fragment to indicate a
match or a mismatch with the specified checksum value.

[0073] FIG. 6 is a diagram 600 illustrating an example of using 8-bit upper checksum
602 for token fragment match. In this example, the token length is assumed to be 32-bit
and the marking space 604 is assumed to be 4-bit, where the marking space 604 is used to

indicate token fragment match.
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[0074] In one embodiment, given a checksum value when the last-hop router receives
a packet, the upper checksum 602 may be checked for any token fragment match by
traversing down the token fragments (e.g., TFy-TF3). Since the first token fragment TF,
matches with the upper checksum 602, the first bit in the marking field 604 is set to "1".
Similarly, since the upper checksum 602 matches with TF), the marking value of the
second bit in the marking field 604 is set to "1". Since the upper checksum 602 does not
matches with TF, and TF3, the marking values of the third and fourth bits in the marking
field 604 are set to "0". Finally, the marking value "1100" is obtained in this example.
Note that all packets to the end-host, regardless of whether they are suspicious or not,
may be used for marking, resulting in a fast and efficient token delivery.

[0075] Note that the design of some embodiments may be easily extended to adapt to
available marking space in IP header. For the example in FIG. 6, if the IP header has 8
bits for marking, two bits may be used for each token fragment to indicate the usage of
the upper or lower checksum. That is, "00" denotes there is no token fragment match
neither with the upper checksum nor lower checksum, "10" denotes the token fragment
match with the upper checksum, "01" denotes the token fragment match with the lower
checksum, and "11" denotes the match with both. This operation increases the token
fragment matching ratio and thus further improves the token delivery efficiency.

[0076] If the last-hop router simply marks all the packets that match any token
fragment, such simple marking scheme may be referred to as the "blind marking". One
drawback of the blind marking is that, since the last-hop router does not keep track of the
portions of the token that has been relayed to an end-host, it has to be executed
throughout a specified time period without knowing whether an access token has been
fully matched or not. Moreover, when a partial token has already been formed at the end-
host, the blind marking may result in marked packets carrying redundant information to
the end-host. To minimize the marking overhead, the idea of concise marking may be
used in some embodiments.

[0077] In some embodiments, whenever the last-hop router finds a token fragment
match, the last-hop router may mark the packets and take note on which bit values have
been relayed to the end-host. FIG. 7 is a diagram 700 illustrating an example of the last-

hop router keeping track of the token delivery progress to an end-host. In this example,
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the last-hop router may mark a packet if and only if the packet can carry new set bit
values to the end-host. For example, at time t;, since TFy and TF; find token fragment
matches with the upper checksum, the last-hop router updates their remaining set bits as
"01000001" and "00101000", respectively. At time t;, the remaining set bits of TF, are
updated as "01000000". Later at time t3;, the remaining set bits of TF; are updated as
"00000100". However, at time t;, since the last-hop router finds a redundant token
fragment match, the last-hop router may not perform the packet marking.

[0078] FIG. 8 is a diagram 800 describing an algorithm with regard to the concise
marking-based token delivery in one embodiment. Suppose there is an access token to be
delivered to an end-host, when the last-hop router receives a packet, the last-hop router
first extracts the upper checksum (lines 3-4). Then, for all token fragments, the last hop
router sequentially checks whether there is a concise token fragment match. If yes, the
marking filed is updated and then embedded in the packet’s IP header (lines 6-13). The
benefit of concise marking includes the reduction of redundant packets to be marked. In
this way, the maximum number of packets to be marked would be the number of set bits
that the token has. The concise marking-based token delivery also provides an end point
to the token delivery. When the entire token has been relayed to the end-host, there will
be no need to mark any further packets, ending the token delivery process (lines 14-16).
[0079] FIG. 9 is a diagram 900 describing the function of checking concise token
fragment match. As illustrated, the function first makes sure there is a token fragment
match (lines 2-4). Then, the function checks any new bit can be conveyed by the selected
attribute (e.g., upper checksum). Finally, the remaining set bits of each token fragment
are updated (line 10).

[0080] The traceback client deployed at the end-host may be in charge of the token
extraction. The last-hop router may use a preamble to notify the traceback client at the
end-host that a new access token has been issued. For example, all bits may be set in the
marking field to indicate a preamble. In this case, the last-hop router may neglect the
matching case with all marking bits set. It is a viable solution and affects the performance
insignificantly since the probability of all token fragments match an upper checksum is
extremely low. When the traceback client receives a token delivery preamble, it may

generate a token instance with all bits cleared. Upon receiving a marked packet, the
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traceback client may update the temporal token. Since the last-hop router keeps track of
the token fragment delivery progress in concise marking, the last-hop router may send out
a postamble to end the token delivery once the entire token has been relayed to the end-
host. After receiving a certain number of marked packets, the full access token may be
recovered at the end-host.

[0081] FIG. 10 shows diagrams 1000 and 1050 illustrating an example of a token
extraction procedure corresponding to the token fragment match example described
above in FIG. 6. As illustrated in diagram 1000, the end-host (or traceback client) may
decode the marking "1100" when receiving the first marked packet, in which the upper
checksum (UC) is “10000010”. Because the marking indicates that TFy and TF; contain
partial information of the token, the end-host (or traceback client) may then update the
token with TFy = TFy | UC and TF;, = TF; | UC, where "|" denotes the bitwise OR
operator. As illustrated in diagram 1050, after receiving the second marked packet, in
which the marking is “0010” and the upper checksum being “00010101”, the end-host (or
traceback client) may update the token with TF, = TF, | UC, as the marking indicates that
TF, contains partial information of the token. Note that to reconstruct a new access token,
the traceback client does not need to store the marked packets. It only needs to maintain a
token instance in the buffer, and keeps updating the token when receiving marked packets
until a postamble is received.

[0082] As mentioned, the traceback processing in existing logging-based traceback
solutions applies the hop-by-hop flooding to upstream ASes procedures, thus suffering
from low query efficiency and poor scalability. Conversely, some embodiments of this
disclosure achieve efficient traceback processing by avoiding the traceback query
flooding.

[0083] In the examples described above, the reasons why traditional IP traceback
solutions have limited practical deployment have been discussed. An embodiment of
cloud-based traceback architecture is presented, which exploits increasingly available
cloud infrastructures for logging traffic digests to implement forensic traceback. Such
cloud-based traceback simplifies the traceback processing and makes traceback service
more accessible. The cloud-based traceback not only possesses privacy-preserving and

incremental deployment properties, but also shows strong immunity to attacks and high
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financial motivation. A marking scheme of some embodiments is further described to
improve the traceback processing performance and incremental deployability over the
cloud-based traceback framework. In a further embodiment, an enhanced user
authentication framework is described. The enhanced user authentication framework may
ensure that the individual requesting for the traceback procedure is an actual recipient of
the flow packets to be traced.

[0084] FIG. 11 is a flowchart 1100 of a method of IP tracking. In one embodiment,
the method may perform operations described above with reference to FIG. 3. The
method may be performed by a traceback coordinator (e.g., the traceback coordinator
302). At 1102, the traceback coordinator may receive a traceback request including an
identity of a traceback-deployed AS closest to the destination node in a network routing
path, and set the traceback-deployed AS as the current AS.

[0085] In one embodiment, the traceback request may further include an access
token. The traceback coordinator may further authenticate, via the traceback server
associated with the traceback-deployed AS closest to the destination node, the traceback
request based on the access token. In one embodiment, the access token may be
associated with a valid period for the IP traceback. In one embodiment, the access token
may be issued by the traceback server associated with the traceback-deployed AS closest
to the destination node.

[0086] At 1104, the traceback coordinator may query a traceback server associated
with the current AS to receive an identity of a preceding traceback-deployed AS in the
network routing path. In one embodiment, a traceback server may be deployed in each
traceback-deployed autonomous system. Traffic flow information collected at traceback-
enabled routers within a traceback-deployed autonomous system may be exported to a
cloud storage managed by a traceback server associated with the traceback-deployed
autonomous system. In one embodiment, the traffic flow information may include an
immediate upstream traceback-deployed autonomous system of a traffic flow routed to
the traceback-deployed autonomous system. The preceding traceback-deployed
autonomous system may be determined based on the traffic flow information.

[0087] At 1106, the traceback coordinator may determine whether there is no

matched traceback record on the trackback server being queried, or the traceback server
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being queried identifies an associated traceback-deployed AS as being closest to the
source node in the network routing path. If there is no matched traceback record on the
trackback server being queried, or the traceback server being queried identifies an
associated traceback-deployed AS as being closest to the source node in the network
routing path, the traceback coordinator may proceed to 1110. Otherwise, the traceback
coordinator may proceed to 1108.

[0088] At 1108, the traceback coordinator may set the preceding traceback-deployed
AS as the current AS. This will allow the traceback coordinator to recursively query the
traceback-deployed ASes along the reverse path of the network routing path. The
traceback coordinator may then loop back to 1104 to recursively query the next traceback
server associated with the current AS. In one embodiment, the recursively querying
operations at 1104, 1106, and 1108 may be performed if the traceback request is
authenticated.

[0089] At 1110, the traceback coordinator may determine the network routing path
based on the received identities of the traceback-deployed ASes. The identities of the
traceback-deployed ASes may be received by the operations performed at 1102 and 1104.
[0090] In one embodiment, an apparatus for IP traceback is provided. The apparatus
may include a memory and at least one processor coupled to the memory. The at least
one processor may be configured to receive a traceback request including the identity of a
traceback-deployed autonomous system closest to the destination node in a network
routing path. The at least one processor may be configured to recursively query a
traceback server associated with the traceback-deployed autonomous system to receive
the identity of a preceding traceback-deployed autonomous system in the network routing
path. The traceback server associated with the preceding traceback-deployed autonomous
system is to be queried in the next iteration of the recursively querying. The at least one
processor may be configured to determine the network routing path based on the received
identities of traceback-deployed autonomous systems.

[0091] In one embodiment, the at least one processor may be further configured to
terminate the irecursively querying when there is no matched traceback record on the
traceback server being queried or the traceback server being queried identifies an

associated traceback-deployed autonomous system as being closest to the source node in
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the network routing path. In one embodiment, the traceback request may further include
an access token. In such an embodiment, the at least one processor may be further
configured to authenticate, via the traceback server associated with the traceback-
deployed autonomous system closest to the destination node, the traceback request based
on the access token. The recursively querying may be performed when the traceback
request is authenticated.

[0092] FIG. 12 is a conceptual data flow diagram 1200 illustrating the data flow
between different means/components in an exemplary apparatus 1202. The apparatus
1202 may be a traceback coordinator. The apparatus 1202 may include a traceback
coordination component 1204,

[0093] The traceback coordination component 1204 may receive a traceback request
and determine a routing path in response to the traceback request. In one configuration,
the traceback coordination component 1204 may perform the operations described above
with reference to FIG. 11.

[0094] The apparatus 1202 may include additional components that perform each of
the blocks of the algorithm in the aforementioned flowchart of FIG. 11. As such, each
block in the aforementioned flowchart of FIG. 11 may be performed by a component and
the apparatus may include one or more of those components. The components may be
one or more hardware components specifically configured to carry out the stated
processes/algorithm, implemented by a processor configured to perform the stated
processes/algorithm, stored within a computer-readable medium for implementation by a
processor, or some combination thereof.

[0095] FIG. 13 is a flowchart 1300 of a method of traffic flow marking for IP
tracking. In one embodiment, the method may perform operations described above with
reference to FIGS. 1 and 2. The method may be performed by a traceback-enabled router.
At 1302, the router may receive a traffic flow that is to leave a first autonomous system in
which the router resides.

[0096] At 1304, the router may optionally collect information associated with the
traffic flow. In one embodiment, the information associated with the traffic flow may
include the identity of a third autonomous system preceding the first autonomous system

in the network routing path of the traffic flow.
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[0097] At 1306, the router may optionally export the information associated with the
traffic flow to a cloud storage managed by a traceback server associated with the first
autonomous system.

[0098] At 1308, the router may mark the traffic flow with the identity of the first
autonomous system. In one embodiment, to mark the traffic flow, the router may
overwrite the identity of the third autonomous system in the traffic flow with the identity
of the first autonomous system.

[0099] At 1310, the router may transmit the marked traffic flow to a second
autonomous system.

[00100] In one embodiment, an apparatus for IP traceback is provided. The apparatus
may include a memory and at least one processor coupled to the memory. The at least
one processor may be configured to receive a traffic flow that is to leave a first
autonomous system in which the apparatus resides. The at least one processor may be
configured to mark the traffic flow with the identity of the first autonomous system. The
at least one processor may be configured to transmit the marked traffic flow to a second
autonomous system.

[00101] In one embodiment, the at least one processor may be further configured to
collect information associated with the traffic flow. The at least one processor may be
further configured to export the information associated with the traffic flow to a cloud
storage managed by a traceback server associated with the first autonomous system.
[00102] In one embodiment, the information associated with the traffic flow may
include the identity of a third autonomous system preceding the first autonomous system
in a network routing path of the traffic flow. To mark the traffic flow, the at least one
processor may be configured to overwrite the identity of the third autonomous system in
the traffic flow with the identity of the first autonomous system.

[00103] FIG. 14 is a conceptual data flow diagram 1400 illustrating the data flow
between different means/components in an exemplary apparatus 1402. The apparatus
1402 may be a traceback-enabled router. The apparatus 1402 may include a traffic flow
marking component 1404.

[00104] The traffic flow marking component 1404 may receive a traffic flow and mark

the traffic flow with the identity of the AS in which the apparatus 1402 resides. In one
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configuration, the traffic flow marking component 1404 may perform the operations
described above with reference to FIG. 13.

[00105] The apparatus 1402 may include additional components that perform each of
the blocks of the algorithm in the aforementioned flowchart of FIG. 13. As such, each
block in the aforementioned flowchart of FIG. 13 may be performed by a component and
the apparatus may include one or more of those components. The components may be
one or morc hardware components specifically configured to carry out the stated
processes/algorithm, implemented by a processor configured to perform the stated
processes/algorithm, stored within a computer-readable medium for implementation by a
processor, or some combination thereof.

[00106] FIG. 15 is a flowchart 1500 of a method of access token delivery. In one
embodiment, the method may perform operations described above with reference to
FIGS. 4-10. The method may be performed by a last-hop router (e.g., the last-hop router
408). At 1502, the router may partition a token into a sequence of token fragments. In
one embodiment, the sequence of token fragments may be non-overlapping. In one
embodiment, the token may be associated with a valid period for IP traceback.

[00107] At 1504, the router may select a packet.

[00108] At 1506, the router may determine whether a packet field of the packet
matches at least one token fragment. If a packet field of the packet matches at least one
token fragment, the router may proceed to 1508. Otherwise, the router may proceed to
1516. In one embodiment, the packet field may be one of the checksum field, the
identification field, or hash values of the packet’s particular attributes. In one
embodiment, the packet field matches a token fragment when the field retains cleared bits
and a non-empty subset of set bits of the token fragment.

[00109] At 1508, the router may optionally determine whether the match identified at
1506 above is redundant. If the match is redundant, the router may proceed to 1516.
Otherwise, the router may proceed to 1510.

[00110] At 1510, the router may mark the packet to indicate the packet carrying partial
information of the token.

[00111] At 1512, the router may optionally deliver the marked packet to a traceback

client. In one embodiment, the traceback client may extract the partial information of the
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token from the marked packet. The traceback client may reconstruct the token based on a
collection of partial information of the token extracted from a plurality of marked
packets.

[00112] At 1514, the router may optionally record which bit values of the token have
been relayed to the traceback client.

[00113] At 1516, the router may optionally determine whether more marking of the
packets is needed for the token delivery, e.g., based on the record made at 1514. If more
marking of the packets is needed, the router may loop back to 1504 to select a new
packet. Otherwise, the router may terminate the method.

[00114] In one embodiment, an apparatus for token delivery is provided. The
apparatus may include a memory and at least one processor coupled to the memory. The
at least one processor may be configured to partition a token into a sequence of token
fragments. The at least one processor may be configured to determine whether a field of a
packet matches at least one token fragment of the sequence of token fragments. The at
least one processor may be configured to mark the packet to indicate the packet carrying
partial information of the token when the field of the packet matches at least one token
fragment of the sequence of token fragments.

[00115] In one embodiment, the at least one processor may be further configured to
deliver the marked packet to a traceback client. The traceback client may extract the
partial information of the token from the marked packet.

[00116] In one embodiment, the at least one processor may be further configured to
record which bit values of the token have been relayed to the traceback client. The at
least one processor may be further configured to determine whether a match between the
field and a token fragment provides redundant information to the traceback client. The at
least one processor may be further configured to prevent the packet from being marked
when the match between the field and the token fragment provides redundant
information.

[00117] FIG. 16 is a conceptual data flow diagram 1600 illustrating the data flow
between different means/components in an exemplary apparatus 1602. The apparatus
1602 may be a last-hop router. The apparatus 1602 may include a token delivery

component 1604.
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[00118] The token delivery component 1604 may receive an access token and a
plurality of packets, and mark some of the packets to indicate the conveyance of partial
information of the access token. In one configuration, the token delivery component 1604
may perform the operations described above with reference to FIG. 15.

[00119] The apparatus 1602 may include additional components that perform each of
the blocks of the algorithm in the aforementioned flowchart of FIG. 15. As such, each
block in the aforementioned flowchart of FIG. 15 may be performed by a component and
the apparatus may include one or more of those components. The components may be
one or more hardware components specifically configured to carry out the stated
processes/algorithm, implemented by a processor configured to perform the stated
processes/algorithm, stored within a computer-readable medium for implementation by a
processor, or some combination thereof.

[00120] The methods or functional modules of the various example embodiments
as described hereinbefore may be implemented on a computer system, such as a
computer system 1700 as schematically shown in FIG. 17 as an example only. The
method or functional module may be implemented as software, such as a computer
program being executed within the computer system 1700, and instructing the
computer system 1700 to conduct the method of various example embodiments. The
computer system 1700 may include a computer module 1702, input modules such as
a keyboard 1704 and mouse 1706 and a plurality of output devices such as a display
1708, and a printer 1710. The computer module 1702 may be connected to a
computer network 1712 via a suitable transceiver device 1714, to enable access to
e.g. the Internet or other network systems such as Local Area Network (LAN) or
Wide Area Network (WAN). The computer module 1702 in the example may include
a processor 1718 for executing various instructions, a Random Access Memory
(RAM) 1720 and a Read Only Memory (ROM) 1722. The computer module 1702
may also include a number of Input/Output (I/O) interfaces, for example I/O
interface 1724 to the display 1708, and I/O interface 1726 to the keyboard 1704. The
components of the computer module 1702 typically communicate via an
interconnected bus 1728 and in a manner known to the person skilled in the relevant

art.
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[00121] It will be appreciated to a person skilled in the art that the terminology used
herein is for the purpose of describing various embodiments only and is not intended to
be limiting of the present invention. As used herein, the singular forms "a", "an" and
"the" are intended to include the plural forms as well, unless the context clearly indicates
otherwise. It will be further understood that the terms "comprises" and/or "comprising,"
when used in this specification, specify the presence of stated features, integers, steps,
operations, elements, and/or components, but do not preclude the presence or addition of
one or more other features, integers, steps, operations, elements, components, and/or
groups thereof.

[00122] It is understood that the specific order or hierarchy of blocks in the processes /
flowcharts disclosed is an illustration of exemplary approaches. Based upon design
preferences, it is understood that the specific order or hierarchy of blocks in the processes
/ flowcharts may be rearranged. Further, some blocks may be combined or omitted. The
accompanying method claims present elements of the various blocks in a sample order,
and are not meant to be limited to the specific order or hierarchy presented.

[00123] The previous description is provided to enable any person skilled in the art to
practice the various aspects described herein. Various modifications to these aspects will
be readily apparent to those skilled in the art, and the generic principles defined herein
may be applied to other aspects. Thus, the claims are not intended to be limited to the
aspects shown herein, but is to be accorded the full scope consistent with the language
claims, wherein reference to an element in the singular is not intended to mean “one and
only one” unless specifically so stated, but rather “one or more.” The word “exemplary”
is used herein to mean “serving as an example, instance, or illustration.” Any aspect
described herein as “exemplary” is not necessarily to be construed as preferred or
advantageous over other aspects. Unless specifically stated otherwise, the term “some”
refers to one or more. Combinations such as “at least one of A, B, or C,” “one or more of
A, B, or C,” “at least one of A, B, and C,” “one or more of A, B, and C,” and “A, B, C, or
any combination thereof” include any combination of A, B, and/or C, and may include
multiples of A, multiples of B, or multiples of C. Specifically, combinations such as “at
least one of A, B, or C,” “one or more of A, B, or C,” “at least one of A, B, and C,” “one

or more of A, B, and C,” and “A, B, C, or any combination thereof” may be A only, B

31



WO 2017/164820 PCT/SG2017/050149

only, C only, A and B, A and C, B and C, or A and B and C, where any such
combinations may contain one or more member or members of A, B, or C. All structural
and functional equivalents to the elements of the various aspects described throughout
this disclosure that are known or later come to be known to those of ordinary skill in the
art are expressly incorporated herein by reference and are intended to be encompassed by
the claims. Moreover, nothing disclosed herein is intended to be dedicated to the public
regardless of whether such disclosure is explicitly recited in the claims. The words
“module,” “mechanism,” “element,” “device,” and the like may not be a substitute for the
word “means.” As such, no claim element is to be construed as a means plus function

unless the element is expressly recited using the phrase “means for.”
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CLAIMS

What is claimed is:

1. A method of Internet Protocol (IP) traceback, comprising:

receiving a traceback request including an identity of a traceback-deployed
autonomous system closest to a destination node in a network routing path;

recursively querying a traceback server associated with the traceback-deployed
autonomous system to receive an identity of a preceding traceback-deployed autonomous
system in the network routing path, wherein a traceback server associated with the
preceding traceback-deployed autonomous system is to be queried in a next iteration of
the recursively querying; and

determining the network routing path based on the received identities of

traceback-deployed autonomous systems.

2. The method of claim 1, further comprising terminating the recursively querying
when there is no matched traceback record on the traceback server being queried or the
traceback server being queried identifies an associated traceback-deployed autonomous

system as being closest to a source node in the network routing path.

3. The method of claim 1, wherein the traceback request further includes an access
token, wherein the method further comprises:

authenticating, via the traceback server associated with the traceback-deployed
autonomous system closest to the destination node, the traceback request based on the
access token, wherein the recursively querying is performed when the traceback request

is authenticated.

4. The method of claim 3, wherein the access token is associated with a valid period

for the IP traceback.
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5. The method of claim 3, wherein the access token is issued by the traceback server
associated with the traceback-deployed autonomous system closest to the destination

node.

6. The method of claim 1, wherein a traceback server is deployed in each traceback-
deployed autonomous system, wherein traffic flow information collected at traceback-
enabled routers within a traceback-deployed autonomous system is exported to a cloud
storage managed by a traceback server associated with the traceback-deployed

autonomous system,

7. The method of claim 6, wherein the traffic flow information includes an
immediate upstream traceback-deployed autonomous system of a traffic flow routed to
the traceback-deployed autonomous system, wherein the preceding traceback-deployed

autonomous system is determined based on the traffic flow information.

8. A method of Internet Protocol (IP) traceback, comprising:

receiving, at a router, a traffic flow that is to leave a first autonomous system in
which the router resides;

marking the traffic flow with an identity of the first autonomous system; and

transmitting the marked traffic flow to a second autonomous system.

9. The method of claim 8, further comprising:
collecting information associated with the traffic flow; and
exporting the information associated with the traffic flow to a cloud storage

managed by a traceback server associated with the first autonomous system.
10. The method of claim 9, wherein the information associated with the traffic flow

comprises an identity of a third autonomous system preceding the first autonomous

system in a network routing path of the traffic flow.
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11. The method of claim 10, wherein the marking the traffic flow comprises
overwriting the identity of the third autonomous system in the traffic flow with the

identity of the first autonomous system.

12. A method of token delivery, comprising:

partitioning a token into a sequence of token fragments;

determining whether a field of a packet matches at least one token fragment of the
sequence of token fragments; and

marking the packet to indicate the packet carrying partial information of the token
when the field of the packet matches at least one token fragment of the sequence of token

fragments.

13. The method of claim 12, wherein the sequence of token fragments are non-

overlapping.

14. The method of claim 12, further comprising delivering the marked packet to a
traceback client, wherein the traceback client extracts the partial information of the token

from the marked packet.

15. The method of claim 14, wherein the traceback client reconstructs the token based
on a collection of partial information of the token extracted from a plurality of marked

packets.

16. The method of claim 14, further comprising recording which bit values of the

token have been relayed to the traceback client.

17.  The method of claim 16, further comprising:

determining whether a match between the field and a token fragment provides
redundant information to the traceback client; and

preventing the packet from being marked when the match between the field and

the token fragment provides redundant information.
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18. The method of claim 12, wherein the field is one of a checksum field, an

identification field, or hash values of the packet’s particular attributes.

19. The method of claim 12, wherein the field matches a token fragment when the

field retains cleared bits and a non-empty subset of set bits of the token fragment.

20.  The method of claim 12, wherein the token is associated with a valid period for

Internet Protocol (IP) traceback.
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path based on received identites of AS. Data packets are prepared in a corresponding method.

Group 2: Claims 12-20 — a method of token delivery comprising partitioning token into fragments, determining if a
field of a packet matches at least one fragment, and marking the packet to indicate the packet carrying partial
information of the token when there is a match.

Please refer to Box No. IV of Written Opinion of The International Searching Authority (Form PCT/ISA/237) for detailed
explanation.
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