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MESSAGE SWITCHING

DESCRIPTION

This invention relates to a method of operating a communication system, and to the system

itself. The method and system allow dynamic switching of message formats.

In computer technology, reference to a client and server describes the operation of two
computers or programs in which one, the client, requests services and/or information from
the other, the server. Standard networked functions such as email exchange, web access and
database access, are based on the client and server model. Although client-server
architectures are perhaps the most common, other modes of co-operation are possible. For
instance, if neither computer holds the main data and applications but rather each is
responsible for its own workings, then the two computers or computer programs are said to

be peers in a peer-to-peer relationship.

Communication between computers, irrespective of their behavioural relationship is
governed by a set of rules, called a protocol. Typical examples include http (hypertext
transfer protocol) used for many World Wide Web applications, and fip (file transfer
protocol) used when one computer requests and receives a file from another. As well as the
protocol, or set of rules, controlling communication, actual communication objects, or
messages, also conform to a set of formatting rules which define how they are to be
interpreted by the recipient. Typical formats include HTML (Hypertext Markup Language)
which is the basic format for World Wide Web pages and XML (eXtensible Markup
Language), a flexible tagging language used for many different and varied application
message types. Such markup languages are useful in defining system interfaces and message
formats. But they do have drawbacks: with a busy workload when lots of messages are
passed between computers or computer programs, they will typically affect performance

detrimentally.

According to a first aspect of the present invention, there is provided a method of operating a

communication system, the system comprising a server and a client, the method comprising
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the steps of transmitting messages from the client, the messages of a first format comprising
data and descriptive tags, receiving the messages at the server, initiating a negotiation
between the server and client relating to message format switching, indicating that the client
can accept message format switching, instructing the client to switch message format, and
transmitting further messages from the client, the further messages of a second format

consisting of data.

According to a second aspect of the present invention, there is provided a communication
system comprising a server and a client, wherein the client is arranged to transmit messages,
the messages of a first format comprising data and descriptive tags, the server is arranged to
receive the messages and to initiate a negotiation between the server and client relating to
message format switching, the client is arranged to indicate that it can accept message format
switching, the server is arranged to instruct the client to switch message format, and the
client is arranged to transmit further messages, the further messages of a second format

consisting of data.

According to a third aspect of the present invention, there is provided a computer program
product on a computer readable medium for operating a server, the product comprising
instructions for receiving messages from a client, the messages of a first format comprising
data and descriptive tags, initiating a negotiation between the server and the client relating to
message format switching, receiving an indication that the client can accept message format
switching, instructing the client to switch message format, and receiving further messages

from the client, the further messages of a second format consisting of data.

Owing to the invention, it is possible to improve the performance of complex computer
systems that use XML as a message format. This invention allows the server and client to
switch message formats, which allows the system to benefit from all the flexibility of a
system designed using markup languages, but at the same time take advantage of the

performance improvements of using more efficient message format.

Preferably, the method further comprises monitoring message workload from the client,

performing a statistical analysis on the message workload and initiating the negotiation
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between the server and client according to the statistical analysis. The server can use
performance statistics to determine when to switch to the second message format. This
ensures that the switch to the simpler message format only takes place when it is actually
efficient to do so. The performing of the statistical analysis on the message workload can
comprise determining that the workload from the client is above a predetermined threshold.
The server can use a methodology in which it is monitoring the workload from each
connected client, and when a predetermined threshold is reached, such as a specific message
count per second, this can be used as the trigger for switching to the second message format.
This results in the switching only occurring when there is sufficient throughput to justify the

overhead of negotiating and changing protocols.

Ideally, the method further comprises transmitting a description of the second format to the
client. In a first embodiment, the client may already be aware of the structure of the second
message format that is to be used after the switch is agreed. However, the client may be
unaware of the second message format, but nevertheless is sufficiently flexible that it has the
capability to switch away from the current message format. In this case, the server will
provide to the client a description of the second message format, and the client will
configure itself according to this description. This improves the overall performance of the
system, as the system will be able to incorporate some clients who are unaware of the
message switching functionality of the server. This will decrease the size of more of the

messages flowing in the system.

Advantageously, the method further comprises verifying that the messages are not being
modified between the client and the server. Depending upon the nature of the
communication system, the routing between the client and server may not be direct. Other
intermediate components may receive and transmit the messages that flow between the client
and server. In this case, it is important that the server verify that the messages received from
the client are not modified by any intermediate component. This will ensure that the change
to the second message format, which removes some of the information from the message,
with respect to the first message format, does not create a problem for any intermediate
component. If the server cannot verify that the messages are not being modified between the

client and the server, or discovers that they are being modified, then the server will not
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initiate the switch to the second message format. A server can safely request to switch if it is

the final server or if the next server in the chain has already switched.

Embodiments of the present invention will now be described, by way of example only, with

reference to the accompanying drawings, in which:-

Figure 1 and 2 are schematic diagrams of a communication system,

Figure 3 is a diagram showing communication flow with the system,

Figure 4 is a flowchart of a method of operating the communication system, and

Figure 5 is a schematic diagram of a further embodiment of the communication system.

An example of a communication system is shown in Figure 1. The system comprises a client
10, a server 12 and an intermediate component 14. The client 10 is operable to send a
message 16 to the server 12. The various machines 10, 12 and 14 form part of a large
communication network such as an Intranet, where multiple machines are interconnected by
some suitable network technology. It should be noted that the designation of a machine as a
client or server in this communication system is a logical designation. The machine 10 that
originates the message 16 is the client, and the receiving machine 12 is the server, but any
machine can be a client if they are making a request of another machine, which becomes the

SCrver.

The structure of the message 16 is determined by the specific protocol that is being used by
the communication system. This could be XML, for example. The message format
comprises data and descriptive tags. The tags describe the data that is being carried in the
message 16. For example, the message 16 may contain <location> PARIS </location>,
where the “PARIS” part is the data in the message, the “<location>" part defines the start of
some specific type of data, and the “</location>" part defines the end of that specific type of
data; in this case, the data type is defined as “location”. The latter two parts of the message
16 are the descriptive tags in the message 16. The presence of the descriptive tags assists the

receiving server 12 in the understanding and handling of the message 16.
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The communication system shown in Figure 1 could be part of a backend system that
supports a commercial website. As users of the website purchase goods on the website,
messages 16 will flow round the system to and from different machines. For example one
machine may be operating principally as a database storing client account details. When a
user with an account makes a purchase, then one or more messages 16, in the XML format,
will be sent to the particular machine for processing by that machine. For a busy website,
this will result in a large number of messages 16 being produced.

Figure 2 shows part of the communication system with a client 10 and a server 12, in which
a large number of messages 16 flow from the client 10 to the server 12. In many
applications, the number of messages 16 that are being transmitted from the client 10 to the
server 12 could be of the order of many thousands per second. Each of these messages 16
will use bandwidth between the client 10 and server 12. In a network situation, the usable
bandwidth of the network will be reduced, and/or the latency of the network will increase,
both of which have performance implications for the operation of the communication system

or any other system dependent on the network.

According to a preferred embodiment, to alleviate the problem of overloading on the
communication channel between the client 10 and the server 12 and thereby the network as a
whole, the communication system has the ability to switch message format. In the right
circumstances, the communication system switches from the first format of using data and
descriptive tags to a second, simpler, format of just data, or wire format. The descriptive tags
are stripped from the messages 16, by the client 10, before they are transmitted to the server
12. This will reduce the size of the messages 16, and therefore the bandwidth used by the
messages 16. The larger XML messages are replaced with wire format messages which do
not contain the descriptive tags. The wire format version is a single set of bytes with XML

tags removed.

The changeover to the second message format occurs when the communication system
determines that it is advisable to do so. Information about the message workload between the
client 10 and server 12 is obtained in order to make this determination. For example the
communication system monitors the message workload from the client 10, performs a

statistical analysis on the message workload and initiates a negotiation between the server 12
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and client 10 according to the result of the statistical analysis. In one preferred embodiment,
the performing of the statistical analysis on the message workload comprises determining
that the workload from the client 10 is above a predetermined threshold. A specific message
count per time period can be used as the trigger for switching to the second message format.
This ensures the switching occurs when the bandwidth required will be reduced by the

switch to the second message format.

In the communication system environment, a typical client 10 has no way of knowing what
has happened to any request messages 16 that have been produced by the client, once they
have been transmitted. The messages 16 could have been mediated and handled beyond all
recognition, for example by an intermediate component 14, and the client 10 is unaware of
this. Therefore, message format switching may only be initiated by a server 12; if the
intermediate component 14 acts as a server to the client 10, then it may request format
switching. Logically, it may then function as a client to server 12. In that case, server 12
must initiate the request for the intermediate component 14 to switch its format. However, if
the intermediate component 14 functions only as an intermediary between client 10 and
server 12, it may not request client 10 to format switch. The protocol for format switching
negotiation consists of the basic steps described below, and shown in Figure 3. The client 10
transmits messages to the server 12, for example in the XML format, and the server 12 is

able to communicate back with the client 10.

The server 12 tracks the workload from each client 10, and using empirical statistical
analysis techniques, the server 12 decides which client’s message workload is significant
enough to benefit from a switch from XML messages to wire format messages. The server
12 tracks this client’s messages 16 as they pass through, to verify that they are not being
modified by another process which expects the message 16 in the current format. When the
server 12 has verified that the message format can indeed be switched, because any code that
touches the message can support the new wire format, then the server 12 can negotiate with

the client 10.

In a negotiation, the server 12 initiates a handshake with the client 10 to verify that the client

10 supports protocol switching. The client 10 may already have the wire format support
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defined, or if the client 10 can switch dynamically, for instance in an interpreted language
environment, then the server 12 will send a description of the format to which it expects the
client 10 to switch. Once the wire format has been agreed and instantiated, the server 12
informs the client 10 of when to switch, and each party switches to the new wire format. The
server 12 can invalidate the agreement at any time, by simply informing the client 10 to
switch back to the original format. Once the switch has been made, then future messages will

be of the wire format.

Figure 4 summarises the method of operating the communication system. The method
comprises the steps of, firstly, step S1 of transmitting messages 16 from the client 10, the
messages 16 of a first format comprising data and descriptive tags and secondly, step S2 of
receiving the messages 16 at the server 12. At step S3, the server 12 initiates a negotiation
between the server 12 and the client 10, from whom the messages 16 are being received, in
relation to the issue of message format switching. This negotiation can take the form of a
handshake between the server 12 and client 10, according to any protocol that both machines

will support.

At step S4, the client 10 indicates that it can accept message format switching, and generate
messages according to a new format, either because the client 10 is already aware of the
second message format or the client 10 can support dynamic format switching. If the client
10 is of the latter case, then the server 12 will send a description to the client 10 of the new
format which the server 12 wishes the client 10 to adopt. The client 10 will then store this
description locally. At step S5, the server 12 instructs the client 10 to switch message format,
and at step S6 the client 10 transmits any further messages to the server 12 in the second

format, where the messages consist solely of data.

The method of Figure 4 can further comprise monitoring the message workload from the
client 10, performing a statistical analysis on the message workload and initiating the
negotiation between the server 12 and client 10 according to the result of the statistical
analysis. The performing of the statistical analysis on the message workload comprises
determining that the workload from the client 10 is above a predetermined threshold.

Therefore prior to the step S3, the server 12 must make a determination that the client 10 is a
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candidate for a switch to the second, more efficient, message format. This can be done by

monitoring the workload provided by the relevant client 10.

The Web Services Description Language (WSDL) is an XML-based language that provides
a model for describing Web services. WSDL defines services as collections of network ports
and provides an XML format. Messages are abstract descriptions of data being exchanged,
and port types are abstract collections of supported operations. The protocol and data format
specifications for a particular port type constitute a reusable binding, where the operations
and messages are then bound to a network protocol and message format. In this way, WSDL
describes the public interface to the web service. WSDL is often used in combination with
the Simple Object Access Protocol (SOAP) and XML schema to provide web services over
the Internet. A client program connecting to a web service can read the WSDL to determine
what functions are available on the server. Any special data types used are embedded in the
WSDL file in the form of XML schema. The client can then use SOAP to actually call one
of the functions listed in the WSDL.

Figure 5 shows how WSDL can be deployed into an intermediate component 14 (a bus) that
transforms the internal WSDL 24 into a form more suitable for use by external clients 10, by
at least removing actual physical machine and ports for security reasons. The new external
WSDL is downloaded by clients 10 who use it to generate a stub 18 that allows the client 10
to invoke the Web Service 12 as it would any other language method. This stub 18 works by
taking the binary parameters and wrapping them into the XML SOAP structure and sending
them to the predefined target (HTTP Port, or Java Messaging Service [JMS] Queue for
example) that was defined by the external WSDL 22.

When the WSDL arrives at the bus 14, the user has the opportunity to intercept the message
and change the content of the message or re-route it to a completely different service 12. The
message passes through the bus 14 until it reaches the invoker 20, which converts the SOAP
message back into a binary form that allows the actual invocation of the binary functionality
described by the WSDL. A binary result is built into a SOAP response and sent back through
the bus to the client 10.
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To benefit from the possibility of format switching, the system will either allow an
administrator to configure the service 12 so that it uses wire format from the start, or allow
the bus 14 to monitor the workload of a particular service 12 and determine whether it would
be beneficial to switch formats for performance reasons. The bus 14 can follow some casy
rules to decide if it is possible to switch formats, for instance by comparing the WSDL port
of the external WSDL 22, with the WSDL port of the internal WSDL 24, to verify that the
message was not changed en route. If a component were "mediating” the message, the

mediation could be queried to see if it could support a wire format message.

Once the decision has been made to switch to a wire format, the stub 18 that the client 10 is
using is sent a message informing it not to wrap the client binary data into a SOAP message
but to send the message directly to the bus 14. The bus 14 would then forward the message
straight to the invoker 20, which would use the original data to call the target service 12
directly. If the system were changed, for instance a mediation were added to the system for
this service, then the client stub 18 can be sent a message informing it to switch back to the

SOAP format of the message.
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CLAIMS

1. A method of operating a communication system, the system comprising a server and
a client, the method comprising the steps of:
0 transmitting messages from the client, the messages of a first format comprising data

and descriptive tags,

0 receiving the messages at the server,

0 initiating a negotiation between the server and client relating to message format
switching,

0 indicating that the client can accept message format switching,

0 instructing the client to switch message format, and

o transmitting further messages from the client, the further messages of a second

format keep data.

2. A method according to claim 1, and further comprising monitoring message
workload from the client, performing a statistical analysis on the message workload and

initiating the negotiation between the server and client according to the statistical analysis.

3. A method according to claim 2, wherein the performing of the statistical analysis on
the message workload comprises determining that the workload from the client is above a

predetermined threshold.

4. A method according to claim 1, 2 or 3, and further comprising transmitting a

description of the second format to the client.

5. A method according to any preceding claim, and further comprising verifying that

the messages are not being modified between the client and the server.

6. A communication system comprising a server and a client, wherein:
0 the client is arranged to transmit messages, the messages of a first format comprising

data and descriptive tags,
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o the server is arranged to receive the messages and to initiate a negotiation between

the server and client relating to message format switching,

o the client is arranged to indicate that it can accept message format switching,
o the server is arranged to instruct the client to switch message format, and
0 the client is arranged to transmit further messages, the further messages of a second

format consisting of data.

7. A system according to claim 6, wherein the server is further arranged to monitor
message workload from the client, perform a statistical analysis on the message workload
and to initiate the negotiation between the server and client according to the statistical

analysis.

8. A system according to claim 7, wherein the server is arranged, when performing the
statistical analysis on the message workload, to determine that the workload from the client

is above a predetermined threshold.

9. A system according to claim 6, 7 or 8, wherein the server is further arranged to

transmit a description of the second format to the client.

10. A system according to any one of claims 6 to 9, wherein the server is further
arranged to verify that the messages are not being modified between the client and the

SCrver.

11. A computer program product on a computer readable medium for operating a server,
the product comprising instructions for:
o receiving messages from a client, the messages of a first format comprising data and

descriptive tags,

o initiating a negotiation between the server and the client relating to message format
switching,
o receiving an indication that the client can accept message format switching,

o instructing the client to switch message format, and
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12
0 receiving further messages from the client, the further messages of a second format
consisting of data.
12. A computer program product according to claim 11, and further comprising

instructions for monitoring message workload from the client, performing a statistical
analysis on the message workload and initiating the negotiation between the server and client

according to the statistical analysis.

13. A computer program product according to claim 12, wherein the instructions for
performing of the statistical analysis on the message workload comprise instructions for

determining that the workload from the client is above a predetermined threshold.

14. A computer program product according to claim 11, 12 or 13, and further comprising

instructions for transmitting a description of the second format to the client.

15. A computer program product according to any one of claims 11 to 14, and further
comprising instructions for verifying that the messages are not being modified between the

client and the server.
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