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(57) Abstract: A method, system, server pro-
cessing system and computer readable medium for
authenticating a user attempting to access a secure
environment 1s disclosed. In one aspect, the server
processing system is configured to: receive an au-
thentication request to authenticate the user at-
tempting to access the secure environment; trans-
fer, to the user or a user device associated with the
user, an index corresponding to a selected key
from a keymap; receive data indicative of a code
which 1s based on the selected key presented by
the user device and a personal identifier; and de-
termine, using the code whether the user 1s au-
thenticated. Advantageously, the server pro-
cessing system never stores nor receives data dir-
ectly indicative of the personal identifier such that
no one else 1s able to determine the personal 1den-
tifier, not even an employee of the secure environ-
ment which the user 1s attempting to access.
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Cross-Reference to Related Applications

[001] The present application claims priovity from  Australian Provisional Patent

Application No 2013901504 filed on 30 April 2013, the content of which is incorporated

|

herein by reference.

Field of Invention

readable medium, and system for user authentication.

Background

webpage, authentication of the user is required prior to granting access to the secure

password can be mahiciously used m later frandulent activiiies.

[605] Biometric authentication technigues have also been used to anthenticate a nser
requesting access 0 a secure environment. However, as biometric features of a user cannot
be altered, there are significant drawbacks in the event that the biometnic feature(s) of the

user has been compromised.

anthenticate a user requesting access to a secure enviromment. However. such devices are

inconvenient fo a uscr who may not carry the device with them at all times, and do not
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acinally confirm thatl the user presenting the physical token is actually the correct user
requesting  authentication, mwerely that the device was present at the moment of

anthentication.

Summary

aser attempting to access a secute environment controlled by a remote server processing

vystem, wherein the server processing system 18 configured to:

S

transfer, to the user or a user device associated with the user. an index

selected key presented by the user device and a personal identifier;
determine a hash value of the personal identifier using the code and the selected

key slored 1o the server accessible memory;

user account stored in the server accessible memory; and

transfer an anthentication response (o the remole server processing system, wherein

[B08] In certain embodiments, the user attempts to access the secure environment {rom

one of

------------
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receive a registration request indicative oft

foee BT

identity data which attempts to prove the identity of the user; and

a nnique device profile identifying the user device;

........................
......

generate the user accouni based on a positive verification of the identity of the user,

wherein the user device iy associated with the user account based on the unique device

profile.

[011] In certain embodiments, upon user registration the server processing system 15

configured to:

associate the keymap including a plurality of indexed keys with the user account;

angd

LR

fransfer, to the user device, data indicative of the keymap for storage i memory of

the user device.

the keymap;

receive a registration code, wherein the user determines the registration code based

on the selected key presented by the user device and a destred personal identifier;

....................................

desired personal identifier; and

siore the hash valoe in the user account.

.............

on the st selected key presented by the user device and a desived personal dentilicr;
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determine, based on the registration code and the first selected key, a first hash

value of the desired personal identifier;

receive a second registration code, wherein the user determines the second

facilitate verification ol the user’s identity;
in response to successful verification, transfer, to the user device or the user, an

index of a selected key from the keymap;

selected key presented by the user device and a new personal identifier;
determine, based on the reset code and the selected key, a hash value of the new

personal identifier; and

[015] In certain embodiments, the server processing system is configured to store, in the
pser account, data indicative of the identity of the user indicated by a digital certificate of
the user.

By

[016] In cortain embodiments, the server processing systam is configured to receive, from

server processing system transfers to the user device the index of the selected key from the

keymap.



CA 029440477 2016-09-27

WO 2014/176645 PCT/AU2014/050024

[017] In a second aspect there is provided a method for authenticating a user atierupting
to access a secure environment controlled by a remote server processing system, wherein
the method inclodes the server processing system:

receiving, from the remole server processing system, an authentication request o

authenticate the user attempting to access the secure environment;

the selected key presented by the user device and a personal identifier;

determining, a hash value of the personal identifier using the code and the selected

[018] In certain embodiments, the user attempts to access the secure environment from

one of*

[619] In certain embodiments, the user device is a poriable processing systemn.

(620} In certan embodiments, the method includes the server processing system:

identity data which attempts to prove the identity of the user; and

a unigque device profile wdentifying the user deviee:

verifying the 1dentity of the user based on the identity data; and
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aser, wherein the user device 13 associated with the user account based on the unigue

device profile.

[021] In certain embodiments, upon user registration. the method includes the server
processing system:
.&Sét'i;'ﬂciiaifif;l;g the keymap incl udifng a plurality of indexed keys with the user account;

and

from the keymap;

receiving @ registration code, wherein the user determines the registration code

based on the selected key presented by the user device and a desived personal identilier;

the desired personal identifier; and

[623] In certain embodiments, the method includes the server processing system:

recerving a personal identilier registration request {rom the user;

transferring, to the user device or the user, a first index ndicative of g first selected

key from the keymap;

recciving a {irst registration code. wherein the user deterimines the {irst registration

code based on the first selected key presented by the user device and a desired personal

.....
.....

hash value of the desired personal identifier;

transferring, to the nser or user deviee. a second index indicative of a second
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receiving a second registration code, wherein the user determines the sccond
registration code based on the second selected key presented by the user device and the
desired personal identifier;

determining a second hash value using the second registration code and the second

................

facilitating verification of the user's identity;

in response to successiul verification, transferring, o the user device or the user, an

recerving a reset code, wherein the user determinegs the reset code based on the
selected key and a new personal identifier;

determining, based on the reset code and the selected key, a hash value of the new

personal identifier; and

in the user account, data indicative of the identit

[626] In certain embodiments, the method includes the server processing system

&

recelving. from the user device, an index request, wherein in response to receiving the

selected key from the keymap.

[027] In a third aspect there is provided a computer readable medium for configuring a

server processing system to anthenticate a user attempting o access a secure environment

e

controlled by a remote server processing system, wherein the computer readable miedivm
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includes executable instructions which, upon exccution, confligure the server processing

svstem to perform the method of the second aspect.

[028] In a fourth aspect there is provided a system for authenticating a user altempting to

transfer. to the user or a user device associated with the user, an index

corresponding to a selected key from a keymap, wherein the keymap 18 stored in

memory ol the user device and in server accessible memory;

receive data indicative of a code. wherein the user defermines the code

determine a hash value of the personal idemtifier using the code and the

selected key stored in the server aceessible memory:

compare the delermined hash value against a stored hash value associaled
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wherein the response is indicative of whether the nser is authenticated for accessing
the secure environment based on the comparison; and

the soltware application 15 executable by the user device o conligure the

receive the keymap;

stare the keymap in memaory of the user device; and

resefl a personal identificr used for authenticating a user to access a seoure environment
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controlled by a remote server processing system, wherein the server processing system is

Czﬂl‘lfiglﬁl]‘?ﬂd SeN

facilitate verification of the user’s identity;
index corresponding to a selected key from a keymap associaled with a user account,

wherein the keymap is stored n the memory of the nser device and in server accessible

procesamg system, wherean the method mcludes the server processing system:

index corresponding to a selected key from a keymap associated with a user account,
Memory;

receiving a reset code, wherein the nser detenmines the reset code based on the
selected keyvmap and a new personal identifier;

determining, based on the reset code and the seleeted key, a hash value of the new
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authenticating a user to access a secure environment controlled by a remote server
processing  svstem, whewein  the compuler readable medium  includes  executable

instructions which, opon execution, configure the server processing system to perform the

method of the sixth aspect,

[033] Example embodiments should become apparent Irom the following description,

which is given by way of example only, of at least one preferred but non-limiting

embodiment, described in connection with the accompanying figures.

[034] Figure 1| illustrates a functional block diagram of an example processing system

[036] Figure 3 illustrates a system diagram of a system for authenticating a user

......................

attempting to access a secure environment:

[037] Figure 4 dlustrates a flow charl representing an example method performed by the

server processing system to authenticate g user attempting to access a secure environment;

[039] Figure 6A illustrates an example keymap:

.

[040] Figure 6B illustrates an example user interface including a graphical representation
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[641] Figure 7 illustrates a flow chart representing an exaniple method of a user resetting

a personal identifier for use in authenticating the vser.

Description of the Preferred Embodiments

[042] The following modes, given by way of example only, are described in order to
provide a more precise understanding of the subject matter of a preferred embodiment or
embodiments. In the figures, incorporated to illustrate features of an example embodiment,

like reference numerals are nsed to identify like parts thronghout the figures.

Example Processing System

[043] A particular embodiment can be reahised using a processing system, an example of

one input device 106 and at least one output device 108, coupled together via a bus or

group of buses 110, In certain embodiments, imput device 106 and output device 108 could

[044] Input device 106 receives input data 118 and can include, for example, a keyboard.

sources, for example keyboard instructions in conjunction with dala received via a

network. Ouiput device 108 produces or generates output data 120 and can include, for
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which case output data 120 is printed, a port for example a USB port. a peripheral
component adaptor, a data transmitier or antenna such as a modem or wircless network

rom different output devices,

adaptor, ete.. Qutput data 120
for example a visual display on a wonilor in conjunction with data transmitted to a
example, a monitor or using a printer. The storage device 114 can be any form of dafa or

information storage means, for example, volatile or non-volatile memary, solid state

[045] In use. the processing system 100 15 adapted o allow data or information o be

stored in and/or retricved from, via wired or wireless comumunication means, the at least

wireless communication between the processing unit 102 and peripheral components that
may serve a specialised purpose. The processor 102 receives instructions as input data 118

via input device 106 and can display processed results or other output to a user by utilising

terminal, server, specialised hardware, or the like.

[046] The processing device 100 may be a part of a networked communications system

.'%'

200, as shown in Fig. 2. Processing device 100 could connect to network 202, for cxample

devices via network 202, Other terminals, for example, thin client 204, further processing
systems 206 and 208, notehook computer 219, mainframe computer 212, PDA 214, pen-
based computer 216, server 218, ete., can be connected to network 202, A large variety of

other types ol terminals or conligurations could be utilised. The transfer of information

network 202 and one orf more databases 224, Server 218 and ane or more databases 224

Pff'?fﬂr‘sf-fi?dﬁs an gxample of an information source.
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ring, star, elc., networks, or mobile ielephone networks, such as GSM, CDMA or 3G, etc..

[047] Other networks may communicate  with  petwork 202, For  example,
telecommunications network 230 could {acilitate the transfer of data between network 2072

communication means 236  and  receiving/lransmitting  station 238, Satellite

.....................

receives data signals from satellite 244 which in turn 13 10 remote communication with

satellite signal transmifter 246, Terminals, for example further processing system 248,

nutehook computer 250 or satellite telephone 252, can thereby communicate with network

ethernet 262 which connects terminals 264, server 266 which controls the transfer of data
to and/or from dalabase 208, and printer 270. Various other types of networks could be

utilised.

components of the networked communications system 20(,

[049] Thus, for example, the networks 202, 230, 240 may form part of, or be connected
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|0S1] In particular, the system 300 includes a server processing system 310 in data

communication, via a data communication means, with a remote scrver processing system

......

cnvirenment 325, Examples of the user processing system 340 may ioclude a desktop

terminal, a laptop, a tablet computer, or the like.

system 340, which 1s associated with the user 350 and is in data communication, via data

communication means, with the server processing system 310, The user device 330 is

.....

340 and associated with the user 350, The user device 330 has stored in memory a software
apphcation 335 (commeonly referred to as an "app™y which presents an interface to the nser

for authentication,

.

[054] In one form, the user processing system is not required. In particular, the user can

system 320 in order to gain access to the secure environment 325,

Registration
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|0S5]  Referring to Figore 4 there is shown a flowchart representing an example method

400 of a user 350 registering with the server processing system 310 for authenticating the

[056] In particular, at step 405, the method 400 includes the wser 350 transferving a

registration request to the server processing system 310, The registration request may be

.........................

transferred from the user device 330 and/or a user processing system 340 operated by the

the identity of the user 350, and a unique device wdentifier indicative of the user device

330. The identity data may be indicative of credit card numbers, passport numbers, utility

and uses the determined characteristics to generate the unique device prefile. The

. >

determined characteristics may include pne or more characteristics of hardware of the user

device 330 (such as the CPU. memory), a MAC address of the user deviee 330, a software

-

more identificrs associated with the user device 330, The software application 335 applies
a hashing algorithm to the determined characteristics to generate the unique device profile

in the form of a hash value. The unique device profile is then transferred to the server

330. In particular embodiments, the unique device profile is alse stored in memory of the
user device 330 and may be used for implementing a security check as will be explained in

further detail later herein,
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[057] At step 410, the method 400 includes the server processing system 310 facilitating

verification of the identity of the user 330 based on the identity data. In particular, a server

processing system 310 may utiise an identity verificr (IDV) in an attempt to verify that the

set of information is associated with a single user. In response (o a positive verification, the

method proceeds to step 4135, Otherwise the server processing system 310 may rogquest

further identification information from the user 350.

memory 315 is preferably a database accessible by the server processing system 310, The

server processing system 310 associates the user device 330 with the user account based on

the umique device identifier which in particular embaodiments is the unique device profile.

serial numiber). An example ol a graphical representation of a keymap 630 meluding a

plurality of keys 620 and associated indexes 66() is shown in Figure 6A. In particular, each

' . ' . s

key 620 includes a plurality of unique key portions 630. In this cxample, cach key 620

comprises alphabetie key portions, however other forms ol keys could be utilised.

to the user device 330, keymap data indicative of the plurality of indexed kevs of the

keymuap 600 associated with the user's account.

the kevoiap data.

[062] At step 435, the method 400 includes the server processing system 310 receiving a

personal identifier registration request from the user 350. The personal identifier

registration request may be received from the user processing system 340 or th
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device 330. In TCAPONSL, the server processing, system transfers 1o the user Processing

system 340 or the wser device 330 a code request interface for presentation to the user

presented to the user 350, For example, the code request interface may be a frame or
window located within a webpage hosted by the remote server processing system 320,

wherein the code request interface can be generated and hosted by the server processing

the code request interface is transferred to the server processing systern 310,

[063] At step 437, the method 400 includes the user requesting, via the seftware

request is herein referred to as an index request. The index request is transferred from the

user device 330 to the server processing system, wherein the index request can be

will be discussed i more detail herein.

[064] At step 440, in response to receiving the index request. the method 400 includey the

server processing system 310 transferring, to the user device 330, an index 610 indicative

device profile and/or the user identity can be used by the server processing system 310 to
determine the user account and appl“{)plmta ke yinap. In situations where the code request

interface is presented via the user processing system 340 and the user device 330 is not in

user device 330, The user may be required to interact with the user processing svstem 344

to request transfer and presentation of the index 610 to the user processing system 340,
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[065] Al siep 445, the method includes the user device 330 retrieving the corvesponding

key 620 {rom the keymap 600 stored in the local memory based on the received index 610,

[#66] At siep 430, the method 400 includes the user device 330 generating and displaying
a user interface 640 on the user device 330, wherein the vser interface 640 of the software

application 335 presents a graphical representation of the key 620 and an identifier

............

reference 650, Referring (o Flgmo 6B, there is shown an L:x.ampic user interface 640 which

......................................

interface 640 presents -s:;a;s::h kegy-- paﬁi.@n 630 ;adjamnizt a co:rresp@ndmg -irdenﬁfier reference

portion 660 such that each digit of the identifier reference 650 aligns with and 1s adjacent

to the corresponding key portion 630 of the key 620. It will be appreciated that other
configurations of alphapumerical data can be used Tor the key 620 and the identifier

refercnce 659,

desired -p-e.;;;f*ﬂ;naii. iden:tiﬁﬁen the user 350 1dennfu.s ﬂm lu_v pmtiﬁn 6’%0 which cmrmzspmdfs

to this digit 660 in the identifier reference 630. The key portiens 630 are concatenated

together by the user (o form the code. Based on the interface presenied in Figure 6B, 1t the

vser's desired personal identifier is "1032", the code for the user 350 is "QRSL". In the

request interface whumn the code indirectly represents the dwm,d purmﬂﬂ identifier,
Alternatively, if the uscr is using the uscr processing system 340 (o obtain access to the
secure environment, the user can input, using an input.device of the user pmwasmg ystem

340, the code into the code request interface presented by the user processing system 340,
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[068] AL step 460, the methad 400 includes the user device 330 or the user processing
system 340 transferring, to the server processing system 310, a response indicative of the

code input by the user 350 into the code request interface. The code requ&:st mterface

button, whfvnm thu code can be tramfmad lmm lhu user dw!u- 330 or user pr ﬂib‘*““g

system 340 to the server processing system 310 via user selection of the submit button

[{}69} At step 46‘3 Lthe method 400 includes the server processing -a-y%tem 310 determining

..........

assocrated with the user 350, mto a hashing algornithm executed by the server processing

system 310 to generate the hash value. Preferably, the hashing algorithm is a one-way

hashing algorithm such as SHA-3, MDS or variants thereol. It will be appreciated that the

identity

hashing algorithm can utilise commutative cipher -techmquex such that the personal

(0701 At step 470 the method 400 includes the server processing system 310 storing the

hash value in the user account in the database. Advantageously, the server processing

system 310 never stores the personal identilier of the user, nor does the server processing

systenn 310 receive data dyrectly indicative of the personal adentitier, thereby providing

significant security benefits. These security benelits include, o some embodiments, an

outcome where the user 350 knows thetr personal identificr but no one else s ableto

determine the personal identifier, not even an employee ol the secure environment 325

which the user 350 is attempling (o access.

[;;;{}:?1.}_ It will be applucmtcd that the server processing system 310 may ;.s.,pss:mt steps 440 {o

...................

not in communication with the server pmcmmg system 3 1.-03)- another indes 610 which is

dilferent 1o the intial index. The server processing system 310 then caleulates a second
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..................................

repeal the registration process again.

L

Aunthentication

0
h

[072] Referring to Figure 3 there is shown a lNowchart representing an example method

of the server processing system 310 authenticating a user 350 aitempting to access the

scecure environment 325 hosted by the remote server processing system 320,

[73] In particular, at step 505, the method 500 includes the user 350 operating the user

T

processing system 340 or the user device 330 to transfer a request to access the sceure

cavironment 325 from the rcmote server processing system 320, The request may be

subnuitted via a web-browser, weh-enabled appheation or the like.

server processing system 320 to the server processing system 310, The server processing

system 310 may then facilitate verification of the identity of the remote server processing

system 320 based on the digitally signed request to ensure the request has been received

from an identifiable entity. The server processing sysiem 310 records in the databage 315
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device 330 or 340 an interface iocluding the code request inforface hosted by the server

processing system 31 The code request interface may be presented via a web-browser,

[076] As step 513, the meithod 500 includes the user 350 interacting with the software

application 335 of user device 330 fo transler an index request to the server processing

{from the user’s keymap 600 {or anthenticating the user 350. In a preferable form, the server

processing system 310 is required to reccive the index request from the user 350 within a

transfer of the index request. At this time, the user device 330 may also digitally sign the
index request by using a private key of the vser's digital certificate to cnable the server

processing system 310 to verify the user's wdentity using the corresponding public key. In

server processing system 320 indicating that the user 350 is not authenticated to access the

secure environment 325.

[G77] AL step 520, the wicthod 500 mcludes the remote server processing system 320

350, data indicative of the index 610 of the selected key 620 from the keymap 600

associated with the user's account. The server processing system 310 records in the user
previously, in the cvent that the user device 330 is not in data communication with the
server processing system 310, the server processing system 310 can transfler data indicative
of the index of the selected index 610 to the user processing sysiem 3440 for presentation o
the nser 350, The user 350 can then manually input into the software apphcation 335 the

pesen
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has successtully received the index. The user 330 may be required to interact with the user

ke

pracessing system 3440 to request transfer of the index 610 to the user processing systeny

[078] Optionally ai step 522, the methed includes the u

device profile against the user device profile stored in memory af the user device 330. In

the event of a successful comparison, the method proceeds to step 525, otherwise the

-

method ends. This process can identify if tampering has occurred to the user device 330,

device 330 retrieving from local memory the key 620 corresponding to the index 610 from

the keymap 600.

.....

15 performed similarly to step 455 discussed above except the user inpuis, via the code

request interface, key portions that cotrespond to the portions of the set personal identifier

A 1

16T

device 330 transferring, via the code request inlerface and (o the server processing system

310, data indicative of the code input by the user 350,
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[083] The server processing system 310 may be configured to determine if the challenge

= P

response has been received within a temporal threshold period of the inttial authentication

request being received and/or the challenge request being 1ssued. In the event that the

........................

320 1ndicating that the user is not authenticaled for accessing the secure environment 325,

[O84] At step 545, the method SO0 includes the server processing system 310 determining

melude, 1 5o

identifier but no one else 1s able to determine the personal identifier, not even an employee

of the secure environment 325 which the user 350 is attempting to access.

.............
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response indicating that the user 350 should not be graoted access to the securc
environment 325 controlled by the remote server processing system 320, However, in the

cvent that the hash valoes do correspond in the comparison performed in step 360, the

remote server processing system 320,

[087] At step 560, the method 500 includes the server processing system 310 recording in

the nser account that the challenge response has been received and the authentication

challenge requests, wherein a unique and different index 610 isx transferred in cach

challenge request. Upon a threshold number of incorrect codes being identified by the

authentication response to the remote server processing system 320 indicating that the user

350 should not be granted access to the secute environment 323,

Resetting the Personal Identifier

via the soltware application 335, The reset request can include data which can be used by

the server processing system, or the 1DV, to verily the identity of the user,
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[091] Al step 710, the server processing system 310 facilitates verification of the user'’s

iwdentity.  In response to successful verification of the users identity, a code request

interface, hosted by the server processing syster, is presented to the vser 350 via the user

device 330 or the user processing system 340 and the method 700 proceeds to step 712,

...................

[093] At step 713, the method 700 imeludes the server processing system 310 transferring,

00 associated

with the user account. As discussed previously, in the event that the user device 330 15 not

in data communicalion with the server processing system 310, the server processing

s

system 310 can transfer data indicative of the index 610 of the selected key 620 to the user

4

processing system 340 for presentation to the user 350. The user 350 can then manually

LS

user may be required to inferact with the user processing system 340 to request transfer of
the index 610 to the user processing system 340.
[094] The server processing system 310 can store in the database 315 a record of the reset

request being received

timestamp is recorded in the database 315 indicative of the time which each of these events

oceurred.

device 330 retrieving from local memory the key 620 corresponding with the recelved

index 610 from the keymap 600 stored in the memory of the user device 330,

[096] At step 725, the method 700 includes the wser device 330 generating and displaying

—"; T Ky

a user interface 600 on the user device |
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graphical represeniation of the key 620 and the ideotificr reference 6500 This step is

performed similarly o step 450 discussed above.

------------

device transferring, to the server processing system 310 via the code request interface, a

response indicative of the reset code input by the user 350,

..................

processing sysiem. 310 provides input vanables of the received reset code, the key [rom the

keymap corresponding to the index translerred to the user, and a salt value associated with

the wser 330, into a hashing algorithm executed by the server processing system 310 to

such as SHA-3, MD3, or variants thereof.

[0101] At step 743, the method 700 includes the server processing system 310 storing the

determined hash value ot the user's new personal rdentifier in the user account and deleting
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the previous hash value correspounding to the user's previous personal identifier.

Advantageously, the server processing system 310 never stores the new personal identifier

of the user, nor does the server processing system 310 receive data directly indicative of

the new personal identifier, thereby providing significant security benefits. These security

’C‘ ‘lC S > C‘ WS, =« YLIRCOT PRI " l“&."" .L: _,{;;:S..'f.";;"’,
benefits include, in some embodimenis, an outcome where the user 330 knows

ACCESK.

[0102] It will be appreciated that steps 710 to 740 may be repeated in order to confirm the
user 350 has indircetly identified the same new personal identifier. In the event that the

two hash values correspond, the hash value corresponding to the new personal identifier 1s

stored in the user account.

Variations

[0104] It will be appreciated that the system illustrated in Figure 3 only depicty a single

user 350 and a single remote server processing system 320. It will be appreciated that the

server processing sysiem 310 3 prelerably in data communication with a plurality of
remote server processing systems 320, wherein each remote server processing system 320

controls user access 1o a respective securg environment 325.

...........................

plurality of users 350, wherein the memory 325 associated with the server pmceﬁs;ingj

system 310 stores a plurality of user accounts in order to authenticate the plurality of users

350.
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[0106] It will be appreciated that the server processing sysfem 310 may be provided in the

v’

form of a distributed processing system or a single dedicated processing system.,

[0107] It will be appreciated that dala transferred between various components of the

system may ulilise encryption and digital signature technigues.

[6108] I will be appreciated that other hashing processes can be applied by the server

or a separale processing system in data communication with the server processing system

............................. &_’ ~'

0111] W

Whilst the security checking process performed at step 522 has been described in

relation to the authentication process. it is possible that the security checking process is

also performed in methods 400 and 700 (o ensure thal no malicious tampering has occurred

to the nser device,

[6112] The above embodiments may take the form of an entirely hardware embodiment.
an entirely software embodiment, firmware, or an embadiment combining software and

hardware aspects.
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|0113] Many modifications will be apparent to those skilled in the art without departing
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Clgims

processing system is configured to:
receive, from the remole server processing system, an authentication request to

authenticate the user attempting to access the secure environment;

determine a bash value of the personal identifier using the code and the selected

key stored 1o the server aceessible memory;

the response 18 indicative of whether the user 1s authenticated for accessing the sccure

..... .

2. The server processing system according to claim 1, wherein the user attempts to

aceess the secure environment from one ol
a user processing systern which is independent to the user device; or
the user device.

et (e S SO T SR [ TP D SR NP I~ DU JHNP. APV, S

3. The server processing system according to claim 1 or 2, wherein the user device 1s

a portable processing systen.

4, The server processing system according to any one of ¢laims 1 to 3, wherecin the
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identity dafa which atterapts to prove the identity of the user; and
a unigue device profile identifying the user device;
verify the identity of the user based on the identity data; and

generate the pser account based on a positive verification of the identity of the nser,

&

. The server processing system according to claim 4, wheremn upon user registration
the server processing system is configured to;

associate the keymap including a plurality of indexed keys with the user account;
and

fransler, (O the user device, data imdicative of the keymap for storage in memory of

the user device.

6. The scrver processing system according to claim 5, wherein the server processing
system 1s configured o

recerve a personal identifier registration request from the user;
the keymap;

receive a registration code, wherein the user determines the registration code based

on the selected key presented by the user device and a desired personal identifier;

determine, based on the registration code and the selected key, a hash value of the

desired personal identifier; and

store the hash valne in the user account.

receive a personal identifier registration request from the user;

transfer, to the user device or the user, a first index indicative of a first selected key

from the keymap;
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t

key from the keymap;

receive a second registration code, wherein the user determines the second

« s g e

registration code based on the second selected key and the desired personal identifier;

' ............... .’

determine a second hash value using the second regis

rat

.....................

value corresponding to the second hash value.

8. The server processing system according to any one of claims & or 7, wherein the
server processing system 1s configured to:

receive, from the user, a reset personal identifier request;

10.  The server processing system according to any one of claims 1 to 9, wherein the

server processing system is conligured (o receive, from the user device, an index request.

»

wherein mresponse to reeeiving the index request the server processing system translers 1o
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11, A method for authenticating a user attempiing to access a secure environment

processing system:
receiving, from the remote server processing system, an autheniicalion request to

authenticate the user attempting to access the secure environment;

key stored 1o the server aceessible memory;

T

comparing the determined hash value against a stored hash value associated with a

wherein the response 18 indicative of whether the user 1s authemticated for accessing the

...........
......

a user processing systemn which is independent to the user device; or
the user device.
13, The method according to claum 11 or 12, wherein the user device is a portable

processing system.

14, The method according to any one of claims 11 to 13, wherein the method includes

the server processing systenm:
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identity data which atterapts to prove the identity of the user; and

a unigue device profile identifying the user device;

memory of the user device.

16, The method according to claim 15, wherein the method includes the server

recervang a personal dentilier regastration request from the nser;

fransferring, to the user device or the user, an index indicative of a selected key

from the keymap;

receiving a registration code, wherein the user determines the registration code

based on the selected key presented by the user device and a desired personal identilier;
determining, based on the registration code and the selected key, a hash value of

the desired personal identifier; and

sioring the hash value in the user accouni.

transterring, to the user device or the user, a first index indicative of a {irst selected

key from the keymap;

receiving a {irst registration code, wherein the user determines the first registration
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code based oo the first selected key presented by the user device and a desived personal

identificr:

.........

selected key from the keymap;

%

receiving a second registration code, wherein the user determiunes the second

registration code based on the second selected key presenied by the user device and the

desired personal identiher;

.......................

determining a second hash va
sclected kev corresponding to the second index from the keymap; and
storing the first or second hash value in the user account in response to the first

hash value corresponding to the seeond bash value.

18.  The method according to any one of claims 16 or 17, wherein the method includes
the actvmpmcewng systen:

recerving, from the user, a rescl personal identiher request;

in response to successful verification, transferring, to the user device or the user, an

index of a selected key from the keymap;

personal identifier; and

store the hash value of the new personal identificr in the user account.

19. The method according to claim 14 to 18, whercin the method includes the server

.......
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to receiving the index request the server processing system transfers to the user deviee the

index of the selected key from the keymap.

21, A computer readable medium for configuring a server processing system (o

authenticate a user attempting 1o access a secure environment controlled by a remole server

processing  systemn, wherein the computer readable medium  includes executable

instructions which, upon execution, configure the server processing sysiem to perform the

22, A system for authenticating a uvser attempting to access a securg environment

controlled by a remote server processing system, wheremn the system ncludes a server

receive, from the remote server processing system, an authentication request:

to anthenticate the user attempting to access the secure environment;

-

trapsicr, 1o the user or a user device assocuated with the user, an mdex

corresponding to a selected key from a keymap, wherein the kevmap is stored in

selected key stared in the server accessible memory;
compare the determined hash value against a stored hash value associated
with a user account stored in the server accessible memory; and

transfer an authentication response to the remote server processing system,

the software application is exccutable by the user device to configure the
uger device to:

receive the keymap;
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store the keymap in memory of the user device: and
present the selected key to the user from the keymap based on the

index.

23, The server processing system for enabling a user o reset a personal identifier used.
. ‘he server processing system for enabling a user to reset a personal identifier use

for authenticating a user to access a secure cnvironment confrolled by a remote server

processing system, wherein the server processing system is configured to:

selected keyvmap and a new personal identificr;
determine, based on the teset code and the selected key, a hash value of the new

personal identifier; and

mcludes the server processing system:
receiving, from the user. a reset personal identifier request;
facilitating verification of the user's identity;
in response to sugcessiul verification, transferring, to the user device or the user, an

index corresponding to a selected key from a keymap associated with a user account.

receiving a reset code, wherein the user determines the reset code based on the
selected keymap and a new personal identifier;

determining, based on the reset code and the selected key, a hash value of the new
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personal identifier; and
storing the hash value of the new personal identifier in the user account.

25. A computer readable medium for configuring a server processing system for

¢nabling a user o reset a personal identifier used for authenticating a user to access a

secure environment controlled by a remote server processing system, wherein the

computer readable medinm includes executable istructions which, upen execution.
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