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cure online payment using an integrated circuit card. There is disclosed a
system for secure online payment comprising a payer transaction processing
unit, a payee transaction processing unit, and a payment transaction data
management unit, the payment transaction data management unit connect-
able to a transaction clearing unit, wherein the payer transaction processing
unit, the payee transaction processing unit and the payment transaction data
Unit management unit interconnect via a first communications means for sending
and receiving payment transaction information that is encrypted, and wherein
a first portion of the payment transaction information is communicated from
the payee transaction processing unit to the payer transaction processing unit
and to the payment transaction data management unit through a first commu-
nications channel, and a second portion of the payment transaction informa-
tion and the first portion of the payment transaction information are commu-
nicated from the payer transaction processing unit to the payment transaction
data management unit through a second communications channel for veritic-
ation and processing of the transaction payment information enabling secure
payment online.
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SYSTEM AND METHOD FOR SECURE ONLINE PAYMENT USING
INTEGRATED CIRCUIT CARD

FIELD OF THE INVENTION

The present invention relates to a system and a method for secure online payment using an
integrated circuit (IC) card, and its applications include various types of payments that can be
made online such as third party payment, mobile payment, online shopping payment and

e-commerce payment.
BACKGROUND TO THE INVENTION

The following discussion of the background to the invention is intended to facilitate an
understanding of the present invention. However, it should be appreciated that the discussion
is not an acknowledgment or admission that any of the material referred to was published,
known or part of the common general knowledge in any jurisdiction as at the priority date of

the application.

The conventional offline credit card payment system is a typical payment platform which
relies on a point of sale (POS) machine or a conventional magnetic swipe card reader to
complete a user’s payment process such as a shopping payment process by swiping a financial
or bank card which enables the reading of the bank card information, and submitting the bank
card information to a backend transaction system. This payment method which is easy to

operate has become a mainstream mode of payment for offline payments.

With the widespread use of the Internet, online businesses have developed rapidly providing
numerous online shops where users are able to shop and make payment for their purchases
online (online payment). However, in contrast to offline payment where a POS machine or a
swipe card reader is used to process payment, such a machine or card reader is not readily
available for online payment. As such, online payments are typically made via online banking
or Internet banking with the respective banks. However, there are also some limitations

associated with online banking or Internet banking; firstly, a user is required to separately
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register an online banking account with a bank in order to utilise the various online banking
services offered by the bank. Typically, the installation and payment process is relatively
complex and the numerous online banking functions associated with an online banking
account tend to be attacked by hackers via the online payment process. In order to enhance the
security of online banking, a user is currently required to have on hand additional security
tools, such as U shield (USB Key) or an access token, etc., in order to utilise online banking

services such as making payment via online banking or Internet banking.

However, with the emergence of mobile payment (mobile banking), new issues relating to
security of payment made by means of mobile banking are now present. Security tools such as
U shield or an access token that are typically used for online banking to enhance security have
to be adapted so as to also support the mobile phone environment, which further increases the

complexity of application of security tools to mobile banking.

Another issue that arises relates to various banks each having its own online banking system
that may be involved in a single online payment transaction. For instance, the bank used by a
particular online shop or merchant (the acquiring bank) for an online purchase by a user
(payer) may differ from the bank that the user is using to make the online payment (issuing
bank). As different banks have their own online banking systems which are not harmonised
across all banks, such a payment transaction can only be completed through an authorised
body such as Visa™, MasterCard™ or China UnionPay™ (for interbank payment or
settlement in China) to achieve interbank payment or settlement. However, due to various
reasons such as security related issues, it is difficult for an authorised body to achieve the
connection with each of the millions of ordinary online businesses or stores online. Therefore,
there is the emergence of third-party payment service providers such as PayPal™ and
Alipay™ (platforms) for providing professional services to various online businesses or stores
so as to solve the online payment (collection) issues of online stores. Whilst such third-party
payment service providers (platform) facilitate and make online payment more convenient for
online stores, users or customers, the security of such payments is unfortunately reduced. This

issue has been hindering the further development of online payment.
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In relation to offline payment, in order to further improve payment security, financial agencies
such as banks worldwide have actively replaced traditional magnetic strip cards with IC cards,
enabling offline payment to be simple, convenient, secure and reliable. By contrast, existing
financial IC card payment systems or platforms for online and/or mobile payment still lack
the above-mentioned advantages associated with offline payment systems, especially in

relation to the convenience and security of online and/or mobile payment.

Therefore, the present invention attempts to overcome at least in part some of the

aforementioned disadvantages.
SUMMARY OF THE INVENTION

Throughout this document, unless otherwise indicated to the contrary, the terms
“comprising”, “consisting of”, and the like, are to be construed as non-exhaustive, or in other

words, as meaning “including, but not limited to”.

In accordance with a first aspect of the present invention, there is provided a system for secure

online payment comprising:
(a) apayer transaction processing unit;
(b) a payee transaction processing unit; and

(c) a payment transaction data management unit, the payment transaction data

management unit connectable to a transaction clearing unit,

wherein the payer transaction processing unit, the payee transaction processing unit and
the payment transaction data management unit interconnect via a first communications
means for sending and receiving payment transaction information that is encrypted, and
wherein a first portion of the payment transaction information is communicated from the
payee transaction processing unit to the payer transaction processing unit and to the
payment transaction data management unit through a first communications channel, and a

second portion of the payment transaction information and the first portion of the
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payment transaction information are communicated from the payer transaction processing
unit to the payment transaction data management unit through a second communications
channel for verification and processing of the transaction payment information enabling

secure payment online.

Preferably, the first communications channel comprises means for encrypting the first portion
of the payment transaction information and sending the encrypted information to the payer
transaction processing unit and to the payment transaction data management unit; means for
receiving the encrypted information by the payer transaction processing unit and decrypting
the encrypted information; and means for receiving the encrypted information by the payment

transaction data management unit and decrypting the encrypted information.

Preferably, the second communications channel comprises means for encrypting the second
portion of the payment transaction information and encrypting the first portion of the payment
transaction information, and sending the encrypted first and second portions of the payment
transaction information to the payment transaction data management unit; and means for
receiving the encrypted information by the payment transaction data management unit and

decrypting the encrypted information.

Preferably, the payee transaction processing unit comprises a processor having a payee
transaction processing module which is connectable to the payment transaction data

management unit.

Preferably, the payer transaction processing unit comprises a communications device having a
payer transaction processing module which is connectable to the payment transaction data
management unit via the communication means and is connectable to an integrated circuit (IC)

card via a second communications means.
Preferably, the second communications means is a wireless communication means.

Preferably, the wireless communications means is in the form of near field communication

(NFC).
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Preferably, the payment transaction data management unit comprises a data management
module, an information database module, a payer interface module for connecting to the payer
transaction processing unit, a payee interface module for connecting to the payee transaction
processing unit, and a transaction clearing interface module for connecting to the transaction
clearing unit, wherein the data management module is in communication with the information
database module, the payee and payer interface modules and the transaction clearing interface

module.

Preferably, the data management module generates at least one secret key for encryption and

decryption.

Preferably, the information database module is operable to record information relating to a

payee, a payer and a financial clearing body.

Preferably, the information relating to the payee comprises business registration information,

bank information and account information.

Preferably, the information relating to the payer comprises name of the payer, identification

number of the payer, telephone number of the payer and e-mail address of the payer.

Preferably, the information relating to the financial clearing body comprises registration
number of the body, name of the body and the predetermined security certification

information of the financial clearing body.

Preferably, each of the payer interface module, the payee interface module and the transaction

clearing interface module is an application programme interface (API).

Preferably, the means for encrypting the first portion of the payment transaction information
and sending the encrypted information to the payer transaction processing unit and to the

payment transaction data management unit is the payee transaction processing module.

Preferably, the means for receiving the encrypted first portion of the payment transaction

information by the payer transaction processing unit and decrypting the encrypted information
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is the payer transaction processing module.

Preferably, the means for receiving the encrypted first portion of the payment transaction
information by the payment transaction data management unit and decrypting the encrypted

information is the data management module.

Preferably, the means for encrypting the second portion of the payment transaction
information and encrypting the first portion of the payment transaction information, and
sending the encrypted first and second portions of the payment transaction information to the

payment transaction data management unit is the payer transaction processing module.

Preferably, the means for receiving the encrypted first and second portions of the payment
transaction information by the payment transaction data management unit and decrypting the

encrypted information is the data management module.

Preferably, the payment transaction information is encrypted and is decrypted based on a

symmetric or an asymmetric algorithm.

Preferably, payment transaction information comprises transaction certification information,

payee information and information on the payment amount.

Preferably, the transaction certification information comprises at least one of an identification

number, an electronic signature and a dynamic code.

Preferably, the first communication means is one of the Internet, an intranet, a dedicated
network and any network suitable for interconnecting the payer transaction processing unit,

the payee transaction processing unit and the payment transaction data management unit.

In accordance with a second aspect of the invention, there is disclosed a payment transaction
data management unit for use in a system for secure online payment wherein upon receiving a
first encrypted information comprising a first portion of a payment transaction information
from a payee transaction processing module of a payee transaction processing unit, the

encrypted information is decrypted at a data management module; the data management
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module further receives a second encrypted information comprising a second portion of the
payment transaction information from a payer transaction processing module of a payer
transaction processing unit where the second encrypted information is decrypted; the first and
second portions of the payment transaction information is verified and encrypted at the data
management module for sending to a transaction clearing interface of a transaction clearing
unit in a prescribed format; receiving a transaction result to the data management module
from the transaction clearing interface, converting the transaction result into a prescribed
format and sending the converted transaction result to the payer transaction processing

module and the payee transaction processing module.

Preferably, the payment transaction information is encrypted and is decrypted based on a

symmetric or an asymmetric algorithm.

Preferably, the first portion of the payment transaction information comprises information on

payment amount and payee information.

Preferably, the payee information comprises business registration information, bank

information and account information.

Preferably, the payment transaction information comprises transaction certification

information, payee information and information on the payment amount.

Preferably, the transaction certification information comprises at least one of an identification

number, an electronic signature and a dynamic code.

In accordance with a third aspect of the invention, there is provided a method for secure

online payment comprising:

(a) generating a first portion of the payment transaction information by a payee
transaction processing module of a payee transaction processing unit, encrypting
the first portion of the payment transaction information, and sending the
encrypted information to a data management module of a payment transaction

data management unit and to a payer transaction processing module of a payer
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transaction processing unit;

(b) receiving and decrypting the first portion of the payment transaction information

by the payer transaction processing module and the data management module;

(c) obtaining a second portion of the payment transaction information by placing an
integrated circuit (IC) card adjacent to or at a predetermined distance to a
communications device of the payer transaction processing unit and inputting a

password into the communications device;

(d) encrypting the second portion of the payment transaction information and the first »
portion of the payment transaction information by the payer transaction
processing module and sending the encrypted first and second portions of the
payment transaction information to a data management module of a payment

transaction data management unit;

(e) receiving and decrypting the first and second portions of the payment transaction

information by the data management module;

(f) verifying the first and second portions of the payment transaction information and

by the data management module; and

(g) converting the first and second portions of the payment transaction information by
the data management module into a standard format for sending to a financial

clearing unit.

Preferably, wherein in the step (d), the method further comprises inputting a password or
signing for verification of the first portion of the payment transaction information prior to
encrypting the first portion of the payment transaction information and sending the encrypted

first portion of the payment transaction information to the data management module.

Preferably, encryption and decryption of the payment transaction information is based on a

symmetric or an asymmetric algorithm.
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Preferably, the method further comprises generating at least one secret key for encryption and

decryption by the data management module.

Preferably, wherein prior to the step (a), the method further comprises initialising the payee

and the payer transaction processing modules by the data management module.

Preferably, the first portion of the transaction information comprises information on payment

amount and payee information.

Preferably, the payee information comprises business registration information, bank

information and account information.

Preferably, the payment transaction information comprises transaction certification

information, payee information and information on the payment amount.

Preferably, the transaction certification information comprises at least one of an identification

number, an electronic signature and a dynamic code.

In accordance with a fourth aspect of the invention, there is disclosed a system for secure
online payment substantially as described herein with references to the accompanying

drawings.

In accordance with a fifth aspect of the invention, there is disclosed a payment transaction
data management unit substantially as described herein with references to the accompanying

drawings.

In accordance with a sixth aspect of the invention, there is disclosed a method for secure
online payment substantially as described herein with references to the accompanying

drawings.

Other aspects and advantages of the invention will become apparent to those skilled in the art
from a review of the ensuing description, which proceeds with reference to the following

illustrative drawings of various embodiments of the invention.
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BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will now be described, by way of illustrative example only, with

reference to the accompanying drawings, of which:

Figure 1 is a schematic diagram of a system for secure online payment in accordance with an

embodiment of the present invention; and

Figure 2 is a schematic diagram of a payment transaction data management unit, a payee

transaction processing unit and a payer transaction processing unit of the system of Figure 1.
DETAILED DESCRIPTION OF THE INVENTION

Particular embodiments of the present invention will now be described with reference to the
accompanying drawings. The terminology used herein is for the purpose of describing
particular embodiments only and is not intended to limit the scope of the present invention.
Additionally, unless defined otherwise, all technical and scientific terms used herein have the
same meanings as commonly understood by one of ordinary skill in the art to which this

invention belongs.

The present invention discloses a system and a method for secure online payment using an
integrated circuit (IC) card. The IC card can be in the form of a financial IC card issued by a
financial body such a bank. The system (or payment platform) and the method
advantageously enhance the convenience and security of online payment, which include
various types of payments that can be made online such as third party payment, mobile

payment, online shopping payment and e-commerce payment.

The ultimate purpose of a payment platform is to acquire the account numbers of payee and
payer, as well as the transaction amount in order to effect the transfer of funds from the
payer’s bank account to the payee’s bank account to complete the transaction. Certainly, an
indispensable aspect of a payment platform is ensuring the security of this transaction at all
stages and making the whole transaction process as simple and convenient as possible. It is

based on this principle that this invention provides a system (or payment platform) and a
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method for secure online payment.

With reference to Figures 1 and 2, there is described hereinafter a system for secure online
payment comprising a payer transaction processing unit, a payee transaction processing unit
and a payment transaction data management unit in which the payment transaction data
management unit is connectable to a transaction clearing unit. The system can be in the form

of a payment platform.

The payer transaction processing unit, the payee transaction processing unit and the payment
transaction data management unit interconnect via a first communications means for sending
and receiving payment transaction information that is encrypted. A first portion of the
payment transaction information is communicated from the payee transaction processing unit
to the payer transaction processing unit and to the payment transaction data management unit
through a first communications channel, and a second portion of the payment transaction
information and the first portion of the payment transaction information are communicated
from the payer transaction processing unit to the payment transaction data management unit
through a second communications channel for verification and processing of the transaction

payment information enabling secure payment online.

The payment transaction information comprises transaction certification information, payee
information and information on the payment amount. The transaction certification information
can be one or more of the following: an identification number, an electronic signature and a

dynamic code.

The first communications means is in the form of the Internet, an intranet, a dedicated
network or any network suitable for interconnecting the payer transaction processing unit, the

payee transaction processing unit and the payment transaction data management unit.

The payment transaction data management unit comprises of a computer system hardware,
and its software comprises a data management module, an information database module, a
payer interface module for connecting to the payer transaction processing unit, a payee

interface module for connecting to the payee transaction processing unit, and a transaction

11
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clearing interface module for connecting to the transaction clearing unit, wherein the data
management module is in communication with the information database module, the payee

and payer interface modules and the transaction clearing interface module.

The payment transaction information is encrypted and is decrypted based on a symmetric or
an asymmetric algorithm, and the data management module generates at least one secret key

for encryption and decryption.

The information database module is used to record information relating to a payee, a payer
and a financial clearing body. The information relating to the payee comprises business
registration information, bank information and account information. The information relating
to the payer comprises name of the payer, identification number of the payer, telephone
number of the payer and e-mail address of the payer. The information relating to the financial
clearing body comprises registration number of the body, name of the body and the

predetermined security certification information of the financial clearing body.

In addition, each of the payer interface module, the payee interface module and the

transaction clearing interface module is an application programme interface (API).

The payee transaction processing unit comprises a processor having a payee transaction

processing module which is connectable to the payment transaction data management unit.

The payer transaction processing unit comprises a communications device having a payer
transaction processing module which is connectable to the payment transaction data
management unit via the communication means and is connectable to an integrated circuit (IC)
card via a second communications means. The second communication means is in the form of

a wireless communication means, such as near field communication (NFC) and the like.

The first communications channel comprises means for encrypting the first portion of the
payment transaction information and sending the encrypted information to the payer
transaction processing unit and to the payment transaction data management unit. The first

communications channel also comprises means for receiving the encrypted information by the

12
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payer transaction processing unit and decrypting the encrypted information. The first
communications channel further comprises means for receiving the encrypted information by

the payment transaction data management unit and decrypting the encrypted information.

The second communications channel comprises means for encrypting the second portion of
the payment transaction information and encrypting the first portion of the payment
transaction information, and sending the encrypted first and second portions of the payment
transaction information to the payment transaction data management unit. The second
communications channel also comprises means for receiving the encrypted information by the

payment transaction data management unit and decrypting the encrypted information.

Further to the first communications channel, the means for encrypting the first portion of the
payment transaction information and sending the encrypted information to the payer
transaction processing unit and to the payment transaction data management unit can be in the
form of the payee transaction processing module. The means for receiving the encrypted first
portion of the payment transaction information by the payer transaction processing unit and
decrypting the encrypted information can be in the form of the payer transaction processing
module. The means for receiving the encrypted first portion of the payment transaction
information by the payment transaction data management unit and decrypting the encrypted

information can be in the form of the data management module.

Further to the second communications channel, the means for encrypting the second portion
of the payment transaction information and encrypting the first portion of the payment
transaction information, and sending the encrypted first and second portions of the payment
transaction information to the payment transaction data management unit can be in the form
of the payer transaction processing module. The means for receiving the encrypted first and
second portions of the payment transaction information by the payment transaction data
management unit and decrypting the encrypted information can be in the form of the data

management module.

The data management module has a plurality of functions which comprises: (a) a installing a

13
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module in the payee’s computer system or managed server that is part of the payee transaction
processing unit in the payee transaction processing module; (b) installing a module in the
payer’s communication device such as a mobile phone that is part of the payer transaction
processing unit in the payer transaction processing module; (c) co-processing the initialization
and data integration of the payee transaction processing module and the payer transaction

processing module.

The payee transaction processing module can be downloaded by the payee through
communications means such as the Internet where the module installs automatically and is set
by the payer through registration. Alternatively, the module is installed manually by a
technician administrating the system (payment platform) to achieve connection with a payee
application system and initialization is conducted by the data management module. The payer
transaction processing module can be downloaded by the payer through communications
means such as the Internet where the module installs automatically and is set by the payer
through registration, and initialized by the data management module. The data management
module resides in the payment transaction data management unit (or backend system) where
in addition to conducting the initialization of the payee and payer module, it also conducts the
data exchange, certifies the exchange information provided by the payee and payer, and
organizes the certified transaction information of payee and payer into a standard format,
conducting the data exchange with the financial clearing agency (or body) through the
interface. The function of the data management module also includes receiving the transaction
processing results from the financial body or agency, converting the results into a unified
standard format matching with the payee interface module and payer interface module, and

sending them to the payee and payer respectively.

The payee interface module, payer interface module and the transaction clearing interface
module for connecting to the transaction clearing unit are in an application programme
interface (API) format, which provides internal processing for the payee transaction
processing unit, and provides external processing for the third party collection body or agency,
payee and financial clearing agency. The payee transaction processing unit comprises the

payee transaction processing module installed in the payee’s computer or entrust managed
14
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server. This software module shares the digital exchange interface with the online store
software of the payee. Alternatively, the module can be embedded directly into the payee’s
online store software for receiving payment transaction information provided by the online
store software. This information will be encrypted or signed, and given a transaction code,
which will then be sent to the data management module of the system. In addition, the payee
transaction processing module converts the transaction code into the 2-dimensional code or
other encoding mode, and then sends the code back to the online store software module for
pushing the encoding mode of this transaction code to the payer terminal or the payer
transaction processing unit. Meanwhile, it also receives the processed transaction information
from the backend system, and resubmits it back to the online store software after decrypting

or certifying.

The encryption and decryption of the information adopts the standard symmetric or
asymmetric algorithm, or the symmetric or asymmetric algorithm issued by the authorities.
The at least one secret key of encryption and decryption is generated in the initialization of
the payee transaction processing module by the data management module in the backend
system. The stated collection transaction information includes: transaction certification
information, payee information and the collected amount, among which, the transaction
certification information is the information of a particular or certain transaction. The
transaction certification information certifies the transaction information of the same
transaction provided by the payer in the backend system, to determine the identity of the
transaction information from the payee and payer. This transaction certification information
includes the number, or the electronic signature or dynamic code. This payee information is
the payee information recorded in the information database of payee, payer and financial

clearing agency in the backend system of the payment platform.

The payer transaction processing unit comprises the payer transaction processing module
which is installed in a communications device such as a payer’s phone, tablet, laptop,
computer and any communications device of the like. The financial IC card conducts data
interchange with this payer transaction processing module by near field communication

(NFC). The payer transaction processing module, as an independent application, can be
15
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started manually by the payer (or buyer) or can be triggered by other applications. When the
payer transaction processing module is in operation, firstly, it shall acquire the payment
transaction information from the payer by scanning the code or through other wireless
transmission methods; if the payment transaction information is only in the form of a
transaction code, then, the payment transaction processing module may first send this
transaction code to the data management module in the backend system of the payment
platform, and acquire the complete content of the payment transaction information, which can
be also referred to as the collection transaction information, from the backend system; after
the payer transaction processing module acquires the complete content of the payment
transaction information, the screen of the payer’s phone may display the relevant payment
information, including: the name and collection amount of the payee, etc., and prompt the
payer to attach the bank card or financial IC card to the back of the phone, and input the
transfer password; the payer transaction processing module will conduct the data processing
on the payment transaction information and the bank card transfer password of the payer via
NFC and the bank card attached to the back of the phone according to the standards and
specifications prescribed by the financial clearing agency, and then send them to the data
management module in the payment transaction data management unit. Thereafter, the

module awaits and receives the result transaction processing information.

The encryption and decryption of the information between the payer transaction processing
module and the data management module in the backend system adopts the standard
symmetric or asymmetric algorithms or the symmetric or asymmetric algorithm issued by
authorities, and the at least one secret key of encryption and decryption is generated in the
initialization of payee transaction processing module by the data management module in the

backend system.

Advantageously, the effect of this invention includes the following: A user (payer) can
complete the transaction payment by scanning (or directly), acquire the merchant’s (payee)
collection information via the user’s phone, and then complete the payment by inputting
password and swiping card (the internet banking or phone banking is omitted in this

operation); the payment transaction information can be conducted with dual-channel
16
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information certification in the backend system via the dual-channel of the merchant and the
user’s phone; the secret key system between the backend system and the merchant, and the
backend system and the user’s phone are different, and the data transmission between the
merchant and the user can only be operated in the form of code without any transaction
information. All these increase the difficulty in a hacker’s attack, and therefore, improve

significantly the security and convenience of a transaction made online.

With reference to Figures 1 and 2, the implementing process of an embodiment of the

invention is described hereinafter.

Referring to Figure 1, the system for secure online payment includes three parts: a payment
transaction data management unit (backend system), a payee (merchant) transaction
processing unit; and a payer (buyer) transaction processing unit. These three units or parts
interconnect via a first communications means for sending and receiving payment transaction
information that is encrypted. The first communications mean can be one of the Internet, an
intranet, a dedicated network and any network suitable for interconnecting the payer
transaction processing unit, the payee transaction processing unit and the payment transaction
data management unit. The payment transaction data management unit (backend system) can
also connect with the financial clearing agency (such as China Union-pay or any bank) with

transaction clearing function through a transaction clearing unit.

Referring to Figure 2, in accordance with an embodiment of the invention, the payment
transaction data management unit, the payer transaction processing unit and the payee

transaction processing unit are described in detail as follows:-

1. The payment transaction data management unit (backend system): as the core part of the
system or payment platform, the hardware comprises a computer system, and its software
includes: a data management module, an information database module, a payer interface
module for connecting to the payer transaction processing unit, a payee interface module for
connecting to the payee transaction processing unit, and a transaction clearing interface

module for connecting to the transaction clearing unit (such as Union-pay or any bank),
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wherein the data management module is in communication with the information database

module, the payee and payer interface modules and the transaction clearing interface module.

The payee, payer and financial clearing agency records the payee (merchant) information, the
payer (buyer) registration information, and the information of financial clearing agency,
including  business registration information (the number, title and contact information of
the merchant), as well as the information about the opening bank and account of payee
(merchant); the registration information of payer (buyer) includes name, ID number, phone
number and E-mail; the information of the financial clearing agency includes number, name

and the agreed security certification information of the financial clearing agency.

The payee interface module, payer interface module and the transaction clearing interface
module which connects to the financial clearing agency are all in API format, which internally,
can provide the program invocation for the payee (merchant) transaction processing unit and
payer (buyer) transaction processing unit, and externally, the applications invocation for the

third party collection agency (merchant), payee (buyer) and financial clearing agency.

The data management module includes: the module installed in the payee’s (merchant’s)
computer system (or managed server) belongs to the payee (buyer) transaction processing unit
in the payee (buyer) transaction processing module; the module installed in the payer’s mobile
phone belongs to the payer transaction processing section in the part of payer transaction
processing module; the data management module used for co-processing the initialization and

data integration of payee transaction process module and payer transaction process module.

The payee transaction processing module can be downloaded by the payee (merchant)
through the Internet, the module installs automatically and can also be set by the payee
through registration. Alternatively, the module is installed manually by the technician
administrating the financial IC card payment platform, to achieve the connection with the
payee (merchant) application system, and the initialization is conducted by the data
management module (download and install the secret key to ensure safe communication); the

payer transaction processing module is downloaded by the payer (buyer) through the Internet,
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the module installs automatically and is set by the payer through registration, and initialized
by the data management module (download and install the secret key to ensure safe
communication); the data management module resides in the backend system. In addition to
conducting the initialization of the payee and payer modules, it also conducts the data
exchange, certifies the exchange information provided by the payee and payer, organizes the
certified transaction information of payee and payer into a standard format (the format
required by the financial clearing agency), and conducts the data exchange with the financial
clearing agency through the interface. The function of the data management module also
includes receiving the transaction processing results provided by the financial agency,
converting the results into the standard format matching with the payee interface module and

payer interface module, where these are then sent to the payee and payer respectively.

The payment transaction data management unit for use in a system for secure online payment
wherein upon receiving a first encrypted information comprising a first portion of a payment
transaction information from a payee transaction processing module of a payee transaction
processing unit, the encrypted information is decrypted at a data management module; the
data management module further receives a second encrypted information comprising a
second portion of the payment transaction information from a payer transaction processing
module of a payer transaction processing unit where the second encrypted information is
decrypted; the first and second portions of the payment transaction information is verified and
encrypted at the data management module for sending to a transaction clearing interface of a
transaction clearing unit in a prescribed format; receiving a transaction result to the data
management module from the transaction clearing interface, converting the transaction result
into a prescribed format and sending the converted transaction result to the payer transaction

processing module and the payee transaction processing module.

The payment transaction information is encrypted and is decrypted based on a symmetric or
an asymmetric algorithm. The first portion of the payment transaction information comprises
information on payment amount and payee information. The payee information comprises
business registration information, bank information and account information. The payment
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transaction information comprises transaction certification information, payee information
and information on the payment amount, in which the transaction certification information
comprises at least one of an identification number, an electronic signature and a dynamic code.
The above-mentioned different types of information that make up the payment transaction
information are exemplary embodiments and are not restricted or limited as such. It would be
appreciated that the payment transaction information can also include other types of

information.

2. The payee (merchant) transaction-processing unit is the payee (merchant)
transaction-processing module of the system or payment platform installed in the payee’s
computer (or entrust managed server). This software module shares the digital exchange
interface with the online store software (used for selling commodities or services) of the
payee (merchant). It can also be embedded directly to the payee’s (merchant’s) online store
software for receiving the collection transaction information provided by the online store
software. Meanwhile, this information will be encrypted or signed (conduct MAC computing
on transaction information), and given a transaction code (this code can be generated
randomly or by certain mathematical logic), then send to the data management module of
payee and payer in the payment platform system. In addition, the payee transaction processing
module converts the transaction code into the 2-dimensional code or other encoding mode,
and then send the code back to the online store software module for pushing the encoding
mode of this transaction code to the payer (buyer) terminal (computer or phone). Meanwhile,
it also receives the processed transaction information (such as the transaction is completed or
there is some mistake in the transaction) from the backend system, and resubmit it back to the
online store software after decrypting or certifying. Among which, the information encryption
and decryption adopts the standard symmetric or asymmetric algorithm (or the symmetric or
asymmetric algorithm issued by the authorities), the at least one secret key of encryption and
decryption which is generated in the initialization of payee transaction processing module by
the data management module in the backend system. The collection or payment transaction
information includes: transaction certification information, payee information and the
collected amount, among which, the “transaction certification information” is the information
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of a particular transaction, certify the transaction information of the same transaction provided
by the payer in the background system to determine the identity of the transaction information
from the payee and payer. Therefore this “transaction certification information” includes the
number (serial number or code), or the electronic signature or dynamic code; this “payee
information” is the payee (merchant) information recorded in the information database of

payee, payer and financial clearing agency in the backend system of the payment platform.

3. The payer (buyer) transaction processing unit of the system or payment platform is installed
in the payer transaction processing module of the payer’s (buyer’s) phone, and the financial
IC card (the bank card conforming to the standards of China Union-pay in China, or other
standards imposed by the financial body in the respective countries) conducting data
interchange with this payer transaction processing module by NFC. This software module, as
an independent application, can be started manually by the buyer or triggered by other
applications; when the payer transaction processing module is in operation, firstly, it acquires
the collection transaction information from the payee (for the payee this is known as
collection transaction information) by scanning the code (2-dimensional code or bar code, etc.)
or other wireless transmission methods (short message, Bluetooth and broadband, etc.), and
the specific mode can only be the mentioned transaction code; if the payment transaction
information is only in the form of the transaction code, then the payment transaction
processing module may first send this transaction code to the data management module in the
backend system of the payment platform, and acquire the complete content of the payment
transaction information, which is the same as the stated payment transaction information,
from the backend system; after the payer transaction processing module has acquired the
complete content of the payment transaction information (i.e., the collection transaction
information). The screen of payer’s phone may display the relevant payment information after
payer transaction processing module acquires the complete contents of payment transaction
information (i.e. the collection transaction information), including: the name and collection
amount of the payee (merchant), etc., and prompts the payer (buyer) to attach the bank card
for paying (the bank card conforming to the standards of China Union-pay in China, or other
standards imposed by the financial body in the respective countries) to the back of the phone,
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and inputs the transfer password. The payer transaction processing module will conduct the
data processing on the payment transaction information and the bank card transfer password
of payer (buyer) via NFC and the bank card attached to the back of the payer’s (buyer’s)
phone according to the standards and specifications prescribed by the financial clearing
agency (such as the PBOC specifications issued by the People’s Bank of China or any other
specifications issued by a financial body in the respective countries), and then sends them to
the data management module in the payment transaction data management unit, and awaits
receipt of the transaction processing information. The encryption and decryption of the
information between the payer transaction processing module and the data management
module in the backend system adopts the standard symmetric or asymmetric algorithms (or
the symmetric or asymmetric algorithm issued by the authorities), and the at least one secret
key of encryption and decryption is generated in the initialization of payee transaction

processing module by the data management module in the backend system.

In accordance with another embodiment of the invention, there is described hereinafter a
method for secure online payment. The method comprises the following steps:

(a) generating a first portion of the payment transaction information by a payee
transaction processing module of a payee transaction processing unit, encrypting
the first portion of the payment transaction information, and sending the
encrypted information to a data management module of a payment transaction
data management unit and to a payer transaction processing module of a payer
transaction processing unit;

(b) receiving and decrypting the first portion of the payment transaction information
by the payer transaction processing module and the data management module;

(c) obtaining a second portion of the payment transaction information by placing an
integrated circuit (IC) card adjacent to or at a predetermined distance to a
communications device of the payer transaction processing unit and inputting a
password into the communications device;

(d) encrypting the second portion of the payment transaction information and the first
portion of the payment transaction information by the payer transaction
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processing module and sending the encrypted first and second portions of the
payment transaction information to a data management module of a payment
transaction data management unit;

(e) receiving and decrypting the first and second portions of the payment transaction
information by the data management module;

(f) verifying the first and second portions of the payment transaction information and

by the data management module; and

(g) converting the first and second portions of the payment transaction information by
the data management module into a standard format for sending to a financial

clearing unit.

The method further comprises inputting a password or signing for verification of the first
portion of the payment transaction information prior to encrypting the first portion of the
payment transaction information and sending the encrypted first portion of the payment

transaction information to the data management module.

The encryption and decryption of the payment transaction information is based on a
symmetric or an asymmetric algorithm. The method further comprises generating at least one

secret key for encryption and decryption by the data management module.

Prior to the step (a), the method further comprises the step of initialising the payee and the
payer transaction processing modules by the data management module. The first portion of
the transaction information comprises information on payment amount and payee information.
The payee information comprises business registration information, bank information and
account information. The payment transaction information comprises transaction certification
information, payee information and information on the payment amount, wherein the
transaction certification information comprises at least one of an identification number, an

electronic signature and a dynamic code.

In accordance with an embodiment of the method for secure online payment, there is

described hereinafter the implementing process of an embodiment of the invention:
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When a user (payer) selects a commodity and decides to pay for it, the merchant’s system may
send a 2-dimensional code including the payment amount and merchant’s information to the
user’s computer. The user scans the 2-dimensional code on the computer screen by his or her
phone and acquires relevant payment information on their phone. After checking the
information and verifying there is no mistake, the user will attach the bank card or financial
IC card for paying to the back of the phone, and inputs the transfer password of this card to
the phone. The user’s mobile software will send the acquired information to the backend
system of the payment platform, and all the payment information will be submitted to the
financial clearing agency after being verified and integrated by the backend system. The
financial clearing agency will send the transaction result information back to the backend
system of the payment platform after finishing the transaction. Then the backend system of
the payment platform will send the transaction result information to the merchant’s system

and user’s phone respectively, and the transaction is completed.

Based on above described embodiments, there are the following advantages in the payment

transaction operated on system or payment platform:

First, as compared with traditional offline payment, a user does not need to swipe card or
input code in the POS machine of the merchant, and simply acquires the billing information
of the merchant by methods such as QR Code scanning using the user’s mobile device,
thereafter inputting the user’s password and swiping the user’s financial IC card on their
phone to complete the payment. Therefore, a user will not worry about the risk of their
account information and code being stolen, and the security of the online payment transaction

is significantly improved.

Second, compared with traditional offline payment, the payment transaction information sent
to the backend system (payment transaction data management unit) is no longer from the
single device of the merchant (payee), but from the dual-channel of merchant and user’s
mobile device. The user’s mobile device does not receive the payment transaction information
directly from the merchant, but from the backend system, meanwhile, the backend system will
authenticate the dual-channel information. Therefore, its security is tremendously higher than
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the information transmitted via a single channel.

Third, users acquire the billing information of the merchant by scanning the 2-dimensional
code (or other encoding codes) with their mobile device. Since there is no linkage or
connection between the merchant system and the user’s mobile device therefore, hacker
attacks such as Trojan horse and virus cannot be realized in the transmission of payment
transaction information, which further ensures the security and tamper-resistance of the

payment transaction information.

Fourth, the secret key system between merchant’s system and the backend system differs from
the secret key system between user’s system and the backend system, which further increases
the difficulty of hacking, while at the same time ensuring it is easier for the management of
the backend system. Identity theft is prevented where the merchant cannot pay as a user, and

the user cannot pay as a merchant, either.

Fifth, the whole payment process only needs a mobile device and financial IC card, and
payment can be completed in a complete shopping process, similar to the process of offline
shopping where payment is made via the swiping of a financial IC card. This is different from
traditional online shopping, where user needs to register and open the account on the internet
bank or mobile bank, register and open a third party’s payment account (such as Ali-pay
account), and transfer to the internet bank interface from the shopping interface for paying,
then return back to the shopping interface after paying, to finally complete the whole payment
process. Therefore, on the one hand, this invention can avoid a hacker’s attack on the bank
transferring by taking advantage of bank payment; on the other hand, it can make the online

payment as secure, easy and convenient as the offline payment.

It is to be understood that the above embodiments have been provided only by way of
exemplification of this invention, and that further modifications and improvements thereto, as
would be apparent to persons skilled in the relevant art, are deemed to fall within the broad
scope and ambit of the present invention described herein. It is further to be understood that

features from one or more of the described embodiments may be combined to form further
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embodiments.
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WE CLAIM

1.

A system for secure online payment comprising:

(a) a payer transaction processing unit;

(b) a payee transaction processing unit; and

(c) a payment transaction data management unit, the payment transaction data

management unit connectable to a transaction clearing unit,

wherein the payer transaction processing unit, the payee transaction processing unit and
the payment transaction data management unit interconnect via a first communications
means for sending and receiving payment transaction information that is encrypted, and
wherein a first portion of the payment transaction information is communicated from the
payee transaction processing unit to the payer transaction processing unit and to the
payment transaction data management unit through a first communications channel, and a
second portion of the payment transaction information and the first portion of the
payment transaction information are communicated from the payer transaction processing
unit to the payment transaction data management unit through a second communications
channel for verification and processing of the transaction payment information enabling

secure payment online.

The system according to claim 1, wherein the first communications channel comprises
means for encrypting the first portion of the payment transaction information and sending
the encrypted information to the payer transaction processing unit and to the payment
transaction data management unit; means for receiving the encrypted information by the
payer transaction processing unit and decrypting the encrypted information; and means
for receiving the encrypted information by the payment transaction data management unit

and decrypting the encrypted information.

The system according to claim 1 or 2, wherein the second communications channel
comprises means for encrypting the second portion of the payment transaction
information and encrypting the first portion of the payment transaction information, and

sending the encrypted first and second portions of the payment transaction information to
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the payment transaction data management unit; and means for receiving the encrypted
information by the payment transaction data management unit and decrypting the

encrypted information.

4. The system according to any of the preceding claims, wherein the payee transaction
processing unit comprises a processor having a payee transaction processing module

which is connectable to the payment transaction data management unit.

5. The system according to any of the preceding claims, wherein the payer transaction
processing unit comprises a communications device having a payer transaction
processing module which is connectable to the payment transaction data management
unit via the communication means and is connectable to an integrated circuit (IC) card

via a second communications means.

6. The system according to claim 5, wherein the second communications means is a wireless

communication means.

7. The system according to claim 6, wherein the wireless communications means is in the

form of near field communication (NFC).

8. The system according to any of the preceding claims, wherein the payment transaction
data management unit comprises a data management module, an information database
module, a payer interface module for connecting to the payer transaction processing unit,
a payee interface module for connecting to the payee transaction processing unit, and a
transaction clearing interface module for connecting to the transaction clearing unit,
wherein the data management module is in communication with the information database
module, the payee and payer interface modules and the transaction clearing interface

module.

9. The system according to claim §, wherein the data management module generates at least

one secret key for encryption and decryption.
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10.

11.

12.

13.

14.

15.

16.

17.

The system according to claim 8 or 9, wherein the information database module is

operable to record information relating to a payee, a payer and a financial clearing body.

The system according to claim 10, wherein the information relating to the payee

comprises business registration information, bank information and account information.

The system according to claim 10, wherein the information relating to the payer
comprises name of the payer, identification number of the payer, telephone number of the

payer and e-mail address of the payer.

The system according to claim 10, wherein the information relating to the financial
clearing body comprises registration number of the body, name of the body and the

predetermined security certification information of the financial clearing body.

The system according to any of claims 8 to 13, wherein each of the payer interface
module, the payee interface module and the transaction clearing interface module is an

application programme interface (API).

The system according to claims 2 and 5, wherein the means for encrypting the first
portion of the payment transaction information and sending the encrypted information to
the payer transaction processing unit and to the payment transaction data management

unit is the payee transaction processing module.

The system according to claims 2 and 4, wherein the means for receiving the encrypted
first portion of the payment transaction information by the payer transaction processing

unit and decrypting the encrypted information is the payer transaction processing module.

The system according to claims 2 and 8, wherein the means for receiving the encrypted
first portion of the payment transaction information by the payment transaction data
management unit and decrypting the encrypted information is the data management

module.
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18.

19.

20.

21.

22.

23.

24.

The system according to claims 3 and 5, wherein the means for encrypting the second
portion of the payment transaction information and encrypting the first portion of the
payment transaction information, and sending the encrypted first and second portions of
the payment transaction information to the payment transaction data management unit is

the payer transaction processing module.

The system according to claims 3 and 8, wherein the means for receiving the encrypted
first and second portions of the payment transaction information by the payment
transaction data management unit and decrypting the encrypted information is the data

management module.

The system according to any preceding claim, wherein the payment transaction
information is encrypted and is decrypted based on a symmetric or an asymmetric

algorithm.

The system according to any of the preceding claims, wherein the payment transaction
information comprises transaction certification information, payee information and

information on the payment amount.

The system according to claim 21, wherein the transaction certification information
comprises at least one of an identification number, an electronic signature and a dynamic

code.

The system according to any of the preceding claims, wherein the first communication
means is one of the Internet, an intranet, a dedicated network and any network suitable
for interconnecting the payer transaction processing unit, the payee transaction processing

unit and the payment transaction data management unit.

A payment transaction data management unit for use in a system for secure online

payment wherein upon receiving a first encrypted information comprising a first portion
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25.

26.

27.

28.

29.

of a payment transaction information from a payee transaction processing module of a
payee transaction processing unit, the encrypted information is decrypted at a data
management module; the data management module further receives a second encrypted
information comprising a second portion of the payment transaction information from a
payer transaction processing module of a payer transaction processing unit where the
second encrypted information is decrypted; the first and second portions of the payment
transaction information is verified and encrypted at the data management module for
sending to a transaction clearing interface of a transaction clearing unit in a prescribed
format; receiving a transaction result to the data management module from the
transaction clearing interface, converting the transaction result into a prescribed format
and sending the converted transaction result to the payer transaction processing module

and the payee transaction processing module.

The payment transaction data management unit according to claim 24, wherein the
payment transaction information is encrypted and is decrypted based on a symmetric or

an asymmetric algorithm.

The payment transaction data management unit according to claim 24 or 25, wherein the
first portion of the payment transaction information comprises information on payment

amount and payee information.

The payment transaction data management unit according to claim 26, wherein the payee
information comprises business registration information, bank information and account

information.

The payment transaction data management unit according to any of claims 24 to 27,
wherein the payment transaction information comprises transaction certification

information, payee information and information on the payment amount.

The payment transaction data management unit according to claim 28, wherein the
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transaction certification information comprises at least one of an identification number,

an electronic signature and a dynamic code.

30. A method for secure online payment comprising:

(a) generating a first portion of the payment transaction information by a payee
transaction processing module of a payee transaction processing unit, encrypting
the first portion of the payment transaction information, and sending the
encrypted information to a data management module of a payment transaction
data management unit and to a payer transaction processing module of a payer
transaction processing unit;

(b) receiving and decrypting the first portion of the payment transaction information
by the payer transaction processing module and by the data management module;

(c) obtaining a second portion of the payment transaction information by placing an
integrated circuit (IC) card adjacent to or at a predetermined distance to a
communications device of the payer transaction processing unit and inputting a
password into the communications device;

(d) encrypting the second portion of the payment transaction information and the first
portion of the payment transaction information by the payer transaction
processing module and sending the encrypted first and second portions of the
payment transaction information to a data management module of a payment
transaction data management unit;

(e) receiving and decrypting the first and second portions of the payment transaction
information by the data management module;

(f) verifying the first and second portions of the payment transaction information and
by the data management module; and

(g) converting the first and second portions of the payment transaction information by
the data management module into a standard format for sending to a financial

clearing unit.

31. The method according to claim 30, wherein in the step (d), the method further comprises
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32.

33.

34.

35.

36.

37.

38.

inputting a password or signing for verification of the first portion of the payment
transaction information prior to encrypting the first portion of the payment transaction
information and sending the encrypted first portion of the payment transaction

information to the data management module.

The method according to claim 30 or 31, wherein encryption and decryption of the

payment transaction information is based on a symmetric or an asymmetric algorithm.

The method according to any of claims 30 to 32, wherein the method further comprises
generating at least one secret key for encryption and decryption by the data management

module.

The method according to any of claims 30 to 33, wherein prior to the step (a), the method
further comprises initialising the payee and the payer transaction processing modules by

the data management module.

The method according to any of claims 31 to 34, wherein the first portion of the
transaction information comprises information on payment amount and payee

information.

The method according to claim 35, wherein the payee information comprises business

registration information, bank information and account information.

The method according to any of claims 31 to 36, wherein the payment transaction
information comprises transaction certification information, payee information and

information on the payment amount.

The method according to claim 37, wherein the transaction certification information
comprises at least one of an identification number, an electronic signature and a dynamic

code.
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39. A system for secure online payment substantially as described herein with references to

the accompanying drawings.

40. A payment transaction data management unit substantially as described herein with

references to the accompanying drawings.

41. A method for secure online payment substantially as described herein with references to

the accompanying drawings.
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Box No. II

Observations where certain claims were found unsearchable (Continuation of item 2 of first sheet)

This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following

reasons:

L[

» [X]

. [

Claims Nos.:

because they relate to subject matter not required to be searched by this Authority, namely:

the subject matter listed in Rule 39 on which, under Article 17(2)(a)(i), an international search is not required to be
carried out, including

Claims Nos.: 39-41

because they relate to parts of the international application that do not comply with the prescribed requirements to such
an extent that no meaningful international search can be carried out, specifically:

See Supplemental Box

Claims Nos:

because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a)

Box No. III  Observations where unity of invention is lacking (Continuation of item 3 of first sheet)

This International Searching Authority found multiple inventions in this international application, as follows:

Lo
2 []
3.0 [ ]

. O

Remark on Protest

As all required additional search fees were timely paid by the applicant, this international search report covers all
searchable claims.

As all searchable claims could be searched without effort justifying additional fees, this Authority did not invite
payment of additional fees.

As only some of the required additional search fees were timely paid by the applicant, this international search report
covers only those claims for which fees were paid, specifically claims Nos.:

No required additional search fees were timely paid by the applicant. Consequently, this international search report is
restricted to the invention first mentioned in the claims; it is covered by claims Nos.:

The additional search fees were accompanied by the applicant's protest and, where applicable,
the payment of a protest fee.

The additional search fees were accompanied by the applicant’s protest but the applicable
protest tee was not paid within the time limit specified in the invitation.

No protest accompanied the payment of additional search fees.
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Continuation of Box II
The claims do not comply with Rule 6.2(a) because they rely on references to the description and/or drawings.
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