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BI-DIRECTIONAL COMMUNICATION SYSTEM FOR LOGISTIC TRACKING

Field of the Invention

[0001] The present invention relates generally 10 methods of logistic management using
bi-directional wireless communication system, and more particularly, 1o methods of monitoring
the location of inventories based on active RFID technology with reduced power consumption in
RFID tags and handshaking communication protocol.

Background 1o the invention

[0002] Traditional logistics tracking systems based on RFID technology may be
implemented by either active RFID tags or passive RFID tags. Known active RFID tags possess
their own power source and transmitter enabling the tag to broadeast #s signal. Performance
capabiliies include longer read ranges and grealer memory capacities when compared 1o
passive RFID tags. However, in order 1o achieve a significant read range and larger memory,
these performance capabilities generate a grealer demand for power. Typically, active RFID tags
are powerad by a long life baltery that will last for a few years, but will eventually require
replacing.

[0003] Two different types of active RFID tags are well known — transponders and
beacons. An active RFID transponder only communicates when in the immediate presence of a
readers interrcgating signal, thus conserving batiery life when the tag is out of range of the
reader. Active RFID transponders are commonly used in secure access control and in toll booth
payment systems.

[G004] Active RFID tags purposed as beacons pericdically transmits theilr identifving
information at user defined intervals and RFID reader aniennas will read and determine the tag's
location with the help of back-end software. This type of active RFID tag is frequently used in
real-time location systems (RTLS) commonly found in outdoor shipping vards and throughout
supply chains. Some active RFID tags have a read range capable of reaching 100meters in ideal
outdoor environments.

[0005] All these additional features translate to increased costs for the customer. The
prices ¢of aclive RFID tags dapend on the tag's ability to withstand harsh conditions and other key
functional features of the tag.

[0008] Bluetooth Low Energy (BLE) technology is one of the known wireless systems
suitable for active RFID applications. iBeacon is a protocol developed by Apple based on BLE
and varicus vendors have since made iBeacon-compatible hardware fransmitters - typically
called beacons - a class of BLE devices thal broadeast their identifiers to nearby portable
electronic devices. The iBeacon technology enables smariphones, tablets and other devices 1o
perform actions when in close proximity {0 an iBeacon tag. Upon detecting the iBeacon tag, the
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mobile phone activates relevant mobile app based on its contextual search utilizing received
iBeacon information and location information. In this example, different iBeacon 1ags can activate
different mobile apps for providing promotional or campaign information to the mobile phone
user.

[0007] iBeacon uses BLE proximity sensing to broadcast a universally unique identifier
which will be picked up by a reader with compatible app or operating system. The identifier and
data sent with it can be used to determine the device's physical location, track customers, or
trigger a location-based action on the device such as a check-in on social media app or a push
noftification.

[0008] However, iBeacon utilizing BLE does have its obstacles o overcome if it is 10 be
used for active RFID application. The current limitations of iBeacon approach for active RFID
applications are:

100091 1. The BLE standard offers 40 frequency channels. Among which only three
broadcast channels (37, 38, and 39) can be used for iBeacon applications. This works out {o a
maximum possible timesiot availability of 400 (based on iBeacon broadcast interval of 100ms
and advertising packst duration of approximately 0.75msec, ie. (100/0.753 broadcast
channels} assuming no collision. For active RFID application with potentially a few thousands
active RFID tags o be read by the tag readsr, the iBeacon approach for BLE is not workable as
the probability of collision increases with increased number of iBeacon tags.

[0010] 2. The iBeacon appreach broadcasts continuously whether the tag reader is
present or not. This is a waste of baltery life and will increase the rate of active RFID iag
replacement cycle which will in turn increase the cost of use. Moreover, the broadcast approach
prevents application of RFID on board aeroplanes under FAA rules which resiricts equipment RF
transmission on aeroplanes in flight.

[C011] 3. iBeacon approach does not have reliable data handshake between {ag and
reader. The tag using iBeacon approach does not know whether the tag reader has successiully
acquired its dala as there is no acknowledgment sent by the reader to the tag. Hence, the tag
has to periodically broadcast its data continuously.

(00127 4. iBeacon approach is not data secure as any BLE device can sniff and listen to
the data broadcast by the tag.

[0013] There is therefore a need in the art to utilize BLE technology in an enhanced
manner for active RFID application so as to gain from its low cost and low power consumption
benefits and vel able {0 overcome the limitation of the traditional iBeacon approach.

[0014] In addition, it would be preferable if the tag reader is able to read unlimited
number of tags within iis range. H would also be preferable it the tag reader can quickly and
refiably retrieve the identification payload from the tag. 1t would further be preferable o extend
the battery life of the tag to last for many years.

[0015] The present invention seeks to meet these needs.

V]
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Summary of the Invention

[0016] The invention is characterized in what is said in the characterizing parts of the
independent claims. The other embodimenis of the invention are illustrated in independent
claims.

[0017] According to a first aspect of the present invention, there is provided a mathod of
operating a bi-directional comymnunication system between a piurality of communication devices,
which comprise at least one communication controller and a plurglity of nodes including a first
node. The method includes periodically broadcasting a heacon signal from said communication
controller at a broadcast interval via a channel of a first host. The beacon signal contains a first
address of the communication controller. The method further includes periodically scanning the
beacon signal on the first host by the first node. Upon detecting of the beacon signal by the first
node, the first node fransmits an identification payvicad to the communication controller. Upon
receipt of the identification payload by the communication controller, an acknowledgement signal
is transmitied to the first node.

[0018] According to an advantageous embodiment, the acknowledgement signal further
contains command instructing at least one subseguent action 1o be taken by the first node.
Advantageously, in one subsequent aclion, the first node enters sleep mode for a specified
duration. Advantageously, in one subsequent action, the first node is turned off.

[CC19] According to an advantageous embaodiment, the first node enters sleep mode fora
first sleep duration after receiving the acknowledgement signal.

[G020] According to an advantageous embaodiment, the first node enters sleep mode fora
second sleep duration if the acknowledgement signal is not received for a predetermined period
of time afler transmitling the identification payioad. Advantageously, the first sleep duration is
tonger than the second sleep duration.

[G021] According to an advantagecus embodiment, the communication controller
pariodically broadcasts the beacon signal al multiple time slols via alternative channels at
differemnt broadcast frequencies of the first host at the same broadcast interval.

[0022] According to an advantageous embodiment, the communication controller
periodically broadcasis at least a further beacon signal containing at least one ghernative
address of the communication controller on a channel of a second host at the same broadcast
interval. The respective broadcast frequencies of the same channel in different hosis are the
same. According to a further advaniageous embodimeni, the communication controller contains
at lsast 2 hosts, each host periodically broadcasis 3 beacon signals; the hosts contain different
addresses of the communication conirolier; and the respective broadcast freguencies of the
sarme channs! in different hosts are the same.

[0023] According to an advaniagecus embodiment, the communication controfler
contains 8 hosts and the timeslols utilized by the communication controller for broadeasting the
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beacon signals at the 8 hosts amount 1o 30% or less of the broadeast interval for that broadcast
channel.

00247 According to an advantageous embodiment, a beacon signal within a broadcast
period of the first host is followed immediately by a beacon signal of the same broadcast
frequency within a broadcast period of the second host.

00251 According to an advantageous embodiment, a beacon signal of the first hostand a
beacon signal of the same broadcast frequency of the second host are separated by a
predetermined period of ime.

[0026] According o an advantageous embodiment, the communication controller
contains 16 hosis. The timeslois utilized by the communication conirolier for broadcasting the
beacon signals at the 16 hosts amount to 60% or less of the broadcast interval for that broadcast
channel.

00271 According to an advantageous embodiment, the first node upon detecting of the
beacon signal, only transmits the identification payload to the communication controller after
checking that a beacon signal is present on the same channel al the next broadcast interval.

[0028] According to an advantageous embodiment, the first node connecls immediately
to the address of the communication controller as contained in the received beacon signal if the
signal strength of the received beacon signal is low, or otherwise, connecis fo aliernaiive
addresses of the communication controller.

[G029] According to an advantageous embodiment, the communication controller is a tag
reader and the plurality of nodes are tags. Advantageously, the two-way communication system
is a Bluetooth low energy system. Advaniageously, the beacon signal is configured as limited
discoverable mode.

[G030] According 10 a second aspect of the present invention, there is provided a bi-
directionai communication sysiem for logistic tracking. The communication system includes at
least one communication controller and a plurality of nodes, including a first node. The
communication controlier pericdically broadcasts a beacon signal from the communication
controller at g broadceast interval via a channel of a first host. The beacon signal contains a first
address of the communication controller.  The first node periodically scans the beacon signal on
the first host. The first node transmits an identification payload from the first node to the
communication controller upon detscting of the beacon signal. The communication controlier
transmits an acknowledgement signal 1o the first node upon receipt of the identification pavicad.

[G031] According to a2 third aspect of the present inveniion, there is provided a bi-
directional communication system for logistic tracking, including at least one comwnunication
controller; and a plurality of nodes associated with inventories and including a first node; wherein
the communication controller periodically broadcasis a beacon signal from the communication
controller at a broadeast interval via a channel of the first host, the beacon signal containing a
first address of the communication controller; wherein the first node periodically scans the
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beacon signal on the first host; wherein the first node transmits an identification payload from the
first node 1o the communication controlier upon detecting of the beacon signal; and wherein the
communication controlier ransmits an acknowledgement signal 10 the first node upon receipt of
the identification payload.

[0032] Advantageously, the bi-directional communication system for logistic tracking
further comprises a iooal server for collecting and recording the presence information of the
plurality of nodes from the communication controller.

[0033] Advantageously, the bi-directional communication system for logistic tracking
further comprises a remote server for collecling and recording the presence information of the
plurality of nodes from the communication controlier.

[0034] According to a fourth aspect of the present invention, there is provided a data
network for logistic tracking comprising: at least one communication controller; and a plurality of
nodes associaled with inventories and including a first node; wherein the communication
controller periodically broadeasts a beacon signal from the communication controller at a
broadcast interval via a channel of a first hosi, the beacon signal containing a first address of the
communication controller; wherein the first node periodically scans the beacon signal on the first
host, whersin the first node transmits an identification payload from the first node 1o the
communication controlier upon detecting of the beacon signal; and wherein the communication
controdler transmits an acknowledgement signatl to the first node upon receipt of the identification
payioad.

16035] According to a fifth aspect of the present invention, there is provided a
communication controller in a data network, the data network further including a plurality of
nodes including a first node, the communication controller comprising: a processor; a memory
providing code o the processor; and an interface contralled by the processor o) periodically
broadcast a beacon signal at a broadcast interval via a first host, the beacon signal containing a
first address of the communication controlier; transmit an acknowledgement signal 1o the first
node upon receipt of an identification payioad from the first node.

0036] According to a sixth aspect of the present invention, there is provided a first node
in a data network, the data network further including a communication controlier and a plurality of
nodes including the first node, the first node comprising: a processor; A memory providing code
o the processor; and an interface controlled by the processor to: periodically scan a beacon
signal broadcast by the communication controller on a first host; and transmil an identification
pavioad 1o the communication controller upon detecting of the beacon signal, wherein the first
node enters sleep mode for a first sleep duration after receiving the acknowledgement signal;
wherein the first node enters sleep mode for a second sleep duration i the acknowledgement
signal is not received for a predetermined period of time after ransmitling the identification
payload.

193]
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Brief Description of the Drawings

[0037] Specific embodiments of the invention will now be described in conjunction with
the accompanying drawings, of which:

[C038] Figure 1 is a diagram of a syslem in accordance with an embodiment of the
invention,

[G039] Figure 2 is a block diagram of a tag reader in accordance with an embodiment of
the invention;

00407 Figure 3 is a block diagram of a fag in accordance with an embodiment of the
invention;

[0041] Figure 4 is a message flow sequence belween a tag reader and a taq, according
to an embodiment of the invention;

[3042] Figure 5a is a signal diagram illustraling the broadcast beacon duration and
interval of 3 tag reader with multiple hosts, according to an embodiment of the invention;

[0043] Figure 5b is a signal diagram illustrating the broadeast beacon duration and
interval of a tag reader with multiple hosts, according to an alternative embodiment of the
invention;

[0044] Figure 6 is a signal diagram illustrating the scan windows of tags during scan
phase for detecting broadcast advertising beacons, according fo an embodiment of the invention;

[G045] Figure 7 is a timeling Hlustraling the wake up cycle takan by a tag in scan phass,
according to an embodiment of the invention;

[0048] Figure 8 is a flow chart illustrating steps taken by a tag in connection phase,
according to an embodiment of the invention; and

100471 Figure 9 is a diagram llustrating the application of the logistic system, according to

an embodiment of the invention.

Detailed Descrintion of Specific Embodimenis

10048] The present invention seeks 1o provide improved methods of logistic fracking.
Whilst various embodiments of the invention are described below, the invention is not limited 1o
these embodiments, and variations of these embodiments may well fall within the scope of the
invention which is to be limited only by the appended claims.

[0049] The present invention can be applied in connection with any wireless
communication systems, such as the Blueiooth low-energy (BLE), Bluetooth, ANT, ANT+,
ZigBee, Wi-Fi, and the near-field communications (NFC) standard, efc.

100501 According 1o an embodiment of the invention, the BLE technology is used in an
enhanced manner for active RFID application so as to gain from its low cost and low power
consumption benefils and yet able {0 overcome the limitation of the raditional iBeacon approach.

(@2}
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[0051] Standard Bluetooth Low Energy application for reading broadcast information
utilizes iBeacon approach 1o broadceast information to smartphones, tablet and other devices.
However, Blustooth Low Energy standard only allows 3 broadcast channels. For active RFID
application, iBeacon approach cannot be used as the maximum possible timeslot for broadcastis
400 {based on iBeacon broadcast interval of 100msec and transmit duration of 0.75msec of
iBeacon packet}. Although theorstically the maximum possible broadceast timeslot availability is
400, due 1o channel collision when there a significant number of tags {e.g. Thousands) within
range, the success rate of broadcast beacon that are not corrupted due to collision can be
graatly reducesd. Besides this, iBeacon approach is unrsliable as there is no acknowledgement of
daia receipt. Furthermore, as iBsacon method continuously broadcast, the batltery life of the tag
cannot be optimized and the collision problem will persists as long as large number of tags are
grouped together. Moreover, the broadcast approach prevents application of RFID on board
asroplanes under FAA rules which restricts equipment RF transmission on gereplanes in flight.

I0052] Figure 1 Hlustrates a logistic tracking system 100 in accordance with an
embodiment of the invention. The logistic tracking system 100 includes a communication
controller, such as a tag reader 110, and a plurality of nodes, such as tags 120, 121, 122, efc.
The tags 120, 121, and 122 are self-powered and pericdically wake up from sleep mode 1o chack
the prasence of the fag reader 110in order ip establish wireless communication and ransmit
identification data to the tag reader 110. The tag reader 100 may record identification data
received from the tags 120, 121, and 122 and send the data over a network (not shown) to other
readers or central monitoring stations. The data may be used to monitor the location of the
objects associaled with the tags 120, 121, and 122. The data may also be used to generate
messages indicating location information of the objects. The data transmission between the
tagst20, 121, 122and the tag reader 110 is caried out in a reliable and secure manner.
According 1o an emibodiment of the invention, the BLE topology is ulilized to support reading a
large number of 1ags in a confined space of typical radius of up to 50 meters of the tag reader
110.

10053] Figure 2 Hlustrates the hardware block diagram of a tag reader 200 in accordance
with an embodiment of the invention. The fag reader 200 comprises a processor 210 with an
operating system and control software that communicates with a BLE beacon communicator 220
for establishing wireless communication with the tags (not shown), a cellular data dongle 230 and
WLAN module 240.

[0054] Figure 3 illustrates the hardware block diagram of a tag 300 in accordance with an
embodiment of the invention. The tag 300 includes a controlier 310 that communicates with a
BLE communicator 320. Through the BLE communicalor 320, the tag 300 is able o establish
wireless communication with the tag reader (not shown) so as 1o scan for beacon signals,
transmit identification signal, receive acknowledgement signal and commands, etc.  The

controller 310 controls the operation of the tag 300 under different modes, such as the scan
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mode, connection mode and sleep mode. The function of the controller 310 can be implemented
by hardware logic or by software executed by a processor.

[G055] Figure 4 shows a massage flow sequence between a tag reader 410 and a tag
420 according to an embodiment of the invention. The tag reader 410 becomes the broadcaster
of the beacon signal 401 which is fransmitted on the advertising channels of a BLE host. As
defined by the BLE standard, one BLE host containg three advertising channels, L.e.: channels
37, 38 and 39.1f the broadcast inferval is set as 20 ms, a maxdmum of three beacon signals can
be transmitied every 20 ms which means a total of 150 beacons are broadcast every second per
BLE host. The advertising protocol and advertising state timing are explained in more detail in
Blustooth specification v4.0 Volume 6 section 4.4.2.0n the other side, the tag 420 wakes up
pariodically at a scan interval 1o check for the presence of the beacon signal 401 from the tag
reader 410.The scan interval (wake up time) depends on how fast the tag 420 has 10 be detected
by the tag reader 410 and battery life expectation of the tag 420.

[0056] Once the beacon signal is detected by the tag 420, the tag 420 will initiate &
connection 1o the tag reader 410 and send its identification payload 402 1o the tag reader 410. To
acknowledge the receipt of identification pavicad by the iag reader 410, an acknowledgement
packet 403 is transmitted from the iag reader 410 {0 the originating tag 420 to confirm receipt.
The channel configuration for the adverlising process and connaction setup process will be
further described below.

00571 According to an embodiment of the invention, the BLE channels 37/38/38 are
assigned for hoth broadcast and connection setup purpose. Specifically, the BLE Limited
Discoverable Mode is used by setling the "limited flag” on the conneclable packeis, 50 that
channels 37/38/3%8 can operate at both the broadeast phase and the connection setup phase. The
Limited Discoverable Mode on GAP layer is discussed in more detail in Bluetooth specification
v4.0 Volume 3 Section 8.2.3.

[0058] In the broadcast phase, channels 37/38/39 are configured as broadcast channels
and only downlink comimunication is allowed. Tag reader 410 advertises connectable packets on
channels 37/38/39. During connection setup phase, channels 37/38/39 are configured to support
bi-directional communication.

[0052] On the iag side, limited discovery process is used to find any tag reader 410
nearby under Limited Discoverable Mode. When lag reader 410 is found, tag 420 will try to
connact o . The connection setup process is performed via the thres advertising channels
37/38/39 according 0 the BLE standard. After the connection process is completed, tag readsr
410 and tag 420 will exchange data {e.g.. identification payload) on one of the 37 data channels
{0 — 36) available as defined by BLE standard. The connection setup process is explained in
more detall in Bluetooth specification v4.0 Volume 6 section 4.4.4 (Initiating state & connection
state).
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[0060] After connection setup, all data transfer {(e.g.: identification payloadion the data
channals (0 — 38) will be built basad on GATT profile gver L2ZCAPR link. The link may be encrypted
to provide security. The communication protocol after connection setup is explained in more
detail in Blugtooth specification v4.0 Volume 3 Part F on Attribute Protocol (ATT) and Part G on
Generic Attribute Profile (GATT).

[0061] According o an alternative embodiment of the invention, the acknowledgement
packet 403 may further contain a control byte which allows the tag reader to instruct the
subsequent actions 10 be executed by the tag 420. For example, in order to oplimize the tag
power consumption, the contral byle may specify a predetermined sleep duration before the tag
420 wakes up 0 detect for broadcast beacons again. In another example, the control byte may
specify the tag 1o power off.

[0062] According 1o an embodiment of the invention, the fag reader may be powered
from the AC mains, in which case power consumption consideration is less important. Figure
Sais a signal diagram illustrating the broadcast beacon duration and interval of a tag reader with
multiple hosts 510, 520, elc., according to an embodiment of the invention. The BLE beacon
communicator in the tag reader consists of a bank of 8 independent BLE host modules with 3
LSE bits of its Bluetooth address fixed from 0 — 7 {see Fig. 1 and 2). Each BLE host moduie
{2.q.. 510) will independenily broadcast a unique Beacon D {s.g.: 511} at the shortest interval of
20 ms as defined by BLE standard. The same adveriising channels of different hosis have the
same frequency, e.q.; channel 37 of the first host 510 has the same frequency as channel 37 of
the second host 520. Beacons of different hosts on the same advertising channel are preferably
non-overiapping in the time domain to avoid interference. Based on 3 beacons (511, 512, 513)
every 20 ms per BLE host, there are 150 beacons broadcast per BLE host per second. With 8
BLE hosts, there are 1,200 beacons broadcast per second by the tag reader. The chance for the
tag to successiully connect 1o one of the 8 BLE host channels available on the tag reader can
therefore be optimized. The ratio of the number of tag readers with 8 independent BLE hosts to
the number of tags to be scanned depends on the detection timing required for the maximum
number of tags presence around the tag reader.

(00631 According to an embodiment of the invention, the beacon packet duration is
approximalely 750 us and the broadeast interval is set as 20 ms, there is a maximum of 20/0.75
x 3 broadcast channels = 80 BLE broadcast timeslots that can be utilized theoretically. However,
due 1o possibility of collision among beacons utilizing the same timesiot, it is preferable to restrict
the number of tags within range. In the scenario where there is only one tag reader with 8 hosis,
it will utilize 8x3/80 = 30% broadcast timesiots for each broadcast channel. As the number of tag
readers within range is increased, it is advantageous to increase the broadcast interval duration
of the broadcast beacon to be longer than 20 ms to maintain 30% or less broadcast timeslot
utilization per broadcast channel in order to keep the probability of beacon collision reasonable
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tow, thereby achieving the optimal balance bebtween high tag read speed and low beacon
coilision rate.

[G064] According to an alternative embodiment of the invention, the broadcast timasiot
utilization can achieve as high as 60%per broadcast channel without significant beacon collision
issues by deploying a tag reader with 16 BLE hosts. The broadcast interval of each host is set to
be 20ms as the optimal configuration which can keep the probability of beacon collision
reasonable low, thereby achieving the optimal balance belween high tag read speed and low
beacon coilision rate.

[C065] For most typical use cases, it is sufficient 10 achieve reasonable read speed
performance by using a tag reader having 8 hosts, with the broadcast interval of sach host sel as
20ms to atiain 30% broadcast timeslot utilization per broadcast channel. On the other hand, 80%
broadcast timesiot utilization per broadcast channel based on 16 hosis are preferably
implemented for scenario where there is a need 1o achieve the fastest read speed for detecting a
significantly large number of fags.

[0066] According to one embodiment of the invention, the beacon sequences of a same
channel of different host module are related in the time domain such that the first beacon 511 on
channel 37 {at the first advertising frequency) within a broadcast period on a host moduie 510 is
foliowed immediately by the first beacon 514 on channel 37 {also at the same first advertising
frequency) within a broadcast period of a subsequent host module 520. In other words, beacons
of different hosts on the same advertising channel follow closely one after another.

[0067] Figure 5b is a signal diagram illustrating the broadeast beacon duration and
interval of a tag reader with multiple hosts 510, 520, etc., according to an alternative embodiment
of the invention. The beacon sequences of a same channel of different host module are related
in the time domain such that the first beacon 515 on channel 37 (at the first adveriising
frequency) on a host module 510 and the first beacon 516 on channel 37 {also at the same first
advertising frequency) on a subsequent host module 520 are separated by a predetermined
pariod of ime. In other words, beacons of different hosts on the same advertising channel are
separated by a predetermined time gap.

[0068] Figure 6 is a signal diagram illustrating the scan windows of tags during scan
phase for detecting broadcast advertising beacons, according to an embodiment of the invention.
The beacon delection speed is determined by the scan interval 610 and scan window 620
parameters of the fag. The setting of different scan window duration 620 changes the probability
of detecting the beacon by the tag. A longer scan window ensures that beacons are detected
earlier while a shorter scan window increases the chance of not detecting the beacon as it could
scan in a time window that the beacon is not present. On the other hand, longer scan window
has a huge impact on power consumplion since they relate to the amount of time the radio circuit
must be turned on. The scan interval 610 and scan window 820 parameters define how often and

for how long a scanner device such as a tag will listen o potential adverlising beacon packets.
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As with advertising interval, those values has a deep impact on power consumption, since they
directly relate to the amount of time the radio must be turned on.

(00691 One consideration in the system design is ¢ have power saving for Tag (low duty
cycle on RF activiies) because iag preferably uses small size batleries such as coin celi
batteries for convenient attachment to goods. The reader nevertheless can be connecled to
external power source because it can operate at a fixed location, so power consumption is not a
problem for the reader. For this reason, the reader can afford more powerful CPU and higher
duly cycle on RF activities. The fag’s scan interval 810 and scan window 620 are set o oplimize
its batlery life and meanwhile {0 leverage the tag reader’s aggressive advertising interval {fastest
at 20 ms}, thereby t0 increase the speed of tag detection.

[0070] According 1o an embodiment of the invention, one Beacon broadcast duration is
approximately 750 us. Broadeast advertising beacons for channel 37, 38 and 39 are sent
consecutively. The total broadcast duration for three beacons is approximately 750us x 3 = 2.25
ms. In order 1o optimize the battery life of the 1ag, the tag scan window may be setat 3 ms to
scan once per every 2-second wake up cycle (scan interval at 2 s). As 3 ms will cover the
duration of three broadcast advertising beacons, there is sufficient chance for the tag o detect
one of the broadcast beacon of one of the 8 BLE hosts of the tag reader.

[C071] There may be cases where the scan window duration of the tag may not coincide
with the broadcast advertising beacon timesiots. In such case, the tag will sleep and wake up
after 2 seconds to scan for broadeast beacon again. Based on 1ag reader's advertising broadoast
beacon duration of 20 ms per BLE host, 8 BLE host will occupy timeslot duration of 225 ms x 8=
18 ms. The probability of a tag with a scan window of 3 ms 1o detect the beacon of at lsast one of
the 8 BLE host of the tag reader is quite good especially when there are many tags within range
of the tag reader. Once the tag detects a broadcast beacon of the tag reader, it racognizas that
tag reader is present. The next step for the tag is to move from scan phase to connection phass,
which will be further described in Figure 8 below.

[CG72] Figure 7 is a timeline illustrating the wake up cycle taken by a 1ag in scan phase,
according to an embodiment of the invention. A tag needs to be able 1o detect the tag reader’s
beacon 1D in order 1o initiate connection with that particular BLE host of the tag reader. In step
701, the tag wakes up periodically to detect the presence of the beacon signal which contains the
beacon ID. If no beacon signal is detected, the tag proceeds to step 702 and o back to sleep
until the end of the scan interval. During scan phass, only the receiver circuit of tag 300 is turned
on for detecting the beacon ID whereas the transmitier of tag 300 is turned off. This is important
to ensure the tag conserves its battery life and at the same time opens up application of RFID tag
on board fiights. On board flights, tag 300 preferably will not detect beacon ID as there are no tag
readers present. In such case, the tag will be in sleep phase throughout the flight and will not
activate ils transmitler circuits 1o turn on for transmission of identification payicad. In an

alternative embodiment, where the tag may not have a sleep phase, it is configured 10 enter scan
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phase throughout the flight, with the transmilter circuits twurned off.  8Since tag 300 has ifs
transmitier circuit twrned off during flight, it complies with FAA regulation and can be used on
board flights. For oplimization of batlery iife of the tag, at least one of the following
methodologies may be depioyed.

(00731 According 1o an embodiment of the invention, the number of {ag readers (ratio of
readers to the number of tags that need 1o be read) can be increased to ensure that there are
enough BLE hosts for 1ags to gain access for uploading individual tag pavload to the tag reader.
The faster the tag delivers its payload, the faster it goes 10 slesp which preserves batiery life.
Having more BLE hosts {more iag readers) and less connection relries will improve tag's battery
flife.

[0074] According to an embuodiment of the invention, the tag reader has 8 hosts and the
broadcast beacon interval of the tag reader is preferably to be programmed with value set by
muliplyving 20 ms with number of tag readers deployed in order o maintgin 30% broadoast
timeslot utiization per broadcast channeh.

{00751 According to an allernative embodiment of the invention, the tag reader contains
16 hosts and the broadcast beacon interval of the tag reader is preferably to be programmed with
value sst by multiplying 20 ms with number of 1ag readers deployed in order to mainiain 60%
broadcast imesiot utilization per broadcast channel.

i0078] Setting longer broadcast inferval of the advertising packet could reduce the
possihility of beacon collision but in the meantime will also reduce the speed at which tags can
be found and connected. There needs 10 be a balance between the number of host channels
and advertising interval against the tag detection speed. According 10 an embodiment of the
invention, 20ms is chosen as the shortest broadcast advertising interval in order 1o get the fastest
possibie tag detection spead with reasonably low chance of beacon collision.

[0077] According 1o an alternative embodiment of the invention, the wake up timing for
the tag to scan for the fag reader’s beacon 1D can be adjusted to optimize the batlery life of the
tag. When using coin cell baiteries, the optimal value of wake up interval is 2 seconds to scan for
beacon ID. In step 703, the tag wake up from sleep mode and scan for beacon ID. When the tag
has discoverad the tag reader, it proceeds 10 step 704, sends the identification payload and enter
sieep mode. The wake up interval is programmed 1o be in multiple of minutes to allow other tags
more opportunity 1o connect with the tag reader. Upon expiry of the programmed sleep duration,
the tag wakes up and performs step 705 10 scan for broadeast beacon again.

[GO78] Figure 8 is a How chart Hlustrating steps taken by a tag in connection phass,
according to an embodiment of the invention. To establish a connection, in step 801 the tag first
starts to scan for the tag reader’s BLE host that it has detected the beacon. This additional scan
step is 1o ensure that before connection, the host is still available and not ocoupisd by other

devices making connection o it
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[0079] According 1o an embodiment of the invention, the scan window and scan interval
are both set to 30 ms and the iotal timeout is 890 ms to allow the tag o complete scanning ali
three broadcast channels (sleps 803 — 808) of that particular BLE host. Al the end of 80 ms
timeout, in step 810 the tag will repeal the process for the rest of the 8 BLE host of the tag reader
in a random manner. |f a beacon is successiully detected, the tag will proceed o step 809 to
send connection request 1o the BLE host, and subsequently complete payioad delivery o the tag
reader {step 812). If no beacon is successfully detected after trying all 8 hosis of the tag reader
{step 811), the tag will proceed o step 813 and go o sleep and wake up after 2 seconds to
detect for broadcast beacon again.

[0080] According to an embodiment of the invention, setting scan window and scan
interval to the same value will allow the BLE tag keep scanning on three advertising channels of
the same host. The advertiser (reader) and scanner (1ag) may not be on the same channel from
the beginning. That is why the setling of total timecut needs to consider three adverlising
channels imterval.  According fo BLE Specification, a random time shift is added to the
advertising packet start timing during each advertising cycie 50 as 1o avoid continuous collision of
adverlising packets bstween different hosts. According to an embodiment of the invention,
instead of saiting 20ms mulliplied by 3 as the total imeout, 30ms multiplied by 3 is used 1o cater
for the time shift. The scanning protocol and scanning state timing are explained in more detail
in Bluetooth specification v4.0 Volume 6 section 4.4.3.

[0081] According to an alternalive embodiment of the invention, the tag can be
programmable 1o sleep for an adjustable sleep interval or to enter turn off state via the control
byte in tag reader's acknowledgement packet When a lag has successfully delivered iis
identification payload to the tag reader, the tag reader will acknowledge receipt with a conirol
byte being sent io the tag. The control byte has parameters which either seis the wake up
interval of the tag or turn off the tag. By setling the longer wake up interval of the iag afier it has
delivered its identification payload will prevent it from competing with other tags o access the
BLE host of the tag reader. The value of tag wake up interval can be delermined by the tag
reader depending on its defined objectives. Typically, the wake up interval default value is at
feast 5 minutes. For better management of the tag batlery life, the {ag reader can also utilizes the
tag D to determine the travel transit timing when the tagged goods are leaving the warehouse
holding area and transporied by land, sea or air. The tag reader can use the celiular data
network or WiFi to query ils central server 1o determine its current location and what the
minimum fransit time of the tagged goods before it reaches iis next warehouse holding area
whereby tag readers will be present t0 sense the tagged goods. When the tagged goods has
reached its final destination, tag readers will turn off the tags so that they will not consume power
during on s return journey o the originatling tag assignment point. In the logistic supply chain, it
is estimated that only 15% of the time the {ag needs 10 be actively scanning for tag readers. By
controlling the sleep interval and power off sequence of the tag using the tag reader, the batiery
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life of the tags running on coin cell batteries can be stretched o 4 - 6 years before the need for
batiery or tag replacement. Hence, the running cost of an active RFID BLE tag system can be
very economical for real deployment.

[0082] Figure 9 is a diagram illustrating the application of the logistic system800,
according to an embodiment of the invention. Depending on the application of the active RFID
system, in one embodiment ¢f the invention, the tags 802 can be programmed 1o wake up at
same/longer interval or be turned off. In a further embodiment of the invention, the tag 902 can
be programmed to wake up continuously when the active RFID tracking system wishes 1o dstect
the holding time/movement of goods that it is tracking. As the 1ag readers801, 803 are connected
to a backend system 805 that is able 1o know the itinerary and schedule of the tagged goods, it
will be able o collect information like when the goods was detected for example in an airport
holding warshouse and when it was moved to the dispatched warehouse for shipping o ancther
fccation. Al the oulgoing cargo station, tag readers803 can program the tag 904 1o sleep for the
duration of the Hlight time or trucking destination so as to conserve the tag's battery life.

(00831 When the tagged goods have reached its destination, the tag reader at the arrival
cargo area can programme the tag o be turned off in order for the tag 1o save batlery life while
being transporied back 1o the goods assignment centre {0 be turned on again and assign to item
for tracking by the system.

[0084] According to an alternative embodiment of the invention, the beacon advertising
packet transmitted by the tag reader to the tag may further derive Received Signal Strength
Indicator {RSS1) with respect 1o the signal strength of a channel of the tag reader host of the
detected beacon signal.

[0085] In the scenario where there are thousands of tags surrounding the tag readers,
there will be competition for securing connection 1o the tag reader's 8 BLE hosts. When the tag
scans for the {ag reader’s beacon, it can acquire one Bluetooth address of that particular BLE
advertised channel and be able to deduce the rest of the BLE advertised channel by mapping the
Blustooth address accordingly. Together with the R38! data info available, the tag would know
whether this tag reader isfar ornear to it

[0088] More specifically, the tag reader’s RSS! value and Bluetooth LSB fixed addressing
can be used 1o enable the tag to execute random tag reader channel connection in order 1o have
efficient BLE channel utilization of the Tag reader’s 8 BLE hosts. When there are a great number
of tags surrounding the iag reader, the chances that many tags detecting the bsacon of a
particular BLE host becomes greater especially when some of the BLE hosts RF transmiiter is
stronger than other channels. In the event that many {ags attempt to connect to the same BLE
host, there is a likelihood that many of them will fall and attempt again. This will create channel
hogging and the many refries will consume battery life of the tags. To eliminate such “channel
hogging” behaviour, the tag will use the pre-assigned Biueiooth address of the tag readers (L8B
of BLE hosts fixed from 0 — 7) to deduce the 8 BLE hosis that are available based on the current
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Broadcast beacon’s Bluetooih address. Subseguently, the tag will also base on the detected
beacon’s RSS! value t¢ determine whether the tag reader is far or near to the tag.

[0087] Using RSS! and Blustooth address info of the detected beacon, the tag can
choose two schemes for securing connection with the {ag reader. if RSS! value is good, the
distance of tag to reader is close by. That means that the tag can randomly use anyone of the 8
Blustooth addresses of the tag reader 10 connect using random channel connection method 0
reduce channel hogging (tags trying 1o connect 1o the same host). In particular, the tag will first
use current detected BLE host {o connect with. If connection is unsuccessful, it will re-try using a
different BLE host based on random hashing again. This goes on uniil all 8 BLE host has been
attempted or the identification paylpad of the tag has been delivered to the tag reader. This
would prevent tags from competing with each other 10 secure the same channel connection and
increase the success rate of connecting to the tag reader.

[0088] On the other hand, if RSSI value of tag reader is not good, the other hosts may
not be reachable and the tag will only use the current detected BLE host 1o set up connection
and will not retry the rest of the 8 BLE host for connection. This will avoid wasting battery life
trying to connect 1o hosts that are not reachable.

[0089] Whilst the invention has been described in connection with various embodiments,
it is to be understood that the invention is not iimited to these embodiments, and that alierations,
modifications, and variations of these embodiments may be carried out by the skilled person
without departing from the scope of the invention. For example, the tag reader may be
implemented as software arranged to run on a handset or processor configured 1o execute the

software.
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CLAIMS

1. A method of operating a bi-directional communication system batween a plurality of
communication devices which comprise at least one comimunication controller (410) and a
plurality of nodes including a first node (420), the method comprising:

periodically broadcasting (401} a beacon signal(511) from said communication controller
{410} at a broadcast interval via a channel of a first host (510), said beacon signal (511)
containing a first address of said communication controller (4103;

periodically scanning said beacon signal (511} on said first host {810) by said first node
(420);

upon detecting of said beacon signal(511) by said first node (420), transmitting an
identification payload (402} from said first node (420) to said communication controller {(410}); and

upon receipt of said identification payload by said communication controller (410);
transmitting an acknowledgement signal (403) 1o said first node (420).

2. The method of operating a bi-directional communication system according to claim 1,
wherein said acknowledgement signal further contains command instructing at least one

subseguent action 1o be laken by said firsi node.

3. The method of operating a bi-directional communication system according to claim 2,
wherein said at least one subsequent action is said first node (420} entering sleep mode for a

specified duration.

4. The method of operating a bi-directional communication system according 0 claim 3,
wherain said at least one subsequent action is turming off said first node {420).

5. The method of operating a bi-directional communication system according to claim 1,
wherein said first node (420) enters sleep mode for g first sleep duration after receiving said
acknowledgement signal (704).

8. The method of operating a bi-directional communication system according 1o claim 5,
whergin said first node {(420) anters sleep mode for a second sleep duration (702) if said
acknowledgemeant signal is not received for a predetermined period of time afler ransmitting said
identification payioad.

7. The method of operating a bi-directional communication system according to claim 6,
wherein said first sleep duration is longer than said second sleep duration.
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8. The method of operating a bi-directional communication system according 1o claim 1,
whergin said communication controller (410} periodically broadeasts said beacon signal at
muitiple timaslots via alternative channsels{512, 513} al different broadcast frequencies of said
first host (510)at the same broadcast interval.

9. The method of operating a bi-directional communication system according to claim 1,
wherein said communication controller (410) periodically broadcasts at least a further beacon
signal containing at least one alternative address of said communication controlier (410) on a
channsl of a sscond host (520 at the sams broadcast interval, and wharsin the respeciive
broadeast frequencies of the same channal in different hosis {810, 520) are the same.

10. The method of operating a bi-directional communication system according to claim 9,
wherein said communication controller (410) contains af least 2 hosts{510, 520), sach host of
said hosts(510, 520)periodically broadcasts 3 beacon signals, and wherein said hosts (510, 520)
contain different addresses of said communication coniroller (410}, and wherein the respective
broadcast frequencies of the same channel in different hosts (510, 520) are the same.

11. The method of operating a bi-directional communication system according to claim 8 or
claim 9, wherein said communication controller (410) contains 8 hosts and the timeslots utilized
by said communication controller (410} for broadcasting said beacon signals at said 8 hosts
amount to 30% or less of the broadcast interval for the broadcast channel.

12. The method of operating a bi-directional communication system according to claim 8 or
claim 9, a beacon signal (511} within a broadcast period of said first host (510) is {followed
immediately by a beacon signal (514) of the same broadcast frequency within a broadceast period
of said second host {(520).

13. The method of operaling a bi-directional communication system according to claim 8 or
claim 9, wherein a beacon signal (515) of said first host (510} and a beacon signal {(516) of the
same broadcast frequency of said second host (520} are separated by a predetermined period of

fime. .

14, The method of operaling a bi-directional communication system according 1o claim 8 or
claim 9, wherein said communication controller (410} containg 186 hosis and, wherein the
timesiots utilized by said communication controller (410} for broadeasting said beacon signals at
said 16hosis amount to 60% or {ess of the broadcast interval for the broadcast channel.
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15. The method of operating a bi-directional communication system according 1o claim 1,
whergin said first node (420} upon detecting of said beacon signal (511), only transmits said
identification payioad (402) o said communication coniroller {410) after checking that a beacon
signal is present on the same channel at the next broadcast interval,

18. The method of operating a bi-directional communication system according to claim 9,
wherein said first node (420) connects immediately 1o the address of sald communication
controller as contained in the received beacon signal if the signal strength of the received beacon
signal {511) is low, or otherwise, connects io aliernative addresses of said communication

controiler.

17. The method of operating a bi-directional communication system according to any
preceding claim, wherein said communication controller is a tag reader and said plurality of

nodes are tags.

18. The method of operaling a bi-directional communication system according to any

preceding claim, wherein the two-way communication sysiem is Blugtooth low energy system.

19. The method of operating a bi-directional communication system according io claim 16,
wheregin said beacon signal (511} is configured as limited discoverable mode.

20. A bi-directional communication system for logistic tracking comprising:

at least one communication controller; and

a plurality of nedes including a first nods;

wherein said comwmunication coniroller pericdically broadcasts a beacon signal from said
comimunication controller at a broadcast interval via a channei of a first host, said beacon signal
comtaining a first address of said cormmunication controlier;

wherein said first node periodically scans said beacon signal on said first host;

wherein said first node transmits an identification pavioad from said first node to said
communication controller upon detecting of said beacon signal; and

wherein said communication controller transmits an acknowledgement signal to said first
node upon receipt of said identification payload.

21. The bi-directional communication system for logistic fracking according to claim 20, wherein
said communication controller contains 8 hosts respectively assigned with a different address,
and the timeslots uiilized by said communication controller for broadcasting said beacon signals
at said 8 hosts amount to 30% or less of the broadcast interval for the broadcast channel.

18
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22. The bi-directional communication system for logistic tracking according to claim 20, wherein
said communication coniroller contains 18 hosis respectively assigned with a different address,
and the timesiots utilized by said communication controller for broadcasting said beacon signals
at said 16hosts amount to 80% or less of the broadcast interval for the broadcast channel.

23. A bi-directional communication system for logistic tracking comprising:

at least one communication controlier; and

a plurality of nodes associated with inventories and including a first node;

wherein said comwmunication coniroller pericdically broadcasts a beacon signal from said
communication gontroller at a broadcast interval via a channel of a first host, said beacon signal
containing a first address of said communication controller;

wherein said first node periodically scans said beacon signal on said first host;

wherein said first node transmits an identification payload from said first node o said
communication controlier upon detecting of said beacon signal; and

wherein said communication controller transmits an acknowledgement signal to said first

node upon receipt of said identification payload.

24. The bi-directional communication system for logistic tracking according to claim 25,
further comprising a local server for collecting and recording the presence information of said

plurality of nodes from said cormmunication controlier.

25. The bi-directional communication system for logistic tracking according 1o claim 23,
further comprising a remote server for collecting and recording the presence information of said

plurality of nodes from said communication conirollier.

26. The bi-directional communication system for logistic tracking according to claim 23, wherein
said communication controller containg 8 hosts respectively assigned with a different address,
and the timeslots utifized by said communication controller for broadeasting said beacon signals

at said 8 hosts amount to 30% or less of the broadeast interval for the broadeast channel.

27. The bi-directional communication system for logistic tracking according to claim 23, wherein
said communication coniroller contains 18 hosis respectively assigned with a different address,
and the timesiots utilized by said communication controller for broadcasting said beacon signals
at said 16 hosts amount 1o 80% or less of the broadcast interval for the broadceast channel.

28. A data network for logistic fracking comprising:
at least one communication controller; and

a plurality of nodes associated with inventories and including a first node;
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wherein said communication controller periodically broadcasts a beacon signal from said
communication controller at a broadcast interval via a channei of a first host, said beacon signal
containing a first addrass of said communication controller;

wherein said first node periodically scans said beacon signal on said first host,

wherein said first node transmits an identification payload from said first node 1o said
communication controller upon detecting of said beacon signal; and

wherein said communication controller transmits an acknowledgement signal to said first

node upon receipt of said identification payload.

29. The data network for logistic tracking according to claim 28, wherein said communication
controller containg 8 hosts respectively assigned with a different address, and the timeslots
utilized by said communication controller for broadcasting said beacon signals at said 8 hosts
amount 1o 30% or less of the broadcast interval for the broadeast channel.

30. The data network for logistic tracking according to claim 28, wherein said communication
controller contains 16 hosis respeclively assigned with a different address, and the fimeslots
uttlized by said commnunication controller Tor broadeasting said beacon signals at said 16 hosts
amount 1o 60% or less of the broadcast interval for the broadcast channel.

31. A communication controller in a data network, said data network further including a
plurality of nodes including a first node, said communication controller comprising:
a processor,
a memory providing code 1o said processor; and
an interface controlled by said processor to;
pericdically broadcast a beacon signal at a broadeast interval via a first host, said
beacon signal containing a first address of said communication conirolier,
transmit an acknowledgement signal to said first node upon receipt of an
identification payload from said first nede.

32. The communication controller according to claim 31, wherein said communication controller
contains 8 hosts respectively assigned with a different address, and the timeslols utilized by said
communication controller for broadeasting said beacon signals at said 8 hosis amount to 30% or
less of the broadcast interval for the broadcast channel.

33. The communication controlier according to claim 31, wherein said communication controller
contains 16 hosis respectively assigned with a different address, and the fimeslots ufilized by
said communication controller for broadcasting said beacon signals at said 16 hosts amount 1o
60% or less of the broadcast interval for the broadcast channel.
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34. The communication conirolier in a data network according to claim 31,wherein said

communication conirolier is a lag reader.

35. A first node in a data network, said data network further including a communication
controller and a plurality of nodes including said first node, said first node comprising:
a Processor;
a memory providing code to said processor, and
an interface controlled by said processor o
pariodically scan a beacon signal broadeast by said communication controller on
a first host; and
transmit an identification payload 0 said communication controller upon detacting
of sald beacon signal;
wherein said first node enters slesp mode for a first sleep duration after recelving
acknowledgement signal;
wherein said first node enters sleep mode for a second sleep duralion i said
acknowledgemeant signal is not received for a predetermined period of time afler ransmitting said
identification payioad.

36. The first node in a data network according to claim 35, wherein said communication controlier
containg 8 hosts respectively assigned with a different address, and the timeslots utilized by said
communication controller for broadcasting said beacon signals at said 8 hosts amount to 30% or
tess of the broadcast interval for the broadcast channel.

37. The first node in a data network according (o claim 35, wherein said communication controller
contains 16 hosts respectively assigned with a different address, and the timesiots utilized by
said communication controller for broadcasting said beacon signals at said 16 hosts amount 1o
60% or less of the broadeast interval for the broadeast channsl.

38. The first node in a data network according to claim35, wherein said first node is a tag.
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