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(57) Abstract: Provided are a mutual authentication method and a communication system capable of performing authen-
tication within a short time. This mutual authentication method is used for a communication system including a first
communication device and a second communication device having a shared key, where the first communication device
and the second communication device each hold a first count value and a second count value representing the number of
communications. The first communication device generates a first encrypted value by encrypting the first count value with
the shared key, and transmits the first encrypted value and a first numerical value including at least a portion of the first
count value to the second communication device. When the second communication device receives the first encrypted
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value and the first numerical value, the second communication device decrypts the first encrypted value with the shared
key, determines whether there is a match between a first decrypted value obtained through the decryption and the first
numerical value, and, when there is a match, determines that the first communication device is authenticated if the first
decrypted value is equal to the second count value or is more advanced than the second count value.
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