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Description
FIELD OF THE INVENTION

[0001] The present invention relates to a system and a method for verifying a
communication device and a security communication device and in particular a system and a
method for verifying an RFID tag, and thus a product to which the tag is fixed, in the presence
of a security RFID tag.

[0002] The invention relates to a system and a method for verifying a communication device,
which may be used for verifying the genuineness of the communication device and/or a
product to which the communication device is fastened.

[0003] The battle against counterfeit goods is an ongoing battle which is fought on many
fronts. One such front is the prevention of such goods from entering different markets.
However, producers of counterfeit goods, such as sport shoes or bags, are getting very good at
copying such goods, which makes it very difficult for an officer at e.g. a port to spot such
counterfeits.

[0004] Technology of this kind may be seen in Mohd Faizal Mubarak et al.: "Mutual
Attestation Using TPM for Trusted RFID Protocol”, Network Applications, Protocols and Services
(NETAPPS), 2010 Second International Conference, IEEE, Piscataway, NJ, USA - ISBN: 978-1-
4244-8048-7; WO 2007/113464; and Juels A. - Association for Computing Machinery:
"Strengthening EPC Tags against Cloning", WISE, Proceedings of the 2005 ACM Workshop on
Wireless Security, Cologne, Germany, Sept. 2, 2005 - ISBN: 978-1-59593-142-9.

[0005] One manner of "marking” original goods is to provide built-in RFID-tags which may
then be scanned and used for identifying the product. However, as the products can be copied
or cloned, so can RFID tags. The present invention targets the problem of cloned tags.

[0006] The verification of a communication device is only made, if also the security
communication device is verifiable. Thus, different types of copying or cloning of the
communication devices or even the communication element may be prevented.

[0007] In a first aspect, the invention relates to a system for according to claim 1.

[0008] In this context, a communication device may be any type of device comprising a
storage and a transmitter for performing wireless communication. Typically, this device is an
RFID tag, such as is known from access control in office buildings and product marking in
warehouses, but also computers, PCs, media players, cell phones and the like have these
capabilities and may thus be used as communication devices or security communication
devices.

[0009] The communication may be one-way communication where the transmitter
constantly, intermittently or simply when operated outputs the first information or at least the
ID information. In more complex systems, the communication may be bi-directional so that
new information may be transmitted to, and stored in, the communication device. Also, the
communication device may be of a type having one or more memory locations "locked" by a
password, where the contents of these memory locations may only be accessed/transmitted,
when this password has been transmitted to the communication device which may then give
access to the contents of these memory locations, such as facilitate or allow the transmission
of such information and/or the storing of new information in those locations.

[0010] Preferably, wireless communication is used which can be performed over a distance
without requiring line-of-sight.

[0011] The advantage of using wireless transmission and/or communication is that the
communication may be carried out with communication devices provided in e.g. boxes or the
like without having to open these boxes. It is noted that the communication devices may then
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be attached to, such as provided inside, products, the verification of which may be linked to
the verification of the communication device.

[0012] Thus, the communication devices preferably are self powered either by an internal
power supply or by being able to receive or derive power from the surroundings, such as from
an interrogation signal provided to the communication devices. The latter is usual for simple
RFID tags used for e.g. product identification/tracking.

[0013] The storage may be any type of storage for information, such as a RAM, ROM, PROM,
EPROM, EEPROM, Flash, tape, card, hard disc or the like. Preferably, the storage is small both
in weight, size and/or power requirements so as to be cheap and incorporable into a small
device.

[0014] The ID information may be a simple number (as a MAC or IP address) or a more
elaborate type of data, such as an address, name, brand or the like, as well as combinations
thereof. Preferably, the ID information of all of a number of communication devices are
different.

[0015] The first information may be only the ID information, or the first information
comprises additional information, such as information relating to an identification of the
verification element, in the situation where multiple verification elements exist, or information
which may e.g. be used for visually verifying a brand, colour, model, type or the like of
product. This information may be provided to or on a display of the communication element for
a user to visually verify also this information.

[0016] At least one security communication device is provided. This security communication
device also has a transmitter and a storage which in principle may be the same or identical to
those of the communication device. However, for reasons which will be elaborated on further
below, it is preferred that the security communication device has more capabilities, such as to
be able to store more data and perform encryption/decryption, than the communication
devices which are usually more simple and have fewer capabilities. The more capabilities, such
as the incorporation of a processor for encryption/decryption, the harder is it to copy the
communication device.

[0017] As is the situation with the first information, the second information may also
comprise additional information, such as an identity of a verification unit or a part thereof
which may be used for verifying the security communication device. Other information may be
information relating to a version or the like of information of the security communication device
in particular, as will be described further below, in the situation where this information is
dynamic.

[0018] A verification element is used for verifying the communication device(s) from which
ID information and potentially additional information, has been received. This verification may
be performed in a number of manners. In one situation, the verification may be based on a
comparison between the received ID information or other information from the communication
device and a list of corresponding acceptable or verifiable communication devices or
information representing these devices. In order to more easily reveal a copied or cloned
communication device, the verification element may have allocated one number for each
communication device, the numbers for different communication devices being different and
taking up only a percentage (1%, 2%, 3%, 5%, 10%, 15%, 20%, 25%, 30% or the like) of
the numbers of a number interval. Thus, a direct copying of a communication device will result
in multiple communication devices with the same number, which may be detected by multiple
scans of the same number either at the same time or closely spaced in time but not in space.
In this respect, a scanning is the wireless communication with the communication device.

[0019] If, however, a direct copying/cloning is refrained from, a copyist may attempt to clone
a communication device by providing other communication devices with different numbers.
However, when only a percentage of the available numbers are in use (and when this
knowledge is not public), the copyist is not able to predict which numbers to use. The scanning
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of a single communication device with a number not verifiable will point to the fact that the
communication device is a clone.

[0020] Other manners of verification comprise bi-directional communication with the
communication device and/or the security communication device.

[0021] The verification of the communication device(s) and the security communication
device(s) may differ.

[0022] In the present context, the communication device comprises means for receiving the
ID information. This receiver may be adapted to any type of wireless communication, as is
described further above. Usually, the receiver has an antenna or other signal receiver, such as
a photosensor, a diode or the like. Also, a receiver may comprise means for generating a
signal, typically an electrical signal, received by or generated by an antenna/receiver of the
receiver. In addition, the receiver may comprise means for also analyzing a received signal and
reacting to the signal. In a preferred embodiment, the communication device is a so-called
RFID tag which is adapted to perform RFID communication. Usual RFID tags comprise, as part
of the receiver/transmitter thereof, an antenna adapted to receive a signal and potentially
derive power there from to power the remaining part of the communication. Thus, the present
receiver may be adapted to output a signal from which power may be derived.

[0023] In a preferred embodiment, the communication element is a scanner, such as an RFID
scanner, which is portable and which collects the information from a plurality of communication
devices. This communication element may then be in wireless (or via wires) communication
(wired LAN, wireless LAN, RF communication, satellite communication, Bluetooth®
communication, optical communication, radio communication or the like) with the verification
elements, such as via the Internet or a local transceiver which then is in connection with the
Internet.

[0024] Thus the communication element also comprises a transmitter for transmitting the ID
information to the verification element. Naturally, also this communication may be any type of
wireless communication, such as Bluetooth® communication, Wireless LAN, RF communication,
optical communication, radio communication, or the like. However, this may also be performed
using wires or optical cables, such as via a network, LAN, WAN, the internet or the like.

[0025] Thus, the communication device may be or may comprise any type of transmitter.
Usually, the transmitter has an antenna or other signal emitter, such as a laser diode or an
LED, OLED, AMOLED or the like. Also, or alternatively, a transmitter may comprise means,
such as a NIC, for providing a signal, typically an electrical signal, to an antenna/emitter of the
transmitter. In addition, a transmitter may additionally comprise means, which will be
described further below, for also receiving a signal, analyzing this signal and reacting to the
signal.

[0026] When the verification element is adapted to verify each of the one or more
communication devices only if the received ID information of the pertaining communication
device can be verified and the received ID information of at least one of the one or more
security communication devices can be verified, an increased certainty is obtained that the
communication device is genuine. As will be described below, the security communication
device may be of a more secure type or may be issued to trusted parties or fixed to positions
or elements which then are required to be present in the vicinity of the communication device
to also be scanned or be communicated with so as to transmit its ID information and thus take
part in the validation.

[0027] In general, a result of the validation or verification may be returned to the
communication element or communication device. Thus, the communication between the
verification element and the communication element and/or communication device may be
two-way. However, a threat has been realized in compromised communication elements. An
example is the use of a scanner which always acknowledges the verification of all scanned
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communication devices without forwarding the ID information to the verification element or by
ignoring the verification result.

[0028] Thus, itis preferred that the system further comprises an information providing
element in the vicinity of the communication element adapted to receive information from the
verification element, such as the second information, and provide this to a user. In addition, or
alternatively, the communication element may receive such information, or the user may, via
the communication element, access e.g. an internet home page from which verification
information may be derived.

[0029] This information providing element may be a telefax or Internet browser present in an
office of an operator of the communication element, or colleagues thereof. A result of the
verification may then be forwarded as a telefax or be available over the Internet from that
office. Alternatively, the information providing element may be a telephone (cell phone,
satellite phone) over which a text message, SMS, MMS, or the like may be forwarded, or an
Internet page or other application may be fed with information describing to the operator
whether non-verifiable communication devices have been scanned.

[0030] In this relation, "in the vicinity" primarily relates to the fact that the result of the
verification preferably reaches the operator or the operator's colleagues sufficiently swiftly for
the operator to prevent further shipping or transport of the non-verifiable communication
devices and any products to which they are fixed.

[0031] As mentioned above, the system preferably comprises a plurality of communication
devices where at least two communication devices have different verification information
identifying different verification elements.

[0032] In a preferred situation, the communication with the communication devices is of a
type allowing simultaneous communication with a plurality of such devices. The same may be
the situation with the security communication devices. In this situation, "simultaneous”" may
mean that multiple communication devices simultaneously output their information where the
communication element then either receives such signals simultaneously or
serially/sequentially.

[0033] Naturally, the verification element may be a single entity, such as a server, a PC, a
network element or the like. However, the verification element may also be a plurality of
entities which interrelate, communicate, exchange information or the like. In this situation, one
such entity may obtain verification information, such as information useful for verifying a
communication device and/or security communication device, from another entity and then
perform the actual validation.

[0034] The verification element may be identified in a number of manners, such as from
information derived from a communication device or security communication device. One such
manner may be from an Internet address, an IP address (such as IPv4 or IPv6), MAC address,
URL or any other type of information adapted to target or single out a unit, such as a server, a
network, a host, or the like, or a process or software running on one of those. Alternatively,
the information may be a telephone number, an address, a brand name, a logo, a product
identification, a product name, a bar code, or simply a number or other information which may,
such as from a look-up table, be used for identifying the verification element from e.g. a
plurality of verification elements.

[0035] In one embodiment, the verification element comprises a first and a second
verification unit wherein:
¢ the first verification unit comprises security verification information relating to ID
information of verifiable or verified security communication devices, the first verification
unit being adapted to output at least part of the verification information to the second
verification unit, and
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¢ the second verification unit comprises information relating to ID information of
verifiable or verified communication devices, the second verification unit being adapted
to:

o receive the at least part of the verification information,

o receive the ID information from the communication element,

o compare the received security ID information to the at least part of the
verification information and the received ID information to the information and
output, on the basis of the comparison, information relating to whether the
communication device is verified or not.

[0036] Naturally, the receiving and outputting means may be any suitable means for
performing data exchange. This may be over a wireless or a wired connection and may
comprise any receiving and/or transmitting means used today, such as optical communication,
radio communication, wired communication (LAN, Internet, TCP/IP, UDP or any other protocol).
Naturally, a combination of different types of communication (e.g. wired and wireless
communication) may be used.

[0037] The comparison may, e.g., be performed in a processor (software programmable or
hardwired), such as an Intel® processor, an ASIC, an FPGA or the like.

[0038] Usually, the verification units would be separate computers (servers, PCs or the like)
and have all usual elements and peripherals thereof. Naturally, however, the same entity or
server may be adapted to verify both communication devices and security communication
devices. In one situation, a brand owner may, in this own factory or facility wish to control or
check the flow of products by adding the communication devices to products and security
communication devices to supervising personnel or at outlets/packeting facilities, where such
personnel or facilities are provided with security communication devices verified by the brand
owners server together with the communication devices of the products.

[0039] In this embodiment, the verification information for verifying the security
communication device is provided by the first verification unit. In one embodiment, different
second verification units are provided for verifying different communication devices or different
groups of communication devices. Then, only a single first verification unit may be provided for
transmitting to the second verification units the verification information.

[0040] Naturally, the reverse situation may be seen where the verification information output
by the first unit relates to the verification of the communication device and the information
held by the second verification unit is for use in verifying the security communication device.

[0041] The ID information may, as is described above, be a simple number, but a more
elaborate scheme is preferred at least for the security communication devices which may be
adapted to perform encryption/decryption of data in order to be able to perform an encrypted
communication with the verification element. This may be performed on the basis of
asymmetric or symmetric passwords. Then, the communication device may correspond with
the verification element over an encrypted protocol, where the communication element may be
transparent in the sense that it is not able to derive information from the communication.

[0042] In fact, in order to e.g. prevent cloning of the verification element or the security
communication device and/or communication device, it may be desired that the encryption key
may be generated from a combination of data stored in the (security) communication device
and data available to, such as stored in, the verification element.

[0043] Then, this key can only be generated with access to both the verification element and
the (security) communication device. A simple manner would be to combine, using a simple
mathematical operation (and, or, XOR, addition, subtraction, multiplication or the like) the data
of the verification element and the (security) communication device. A more elaborate
technique is described with reference to the drawing.
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[0044] In general, or in the above embodiment, it may further be desired that at least one of
the security communication devices is adapted to receive and store new security ID
information. In this manner, the security ID information may be dynamic, which makes cloning
of the security communication element even more difficult.

[0045] When the verification element comprises at least the first and second verification
units, this dynamic behaviour may be implemented by:
e the first verification unit is preferably adapted to output to the second verification unit
new security ID information, and,
¢ the second verification unit is then adapted to output the new security ID information to
the one of the security communication devices and, but only optionally, store the new
security ID information.

[0046] Thus, next time this security communication device outputs its security ID
information, this may differ from the information output the last time. Thus, a cloned or copied
security communication device may be identified.

[0047] Having the information stored in the second unit will make the verification swifter.
Alternatively, or if the information is too old, new information may again be requested at the
first unit.

[0048] It may, be preferred that:

¢ the security ID information and the new security ID information of the pertaining
security communication device both comprises a first part and a second part, the first
part of the security ID information and the first part of the new security ID information
being identical, such as relating to an ID of the security device, and the second part of
the security ID information and the second part of the new security ID information
being different, such as a counter or version number,

¢ the second verification unit is adapted to compare, when having received the security
ID information from the one of the security communication devices, the second part of
the received security ID information with a corresponding part of the received at least
part of the verification information and, if no correspondence is determined, request,
prior to the comparing step, updated verification information from the first verification
unit.

[0049] Alternatively, the first parts may be independent of each other. The second part
relates to e.g. versions of the first parts and, if not identical in the security ID information and
the verification information, different versions may exist, and the verification information may
need to be updated to obtain the right version. It is noted that the security communication
device may also have an older version of the security ID information, whereby the verification
information may store a number of versions of this information in order to be able to verify the
security communication device.

[0050] In this manner, the first part may be used for actually identifying the security
communication device (and this part may thus differ from security communication device to
security communication device), whereas the second part may be used for indicating a version
or the like. Then, it may be desired that the first and/or second verification unit stores both the
newest second part as well as the former second part for the situation where the writing of this
new second part failed. Thus, the security communication device may be
verified/acknowledged even if it has the former or older version of the security ID information.

[0051] In another embodiment, the communication element will forward the ID information
from the security communication device to both the first and the second verification unit. The
first unit will verify the security communication device. The second verification will also receive
the ID information from the communication device and, if verifiable, will forward to the first
unit the ID information from the security communication device and request whether the
security communication device is verifiable. If so, the second unit will respond with a
verification of the communication device and, indirectly, the security communication device.
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[0052] It may be preferred, when the verification element comprises the first and second
units, that the first verification unit is adapted to compare an identity of the second verification
unit to a list of recognized second verification units and output the at least part of the
verification information only if the second verification unit is represented on the list.

[0053] In this manner, cloning or copying of the second unit is not possible in that no
verification information is output but to the correct second units. The identification of the
correct second units may be performed in a number of manners, such as using the ID types
described further above for verification units.

[0054] In a particular set-up, the second units belong to different brand owners (such as
Nike®, Adidas® and the like). Each brand owner issues his own communication devices and
handles the verification thereof.

[0055] The security communication devices are issued by e.g. a centralized authority which
also comprises the verification information required to verify these. This will be the first
verification unit.

[0056] When a number of communication devices are scanned, some of these may belong to
one brand owner and some to the other. The ID information relating to one brand owner is
sent to his server together with the security ID information for the one or more security
communication devices scanned. The brand owner server will then request verification
information from the first verification unit relating to the scanned security communication
device. If the brand owner server is on the list, which may be maintained by the same
centralized authority, or any other authority, the information is transmitted to allow the brand
owner server to verify both the security communication device as well as the communication
devices belonging to the brand owner. The other brand owner may do exactly the same for the
communication devices issued by him.

[0057] In the situation where version numbers are used for the security ID information, it is
clear that when one brand owner server has verified a security communication device this
server may also have the new version of the verification information so as to be able to verify
the security communication device also the next time. However, the other brand owner server
will have an older version and will then have to request updated verification information in
order to be able to verify the security communication device and then the communication
device(s).

[0058] Naturally, also different security communication devices may be present which require
verification on the basis of data from different first units. This, however, may be performed in
the same manner, where the second unit may then, such as from the security ID information,
know where to request the verification information.

[0059] Instead of controlling the access of the second units to the verification information
using the version numbering, the verification information provided to a second unit may be
valid only for a certain period of time so that it is ensured that the second unit cannot verify a
security communication device for more than that period of time without being itself verified
(by transmission of the verification information) by the first unit. Thus, even if the second unit
is cloned in its entirety, it will only be functional for this period of time, as its verification
information will there after be outdated.

[0060] In one embodiment, a security communication device may be attached to and issued
to the communication element, a container or other enclosure in which the communication
elements are transported or stored. Alternatively or in addition security communication devices
may be issued to trusted positions/rooms and/or personnel in which communication devices
are communicated with together with such security communication devices. Thus, from the ID
information received, additional information is received as to where the communication takes
place (security communication devices issued to and present in particular positions/rooms)
and/or who is present (security communication devices issued to persons present).
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[0061] Thus, from the presence of a security communication device, the system may
acknowledge or verify the communication device as the scanning or communication is
performed in or in the presence of the correct container/enclosure, in or at an approved site or
in the presence of an approved individual. Naturally, a combination of such security
communication devices may exist.

[0062] Another aspect of the invention relates to a method according to claim 7.

[0063] The communicatin element communicates with the verification element using wireless
communication. Again, the protocol used is not important in this connection.

[0064] The verification element may be a single unit, such as a computer/PC or the like or
may be formed by a number of such units which are able to exchange information.

[0065] In one situation, the method further comprises the steps of, pursuant to the
verification step:
¢ transmitting new security ID information to the security communication device and
storing the new security ID information in the security communication device.

[0066] In this manner, the above dynamic behaviour is obtained whereby even copying of a
security communication device may be revealed.

[0067] In general, as is also described further above, the verification element preferably
comprises a first and a second verification unit wherein:
¢ the first verification unit holds verification information for verifying security
communication devices and outputs at least part of the verification information to the
second verification unit, and
e the second verification unit:
o holds information for verifying communication devices,
o receives the at least part of the verification information,
o receives the ID information from the communication element,
o receives the security ID information from the security communication element
and
compares the received security ID information to the at least part of the
verification information and the received ID information to the information and
outputs, on the basis of the comparison, information relating to whether the
communication device is verified or not.

@)

[0068] The above considerations relating to the use of the two units and the interplay there
between are equally valid here.

[0069] Preferably, the method then further comprises the dynamic behaviour, such as when:
e the first verification unit outputs to the second verification unit new security ID
information,
¢ the second verification unit stores the new security ID information and outputs the new
security ID information to the one of the security communication devices.

[0070] Then, preferably:

¢ the security ID information and the new security ID information both comprises a first
part and a second part, the first part of the security ID information and the first part of
the new security ID information being identical, and the second part of the security ID
information and the second part of the new security ID information being different,

e the second verification unit comparing, when having received the security ID
information from the one of the security communication devices, the second part of the
received security ID information with a corresponding part of the verification
information and, if no correspondence is determined, requesting, prior to the comparing
step, updated verification information from the first verification unit.
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[0071] Thus, the second part may be an indication of a version or at least illustrate whether
the information held by the second unit is still valid, or if updated information is required from
the first unit.

[0072] Also, as is described further above, the step of the first verification unit outputting the
verification information may comprise the first verification unit comparing an identity of the
second verification unit to a list of recognized second verification units and outputting the
verification information only if the second verification unit is represented on the list.

[0073] Additionally, multiple first verification units may be present, where the second
verification units communicate with these also only if the first verification units are represented
on the list.

[0074] In the following, preferred embodiments of the invention are described with reference
to the drawing wherein:
figure 1 illustrates a preferred embodiment of the system according to the invention.

[0075] In Figure 1, a system 10 is illustrated. In this embodiment, RF communication is used
between an RFID tag 20 and a transceiver 30. The RFID tag 20 has an antenna 24 and a
controller having therein a storage for holding information for transmission to the transceiver
30 via the antenna 24.

[0076] Generally, the present system 10 may be used at e.g. a port, airport or other border
crossing, where goods is to pass a border and thus should be checked for e.g. genuineness.
The transceiver may then be portable, such as a hand-held scanner, which is used for
inspecting parcels, containers or the like, and which is used for communicating with tags 20
embedded in or fastened to goods, the genuineness of which the tags vouch for.

[0077] Thus, a customs officer may point the scanner 30 toward the product, or a number of
products, where after information relating to the scanned tags 20 is obtained.

[0078] The transceiver 30 performs usual RFID communication with the tag 20. Also, the
transceiver is connected to the Internet 50 and there trough to one or more servers 52, 54 and
56.

[0079] In the storage in the controller 22, information relating to both an ID of the tag 20 is
stored as well as information identifying one of the servers 52, 54 and 56 which, from the ID
number and/or other information of the tag 20, is able to verify the validity or genuineness of
the tag 20. Naturally, a single server may be used, whereby the identifying information may be
left out.

[0080] This system may be used for verifying the genuineness of products in which the tags
20 are provided, or to which the tags 20 are fastened.

[0081] However, in order to be able to allow different manufacturers or brand owners to
verify their own products or tags 20, it has been found desirable to have such tags 20
themselves comprise the information identifying the manufacturer's or brand owner's server
52/54/56 which is able to perform the verification.

[0082] Thus, when the transceiver communicates with the tag 20, the ID information and the
brand owner ID information are transmitted from the tag 20 to the transceiver 30 which then,
from the brand owner ID information, identifies the server 52/54/56 to which the ID
information is to be transmitted.

[0083] Having received the ID information, the applicable server 52/54/56 may then revert
to the transceiver 30 with information relating to the validity or genuineness of the tag 20 or a
product to which the tag 20 is fastened. In one situation, a brand owner has a very large
number of possible IDs but only uses a percentage. Thus, if an ID not actually used is scanned,
the brand owner will know that the pertaining tag 20 - and possibly a product attached thereto
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- is a fake. Also, if the same ID is scanned twice, where the verification information of the
server is the same, a copy tag 20 may exist. The same may be the situation, if the same ID is
scanned twice with a large distance between the scanning places.

[0084] Naturally, a wide variety of possibilities are available in a system 10 of this type.

[0085] In one situation, the information exchanged between the transceiver 30 and the tag
20 may be encrypted or otherwise difficult to decipher and copy. In one situation, additional
data is present in the controller 22 which is used for encrypting the ID information and/or the
verification information before transmission to the transceiver 30. This encryption may be
dynamic, so that transmitting the same basic information twice will actually mean transmitting
different signals to the transceiver 30. Different encryption keys may be used, and new
encryption keys may be transmitted to the tag 20 when communicating with the transceiver
30.

[0086] This is described in more detail in the Applicant's co-pending application filed on even
date and with the title: "A SYSTEM AND A METHOD FOR VERIFYING A COMMUNICATION
DEVICE".

[0087] In order to ensure that the transceiver 30 is not compromised and/or that the
scanning/communication is performed in a secure environment, a security tag 20’ is scanned.
This tag 20' is a security tag which may be issued to the particular transceiver 30, the person
performing the scanning, supervisor supervising the scanning, and/or a position of the
transceiver 30. The transceiver is of a type adapted to perform simultaneous or almost
simultaneous communication with a plurality of tags 20/20', whereby the transceiver 30
receives information from a plurality of tags 20/20'.

[0088] In order to verify the circumstances of the scanning, firstly the security tag 20' is
verified. This is obtained by communicating with a security tag server 56 which comprises
information useful for verifying the genuineness of the security tag 20'.

[0089] In order to ensure that the contents of the security tag 20’ are not tampered with and
that the tag 20' is genuine, a security protocol is used wherein, firstly, the contents of the tag
20" are encrypted and thus difficult to derive.

[0090] Secondly, the communication between the server 56 and the tag 20' is encrypted
using e.g. a dynamic encryption wherein part of the encryption key may be derived from
information present in the tag 20' and part thereof from information present in the server 56.

[0091] The tag 20' may hold a series of data (bits, bytes, words or the like) each stored at
different positions or addresses in a storage of the tag 20' or the processor 24'. The server 56
also comprises a series of data (bits, bytes, words or the like) each stored at different positions
or addresses in a storage of the server 56. The tag 20' holds one or more pointers or addresses
to data in the server 56, and the server 56 holds one or more pointers or addresses to data in
the tag 20'. The encryption key is generated from the data, in the server 56, at the
pointer(s)/address(es) stored in the tag 20' as well as the data, in the tag 20’ at the
pointer(s)/address(es) stored in the server 56. Thus, all relevant data cannot be derived from
the tag 20' alone nor from the server 56 alone.

[0092] Verification of the tag 20' may be performed by the transceiver 30 forwarding data,
such as an ID of the tag 20' as well as the pointer(s)/address(es) stored therein, to the server
56, which reverts with the pointer(s)/address(es) stored in the server 56 for that tag 20' as
well as the data at the identified pointer(s)/address(es). The tag 20' then reverts with its data
at those positions. Now both elements are able to calculate the encryption key, which may
then be used for the communication.

[0093] Alternatively, only the positions may be exchanged, where the data at those positions
may then be used for generating the key.
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[0094] Naturally, new data may then be stored in the tag 20' in order to make this process
dynamic.

[0095] The above embodiment describes the verification of the tag 20 by one server 52/54
and the tag 20' by another server 56.

[0096] The verification of the tag 20' may be made more efficient by providing, from the
server 56 to the servers 52/54 the relevant information for verifying the tag 20'. Then, the
servers 52/54 may perform the verification of both tags 20 and 20'.

[0097] In order to counteract cloning or leaking of information from the servers 52/54, the
information fed from the server 56 may be time dependent or may be required renewed for
each communication with a tag 20'. In this manner, a cloning of the server 52/54 will only be
effective for a limited period of time.

[0098] In one situation, the server 52/54 may receive from the server 56 the information
required to verify all tags 20'. In another embodiment, the data for only some of the tags 20' is
stored in the server 52/54. When, as is described above, the verification of a tag 20' is
dynamic, new data should be written to a tag 20' once verified. Thus, the server 52/54 may
have the data required to verify the tag 20' but not the next data to be written to the tag 20'.
Then, the actual verification may be rather swift, as the server 52/54 usually will have the
required data, where after new data may be requested from the server 56 while performing
other communication or actions at the tag 20' or the tags 20.

[0099] In order to handle the situation where the server 52 initially verifies a tag 20', where
after the server 54 is to verify the tag 20', each verification of the tag 20' may be provided
with a version number, so that the tag 20' initially and with the first information output,
outputs the version number. If the data stored in the server 52/54 does not have the correct
version, new data may be requested from the server 56. This also solves the problem of the
step of writing new data to the tag 20’ failing, whereby the tag 20’ still has the former version
of the data.

[0100] The simplest tag 20 may have only an ID, which may be read by the transceiver 30
and fed to the server 52/54. Multiple readings of the same ID at the same time or very close to
each other in time but at different locations may then point to the fact that a clone may exist.

[0101] A more complex tag 20 may be of a type storing therein an ID and having additional
storage areas for holding information, of which two areas are locked with a password stored in
a first of the two areas and an instruction stored in the second of the two areas may be used
for killing the tag 20 or rendering it in-operational. Then, the information of the two areas can
only be read out or replaced upon feeding to the tag 20 the password. One storage area may
be used for storing an address or other identification of the particular server 52/54 which can
verify the tag 20. In this situation, the server 52/54 may store the password for each tag 20
and feed this to the tag 20 in order to retrieve the information of the second address and by
this verify the genuineness of the tag 20.

[0102] An even more complex set-up may be that described above where the password, and
even also the information of the second address, are not stored in the server 52/54 but can
only be generated from information stored in both the server 52/54 and the tag 20.

[0103] In another situation, the server 52/54 may receive, from the tag 20, the information
required to verify the tag 20. Also, the server 52/54 may receive, from the tag 20' information
identifying this tag at this point in time. The kill password of the second address may be used.
The server 52/54 may then request the server 56, which has the information required to verify
the tag 20', whether this tag 20' is verifiable, and forwards this identifying information to
identify the actual tag 20'. The server 56 then reverts to the server 52/54 with the verification
information, and the server 52/54 may then revert with the overall information of whether the
tag 20 and the tag 20' are verifiable.
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[0104] Naturally, the tag 20 may alternatively be of a type adapted to perform encrypted
communication and thus be able to encrypt and decrypt data - and thus to have a processing
capability.

[0105] Preferably, the tag 20’ is of a type having a certain processing capability. Also, the tag
20' preferably is adapted to store a number of different types of information, such as an ID of
the tag 20', an address or other identification of the server 56 which may validate or verify the
tag 20'. This address/identification may be used by a server 52/54 to obtain required
information for validating/verifying the tag 20', if this is desired.

[0106] Preferably, the communication between the tag 20' and the server 52/54/56 is an
encrypted communication performed on the basis of encryption keys stored in the tag 20' and
in the server 52/54/56 as is described above.

[0107] Naturally, the transceiver 30 may be adapted to scan a plurality of tags 20/20'. Thus,
any number of security tags 20' may be scanned. This adds another layer of security to the
process in that security tags 20' may be issued to trusted personnel, trusted positions/places,
or the like. Thus, a product tag 20 may be scanned with a tag 20' of a container in which the
product of the product tag 20 is to be shipped. A security tag 20' may be issued to a particular
scanning position within an airport at which a person also having a tag 20' works. Thus, a tag
20', even if verifiable on its own, may be accepted only if scanned also together with at least
one other of a group of security tags 20' which are expected scanned together with the that
tag 20'.

[0108] Naturally, it is desirable to receive the validity/verification/genuineness information
from the server 52/54/56. This information may be transmitted back to the transceiver 30,
which may then immediately inform an operator of the result.

[0109] However, if the transceiver 30 is compromised, it may simply be made to always state
acceptance of all tags 20 without sending the information to the servers or by ignoring any
invalidity answer there from.

[0110] Thus, in order to ensure that the transceiver 30 is not compromised, the
validity/verification/genuineness information from the server 52/54/56 may, however, be
transmitted not to the transceiver 30 but to a telefax, mail address, cell phone 34 or the like of
or near an operator or an authority, the moral of which is without doubt. An alternative could
be to provide information, on a website available to the operator or authority, such as via a
computer 34, relating to the scanned tag(s) 20.

[0111] In addition, the server 52/54/56 may transmit additional information to the
transceiver 30. This information may be information relating to the identity or type of product
to which the tag 20 should be attached. Thus, a trademark, logo, description, brand name or
the like may be transmitted to the transceiver 30, or fax/mail/computer/cell phone 34, for the
operator to see and potentially compare with the product scanned

[0112] Naturally, security tags 20" may be issued by the owner of one of the "normal”
servers 52/54. This situation is seen when a brand owner wishes to control the goods
manufactured at a manufacturing site. This could be performed using the tags 20' issued by or
controlled by the server 56, but this may not be required.

[0113] The brand owner may issue his own security tags 20' which are then issued to trusted
personnel, trusted places/positions or transceivers 30.

[0114] The scanning is as that described above but with the difference that the brand owner
server 52/54 holds all information related to the verification/validation of the scanned tag(s)
20" without having to request information from the server 56.

[0115] In this manner, the brand owner may control the flow of goods within his premises in
the same manner as the goods may be controlled world-wide.
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PATENTKRAV

1. System (10) til verificering af en kommunikationsanordning (20), hvilket system
omfatter:
- i det mindste én kommunikationsanordning (20), som omfatter:
- en transmitter (24) til trddlgs RFID-, UHFRFID- eller LFRFID-kommunikation
med et kommunikationselement (30) og
- en lagringsenhed (22) til opbevaring af fgrste information, idet fgrste
information omfatter ID-information for kommunikationsanordningen (20)
- i det mindste én sikkerhedskommunikationsanordning (20’), som omfatter:
- en transmitter (24") til tr&dlgs kommunikation med kommunikationsele-
mentet (30) og
- en lagringsenhed (22’) til opbevaring af anden information, idet anden
information omfatter ID-information for sikkerhedskommunikationsan-

ordningen (20"),

et verificeringselement (52, 54, 56) og
- kommunikationselementet (30), som er konfigureret til:
- tradlgs modtagelse af ID-informationen fra én eller flere af kommunikations-
anordningerne (20) og én eller flere af sikkerhedskommunikationsanordning-
erne (20'),
- transmission af den modtagne ID-information til verificeringselementet (52,
54, 56),
hvori verificeringselementet (52, 54, 56) er tilpasset til kun at verificere hver enkelt af den ene
eller de flere kommunikationsanordninger (20), hvis den modtagne ID-information for den
tilhgrende kommunikationsanordning (20) kan verificeres, og den modtagne ID-information for
i det mindste én af den ene eller flere sikkerhedskommunikationsanordninger (30’) kan
verificeres.

2. System (10) ifglge krav 1, hvori verificeringselementet (52, 54, 56) omfatter en fgrste
(56) og en anden (52, 54) verificeringsenhed, hvori:

- den fgrste verificeringsenhed (56) omfatter sikkerhedsverificeringsinformation
vedrgrende ID-information for verificerbare eller verificerede sikkerhedskom-
munikationsanordninger (20"), idet den fgrste verificeringsenhed (56) er tilpasset til
at udsende i det mindste en del af verificeringsinformationen til den anden
verificeringsenhed (52, 54), og

- den anden verificeringsenhed (52, 54) omfatter information vedrgrende ID-
information for verificerbare eller verificerede kommunikationsanordninger (20),
idet den anden verificeringsenhed (52, 54) er tilpasset til at:

- modtage i det mindste en del af verificeringsinformationen,

- modtage ID-informationen fra kommunikationselementet (30),
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- sammenligne den modtagne sikkerheds-ID-information med i det mindste en
del af verificeringsinformationen og den modtagne ID-information med
informationen og pa basis af sammenligningen udsende information om,

hvorvidt kommunikationsanordningen (20) er verificeret eller ej.

3. System (10) ifglge krav 2, hvori i det mindste én af sikkerhedskommunikations-

anordningerne (20') er tilpasset til at modtage og lagre ny sikkerheds-ID-information.

4. System (10) ifglge krav 2, hvori:

den fgrste verificeringsenhed (56) er tilpasset til at udsende ny sikkerheds-ID-
information til den anden verificeringsenhed (52, 54) og

den anden verificeringsenhed (52, 54) er tilpasset til at lagre den nye sikkerheds-
ID-information og udsende den nye sikkerheds-ID-information til den ene af

sikkerhedskommunikationsanordningerne (20).

5. System (10) ifglge krav 4, hvori:

sikkerheds-ID-informationen og den nye sikkerheds-ID-information fra den
tilhgrende sikkerhedskommunikationsanordning (20’) begge omfatter en fgrste del
og en anden del, idet den fgrste del af sikkerheds-ID-informationen og den fgrste
del af den nye sikkerheds-ID-information er identiske, og den anden del af
sikkerheds-ID-informationen og den anden del af den nye sikkerheds-ID-
information er forskellige,

den anden verificeringsenhed (52, 54) er tilpasset til, efter modtagelse af
sikkerheds-ID-informationen fra den ene af sikkerhedskommunikationsan-
ordningerne (20"), at sammenligne den anden del af den modtagne sikkerheds-ID-
information med en tilsvarende del af den modtagne i det mindste en del af
verificeringsinformationen og, hvis der ikke er fastsldet nogen overensstemmelse,
at anmode om opdateret verificeringsinformation fra den fgrste verificeringsenhed

(56) forud for sammenligningstrinnet.

6. System (10) ifglge krav 2, hvori den fgrste verificeringsenhed (56) er tilpasset til at

sammenligne en identitet af en anden verificeringsenhed (52, 54) med en liste over anerkendte

andre verificeringsenheder og kun udsende den i det mindste en del af

verificeringsinformationen, hvis den anden verificeringsenhed er repraesenteret pa listen.

7. Fremgangsmade til verificering af en kommunikationsanordning (20), hvilken

fremgangsmade omfatter trinnene, at

i det mindste én kommunikationsanordning (20) tradlgst transmitterer, i form af
RFID-, UHFRFID- eller LFRFID-kommunikation, ID-information for kommunikations-

anordningen (20) til et kommunikationselement (30),
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- i det mindste én sikkerhedskommunikationsanordning (20’) tradlgst transmitterer
sikkerheds-ID-information for sikkerhedskommunikationsanordningen (20°) til
kommunikationselementet (30),

- kommunikationselementet (30) tradlgst modtager ID-informationen fra én eller
flere af kommunikationsanordningerne (20) og sikkerheds-ID-informationen fra én
eller flere af sikkerhedskommunikationsanordningerne (20") og transmitterer den
modtagne ID-information og sikkerheds-ID-information til et verificeringselement
(52, 54, 56),

- verificeringselementet (52, 54, 56) kun verificerer hver af den ene eller de flere
kommunikationsanordninger (20), hvis den modtagne ID-information for den
tilhgrende kommunikationsanordning (20) kan verificeres, og den modtagne
sikkerheds-ID-information for i det mindste én af den ene eller de flere
sikkerhedskommunikationsanordninger (20°) kan verificeres.

8. Fremgangsmade ifglge krav 7, hvilken fremgangsmade yderligere omfatter de trin, efter
verificeringstrinnet, at:
- transmittere ny sikkerheds-ID-information til sikkerhedskommunikationsanord-
ningen (20") og lagre den nye sikkerheds-ID-information i sikkerhedskommunika-

tionsanordningen (20°).

9. Fremgangsmade ifglge krav 7 eller 8, hvori verificeringselementet omfatter en fgrste (56)
og en anden (52, 54) verificeringsenhed, hvori:
- den fgrste verificeringsenhed (56) opbevarer verificeringsinformation til
verificering af sikkerhedskommunikationsanordninger (20") og udsender i det
mindste en del af verificeringsinformationen til den anden verificeringsenhed (52,
54), og
- den anden verificeringsenhed (52, 54):
- opbevarer information til verificering af kommunikationsanordninger (20),
- modtager i det mindste en del af verificeringsinformationen,
- modtager ID-informationen fra kommunikationselementet (30),
- modtager sikkerheds-ID-informationen fra
sikkerhedskommunikationselementet (20") og
- sammenligner den modtagne sikkerheds-ID-information med i det mindste
en del af verificeringsinformationen og den modtagne ID-information med
informationen og pd baggrund af sammenligningen udsender information om,

hvorvidt kommunikationsanordningen (20) er verificeret eller ej.

10. Fremgangsmade ifglge krav 9, hvilken fremgangsmade yderligere omfatter de trin, at
- den fgrste verificeringsenhed (56) udsender ny sikkerheds-ID-information til den

anden verificeringsenhed (52, 54),
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- den anden verificeringsenhed (52, 54) lagrer den nye sikkerheds-ID-information og
udsender den nye sikkerheds-ID-information til den ene af sikkerhedskommunika-
tionsanordningerne (207).

11. Fremgangsmade ifglge krav 10, hvori:

- sikkerheds-ID-informationen og den nye sikkerheds-ID-information begge omfatter
en fgrste del og en anden del, idet den fgrste del af sikkerheds-ID-informationen og den fgrste
del af den nye sikkerheds-ID-information er identiske, og den anden del af sikkerheds-ID-
informationen og den anden del af den nye sikkerheds-ID-information er forskellige.

- den anden verificeringsenhed (52, 54) efter modtagelse af sikkerheds-ID-
informationen fra den ene af sikkerhedskommunikationsanordningerne (20’) sammenligner den
anden del af den modtagne sikkerheds-ID-information med en tilsvarende del af
verificeringsinformationen og, hvis der ikke er fastsldet nogen overensstemmelse, anmoder om
opdateret verificeringsinformation fra den fgrste verificeringsenhed (56) forud for

sammenligningstrinnet.

12. Fremgangsmade ifglge krav 9, hvori det trin, at den farste verificeringsenhed (56)
udsender i det mindste en del af verificeringsinformationen, omfatter, at den fgrste
verificeringsenhed (56) sammenligner en identitet af den anden verificeringsenhed (52, 54)
med en liste over anerkendte andre verificeringsenheder og kun udsender verificerings-

informationen, hvis den anden verificeringsenhed (52, 54) er repraesenteret pa listen.

13. System (10) ifglge krav 1, hvori kommunikationselementet (10) er en RFID-scanner, og
hvori transmitteren (24") for sikkerhedskommunikationsanordningen (20’) er tilpasset til at
udfgre RFID-, UHFRFID- eller LFRFID-kommunikation.

14. Fremgangsmaéde ifglge krav 7, hvori det transmissionstrin at transmittere sikkerheds-ID-
informationen omfatter udfgrelse af RFID- UHFRFID- eller LFRFID-kommunikation.
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