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An authentication system comprises a register image storage unit, which stores a pre-registered register image of a mobile terminal
user; a communication control unit, which receives a moving image of the user transmitted from the mobile terminal; and an
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(57) Abrege(suite)/Abstract(continued):
authentication processing unit, which authenticates the user by checking the moving image received by the communication control
unit against the register image stored in the register image storage unit.
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ABSTRACT OF THE INVENTION
An authentication system comprises a registexr image storage
unit, which storas a pre-reglstered register image of amgbile terminal
user; a communication control unit, which receives a moving image of
rthe user transmitted from the mobile terminal; and an authentication
processing unit. which authenticates the user by checking the moving
image recelved by the communication control unit against the register

image stored in the register image storage unit.
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AUTHENTICATION SYSTEM, MOBILE TERMINAL, AND AUTHENTICATION METHOD

BACKGROUND OF THE INVENTION

1. Field of the Invenrtion

The present invention relates to an authentication system, a
mobile terminal, and an authentication method.
2. Description of the Related Art

Conventionally, therxre 1is an authentication system tThat
authenticares a mobile terminal user by checking a password configured
with numerales or characters that are pre-~registered 1in The
aurthenrtication system against a password transmitted from the mobile
terniinal To The anthenticCaTion systam.

In addition, there is an authentication system that
authenticates using an image photographed by a camera that is provided

for photographing an authentication subject at each location where

authentication is performed.

However, with the conventional authentication system using a
password. there is a concern that a mobile terminal or password may
be abused if a third party steals the mobile terminal or password.
Accordingly, the conventional authentication system is considered to
have a low level of securility.

In addition, with the convenrtlional authentication systam where
a camera is provided at each location where anthentication 1s performed,

authentication may be performed only at the specific location where
a camera is provided.

Therefore, an authentication system that has a high level of
security, and can authenticate Uusing an image irrespective of the

location of The authentication subject, is desired.

BRIEF SUMMARY OF THE INVENTION



10

15

20

23

30

CA 02412148 2007-07-10

-

An object of the present invention 1is to provide an
authentication system that has a high level of security, and can
authenticate using an image irrespective of the location.

An authentication system according to an aspect of the present
lnvention comprises a register image storage unit, which stores a
register image of a mobile terminal user; a communication control
unit, which receives a moving image of the user transmitted from the
mobile terminal; and an authentication processing unit, which
authenticates the user by checking the moving image received by the
communication control unit against the register image stored in the
register image storage unit.

Such an authentication system, the register image storage unit

stores the register i1mage of the mobile terminal user.

of the user transmitted from the mobile terminal. Then TtThe
authenticatlon processing unit authenticaces the user by checking the

moving image received DY The communicatlion control unit against the

reglster lmage stored 1n the reglster image storage unirt.

As a result. the authenticartion system can determine carrectly
whether or not the user is him/herself by using the moving image of
Lhe user Transmitrted f£rom tThe mobile terminal. Accordingly., The
authentication system has a very high Jevel of security, and may
prevent The moblle Terminal from being abused by a third party.
Furthermore, the communication control unit receives a maving image
transmitted from the mobile terminal. As aresult, the authenticarian

System may authenticate using the image irrespective of Tthe locarilion
T The authenticarion subjecrt.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS
FL1G. 1 1s a2 block diagram illustrating the configuration of an

authentication system according to an embodiment of The present

invention®

£1G. 2 1s & £low diagram 11lustrarting a registration processing

procedure of a register image according to an embodiment of the present
invention:

FIG. 3 1is5 a flow diagram lllustrating an authentication
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processing procedure according to an embodiment of the present

nvention: and

FIGC. 4 is a sequential diagram describing the authentication
processing according to an embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

An embediment of the present invention 1s described with
reference to the drawings. As shown in FIG. 1. an authentication
systTem 1 comprilses a mobile rterminal 100, a moblile communication
network 200, an authenticarion server 300, a network 210, and a sexrver
211

The mobile terminal 100 communicates with thie authenctication
server 300 or the server 211 via the mobile communication network 200.
As shown in FIG. 1. the mobile texrminal 100 comprises a terminal side
processing unit 110, an input unit 120, an image acguisition unit 130,
a voice acquisition unit 140, a memory unit 150, a communication
cantrel unit 160, and a display unit 170. The terminal side processing
anit 110 comprises a rerminal side registration processing unit 11l
and a terminal side authentication processing unit 112. The mobile
terminal 100 may be, for example, a personal handy phone system (PHS),
personal digital assistant (PDA), or laptop persconal computer.

The image acquisition unit 130 is a moving image acquilisitian
unit that acguires a moving image of the mobile Tterminal 100 user.
The 1mage acqulisition unit 130 also functions as a register image
acquisition unit that acquires a register 1lmage of the user for
registration in the authentication server 300.

The image acquisition unat 130 acquires the moving image of tThe
user during authentiacation by the authentication sexver 300. Tha
image acquisition unit 130 also acquires a static image ox moving image
of the user as a reglister image at the time of registration of the
register image in the authenticarion server 300. The image
acguisation unit 130 acquires a moving image or static image capable
of authenticating the user. Fror example, the ilmage acquisition unitT
130 acquires a moving image or static image of the user's face.

During authentication, the image acquislition unit 130 cont 1nues

to acqguire real-time moving 1images of the user, while The mobile
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terminal 100 and the authentication serxrver 300 are connected. Then
the 1mage acqguisition unit 130 continues tTo 1input the acqQuired
real-Time moving images To The Terminal side aurthentication
processingunit 112 In addition, the image acquisitionunit 130 inputs
the acquired statlic image or moving image of the user to the terminal
side registraticon processing unlit 1lll at the time of registration of
the register image. For example, a digital camera employing a charge
coupled device (CCD) may be used as the 1lmage acquisiTtion uanitct 130.

The terminal slide processing unit 110 performs various types
of processing in the mobile terminal 100. To begin with, the terminal
side authentication processing unit 112 performs processing relating
ra authentication by the authentication server 300. More specifically,
the terminal side authentication processing unlit 112 Convarts a moving
ilnage. which is inputted from the image acquisition unit 130, into
a signal that the communication control unit 160 can transmit through
the mobile communication network ©- 200. The terminal side
JUTNentTicarion processing unit 112 inputs The signal converted Txom
rhe moving image to The comnminicatison control unat 160. During
suthentication, the real-time moving image of the user is inputted
ro the terminal side authentication processing unit 112 by the image
acquisition unit 120, while the mobile terminal 100 eand the
authentication server 300 are connected. Accordingly., the Terminal
side authenticatrlion processing unlit 112 continues to convert and ipput
the moving images to the communication control unit 160, while the
mobile terminal 100 and the authentication server 300 are connected.

At this time, the terminal side authentication processing unit
112 acguires identification data for the user from the memory unilit
150 . 'Then the terminal side authentication processing unit 112 inputs
rhe 1dentificartion data, in addition to the signal converted from the
moving image, to the communication control unit 160. The

identification data may be any data that identifies the user. The
identification data may be, for example, the telephone number of the
moblle TtTerminal 100. O a user ID configured wlith characters oOX

numerals.

The terminal side registration processing unit 111 performs

processing relating to the registration of the regisgster image 1n the

T st N M et SN d M AN TR NI | PR 11 szt e .
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authentication server 300. Mare specifically, the terminal sigde

registration processing unit 111 converts the Stdric 1mage or moving
image. which 18 the register i1mage inputted from the image acquisition
N1t 130, 1nto a signal that the communicatrion control unit 160 can
rransmit through the moblle communilicatlon network 200. The terminal
side registraticen processingunit 111 inputs the signal converted from

rthe register image to the communication control unit 160. The Texrminal
alde registration processing unlit 111 acqulires thae static image or
moving image acquired from the image acquisition unlt 130 1n accordance
with the user s operation input through the input unit 120.

At this rime, the terminal side reglstration processing unit
111 acquires the identification data of the user from the memory unit

150. Then, the terminal s1de reglstratlon processing unit 111 inputs
Lhe 1dentification dara in addition to the converted register image
to The communication control unit 160. In additrtion, the terminal side
registration processing unit 111 stores the register lmage inputted
From the l1mage acguisition unit 130 in the memory unit 150. Then the
raerminal side regasrtration processing unit 111l acguires The reglister
1mnage from the memory unit 150, converts the image into a signal, and
inputs the signal to the communication control unit 160 if necessary,
such as in the case of retransmitting the rxeglster lmage.

The Terminal side registration processing unit 111 and terminal
c1de authentication processing unlt 112 operate I1ndependently.
Therefore, the Terminal side registration processing unit 11l and
terminal side authentication processing unit 112 may be provided in

different mcbile terminals. The mobile terminal 100 includes at least

the rterminal side authentication processing unit 112. Accordingly.

the rterminal side registrarlion processing unit 111 may be provided

in any computer system other than the mobile terminal 100.
Moreover, the terminal side processing unlt 110 performs

processing in accordance with the user’ s operation input through the

input unit 120. The terminal side processing unit 110 converts volce,

which is inputted £from the voice acqulsition unit 140. 1nTo a signal

that the communication control unit 160 can transmit through the mobile

communication network 200. The terminal side processing unit 110

inputs the signal converted £from the volice to the communication control
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unit 160. The rtexminal side processing unit ll0 stores the voice

acquired from the voice acguisitjion unit 140 in the memory unit 150.
if required.

T'he terminal side processing unit 110 outputs the moving image
or static image inputted from the i1mage acquisition unit 130 to the
display unit 170. The terminal side processing unit 110 outputs a
notification from the authentication server 300 or the server 211,
wlhilCh 158 1npurtrted f£rom The comunicatlion control unit 160, to the
display unit 170. The terminal side processing unit 110 outputs
instructions for the user, 1i.e. requesting input of data or
confirmation of data, to the display unit 170.

T'Me communication control unit 160 communicatrtes with the
authentlication serxrver 300 or The server 211 Vvia The moblle
communication netwoxrk 200. The communication control unit 160
connects to the authentication server 300 for communication.

The communication control unit 160 transmits Tthe moving image
acqulired by the image acquisition unit 130 to the authentication server
300. More specifically. The communlcatlion COntrol unlt 160 transmits
Lhhe s..gnal that is converted by the terminal side authentication
processing unit 112 from the moving image acqguired by the image
aAcgulisition unit 130. During authentication, real-time moving images
are inputted the communication control unit 160 by the terminal side
aurhenticarion processing unit 112. while The moblle Terminal 100 and
rhe authentication server 300 are connected. Accordingly, the
communication control unit 160 continues to transmit the real-time

moving Lnage signals, while the moblle terminal 100 and the

ayThenticarion server 300 are connected. At this time, jdentificartion
dara Ttogerher with the moving image signhal are inpurted TO The
communication control unit 160 by the terminal side aurthentication
processing unit 112. Therefore, transmits the identification data in
addition to the moving image sighal.

Thus. it 1s possible for the mobile terminal 100 to
rransmlit The moving image in real time as a result of the
combination of the image acqguisition unit 130, the rerminal side
authentication processing unit 112, and the communication

control unit 160. In other words, The mobile texrminal 100 has
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the capacity to functicon as a "video- phone”. In addition, with

a mobile terminal such as the mobile terminal 100, the image

aAcguisition unit 130 acguires the maving image of the user. Then the
communication control unit 160 transmits the moving image acquired
by the image acguisition unlit 130 to the authentication server 300,

whille the maobile terminal 100 and the authentication server 300 are

connected. Therefore, the mobile terminal 100 may receive

authenticartion iirom the authenticatction server 300 that perfaorms the
aAuthentication using the moving image of the user transmitted from
the mobile terminal 100. Accordingly, the mobile terminal 100 user

nay prevent its abuse by a thirxrd party. The mobile terminal 100 user
may receive authentication using the image irrespective of the user’s
Jocatlon.

The communication control unit 160 transmits the register image
acqulred by the image acquisitionunit 130 to the anthentication server
300. More specifically, the communication control unit 160 transmits
the signal that has been converted by the terminal side registration
processing unlit 11l from The reglister image acqguired by the image
acquisition unir 130. At this rime, identification data together with
rhe signal of the register image are inputted to the communication
control unit 162 by the terminal side registration processing unit
111. Accordingly. the communication control unit 160 transmits the
Ldentirfication data tegether with the register image signal. 1In this
nanner, by registering the identification data together with the
register image in the authentication server 300, makes it is difficult
fur a third party toc use the mobile terminal 100 illegally.

In addition, the communication control unit 160 transmits the
voice acQulired by the voice acquilisition unit 140 o the authentication
cerver 300 and the server 211. More specifically., the communication
control unit 160 transmits a signal that 1s converted by the terminal

side processing unit 110, from the voice acqguired by the voice

acguisition unit 140. In addition, the communication control unit
160 receives notrification transmitred £from the authentication server

300 or the server 211. The communication control unit 160 inputs a
notification of recelpt To the terminal slide processing unit 110.

‘fhe input unit 120 accepts the input from the user of the mobile

N YR AR TR AT i WA A . -
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cerminal 100. The input unit 120 is capable of accepting input by
the user. For example. tne input Uunit 120 may be a plurality of buttons

or keys. The input anit 120 inputs the contents inputted through the
For example,
rhe user selects the register image from the images acguired by the
image acguisiticn unit 130, and inputs it to the i1nput unit 120. Then
the Ainput unit 120 inNpuTtTs The Cconrtents I1nputted Through the user

operation to the terminal side registration processing unit 11ll.

The voice acguisition unit 140 acquires the voice of the user.
I'he voice acquisition unit 140 1inputs the acguired voice to the
rerminal side processing unit 110. The vgice acgquisition unit 140
may be. for example, a microphone. The vVoice aCQULlsS1Tion unit 140
15 NOT always necessary since the mobile terminal 100 receives the
atlthentication using the image, from the authentication server 300.
1n the case that the mobile terminal 100 is a cellular phone, a voice
ouTput unit is provided that ourputs the voice received Dy the
communication control unit 160. In this case, the voice inputted £from
the communication control unit 160 is outputted to the volce output
unit by the terminal side processing unit 110. Alternatively, the
user may input The operation contents TO The volce acquisition unit
140 by voice, instead of the input unit 120. In this case, the voice
acgulsition unit 140 feeads the operatiaon conrents 1nput from the' user

inte the terminal side processing unit 110.

The memory unit 150 stores various types of information. For
cxample, the memory unit 150 stores the register image acquired by
the image acguisitionunit 130, voice acquired by the voice acgulsition
unil 140. and the i1dentificartion data of the user. The memory unit
150 may be, for example, memory. In addition, the mamory unit 150

stores the register image and voilce as digital data.

The display unit 170 displays various types of information. For

example. the display unit 170 displays the image acquired by the image
AcquisiTion unit 130. The noriricarion received by the communicatlon

control unit 160 £from the authentication server 300 or the server 211,
and instructions for the user from the terminal processing unit 110.

The display unit 170 may be, for example, a thin film transistor liquid

crystal display unit.
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The moblle communication nertwork 200 provides a communicartion

pATh Tfor commuaication between TtThe mobile Terminal 100 and the

authentication server 200, the server 211, and a terminal. As shown

in FIG. 1. the mobile communication network 200 includes a base station

201 and an exchange 202. The base station 201 communicates with the

mobile rerminal 100 via a radio wava. The base station 201 and

«xchanger 202 are connecrtred via a signal line. The exchange 202

connects to, and communicates with Tthe Aauthentication sc¢rver 300 via

rhe signal laine. Tt should be noted that the exXchange 202 may also

be connected to the authentication server 300 via other networks.
The mobile communication nerwork 200 1 a network that can

rransmnit the moving image transmitted from the mobile terminal 100
ro Tthe authentication sgexver 200. In other words, The mobile

communication network 200 is @ network capable of usinga “videoQ-

ry

phone” . More specifically. the moblle communlication network
yu00 Lransmits the moving image 1n real time. In other words,
rhe mobile communication network 200 transmits the moving image
within an acceptable delay time. The moblle communication
network 200 has a transmission speed that accaomplishes
transmission of the moving image within an acceptable delay time
The mobile communlcation network 200 may be., for example. a
~ircuit switching type network or a packet switching type
network. However, it is preferahble that The mobile
communication network 200 bhe the circuit switching type
network.

Tha server 211 1s a server That provides varlous services

Lo the user of the mobile terminal 100. The server 211 connects
ro the authentication server 300 via the network 210. The network
210 provides a communication path for communication between the server
211 and the authentication server 300. The server 211 provides

corvices to the mobille terminal. 100 via The authentication
cservex 300. In other words, only the user of the mobile terminal

100 who 1s identified as being nim/herself by the authentication
server 200 can use services provided by the server 211 on the
mablle terminal 100. For example., the server 211 provides
qorvices for selling goods through on-~line shopping. The

. TR ML A AR T S IR IO WG B A - Tt W S e e
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server 211 also provides services relating to home security or

bullding security that determines whether or not a person is

allowed to enter his/her house or a building. and locks/ unlocks
the house or kuilding.

The server 211 regquests TtThe authentication of the mobile
terminal 100 user to the authentication sexver 200. For example,
in the case that the server 211 provides services for selling
goods. The sexver 211 requests authentication when the user
purchasaes goods. In the case that the server 21) provides

services raelating to home security or building security. the

server 211 requests authentication when the user wishes to enter
their house or a building. In other words, the server 211 makes
4 request for TtThe authentication of the user to the
sauthentication sarver 300 when avthentication 1s reguired in
accordance with the user s action.

The authentication server 300 is an authentication system that
aurhenticares the user of the mobile terminal 100. The authentication
sexrver 300 deTermines whether or not the user of The mobile terminal
100 is him/herself. The authentication server 300 communicates with
the mobile terminal 100 via the mobile communication network 200. The
authentication server 300 also communicates with the sexver 211 via
tne network 210. As shown in FIG. 1, the authentication server 300
comprises a communication conrrol unit 310, a server side processing
unit 320, an authentication database (hereinafter, referred to as
"authentication DB") 330, a starting condition storadge unit 340, a
rimer 350, and an input unit 360. The server side processing unirt
320 comprises a server side registration processing unit 321 and a
server sifde authentication processing unit 322.

The authantication DB 330 is a register image storage unit that
stores The register image of the moblle Terminal 100 user that has

been pre-registered. The authentication DB 330 connects the

identification data with the register image and stores them both.
Thus. the 1dentification data of the user may be used as the Key for

rhe authenticarion DB 330. The authentication DB 330 stores the
jdentification data of the user and the register i1mage rtransmitred

from The mobile Tterminal 100. The authentication DB 330 stores The

10
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identification data and The regisrter image of the user inpurtced rrom

rthe server side registration processing unlt 321. The authenticarion

DB 220 may store other information to be used for authenticatrion

processing.

The communication control unit 310 communicates with the mobile
terminal 100 wia the moblle ccommnicartion nNeTtwork 200. The
communication control unit 210 connects to The mobile terminal 100
to perform information transmission/reception. The communication
conrtrol unlit 310 recelves the moving image of the user transmitted

from the mobile terminal 100 via the mobile communication network 200.
More specifically. during authentication, The cCOmmunicartion control

unit 310 continues TO receive real-Time moving Iimage signals
transmitted fram The mobile terminal 100, while the authentication
server 300 and the mobile terminal 100 are connectred. AT Tthis time,
rhe communication control unit 310 receives the i1dentification data
of the user in addition ToO the moving image signal. The communication
control unit 310 inputs the received moving lmage and lgdentirfication

data of the user to the server side authentication processing unit
322.

The communicarion control unit 310 receives the register image
of the uger transmitted from The mobile terminal 100 via the mobile
cammunication network 200. More specifically. The communication
control unit 310 receives the register image signals transmitted from

the mobile terminal 100 when the authentication server reglsters the
register image. At this time, the communication control unit 310
receives the identiflcation datrta of the user in addition to the

register image signal. The communication control unit 310 inputs The
received register image and identification data of the user to the
server side registration processing unit 321. The communication
control unit 310 also transmits the notification for the mobile

rerminal 100 to the moblle terminal 100. The notification for the
mobile terminal 100 is inputted TO The communicarion control univt 310

by the server side processing unit 320. The communlcatlion CONCXol
unit 310 disconnects the connection with the mobile terminal 100 in

accordance with instructions from the server side authentication
processing unit 322.

11
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The communication control unit 310 communicates with the server

211 wvia tThe mobile communication network 210. 7The communication
control unit reaéeives ‘the authentlication rxeguest oOf The mobile
rerminal 100 user £from the server 211. The communication control unir
310 inputs the received authenticarion request to the server side

authentication processing unit 322. The communijcation control unit
310 rransmits a notificatlion ta the sexver 211. The notificartion for

the server 211 is inputted to Tthe communication control unit 310 by
the server szide authentication processing unit 322.

The server side processing unit 320 performs various types of
processing in the authentication server 300. To begin with, the
server side authenticatlion processing unit 322 performs processing
relating to the authentication of the ugser of the mobile texminal 100.
The server slde authentication processing unitc 2322 is arn.
authentication processing unit that authenticartes the user by
checking the moving image received by the communication control unit
310 against the reglster 1mage stored in the authentication DB 330.
The server side authentication processing unlit 322 1S inputted the
moving image signal and identificatien data of the user by the
communicarion control unit 310. During authentication, the real-time
moving image is 1npurtted to the server side authentication processing
unit 322 by the communication control unit 310, while the
autThentication server 300 and the mobile terminal 100 are connected.

The sexvér side authentication processing unit 322 converts the
moving image signals inputted from the communication control unit 310
Into moving I1mages. In addition, the server side authentication
processing unit 322 searches the authentication DB 330 for <the
identification data inputted £from the communication control unit 310.
The server side authenticartion processing unit 322 acquires tThe

identification data and the register 1image associated with the
identification data from the authentication DB 330. The server side
authentication process1ing unit 322 checks the register image acguired

from the authantication DB 330 agalinst the converted moving image.
The server side authentication processing unit 322 also checks the

identrification data received by the communlication control unlt 310

against the identification data acquired from the authentication DR

12
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130. If the moving imade matches the reglister image. and the received

1dentificarion data matches the stored 1dentiflilcation data in the
authentication DB 230, then the server side authentication processing
unit 322 determines that the user c¢f the mobale terminal 100 is the

user him/hersel€. If either the image or the identification data does
not match, then the server side aurthenticatiOn processing unit 322
determines that the user s not the usexr him/herself. In this manner,
accordingly, by not only checking the maving lmage against the register
Lmage. but also checking the identificarion data, it ig possible to

perform more accurate authentication with rthe server side

annthentication processing unit 322, and security levels may be
enhanced.

The server side authentication processing unlt 322 acqulires,
for example. a static image from the moving ilmage at a certain timing.
Then the server slde authentication processing unit 322 checKs the
static image acquired fromthe moving image against the register image.
If the moving image transmitted from the moblle terminal 100 is storead
without change as the register ilmage 1in the authentication DB 330.
rhen the server side authentication processing unit 322 acquires a
starlic image from the register image of the moving image. Then the
seyrver side authentication processing unit 322 checks the moving image
ro be authenticated against the statlc image acquired from the moving
image of the register 1image.

In addition, the server side authentication processing unit 322

may check the moving image to be authent icated against the moving image
of the register image. In addition. wnhen the moving image or register

image is the image of the user’'s Faca, the server side authentication
processing unit 322 pexforms shape recognition on the individual parts
of the face from the image. The server slde authentication processing

unit 322 checks the images by determining whether the recognized shapes

of the parts match or not. JT1s also preferable that the server side
authentication processing unlit 322 acquire a plurality of static

images from the moving image. Next, the server side authenuticarion
processing unit 322 checks rhe acquired plurality of static images

against tThe register images, respectively. Through thls, tThe

accuracy of checks performed at the sexver side authentication

13
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processing unit 322 may be enhanced. Accorxrdingly, the server side

authenticatlion processing unit 322 may perform a more accurare

authentication. In addition, the sarveYy sSlde authentlicatlion

processing unit 322 may acquire a pre-defined fixXed number of static
images from the moving image to check against the register image. If
the percentage of matches between the acqQuired plurality of startic
images and the register images 1s higher than a threshold value. tThe
server side authentication processing unit 322 determines that the
user has been identified as him/herself, and if the percentage is below
the threshold wvalue, 1t determines that the user has not been
identifiled as him/herselrf.

To begin with, Tthe server side aurthenricatian processing unit
322 authenticates when the mobile terminal 100 connects To The
authentication server 300. At this point, tThe server side
authentication processing unit 322 authenticates using the moving
image when the mobile terminal 100 connects to the communication
control unit 310 ana vegins transmission of the moving image.

The servey side authentication processing unlt 322 also

authenticates based on the starting conditions stored 1n the srtarting

condition storage unit 340. The starting condition storage unit 340
cstores The starcing conditions for starting authentication. The
starting cenditions for starting authenticarion are pre-registered
in the starting c<ondition storage unit 340. The server side
authentication processing unit 322 acquires the starting conditions

from the starting condition storage unit 340, and audthenticates based
on The acqulred starting conditions.

For example, The sSTartlng condition storage unlt 340 stores a
cycle for starting authentication as the starting condition. The
cycle may be a fixed cycle or random cycle. In this case. the server

side authentication processing unit 322 acqQuires the cycle as the
starting condition from the starting condition storage unit 340. The

carvar side authenticartion processing unit 322 also acguires the time
fyom the timer 350. The server side aurthentication processing unit
322 measures the cycle for starting authentication by uslng the time
acquired from the timer 350. The server side authentication

processing unit 322 starts the authentication when the time reaches

14
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The cycle of the starting conditions. The rtimer 350 supplies The Time
to Tthe server side authentication processing unit 322.

The starting condition storage unit 340 also stores an event
as The starrting condition for starting the authentication. In this
case, the servar side authentication processing unit 322 acquires the
event for starting the authantication as the starting condqition £from
the starting coondition storage unit 340. Then the server sgside
autnentication processing unit 322 starts authenticarion when the
event occuxrs. For example, the starting condition storage unit 340

atores the starting conditions that the authentication i1s performed
again, if the checked results of the moving 1mage against the register

tmage and the identification data dec not identify the uger as
hiam/nerself. In this case, if the checked results do not identify
the user as nimsherself. then the server side authentication
processging unit 322 starts re-authentication. The server side
authentication processing unit 322 performs re-authentication by
11sing the movaing image that is received by The communication control
unit 310 at the re-authenticaetion. The starrting condition storage |
uN1T 340 MAY STOre the user’'s coperarion as the event for starting

authentlicAarion.

The server side auThentication processing unit 322 accepts The
aathentication request, and aurthenticates based on the request. For
example, the server side aurhentication processing unit 322 accepts
Lthe request fox aurhentication from the server 211, The server szide
authentication processing unit 322 starts the authentication when the
communication control unit 310 inputs Tthe authentlicarlion regquest From
the server 211 that is received by the communication control unit 310.

The server side authentication processing unit 322 also accepts
The reguest £Oor Tne authenticartion from the input unit 360. The input
unit 260 accepts inpur £from the operator of the authentication server

300. The input unit 360 may be able To accept operator’'s inpuct. The
input unit 360 may be, for example, a plurality of buttons, keys, and

microphones. The input unit 360 1nputs the input contents inputted
Through the operator’s operations to the server side authenticataon

processing unlt 322. For example, the operator 1nputs the request
for authentication to the 1nput UNit 360 1f required or when receiving

15
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A reguest from a third party.

1f the user is l1dentified as hims/herself, then the server side
authentication processing unlit 322 remains connected to The mobile
rerminal 100. On the other hand, if the user is not identified as

him/herself. then the server slde authentication processing unit 322
instructs the communlcation control unit 310 to disconnect from the
mobile terminal 100. At this time, The authentication server 300 may
transmit & notification based on the authentication result to the
moblle terminal 100. In such a case, the server side authentication

processing unit 322 c¢reates the notification based on the

authentication result anQ inputs the notification to the

communication control unit 310. For example., 1T the user 1is
1dentified as him/herself, then the server side authenticartrion
processing unit 322 creates an authentication complete notification.
I1f the user is not identified as him/herself, then the server silde
auThenticatlion processing unit 322 creates an authentication
disapproved notification. In Tthe case tThart it 1s impossible to
authenticarte since  the raegister 1image connected wlth the
identification data does not exist in the authentication DB 330, Tthe
server side authentication processing unit 322 creates a notification
ro the effect that the 1mage iS not registered or a notlification
prompting the user To register. The Sserver side autnentication
procesaing unit 322 may create a notification prompting the user TO
confirm thatr the moving image is being transmitted.

Thus. the authentication server 300 may determine corxrectly
whether or not the user is him/herself by using the moving image of
the user transmitred from the moblle terminal 100. Accordaingly., the
authentication server 300 has a very high level of security, and may
prevent the mobile terminal 100 from being abused by a third party.

Therefore. the authentication server 300 may prevent a third party
from being authenticatred as the user him/herself when the password

ig ugsed, as in the conventional example, by a third party. Moreover,
the communication control unlit 310 receives the moving 1image
rransmitted from the meobile terminal 100. Therefore, the

authentication server 300 may authenticate using The 1mage

irrespective of the location of the authentication subject.

16
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Accordingly. 1T is not necessary to provide cameras at cach location
wnere the auvthentication sSubjecr exists.

It should be noted that the authentication server 300 may

include a display unirt. In this case, the servar side

authentlcation processing unit 322 outputs the converted moving
image To the dlsplay unirt. The server side authentication
processing unit 322 also outputs the register image acqguired

from the authentication DB 330 to the display unirt. The

operator of the authentication server 300 checks the moving

image against the regilister image displayed upon the display unirzt.

The operatorx 1npuTs the results of the checks through the input

unit 360. Next, the 1nput unitT 360 inpurs the results of the
checks inputted by the operator to tThe server side
Authentication processling unit 322. Alternatively, the

operator may input questlions to0 the user of the mobile Tterminal
100 through the input unit 360. The input unit 360 inputs Tthe
gquestions input by Che Operator TO the serverxr side

authentication processing unit 322. The Server Sside
authentication processing unit 322 inputs the questions to the

communication control unit 310. The communication control

unit 3210 rtransmits the guestions to the mobile terminal 100.

he server side authentlcatlon processing unit 322 may

authenticate by using the responses To the gquestions receilved

from The mobile terminal 100.

The server side registratlon processing unit 321 performs
processing relarting ToO the registration of the register image of the
user. The gerver side reglstration processing unit 321 is a
registration processing unit tThAat registers The reglister image
received by the communication control unit 310 in the authentication

DB 330. The signal of the register image and the identification data

of The user arxe inputted to the server slde registration processing

unit 321 by The communication control unit 310. The server side
registration progcessing Uunlt 321 converts tne signal of the register
image inputted from the communication control unit 310 into the

register image. The server side registration processing unit 321

connects the identificarion data with the register image and stores

17
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them in the authentlcation DB 330. Thus, the server side registration

processing unit 321 registers the register 1mage of The user in the

authentication DB 330.

The server side reglstration processing unit 321 acguires a

static image from the moving image when the register image transmitrted
from the mobile terminal 100 is the movling image. Then The server
side registratiaon processing unit 321 stores the static image acquired
from the moving image in the authentication DB 330 as the register
image . The server side registration processing unit 321 may acquire
a plurality of static images from the moving image and store them in
the authentication DB 330. In addition. the server side reglstration
processing unit 321 may store the moving image transmitted from the
moblle terminal 100 as it is in the authentication DB 330.

AT This time, the authentication server 300 may transmit a
notification relating to the reglstration of the mobile terminal 100.
In such a case, the server s5l1lde registration processing unit 321

creates notlification relating to the registration and inputs it TO
the communication control unit 310. For example, the server side
registration processing unit 321 creatres a registration complete

nectification when the reglstration of the register image is completed.
The server side regilstration processing unit 321 may confirm the
registration image before storing it in The Aauthentication DB 330.
AT this time, 1f the reglster image 1is inappropriate, that is, if the
reglster 1mage is not clear, or if the register image is not received

correctly, the server side registration processing unit 321 may not

stere the image in the authentication DB 330. Moreover, The server
side registration processing unit 321 may create a notificarion
prompting the usex to retransmit the reglster image O Qa noltifica‘l:ion

rejecting the register image.

The seyver side regilstration processing unit 321 and server side

authentication processing Unlt 322 operarte independently. Therefore,

rthe server side registration processing unit 321 and server side

authentication processing unit 322 may be provided 1n differeéent
authentication servers. JIn addition, the authentication serverxr 300

may be provided within the mobile communication network 200. In the

authentication system 1, the authentication server 300 includes the

18
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communicarion control unit 310, the server side processing unit 320,

the authentication DB 330, a starting condition storage unit 340, timer
350, and the input unirt 360, however, these units may be provided
separately, in a pluralilty of servers instead of a single server.

Next, processing between the mobile terminal 100 and rthe
authenticatrion scrver 300 is described. FIG. 2 illustrates the
registration processing procedure of the register image by dividing
the processing into a Termindl side registration processing performed
by the moblle tTerminal 100 and an authenrication server side
registration procescsing performed by the authantication server 300.

To begin with, the terminal side registration processing is
described. The mobile terminal 100 acquires the register image (S410).
More specifically. the image acqguisition unlit 130 acguires the
registaer image, and the Terminal side registrartion processing unirt
111 accepts the register image inputted from the ilmage acgulisition
unit 130 (S411). For example, the image acquisitionunit 130 acguires
the image of the user, and inputs i1t to the Terminal side registration
processing unit 111. The display unit 170 displays the image of the
user. The terminal slde registTratrion processing unirt 111 outputs a
message to the display unit 170 instructing The user to decide on the
register image. The user then selects the register image with viewing
the image displayed upon the display unit 170, and i1nputs 1t to the
input unit 120. The terminal side registration processing unit 111

then acquires the statlic 1mage or the moving image inputted f£rom the

image acquisition unit 130 in accordance with the user’'s operation
inputted through the input unit 120.

The rterminal side regilstration processing unit 111 stores the
acqulred register image in the memory unit 1350 (S412). The terminal
sjide ragistration processing unit 111 ourputs the register image

srored in the memory unit 150 together with instructions for the user
to confirm the register image, to the display unit 170 (S413). The

user may return to step S411 to acquisition the register image again,

if the user wants To change the register image confirmed in the step
(S5413) .

Next, thae mobile terminal 100 secures the communication path
with Tthe authentication server 300, and connects (5420). More

19
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apecilfically. Tto begin with, the commuanication control unit 160
connhects To the authentication serxrvex 300 (S421). The communication

control unit 160 connects to the base station 201 via radlowave. Nexrt.

rhe communication contreol unit 160 connects to the authentication
5 sexrver 300 via the base station 201 and exchange 202, For example,

the communication control unit 160 connects to the authentication
server 300 through dial-up access.

Next, the communication control wunit 160 transmits a

communication start reguest to the authentication server 300 (S422).
10 Tne commiunication contrel unit 160 receives The acceptance of the
regquest transmlitted from TtThe Jduthentication server 300. The

acceptance of rhe request is a response to The effect tThat the

communilcation start request 1s accepted (S423). If the communication

contrrol unit 160 can not receive the acceprtance of the request, it

15 may return to the step (35422) and retransmlit the cammunication start
request.

Next, The mobile terminal 100 Transmits tThe register image

($S430). More specifically, the terminal sl1de authentlicarion

processing unit 111 converts the image, which 1s inputted from the

20 image acquisition unit 130, into a signal that can be transmitted

through the mobplle communicarion neitwork 200. The communication

contrcl unit 160 transmits the 1dentiricatrion data of the user acquired

From the memory unit 150 in addition to the register image signal

caonverted by the terminal side registration processingunit 111 (S431).

25 Finally. the communication control unit 160 receives the registration

completion notificartion and terminates the regilistrationh processing

(5432). The mobile terminal 100 may retransfer tThe register lmage
when it can not receive the registration completion notification in

step (S432).

30 Next., The authentication server side registration processing
ics described. To begin with, the authentication server 300 securxes
a communication path with the mobile terminal 100, and connects (3510} .

More specifically., the communication coOntrxol uUnit 210 receives the

communication start request transmitted from the moblle Terminal 100
35 (S511). The communication contrel unit 310 secures the communicarion

path with the mobile terminal 100 and connects, transmits the
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acceptance of the request to the mobile terminal 100 (S512). In step
(8€5812), if The communicatlon STAXrtT request from the mobile terminal

100 13 determined as belng improper access, the communicarion control

unit 310 may not transmit the acceptance of the regquest, and reject
the communication start request.

Next, Tthe authentlcation server 300 Tregisters the register
image transmitred from the moblile terminal 100 (5520). More
specifically, tThe communication control wunit 32310 receives the
register image and identification data transmitted from the mobile
terminal 100 (S521). The server side registration processing unirt

322 conneacts the register 1mage received by the communication control
unit 210 with the identificartion data and then stores them in the

authentication PB 330 (§522). Finally, the authentication sexrver 200
Transmits the registration complete notification to the mobile
rerminal 100 and terminates registration processing of the register
image (5523). 1In step (S5<42), the authentication server 300 may
confirm the register image before stores 1T in the authenticartion DB
330. When the register image is inappropriate, the authenticarion
sexrver 300 may transmit a notification prompting retransmission of

the register image or a notification rejecting an acceptance of the
register image.

The order of step (£410) and step (S420) mav be reversed. In
steps (S420) and (S510), the moblle terminal 100 trransmits the
communication étart request, however, the authenticaticn server 300
may transmit the communlication start regquest.

Next, FIG. 3 1llustrates 1the authentication processing
procedure by dividing the processing 4into a termlinal side

authentication processing performed by the mobile terminal 100 and
an authentication server side authentication processing performed by
the authentication server 300. To begin with, Tthe terminal side

authentication processing 1is described. At first, the mobile
Terminal 100 secures the communication pPaATth with the authenticarion

server 300, and connects (5610) . More specifically. The mobile
terminal 100 connects To the authentication server 300 (S611),

transinits a communication srtart request (S612), and receives the
acceptance of The request (S613). The steps (S611) through {({S613)
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are substantially l1dentlcal to the steps (S421) through (5423) shown
in FIG. 2.

Next, the mobile terminal 100 acguires a moving image (S620).
More specifically. the image acguisition unit 1320 acquires the user’'s
moving image of the usey., and 1inputs 1t to the terminal side
authentication processing unit 112. AT this time., the display unirc
170 displays the moving image- of the user. The terminal side
authentication precessing unit 112 outputs a message instructing the
user To confirm the moving image To the display unit 170. Then the

user views and confirms the moving image displayed upon the display
unit 170.

Next, The mocbile terminal 100 transmits the moving image to the
anthentication servexr 300 (5620)}). More specifically, the terminal
side aurhentication processing unit 112 converts the moving image
inputted from the image acquisition unlit 130, into a signal that can
be transmitted through the moblle communication network 200. The

communication contrcl unit 160 then tranemirts to the authentication
server 300 the identificartion datra of the user acquired from the memory
unit 150 in addition to the signal of the moving image converted by
rthe terminal side authenticartrion processing unit 112.

Step (5620) and step (5630) are always performed while The mobile
rterminal 100 and the authentication server 300 are connectaed. In

other wards, the mobile terminal 100 acquires the real-time moving

image of the user, and continues To transmit 1t to the authentication
sarvey 300 in 1real tTime.

Then the mobile terminal 100 receives a notificarian of the
authentication result from the authentication server 300 (S640).
More specifically, the meobile terminal 100 receives the
aurhenticarion complete notification when the user is identified as

the user him/herself by the authentication server 300. And the mobile
terminal 100 continues o connect with the aurthentication sarver 300
while the user is identified as him/herself by the aurthentication

server 300. On the other hand, if the user is not identified as
him/herself by the authentication server 300, the mobile Tterminal 100
receives an authentication disapproved notification. The mobile

Termlinal 100 is disconnected by the authentication server 300. The
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mobile terminal 100 registers the register image upon receiving a
notification to the effect that the reglster 1mage 1s not registered

or & notificatrion prompting the user to register from the
authentlication server 300.

Next, the authentication server side authentication processing

is described. To begin with, the authentication server 300 secures

the communicarion path with the mobile terminal 100, and connecrts

(S710). More specifically, the authentication server 300 receives

a conmmunlCATion start request (3711), and transmits an acceptrtance of

the request (S712). The steps (5711) and (S712) are substantially
identical to steps (S511) and (S512) shawn 1n FIG. 2.

Next, the authentication server 300 receives rthae moving image
(S720). The commuanication control unit 210 continues To receive the
real=time moving images and identification data of the user

rransmitted from the mobile terminal 100 while the authentication

server 300 and the mobile terminal 100 are connecrted. Next, the
authentication server 300 checks the moving i1mage received bv The
communication control unit 310 against the register image stored in
the aurhentication DB 330. The authentication server 300 also checks

the idenrification data received by the communication control unit
310 against the identification data acquired from the authentication

DB 330.

Then the authentication server 300 then fTransmits the
notificartion of the authentication result to the mobile Terminal 100
(S740). More specifically. when the user is identified as him/herself,
the authenticarion server 300 TransmitTs an authenrtrication complete
notification. And the authentication sexver 300 continues ToO connect
with the mobile terminal 100 if the user is identified as him/herself.
On the other hand, if the user 1s not identified as him/herself, the

authentication server 300 transmits an authentication disapproved

notification. And the authentlcatlion server 300 then disconnects £from
+the mobile terminzl 100. If authentlcation cannor be madle because

the rcgister image connected with the identification data does not
exist in the authentication DB 330. then the authentication server

300 transmits a notification to the effect that the regilster image

is not registered or a notification prowmpting the user to register.
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The order of steps (S610) and steD (5620) may be reversed. In
steps (S610) and (S710), the mobile Terminal 100 transmits the

communication start request, however, the communication start reguest

may be transmitted by the authentication scrver 2300.

Next. the authentication processing that is performed by the
auThenrication sarver 300 while connected with the mobile Terminal

100 1s described with reference to FIGC. 4. In FIG. 4, the case in

which the mobile trterminal 100 uses the serxrvice for selling goods
provided by the server 211 1s described as an example,

To beginwith,., themobile terminal 100 transmits a communicarion
start request to the authentication server 300 when using the service
provided by the server 211 (5801). The authentication server 300
transmits the acceptance of the request in response to the
communicarion start request from the maoblle terminal 100 (S802).
Through this. the mobile terminal 100 and the authentication server
300 are connected. The moblle terminadl 100 stTaArts The Transmission

of the moving image when the moblle terminal 100 and the authenticarion
server 300 are connected (S803). Hereafrter, the mobile terminal 100
continues to transmiT the moving image while the mobile terminal 100
and the authentication server 300 are connected.

The authentication serxver 300 authentlcares wnen the mobile

terminal connects To the authentication saerver 300. The
authentication server 300 authenticates using the real-time moving
image of the user received when connected to the mebile terminal 100

(S804). In step (S804), if the user is identified as him/herself,
then the authentication server 300 remalns connected to the mobile
terminal 100. On the other hand, in step (S804), if the user is not
1identified as him/hersclf, then Tthe authentication server 300
performs the re-authentication. The authentication server 300 uses
the real-time moving image of the user received when re-authentication
is performed (5805). Thls 1s because the starting condition storage
unitc 340 STOYres tThe starcing condirtions Tor performing
re-authentication when the checked results of the moving ilmage against
the register image and identification data do not identify the user

as him/herself. and as a result, the server side authentication
processing unit 322 Starts re-authentication based on the starting
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conditions.

In step (SB805). 1f the useXx 15 identified as hims/herself, then
The authentication sexver 300 remains connected ro the mobile terminal
100. On the orther hand, in step (5S805), 1f the user is not identified

as him/herself, the authentication server 300 disconnects from the
mabile Tterminal 100 (SB06) -

The server 211 transmits rhe contents of the goods To only The
mobile terminal 100 used by the user who has been identified as
him/herself by the authentication server 300, thus begins the service.
{1y The meantime. the mobile terminal 100 transmits the moving
iinage of the user TO The authentication server 300,

The starting condition storage unlit 340 stores the cycle for
starting authentication as the starting condition. Therefore, the

server side authentication processing unilt 222 acquires the cycle as

the starting condition fram the starting condition storage unit 340,
and acquires time from the timer 350. The server side authentication

processing unit 322 automatically STarts autheanticarion when the time
reaches the cycle of the starting ¢ondition. The authentication

server 300 performs authentication by using the real-time moving image

of the user received when the timer reaches the cycle of the starting
condition (SBO0O7).

In step (S807), if the user is identlfled as nhim/herselfl, then
authenticarion server 300 remains connected to the mobile terminal
100. On the orther hand, in step (S807), if the user is not identified

as him/herself, then the authenticartion server 300 performs
re-aurhanricatlion (S808). In step (35808), if the user i1s identified
as him/herself, then the authentlicatlon server 300 remains connected

to the mobile rerminal 100. On the other hand, in step (5808), if
the user is not identified as him/herself, then the authentication

server 300 disconnects from the mobile terminal 100 (5809).

Thereafter, The server 211 makes a regquest for the
authentication of the user to the authentlication server 300 when the

user of the mobilile terminal 100 purchases goods. The authentication

server 300 accepts the authentication regquest from the sexrver

211. Next, the authentication server 300 starts the authentication

of The user. The authentication server 300 authenticateg using the
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real-time moving image of the user received when the request from the

server 211 1s accepted (S810). The authenticatlion server 300 may start

authentication when the user attempts to purchase goods, by storing

the starting condition that authentication starts when the user
purchases goods as a starting condition storage unit 340. In addition,
rhe anthentication server 300 may start authentication when the user

purchases goods by making the operator of the authentication server
300 input an authentication request through tThe iaput unit 360 when
the user purchdases goods.

In step (5810), 1f the user is identified as him/herself, then
the authentication server 300 remalns connected to the mobile terminal
100. On the other hand, in step (S810), if the user is not identified
as him/herself, then the authentication server 300 performs
re-authentication (S811). In step (S811), if the userx 1s identified
as him/herself, the authentication server 300 remains connected to
the mobile rterminal 100. On the other hand. in step (S811), if the
user is not identified as the authorized user, the authenticartion

server 300 disconnects the mobile terminal 100 (S812).

"hus, the authentication server 300 continues to receive
rthe moving 1mage of the user while connected to the mobile
terminal 100. As a result, the authentication server 300 may
authenticate at any time. Accordingly, the authentication

server 300 may confirm whether the user is him/herself oxr not,

not only in step (S804) when the mobile Terminal 100 connects
To The authenticartion server 300, but also in subseguent steps
such as steps (5807) and (5810).

Therefore, even when the user is identified as him/herselrf

upon connection, the authentication server 311 may prevent a
third party from performing sSubsequent operations such as
purchasing goods as a result of a third party stealing the image
during connectlon. The authentication server 300 may
AuTthenticate whenever authentlcatlion 1s desired such as when
the usex purchases goads. Accordingly, with The
authentication server 300, 1t 1s possible to obtain effects

similar to over-the-counter selling.

Furthermore, the mobile TtTerminal 100 1s always
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transmitting the moving 1image while connected <tTo the

authentication servexr 300. Therefore, 1T 1S not necessary for
the mobile terminal 100 to perform any operation requested by
the authentication server 300 during authentication or the

re-authentication by the authentication server 300. 1T should
be noted that 1in steps (5805). (S808), and (sBll), The

authentication server 300 performs re-authentication only once,
however, it may be possible to perform re-authentication
several tTtimes, The present invention 15 not limited Tto the

above- describeaed embodiment, and that various modifications are
possible.

27



CA 02412148 2007-07-10

What 1s claimed 1is:

1, An authentication system comprising:
a register image storage unit, which 1s arranged to
store a register image of a mobile terminal user;

5 characterized by a communication control unit, which
1s arranged to receive 1in real time a moving image of the
mobile terminal user transmitted from a mobilile terminal;

an authentication processing unit, which 1s arranged

to authenticate the wuser by checking the moving 1mage

10 received by the communication control unit against the
reglster 1mage stored in sailid register image storage unit;

said authentication processing unit belng adapted to

acquire a plurallity of static images from the moving image,

and to check each o0of said plurality of static 1mages

15 against the register image respectively.

2. The authentication system o¢of claim 1, wherein the
communication control unit 1s arranged to receive the

moving image while connected to the mobile terminal.

3. The authentication system of claim 1, wherein:

20 the register 1image storage unit 1is arranged to connect
and store 1i1dentification data for identifying the mobile
terminal user with the register image;

the communication control unit 1s arranged to receive

the moving image and the identification data; and

28
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the authentication processing unit 1s arranged to
authenticate by checking the moving 1image agalnst the
reglster 1mage and the received identification data against

the 1dentification data stored 1in the register 1mage

storage unit.

4 . The authentication system of claim 1, further
comprising a starting condition storage unit, which 1s
arranged to store starting conditions for starting
authentication; wherein

the authentication processing unit authenticates based

on the starting conditions stored in the starting condition

storage unit.

. The authentication system of c¢laim 1, wherein the
authentication processing unit 1is arranged to accept a

request for authentication, and to authenticate based on

the accepted request.

o. The authentication system of claim 1, wherein, when a
checked result of the moving 1image against the register
image does not identify the mobile terminal user as
him/herself, the authentication processing unit is arranged
to perform re-authentication by using the moving 1mage
being recelved by the communication control unit and to

perform re-authentication.
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7. The  authentication system of claim 1, further
comprising a registration processing unit, which 1is
arranged to register the register 1image received by the
communication control unit 1in the register 1mage storage
unit, whereiln

the communication control unit 1s arranged to receive

the register image transmitted from the mobile terminal.

8. The authentication system of claim 7, wherein:

the communication control unit 1s arranged to receive
the register 1mage transmitted from the mobile terminal and
ldentification data for identifying the mobile terminal
user; and

the registration processing unit 1s arranged to
connect the 1l1dentification data with the register image
recelved by said communication control unit, and to store

these in the register image storage unit.

9. An authentication method, characterized by:

recelving 1in real time, by an authentication system
that authenticates a mobile terminal user, a moving 1mage
of the mobile terminal user transmitted from a mobile
terminal;

acquiring a plurality of static images from the moving
image; and

checking each of a plurality of acquired static images
against a register image to authenticate the mobile
terminal user by the authentication system, which stores

the reglster image of the mobile terminal user.
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10. The authentication method of claim 9, wherein the
authentication system receives the moving 1image while

connected to the mobile terminal.

11. The authentication method of claim 9, wherein:

the authentication system connects and stores
ldentification data for identifying the moblile terminal
user with the register image;

the authentication system receives the moving image
and the i1dentification data; and

the authentication system authenticates by checking
the moving 1mage against the register 1image, and the

received identification data against the stored

identification data.

12. The authentication method of c¢laim 9, wherein:

the authentication system stores a starting condition

for starting authentication; and

the authentication system authenticates based on the

stored starting condition.

13. The authentication method of claim 9, wherein:

the authentication system accepts a request for

authentication; and

the authentication system authenticates based on the

accepted request.
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14. The authentication method of claim 9, wherein the
authentication system performs re-authentication by using
the received moving 1image when re-authentication 1is
performed, 1n a case where a checked result of the moving
image against the register 1image does not 1identify the

mobile terminal user as him/herself.

15. The authentication method of claim 9, wherein:

the authentication system receives the register 1mage
transmitted from the mobile terminal; and

the authentication system stores the received register

image 1n the authentication system.
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