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(57) Abstract: [n an example, a method of encryption is described to
include generation of a content encryption key and a key encryption
key. In that example, the content encryption key is wrapped based on
a key wrap operation using the key encryption key and the wrapped
content encryption key is encrypted using a policy encryption key.
Further in that example, the policy encryption key is encrypted us-
ing a public key corresponding to a print apparatus. In an example, a
method of decryption is described. The example method of decryp-
tion performs recovery of a policy object using a private key corre-
sponding to a print apparatus. In that example, the policy object in-
cludes a wrapped key that is unwrapped using a key encryption key
to recover a content encryption key usable to decrypt an encrypted
electronic document.
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Key Encryption Key Wrapping

BACKGROUND

[6Q01] images are procassible for use with computing machines, suichas a
print apparatus. A print apparaius, for example, may produce a physical
representation of an image by operating a print fluid ejection system according to the
control data based on processed image dala. An image may be processed in a print
apparatus pipeline or processed offline on a separate computa device, such as a
print server. Image data to be replicated may be transferred to a print apparatus over
& direct cable connection with 3 user device {such as a deslkiop computer), a
wireless connection {such as via mobile device), over a network connection {such as
viag g local area network or the internet); or a dala transfer path including g
combination thereof. Electronic documents including image data may be transferred

in g public manner or in a private manner using a form of obfuscation, such as

encryption.

BRIEF DESCRIPTION OF THE DRAWINGS
{0002} Figure 1 is g block diagram depicting an example encryption system.
{0003} Figure 2 is a block diagram depicting an example decryplion system.
[0004) Figure 3 is a block diagram depicting transfer of encrypted documents

between an example encryption system and an example decryption system.

[0005] Figure 4 is a block diagram depicling transfer of encrypted documents
between an example encryplion system and an example decryption system via an
exampie print service,

{0006} Figure § is a block diagram depicting an example encryption system,
[0007] Figure 6 is a block diagram depicting an example decryption system.
{0008] Figures 7-10 are flow diagrams depicting example mathods of

encryption.
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[0009] Figures 11-15 are flow diagrams depicting example methods of
decryplion.

DETAILED DESCRIRPTION

{0010} iy the following description and figures, some example
implementations of methods of encryption, methods of decryption, and devices
capabie of using such methods of encryplion and/or decryption are described. Soms
print solutions are vuinerable {o attacks, such as man-in-the-middie attacks, where
an adversary can spoof the identity of a print apparatus and read a confidential
document. Transport secunty mechanisms may provide authenticated, end-to-end
encryphion of prind jobs, whereas some print workflows, such as pull printing or clowd-
based printing, do not allow the user to comnect directly 10 a print apparatus, As 8
result, the user may not know where the job is sent or how the job is handied by
intermediary services. in some examples, print jobs may be encrypted using a
password-derived symmetric encryption key, but such jobs may be vulnerable to
undetected manipulation of the encrypted print job and/or interception of the print job
followed by decryplion {&.g., when the password is weak or discovered by an
adversary).

[0011] Various examples described below relate to encrypting a document
using a first form of encryption 1o protect the content under a release policy and a
second form of encryphion using a printer-hased information. For example, an
electronic document for printing may be protected with a user password {or ather
user-specific information) and restricted o being printed by a specific print
apparatus, such as by limitations using public-key cryptography with the print
apparatus or via another device performing crypiographic operations. By binding the
electronic document in a dually protective manner, a print job is released when
muttiple conditions are mel, and attacks igolated {o a user or a printer may be
prevented, for exampis.

{0012} Figure 1 is g block diagram depicting an exampie encryption system
100. The example encryption system 100 of Figure 1 generally includes an
encryption engine 102 and a communicgtion engine 104. In general, the encryption
engine 102 uses multiple encryplion technigues fo profect data including & wrapping
technique using input 106 for generating a key encryption key (KEK) and an
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encryphion technique using & printer public key 108, and the communication engine
104 may prepare transmission of a e encrypted by the encrypticn engine 102.
{0013] The encryption engine 102 represents any circuitry or combination of
circuitry and executable instructions to wrap a key using & key wrapping technigue
fhat utilizes a KEK and to encrypt a key using a printer public key 108, The
encryption engine 102 uses unique print job data {i.e., the KEK input 106} and
unique printer data to protect the print job. The encryplion engine 102 may generate
an electronic package of data encrypled using the unique print job data and the
unique printer data such that the print job is protected by multiple security vectors.
The KEK input 108 and the printer public key 108 may be locally stored with the
gncryption system 100 or may be retrievable from a remote storage.

{0014} in an example, the encryption engine 102 may be a combination of
circuitry and executable instructions to generate a KEK using a passphrase provided
by a user and use a key wrapping technique to wrap data, such as a content key,
using the generated KEK. As used herein, the KEK is a combination of characters
derived from user-gssociated data or policy-associated data. The user-associated
data or policy-associated data is represented in Figure 1 as KEK input 108. As used
harein, user-associated data may be any appropriate data provided by a user or
correspond {0 @ user profile. Example user-associated data includes a user-provided
passphrase {e.g., a password) or biometric data, a centrally-stored personal
identification number (PIN), unique data stored with the user profile (such as an
Active Directory file}, and the like. As used herein, the policy-associated data may be
any appropriate data corresponding to a release policy for printing a print job.
Example policy-associated data includes focation-based information {(such as a
geographic region, an Internet Protocol (IP) address, a Media Access Control (MAC)
address list, or building category), time-based information (such as range of hours to
perform the print job), group-based information {such as restrictions o a security
fevel, a role, a specitic feam or department, the executive commitiee or board
members, elc.}, process-based information (such as a maximum number of copies,
whether colar reproduction is sliowsd, page size restrictions, workflow limitations, or
any other data corresponding to how the document is to be processed) and the like,
[0015] The encryption engine 102 may include circuity or a combination of
circuitry and exacutable instructions o generate a plurality of keys. For example, the
encryption engine 102 may include a combination of circuitry and executable

3
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instructions to gensrate a content encryplion key {CEK) 10 use for confent of an
alectronic document, encrypt content using the CEXK, generate a KEK from usst-
associated data or policy-associated data, wrap the CEK based on a key wrap
wrapped CEK using the PEK, and encrypt the PEK using a public key corresponding
to & print apparatus. Keys, such as the CEK and PEK, are a combination of
characters {such as lefters, numbers, and/or symbols) useable as 3 parameter that
determines the functional output of a cryplographic algorithm. As used herein, a
wrapping operation represents an encryption operation with authentication. in this
manner, 8 wrapping operation may encrypt a content encryption key using the key
encryption key in a manner that allows for the wrapped key generated from the
wrapping operation to be authenticated.

[0016] The encryption engine 102 may include circuitry or a combination of
circuitry and executable instructions 1o generate a policy object. A policy object, as
used herein, is a datfa structure with storage variables that represent values
corresponding 1o policy parameters {e.g., seltings andfor rules). For eaxample, the
policy object may include a release policy for specific data (e.q., a panticular
document or print job) that includes a number of permissions and a number of rules
andior conditions for printing the specific data. For exampie, the policy object may
include a wrapped key, print job information including a subject or title of a print job,
parameters and printing limitations as set by a rule, other restrictions, a nonce
{discussed further below}, and the like. The policy object may be a package of
separate data, such as separately encrypted data.

(0047} The policy ohject may be encrypled in way preferable for the size of the
poticy abject. For example, the header of the policy object may be encrypted
asymmetrically while the payload of the policy object is encrypled symmetrically. As
another example, hybrid encryption may be used to encrypt the policy object. The
encryption engine 102 may encrypt the policy object using a PEK that is different
from the CEK, KEK, and the public key of the destination print apparatus. In that
example, the encryplion engine 102 may encrypt the PEK with the public key of the
destination print apparstus and provide the encrypted PEK with the policy object
encrypted with the PEK to reduce the size of the pavload provided to the print
apparatus.
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[0018] The encryption engine 102 may generale a nonce and include the
ponce iy the policy object. A nonce, a5 used herein, represents a unique set of
characters. The nonce may be used to ensure authentication of the print job. For
exampie, the encryption engine 102 may generate a random nonce for a policy
pbiect that may be verified by the print apparatus, thus 8 repeated nonce may
indicate an intercepted print job. In this manner, a randomly generated nonce may
aliow for improved authentication and avoid potential attacks to confidential data, for
exampie.

[0019] The communication engine 104 represents any circuitry or combination
of circuitry and executable instructions {o prepare a file encrypted by the encryption
gngine 102 {¢ a print apparatus corresponding 1o the printer public key 108. For
exampie, the communication engine 104 may include a combination of circuitry and
executable instructions to send a first cipher corresponding 1o the encrypted policy
ohject and a second cipher corrasponding to the encrypied policy encryption key to
the print apparatus.

[og20] The encryption system 100 may be implemented as an intermediary
between a user device and the destination print apparatus. in such an example, the
communication engine 104 may be implemented as part of a print server 16 receive
an electronic file encrypled with a public key of a print server and the encryplion
engine 102 decrypts the electronic file to recover the policy object using service-
specific information {e.g.. a printer server public key}, the encryption engine 102
selects the print apparatus from a printer group identified by the print server based
on a retrieval request {(e.9., 8 pull request 1o a specific printer), the encryption engine
102 encrypts the policy object using the public key of the selected print apparsius,
and the communication engine 104 sends the re-encrypted policy object to the
selected print apparatus. Such an exampie is discussed further with respect to
Figure 4. I some examples, functionalities described herein in relation to any of
Figures 1-6 may be provided in combination with functionalities described herein in
relation to any of Figures 7-15.

[6021] Figure 2 is a block diagram depicting an example decryption system
200. The example decryption system 200 of Figure 2 generally includes decryption
engine 212 and a print engine 214, In general, the decryption engine 212 decrypis a
cipher 210 via a technigue using the printer private key 218 and the print engine 214
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prapares an electronic file recovered via the decryption engine 212 o be printed by a
print apparatus.

{0022} The decryption engine 212 represents any circuitry or combination of
cirouitry and execuiable instructions {o recover a wrapped key using a key
corresponding 1o a print apparatus and unwrapping a key o recover g CEK usable fo
decrypt content. For example, the decryplion engine 212 may include a combination
of circuitry and executable instructions {o recover a policy object using a private key
corresponding 1o a print apparatus, generate a key encryption key using user-
associated information or policy-associated information, unwrap a wrapped key of
the policy object using the key encryption key to recover a content encryption key,
and decrypling an encrypled electronic document using the content encryption key.
{0023} The decryption enging 212 may decrypt multiple keys in the process of
decrypting an electronic document. For example, the decryption engine 212 may
decrypt a package using a printer private key 216 to obtain the cipher 210. For
another example, the cipher 210 may be a key cipher 210 that is decryplable using
the printer private key 216, The cipher 210 and the printer private key 216 may be
stored locally on the decryption system 200. In other examples, the cipher 210 may
be retrieved remotely.

{00243 The decryption engine 212 may recover a policy object via a decryption
technique and unwrap a key (i.e., decrypt a key with an authentication operation).
For example, the decryption engine 212 may include a combination of circuitry and
executable instruction {0 decrypt a key cipher using a private key corresponding to
the print apparatus to recover a PEK, decrypt a policy cipher using the PEK {0
racover g policy object, unwrap a wrapped key located within the palicy object using
a KEK generated from user-provided information {o recover a CEK, and decryptan
encrypted electronic document using the CEK.

[0025] The decryption engine 212 may perform further authentication
operations. For example, the decryption enging 212 may include a combination of
circuitry and executable instructions to retrieve a number of reference nonces from a
storage medium coupled to the print apparatus, compare a nonce of a print job
corresponding fo the policy object to the number of references nonces refrieved from
the storage medium. in that example, the decryption engine 212 may delete the print
job in response to identification of a replayed nonce comresponding to the print job or
may proceed with decrypting andfor performing a print operation.

&
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foaz2e] The decryption engine 212 may cause components of a print apparatus
o perform actions, such as operations correspanding o printing & document. For
example, the decryption engine 212 may include a combination of circuitry and
exscutable instructions o cause a display engine to display a prompt for a password
corresponding 1o the KEK in response 1o g job selection of the list of available print
jobs, cause a display engine to display a list of available print jobs for the print
apparatus, and/or cause a display engine o display an error message in response {o
a request to print the print job outside of the rule or a parameter corresponding o the
policy object.

[0027] The print engine 214 represents any circuitry or combination of circuitry
and executable instructions {0 perform a print operation according 1o a releasse
policy. For example, the print engine 214 may include a combination of circuitry and
executable instructions to operate the print apparatus according {0 a rule of the
policy object and print the decrypled elecironic document when the rule of the policy
is satistied. In this manner, the print engine 214 may restrict performing a print
operation until restrictions are met and the user andior palicy are verified as
authorized.

{0028} Figure 3 is a block diagram depicting transfer of encrypted documents
betweaean an exampie encryption system 301 implemented on a user device 330 and
an example decryption system 303 implemented on a print apparatus 340. in the
example of Figure 3, the user device 330 provides a content cipher 308, a key cipher
310, and a policy cipher 311 to a print apparatus 340 to be decrypted when
appropriately authorized as defined by the policy object {e.g., based on the policy
rule 326). As used herein, a content cipher is a cipher derived from encrypting
content, a policy cipher s a cipher derived from encrypling the policy obiect, and a
key cipher is a cipher derived from encrypting a key. in the example of Figure 3, the
key cipher 310 is a cipher derived from encrypting the PEK using the public key 308
of the print apparatus 340.

[0029] The encryption system 301 of the user device 330 generally includes
an encryption engine 302, a communication engine 304, and a display engine 330,
The decryption system 303 of the print apparatus 340 generally includes a
decryption engine 312, 8 print engine 314, and a display enging 318. The encryption
engine 302, the communication engine 304, the decryption engine 312, and the print
engine 314 represent the same as the sncryption engine 102 of Figure 1, the

7
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communication engine 104 of Figure 1, the decryplion engine 212 of Figurs 2, and
the print engine 214 of Figure 2, respectively, and their descriptions are not repested
for brevity. The display engines 318 and 320 represent a combination of a display,
cireuditry, and exscutable instructions 1o present an image on the display. The display
engines 318 and 320 may be user interfaces 1o allow for input {o be provided by
and/or presented to a user. For example, the display engine 320 may include a
control panel that displays a user information request, such as a passphrase request
10 be used as input for generating a KEK. For another example, the display engine
320 may cause a display to present a list of available print jobs correspondingto a
user. In yet another example, the display engine 320 may cause a display to present
an error message in response {0 a request to print a job cutside of the release policy
{e.g., not in accordance with a rule or parameter defined by a policy object of the
print job).

{0030} As shown in Figure 3, the engines 302, 304, 312, 314, 318, and 320
may be integrated into a compute device, such as a user device or g print apparatus.
The engines 302, 304, 312, 314, 318, and 320 may be integrated via circuilry or as
installed instructions into a memory resource of the compute device. In other
examples, the engines may be distributed across devices.

{0031} The user device 330 represents genarally any compute device {o
communicate a network request and receive and/ar process the corresponding
responses. For example, a browser application may be installed on the user device
330 1o receive the network packet from another device {e.g., a web server) and
ytilize the payload of the packet o display an element of 3 page via the browser
application.

{0032} in examples described herein, a “print apparatus” may be a device o
print content on a physical medium {e.q., papey, {extiles, a layer of powder-based
build material, etc.) with a print material {e.g., ink or toner). For example, the print
apparatus may be g wide-format print apparatus that prints latex-based print fluid on
a print medium, such as a print medium that is size AZ or larger. In some examples,
the physical medium printed on may be a web roll or a pre-cut sheet. In the case of
printing on a laver of powdsr-based build material, the print apparatus may utilize the
deposition of print materials in a laysr-wise additive manufacturing process. A print
apparatus may utilize suitable print consumables, such as ink, toner, fluids or
powders, or other raw materials for printing. In some examples, a print apparatus

&
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may be a three-dimensional (3D} print apparatus. An example of fluid print material
is 8 waler-based latex ink gjectable fram a print head, such as a plezoslectic print
head or a thermal inkjet print head. Other examples of print fluid may include dye-
based color inks, pigmeni-based inks, solvents, gloss enhancars, fixer agents, and
the like.

{0033} The compute devices 330 and 340 may include data stores (such as
data stores 360 and 370) to contain information useable by the systems discussed
herein. The compute devices 330 and 340 may include user interfaces (such as g
display or a keyboard) to receive or provide information to a user. The compute
devices 330 and 340 may include electronic interfaces {such as a network card or
wireless transceiver) to provide information among devices. The compute devices
may be electrically linked via the electronic interfaces. A link between devices
represents one or 8 combination of a cable, wireless connection, fiber optic
connection, or remote connections via a telecommunications link, an infrared link, a
radio frequency link, or any other connectors of systems that provide electronic
cormmunication. The link may include, at lsast in part, intranet, the Inlemet, ora
combination of both. The link may also include intermediate proxies, routers,
switches, load halancers, and the like.

{0034 The data siore 360 may include data useable with the encryption
system 301 and the data store 370 may include data useable with the decryption
system 303. For example, the data store 360 of Figure 3 includes the printer public
key 308, input 322 provided by a user, a selection 324 of a policy rule and/ior
parameter for a print job, eic. For another example, the data store 370 may include a
printer private key 316, a policy rule 326, a print parameter 328, eic. In some
gxampies, the data stores 360 and 370 may be the same dala store or distributed
among a number of data stores. A data store may be a memory resource as
discussed herein.

[0035] Figure 4 is a block diagram depicting transfer of encrypted documents
betwesn an example encryplion system 301 implemented on a user device 330 and
an example decryption system 303 implemented on a print apparatus 340 via securs
fransfer system 305 implemented on an exampie print service 350, In the example of
Figure 4, the encryption system 301 of the user device 330 generates a seyvice
cipher package 313 encrypted for authorization using a service public key 348 {o
restrict decryption o the print server 350,

9
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[60386] The print server 350 includes an encryption and decryption system
{e.q., the secure transfer system 305} that includes g decryplion engine 332, a group
engine 334, an encryption engine 336, a communication engine 338, and a data
store 380. The decryplion engine 332, the encryption engine 338, and the
communication 338 are similar 10 the decryption engine 312, the encryption engine
302, and the communication engine 304, respectively. The decryption and
encryption system of the print server 350 allows Tor securely routing the print job
from the user device 10 the print apparatus through a service provided by the print
server. The decryption engine 332 decrypts the service cipher package 313 using
the server private key 346 to obiain the policy object 315, The group engine 334
represents circuttry or @ combination of circuitry and executiable instructions o, using
information of the policy object 315, identifies a printer group 342 authorized to
receive the print job corresponding to the policy objact 315. The group engine 334
may include circuitry or 8 combination of circuitry and executable instructions fo
prepare a number of packages 1o be encrypted and passed to printers of the printer
graup via the communication engine 338. The encryplion engine 336 performs the
encryption of the policy object 315 using the printer private key for each print
apparatus of the printer group to which the communication engine 338 is going fo
send. In this manner, the printer cipher package 317 is securely encrypted using the
printer public key 344 such that the decryption system of the print apparatus 340 is
able to decrypt the printer cipher package 317 using the printer private key 316.
[0037] The service device 350 represenis generally any compute device(s) to
respond 0 a natwork request received from a user device 330, whether virtual or
raegl. For example, the service device 350 may operate a combination of circuitry and
exscutable instructions 1o provide a network packet in response {0 a request for a
page or functionality of an application.

[0038] The compute devices 330, 340, and 350 may be located on separate
networks or part of the same network. An example computing environment may
inciude any appropriate number of networks and any number of the networks may
include a cloud compute environment. A doud compute environment may include a
virtual shared pool of compute resources, such as g distributed network comprising
virtual computing resources. Any appropriate combination of the systems 301, 303,
308, and compute devices 330, 340, and 350 may be a virtual instance of a resource
of a virtual shared pool of resources. The engines and/or modules of the system 300

10
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hersin may reside and/or execute “on the doud” {e.g., reside andior exscute on a
virtual shared pool of resolirees).

{0039} Figure & is a block diagram depicting an example encryption system
500. Figure 8 is 2 block diagram depicting an exampie decryplion system 800,
Figures 5 and 6 depict that the example systems 500 and 6800 may comprise a
memory resource 520 and 620 operatively coupled {o a processor resoures 522 and
622 respectively. The memory resources 520 and 620 may confain a set of
insfructions that are executable by the processor resowrce 522 and 622 respectively.
The memory resources 520 and 820 may aiso contain data useable by the systems
500 and 600, such as the printer public key 508 and the printer private key 616.
{0040} The set of instructions of memory resource 520 are operable o cause
the processor resource 522 to perform operations of the system 500 when the set of
instructions are executed by the processor resource 522. The set of instructions
stored on the memory resource 520 may be represented as an encryption module
502, a communication module 504, and g display module 508. The encryption
maodule 502, the communication moduie 504, and the display module 506 represent
program instructions that when executed cause function of the encryption engine
302, the communication engine 304, and the display engine 320 of Figure 3,
respectively. The processor resource 522 may carry out a set of instructions {o
execute the modules 502, 504, 508, and/or any other appropriaie operations among
and/or associated with the modudes of the system 500. For example, the processor
resource 522 may carry out a set of instructions {o generate a KEK from user-
associated data or policy-associated data, encrypt 8 CEK using the KEK {o generate
a wrapped key, generate a policy object that includes the wrapped key, encrypt the
potlicy abject with a PEK, and encrypt the PEK using a public key of a print
apparatus. For another example, the processor resource 522 may carry out a set of
instructions to encrypt content using the CEK| randomly generate a nonce, generate
a wrapped key using a KEK based on user input, package the wrapped key, print job
infarmation, and the nonce e a policy object, encrypt the policy object using the
PEK, encrypt the PEK using a public key of a print apparatus, and send a first cipher
corresponding o the encrypted policy object and a second cipher corresponding fo
the encrypted PEK to the print apparatus. In yet another example, the processor
resource 522 may camry out a set of instructions 1o receive an electronic file
encrypted with a public key of a print server, unwrap the electronic file to recover the

11
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policy object, select a print apparatus from a printer group Wentifisd by the print
server based on a retrieval request, and rewrap the policy object with a public key of
a print apparatus.

{0041} The set of instructions of memory resource 6820 are operable 1o cause
{he processor resource 622 1o perform operations of the system 6800 when the set of
insfructions are exacuted by the processor resource 622. The set of instructions
stored on the memaory resource 620 may be represented as a decryption module
612, 8 communication module 6§14, and a display module 818, The decryption
module 612, the communication module 614, and the display module 618 represent
program instructions that when executed cause function of the decryption engine
312, the communication engine 314, and the display engine 318 of Figure 3,
respectively. The processor resource 822 may carry out a set of instructions to
execute the modules 612, 614, 818, and/or any other appropriate operations among
and/or associated with the modules of the system 600. For example, the processor
resource 822 may carry out a set of instructions {0 cause a control panel to display a
yser information request, decrypt a Rey cipher using a private key corresponding fo a
print apparatus to recover a PEK, decrypt a policy cipher using the PEK o recover a
policy object with & wrapped key, unwrap the wrapped key using 8 KEK gensrated
from user-provided information to recover a CEK, decrypt an encrypted electronic
document using the CEK, operate a print apparatus according to a rule of the policy
object, and print the decrypted slectronic document when the rule of the policy object
is satisfied. For another example, the processor resource 822 may carry out a set of
instructions to cause the display engine {0 display a list of gvailable print jobs for the
print apparatus, retrieve a number of nonces from a siorage medium coupled to the
print apparatus, compare a nonce of a print job corresponding to the policy object {o
the number of nonces retrieved from the siorage medium, delete the print job in
response 1o identification of a replayed nonce corresponding to the print job, cause
the display engine 1o display a prompt for g password corresponding fo the KEK in
response {0 a job selection of the list of available print jobs, and cause the display
engine o display an eror message in response to g request to print the print job
outside of the rude or a parameter corresponding o the policy object.

[0042] Although these particular modules and various other modules are
flustrated and discussed in relation to Figures 5-6 and other example
implementations, other combinations or sub-combinations of modules may be
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included within other implementations. Said differently, although the modules
fustrated in Figure 5-8 and discussed in other axample implementations perform
specific functionalities in the examples discussed herein, these and other
functionalities may be accomplished, implemented, or realized at different modules
or at combinations of modules. For example, two or more moduies illusirated andfor
discussed as separate may be combined inte a module that performs the
functionalities discussed in relation to the two modules. As another example,
functionalifies performed at one module as discussed in relation {o these examples
may be performed at a different module or different modudes.

[0043] A processor resource is any appropriate circuitry capable of processing
{e.g., computing} instructions, such as ong or mulliple processing elements capable
of retrieving instructions from a memory resource and executing those instructions.
For example, the processor resource 522 may be a central processing unit (CPU)
that enables encryption by fetching, decoding, and executing modules 502, 504, and
5Q08, For another example, the processor resource 822 may be a CPU that enables
decryption by feiching, decading, and executing modules 612, 614, and 618,
Example processor resources include af least one CPU, 3 semiconductor-based
MICTOPrOcessor, a programmable logic device (PLD), and the like. Example PLDs
include an application specific integrated circuit (ASIC), a field-programmable gale
array (FPGA), a programmable array logic (PAL), a complex programmable logic
device {CPLD), and an erasable programmable logic device {(EPLD). A processor
resource may include multiple processing elements that are inlegrated in a single
device or distributed across devices. A processor resource may process the
instructions serially, concurrently, or in partial concurrence,

{0044 A memory resource represents a medium {o store data utilized and/for
produced by the systems discussed herein. The data stores discussed herein are
memory resources as described below. The medium is any non-fransitory medium or
combination of non-transitory media able to slectronically store data, such as
modules and/or data of the systems 500 and 800. For example, the medium may be
a storage medium, which is distinet from a transitory transmission medium, such as 8
signal. The medium may be machine-readable, such as computer-readable. The
medium may be an electronic, magnetic, optical, or other physical storage device
that is capable of containing {(i.e., storing} executable instructions. A memory
resource may be said 1o store program instructions that when executed by a
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processor resource cause the processor resource o implement funclionality of the
system {e.g., system 500 and/or system 8GO A memory resource may be integrated
in the same davice as a processor resource or it may be separate but accessible to
that device and the processor resource. A memaory rescurce may be distributed
across devices.

[0045] in the discussion herein, the engines 102 and 104 of Figure 1; the
engines 212 and 214 of Figure 2; the engines 302, 304, 312, 314, 318, 320, 332,
334, 336, and 338 of Figures 3 and 4; the modules 502, 504, and 506 of Figure 5;
and the modules 812, 814, 618 of Figure 6 have been described as circuiryora
combination of circuitry and executable instructions. Such components may be
implementsd in @ number of fashions. Looking at Figure 5, the execuiable
instructions may be processor-executable instructions, such as program instructions,
stared on the memory resource 520, which is a tangible, non-transitory computer-
readable storage medium, and the circuitry may be electronic circuitry, such as
processor resource 522, for executing those instructions. The instructions residing
N @ Memary rescurce may comprise any set of instructions o be executed directly
{such as machine code) or indirectly {such as a script) by a processor resourcs.,
[0046] in some examples, the systems 500 and/or 600 may include the
executable instructions may be part of an instaliation package that when instalied
may be executed by a processor resource {o perform operations of the systems 500
and/or 600, such as methods described with regards to Figures 7-15. In that
example, a memory resource may be a portable medium such as a compact disc, a
digital video disc, a flash drive, or memory maintained by a computer device, such as
a printer server 350 of Figure 4, from which the installation package may be
downioaded and instalied. in another example, the executable instructions may be
part of an application or applications already installed. A memory resource may be a
non-volatile memory resource such as read-only memory {ROM), a volatile memory
resource such as random-access memory (RAM), a storage device, or a
combination thersof. Example forms of a memaory resource include siatic RAM
{SRAM], dynamic RAM (DRAM), electrically erasable programmable ROM
{EEPROM), flash memory, or the like. A memory resource may include integrated
memory such as a hard drive (HD), a solid-state drive {(SSD), or an optical drive.
{0047} Referring o Figures 1-8, the engines and/or the modules may be
distributed across devices, such as devices 330, 340, 350, of Figure 4. The engine
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and/or modules may complete or assist completion of operations performed in
describing another engine andicr module. Thus, although the various engines and
modules are shown as separate engines in Figures 1-6, in other implementations,
the functionality of multiple engines and/or modules may be implemented as a single
engine and/or module or divided in a varisty of engines and/or modules. In some
exampie, the engines of the encryption system 100 may perform example methods
described in connection with Figures 7-10 and the engines of decryption system 200
may perform the exampie methods described in connection with Figures 11-15.
[0048] Figures 7-10 are flow diagrams depicting example methods of
ancryption. The methods 700, 800, 800, and 1000 of Figures 7-10 are performable
by engings, such as an encryption engine 102 of Figure 1. Referring to Figure 7,
exampie method 700 of encryption may generally comprise generating 8 CEK to use
for content of an electronic document, generating a KEK from user-associated data
or policy-associated data, wrapping the CEK based on a key wrap operation using
public key corresponding to a prnt apparatus.
[0049] At block 702, a CEK is gensrated. The CEK may be 3 randomly
generated set of characters. At block 704, a KEK is generated. The KEK may be
generated at least in part by a user-associated data or policy-associated data. The
operations to produce the KEK may be repeatable based on the input data. In this
manner, the KEK may be pseudorandom set of characters deterministically
generated from a user-associated data or policy-associated data.
{00501 At block 708, the CEK is wrapped using the KEK. For example, a key
wrapping operation may use the KEK derived from user-associated data or policy-
associated data {0 guthentically encrypt the CEK to result in a wrapped CEK. At
black 708, the wrapped CEK is encrypted using a PEK. The PEK may be a randomly
generated set of characters. At block 710, the PEK is encrypted using a public key
corresponding 1o a print apparatus. in this manner, the symmetric cryptographic
technigque to encrypt the wrapped CEK with PEK may be kept secret in an
asymmedric manner using a unigue key corresponding to a print apparatus. Inthis
manmner, access lo the key needed 1o retrieve the wrapped CEK is securely limited fo
the print apparatus, for example.
{0051} Referring to Figure 8, example methad 800 of encryplion using 8
service intermediary may generally comprise unwrapping a package, identifying a
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prinder of a printer group, and rewrapping the package to send o the identified
printer. Abblock BOZ, a request 1o provide a mrint job to @ printer group is received.
For example, a print server may receive a printer group request with an encrypted
package. At hlock 804, a package encrypled using a public key corresponding to a
service gddress is unwrapped. The unwrapped package may provide g policy object
including a wrapped key.

{0052} At block 806, a printer of g printer group corresponding {o a service at
the service address is identified. For example, a single printer may be Wentified, or g
set of printers may be identified, to receive the packaged unwrapped at block 804, At
block 808, a number of packages are encrypted. The number of encrypted packages
at block 808 correspond o a number of printers in the print group identified at biock
808 to receive the package. For example, an entire group of multiple printers may be
selected {0 receive the package and a number equal to the size of the group of the
printers may be encrypted. Thus, a single package may be encrypted when the
group of printers is a single printer and a plurality of packages may be encrypled
when the group of printers includes more than one printer {and more than one printer
is selected 10 receive the package). Al block 810, the package unwrapped at block
804 is rewrapped using a public key corresponding to a printer of the printer group.
For example, each of the number of packages may be encrypled with a single public
key and generating a uniquely decryptable package for each printer identified {e.g.,
selected) at block 808. Each package may include a PEK encrypted with a public
key corresponding to a target printer of the printer group, a policy object encrypted
using the PEK, and a content cipher encrypted using a CEK wrapped within the
ancrypted policy object.

{0053} Figure 9 depicting method 900 includes blocks similar to blocks of
Figure 7 regarding method 700 and provides additional blocks and details. In
particular, Figure 9 depicts additional blocks and details generally regarding
controlling a display, generating a nonce, generating 3 policy objedt, and sending
ciphers {0 a print apparatus. Blocks 804 and 808 are the same as blocks 702 and
7086 of Figure 7 and, Tor brevity, thelr respective descriptions are not repeated.
[0054] At block @02, an input request is caused {o present on a display. For
example, this may include sending an instruction to a display engine to present
information on a display, such as a control panel coupled to a print apparatus. The
input request may include a request for input from a user, such as a passphrase o
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use to secure the print job and/or a selection of a policy rule andior paramesdter. Al
block 8086, the KEK is'generated from user-associated dala including a passphrase
recsived in response {o the input request presented at block 802,
[0055] Al block 908, the CEK is wrapped using the KEK generated from the
received passphwase. Al block 810, a random nonce is generated. At block 812, &
policy object s generated based on a policy selection received in response to the
input request at block 802, The policy object generated at block 910 is formed fo
incliude a wrapped key and the nonce. The policy object may include other
information and/or parameters corresponding to a print job andfor a desired release
policy. For example, the policy object may include a policy identifier andior a policy
rule, a print parameter, an initiglization vector corresponding {0 8 key (such as the
CEK), and document information {such as a tille, subject, or a creation date). The
policy object is encrypted using a PEK at block 914, At block 916, the PEK is
encrypted using a public key corresponding to a print apparatus. The policy object
may be encrypied using hybrid encryption where the header of the policy object is
decryptable using the PEK.
[0056] At block 918, print job data {e.g.. an electronic document as plaintext)
is symmetrically encrypted under the CEK generated at block 804 using an
authenticated encryption scheme. Al blogk 820, ciphers are sent to g print apparatus.
Such ciphers sent 1o the print apparatus at block 920 may include a document cipher
(i.e., a cipher corresponding fo the print job data encrypted at block 818), a policy
cipher {i.e., a cipher corresponding o the policy object encrypted at block 814), and
a key cipher (f.e., a cipher comresponding 1o the PEK encrypled atf block 816}, The
ancrypted plaintext document may be sentto the print apparatus glong with the
encrypted, wrapped CEK. in this manner, the print apparatus may securely receive
the information (o coordinate printing an electronic document according to a release
policy by protecting the key for decrypting the electronic document and policy object
are protected by a key encrypted by the public key of the print apparatus. In this
manner, the encryption may, for example, prevent man-in-the-middie attacks on the
print workflow by binding a document o a specified printer's public key via signed
certificates, ensure the chosen printer can leam information ahout the print job {sven
if an adversary has knowledge of the user’'s password), enable detection of
alterations to the encrypted job, and allow for printer enforcement of release policies
beyond password-based user authentication.
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[0O8T] An example encryption workflow 1000 is depicted in Figure 10,
Referring to Figure 10, the work flow begins with the plaintext print job 1002
{represented as "M” in Figure 10) and the Rivest-Shamir-Adleman {RSA) public key
1040 of the {arget printer {represented as “(N,E)" in Figure 10) being taken as inputl.
An authenticated encryption scheme, such as Chachaz(-Poly1305, may be used {o
encrypt the message using a randomly generated CEK and an initialization vector
congruent with the chosen authenticated encryptlion scheme. For example, an
Advanced Encryption Standard (AES), such as AES in Galois/Counter Mode (GCM),
may be used. A secure pseudo random number generator may be used to randomiy
generate a CEK 100 and an initialization vector for the content (represented as
"CONTENTwW" in Figure 10) is generated according to the security requirements of
the authenticated encryption scheme. At block 1004, M is encrypted under CEK with
the content initialization vector (CIV) using AES-GCM to generate the ciphertext
1006 (represented as “C" in Figure 10).

[0058] The user inputls a password or PIN number {represented as "PW" in
Figure 10). At block 1018, PW is inpul to a key derivation funclion (KDF}, such as
Password-Based Key Derivation Function 2 (PBKDF2), along with a randomly
generated salt, to generate a KEK 1018. At block 1020, the KEK is used {o wrap the
CEK, via an algorithm that meets the secunly goals of a key wrap algorithm, such as
AES-GCM or misuse resistant mode such as AES in Synthetic Initialization Vector
(SiV) mode. The wrapped key 1022 is represented as “WK” in Figure 10.

[0059] A random, 64-bit nonce 1024 is generated. A subject 1028 for the print
job and other policy requirements 1028 are inpul by the user as desired. A policy
object 1030 is created using the above data. The policy object of Figure 10 includes
the WK, the nonce, the CIV used during the encryption of M, the salt used as input fo
the PBKDFZ, the subject, and the other policy requirements.

[0060] A PEK 1032 and a corresponding initialization vector 1034 for the
policy object {represented as “POLICY W in Figure 10) ars generated. Al block 1038,
the policy object is encrypled under PEK using AES-GCM with the policy initialization
vector {(PIV). The resulting ciphertext 1038 is represented as “Creoucy” in Figure 10
fo0e1] Known encryption techniques may be used where appropriate with the
encryption methods discussed herein. For example, a padding schems, such as
optimal asymmetric encryption padding (OAEP), may be used to process input prior
to encryption. At block 1042, the PIV, and the PEK are encrypled using RSA-QAEP
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under the printer's public key (NE), where N is the printer's RSA modulus and E is
thecanoryption sxponent. The resulling cipheriext 1044 is represented as
represented as “Ceex” in Figure 10. The ciphertexts C, Crex, and Croucy are ready to
be sent {0 the printer along with 2 header that includes the username of the user.
{0082} Figures 11-15 are flow diagrams depicling example methods of
decryption. The methods 1100, 1200, 1300, 1400, and 1500 of Figures 11-15 are
performable by engines, such as a decryption engine 212 of Figure 2. Referring to
Figure 11, example method 1100 of decryption may generally comprise recovenng a
wrapped key, unwrapping the wrapped key using a KEK comresponding to user or
policy information, and decrypt an electronic document using the unwrapped key.
{0063} At block 1102, a policy object having a wrapped key {8 recovered using
a private key corresponding {o a print apparatus. At block 1104, a KEK is generated
using user-associated information or policy-associated information. At biock 11086,
the wrapped key is unwrapped using the KEK generated at block 1104 to recover a
CEK. At block 1108, an encrypted electronic document is decrypted using the CEK
recovered at block 1108,

[0064] Referring o Figure 12, a method 1200 of decryplion may include
causing operation of componenis of a print apparatus. Al block 1202, a control panel
is caused 1o display an input field for a passphrase {0 be used as user-associated
information to generate a KEK (such as at block 1104 of Figure 11). At block 1204, a
control panel is caused to display a list of documents available for processing by a
print apparatus based on the passphrase. For example, upon entering a passphrase
corresponding to a number of documents, the number of documents may be
provided in a list to select for printing at the print apparatus.

[0065] Figure 13 depicts a method 1300 of decryption using nonce checking.
At block 1302, a nonce is identified from a package decrypted via PEK. For example,
the PEK may be recovered from a decrypting key cipher using a private key
corresponding 1o a print apparatus and the PEK may be used to decrypt a policy
object that includes a wrapped key and nonce. At block 1304, the nonce identified at
block 1302 is compared {0 a reference. The reference may be a list of nances
received previously at the print apparatus or a reference nonce {or lists of nonces)
provided by a print server.

{0066} Whether the nonce is included in the reference is determined at block
1304 and the determination at block 1304 governs whether to proceed with the print
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iob or not at block 1306, When the nonce of the decrypted policy object is included in
the reference, then the print job corresponding to the policy object with the repeated
nonce is deleted at block 1308. When the decrypted policy object is not included in
according to a rule of the policy object. At block 1312, the nonce is added io the
reference. In this manner, a print job may be prevented from being replayed by an
adversary.

[0087] Referring to Figure 14, a method 1400 of decryption may generally
comprise obtaining a PEK using a private key, idantifying a release policy,
generating a KEK, recovering a CEK using the KEK, verifying keys and print job are
authentic, printing a decrypted document, and deleting a decrypted data from a print
device.

{0068} At block 1402, a PEK is obtained using a private key corresponding to
a print apparatus. At block 1404, the PEK obtained at block 1402 is used to decrypt
a policy cipher to obiain a policy object.

[0069] At black 1408, a rule is identified based on the policy object obiained at
block 1404. At block 1408, a parameter of the print apparatus (such as a printer
setling) is set based on a parameter of the policy object oblained at block 1404, Al
block 1410, a display is caused (o present a request for input upon selection of a
print job corresponding to the policy object obtained at block 1404,

[0070] At block 1412, a KEK is generated using policy-associated information
and/or user input received from the request displayed at block 1410, Al block 1414,
the wrapped key of the policy object is unwrapped using the KEK generated at block
1412 to recover a CEK. Al block 1418, the CEK recovered at block 1414 s verified
as vahd.

[0071} At block 1418, an encrypied electronic document s decrypted using
the CEK recovered at block 1414, The result {e.g., the plain text content) from
decrypting the encrypted electronic document is verifisd as valid or not at block
1420, The vertfied document is printed by the print apparatus at block 1422, For
example, the print apparatus may perform a print operation of the decrypted
slectronic document according to a release policy, where the print apparafus
operates according to a release policy by setting a parameter of the printer according
{o a parameter of the policy object and operating a workflow of the printer based on a
rute of the policy object. The decryption data is deleted from the print apparatus
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{e.q., to prevent retrieval from an attacker) at block 1424, The decryption data may
inchude the elechronic document, the policy object, and any recovered keys. The
deletion at block 1424 may ocour after printing is complete or in response to
identification that a key, policy, nonce, of document is invalid.

{0072} An example decryption workflow 1500 is depicted in Figure 15,
Acronyms used with Figure 15 were previocusly defined with the description of Figure
10. Referring to Figure 15, the printer receives a tuple of ciphertexts including C
1504, Crex 1540, and Croucy 1512, Using the RSA secret key 1502 (represented as
‘D7 in Figure 18}, the printer decrypts Crex 10 recover PEK 1510 and PIV 1508 at
block 1508.

{0073} At block 1514, Croucy is decrypted using the recovered PEK to recover
the policy object including the wrapped key 1520, salt 1518, CIV 1522, nonce 1524,
subject 1526, and other policy reguirements 1528. From the information included in
the policy object 1516, the print apparatus verifies whether the nonce 1524 is fresh
against a fist of previously received nonces. If the nonce 1524 has been presented
befare, the print job is discarded {i.e., the printer discards C, Crex, and Croucy).
the nonce 1524 has not been presented before, the nonce 1524 is added to the list
of previously presented nonces and the workflow continues.

{0074} The print apparsius may display et 1526 corresponding 10 the subject
fine of the policy object to the user. The user recognizes the subject and inputs thelr
password/PIN 1530, represented as "PW” in Figure 15, Al block 1532, the user's
password/PiN is used as input 10 the KDF along with the salt 1518 recovered from
the policy object to calculate KEK 1534, At blogck 1538, the wrapped key 1520 is
unwrapped via the SIV using KEK 1534 {o recover (and verify the) CEK 1538,
{0075] At block 1542, ciphertext 1540 is decrypted under the CEK 1538 (using
the ClV recovered in the policy object) to recover {and verify) plaintext document
1544. The plaintext document 1544 is ready to be printed by the print apparatus in
accordance with the release policy and all relevant data {e.g.. M, PEK, CEK, KEK,
WK, C, Crex, and Croucy) is deleted. In this manner, the plaintext document 1544
may be sacurely decrypted and pravented from altacks focused on the printer or the
user password, for example.

[0076] By using the encryption methods and decryption methods discussed
herein, man-in-the-middle attacks on the print workfiow may be prevented by binding
a document to a specified printer's public key via signed cerificates, the destination
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printer may leam information about the print job (even i an adversary has knowledge
of the user's password), alterations 1o the encrypted job may be detectable, and
release policies beyond password-based user authentication may be enforced, as
exampies.

{0077} Although the flow diagrams of Figures 7-15 dlusirate specific orders of
exacution, the order of execution may differ rom that which is iflustrated. For
example, the order of execution of the blocks may be scrambled relative 1o the order
shown. Also, the blocks shown in succession may be executed concurrently or with
partial concurrence. All such variations are within the scope of the present
description.

{0078 All of {he features disclosed in this specification {including any
accompanying claims, abstract and drawings}, and/or all of the elements of any
method or process so disclosed, may be combined in any combination, except
combinations where at least some of such features and/or elements are mutually
exclusive.

[0079] The terms “include,” "have,” and variations thereof, as used hergin,
mean the same as the term “comprise” or appropriate variation thereof. Furthermore,
the ferm “based on,” as used herein, means "based atleast in part on.” Thus, 8
feature that is described as based on some stimudus may be based only on the
stimuius or a combination of stimuli including the stimulus. Furthermore, the use of
the words "first,” “second.” or refated terms in the claims are not used fo limit the
claim elements 10 an order or location and are merely used o distinguish separate
claim elements.

[00B0] The present description has been shown and described with reference
{o the foregoing examples. it is understood, however, that other forms, details, and
exampies may be made without departing from the spirit and scope of the folfowing
claims.
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CLAIMS
What is claimed is:

1. A method of encryplion comprising:

generating a content ancryption key {o use for content of an slectronic
document;

generating a key encryption key from user-associated data or policy-
associated data;

wrapping the content encryption key based on a key wrap operation using the
key encryption key,

gnorypling the wrapped conterd encryption key using a policy encryption key;
and

encrypting the policy encryption key using & public key corresponding to a
print apparatus.

2. The method of clgim 1, comprising:

causing an inpul request to present on a display,

using a passphrase received in response 10 the input request 1o generate the
key encryption key; and

generating a policy object based on a policy selection received in response o
the input request, the policy object to include the wrapped key and information
corresponding to a print job o print the electronic document; and

encrypting the policy object using the policy encryption kay.

2. The msthod of claim 1, comprising:

generating a nonce;

generating a policy object including the nonce, the wrapped content
encryption key, an inifialization vector corresponding to the content enaryption
key, a policy rule, and information corresponding {o the elecironic document;

encrypting the policy object using the policy encryption key,;

sending a policy cipher derived from encrypting the policy object 1o the print
apparatus; and

sending the encrypled policy encryption key to the print apparatus.
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4. The method of claim 1, comprising:
snorypting a number of packages correspanding o a number of printersin a
printer group when the printer group includes more than one printer,
wherein:
the print group includes the print apparatus,; and
each package includes a policy object encrypted using the policy
gncryption key, and the policy encryption key encrypted with a public key
corresponding (o a target printer of the printer group.

5. The method of claim 1, comprising:
unwrapping a package encrypted by a public key corresponding 1o a service
address;
identifying a printer of a printer group corresponding o a service at the service
address; and

rewrapping the package using a public key corresponding o the printer.

6. The method of claim 1, comprising:
symmetrically encrypling a plaintext document under the content encryplion
key using an authenticated encryption scheme; and
sending the encrypted, wrapped content encryption key along with the
encrypted plaintext document to the print apparatus,
whaerein the policy object is encrypted using hybrid encryption, the header of
the policy object decryptable using the policy encryption key.

7. A msthod of decryplion comprising:

racovering a policy object using a private key corresponding o g print
apparatus, the policy object including a wrapped key,

generating a key encryption key using user-associated information or policy-
associated information;

unwrapping the wrapped key using the kay encryption key o recover g
content encryption key, and

decrypting an encrypted electronic document using the content encryption
key.
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8. The method of claim 7, comprising:
identifying a rule based on the policy object decrypted using the private key;
setting a parameter of the print apparatus based on a parameter of the policy
object;
performing a print opergtion of the decrypted elecironic document using the
print apparatus set to the parameter according to the rule of the policy object; and
deleting decryption data, the decryption data including the elecironic
document and the policy object, wherein
recovering the policy object comprises:
obtaining a policy encryption key using the private key, and
using the policy encryption key to decrypt a policy cipher {o obtain the
policy object.

8. The method of claim 7, comprising:
identifying a nonce from a package decrypted via a policy encryption key
darived from decrypting & key cipher using the private key;
comparing the nonce to a reference; and
when the nonce s included in the reference:
deleting a print job corresponding o the package; or
when the nonoe is not included in the reference:
adding the nonce to the reference; and
processing the print job corresponding 10 the package according to a rule
of the policy object.

10. The method of claim 7, comprising:
causing a control panet to display an input fiekd for a passphrase, the
passphrase to be used as user-associated information to generate the key
encryption key, and
causing the control panel to display a list of documents available for

pracessing by the print apparatus.

11. A non-transitory computer-readable storage medium comprising a sef of
instructions executable by a procassor resource o
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generats a key encryption key from user-associated data or policy-associated
data;

encrypt a content encryption key using the key encryption key to generate a
wrapped key,

generate a policy obiect, the policy object including the wrapped key;

encrypt the policy object with a policy encryption Key; and

gncrypt the policy encryption Key using a public key of a print apparatus.

12. The medium of claim 11, wherein the set of instructions is executable by the

PrOCEsSOor resource to:

encrypt content using the content encryption key;

randomly generate a nonce;

package the wrapped key, print job information, and the nonce into a policy
object;

encrypt the policy object using the policy encryption key; and

send g first cipher corresponding to the encrypled policy abject and a second
cipher corresponding 1o the encrypted policy encryption key 1o the print
apparatus.

13. A medium of claim 11, wherein the set of instructions {s executable by the
processor resource to:
receive an electronic file encrypted with a public key of a print server;
unwrap the electronic file {0 recover the policy object: and
select the print apparatus from a printer group identified by the print server

based on a retrigval request.
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14.A print apparatus comprising:
g display sngine {0 cause g controd panel {o display & user information
request;
a decryplion engine to
decrypt a key cipher using a private key corresponding 10 the pring
apparatus o recover a policy encryption key;
decrypt a policy cipher using the policy encryption key {0 recover a policy
object, the policy object including a wrapped key;
unwrap the wrapped key using a key encryption key generated from user-
provided information {o recover a content encryption key; and
decrypt an encrypted slectronic document using the content encryption
key: and
a print engine {o:
operate the print apparatus according to a rule of the policy object; and
print the decrypted slecironic document when the rule of the policy object
is satisfied.
15. The print apparatus of claim 14, wherein:
the decryption engine is to;
cause the display engine to display & list of available print jobs for the print
apparatus;
retrigve a number of nonces from a slorage medium coupled to the print
apparatus;
compare a nonce of a print job corresponding to the policy object to the
number of nonces retrieved from the storage medium;
delete the print job in response {o identification of a replayed nonce
corresponding to the print job;
cause the display engine to display a prompt for g password corresponding to
the key encryption key in response to a job selection of the list of available print
jobs; and
cause the display engine {o display an error message inresponse o a
request {o print the print job outside of the rule or a parameter corresponding to
the policy object.
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