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ABSTRACT

A risk associated with an Internet search is determined. Once
a search result of the Internet search has been obtained, the
risk is determined based on the search result.

SEARCH
FOR SENSITIVE INFORMATION

v

OBTAIN
RESULT OF SEARCH

v

ASSIGN
SCORE TO OBTAINED RESULT

v

GENERATE
REPORT OF SCORE

320 “K

330 X

340 1




US 2015/0193536 Al

Jul. 9,2015 Sheet1 of 9

Patent Application Publication

| "Old

NOILV LSHHOM, "

0cl

-

NN — 1 3
> > > > > > > o

Il..,|.|

A

N

091

0Ll - nl
(3Inrga

—N QyvH "9'3)
JOVHOLS
V001

0G1

C

sng
) Adowan

orl ocl

/ .

J0OVANILNI
somian K= K= »0ss3008d

/Hlorv




US 2015/0193536 Al

Jul. 9, 2015 Sheet2 of 9

Patent Application Publication

d0SS3004dd
0cl

¢ 9Old

anoD anoD W31l WALl
UIN e 1Sl WUN [* 7] 181
usse BGGC usye eS¢
FH0OS TVIHOLVYNIGWOO FH400S d3ZINAll
4 JZ4
J400S
5[5
11NS3d
0EC
anoD anoD W31l AENN
UIN e 1Sl WN [* 77 181
usce 44 uglLe eGle
HOYV3S daNIgNod HOYV3S A3ZIN3 LI
0¢C (%4
HOdV3S
S0¢

NVHOO0Hd SISATVNY TVIHOLVNIGWNOD

09¢

AHOWNAN

0G|




US 2015/0193536 Al

Jul. 9,2015 Sheet 3 of 9

Patent Application Publication

JHO0IS 40 140d3
EINSENER) JI Ope
17NS3Y A3NIV.LE0 O1 3H0IS
NDISSY Jl oee
HOYY3AS 40 11NS3d
NIV.1g90 JI 0ze
NOILYINHOANI AILISNIS HO4
HOYVY3S Jl oLe

¢ Old

S,
.
.

bt
.
e
by
.
e
~.
.,
~-
heS
~
.

o,
-
.
S,
-
.
S,
0
.
heS
~
.
b
N
.
b
..
.
o,
0
e
S,
.,
e,
.
Ny
e

-

d0S83004dd
01

-
-
.
-’
.
-
-
»
o
R
el

e
o
-
-
»
P2
e
2
.
-’

P
-
-7

-
-
-
pes
.
-
.



US 2015/0193536 A1l

)
Qo
8@
og
N

<

LL

=

S .,

S ¢QAHOYV3AS

- 0 ON SINALI TV

g ENEETE Oy

7,
NOILVINYOLNI 40 WLl 1X3aN

v 193713$

o -

O N | waL g3io313s 1syi4 ¥o4

S 0S¥ HOYV3S N\ osp RCIEs

= )

= NOILYWHO4NI 40 WALl 1SHId

(=] o

£ 103713s N\ ozv

&

= f

A HOYV3S

B oLy _s] HOd4 NOILYWHOSNI 4O SWALI

= EINRETE

: i

Z A 14VIS U

=

2

S

[~ ™



US 2015/0193536 Al

Jul. 9, 2015 Sheet 5 of 9

Patent Application Publication

(€ ol1d) |
0vE OL

S3400S TVNAIAIANI INOYHS
JHOOS TVIHOLYNIGWOD
3LVINO1VO

ON

A 4

0¥S I\

17NS3d LX3N
103138

+

S3A

¢S11NS3d
1TV J04 A3IN9DISSY FJ00S
-ANIWG31L3d

0cs

NOIH3ILIHO d3NId3a3dd
HLIM JONVAHOO0V NI
17NS3d d310373S OL

JH00S TVNAIAIANI
NOISSV

ﬂ

0LS _f]

17NS3Y 1844
193713S

*

(€ 'OI4)
02E NOH4

G Old




US 2015/0193536 Al

Jul. 9,2015 Sheet 6 of 9

Patent Application Publication

V9 Old

(shiy g 198413 daayoedd £Z1 $S2IPPY 19813
(shiy ¥ ¥€ZL - GSS (Y01) JaquinN suoyds|a
(S Zve Woo yjws qoq@yiwisq $S8IpPY |lews
(shy o 68.9-G¥-€2L JaquinN A3Inoag [e100s
(shiy ¥¢ pws gog aweN
JJ02S W31l LZEENTE )

(SIW3LI TVNAIAIANI - V1VA MVYY) S11NnS3Iy




US 2015/0193536 Al

Jul. 9, 2015 Sheet 7 of 9

Patent Application Publication

d9 Ol

(shiy |

(shyo
(shiy |

(s)Hy o
(s)hy o
($)Hy o

(shiug
(shiy g
(shiy 8z
(shyo

JH0O0S

ssalppy 198438
‘pue JaquinN auoyds|a] Jo uoneuiquio)

Ssalppy 19841S
Jaquunp auoyda|a |
:pUB SSBIPPY [lew] JO UOBUIqUOD)

Ssalppy 10941S
Jaquunp auoydaj|a ]

$SAIPPY |lew]

‘pue JaquinN A1IN23g [BI90S JO UONBUIGWOD)

SS8IppY 199418
Jaqunp auoyda|a |
SSaJppy |lewd
JaquinN A1un2ag |e100s
:puB SWeN JO uoneuIquwo)
SNOILVNIFNOD

(SW3Ll AINIGINOD - V1VA MVY) SL1NS3N




US 2015/0193536 Al

Jul. 9,2015 Sheet 8 of 9

Patent Application Publication

Q9 Ol

ybiH Asep ANVdS
wnIpap\ Aoenlld

MO yay] Amusp)

TIATT YMSIH ALTTIGVYEANTINA 40 SY3dV TVILNILOd

(V1vad MVY 40 SISATVYNY) S11nS3y




US 2015/0193536 Al

Jul. 9,2015 Sheet 9 of 9

Patent Application Publication

L Ol

CRGUINN Ajunoeg
R0g oA Jo subig v ose

LIRGUUINN SuoydsR ] Jnoj




US 2015/0193536 Al

METHODS, SYSTEMS, AND PRODUCTS FOR
ASSESSING RISKS OF INTERNET
SEARCHES

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. applica-
tion Ser. No. 13/916,640 filed Jun. 13, 2013 and since issued
as U.S. Pat. No. , which is a continuation of U.S.
application Ser. No. 13/524,074 filed Jun. 15, 2012 and since
issued as U.S. Pat. No. 8,489,593, which is a continuation of
U.S. application Ser. No. 12/205,377 filed Sep. 5, 2008 and
since issued as U.S. Pat. No. 8,229,926, which is a continu-
ation of U.S. application Ser. No. 10/820,411 filed Apr. 8,
2004 and since issued as U.S. Pat. No. 7,433,864, with all
these applications incorporated herein by reference in their
entireties.

FIELD OF THE INVENTION

[0002] The present disclosure relates generally to data pro-
cessing and, more particularly, to searching and compiling
information.

BACKGROUND

[0003] Due to the ease of publishing material on the Inter-
net (also referred to as the worldwide web or, simply, “the
web”), the web has become a virtual storehouse for a variety
of information. Of particular concern is personal information
that is published on the web, such as, for example, an indi-
vidual’s name, telephone number, email address, social secu-
rity number, home address, etc. The reason for concern is that
the published information poses a risk to the individual by
exposing the individual to identity theft, unsolicited email
(also referred to as “spam”), invasion of privacy, or other
security concerns.

[0004] Given the plethora of information available on the
web, it would be useful to be able to gather and effectively
compile personal information in order to assess an individu-
al’s vulnerability to the above-identified, and other, security
concerns.

SUMMARY

[0005] The present disclosure provides systems and meth-
ods for compiling information obtained by combinatorial
searching.

[0006] Briefly described, some embodiments, among oth-
ers, include a search for sensitive information. Once a result
of the search has been obtained, a score is assigned to the
obtained result in accordance with a predefined criterion.
[0007] Other systems, devices, methods, features, and
advantages will be or become apparent to one with skill in the
art upon examination of the following drawings and detailed
description. It is intended that all such additional systems,
methods, features, and advantages be included within this
description, and be within the scope of the present disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Many aspects of the disclosure can be better under-
stood with reference to the following drawings. The compo-
nents in the drawings are not necessarily to scale, emphasis
instead being placed upon clearly illustrating the principles of
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the present disclosure. Moreover, in the drawings, like refer-
ence numerals designate corresponding parts throughout the
several views.

[0009] FIG. 1 is a block diagram showing an embodiment
of'a system for performing a combinatorial search and com-
piling the results of the search.

[0010] FIG. 2 is a block diagram showing an embodiment
of components of the memory of FIG. 1, which are configured
to perform the combinatorial search and the information com-
pilation.

[0011] FIG. 3 is a flowchart showing an embodiment of a
method for performing a combinatorial search and compiling
the results of the search.

[0012] FIG. 4 is a flowchart showing, in greater detail, the
step of searching for sensitive information, from FIG. 3.
[0013] FIG. 5 is a flowchart showing, in greater detail, the
step of assigning the score, from FIG. 3.

[0014] FIG. 6A is an embodiment of a report showing
results obtained from the search.

[0015] FIG. 6B is another embodiment of a report showing
results obtained from the search.

[0016] FIG. 6C is an embodiment of a report showing com-
piled results.
[0017] FIG. 7 is an embodiment of a graphical user inter-

face (GUI) that permits user entry of information.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

[0018] Reference is now made in detail to the description of
the embodiments as illustrated in the drawings. While several
embodiments are described in connection with these draw-
ings, there is no intent to limit the invention to the embodi-
ment or embodiments disclosed herein. On the contrary, the
intent is to cover all alternatives, modifications, and equiva-
lents.

[0019] As noted above, it is useful to be able to gather and
compile sensitive information in order to assess an individu-
al’s vulnerability to various security concerns. One approach,
among others, to assessing an individual’s vulnerability to
various security concerns is to emulate the behavior of a
would-be spammer or other Internet delinquent. As described
in greater detail below, in some embodiments, among others,
a spammer’s behavior is emulated by searching for sensitive
information, and generating a report from the results of the
search. For some embodiments, the search is conducted in
accordance with various search criteria. In generating the
report, the results of the search are assigned various scores or
weights, which are then analyzed to determine an individual’s
vulnerability to various security concerns.

[0020] Embodiments of systems and methods are
described below with reference to FIGS. 1 through 6C.
[0021] FIG. 1 is a block diagram showing an embodiment
of'a system for performing a combinatorial search and com-
piling the results of the search. As shown in FIG. 1, in one
embodiment, among others, the system is implemented by a
personal computer 110 (also referred to herein as a worksta-
tion). The workstation 110 includes a processor 130, memory
150, a local storage device 160 (e.g., hard drive, removable
floppy drive, compact disc drive, digital versatile disc drive,
etc.), and a network interface 140, all communicating over a
bus 170. The memory 150 typically includes the operating
system (not shown), which is typically stored in non-volatile
memory while the computer 110 is turned off, and loaded into
volatile memory upon start-up, where it can be executed by
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the processor 130. In the present embodiment, the computer
110 is configured to communicate over a network, such as the
Internet, through an /O device, such as, for example, an
analog modem, DSL. modem, ISDN modem, ethernet card,
etc., which may be connected to the computer 110 through the
network interface 140. Since the general operation of per-
sonal computers is known in the art, further discussion of the
general operation of the personal computer 110 is omitted
here.

[0022] FIG. 2 is a block diagram showing an embodiment
of components of the memory 150 of FIG. 1. In the embodi-
ment of FIG. 2, those components are configured to search for
sensitive information and compile any obtained search
results. As shown in FIG. 2, in one embodiment, among
others, the memory 150 includes a combinatorial analysis
program 260 (also referred to simply as “the program 2607),
which searches for sensitive information in accordance with
one or more search criteria. In one embodiment, among oth-
ers, the program 260 searches the contents of Internet web
pages using web crawlers that are known in the art. Since
various approaches to searching Internet web pages are
known in the art, further discussion of web-crawlers, and
similar programs, is omitted here. It should also be appreci-
ated that the duration and scope of the search may be specified
in accordance with known techniques, such as those
employed by various web-crawlers.

[0023] Additionally, the program 260 compiles any results
that may be obtained from the search. Specifically, for some
embodiments, the program 260 searches for sensitive infor-
mation, such as, for example, a name, an email address, a
telephone number, a street address, a social security number,
and/or any other sensitive information. As is known, a user
may explicitly provide the set of sensitive information. Alter-
natively, the set of sensitive information may be obtained
from a predefined list. In some embodiments, among others,
the search is performed on the Internet or other networks,
which may exhibit sensitive information. The program 260 is
configured to obtain the results of the search and assign scores
to the obtained results. In some embodiments, the scores are
assigned in accordance with one or more weighting factors or
scoring criteria. Upon assigning scores to the obtained
results, the program 260 is configured to generate a report.
[0024] Once loaded into memory 150, the program 260
manifests itself as logical components within memory 150.
These logical components include search logic 205, result
logic 230, and score logic 235. Each of the logic components
corresponds to a computer-readable code (e.g., a routine or a
sub-routine) within the program 260. As such, the search
logic 205 is configured to search for sensitive information in
accordance with predetermined search criteria. The criteria
can include, for example, a name of an individual, an email
address, a social security number, a telephone number, a
street address, or any other personal information associated
with an individual. Additionally, the criteria can include one
or more combinations of the individual items listed above.
[0025] In that regard, the search logic 205 can be further
segmented into itemized search logic 210 and combined
search logic 220. The itemized search logic 210 includes
logic components 215a . . . 215z that are each configured to
search for a particular item. For example, the first item search
logic 215a can be configured to search for a name, while a
second item search logic 2157 can be configured to search for
an email address, and so on. It should be appreciated that the
search logic 205 instructs the processor 130 to search in
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accordance with predefined criteria. For example, email
addresses may be searched by defining a text string to include
a single “@” located within a contiguous string of characters.
Similarly, social security numbers may be searched by defin-
ing a text string to include a nine-digit number with two
interposed dashes (“-) after the third digit and the fifth digit,
respectively.

[0026] The combined search logic 220 includes logic com-
ponents 225aq . . . 225x that are each configured to search for
various combinations of items. For example, the first com-
bined search logic 225a can be configured to search for occur-
rences in which both a name and a social security number
appear within the same document (e.g., within a single web
page, within a single data file, etc.). Likewise, a second com-
bined search logic 225~ can be configured to search for occur-
rences in which both a social security number and a telephone
number appear within the same document. It should be appre-
ciated that a user can define the individual items, or, alterna-
tively, the items can be obtained from a predefined list of
items. Similarly, it should be appreciated that the user can
define the permutations and combinations for the various
combined searches.

[0027] In addition to performing a direct string search, it
should be appreciated that the search can be modified to
include variants of sensitive information. For example, a
search for the name “Bob Smith” can include the variants
“Robert Smith,” “B. Smith,” “R. Smith,” etc. Likewise, a
search for a social security number may appear as a string
search for “123-45-6789” or “123456789.” Since one having
skill in the art should understand how to define the variants of
sensitive information, further discussion of such variants, and
approaches to defining such variants, is omitted here.

[0028] The result logic 230 is configured to obtain the
results of the search, while the score logic 235 is configured to
assign a score to the obtained results. Since, for some embodi-
ments, the search can result in obtaining individual items as
well as combined items, the score logic 235 can be further
segmented into itemized score logic 240 and combinatorial
score logic 250. The itemized score logic 240 is configured to
assign a score to the itemized search results, while the com-
binatorial search logic 250 is configured to assign a score to
the combined search results. Since multiple individual items,
as well as multiple combinations, can be searched, the item-
ized score logic 240 can further be divided into scoring logic
245q . . . 245n for each item. Similarly, since multiple com-
binatorial searches can be performed, the combinatorial
search logic 250 can be further divided into scoring logic
255a . . . 255n for each combination.

[0029] Having described an embodiment of a system for
searching for sensitive information and analyzing the results,
attention is turned to FIGS. 3 through 5, which show various
embodiments of methods to search for and compile sensitive
information.

[0030] FIG. 3 is a flowchart showing an embodiment of a
method for performing a combinatorial search and compiling
the results of the search. As shown in FIG. 3, one embodi-
ment, among others, begins with the step of searching (310)
for sensitive information. As noted above, the sensitive infor-
mation can include personal information associated with an
individual, as well as variants of that personal information.
Typically, the sensitive information is searched in accordance
with defined search criteria. The process continues by obtain-
ing (320) the results of the search, and assigning (330) scores
to the obtained results. The scores are assigned in accordance
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with a predefined weighting factor. Upon assigning (330)
scores to the obtained results, the process generates (340) a
report of the scores.

[0031] The embodiment shown in FIG. 3 largely mimics
the behavior of Internet delinquents, who search for sensitive
information in order to compile spam lists or other noxious
databases. As such, the generated report provides a relatively
good representation of an individual’s vulnerability to vari-
ous security concerns.

[0032] FIG. 4 is a flowchart showing, in greater detail, the
step of searching (310) for sensitive information, from FIG. 3.
As shown in FIG. 4, the step of searching (310) for sensitive
information comprises, in some embodiments, the step of
determining (410) the items of information for searching. The
items of information can include a name, a social security
number, an email address, a telephone number, a street
address, a credit card number, and/or other sensitive informa-
tion. The items of information can be determined (410) by
obtaining user input, or, alternatively, by obtaining a pre-
defined list from a database. For embodiments that obtain
user input, that input can be provided through a graphical user
interface (GUI) with various input boxes. For example, when
the GUI is provided to the user, the user can input a name, a
social security number, an email address, a street address,
and/or a variety of other information. One example of a GUI
is provided in FIG. 7. The GUI of FIG. 7 provides a mecha-
nism for inputting a telephone number, the last four digits of
a social security number, and a zip code. However, it should
be appreciated that other fields may be provided for the GUI.
Since such GUTs are known in the art, further discussions of
these, and other user-input mechanisms, are omitted here. It
should also be appreciated that the GUI can implemented as
a web page that is remotely accessible, or, alternatively, the
GUI can be provided as a local client application. Addition-
ally, it should be appreciated that, should a user input a finite
amount of unique information about that user, the system can
be configured to access a pre-existing database that has addi-
tional information related to that user. Thus, for example,
when a user inputs the telephone number and the zip code into
the GUI of FIG. 7, that information can be used to retrieve the
user’s name, address, email, etc.

[0033] Upon determining (410) the items of information
for searching, the process selects (420) the first item of infor-
mation, and searches (430) for the selected item. In some
embodiments, the search is performed on the Internet. Upon
completing the search, the process determines (440) whether
ornotall items of information have been searched. If there are
additional items to be searched, then the process selects (450)
the next item of information, and searches (430) for that
selected item. This process iteratively repeats itself until all
items of information have been searched. It should be appre-
ciated that the selection of an item can also include the selec-
tion of a combination of items. Since the modification of the
flow of FIG. 4 to accommodate such a combined search is
apparent to one having skill in the art, further discussion of
such a modification is omitted here.

[0034] Using a specific example, given a closed list of
items, which includes name, social security number, email
address, street address, and a telephone number, a user can
assign the following parameters to the items:

[0035] Name: Bob Smith
[0036] Social Security Number: 123-45-6789
[0037] Email Address: bsmith@bob.smith.com
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[0038] Telephone Number: (404) 555-1234
[0039] Street Address: 123 Peachtree Street
[0040] Given these items of information, the process

selects “Bob Smith” as the first item of information, and
searches the Internet for “Bob Smith.” Upon completing the
search, the process selects “123-45-6789” for searching,
since all items on the list have not yet been exhausted from the
list. Once “123-45-6789” has been searched, “bsmith@bob.
smith.com” is selected and searched, and so on until the last
item, “123 Peachtree Street” has been selected and searched.
Thereafter, the process continues to obtaining (320) the
results of the search. It should be appreciated that the obtain-
ing (320) of the results and the searching (310) for each item
takes place in an alternating fashion. For example, typically,
a first search is followed by a first result, a second search is
followed by a second result, and so on.

[0041] In addition to searching the individual items, the
items can be combined for searching. For example, the pro-
cess may select (“Bob Smith” AND “bsmith@bob.smith.
com”), using the Boolean “AND” operation. Likewise, the
street address and telephone number can be combined using
Boolean operators. As one can appreciate, any number of
combinations of items can be searched.

[0042] Furthermore, while “Bob Smith” is provided as the
“Name,” it should be appreciated that variants, such as, for
example, “B. Smith,” “Robert Smith,” “R. Smith,” etc. can
easily be substituted. For some embodiments, the variants can
be substituted manually. For other embodiments, the variants
can be obtained from a database that lists common variants.
For example, a database that stores common variants can be
stored at a server, thereby providing access to the database to
any client that is communicatively coupled to the server. As
another example, the database may be a local database that
stores common variants. For yet other embodiments, a com-
puter program that generates such variants can be utilized to
produce the variants. Since programs that determine various
permutations of names are known in the art, further discus-
sion of such programs is omitted here.

[0043] FIG. 5 is a flowchart showing, in greater detail, the
step of assigning (330) the score, from FIG. 3. As shown in
FIG. 5, once the results of the search have been obtained
(320), the process selects (510) the first result, and assigns
(520) an individual score to the selected result in accordance
with a predefined criterion. Thereafter, the process deter-
mines (530) whether or not scores have been assigned to all of
the results. If the score has not been assigned to all of the
results, then the next result is selected (540) and the process
repeats until all of the items have been assigned a score. Once
all of the items have been assigned a score, the process cal-
culates (550) a combinatorial score as a function of each of
the individual scores.

[0044] In some embodiments, the score can be a direct
reflection of the number of occurrences of the item. For
example, as shown in FIGS. 6A through 6C, if a search for
“Bob Smith” resulted in 34 occurrences, then the score for
“Bob Smith” would be 34. While such a direct approach is
implemented in a preferred embodiment, it should be appre-
ciated that a score can be assigned based on a variety of
factors. For example, in the context of the Internet, the pres-
ence of an email address on the Internet may be a common-
place occurrence, while the presence of a social security
number may be a rarer occurrence. Thus, a single occurrence
of'a social security number may be assigned a greater signifi-
cance than, say, five occurrences of an email address.
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[0045] Similarly, a web site that has both name and the
social security number may be assigned a greater weight or
score, since that combinatorial occurrence poses a greater
vulnerability for an individual. It should also be appreciated
that, in addition to combinations, the proximity of the occur-
rences may provide different scores or weights. For example,
a name that is located within five characters of a telephone
number may be given a greater weight than a name that is
located more than 5,000 characters from a telephone number,
since a closer proximity suggests that the two are likely cor-
related.

[0046] In a preferred embodiment, the following combina-
tions can be given a heightened score due to their correspond-
ing risks:

[0047] An email address alone poses a risk of spam. With
each occurrence of the email address, the risk of spam
increases.

[0048] A name in conjunction with a social security num-
ber poses a high risk ofidentity theft. That risk increases when
the name and the social security number are located in close
proximity (e.g., within five characters) of each other.

[0049] A name and a street address, or a name and a tele-
phone number, in combination poses a privacy risk, insofar as
an individual’s contact information is readily available.
[0050] In addition to the above-defined risks, a “linking”
site may further heighten the score due to heightened security
concerns. In other words, a search may produce two distinct
web sites, each of which are benign, in and of themselves.
However, the combination of results may produce a height-
ened risk. For example, a search may result in two web sites:
one that shows a combination of a name and an email address;
and another that shows a combination of the email address
and a social security number. Each of the web sites is rela-
tively benign. However, since the two sites, combined, pro-
vide a link between the name and the social security number,
the combination of the results may be given a heightened
score due to the increased risk of identity theft.

[0051] As one can appreciate, the scoring of the results can
be implemented in a variety of ways, depending on the secu-
rity risks that are sought to be uncovered. Since those having
skill in the art should appreciate the various approaches to
assigning weights or scores to the obtained results, further
discussion of the various approaches is omitted here.

[0052] FIGS. 6A through 6C shown an embodiment of a
report showing results obtained from the search. Specifically,
FIGS. 6A through 6C show the results of the example illus-
trated above. As shown in FIG. 6 A, the results can include the
various scores for the individual items, such as, name, social
security number, email address, telephone number, and street
address. Since the illustrated example uses “Bob Smith” for
the name, “123-45-6789” for the social security number,
“bsmith@bob.smith.com” for the email address, “(404) 555-
1234” for the telephone number, and “123 Peachtree Street”
for the street address, the individual items of FIG. 6 A reflect
those specifically searched items. In that example, the search
uncovered 34 occurrences of the name, 0 occurrences of the
social security number, 842 occurrences of the email address,
4 occurrences of the telephone number, and 2 occurrences of
the street address.

[0053] FIG. 6B shows scores that have been assigned to
combined items. For example, the results of FIG. 6B show
that, of the 34 occurrences of the name, 28 occurrences coin-
cided with an email address. In other words, in the context of
the Internet, there were 28 web sites that included both the
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name and the email address. Since the remaining combina-
tions are self-evident in FIG. 6B, the reader is directed to FIG.
6B without further discussion of the combined items.

[0054] Given the results of FIGS. 6 A and 6B, a final analy-
sis of the results is shown in FIG. 6C. For this embodiment,
only three areas of vulnerability are shown: identity theft,
privacy, and spam. However, it should be appreciated that, for
other embodiments, additional areas of vulnerability may be
added as a function of the individually searched and obtained
items. For FIG. 6C, since no occurrences resulted from the
search of the social security number, the risk of identity theft
is relatively low. Also, since the name appears in combination
with the telephone number as well as the street address, there
is a privacy risk. However, due to the relatively low number of
occurrences, there is only a moderate risk to the privacy
concerns of “Bob Smith.” Due to the enormous number of
occurrences for the email address (832 total occurrences), the
report shows that “Bob Smith” has a very high risk of receiv-
ing spam.

[0055] As shown in the embodiments of FIGS. 1 through
6C, by performing a search for sensitive information and
generating a report of the obtained results, an individual can
assess the level of vulnerability in various areas. Once the
level of vulnerability has been assessed, the individual can
take appropriate action to ameliorate the risks.

[0056] The search logic 205, the result logic 230, the score
logic 235, the itemized search logic 210, the combined search
logic 220, the itemized score logic 240, the combinatorial
search logic 250, and their various logic components 2154 . .
. 215 (or simply 215), 225a . . . 225 (or simply 225), 245a
... 245n (or simply 245), and 255q . . . 2557 (or simply 255)
may be implemented in hardware, software, firmware, or a
combination thereof. In the preferred embodiment(s), the
search logic 205, the result logic 230, the score logic 235, the
itemized search logic 210, the combined search logic 220, the
itemized score logic 240, the combinatorial search logic 250,
and their various logic components 215, 225, 245, and 255 are
implemented in software or firmware that is stored in a
memory and that is executed by a suitable instruction execu-
tion system. If implemented in hardware, as in an alternative
embodiment, the search logic 205, the result logic 230, the
score logic 235, the itemized search logic 210, the combined
search logic 220, the itemized score logic 240, the combina-
torial search logic 250, and their various logic components
215, 225, 245, and 255 can be implemented with any or a
combination of the following technologies, which are all well
known in the art: a discrete logic circuit(s) having logic gates
for implementing logic functions upon data signals, an appli-
cation specific integrated circuit (ASIC) having appropriate
combinational logic gates, a programmable gate array(s)
(PGA), a field programmable gate array (FPGA), etc.

[0057] Any process descriptions or blocks in flow charts
should be understood as representing modules, segments, or
portions of code which include one or more executable
instructions for implementing specific logical functions or
steps in the process, and alternate implementations are
included within the scope of the preferred embodiment of the
present invention in which functions may be executed out of
order from that shown or discussed, including substantially
concurrently or in reverse order, depending on the function-
ality involved, as would be understood by those reasonably
skilled in the art of the present invention.

[0058] The combinatorial analysis program 260 program,
which comprises an ordered listing of executable instructions
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for implementing logical functions, can be embodied in any
computer-readable medium for use by or in connection with
an instruction execution system, apparatus, or device, such as
a computer-based system, processor-containing system, or
other system that can fetch the instructions from the instruc-
tion execution system, apparatus, or device and execute the
instructions. In the context of this document, a “computer-
readable medium” can be any means that can contain, store,
communicate, propagate, or transport the program for use by
or in connection with the instruction execution system, appa-
ratus, or device. The computer-readable medium can be, for
example but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, appara-
tus, device, or propagation medium. More specific examples
(a nonexhaustive list) of the computer-readable medium
would include the following: an electrical connection (elec-
tronic) having one or more wires, a portable computer dis-
kette (magnetic), a random access memory (RAM) (elec-
tronic), a read-only memory (ROM) (electronic), an erasable
programmable read-only memory (EPROM or Flash
memory) (electronic), an optical fiber (optical), and a por-
table compact disc read-only memory (CDROM) (optical).
Note that the computer-readable medium could even be paper
or another suitable medium upon which the program is
printed, as the program can be electronically captured via, for
instance, optical scanning of the paper or other medium, then
compiled, interpreted or otherwise processed in a suitable
manner if necessary, and then stored in a computer memory.
[0059] Although exemplary embodiments have been
shown and described, it will be clear to those of ordinary skill
in the art that a number of changes, modifications, or alter-
ations to the invention as described may be made. For
example, while a personal computer 110 is shown as an
example embodiment of a system, it should be appreciated
that the system can be implemented using other program-
mable devices, such as, for example, a personal digital assis-
tant (PDA), an Internet-capable cellular telephone, etc.
[0060] It should also be appreciated that, while various
server-based systems, client-based systems, and computer-
readable media are disclosed, the program and logic compo-
nents that execute the various functions of the program can be
located either server-side or client-side. Also, it should be
appreciated that the various components can be located
within a distributed networking environment. Since distrib-
uted networks, as well as client-server environments, are
known in the art further discussions of distributed networks
and client-server environments is omitted here.

[0061] Additionally, it should be appreciated that the dis-
closed systems and methods can be provided as a service to
various subscribers. Thus, for those embodiments, a user can
purchase combinatorial-search services, as disclosed above,
from a service provider. That service provider will subse-
quently provide the results of the combinatorial search for a
fee. For some embodiments, the services can be subscribed to
over a web interface. For other embodiments, the services can
also be subscribed to over the telephone, where the relevant
information is provided over the telephone.

[0062] For some embodiments, rather than purchasing ser-
vices for combinatorial searches, a user can purchase a soft-
ware product that performs the combinatorial search. In that
regard, the software can be purchased as a computer-readable
medium, as described above, or downloaded from a web-site
in accordance with known techniques. In still other embodi-
ments, the combinatorial search may be packaged as a com-
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bination of a product and a service. For example, a user can
purchase software that provides access to services from a
combinatorial-search service provider.

[0063] All such changes, modifications, and alterations
should therefore be seen as within the scope of the disclosure.

1. A method, comprising:

generating, by a processor, an electronic request for a
search of electronic web pages, the electronic request
specifying a name of an individual as a search term;

sending, from a network interface under direction of the
processor, the electronic request into a network for the
search of the electronic web pages;

receiving, at the network interface, an electronic listing of

search results of the search, the electronic listing of the
search results including a score for each search result in
the electronic listing of the search results, the score
based on a number of occurrences of the search term
within each search result;

selecting, by the processor, a combination of different

search results in the electronic listing of the search
results;

determining, by the processor, a combinatorial score asso-

ciated with the combination of the different search
results; and

determining, by the processor, a security risk associated

with the name of the individual based on the score and on
the combinatorial score associated with the combination
of the different search results.

2. The method of claim 1, further comprising selecting the
name of the individual from a listing of search terms.

3. The method of claim 2, further comprising selecting the
name of the individual from sensitive terms in the listing of
search terms.

4. The method of claim 1, further comprising querying a
database for an additional search term having a database
association to the name of the individual.

5. The method of claim 1, further comprising retrieving
additional search results for the additional search term having
the database association to the name of the individual.

6. The method of claim 1, further comprising querying a
database for a variant of the name of the individual.

7. The method of claim 6, further comprising retrieving
additional search results for the variant of the name of the
individual.

8. A system, comprising:

a processor; and

a memory storing code that when executed causes the

processor to perform operations, the operations com-
prising:

retrieving an electronic listing of different search terms

chosen by a user;

selecting, from the electronic listing of the different search

terms, different combinations of the different search
terms;

generating electronic requests for searches of electronic

web pages, each one of the electronic requests specify-
ing a combination of the different combinations of the
different search terms;

sending the electronic requests into a network for the

searches of the electronic web pages;

receiving electronic search results of the searches;

generating scores for the electronic search results of the

searches, each one of the scores based on a number of
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occurrences in an electronic search result for a corre-
sponding one of the different combinations of the dif-
ferent search terms;

selecting a combination of the scores for the different com-

binations of the different search terms;

determining a combinatorial score for the combination of

the scores for the different combinations of the different
search terms; and

determining a security risk associated with the user based

on the scores and on the combinatorial score.

9. The system of claim 8, wherein the operations further
comprise selecting the electronic listing of different search
terms from sensitive terms defined by the user.

10. The system of claim 8, wherein the operations further
comprise querying a database for an additional search term
having a database association to one of the different search
terms.

11. The system of claim 10, wherein the operations further
comprise retrieving additional search results for the addi-
tional search term having the database association to the one
of the different search terms.

12. The system of claim 8, wherein the operations further
comprise querying a database for a variant having a database
association to one of the different search terms.

13. The system of claim 12, wherein the operations further
comprise retrieving additional search results for the variant
having the database association to one of the different search
terms.

14. The system of claim 8, wherein the operations further
comprise retrieving user-defined combinations of the differ-
ent search terms.

15. A memory device storing instructions that when
executed cause a processor to perform operations, the opera-
tions comprising:

retrieving an electronic listing of different search terms

chosen by a user;

selecting, from the electronic listing of the different search

terms, different combinations of the different search
terms;
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generating electronic requests for searches of electronic
web pages, each one of the electronic requests specify-
ing a combination of the different combinations of the
different search terms;

sending the electronic requests into a network for the

searches of the electronic web pages;

receiving electronic search results of the searches;

generating scores for the electronic search results of the

searches, each one of the scores based on a number of
occurrences in an electronic search result for a corre-
sponding one of the different combinations of the dif-
ferent search terms;

selecting a combination of the scores for the different com-

binations of the different search terms;

determining a combinatorial score for the combination of

the scores for the different combinations of the different
search terms; and

determining a security risk associated with the user based

on the scores and on the combinatorial score.

16. The memory device of claim 15, wherein the operations
further comprise selecting the electronic listing of different
search terms from sensitive terms defined by the user.

17. The memory device of claim 15, wherein the operations
further comprise querying a database for an additional search
term having a database association to one of the different
search terms.

18. The memory device of claim 17, wherein the operations
further comprise retrieving additional search results for the
additional search term having the database association to the
one of the different search terms.

19. The memory device of claim 15, wherein the operations
further comprise querying a database for a variant having a
database association to one of the different search terms.

20. The memory device of claim 15, wherein the operations
further comprise retrieving user-defined combinations of the
different search terms.

#* #* #* #* #*



