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PERSISTENT ACCESS CONTROL OF 
PROTECTED CONTENT 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
This invention generally relates to the field of access con 

trol of content and more specifically to persistent access con 
trol of content. 

2. Description of Related Art 
As the use of the Internet has increased over recent years, 

so has the exchange of information and ideas. File sharing, in 
particular, has enjoyed increasing popularity over the last few 
years. However, the growth of the Internet has posed some 
interesting obstacles in the field of access control of protected 
content. As users increasingly send and receive files quickly 
and in great quantities, access control can take a back seat to 
the free flow of information. Early approaches to the problem 
involved control over the acquisition of the content. However, 
this approach lacked the exercise of control over the content 
once the content was acquired by a user. As a result, new 
approaches have emerged for protecting the use of content. 
A well-known approach to the problem of protected con 

tent is described in FIG. 1. FIG. 1 is a block diagram illus 
trating the overall system architecture of a prior art protected 
content system. FIG. 1 is directed towards a Business-to 
Consumer (B-to-C)paradigm. A content provider 102 creates 
content and interacts with store 112, via network 110, for the 
creation of an access control policy associated with the con 
tent. The content is then wrapped in an encrypted content file 
that includes the access control policy created. The content 
file is then stored in a data storage server 104. In addition, 
store 112 interacts with clearinghouse 108, via network 110. 
to promulgate the proper authorization for access to the con 
tent. 

Subsequently, a client 106 acquires the content file by 
interacting with store 112 and receiving the content file from 
the store 112 or the data storage server 104. Then, the client 
106 attempts to acquire access to the content in the content file 
by interacting with the clearinghouse 108 and obtaining 
authorization to access the content. The clearinghouse 108 
determines whether the client 106 has authorization to access 
the content in the content file by accessing the access control 
policy embedded in the content file. 

This approach is tailored to the B-to-C marketplace, where 
the access control policy is embedded in the content file and 
any changes to the access control policy requires changes to 
each content file. Also, since the access control policy is 
embedded in the content file, there is no interaction required 
with the content owner. Thus, once a client 106 has down 
loaded a content file, the content owner no longer has the 
power to regulate access control. In addition, this approach is 
directed to a B-to-C paradigm, as opposed to a Business-to 
Business (B-to-B) paradigm. As the number of company net 
works increases, there is a need for an access control policy 
system that can be implemented over a LAN or WAN. 

Another solution to the problem of protected content is the 
B-to-B paradigm. A B-to-B network includes a system-wide 
Solution to controlling access to protected content. Typically, 
a server information processing system on a company LAN or 
WAN controls access to protected content on client systems. 
In this system, a client application executes on the computer 
systems of clients, which communicates with the server sys 
temand allows access to protected content in accordance with 
access control policies issued by the server system. Examples 
of Such a system is the PageRecall application produced by 
Authentica Inc. of Waltham, Massachusetts, and the Enter 
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2 
prise 3.0 application produced by Alchemedia Inc. of Grape 
vine, Calif. Although these applications are useful for pro 
tecting content, they do have their shortcomings. The 
PageRecall application requires each piece of content to be 
registered with an administering server. This can be a problem 
when there no network connection available to a user. In 
addition, the PageRecall application converts all documents 
to a Portable Document Format (PDF) file in order to main 
tain content as read-only. This is disadvantageous as it does 
not allow for editing of content. 

Therefore a need exists to overcome the problems with the 
prior art as discussed above, and particularly for a way to 
control access to protected content once the protected content 
is located at a client system. 

SUMMARY OF THE INVENTION 

Briefly, in accordance with the present invention, disclosed 
is a system, method and computer readable medium for pro 
viding persistent access control of protected content. In an 
embodiment of the present invention, the method on a client 
information processing system (i.e., the client) includes send 
ing a first request for authentication of the client to a server 
information processing system (i.e., the server). Subse 
quently, if the client is authenticated by the server, then a reply 
including an authentication is received by the client from the 
server. The term “authentication' is described in greater 
detail below. Next, a user on the client attempts to access a file 
comprising a trailer and content encrypted with an encrypting 
key. The term “access” is described in more detail below. 
Then, a second request for access to the content is sent to the 
server by the client, wherein an identifier from the trailer is 
included in the second request. The identifier identifies the 
content oran access control policy of the content. If the server 
determines that the second request is in accordance with an 
access control policy associated with the content, then a reply 
is sent to the client from the server, wherein the reply includes 
a grant of access to the content. Lastly, the client accesses the 
content in accordance with an access control policy associ 
ated with the content. 

This embodiment of the present invention is advantageous 
as it allows for persistent control of access to protected con 
tent by requiring authorization from a server whenever access 
to protected content is attempted. This feature increases pro 
tection of content and therefore decreases the incidence of 
misuse of protected content. 

In one embodiment of the present invention, an authoriza 
tion cache on the client information processing system is used 
to provide authorization to access content to the client. In this 
embodiment, upon access of protected content by the client, it 
is determined whether a connection to the server information 
processing system is available. If there is no connection to the 
server available, then it is determined whether authorization 
to access the protected content is available in the authoriza 
tion cache on the client. If authorization to access the pro 
tected content is available in the authorization cache on the 
client, then the client accesses the content in accordance with 
the authorization available. 

This embodiment of the present invention is advantageous 
as it allows for the availability of authorization to access 
protected content when a connection to a server providing 
authorization is not available. This feature increases the 
usability of protected content and allows a client to access 
protected content independent of the connectivity status of 
the client. 

In another embodiment of the present invention, the 
method on a server information processing system includes 
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the reception of a first request from a client information 
processing system for authentication of the client. The server 
then determines whether the client is authentic. If the client is 
authenticated by the server, then the server sends a reply 
including an authentication to the client. Next, a second 
request for access to the content is received by the server from 
the client. The server then determines whether the second 
request is in accordance with an access control policy asso 
ciated with the content. If the server determines that the 
second request is in accordance with the access control policy 
associated with the content, then the server sends a reply to 
the client, wherein the reply includes a grant of access to the 
COntent. 

This embodiment of the present invention is advantageous 
as it provides for content access authorization to be promul 
gated by a central server. This feature provides for centralized 
control of protected content and allows for easy modification 
of the access control policies associated with protected con 
tent. 

The foregoing and other features and advantages of the 
present invention will be apparent from the following more 
particular description of the preferred embodiments of the 
invention, as illustrated in the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The subject matter which is regarded as the invention is 
particularly pointed out and distinctly claimed in the claims at 
the conclusion of the specification. The foregoing and other 
features and also the advantages of the invention will be 
apparent from the following detailed description taken in 
conjunction with the accompanying drawings. Additionally, 
the left-most digit of a reference number identifies the draw 
ing in which the reference number first appears. 

FIG. 1 is a block diagram illustrating the overall system 
architecture of a prior art system. 

FIG. 2 is a block diagram illustrating the overall system 
architecture of an embodiment of the present invention. 

FIG. 3 is a block diagram showing a more detailed view of 
the Software hierarchy of a client system, in an embodiment 
of the present invention. 

FIG. 4 is a block diagram showing a more detailed view of 
the hardware hierarchy of a client system, in an embodiment 
of the present invention. 

FIG. 5 is a block diagram showing a more detailed view of 
a content file, in an embodiment of the present invention. 

FIG. 6 is a block diagram showing a more detailed view of 
the metadata in a content file, in an embodiment of the present 
invention. 

FIG. 7 is a flowchart depicting the operation and control 
flow of the content creation process on a client system, in one 
embodiment of the present invention. 

FIG. 8 is a flowchart depicting the operation and control 
flow of the content access process in a client system, in one 
embodiment of the present invention. 

FIG. 9 is a flowchart depicting the operation and control 
flow of the authentication and authorization acquisition pro 
cess in a client system, in one embodiment of the present 
invention. 

FIG. 10 is a flowchart depicting the operation and control 
flow of the authorization process in an authorization server 
system, in one embodiment of the present invention. 

FIG. 11 is a flowchart depicting the operation and control 
flow of the content usage process in a client system, in one 
embodiment of the present invention. 
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4 
DESCRIPTION OF THE PREFERRED 

EMBODIMENTS 

Overview 

The present invention, according to a preferred embodi 
ment, overcomes problems with the prior art by providing 
persistent access control of protected content. The exemplary 
embodiments of the present invention provide a system 
wherein a user must receive authorization in order to access 
protected contentinaccordance with an access control policy. 

FIG. 2 is a block diagram illustrating the overall system 
architecture of an embodiment of the present invention. In 
this embodiment, a user utilizes a client application on a client 
system 202 to attempt to authenticate itself to access control 
server 206 via a network 208. In this application, the terms 
“authenticate” and “authentication' are used to refer to the 
process of Verifying the identification of a client system, a 
user of a client system or any combination of the two. If client 
202 is authenticated by access control server 206, client 202 
proceeds to download protected content from a content pro 
vider 204 via network 208 and access control server 206. 
(Heretofore in this application, the term “user” and “client 
202' are used interchangeably because of the synergetic rela 
tionship between a user and the computer he/she controls.) 

In an embodiment of the present invention, the client appli 
cation on client 202 is a web browser such as Netscape Navi 
gator or Microsoft Internet Explorer. Next, client 202 
attempts to obtain authorization to access the protected con 
tent from access control server 206. If authorization to access 
the protected content is received from access control server 
206, client 202 may then access the protected content. The 
term “access” is used in this application to refer to any opera 
tion performed on protected content Such as opening, reading, 
Viewing, appending, printing, annotating, erasing, or modi 
fying of protected content. 

In an embodiment of the present invention, client 202 
downloads the protected content from the access control 
server 206. In this embodiment, the access control server 206 
provides all services required by client 202 in order to prac 
tice the method of the present invention. In another embodi 
ment of the present invention, authentication of the client 202 
is provided by an authentication server (not shown) separate 
from the access control server 206. In this embodiment, 
authentication is processed by a separate entity and a grant of 
access to the protected content from the access control server 
206 is conditioned upon the authentication of the client 202 
by the authentication server. In yet another embodiment of the 
present invention, the client 202 executes on the same com 
puter as access control server 206 or content provider 204. In 
this embodiment, the existence of network 208 is not neces 
sary for communication between components executing on 
the same computer system. 

In yet another embodiment of the present invention, access 
control server 206 acts as a gateway or conduit to other 
servers that provide such services as content provision, client 
authentication and content access authorization. In this 
embodiment, the client 202 contacts access control server 206 
with regards to a requested service and access control server 
206 either directs the client 202 to the relevant server or 
access control server 206 acts as a proxy between the client 
202 and another server. In yet another embodiment of the 
present invention, access control server 206 is not necessary 
for the practice of the present invention. In this embodiment, 
client 202 acquires the content file from a source other than a 
network, Such as on a CD or a floppy disk., and client authen 
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tication and content access authorization are performed by a 
server other than access control server 206. 

In an embodiment of the present invention, the computer 
systems of client 202, content provider 204, access control 
server 206 and any other computer necessary for the practice 5 
of the present invention comprise one or more Personal Com 
puters (PCs) (e.g., IBM or compatible PC workstations run 
ning the Microsoft Windows 95/98/2000/ME/CE/NT/XP 
operating system, Macintosh computers running the Mac OS 
operating system, or equivalent), Personal Digital Assistants 
(PDAs), game consoles or any other computer processing 
devices. In another embodiment of the present invention, the 
computer systems of content provider 204 and access control 
server 206 are server systems (e.g., SUN Ultra workstations 
running the SunOS or AIX operating system or IBM RS/6000 
workstations and servers running the AIX operating system). 

In an embodiment of the present invention, FIG. 2 shows 
network 208 for connecting client 202 to access control server 
206 and content provider 204. In one embodiment of the 
present invention, network 208 is a circuit switched network, 
such as the Public Service Telephone Network (PSTN). In 
another embodiment of the present invention, the network 
208 is a packet switched network. The packet switched net 
work is a wide area network (WAN), such as the global 
Internet, a private WAN, a local area network (LAN), a tele 
communications network or any combination of the above 
mentioned networks. In another embodiment of the present 
invention, network 208 is a wired network, a wireless net 
work, a broadcast network or a point-to-point network. 

10 

15 

25 

30 
Client System 

FIG. 3 is a block diagram showing a more detailed view of 
the Software hierarchy of a client information processing 
system, in an embodiment of the present invention. FIG. 3 
provides more detail of the computer system of client 202 of is 
FIG. 2. FIG. 3 shows an operating system 302 that controls 
the hardware in the computer system of client 202. 
As described above, the operating system 302 is the 

Microsoft Windows 95/98/2000/ME/CE/NT/XP operating 
system, the Mac operating system, the UNIX operating sys 
tem or any variation thereof e.g., the LINUX operating sys 
tem, the Sun operating system or the AIX operating system. 
Operating system 302 controls all hardware components of 
the computer system of client 202, including the hard disk 
(which contains the file system), the processor, the memory 
and other peripherals. The hardware components of the com 
puter system of client 202 are described in greater detail 
below in FIG. 4. External file storage 324 is any external 
storage device such as an external hard drive, a floppy drive or 
any other removable media drive. 

FIG. 3 shows applications 304 to 310, i.e., applications 1 
through N. Applications 1 through N are word processors, 
database programs, spreadsheet programs, presentation pro 
grams, image viewers, audio players, video players, multime 
dia players, web browsers and other custom and commer 
cially available applications. Examples of applications 1 
through N include Lotus 1-2-3, Lotus WordPro, AutoCAD, 
Adobe Acrobat Reader, Adobe Photoshop, Microsoft Word, 
Microsoft Excel, Microsoft PowerPoint, Microsoft Paint, 
Microsoft Media Player and Microsoft Access. Applications 
1 through N access files containing protected content in the 
file system via PAC layer 316. 

FIG. 3 also shows Persistent Access Control (PAC) layer 
316 for providing a medium through which applications may 
access the operating system 302. Specifically, applications 
access files containing protected content in the file system via 
PAC layer 316. The PAC layer 316 controls access to the 
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6 
protected content in the file system within operating system 
302. The PAC layer 316 also initiates the authentication pro 
cess and the authorization, both of which are described in 
greater detail below. In an embodiment of the present inven 
tion, the PAC layer 316 is an Application Program Interface 
(API). In another embodiment of the present invention, the 
PAC layer 316 is a computer application which runs in the 
background of the operating system 302. 

Lastly, FIG.3 shows sandbox 312 and sandbox 314, which 
hold application 308 and application 310 respectively. A 
sandbox is an operating system extension, which intercepts or 
receives requests from an application, such as I/O requests. 
Typically, a sandbox is a computer application which 
executes in conjunction with a target computer application 
such that the sandbox restricts the execution of the target 
computer application. In this way, a sandbox can be used to 
provide security for the computer system in which the target 
computer application is executing. 
One example of a sandbox scenario is a web browser run 

ning in conjunction with a Java Virtual Machine. A web 
browser allows the downloading of Java Applets (small client 
side programs), which execute in a sandbox created by the 
Java Virtual Machine. The sandbox created by the Java Virtual 
Machine restricts the files to which Java Applets have access 
and the operations that may be executed by the Java Applets. 
Another example of a sandbox is an API executing in con 
junction with a word processing application. The API alters 
the functions of the word processor such that only certain 
functions of the word processor GUI are permitted to be 
executed by the user. Further examples of sandbox 312 and 
314 are found in co-pending U.S. patent application Ser. Nos. 
09/667.286, and 09/792,154, which are commonly assigned 
herewith to International Business Machines and are each 
incorporated by reference in their entirety. 

Note that applications 2 through N (i.e., applications 306 
through 310) interact with operating system 302 directly 
through PAC layer 316, as described above. However, appli 
cation 304 does not interact directly with PAC layer 316, but 
rather through an API 318. In this embodiment of the present 
invention, the application 304 interacts with API 318, which 
translates or relays the requests or commands of application 
304 to PAC layer 316. In this embodiment, the application 
304 is provided with a layer of abstraction between itself and 
PAC layer 316, which increases the overall compatibility of 
application 304. 

Also note that operating system 302 includes multiple 
applications 1 through N (i.e., applications 304 to 310) and 
multiple sandboxes (i.e., sandboxes 312 to 314). This exem 
plary embodiment shows that the present invention Supports 
multiple applications and multiple Sandboxes and the teach 
ings of the present invention are not limited to a specific 
implementation. 

Exemplary Implementations 
The present invention can be realized in hardware, soft 

ware, or a combination of hardware and software. A system 
according to a preferred embodiment of the present invention 
can be realized in a centralized fashion in one computer 
system, or in a distributed fashion where different elements 
are spread across several interconnected computer systems. 
Any kind of computer system—or other apparatus adapted 
for carrying out the methods described herein is Suited. A 
typical combination of hardware and software could be a 
general-purpose computer system with a computer program 
that, when being loaded and executed, controls the computer 
system such that it carries out the methods described herein. 
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An embodiment of the present invention can also be 
embedded in a computer program product, which comprises 
all the features enabling the implementation of the methods 
described herein, and which—when loaded in a computer 
system is able to carry out these methods. Computer pro 
gram means or computer program in the present context mean 
any expression, in any language, code or notation, of a set of 
instructions intended to cause a system having an information 
processing capability to perform a particular function either 
directly or after either or both of the following a) conversion 
to another language, code or, notation; and b) reproduction in 
a different material form. 
A computer system may include, inter alia, one or more 

computers and at least a computer readable medium, allowing 
a computer system, to read data, instructions, messages or 
message packets, and other computer readable information 
from the computer readable medium. The computer readable 
medium may include non-volatile memory, Such as ROM, 
Flash memory, Disk drive memory, CD-ROM, and other per 
manent storage. Additionally, a computer readable medium 
may include, for example, Volatile storage Such as RAM, 
buffers, cache memory, and network circuits. Furthermore, 
the computer readable medium may comprise computer read 
able information in a transitory state medium Such as a net 
work link and/or a network interface, including a wired net 
work or a wireless network, that allow a computer system to 
read Such computer readable information. 

FIG. 4 is a block diagram depicting the hardware hierarchy 
of a computer system useful for implementing an embodi 
ment of the present invention. The computer system includes 
one or more processors. Such as processor 404. The processor 
404 is connected to a communication infrastructure 402 (e.g., 
a communications bus, cross-over bar, or network). Various 
software embodiments are described in terms of this exem 
plary computer system. After reading this description, it will 
become apparent to a person of ordinary skill in the relevant 
art(s) how to implement the invention using other computer 
systems and/or computer architectures. 
The computer system can include a display interface 408 

that forwards graphics, text, and other data from the commu 
nication infrastructure 402 (or from a frame buffer not shown) 
for display on the display unit 410. The computer system also 
includes a main memory 406, preferably random access 
memory (RAM), and may also include a secondary memory 
412. The secondary memory 412 may include, for example, a 
hard disk drive 414 and/or a removable storage drive 416, 
representing a floppy disk drive, a magnetic tape drive, an 
optical disk drive, etc. The removable storage drive 416 reads 
from and/or writes to a removable storage unit 418 in a 
manner well known to those having ordinary skill in the art. 
Removable storage unit 418, represents a floppy disk, mag 
netic tape, optical disk, etc. which is read by and written to by 
removable storage drive 416. As will be appreciated, the 
removable storage unit 418 includes a computer usable Stor 
age medium having stored therein computer software and/or 
data. 

In alternative embodiments, the secondary memory 412 
may include other similar means for allowing computer pro 
grams or other instructions to be loaded into the computer 
system. Such means may include, for example, a removable 
storage unit 422 and an interface 420. Examples of such may 
include a program cartridge and cartridge interface (such as 
that found in video game devices), a removable memory chip 
(such as an EPROM, or PROM) and associated socket, and 
other removable storage units 422 and interfaces 420 which 
allow software and data to be transferred from the removable 
storage unit 422 to the computer system. 
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The computer system may also include a communications 

interface 424. Communications interface 424 allows software 
and data to be transferred between the computer system and 
external devices. Examples of communications interface 424 
may include a modem, a network interface (such as an Eth 
ernet card), a communications port, a PCMCIA slot and card, 
etc. Software and data transferred via communications inter 
face 424 are in the form of signals which may be, for example, 
electronic, electromagnetic, optical, or other signals capable 
of being received by communications interface 424. These 
signals are provided to communications interface 424 via a 
communications path (i.e., channel) 426. This channel 426 
carries signals and may be implemented using wire or cable, 
fiber optics, a phone line, a cellular phone link, an RF link, 
and/or other communications channels. 

In this document, the terms "computer program medium.” 
“computer usable medium, and “computer readable 
medium' are used to generally refer to storage media Such as 
main memory 406 and secondary memory 412, removable 
storage drive 416, a hard disk installed in hard disk drive 414, 
and transmission media, Such as signals. These computer 
program products are means for providing Software to the 
computer system. The computer readable medium allows the 
computer system to read data, instructions, messages or mes 
sage packets, and other computer readable information from 
the computer readable medium. The computer readable stor 
age medium, for example, may include non-volatile memory, 
such as Floppy, ROM, Flash memory, Disk drive memory, 
CD-ROM, and other permanent storage. It is useful, for 
example, for transporting information, Such as data and com 
puter instructions, between computer systems. Furthermore, 
the computer readable medium may be interfaced with a 
transmission medium such as a network link and/or a network 
interface, including a wired network or a wireless network, 
that allow a computer to read such computer readable infor 
mation. 
Computer programs (also called computer control logic) 

are stored in main memory 406 and/or secondary memory 
412. Computer programs may also be received via commu 
nications interface 424. Such computer programs, when 
executed, enable the computer system to perform the features 
of the present invention as discussed herein. In particular, the 
computer programs, when executed, enable the processor 404 
to perform the features of the computer system. Accordingly, 
Such computer programs represent controllers of the com 
puter system. 

Content Files 

FIG. 5 is a block diagram showing a more detailed view of 
a content file, in an embodiment of the present invention. A 
content file comprises two major components: the encrypted 
content 502 and the trailer 504. In an embodiment of the 
present invention, the content which is encrypted is audio 
data, video data, still-image data, text data, multimedia data, 
or any data of any other format. The encrypted content 502 
comprises the protected content that has been encrypted using 
a first encrypting key. In an embodiment of the present inven 
tion, the encrypted content is encrypted using various 
encrypting schemes, such as public-key encryption, and sym 
metric-key encryption. In another embodiment of the present 
invention, the content is also hashed or digital signed for the 
purpose of Verifying the integrity of the content. 
The trailer 504 comprises the first encrypting key 506 used 

to encrypt the content and metadata 508. Metadata 508 
includes data about the content, the content file, the encryp 
tion of the content, the access control policy of the content or 
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any other information associated with the content. Metadata 
508 is described in greater detail below. 

In an embodiment of the present invention, the trailer 504 
also includes a certificate, a digital signature or any other 
information used for authentication. In this embodiment, the 
certificate, digital signature or other information is used for 
authentication of the user attempting to access the content in 
the content file. This process is described in greater detail 
below. In another embodiment of the present invention, the 
trailer is not a segment or portion of the content file, as 
depicted in FIG. 5, but rather a separate file or data block 
associated with the encrypted content 502. In an embodiment 
of the present invention, as an alternative to a trailer 504 
including a certificate, a digital signature or other informa 
tion, the trailer is encrypted in a cryptographic envelope 
defined by the Public Key Cryptography Standard #7 format 
for cryptographic envelopes. 

FIG. 6 is a block diagram showing a more detailed view of 
the metadata 508 in a content file, in an embodiment of the 
present invention. FIG. 6 shows the various types of metadata 
508 that may be stored in the trailer 504 of a content file. 
Metadata 508 includes metadata typically associated with a 
file. This includes file name, file type, file size, file creation 
date, file modification data, application used and content 
author or owner. In addition, metadata 508 includes an access 
control policy identifier. This identifier identifies an access 
control policy associated with the content in the content file. 
This identifier is used by the client 202 to relay to the access 
control server 206 the access control policy associated with 
the content. This operation described in greater detail below. 

Note that the access control policy is not defined in the 
content file of FIG. 5, but rather the access control policy is 
defined on a remote server. Only an access control policy 
identifier is defined in the trailer 504 of the content file. This 
feature is advantageous because it allows for centralized con 
trol of an access control policy. This results in ease of main 
tenance of access control policies. In addition, locating access 
control policies separately from content files allows for modi 
fications to the access control policies to occur in one location 
as opposed to each content file. Moreover, the use of a per 
sistent access control policy identifier is advantageous as it 
allows an access control policy to be integrated with a content 
file. 

In an embodiment of the present invention, metadata 508 
includes a content identifier that identifies the content in the 
content file. This identifier is used by the client 202 to relay to 
the access control server 206 the identity of the content in the 
content file. The access control server 206 then used this 
information to determine which access control policy is asso 
ciated with the content identified by the content identifier. 
Operation of the Invention 

FIG. 7 is a flowchart depicting the operation and control 
flow of the content creation process on a client system, in one 
embodiment of the present invention. The control flow of 
FIG. 7 begins with step 702 and flows directly to step 704. In 
step 704, FIG. 7 shows that an author creates content. In an 
embodiment of the present invention, the author prepares a 
text document, creates a still image, records a Sound file, or 
records video. Next, in step 706, the usage policy of the 
content is defined. 

In an embodiment of the present invention, the access 
control policy of the content is defined by the author or any 
other entity associated with the content, such as the company 
in which the author is employed. The access control policy 
defines in detail the actions that are permitted to be executed 
upon the content and the users which have the permissions to 
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perform these actions upon the content. In this embodiment, 
the defined access control policy is provided to a central 
server, such as access control server 206 or any other autho 
rization server which promulgates authorization to access the 
content. The access control policy is defined in greater detail 
below. 

In an embodiment of the present invention, the content is 
encrypted immediately upon storage of the content file onto a 
disk. In this embodiment, the author creates the content using 
an application that regulates the protection of content. This 
application, such as PAC layer 316, is transparent to the 
author and encrypts the content as it is saved to a file. In one 
embodiment, the application encrypts the content file using a 
cryptographic envelope, as described above. 

In step 708, the content is made available to other clients. In 
an embodiment of the present invention, the created contentis 
provided to a central server, such as content provider 204 or 
any other server that provides the created content to other 
clients. In another embodiment of the present invention, the 
author himself provides the created content to other clients. In 
step 710, the control flow ceases. 

FIG. 8 is a flowchart depicting the operation and control 
flow of the content access process in a client system, in one 
embodiment of the present invention. FIG. 8 depicts the over 
all process that is executed when a user on a client 202 
accesses protected content. The control flow of FIG. 8 begins 
with step 802 and flows directly to step 804. In step 804, FIG. 
8 shows that a user on client 202 acquires a content file, as 
shown in FIG. 5. In an embodiment of the present invention, 
the client 202 acquires a content file from a content provider 
204, as depicted in FIG. 2, or directly from an author or any 
other party, as described in the control flow of FIG. 7. 

In the case where the client 202 acquires a content file from 
a content provider 204, in an embodiment of the present 
invention, the content provider 204 encrypts the content file 
before it is sent to or downloaded by the client 202. In this 
embodiment, the content file is encrypted using a crypto 
graphic envelope, as described above. 

In step 806, it is determined whether the client 202 is 
authenticated. The determination of step 806 is performed by 
PAC layer 316 in conjunction with a remote server such as 
access control server 206. If the determination of step 806 is 
positive, control flows to step 816. Otherwise, control flows to 
step 808. 

In step 808, the user of client 202 attempts to access the 
content in the content file. In an embodiment of the present 
invention, client 202 attempts to perform an action upon the 
content file. Such as opening the content in the content file 
using an application or modifying the content in the content 
file using an application. 

In step 810, the PAC layer 316 determines that authoriza 
tion is required for access to the content. As the user of client 
202 attempts to perform an action upon the content in the 
content file in step 808, the PAC layer 316, in step 810, 
intercepts or receives this request and proceeds to attempt to 
gain authorization for performing the action. The determina 
tion of step 810 is performed by PAC layer 316 in conjunction 
with a remote server such as access control server 206. The 
authorization process is described in greater detail below. 

In step 812, it is determined whether the client 202 is 
authorized to access the content. In an embodiment of the 
present invention, the determination of step 812 is performed 
by PAC layer 316 in conjunction with a remote server such as 
access control server 206. The authorization process is 
described in greater detail below. In another embodiment of 
the present invention, in step 812, it is only determined 
whether authorization for access to the protected content is 
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available from an authorization cache. In this embodiment, 
the determination of step 812 is performed solely by PAC 
layer 316. If the result of the determination of step 812 is 
positive, control flows to step 814. Otherwise, control flows to 
step 816. 

In step 814, it is determined that the client 202 is authorized 
to access the protected content and the client 202 proceeds to 
access the protected content in accordance with the access 
control policy. In step 816, it is determined that the client 202 
is not authorized to access the protected content and the client 
202 is prohibited from accessing the protected content in 
accordance with the access control policy. In step 818, the 
control flow ceases. 

FIG. 9 is a flowchart depicting the operation and control 
flow of the authentication and authorization acquisition pro 
cess in a client system, in one embodiment of the present 
invention. FIG. 9 depicts the process that is executed when 
client 202 attempts to acquire authorization to access pro 
tected content. FIG. 9 corresponds to step 810 of FIG. 8. 

The control flow of FIG.9 begins with step 902 and flows 
directly to step 904. In step 904, a request is sent by client 202 
to the authentication server for the purpose of being authen 
ticated. The authentication server then determines whether 
the client 202 is authentic. In an embodiment of the present 
invention, the request sent to the authentication server 
includes a digital signature, a certificate, a password, a login 
name, or any other information useful for establishing the 
identity of client 202. If the result of the determination of step 
904 is affirmative, then control flows to step 906. Otherwise, 
control flows to step 916. 

In step 906, it is determined whether a network connection 
to the entity providing content access authorization, an autho 
rization server, is available. In an embodiment of the present 
invention, in step 906, it is determined whether a network 
connection to access control server 206 is available. If the 
result of the determination of step 906 is affirmative, then 
control flows to step 908. Otherwise, control flows to step 
910. 

In step 910, FIG. 9 shows that it is determined whether 
authorization for access to the protected content is stored in 
the authorization cache. The authorization cache is a storage 
area on client 202, wherein authorizations for access to dif 
ferent content files are stored. This is beneficial for instances 
where the client 202 is unable to communicate with an autho 
rization, Such as when there is no working network connec 
tion available to client 202. If the result of the determination 
of step 910 is affirmative, then control flows to step 912. 
Otherwise, control flows to step 916. 

In step 912, it is determined whether the authorization 
stored in the authorization cache allows the client 202 to 
access the content. If the result of the determination of step 
912 is affirmative, then control flows to step 914. Otherwise, 
control flows to step 916. 

In step 908, a request is sent by client 202 to the authori 
Zation server for the purpose of obtaining authorization to 
access protected content. The access control server 206 then 
determines whether the client 202 is authorized to access the 
protected content in accordance with an access control policy 
associated with the protected content. 

In an embodiment of the present invention, the request sent 
to the authorization server includes a digital signature, a cer 
tificate or any other information useful for establishing the 
identity of client 202. In addition, the request sent to the 
authorization server includes an access control policy identi 
fier for identifying the access control policy associated with 
the protected content. Lastly, the request sent to the authori 
Zation server includes information regarding the type of 
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access desired to be performed on the protected content, Such 
as reading, modifying or appending. The manner in which the 
authorization server determines whether the client 202 is 
authorized to access the protected content is described in 
greater detail below. If the result of the determination of step 
908 is affirmative, then control flows to step 914. Otherwise, 
control flows to step 916. 

In step 914, authorization to access the protected is granted 
to client 202. This operation is described in greater detail 
below. The client 202 is then allowed to access the protected 
content. In step 916, authorization to access the protected is 
denied for client 202. The client 202 is then prohibited from 
accessing the protected content. In step 918, the control flow 
of FIG.9 ceases. 

It should be noted that the actions described above for the 
control flow of FIG. 9, when not attributed to a separate 
server, are substantially executed by a client application on 
client 202. Specifically, these actions are executed by PAC 
layer 316 of FIG. 3. When actions are attributed to a separate 
server, Such as an authorization server or an authentication 
server, then these actions are alternatively substantially 
executed by the access control server 206, which can integrate 
the functions of an authorization server and an authentication 
SeVe. 

FIG. 10 is a flowchart depicting the operation and control 
flow of the authorization process in an authorization server 
system, in one embodiment of the present invention. FIG. 10 
depicts the process that is executed by a server application in 
a server system when client 202 attempts to acquire authori 
Zation from the server system to access protected content. 
FIG. 10 corresponds to step 810 of FIG.8 and step 908 of FIG. 
9. In an embodiment of the present invention, in the control 
flow of FIG. 10, the access control server 206 performs the 
authentication and authorization functions of the present 
invention. In another embodiment of the present invention, as 
described above, the authentication and authorization func 
tions of the present invention are performed by separate enti 
ties. 

The control flow of FIG. 10 begins with step 1002 and 
flows directly to step 1004. In step 1004, FIG. 10 shows that 
the access control server 206 receives an authentication 
request from the client 202. The contents of this request are 
described in greater detail above. In step 1006, the access 
control server 206 determines whether the client 202 (or the 
user associated with client 202) is authentic. In an embodi 
ment of the present invention, the authentication procedure of 
step 1006 embodies those authentication procedures that are 
known to one of ordinary skill in the art. One example of such 
an authentication procedure is to validate a password and 
login name provided by a user desiring authentication. If the 
result of the determination of step 1006 is affirmative, then 
control flows to step 1008. Otherwise, control flows to step 
1016. 

In step 1008, the access control server 206 authenticates 
client 202. In an embodiment of the present invention, in step 
1008, the access control server 206 establishes a connection 
with client 202 in response to the authentication of client 202. 
Next, in step 1010, the access control server 206 receives a 
request from the client 202 for authorization to access pro 
tected content. The contents of this request are described in 
greater detail above. In step 1012, the access control server 
206 determines whether the client 202 (or the user associated 
with client 202) is authorized to access the protected content. 
If the result of the determination of step 1012 is affirmative, 
then control flows to step 1014. Otherwise, control flows to 
step 1016. 
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A determination of whether the client 202 (or the user 
associated with client 202) is authorized to access protected 
content relies on the access control policy associated with the 
protected content. In an embodiment of the present invention, 
an access control policy, identified by an access control policy 
identifier (or a content identifier), is defined at the authoriza 
tion server (in this case, the access control server 206). An 
access control policy defines a myriad of restrictions upon the 
usage of the protected content. Examples of restrictions that 
may exist in an access control policy are as follows: 

Restrictions on the identity of users permitted to access the 
COntent 

Restrictions on the group of users permitted to access the 
COntent 

Restrictions on the dates and times when users are permit 
ted to access the content 

Restrictions on the types of access that are permitted (read 
ing, modifying, appending, printing, etc.) 

Restrictions on the duration of access permitted 
Restrictions on the number of times protected content can 
be accessed 

Restrictions on the frequency protected content can be 
accessed 

Restrictions on the applications used to access the pro 
tected content 

Restrictions on the environment of the application used to 
access the protected content 

The authorization server makes the determination of whether 
a client 202 is authorized to access protected content by 
determining whether the action requested to be performed on 
the protected content is permitted by the access control policy 
associated with the protected content. 

In step 1014, the access control server 206 sends an autho 
rization to access the protected content to client 202. In an 
embodiment of the present invention, the authorization pro 
vided by access control server 206 includes a key used for the 
decryption of the content file and a message to client 202 
including an affirmative response indicating authorization to 
access the protected content. 

In step 1016, access to the protected content by client 202 
is denied. In this step, access control server 206 sends a denial 
of access to the protected content to client 202. In an embodi 
ment of the present invention, the authorization provided by 
access control server 206 includes a message to client 202 
including a negative response indicating no authorization to 
access the protected content. In step 1018, the control flow 
CCaSCS. 

FIG. 11 is a flowchart depicting the operation and control 
flow of the content usage process in a client system, in one 
embodiment of the present invention. FIG. 11 depicts the 
process that is executed by a client application on client 202 
when a user attempts to perform an action upon protected 
content after the user has been authorized to access the pro 
tected content. In an embodiment of the present invention, the 
client application executing the steps of the control flow of 
FIG. 10 is the PAC layer 316 or the client application inte 
grating the functions of the PAC layer 316. In an embodiment 
of the present invention, the control flow of FIG. 11 includes 
a sandbox as described in FIG. 3. 
The control flow of FIG. 11 begins with step 1102 and 

flows directly to step 1104. In step 1104, FIG. 11 shows that 
the client 202 has gained authorization to access the protected 
content. Thus, the client 202 proceeds to access the protected 
content. In step 1106, the client 202 attempts to perform an 
action upon the protected content using the client application. 
In step 1108, it is determined whether the action attempted by 
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client 202 is permitted by the sandbox in which the client 
application resides. If the result of the determination of step 
1108 is affirmative, then control flows to step 1110. Other 
wise, control flows to step 1114. 

In step 1110, the PAC layer 316 processes the request to 
performan action upon the protected content. In this step, the 
PAC layer initiates the authentication and authorization pro 
cesses described in FIG. 9. In step 112, it is determined 
whether the authentication and authorization processes 
resulted in an authorization to performed the desired action 
upon the protected content. If the result of the determination 
of step 1112 is affirmative, then control flows to step 1116. 
Otherwise, control flows to step 1114. In step 1114, the client 
202 is prevented from performing the desired action upon the 
protected content. In step 1116, the client 202 is permitted to 
perform the desired action upon the protected content. In step 
1118, the control flow ceases. 

Although specific embodiments of the invention have been 
disclosed, those having ordinary skill in the art will under 
stand that changes can be made to the specific embodiments 
without departing from the spirit and scope of the invention. 
The scope of the invention is not to be restricted, therefore, to 
the specific embodiments. Furthermore, it is intended that the 
appended claims cover any and all Such applications, modi 
fications, and embodiments within the scope of the present 
invention. 
What is claimed is: 
1. A method for providing content protection on a client 

information processing system, the method on the client 
information processing system comprising: 

sending a request to a server information processing sys 
tem for access to a file residing at the client information 
processing system using a client application, wherein 
the file comprises content encrypted with a first encrypt 
ing key and metadata associated with the content and 
wherein the request includes an access control policy 
identifier from the metadata for enabling the server 
information processing system to identify at least one 
access control policy associated with the content, 
wherein the access control policy identifier is separate 
and distinct from content identification data for identi 
fying the content, and wherein the request comprises at 
least one type of access required; 

receiving a reply to the request from the server information 
processing system, wherein the reply includes a grant of 
access to the content in response to the server informa 
tion processing system determining that the request is in 
accordance with a set of access control policy associated 
with the content, and wherein the set of access control 
policies remains with the server information processing 
system and is not transmitted to the client information 
processing system; and 

accessing the content in the file using the client application 
in response to the reply that is received from the server 
information processing system. 

2. The method of claim 1, wherein the metadata and the 
first encrypting key reside within a trailer associated with the 
content, and wherein the first encrypting key is encrypted so 
that only the server information processing system can access 
the first encrypting key. 

3. The method of claim 2, wherein the metadata in the 
trailer includes at least one of: 

a file name: 
a file size; 
a file modification date; 
a file type; 
a file creation date; 
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a content creation application used to create the content in 
the file; and 

an author of the content in the file. 
4. The method of claim 2, wherein the metadata comprises 

a certificate for authenticating to the server information pro 
cessing system any one of 

the client information processing system; and 
a user utilizing the client information processing system. 
5. The method of claim 1, wherein the at least one type of 

access required is one of: 
a request to read the content; 
a request to append to the content; 
a request to print the content; and 
a request to modify the content. 
6. The method of claim 5, wherein the content comprises 

any one of 
text data; 
audio data; 
still-image data; 
video data; and 
multimedia data. 
7. The method of claim 1, wherein the accessing com 

prises: 
accessing, by the client application, the content in the file 

via an API, wherein the API allows access to the content 
in the file in accordance with the reply to the request 
from the server information processing system. 

8. The method of claim 7, wherein the API modifies at least 
one function of the client application in accordance with the 
reply to the request from the server information processing 
system. 

9. The method of claim 1, wherein the metadata associated 
with the content resides in a file that is separate and distinct 
from the content. 

10. The method of claim 1, wherein the request further 
comprises a digital signature for enabling the server informa 
tion processing system to identify the client information pro 
cessing System. 

11. A method for providing content protection on a client 
information processing system, the method on the client 
information processing system comprising: 

acquiring on the client information processing system a file 
comprising content encrypted with a first encrypting key 
and a trailer related to the content; 

determining whether a connection to a server information 
processing system for access to the content is available, 
wherein the server information processing system com 
prises a set of access control policies, the set of access 
control policies remains with the server information pro 
cessing system and is not transmitted to the client infor 
mation processing system; 

wherein if the connection to the server information pro 
cessing system is not available, 
determining if authorization for access to the content is 

cached in the client information processing system; 
and 

wherein if authorization for access to the content is 
cached in the client information processing system, 
accessing the content in the file using a client appli 
cation, wherein authorization for access that is cached 
is an indication of prior authorization by the server 
information processing system. 

12. A method on a server information processing system 
for providing authorization for access to content, the method 
on the server information processing system comprising: 

coupling communicatively a server information process 
ing system to a set of access control policies; 
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16 
receiving a request from the client information processing 

system for access to contentina file residing at the client 
information processing system, wherein the file includes 
metadata associated with the content, and wherein the 
request includes an access control policy identifier from 
the metadata, wherein the access control policy identi 
fier is separate and distinct from content identification 
data for identifying the content, wherein the request 
comprises at least one type of access required; 
identifying at least one access control policy associated 

with the content based on the identifier, 
identifying at least one type of access type required by 

the client information processing system based on the 
access type information; 

determining whether the request is in accordance with 
the access control policy associated with the content; 
and 

wherein if the request is in accordance with the access 
control policy associated with the content, wherein 
the access control policy is included in the set of 
access control policies, the set of access control poli 
cies remains with the server information processing 
system and is not transmitted to the client information 
processing system, sending a reply to the request to 
the client information processing system, wherein the 
reply includes a grant of access to the content to the 
client information processing system. 

13. A computer readable storage medium including com 
puter instructions for providing content protection on a client 
information processing system, the computer instructions 
providing instructions for: 

sending a request to a server information processing Sys 
tem for access to a file residing at the client information 
processing system using a client application, wherein 
the file comprises content encrypted with a first encrypt 
ing key and metadata associated with the content and 
wherein the request includes an access control policy 
identifier from the metadata for enabling the server 
information processing system to identify at least one 
access control policy associated with the content, 
wherein the access control policy identifier is separate 
and distinct from content identification data for identi 
fying the content, and wherein the request comprises at 
least one type of access required; 

receiving a reply to the request from the server information 
processing system, wherein the reply includes a grant of 
access to the content in response to the server informa 
tion processing system determining that the request is in 
accordance with a set of access control policy associated 
with the content, and wherein the set of access control 
policies remains with the server information processing 
system and is not transmitted to the client information 
processing system; and 

accessing the content in the file using the client application 
in response to the reply that is received from the server 
information processing system. 

14. The computer readable storage medium of claim 13, 
wherein the metadata and the first encrypting key reside 
within a trailer associated with the content, and wherein the 
first encrypting key is encrypted so that only the server infor 
mation processing system can access the first encrypting key. 

15. The computer readable storage medium of claim 14, 
wherein the metadata in the trailer includes at least one of: 

a file name: 
a file size; 
a file modification date; 
a file type; 
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a file creation date; 
a content creation application used to create the content in 

the file; and 
an author of the content in the file. 
16. The computer readable storage medium of claim 14, 

wherein the metadata comprises a certificate for authenticat 
ing to the server information processing system any one of 
the client information processing system; and a user utilizing 
the client information processing system. 

17. A client information processing system for providing 
content protection, the system comprising: 

a file comprising content encrypted with a first encrypting 
key and metadata related to the content; 

a request to the server information processing system for 
access to the content, wherein the request includes an 
access control policy identifier from the metadata 
related to the content for enabling the server information 
processing system to identify at least one access control 
policy associated with the content, wherein the access 
control policy identifier is separate and distinct from 
content identification data for identifying the content, 
and wherein the request comprises at least one type of 
access required; and 

a reply to the request from the server information process 
ing system, wherein the reply includes a grant of access 
to the content, wherein the access control policy is 
included in the set of access control policies, the set of 
access control policies remains with the server informa 
tion processing system and is not transmitted to the 
client information processing system. 

18. A server information processing system for providing 
authorization for access to content, the system comprising: 

a set of access control policies for granting access to con 
tent in a file on at least one client information processing 
system; 
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18 
a request from the client information processing system for 

access to the content including metadata associated with 
the content, wherein the request includes an access con 
trol policy identifier from the metadata for enabling the 
identification of at least one access control policy asso 
ciated with the content, wherein the access control 
policy identifier is separate and distinct from content 
identification data for identifying the content, and 
wherein the request comprises at least one type of access 
required; and 

a reply to the request to the client information processing 
system, wherein the reply includes a grant of access to 
the content to the client information processing system, 
wherein the set of access control policies includes the 
access control policy associated with the client informa 
tion processing system, the set of access control policies 
remains with the server information processing system 
and is not transmitted to the client information process 
ing System. 

19. The system of claim 18, wherein the authentication of 
the client processing system is performed with an authenti 
cation information system and the grant of a access is pro 
vided by an access control information processing system, the 
authentication information processing system being separate 
and distinct from the access control information processing 
system. 

20. The system of claim 19, wherein the access control 
information processing system is a gateway between the cli 
ent information processing system and additional server 
information processing Systems providing services requested 
by the client information processing system. 


