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H3o00peTeHUe OTHOCUTCS K oOmactu MHGpopMaruku, a O0jiee KOHKPETHO - K CHOCOOY yNpaBICHHS
HU(PPOBBIMH AKTHBAMH, M MOXKET HAHTH NMPHMCHEHHE IPH CO3NAHHM, IKCIUIYaTallMH, YNPABICHUU H
MOHHTOPHHIE CHCTEM PA3JIMYHOTO HA3HAYCHHS, BIJIIOYAS CJIOXKHBIE JKOHOMHUYCCKHE M COLMANBHBIC
CHCTEMBI, B KOTOPBIX HHTCIPHPOBAHBI CPEACTBA HAKOIIJICHUA U OOMEHA PAa3IHMYHOrO poJa HH(poOpMaLHUeH,
HHQOPMALMOHHBIMU pecypcamMd W uu(ppoBbIMH akTHBaMH. OCHOBHOH 3amayeid H300peTCHUA
ABIICTCS CO3JAHMUE TAKOIO Crocoda ympaeineHUs LHU(POBBIMH AKTHBAMH, KOTOPBIH oOecmequBan Obl
BBINOJHEHHE 33/1a4 MO MPOBEACHHIO Ay TCHTU(HKALMM YYACTHUKA, MPOBEACHUIO CACIOK TOJIbKO MEXKIY
JIOBEPCHHbIMH Ay TCHTH(HUHPOBAHHBIMH YYACTHHKAMH CHCTEMBI (3aMKHYTOCTb, H30JHPOBAHHOCTH
CHCTEMBI ympaBieHus H oOmeHna L[A), a tarxxke oOecnmeyuBasN PErHCTPALHIO ONEpanui C HH(PPOBBIMH
AKTHBAMH, BO3MOXKHOCTb JIETHTHUMHOH OTMCHBI Onepauui C IU(POBBIMH AKTHBAMH. TeXHHYECKHUH
pe3yJbTar, Ha pELICHHE KOTOPOTO0 HANpPAaBICHO [JAHHOE H300pETCHHE, 3aKIIOYAeTCd B CO3JAHUH
HAJEC)KHOH CHCTEMbI yNpaBICHUS LU(PPOBBIMH AKTHBAMH, KOTOpas OBl NMO3BOJIMJIA COBEPIICHCTBOBATH
CYLIECTBYIOIIUE CHCTEMBI Y IPABJICHUS LM (PPOBBIMH AKTHBAMH 3a CUET TOTO, YTO IMPOLIECC MMPOU3BOACTBA,
o0opora L[A CTaHOBHTCSA MPO3paueH M KOHTPOJUpPYEeM, a cuctema oOMmeHa L{A Oblaa Obl 3aMKHYTa M
npeoaoeBata Obl HEJOCTATKU H3BECTHBIX PEIICHHH, B MEpBY0 ouepens Bitcoin u Etherium.
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H3o6peTeHne OTHOCUTCS K 001aCTH HH(OPMATHKH, 3 UMEHHO K CHCTEMaM 0OpabOTKH JAHHBIX MJIM CIOCO-
0aM, CrIelMaIbHO MPEIHA3HAUYCHHBIM U1 AIMHHUCTPATUBHBIX, KOMMEPUYECKHX, (PMHAHCOBBIX, YIPABJICHUCCKHUX,
HAJ30PHBIX WIH MPOTHOCTHYECKHUX LiEJeH; a 001ee KOHKPETHO - K cioco0y yHpaBieHUs LHU(PPOBBIMU AaKTHBAMH
(mox uu(poBbIMH AKTUBAMH OyJeM MOHHMATh JAHHbBIC, HAXOIAIUMECS B 3JCKTPOHHBIX YCTPOHCTBAX M NMPEAHA-
3HAQYCHHBIC JJI1 BBINMNOJHCHHUA LEJICBBIX (byHKI.lP[ﬁ CHCTEMBI, B TOM YHCJIC, IIIATCXKHBIC CP[CTSMLI/3J’I€KTp0HHI>Ie
JICHbI'H/KPHUIITOBAIOTY ).

Hacrosmiee n3o0peTeHHe MOXKET HAHTH NMPHMEHEHUE ITPH CO3NAHMH, 3KCIUTYyaTALUH, YIIPABICHUH H MOHH-
TOPHHTE CHCTEM PA3TMYHOIO0 HA3HAYCHHS, BKJIIOYAS CI0XKHBIC IKOHOMHUUYECKHE M COLMANBHBIE CHCTEMBI (BKIIFO-
yasg OOJbIIME PACHPEJCICHHBIC CHCTEMbI COLMAIBHOTO H 3KOHOMMYECKOTO YIPABJICHHSA, CHCTEMBI OOJBIIHX
JAHHBIX U Jp.), B KOTOPBIX HHTEIPUPOBAHBI CPEICTBA HAKOIUICHUS U OOMEHA Pa3IMYHOTO poJa uHpopmauuei,
HH()OPMALMOHHBIMH PECYPCAMH H HH(PPOBBIMH AKTHBAMMH.

B ocHOBY HacTosmero u300peTeHHs MOJOXKEHA 337a4a CO3AAHHA TAKOTO Croco0a ynpaBicHUs IM(pOBbI-
MH aKTHBAMH, KOTOPBIH 0OecrieyuBasl Obl BBIOTHEHHUE CIICAYIOIUX 331a4:

MPOBEACHHE ayTCHTH()HKALMH YYACTHUKA, IIPOBEICHHE CACIOK TOJIbKO MEXKTY JOBEPCHHBIMH ayTCHTH()HU-
IUPOBAHHBIMU YYACTHUKAMH CHCTCMBI (3AMKHYTOCTb, H30JHPOBAHHOCTh CUCTEMBI YIPaBICHUA H 0OMeHa L[A),

PETUCTPALIMIO OTICPALHH C HU(PPOBBIMU AKTHUBAMH,

BO3MOXHOCTb JJETUTUMHOM (TO €CTh JOCTYNHOM OTIMPABUTETIO M COTIACOBAHHOM C LEHTPOM YIPABICHUS
CHCTEMOH) OTMEHBI OTepali ¢ HH(POBBIMU aKTHBAMHU. F3BeCTHA cHCTEMa A yNPABICHUSA COBEPIICHUEM Ce-
1ok (mareHT Ne2158956, omybmukoBano 10.11.2000), BKIIOYAOLIAs MHOXKECTBO YCTPOHCTB YNPABJICHHA Y4acT-
HHKOB CHCTEMBI, BKITFOYAKOIICE B CeOs, MO KpaifHEH MEpe, OJHO YCTPOWMCTBO YNpaBICHHSA OaHKA, MO KpaiHCH
MEpPE, OHO YCTPOMCTBO YNpPaBJACHUS MOKYNATE/sd, MO KpalHEH Mepe, OAHO YCTPOUCTBO YIPAaBJICHHS MPOJABLA,
OTIHMYAOIIAACA TEM, YUTO YIIOMAHYTHIC yCTpOI\:[CTBa ynpasJCHUSA YHACTHUKOB CUCTEMbBI COCAUHCHBI MOCPEACTBOM
KaHAa/1a CBA3HU C YCTPOWCTBOM LICHTPATH30BAHHOTO YIPABJICHHUA H YCTPOHCTBOM XPAHEHHUS M MPOBEPKH cepTH(H-
KaTOB, CO6AMHEHHOM, MO KpalHEH Mepe, C OAHUM YIIOMSIHYTHIM YCTPOMCTBOM LEHTPATH30BAHHOTO YIPABICHHU,
B COCTaB KOTOPOTO BXOJSAT: YCTPOHCTBO PErHCTPALIUH YYACTHUKOB CHCTEMBI, YCTPOUCTBO (JOPMHUPOBAHHSA U Xpa-
HEHUs 0a3bl JAHHBIX IO ONEPALHUIM, COBEPIIAEMbIM MEKITY YUYACTHHKAMHU CHCTEMBI, YCTPOHCTBO (hOPMUPOBAHUA
U XpaHCHHS 0a3bl JAHHBIX MO 3aKIFOUCHHBIM MEXKAY YYACTHHKAMH CHCTEMBI JOTOBOPAM, YCTPOUCTBO YIpPaBiC-
HHUS JAHHBIMH, KACAKOIIUMHUCSA MPOBEACHUA (DMHAHCOBBIX OTEPALMH, YCTPOWCTBO KOHTPOJIA M aHAIU3a MpoLecca
COBEPILUCHHUS CICJIKU MEKITY YYACTHUKAMH CHCTEMBI, YCTPOHCTBO YIIPABJICHUS MPOLECCOM COBEPIUCHHUS CCIKH,
YCTPOHCTBO (POPMHPOBAHMS U XPAHEHHUS OA3bl JAHHBIX 10 YYACTHUKAM CHCTEMBI, YCTPOHCTBO ()OPMUPOBAHHS U
XpaHeHus1 0a3bl JAHHBIX TOBAPOB U YCIYT, YCTPOKHCTBO YNPABICHUS JOKYMEHTOOOOPOTOM, NPH 3TOM YIOMSHY -
TOE YCTPOHCTBO PETHCTPALMU YYACTHUKOB CHCTEMBbI COCMHEHO C YIOMSIHYTHIM YCTPOHCTBOM (POPMHUPOBAHHSA H
XPaHC HUA 0a3sl JAHHBIX MO YYACTHHKAM CHCTEMBI U C BXOJAOM H BBIXOAOM YNIOMAHYTOTO ycrpoilcrsa LHCHTPAIH-
30BAHHOTO YIPABJICHUSA, C KOTOPBIMH TAKKE COCAUHCHO YNOMSHYTOE YCTPOHCTBO YMPABICHHUS IPOLECCOM CO-
BEPUICHHA CIACIKH, KOTOPOE, B CBOKO OYEpEb, COCIUHECHO C YNOMSIHYThIM YCTPOHCTBOM YIPABJICHHSA JTOKYMEH-
TOOOOPOTOM, C YHOMSHYTBIM YCTPOHCTBOM YMPABJICHHS JAHHBIMH, KACAIOIIMMHUCS NMPOBEACHHA (DUHAHCOBBIX
OTICPALMH, C YIOMSHYTBIM YCTPOHCTBOM (DOPMHPOBAHHS M XPAHCHHS 0a3bl JAHHBIX TOBAPOB H YCIYT, C yIIOMSA-
HYTBIM YCTPOHCTBOM KOHTPOJISI M AHAJIU3A MPOLECCA COBEPIUCHUA COCIKH MEXIY YYACTHHKAMH CHCTEMBI, CO-
€UHEHHBIM C BBIXOJOM YNMOMSHYTOTO YCTPONCTBA LICHTPAIU30BAHHOIO YIPABICHHA, C YIOMSAHYTBIM YCTPOUCT-
BOM ()OPMHUPOBAHHUA M XPAHCHHA 0a3bl JAHHBIX MO YYACTHHKAM CHCTEMBI H C YIIOMSHYTBIM YCTPOHCTBOM (hop-
MHUPOBAHHUA U XPAHCHHUA 0a3el JAHHBIX IO ONEpaunuAM, COBEPIIACMBIM MEXKAY YUYACTHUKAMHU CHCTEMBI, KOTOPOE,
B CBOIO OY€pE/Ib, COCAUHEHO C YMIOMAHYTHIM yCTPOHCTBOM (POPMHUPOBAHHA M XPAHECHHUS 0a3bl JAHHBIX MO 3AKIIHO-
YCHHBIM MCXKAY YUACTHUKAMHU CUCTEMbI ZOTOBOPAM.

CyLIeCTBEHHBIMH HEJOCTATKAMH JAHHOH CHCTEMBI SBJIETCS OPHCHTHPOBAHHOCTh HA yuyacTue OaHKa, a
TaKKe y3Kasg 00nacTh MPHMCHEHHUS, OPHCHTHPOBAHHAS HA COBCPIUCHUE LEHTPATM30BAHHON CACIKH, a TAKXKE
HE3aMKHYTOCTh CHCTEMBI, YTO B COBPEMCHHBIX 3KOHOMHUYECKUX YCIOBHAX B OOJBIIMHCTBE CIYYacB HELEIECO-
00pa3HO, MOCKOJIBKY OAHKH JOCTATOYHO PEAKO OOCTY>KHBAKOT LH(POBBIC aKTUBBL. KpoMme TOro, B JaHHOH CHUC-
TEMC CepTP[(l)P[KaTbI PEIArOT TOJBKO 3a4a4y 3alIMThl HCU3MCHHOCTH CACJIKH, TOTAd KAK B COBPEMCHHBIX YCJIOBH-
AX 3TOTO HEJOCTATOYHO, HEOOXOAUMA AayTCHTU(HKALUS YYACTHUKOB H IPOBEICHUE ONEPALMH TOJBKO MEXKIY
BXO/UIIMMH B CHCTEMY Ay TCHTH(OULIMPOBAHHBIMH YYaCTHUKAMH (3AMKHY TOCTh, H30JHPOBAHHOCTD).

Jpyrum O6nu3kuM U O00siee COBPEMEHHBIM AHAJIOTOM K JAHHOMY H300PETEHHUIO SIBIACTCA MPOCKT BUTKOHH
(anrn Bitcoin, ot bit — “Out” M coin — “MOHETA”) - MUPUHTOBAS IIATEKHAS CHCTEMA, MCHOJIB3YKOINAS OTHO-
UMEHHYI0 PACUETHYHO CAMHHUIYY W OXHOMMEHHBIH MPOTOKOJ NMEPEaayu JaHHbBIX. {1 oOecneucHus (yHKIHOHH-
POBaHMA M 3aLIMTBHI CHCTEMBI HUCIIOJIB3YIOTCA Kpunrorpaduyeckue Meroasl. Bes uHpopMmanmsa o TpaH3aKIUAX
MEXKAY aApE€CaMHU CUCTEMBI JOCTYIMHA B OTKPBITOM BHIE.

ITpoBOaAUMBIE CACTKH HCOOPATHUMBI, 3JICKTPOHHBIHA MIATEK MEKIY ABYMS CTOPOHAMH MPOUCXOIUT O€3 Io-
cpeaHukoB. HO ecTh BO3MOKHOCTh HMPUBJICHYEHHSA TPEThEH CTOPOHBI-TAPAHTA NPU MOMOIMM MYJIbTHIOAMHUCH.
CpeacTBa HHKTO HE MOJKET 3aMOPO3HUTh, JAXKE BPEMEHHO, 3d HCKJIFOYEHHEM CaMOT0 BJIAJC.IbLIA.

BUTKOHHBI MOTYT HCTIOJIB30BAThCA M1 OOMEHA HA TOBApPbI WM YCIyTH Y NMPOJABLOB, KOTOPBIC COTJIACHBI
ux npuHUMaTh. OOMCH HA OOBIMHBIC BAMOTHI MPOMCXOTUT YEPE3 OHIAHH-CEPBHC OOMCHA LH(PPOBHIX BAIOT,
Apyrue MIATEKHBIC CHCTEMBI MJIH OOMCHHBIC Iy HKTBI.

Komuccus 3a nmposeieHue onepaui Ha3HA4aeTCsl OTIPABHTENEM JOOPOBOIBHO, PA3MEP KOMHUCCHHU BIIUSET
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HA MPHOPHTET ImpH 00padoTke TpaH3akuuu. OOBMMHO MPOrpaMMa-KIHEHT MOJCKA3bIBAET PEKOMEHIYEMBIH pas-
Mep koMHCCHH. TpaH3akuuu 0e3 KOMHCCHH BO3MOXKHBI H TAKOKe 00pabaThIBAIOTCS, OJHAKO HE PEKOMEHIYIOTCH,
HOCKOJIBKY BpeMs HX 0OPaOOTKH HEHM3BECTHO M MOXKET OBITh JOBOJIBHO BEJHKO.

OnHa U3 rIaBHEIX OCOOEHHOCTEH CHCTEMBI “BHTKOMH”, KOTOpas SBJIAETCA M CYLICCTBEHHBIM HEJOCTATKOM -
MOJHAS ICLEHTPATH3ALMA U HE3AMKHYTOCTh CHCTEMbI: HET LICHTPAJIBHOTO QAMHHUCTPATOPA WJIHM KAKOTO-IUO0
€ro aHauora. 310 MOPO’KIAET BO3MOXKHOCTh HEPETyIMPYEMBIX onepauuii ¢ uuppoBbIMH akTuBaMu. HeoOxomu-
MBIM H JOCTATOYHBIM 3JIEMEHTOM 3TOH IIATEKHOH CHCTEMBI ABIIETCS 0a30Bas NMPOTPaMMa-KJIHEHT, KOTOpas
HUMEET OTKPBITBIH HCXOJHBIH KOJ. 3aIyIUCHHBIE HA MHOXXECTBE KOMIIBIOTEPOB MPOTPAMMBbI-KIMEHTBI COCAHH-
FOTCS MCXKIY COOOM B OJHOPAHTOBYIO CETh, KAXKIBIA Y31 KOTOPOH PABHOMPABCH UM caMoocTaroucH. Hesos-
MOYKHO TOCYJAPCTBEHHOE MJIM YACTHOE YNPABICHUE CUCTEMOH, B TOM YHCIIC H3MCHEHHE CYMMAPHOTO KOJIHYECT-
Ba OMTKOWHOB. 3apaHee M3BECTHBI OOBEM H BPEMs BBITYCKA HOBBIX OHTKOHHOB, HO PacIpeACIAIOTCS OHH OTHO-
CHTEIIBHO CJTyYaHHO CPEedH TEX, KTO HCIOJB3YET CBOE 00OpPYJOBAHHME A BBIYMCICHHH, PE3yIbTaThl KOTOPBIX
ABIIFOTCSI MEXaHU3MOM PETyJIMPOBAHUA H NMOATBEPXKICHHUS MPABOMOYHOCTH Onepauuii B cucreme “burkoin”.

Kak BUAHO U3 ONMHMCAHUA, AAHHBIH NPOTOTHIT UMEET CJIETYFOIIUE HEJOCTATKH:

(opMupoBaHHe (IIPOU3BOACTBO, MAWHUHT) LU(PpoBOTO aKkTHBA (L[A) IMOTHOCTHIO OECKOHTPOJIBHBI,

npouecc mpou3BoAcTBa L{A u ero 060poTa HEMPO3paueH U HEKOHTPOIUPYEM;

CHCTEMA HE3aMKHYTa OT HEJOOPOCOBECTHBIX YYACTHUKOB;

MPOBOJUMBIEC CACTKH HEOOPATUMBI, HET MEXAHM3MA OTMCHBI MOATBEP)KAEHHON ONepauuH (BKIOYAS CIIy-
Yyau, KOraa IIaTék ObUT OTIPABJICH HA OIIMOOYHBIH HIH HECYIICCTBYOIIMHI aIPeC, UTH KOTJa TPAH3AKIMS ObLIa
MOATHCAHA 3aKPBITHIM KIFOUOM, KOTOPBIH CTal H3BECTCH JAPYTHUM JHIAM).

3agauu M300PETCHUA PEINCHb M HEJOCTATKH MPOTOTHIIOB YCTPAHEHbI B PEANM30BAHHOM COTJIACHO Ha-
CTOSAIIEMY H300PETCHHIO CIIOCOOE YMPAaBICHUS IH(PPOBBIMU AKTHBAMHU B KOMIBEOTCPHOH CHCTEME, COCTOSILCH
U3 10 MEHBILICH MEPE OJHOTO OTHPABHTEI TPAH3AKLHH, IO MEHBIIE MEPE OJHOTO IOJy4aTesls TPAH3AKLHH, ¥
KQKIOT0 UX KOTOPBIX HMEETCSH XPAHHIHIIE IH(POBBIX AKTHBOB, IO MCHBILE MEPE OJHOTO ONEPATOPA XPAHHITHII
H(POBBIX AKTHBOB, OTIHYANOIIEMCS TEM, YTO BCE YYACTHUKH CHCTEMBI 00JIAJAOT CEPTH(UKATAMH 3NEKTPOH-
HOH MOJINHKCH, TCHEPUPYIOT 3aIPOCH! HA MPOBEACHHE TPAH3AKLHHA, KOTOPBIC 3alM()POBAHBI H ITOJITHCAHBI JJICK-
TPOHHOW TOMIMCHIO, a JUI AOCTYNA K XPAHWIHMINY H OCYIICCTBICHHS TPAH3AKLUH OTHPABHTENS HCIOJbB3YIOT
CEKPETHBIH KJIFOY, a 111 JOCTYNA K XPAHUJUILY U OCYIUECTBICHHUS TPAH3AKLMH ITOJIyYaTeIs - OTKPBITHIH KIFOU H
IpeTyCMaTPHBAOIIUH CJICAYIOIIHE IIATH:

1) ormpaBuTe s TpaH3aKMH (OPMUPYET 3AIMPOC HA MPOBEACHUC TPAH3AKLMH, COACpPXKAIIMH B 3amm@po-
BAHHOM BHJE CCKPETHBIH KIOY TPAH3AKLUUH, KOTOPHIH MOXET pacmm(poBaTh TOJHKO ONEPATOP XPAHUIHINA
IH(POBBIX AKTHBOB, MOAMHUCHIBACT 3TOT 3aMPOC CBOCH 3JICKTPOHHOW MOANHUCHIO M OTIPABJICT €I0 ONEpaTopy
XPAHUIHUIL HH(DPOBBIX AKTHBOB;

2) onepaTop XpaHHIHIIA LU(POBBIX AKTHBOB MPU HEOOXOJUMOCTH ITPOBEPSIET MPABUIBHOCTD INEKTPOHHOMH
HOIUCH 3aMPOCA OTIPABUTEIA TPAHZAKIHU H MPH IMOJIOKHTEILHOM PE3yIbTATE MPOBEPKU MEKTPOHHOM MOAIHU-
CH MEPEeXOaUT K mary 3;

3) oneparop XpaHHIHINA HH(PPOBBIX AKTHBOB PACHIM()POBBIBACT 3aMPOC OTIPABHTENS TPAH3AKLHH U MOJTY-
YAET CEKPETHBIH KIIFOY XPAHUIMIIA HH(POBBIX AKTUBOB OTIPABHTEIS,

4) omepaTop XpaHUIHUINA UH(POBBIX AKTHBOB pACHIM(POBBIBACT (ITPH HEOOXOIMMOCTH) OTKPBITBHIH KIIFOY
HOJTyyaTess TPAH3AKIMUH,

5) omeparop XpaHWIMIIA HUQPPOBHIX AKTHBOB MPOBEPSACT MPABHIBHOCTD JJICKTPOHHOH NMOJIMHCH MO OT-
KPBITHIM KIFOUOM ITOJIy4aTes TPAH3AKIMH H IMPH MOJO0XKUTEIBHOM PE3yJIbTaTe MPOBEPKH JNCKTPOHHOH MOAUCH
NEPEXOAMT K ary 6;

6) omeparop XpaHWIMIIA LHM(POBBIX AKTUBOB (JOPMHUPYET 3AMPAIIMBACMYI0 TPAH3AKLMIO HA CEKPETHOM
KJIFOYE XPAHUIIMINA HU(PPOBBIX AKTHBOB OTMPABHTENA M OTIPABIACT C(OOPMHUPOBAHHYIO TPAH3AKIHIO ITOJIyYaTe-
JIFO, TIPH 3TOM TPAH3AKUMA (PUKCHPYETCS B CETH COOTBETCTBYIOLIETO €H 1IM()POBOTO AKTHBA;

7) oneparop XpaHHIHINA HU(PPOBBIX AKTHBOB OTIPABILIET OTIPABUTCIIO W/HIIH TOJYYATENFO TPAH3AKLHH
HOANMUCAHHOE 3ICKTPOHHOH MOJMUCHIO MOATBEPKICHHE IPOBEACHHS TPAH3AKLHUH.

TexHU4YeCKUH pe3yIbTaT, Ha PEIICHUE KOTOPOTO HAMPABICHO JAHHOE H300pPETCHHE, 3aKIIFOYACTCS B CO3Aa-
HHM HAJEKHOH CHCTEMBI YNPABICHUA LM(POBBIMH AKTHBAMH, KOTOpas Obl NMO3BOJIMJIA COBEPLICHCTBOBATH CY-
IIECTBYIOINHE CHCTEMBI YIIPABICHHA HH(PPOBBIMUH AKTHBAMH 3 CUET TOTO, YTO MPOLECC MPOU3BOACTBA, 000pOTa
LIA craHOBHTCS NMPO3pauYeH M KOHTPOJIMPYEM, a cucrema odmeHa L[A Obina Obl 3aMKHYTa M MpeooseBana Obl
HEJOCTATKU M3BECTHBIX PELICHUH, B EpBYIO ouepeas Bitcoin u Etherium.

OTH 337a4Yd AOCTUTAOTCA TEM, YTO IPH BbIJAuYe CEpTH(UKATA KIHCHTY OYyAET MPOBOAMTHCA €ro 00s3a-
TEJIbHAA Ay TCHTH(HUKALKUS, ONIEPALUH C XPAHUIHIIEM HH(PPOBBIX AKTHBOB PETHCTPUPYIOTCS H Y IPABILIIOTCA ITy-
TEM YTNPABICHHS COOTBETCTBYIOIIMMH CEPTH(HKATAMH 3JICKTPOHHOW IOMIHCH, KPOME TOTO, BO3MOYKHA JIETH-
TUMHAS OTMCHA TPAH3aKLH O3 y4aCcTHSI 0aHKA U HCOOXOTUMOCTH OOPAILCHUSA K HEMY .

Hacrosmiee n3zo0pereHue OyeT pacKpPhITO B HIDKECICAYIOILIEM OMMCAHUN KOMITBIOTEPHON CHCTEMBI, IPEI-
HA3HA4YCHHOH [UIA yNpaBiIcHHS LU(PPOBBIMH AKTHBAMH CO CCBUIKAMH HA YEPTEX , COCTOSALICH M3 MO MCHBIUCH
Mepe OJHOTO OTIPABHTENS TPAH3AKLHUIH, MO MEHBIE MEPE OJHOTO MOJIYYaTesd TPAH3AKLHH, Y KAKIOTO H3 KOTO-
PBIX HMEETCS XPAaHHIHILIC HHU(PPOBBIX AKTHBOB, N0 MEHBIIE MEPE OJHOTO ONEPATOPA XPAHWIHMINA LH(POBBIX aAK-
THUBOB, MPH 3TOM BCE YYACTHHKH CHCTEMBI 00JAaJAFOT CEPTU(PHKATAMH 3JICKTPOHHOM MOIMHCH, TCHCPUPYIOT 3a-
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MPOCHI HA MPOBEICHHUE TPAH3AKLMH, KOTOPbIE 3aIIM(PPOBaHbl U MOAMMCAHBI 3JIEKTPOHHOM IMOMITUCHIO, MPU 3TOM
LIETIBIO SIBJIAETCS MepeMelleHHe LM(POBOro aKTHUBA M3 XPAaHUIIHILA LM(POBEIX aKTHBOB OTIIPABHUTENS B XpaHHU-
Juiie HUGPOBBIX aKTUBOB MOJIy4YaTelId, a Ul JOCTyNAa K XPAaHWIHILY H OCYILECTBJICHUs TPAaH3aKLUU OTIIPAaBUTE-
JI1 UCTIONIB3YIOT CEKPETHBIN KIIIOY, a JUIA JOCTYNa K XPaHWIMILYy U OCYILECTBICHMA TPaH3aKLMHU MOJTy4arelsd -
OTKPBITHIH KITIOY U MPELyCMAaTPHBAIOLLWI CTAAHH, TOAPOOHO OIIMCAHHBIE HUKE.

Beenem criemyromuue kpaTkue 0003HAaueHHs (MO CEPTUPHUKATOM IMMOAPA3yMEBAETCA CEPTH(HHUKAT dIIeK-
TPOHHOM MOAIMKCH, MOTy4YaeMblil MOAMUCAHUEM IJIEKTPOHHOM MOMIMCHIO Y IOCTOBEPAIOIIErO LEHTPA OTKPHITOrO
(r[y6mzrtm0r0) KITIOYa yqaCTHMKa (KJmeHTa) CHUCTEMEI - OTnpaBmeneH U nonyaneneH TpaHSaI(L[PII/I)

lccn_head_ca_cert CemethaT l"onoanoro Yz(ocroeepmomero uempa (YLI)

ccw_op_head_ca_cert Cepm(anaT I'onosHoro Y1 oneparopa xpauunuig [1A
ccw_op_hsm_private_key Cexpernbrit kmou HSM oneparopa xpaummim LA

cew, op_hsm cert Cepruduxar HSM oneparopa xpanunuin LA

icen op head_ca_cert Ceprudukar l"onom-xoro vy onepaTopa xpanuuig LIA

iccn_op_end_user_ca_cer Cepmquar pY 1| anaBneHm KJIPICHTaMH oreparopa XpaHHIHII

t oA

iccn_op_ccw_ca_cert Ceprudukar Y1 xpanunum [IA

end_user_iccn_cert Ceprudukar KineHTa

end_user_iccn_perms Pazpemeﬂm KJIHEHTa

end_user_ccw_cert Ceprudukar xpaﬂnmlma L[A KJIHEHTa

end_user_ccw_perms Pa3pememm xpanu.rmuxa [IA xaueHTa

cew. pnvate key CereTHLIPl KJIII0Y xpa}mmmla L[A wmema, XpaHALIHHCS B HSM
CCW, J)ubhc key OTKprTbIPl KJTIOY xpammmua IIA xiueHTa

ccwW pnvate key token 3ampoc cekpeTHOro Kiova xpaHunuia LA kineHTa

ccw_publlc_key_token 3ampoc OTKphITOro Kio4a xpaHununia LA kiuenra

B npencrapneHHoM cxeme ayTeHTU(HUKALMA U aBTOPH3aLMA KOHEUHBIX II0JIb30BaTeIed 0a3upyeTcs Ha cep-
TU(PHUKATAX U PA3PEIICHUSIX, KOTOPbIE COOTBETCTBYIOIMKA Y 1| BKIOUHT B HUX. /[aHHAs MOAENb ABIAETCA CTATH-
4YEeCKOM B TOM CMBICIIE, YTO HE MO3BOJSET IMHAMHYECKH YIPABIIATh Pa3pEeLICHUAMH KOHEUHBIX MOJIb30BaTEICH U
MO3TOMY Ha MPAKTHKE MOXET ObITh HE NOCTATOYHOH M TOraa HEOOXOAMMO peau30BaTh 0oJjiee TMOKHE MOJENTH
YIpaBJICHHA.

B nporiecce ormcanus cxembl paboThl yripaBieHHs LdpoBbiM akTuBoM (YIIA) OyayT paccMOTpeHs! pas-
JIMYHBIE TIOAXOAbI K TOMY (paKTy, M3BECTEH JIM KOHEUHOMY IOJIb30BATENIO €ro PeasibHbIM aapec B cpene (CeTH)
LM(POBOrO aKTHBA.

IepBbIit 3aKTIOUAETCA B TOM, YTO HECMOTPS HA TO, YTO OTIPABUTENb HE MOKET BOCIOJIB30BATHCS CAMO-
CTOSITEJIbHO CEKPETHBIM KIIOUOM XpaHunuiua LA, peanbHbii agpec xpaHunuia L{A KOHEYHOMY IMOJIb30BaTENIO
M3BECTEH (3TO 03HAYAET, YTO €My U3BECTEH OTKPBITHIA KITFOU XpaHWiHma L{A).

Bropoit moaxonx 3aKkmoyaercs B TOM, YTO KOHEUHOMY TMOJIb30BATENI0 HE U3BECTEH M OTKPBITBIN KIIIOY Xpa-
Humia LA, To ecTe OH He 3HaeT U aapeca XpaHwnuia L{A, KoTopeiM OH yrpaBisieT. BIOOp TOro Mid MHOTrO
MOAXO0Aa OMNPENENIACTC HCKIIOYUTEIBHO XapaKTCPUCTUKAMU AEATEIBHOCTH, KOTOPYIO XOYET OpraHH30BaTh
Lentp ynpasnenus (L[YII) LIA. OnHako OYEBHAHO, YTO 3HAHHE IMOJB30BATEIEM €r0 PEATbHOTO aapeca OKa3bl-
BAET NPAMOE BIMSIHUE HAa XapaKTEPUCTUKH aHOHUMHOCTH B cpene YILIA.

O6was cxema YL[A mpuBeneHa Ha depTexe. PaccMOTpUM OCHOBHBIE 3TAIbl WHHLIMAIM3ALMH U PaOOTHI
VIIA.

Oran 1. Uanumanumzauusa Y1 VLA.

Muuumanuzaums ronosHoro Y1 VIIA.

I'onoBHo# VYII MoxkeT OBITh CBA3aH C OpraHaMu rOCYJapCTBEHHOTO PEryJHUpOBaHMA, JIMOO IPYyTUM Opra-
HOM, PEryJIMPYOLIHM AESITEIbHOCT ONIEPATOPOB LIMPPOBBIX AKTHBOB.

Oran 2. Unmmanuszaims Onepatop xpaHumuin LIA.

Wuuupanuzanus oneparopa xpanuwnunia LA HauMHaercs ¢ momydyeHus ero ronoBHeiM YII ceprudukara
(ccw_op_head ca cert) y 'YL LIYIT A (wiar 2.1). Illar 2.1 sBasiercst perucrpanpeid HoBoro xpaHuinuiia LA B
cucTeMe.

Ornepatop xpaHwmil LIA, cOCTOMT U3 ABYX OCHOBHBIX 3JIEMEHTOB: royioBHOro Y1 u HSM. [Ina 3aBepiue-

-3-



036643

HUS MHHIMam3auuy XpaHumuma [{A HSM renepupyer cexpeTHslii ko4 (ccw_op_hsm_private key) u mouy-
yaet ceprudukar (ccw_.op_hsm_cert) otkpsiToro kmova y csoero 'YL (mar 2.2). Tarke cepTH(PHKAT OTKPHI-
TOTO KJIFOYA MOMEIIAETCS B KaTajaor xpaHumi L{A (mar 2.3).

Oran 3. Muummamuzanus L{YIT LA.

HMaunmammzanus LIYTT LA, kak u onepatopa xpaHwmia L{A, HAUHMHACTCA C MOJYYEHHS €ro TOJOBHBIM
V1 cepruduxara (dapc_op_head ca cert) y I'YI] LIYIT LA (tar 3.1). Iar 3.1 sBaseTcs perucTpaucii HOBOTO
LIVIT LIA B cucteme.

OmnepaTop xpanuauina L{A cocTouT U3 YeThIpEX OCHOBHBIX 371eMEHTOB: rojgosHoro YL, VI VK, VI] xpa-
numma LA u B/l AB xpanumnma L[{A. [{na 3asepmenus unuimanu3aimu YL YK u VI xpanumuma LA 3a-
NpaIIMBAlOT CePTH(UKATHI OTKPBITHIX Kmrouei (dapc op end user ca cert u dapc_op_ccw_ca_cert), HCOOXO-
JHUMBIX JUIA UX akTHBAUMHU (mar 3.2 u mwar 3.3 COOTBETCTBCHHO).

ITocne axruBauuu Bcex YL mHunmanuszupyerca B/l onmeparopoB BoccTaHOBICHUA. 1 3TOro omeparop
(omepaTopsl) BOCCTAHOBICHUS TCHEPHPYCT(FOT) CEKPETHBIC KIFOYH W 3aMPALIMBAOT CEPTH(HKATBHI OTKPHITHIX
KIFO4eH y cBoero rojosHoro Y1 (war 3.4).

Oran 4. Peructpauus ormpasurea Tpanzakuuu B LIYIT LA,

Ortan perucTpauuH, Kak H B OCTAJIbHBIX CIy4asX, MPEACTABIIET COOOH 3anmpoc U MoJyyeHue cepTudukara
(end_user dapc_cert) y LIVIT LIA. O6pabotky 3tux 3ampocoB B pamkax L[YTI LA sexer Y1 YK. Takum obpa-
30M, KIHMCHT NOJy4acT cepm(bukar OTKPBITOI0 KIHO4Yd C BKIOUYCHHBIMH B HETO Pa3pCIICHUAMH
(end user dapc perms), KOTOpPbIH B JaJbHEHIIEM OH OyJET HUCMOJIb30BATH MU Ay TCHTH(HMKALMK IpH oOparne-
HUH K cepBucaM YIA.

Kakue naHHbIC KIHEHT JOJDKCH NMPEABSBUTDH I MOMTYUYCHHUS CEpTH(HUKATA, a TAKKE KAKHE JAHHBIE OyIyT
BHECCHBI B €T0 CEPTH(HKAT, 3aBUCHT OT HOAMTUKU cooTBeTCTBYIOMIECTO L[VII L{A. KpoMme 3TOr0, BasKHBIM MO-
MCHTOM, KOTOpBIH no/pkeH ompeaenuts LIYIT LIA, 310 mapameTpsl g0CTyna K karajory ceprudukaros. byner
JM OH Hy6J'H/['~{HbIM, JAOCTYIHBIM TOJBKO ayTeHTP[(I)P[L[I/IpOBaHHbIM KITHCHTAM HMJIA 3aKPBIT - TAKXKE ONPEACTACTCA
TEKYIUEH MOTUTHKOH.

Oran 5. [Toxyuyenue cepruduxara xpanuauma L{A.

K HacrosmeMy MOMEHTY KJHMEHT, 3aperucTpupoBaBiuuch B L{YIT L{A u mosyuuB COOTBETCTBYIOIIHUI cep-
TU(PHUKAT, UMCET BO3MOKHOCTh 00paInarses k cepucam YIIA.

[Tockombky B pamkax YIIA kimieHT padoraer ¢ xpanunuineM L{A nocpeacrsom xpaHumma L{A u He Bna-
JICET CEKPETHBIM KIIFOYOM Xpanumuina L{A, To ama uaeHTHpukauuu xpanuauma [[A mpeanaraeTcs HCmom3o-
BATh CNCLMATbHBIH CEPTH(RHUKAT, K KOTOPOMY orepartop xpaHuauma L{A u OyzneT nmpuBsA3bIBATH peajbHbIC Xpa-
Humma LA u Ha xoTopoM Oyaer mpou3BoauThes mupposanue ¥ 1 nHpOpMaILHH, CBI3AHHON C 3THUM XPAHHU-
mimeM [{A. Kpome Toro, ucmonp30BaHHe M1 KaXI0TO XpaHuauma L{A oTaemsHOro cepTu(ukaTa MO3BOTHT
LIYTI LTA mpoBOIuTH B CIyyae HEOOXOAMMOCTH LCIEBYIO ONMOKHPOBKY XpaHuiuiua L{A mpocro mytem OT3bIBa
COOTBETCTBYIOILETO CEpTH(PHUKATA.

Takum 06pa3oM, Ha 3TOM 3Tamne KIHEHT oopamaercs k Y1 xpanwiuma LA, mpoxoauT ayTeHTHPUKALMIO H
3anmpammBaeT ceptudukar xpanuauma L{A (end user ccw_cert). AyTeHTH(UKAIUSI MOXKET ObITh MPOBEACHA IO
npotokoy TLS ¢ HCmoIb30BaHHEM IITATHON BO3MOXKHOCTH KIMCHTCKOU ayTeHTH(uKauuu. [Tpu oOpameHuu 3a
ceprupukaToM xpaHummma [{A KIHEHT MOXKET yKaszaTh pasperueHus (end_user ccw_perms), KOTOPBIC OH XOTE
651 nosryuuts. Hanpumep, Tun 1mpoBOro akTHBa, MaKCUMAThHBIH 00bEM XPAHUIIHUINA, BO3MOXKHOCTh 0Oparie-
HME K BHEIIHUM mumo3aMm YIIA u ap. KoHkpeTHsIl nepedeHs pazpeuicHHi cepTu(ukara u TpeOOBAHUA K €ro
HOJTyYEe HUIO OTpeaesitoTcs nourukoit LIVIT LIA.

IMocne ycmemHoro moyyueHus cepruukara XpaHumuma LA KIHEHT MOXxeT 00palaThCs C 3ampocamMH K
omnepaTopy xpaHumuma LA,

Oran 6. [ToaxmoucHue peaapbHOro XpaHumuma L{A k cepTu(ukaTy KIHCHTA.

Ha 3toMm 3ranme kmieHT 0Opamaercs kK COOTBETCTBYIOLIEMY oneparopy XpaHummma LA ans co3ganus ans
Hero xpaHumuima L{A. 3anpoc noamuckiBaeTcs Ha ceptuukare, moayyeHnom ot LIVIT LIA Ha stanme 6. Takum
00pa3zoMm, oneparop XpaHwiuia LA uMeeT BO3MOXKHOCTh MPOBEPUTH MOJTHOMOYHS KJIHEHTA A CO3AAHUA Xpa-
numma LA.

[Tocne mpoBepky BamaHoCcTH 3anpoca HSM oneparopa co3maeT (MM MCTIOJIB3YET YXKE CO3AAHHYIO) KO-
yeByro nmapy xpanunuma LA (ccw_private_key u ccw_public_key). M3 oTkpbITOro xmoya GopMHPYETCS 3ampoc
oTkphiTOro Kmo4ya (ccw_public key token), a ©3 CEKPETHOrO KIKOYA 3ampoC CEKPETHOTO  KIFOua
(ccw_private_key_token).

3ampoc ccw_private_key token momyuyaeTca myteM mm(poBaHHS M MOJIMHCH CCW_private_key Ha cepru-
(uxare oneparopa xpanuauma L{A ccw _op hsm cert, momydyenHoMm Ha 3tame 2 (war 2.2). B cocras 3ampoca
TaKOKe BXOJUT HACHTH(HKATOpP cepTH(HKaTa KOHEYHOro mnojp3oBareri end user ccw cert id. Bximrouenue
uaeHTUHUKATOpa HEOOXOAUMO, YTOOBI omepaTop XpaHuauima L{A Mor nmpu oOparieHHH MPOBEPUTH COOTBETCT-
BUC UACHTH(PHUKATOpPA CepTH(PUKATA KOHCUHOTO MOJIb30BATC/IA, KOTOPBIH K HEMY 0OpaTHiICA U HAeHTH(HKATOpa
cepTu(UKaTa U3 3ampoca.

3anpoc ccw_public_key token Taxske MOXKET OBITH IOJIyYEH IyTEM MIM(POBAHUA M MOJIUCH HA cepTH(H-
Kate oneparopa xpaHumuma L{A ccw_op _hsm_cert, eciiu ecTb HEOOXOIUMOCTD B CKPBITHH OT KJIHECHTA PEATbHO-
ro azapeca xpaHumuma [[A. B mnpoTHBHOM cCioyyae [JOCTaTOYHO TOJOBKO moamucu. B cocras
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ccw__public_key token taxxke BXoauT uaCHTU(HUKATOP cepTudukara end_user ccw_cert id.

IMocne 3roro ob6a 3ampoca (ccw_private_key .token u ccw_public_key token) HampaBiArOTCA KIHCHTY B
OTBET HA €ro 3aImpoc.

Takum 00pa3oM MOCJIC 3TOTO IIAra KIMEHT BIAACET BCEH HEOOXOAMMOM MH(POPMALHUCH M1 OCYIUECTBIIC-
HHS TpaH3akuui B YIA.

Oran 7. [IpoBeacHuUE TpaH3aKUMHU M1 XpaHumuma LA,

Tenepb 111 MpPOBeACHHUA TPAH3AKLMH KJIHEHTY HE0OX0aUMO C(OPMHPOBATH NMAPAMETPhI TPAH3AKLMU H
HOAIMHUCATh 3arpoc cepTudukaTom end user ccw_cert, MOJyYESHHBIM HA JTame 5.

J1s popMHUpOBaHHA TPAH3AKLMH KOHEYHBIH MOJIB30BATENb JOJDKEH MO COOTBETCTBYIOIIMM KaHAIaM MOJy-
YHTH LIEJIEBBIC aapeca B BUE 3ampocoB ccw_public key token. TTonydyuTh OH HX MOXET KaK B PE3yJIbTaTE HEMO-
CPEACTBCHHO B3aUMOJCHCTBUSA C APYTUMH MOJIB30BATEIMU (HAMPHUMEP, MO 3ICKTPOHHOU moute) umu L[VIT LA
MOXET MPEAYCMOTPETh KAaKOH-THOO OOINETOCTYNMHBIH KAaTaaor MUl pasMeLIeHus Takod uH(opManuu (Hampu-
MEp, HEOCPEICTBCHHO B CBOMCTBAX CepTU(UKATOB B Katanore Y1 xpanumuma L{A) (mar 7.1).

[Moyuus 3ampoc, onepaTop xpaHunuma LIA mpoBoauT ciaeayroume AciCTBUA (mar 7.2):

1. ITpoBepsAeT BaIMIHOCTh MOAMHUCH 3aMPOCA.

2. PacumgpoBbiBaeT (ecau HeoOxoaumo) ccwpublickeytoken oTnmpaBUTE IS TPAH3AKIMH.

3. Iposepser moamuck ccw_public_key token oTmpaBUTEN TPAH3AKLMH.

4. PacumgpoBeiBacT ccw_private key token oTmpaBuUTENS TpaH3aKUMH M MOIYYACT CCKPETHBIH KO
xpanumuma L{A ccw_private key.

5. Iposepser moamuck ccw_private_key token oTmpaBHTEI TPAH3AKLHH.

6. PacumgpoBbiBaeT (ecau HeoOxoaumo) ccw_public_key token mosyuyartenei TpaH3aKIHH.

7. Iposepser moamuck ccw_public_key token mosyuyaTeneit TpaH3aKIMU.

8. Ilposepsier BamaHOCTh cepTH(hUKaToB end user ccw_cert moxyyareseH TpaH3aKIHH.

9. Iposepser BamiagHOCTH cepTH(UKaToB end user dapc_cert moay4areaci TpaH3aKIHH.

10. ®opMuUpyeT U MOAMUCHIBACT 3aMPAIIMBACMYK) TPAH3AKIMIO HA KJIHOUE CCW_private key ormpasurens
TPAH3AKLHH.

11. OTnpaBiaseT TPaH3aKLUHUIO B CETh COOTBETCTBYIOIIETO LH(PPOBOrO AKTHBA.

12. OrmpaBiseT KOHEYHOMY MOJIb30BATEIIO MOAMHCAHHOE MOATBEPIKICHHE MPOBEIACHUS TPAH3AKLIHH.

Takum 00pa3oM NpPEACTABJICHHASA CXEMA IAPAHTHPYET, YTO KOHEYHbIC MOJb30BaTenu YIIA mmeror BO3-
MOXKHOCTbH NIEPEAABaTh TPAH3AKLUUH TOJIbKO JPYTHM 3aPETHCTPHPOBAHHBIM MOJIB30BaTEesIM YIIA.

[Tocne mpuBeneHus onucaHus padboTsl YIIA 0oee MOHATHBIM CTAHOBUTCS MPEATI0KEHHOE TEXHHUYECKOE
peleHre no AeaeHUI0 “moaHO(yYHKIHOHANbHOTO  L{YIT LA Ha nBa HE3aBHCHMBIX KOMIIOHEHTA: COOCTBEHHO
LIYIT LA u oneparopa xpanunuma L{A. B ob6nactu oneparopa xpanumma LA coOpaHbl KOMIOHEHTHI, pabo-
TAIOIIUE HEMOCPEJCTBEHHO C TPAH3AKLHMAMHU KOHEUHBIX MOJb30BATENCH M cpeaaMH (CeTsaMH) HH(POBBIX aKTH-
BOB. OpraHu3anus, 3aMHTCPECOBAHHAS B CO3MAHUH i Kakux-1u00 neneit L{VIT LA MOXeT U HC UMETh TAKHX
cnemudryeckux kommeteHuui. 3agaya "mamoro" LIVIT LIA 310 ynmpapiacHuE NOAKTFOUECHHEM KOHCUHBIX IOJIb-
3oBareneii k YLIA. Kpome TOro, BBEACHHE TOMOJHUTECIBHOTO HE3ABHCHMOTIO OINEpaTropa O0e3yCI0BHO MOBBIIIACT
U YPOBEHb JOBEPHA KOHECUHBIX MOJIb30BATEICH K CHCTEME B LIEJIOM.

Cnenaem eme 0JHO 3aMEYaHHE B OTHOLICHHM omneparopa xpanuwmuma L[A. Kak MOXHO 3aMeTUTh M3 HpH-
BEICHHOTO OIMCAHUSA, ONeparop xpaHwmma LA He XpaHHT pe3yJbTaTOB CBOMX ONEpauuid. Pe3ymbrarer Bcex
MPOBECACHHBIX HM onepamm OTHPABIAOTCA UJTH KOHCYHBIM NMOJIB30BATCIAM HIIH B CETh LlP[q)pOBOI‘O AKTHBA. JTO
OYCHb BBITOJHOE CBOWCTBO C TOYKHM 3pPEHHUA MPOCTOTH peaau3auuu HSM u onepatopa B nenoM. OHako KOHeu-
HBIC BO3MOYKHOCTH TAKOU PEaTU3aLUi MOTYT HE YIOBJICTBOPHTH 3ampockl opraHu3aropa LIYIT LIA.

B cremyroommx pazgenax paccCMaTpHBAIOTCS JOTOJHHUTEIbHbIC KOMIOHEHTH YI[A, KOTOpBIE MO3BOJISIOT
JUHAMHYECKH YIPABJATh PAa3pPEIICHUAMU KOHEYHBIX MOIb30BaTEICH.

JIOMOJTHUTE TbHBIE KOMIOHEHTHI YIIA.

[Tpu omucanuu 0a30BBIX MPUHUUNOB (hyHKUHOHHPOBaHHA YI[A, M3I0’KEHHBIX B NPEABLIYIUCM pa3zclne,
ObLIH A YOPOILICHUA OITy LICHBI HECKOJIBKO BAXKHBIX KOMIIOHCHTOB. OTHMH KOMIIOHEHTAMH SBJLIFOTCS KaTAJIOT
xpanumuima LA, a Taxoke onepaTopsl ayJUTa U YIPABICHUSA, OMMHCAHHBIC HA CXEME maraMu 8 u 9.

Kak y»xe orMeuanocs, “craTuyeckas’” MOJE.Ib YIPABICHUSA PA3PEIICHUSIMHU B KOTOPOH pa3pelleHHs KOHEY-
HBIX MOJb30BaTENICH XPAHATCA B cepru(bukare H COOTBETCTBEHHO MOI'YyT OBITh U3MEHEHBI TOJIBKO NEPEBBITY CKOM
COOTBCTCTBYHOIIETO CEpTH(UKATA, YTO HE BCErIa MOXKET YAOBICTBOPATH 3ampocaMm LIVIT L{A. Takum oOpaszom
A1 XPAHCHHA KATAJlora KOHCYHBIX IIOIILSOBHTCIICI:[, CBA3AHHBIX C HUMH XPAHHUJTHIIL ]_[A H COOTBECTCTBYHOIIHX
paspemieHuii BBOIUTCA KOMIOHEHT Karajor xpaHuauma. Co cropons! LIYII LIA TexyummHu pa3perucHUsIMH,
XPaHAIIMMHUCS B KaTAJIOTE, YIPABIIET ONEPATOp YHpaBIeHUs XpaHuauma LA,

B cBs13HM ¢ BBEACHHEM HOBBIX KOMIIOHCHT 3Tam 6 MOKET ObITh JOMOJHEH IIAroM 9, Ha KOTOpoM OyIyT mpo-
BEPEHBI TEKYLIHE PA3PEIICHUSI KOHEYHOTO NMOJIb30BATE A HA MPOBEACHUE 3aIPOLICHHOH TPAH3AKIMH.

[Tomumo ynpasrnenus pasperucHusamu, LIYIT [{A 6e3yciOBHO MOXKET ObITh 3aHHTEPECOBAH B TEKYILEM ay-
JIUTE TPAH3AKLMH KOHEYHBIX IMOJIb30BaTenei. s aroro oneparop ayaura xpaHuiauma LA moxeT Taxoke obpa-
TUTBCS B KATAJIOT XpaHWIHMINA [[A u, mMONy4HB COOTBETCTBYHOIIYK) WH(POPMALMIO, MPOBOIUTH AYAUT LECICBOMH
CeTH LU(PPOBOTO AKTHBA.

LIVIT LIA MoskeT OBITh 3aMHTEPECOBAH B TOM, YTOOBI MPH HEOOXOAUMOCTH MPOBOJUTH OTICPALHH C XPAHHU-
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A [{A KOHEUHBIX HOJIB30BATEICH. ITO MOXKET OBITh MPEMKIEC BCETO CBA3AHO C HCOOXOTUMOCTHHO 00CCICUCHHS
BO3MO>KHOCTH BO3BPALICHUC CPCACTB TPAH3AKIUMHU, MPU3HAHHON MO0 KAKMM-THOO MPUYMHAM HEICHCTBHUTCIHHOM.
Jlns 310r0 oneparop aIMHHHCTPUPOBAHHS XPAaHWIHINA LA JO/DKEH MMETh JOCTYI K CEKPETHBIM KJIIOYaM Xpa-
Humma L{A. Haubonee oueBHIHAS CXeMa PEaTU3ALMU JAHHOTO TPESOOBAHHUSA 3TO JOMOJHCHHE dTama O IIaroM
CO3aHMS 3aMpPOCa CEKPETHOTO KIIF04A, 3alIH(POBAHHOTO HA CEPTH(PUKATE ONepaTopa AAMHHUCTPUPOBAHUS Xpa-
Humma LA, moxyyeHHOM Ha mare 3. 3TOT 3ampoC MOKET OBbITh, B 3aBHCHUMOCTH OT TpeOOBaHHIA OMEpaTopa,
CoXpaHeH B karajor xpanwmima L{A wmu Hampsamyro nepenan LIYTT L{A amsa XpaHEHHS W UCTIOJIB30BAHHA.

Takum 00pa3oM, JOMOJHEHHAs KOMIIOHCHTAMH Karanora XpaHunuma L{A u oneparopaMu ayauTa u aaMu-
HUCTPUpPOBaHUs, YI[A mpuoOpeTaeT BO3MOXKHOCTH JHHAMHYECKOTO YNPABICHHSA PAa3pPEIICHHSIMHU IPH padoTte ¢
xpaHunuia L{A, ayaura noas30BaTeNbCKUX TPAH3AKUHHA U BO3MOXXHOCTBIO BO3BPAILATh MOJHOCTHIO HIJIM 4ac-
THYHO YK€ MPOBEJACHHBIC TPAH3AKIIMH.

ITo cpaBHEHUIO C U3BECTHBIMH CIIOCOOAMH 3asBIICMBIH COCOO MO3BOJIACT B MOJTHON MEpPE YUECTh HHTEPE-
CBI TOCYAApPCTBA H PETYIHUPYIOINX OPTAHOB B HH(PACTPYKType 0OCITyKUBAHHA LU(PPOBbIX aKTHBOB. I1pH BbIIA-
ye cepTU(UKATa KIHEHTY OyJET MPOBOJUTHCS €ro 00sM3aTeIbHAS Ay TCHTH(UKALMSA, ONEPALUH C XPAHUJIUILEM
I (POBBIX AKTHBOB PETHCTPHPYIOTCA M YIPABILIFOTCS MyTEM YIPABJICHHS COOTBETCTBYIOLIMMH CEpTH()HKATAMHU,
KpPOME TOT0, BO3MO>KHA JIETHTUMHAA OTMEHA TPAH3AKLIHHA.

OOPMVIJIA U3OBPETEHHA

Crnoco0 ynpaBiacHus HU(PPOBBIMU AKTHBAMH B KOMITBFOTEPHOM CHCTEME, COCTOSINCH U3 MO MECHBILICH MEpe
OJHOTO OTMPABHUTENA TPAH3AKLMI, IO MEHBIIE MEPE OJHOTO IMOJYYaTe/sl TPAH3AKLMH, Y KOXKIOT0 X KOTOPBIX
HUMEETCS XPAHWIUILE HU(PPOBBIX AKTHBOB, 110 MEHBIIEC MEPE OJHOTO OIIEPATOPA XPAHWIHIIA LH(POBBIX AKTHBOB,
OTJMYAIOIIMICSA TEM, YTO BCE YYACTHUKH CHCTEMBI 00J1aJAI0T CEPTH(PUKATAMH INEKTPOHHOH MOANUCH, TCHEPH-
PYIOT 3aIpPOCHI HA MPOBEJCHHE TPAH3AKLHH, KOTOPBIC 3aIH(PPOBAHBI H MOANMUCAHBI 3JCKTPOHHOU ITOIITHCHIO, A
JUI1 TOCTYMNA K XPAHWJIMILY U OCYINECTBJICHHA TPAH3AKLUHU OTIMPABHTEN HCHOJb3YIOT CEKPETHBIA KJIHOY, a I
JOCTYNA K XPAaHUJMIIY M OCYIUECTBICHUS TPAH3AKLMHU MOJTYYaTEI - OTKPHITBIH KIHOY U MPEayCMATPHBAIOIIHI
CJIEIYIOILHE IIArH:

1) ornpaBuTens TpaH3aKLMH (OPMUPYET 3AIMPOC HA MPOBEJACHUE TPAH3AKLMH, COACpPXKAIIMH B 3amm@po-
BAHHOM BHJE CCKPETHbIH KIFOY TPAH3AKUHUH, KOTOPbIA MOXET pacmm(poBaTh TOJBKO ONEPATOP XPAHWIIHUIIA
IM(POBBIX AKTHBOB, IOJIMHCHIBAET 3TOT 3AIPOC CBOCH 3ICKTPOHHON MOAMHCHIO U OTHPABILIET €r0 ONEPATOPY
XPAHUIHINA HU(PPOBBIX AKTUBOB,

2) omepaTop XpaHHIHIIA LU(POBBIX AKTHBOB NMPU HEOOXOJUMOCTH ITPOBEPSIET MPABHIBHOCTD NCKTPOHHOH
HOJAIUCH 3aIPOCA OTIPABUTEIA TPAH3AKIMU H IPHU TOJOKUTEIBHOM PE3yIbTaTe MPOBEPKHU JJIEKTPOHHOH MOAIHU-
CH NEPEeXOUT K mary 3;

3) omeparop XpaHHIUIIA HH(PPOBBIX AKTHBOB PACHIM()POBBIBACT 3aMPOC OTIPABHTENS TPAH3AKLUH U MOJTY-
YAET CEKPETHBIH KITFOY XPAHUIUINA LHU(PPOBBIX AKTHBOB OTIIPABUTEILA,

4) omepaTop XpaHUIHUINA UH(POBBIX AKTHBOB pacM(POBBIBACT (MTPH HEOOXOAMMOCTH) OTKPBITBHIH KIIFOY
HOJTyYaTeIs TPAH3AKLHUH,

5) omepartop XpaHWIMIIA HU(PPOBBIX AKTHBOB MPOBEPSACT MPABHIBHOCTD JJIECKTPOHHOH NMOJIHCH IHOA OT-
KPBITBIM KJTHOYOM IMOJY4ATEd TPAH3AKIUMHU H MPH MOJI0XKUTEIBHOM PE3yIbTaTe MPOBEPKH JNICKTPOHHOH MOAMUCH
NEePEXOAHUT K LIAry 6;

6) omeparop XpaHWIMIIA LM(POBBIX AKTUBOB (JOPMHUPYET 3AMPALIMBACMYI0 TPAH3AKLHMIO HA CEKPETHOM
KJTIOYE XPAHHIHINA HH(POBBIX AKTHBOB OTIPABHTENS U OTIPABIICT C(POPMUPOBAHHYIO TPAH3AKIHIO ITOJIyYaTe-
JIFO, TIPH 3TOM TPAH3AKUHUA (PUKCHPYETCSA B CETH COOTBETCTBYIOILETO €i U(PPOBOTO AKTHBA,

7) omepaTtop XpaHWIHINA HU(PPOBBIX AKTUBOB OTIPABILIET OTIPABUTCIIO W/HIIH TOJYYATENFO TPAH3AKLHH
HOANMUCAHHOE JJIEKTPOHHOH MOJNUCHIO MOATBEPHKICHHUE MTPOBEACHHUS TPAH3AKLIHH.
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