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SYSTEMS AND METHODS OF BLOCKCHAIN TRANSACTION 
RECORDATION 

CROSS REFERENCE(S) TO RELATED APPLICATION(S) 

[0001] This application claims the benefit of U.S. Patent Application No.  

62/140,802 filed March 31, 2015, the entire contents of which are incorporated 

herein by reference.  

TECHNICAL OVERVIEW 

[0002] The technology herein relates to distributed transaction computer 

systems. More particularly, the technology herein relates to computer systems 

and processes that interface with a blockchain.  

INTRODUCTION 

[0003] Blockchain technology (sometimes simply referred to as 

blockchain) is a relatively new technology that has been used in digital currency 

implementations. It is described in a 2008 article by Satoshi Nakamoto, called 

"Bitcoin: A Peer-to-Peer Electronic Cash System," the entire contents of which 

are hereby incorporated by reference. The blockchain is a data structure that 

stores a list of transactions and can be thought of as a distributed electronic 

ledger that records transactions between source identifier(s) and destination 

identifier(s). The transactions are bundled into blocks and every block (except 

for the first block) refers back to or is linked to a prior block in the chain.  

Computer nodes maintain the blockchain and cryptographically validate each 

new block and thus the transactions contained in the corresponding block. This 

validation process includes solving a computationally difficult problem that is 

also easy to verify and is sometimes called a "proof-of-work." 

[0004] The integrity (e.g., confidence that a previously recorded 

transaction has not been modified) of the entire blockchain is maintained 

because each block refers to or includes a cryptographic hash value of the prior 

block. Accordingly, once a block refers to a prior block, it becomes difficult to 
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modify or tamper with the data (e.g., the transactions) contained therein. This 

is because even a small modification to the data will affect the hash value of the 

entire block. Each additional block increases the difficultly of tampering with 

the contents of an earlier block. Thus, even though the contents of a 

blockchain may be available for all to see, they become practically immutable.  

[0005] The identifiers used for blockchain transactions are created 

through cryptography such as, for example, public key cryptography. For 

example, a user may create a destination identifier based on a private key. The 

relationship between the private key and the destination identifier can later be 

used to provide "proof" that the user is associated with the output from that 

created transaction. In other words, the user can now create another 

transaction to "spend" the contents of the prior transaction. Further, as the 

relationship between the destination identifier and the corresponding private 

key is only known by the user the user has some amount of anonymity as they 

can create many different destination identifiers (which are only linked through 

the private key). Accordingly, a user's total association with multiple 

transactions included in the blockchain may be hidden from other users. While 

the details of a transaction may be publically available on the distributed ledger, 

the underlying participants to those transactions may be hidden because the 

identifiers are linked to private keys known only to the corresponding 

participants.  

[0006] While blockchain technology has the potential to offer new 

benefits, it also poses problems for certain types of implementations. For 

example, a decentralized and anonymous transaction ledger can be 

problematic for certain types of environments that desire or require 

transparency and/or auditability for the transactions. There is thus a need in 

the art to address these and other problems.  

SUMMARY
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[0007] In certain example embodiments, a computer system 

communicates with a blockchain computer system (e.g., one or more nodes 

that store a distributed ledger). The computer system includes data storage 

(e.g., a memory), a transceiver that communicates with remote computing 

devices, and a processing system that includes a hardware processor. The 

data storage stores one or more (usually two) ordered lists of data transaction 

requests per type identifier. The data transaction requests are received (via the 

transceiver) from remote computing devices. The data storage also stores 

digital wallets that are each associated with a different client account. Each 

digital wallet includes or is linked to a corresponding private key and an 

identifier that has been generated using the private key. Generally, the 

identifiers may be used as blockchain addresses for sending and/or receiving 

transactions.  

[0008] When a new data transaction request is received at the computer 

system from a remote computing devices, the request is added to an ordered 

list that corresponds to the request's type identifier. The processing system is 

configured to execute a matching engine to identify matches between data 

transaction requests. In other words, the processing system identifies a match 

between a data transaction request stored in one of the ordered lists with 

another data transaction request (e.g., a newly received data transaction 

request). Once a match is identified, new identifiers are generated that are 

based on the data (e.g., the private key) of the digital wallets associated with 

the matched data transaction requests. The new identifiers are sent to the 

respective clients that then generate blockchain transactions using those 

identifiers. The computer system that identified the match then monitors the 

blockchain to determine when both blockchain transactions have been 

incorporated/included into the blockchain.  

[0009] The features described herein may be combined to form additional 

embodiments and sub-elements of certain embodiments may form yet further 

embodiments. This summary is provided to introduce a selection of concepts
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that are further described below in the detailed description. This summary is 

intended neither to identify key features or essential features of the claimed 

subject matter, nor to be used to limit the scope of the claimed subject matter; 

rather, this summary is intended to provide an overview of the subject matter 

described in this document. Accordingly, it will be appreciated that the above

described features are merely examples, and that other features, aspects, and 

advantages of the subject matter described herein will become apparent from 

the following detailed description, figures, and claims.  

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] These and other features and advantages will be better and more 

completely understood by referring to the following detailed description of 

example non-limiting illustrative embodiments in conjunction with the drawings 

of which: 

[0011] Figure 1 illustrates a non-limiting example function block diagram 

of a computer-implemented exchange system that interfaces with a blockchain 

according to certain example embodiments; 

[0012] Figures 2A-2D is a series of flow charts of an example process that 

may be implemented using example blockchain based exchange techniques 

according to certain example embodiments 

[0013] Figures 3A-31 is a series of illustrative diagrams that show 

processes that may be performed as part of a blockchain based exchange 

system; 

[0014] Figure 4 illustrates a process to performing transactions against a 

blockchain according to certain example embodiments; and 

[0015] Figure 5 is an example computer system according to certain 

example embodiments.  

DETAILED DESCRIPTION
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[0016] In the following description, for purposes of explanation and non

limitation, specific details are set forth, such as particular nodes, functional 

entities, techniques, protocols, etc. in order to provide an understanding of the 

described technology. It will be apparent to one skilled in the art that other 

embodiments may be practiced apart from the specific details described below.  

In other instances, detailed descriptions of well-known methods, devices, 

techniques, etc. are omitted so as not to obscure the description with 

unnecessary detail.  

[0017] Sections are used in this Detailed Description solely in order to 

orient the reader as to the general subject matter of each section; as will be 

seen below, the description of many features spans multiple sections, and 

headings should not be read as affecting the meaning of the description 

included in any section.  

Overview 

[0018] In certain example embodiments, a computer system (i.e., an 

exchange computer system) stores two sorted lists of received electronic data 

messages that include data transaction requests (e.g. orders). When a match is 

identified between two (or more) orders, the exchange generates new 

blockchain identifiers to facilitate the blockchain transactions that will be 

generated. These identifiers are used by the respective clients associated with 

the matched orders to generate and submit blockchain transactions to a 

blockchain for verification thereon. Meanwhile the exchange monitors the 

blockchain to determine when both transactions have been verified by the 

blockchain (e.g., incorporated/included into one or more verified blocks of the 

blockchain).  

[0019] Fig. 1 illustrates a non-limiting example function block diagram of 

an exchange computer system coupled via a network to a client system 

configured to create and place orders with the exchange. The exchange 

interacts with a blockchain. Figs. 2A-2D an example process performed by an
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exchange computing system, client devices, trading parties, and a blockchain.  

Figs. 3A-31 show another illustration of how client devices, exchange, and the 

blockchain perform the example processes described herein. Fig. 4 is another 

diagram that shows the example process discussed in connection with Figs.  

2A-31. Fig. 5 shows an example hardware architecture used, in some 

embodiments, to implement the features shown in Fig. 1 through Fig. 4.  

Figure 1 

[0020] By way of introduction, Figure 1 shows a block diagram of an 

exchange computer system 100 that interfaces with a blockchain 116 and one 

or more user computing devices 120A and 120B via a network 110 (e.g., the 

Internet).  

[0021] Exchange computer system 100 (which may also be termed an 

exchange computing system, computing system, or computer system) includes 

a hardware processor 102 (e.g., one or more CPUs) coupled to electronic data 

storage (e.g., volatile or non-volatile memory) that includes digital wallet 104 

and order book 106. Digital wallet 104 and/or order book 106 may be data 

structures or other logical structures used to store associated data on common 

or dedicate electronic data storage (e.g., RAM, or a hard-drive). In certain 

example embodiments, dedicated hardware devices, such as a hardware 

security module (HSM), may be used to store information associated with 

digital wallet 104 or order book 106. In certain example embodiments, wallet 

memory may be stored on a dedicated storage hardware externally provided 

and in communication with exchange computer system 100.  

[0022] Digital wallet 104 stores blockchain wallet information for users of 

user device 1 and user device 2 (and other clients or users that user the 

functionality provided by exchange computer system 100). A digital wallet is 

software and hardware, or specifically designed hardware, that stores 

information that allows an individual to make electronic commerce transactions 

that use, for example, a blockchain. The digital wallet can include or store a



WO 2016/161073 PCT/US2016/025189 

7 

data structure that holds a private key (e.g., that is known to the holder of the 

wallet) and a series of identifiers (sometimes call wallet identifiers or walletlDs 

herein) that have been generated based on the private key. These identifiers 

are used to allow other users to "send" transactions, which are recorded on the 

blockchain, to that identifier. Software (e.g., a digital wallet application) 

associated with the stored information in the wallet may then be used to query 

the blockchain to determine what unspent transactions (e.g., those transaction 

outputs not used as input for another transaction) are associated with the 

identifiers that are in the wallet. Such software may then present a holistic view 

(e.g., via a graphical user interface) of what is "owned" by the holder of the 

wallet. For example, one hundred different blockchain transactions, which are 

each associated with 1 share of a company, may each be associated with 

different identifiers that have been generated using the same private key.  

While each transaction may appear (from the perspective of an outside third 

party) to be associated with a different identifier, the holder of the private key 

(and corresponding digital wallet) may be able to use the digital wallet to 

identify each the one-hundred separate transactions and belong in their wallet.  

The digital wallet may be programmed to provide a holistic view of all 

transactions that are associated with identifiers generated from the one or more 

private keys of a given digital wallet. Accordingly, in this example, a user may 

be presented with a view that they hold 100 shares of the company (as 

opposed to 100 separate transactions of 1 share). Thus, the identifiers that are 

used and/or included in the digital wallet 104 may provide blockchain 

transparency from the perspective of the user of the digital wallet.  

[0023] In certain example embodiments, a digital wallet and its contents 

(e.g., private key and generated identifiers) are stored on a user controlled 

device 120A or 120B. In such an example, user devices 120A may transmit the 

identifiers and/or private key to the exchange computer system 100 for use 

thereby. Various elements of the digital wallet may thus be provided on the 

device of a user (e.g., that is owned by the user), the exchange computer
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system 100, or another third party system (e.g., a cloud based system that 

stores digital wallets and the information therein).  

[0024] Wallet identifiers (and/or the private key of the wallet) that are 

stored in digital wallet 104 allow exchange computer system 100 to interact with 

blockchain 116 on behalf of the "owner" of the wallet. In certain example 

embodiments, the entity running the exchange computer system 100 may also 

store a digital wallet that includes a private key and wallet identifiers that allow 

customers to send payments to the exchange (e.g., transaction fees).  

[0025] In certain example embodiments, the transactions on the 

blockchain 116 may include so-called "colored-coins." Colored coins are added 

on top of a traditional blockchain transaction and are used to identify additional 

digital data, which may in turn be associated with a tradable asset (e.g., a 

digital representation thereof). The mapping between a colored coin and 

additional information regarding the tradable asset may be stored in database 

118 of exchange computer system 100. Tradable assets can include securities 

or other types of tradable goods or financial products. In certain instances, 

tradable assets can also include digital (Bitcoin) and real currency (e.g., U.S.  

dollars).  

[0026] Order book 106 stores electronic data messages that have been 

received from order submitting clients (such as clients controlling a remote 

computing device such as user device 1 or 2). In certain example 

embodiments, order book 106 stores a list of electronic data messages. In 

certain implementations, two separately ordered lists are stored and maintained 

per type identifier (e.g., per ticker symbol or other asset identifier). The two lists 

may correspond to the buy and sell or bid and ask "sides" of an order book for a 

ticker symbol. The messages may be sorted according to one or more of: 

price, size, order submitting entity, time, time in the order book, etc. In certain 

examples, an order book is divided into two sides (side x and side y, which may 

be buy and sell sides). As an example, in some embodiments, the order book
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106 stores, for a given type identifier (e.g., "AAPL"), an ordered list of buy 

orders for that type identifier and an ordered list of sell orders for that type 

identifier, where the two ordered lists are ordered according to factors such as 

price, size, and/or time, etc... An electronic data message that includes a new 

data transaction request (also referred to as an order in this and other 

examples herein) is received by the exchange computer system 100 via 

network interface 108 from an order submitting client (e.g., user device 1 or 

user device 2). Upon reception of the message, the hardware processor 102 

may attempt to match the order included in the newly received electronic data 

message to existing orders stored in the order book 106. Alternatively, or in 

addition (e.g., if no match is found), the received electronic data message 

and/or its order is stored to the order book 106 for matching against future 

incoming electronic data messages that include orders.  

[0027] Once a potential match is identified by the exchange computer 

system 100, then the matched orders are "traded" and settled by using 

blockchain 116. Exchange computer system 100 monitors the blockchain 116 

to confirm the trades have taken place and based on this monitoring further 

processing may be performed (e.g., satisfying regulatory requirements, 

auditing, logging, etc...).  

[0028] Exchange computer system 100 may be coupled to (or include) 

database 118. Database 118 may hold account information, audit information, 

mappings between blockchain transactions, colored coin mappings (e.g., a list 

of asset or type identifiers and the asset or type that those identifiers 

correspond to), and other data. In certain example embodiments, each asset 

may have or correspond to a private key. The private key may control the new 

creation of "new" instances of the asset on the blockchain (just like the private 

key of a client controls the creation of new blockchain addresses based on that 

private key).  

Figures 2A-2D
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[0029] Figure 2A shows a diagram of an example process that may be 

implemented according to certain example embodiments. Fig. 2A includes a 

user device for trading party A 120A (sometimes referred to as computing 

device A), a user device for trading party B (sometimes referred to as 

computing device B), a blockchain computer system 214 that stored a 

distributed ledger or blockchain (e.g., blockchain 116), and exchange computer 

system 100. Blockchain computer system 214 may be a public blockchain 

system that includes many different individual computer systems that are 

operated by different entities that maintain a single blockchain. Alternatively, 

blockchain computer system 214 may include one or more individual computer 

systems that are all operated by a single entity (e.g., a private or closed 

blockchain computer system). In certain examples, the entity that operates the 

exchange computer system 100 may also operate and maintain the blockchain 

computer system 214 (or a portion thereof) and the blockchain 116 that is 

maintained by those systems.  

[0030] The blockchain computer system 214 includes multiple different 

computer nodes that each operate to "mine" and thereby validate transactions 

submitted to the blockchain 116. Generally, only one of the nodes needs to 

"receive" a transaction that has been submitted from a client. Once one node 

receives a transaction it may propagate the transaction to other nodes within 

the blockchain computer system 214.  

[0031] Each transaction (or a block of transactions) is 

incorporated/included into the blockchain 116 via a proof-of-work mining 

process. The mining process may involve solving a computationally difficult 

problem that is also easy to verify. For example, each node may attempt to 

"mine" a solution to the hash of a block or a transaction. Hashes (also referred 

to herein as "hash functions," "cryptographic hash functions," and the like) 

include functions that map an initial input data set to an output data set. The 

output from a hash function may be referred to herein as a "hash identifier," 

"hash value," "hash data set," or simply, a "hash"). Generally, the output values
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from a given hash function have the same fixed length. Generally, if the same 

hash function is used on the same input data it will result in the same output 

data value. With some hash functions (including those used in the context of 

blockchain techniques and/or the subject matter of this application) the input 

value is computationally difficult to determine when only the output value is 

known. In certain examples, the input value for the hash function is 

supplemented with some additional random data. For example, an input value 

of "blockchain" for a hash function may include addition random data such as 

three random characters. Accordingly, the data value that is hashed may be 

"blockchaina5h" instead of simply "blockchain." The additional random data is 

sometimes called a "nonce." 

[0032] In order to validate a new block into the blockchain, the proof of 

work process (or hash operation process) that is performed may include finding 

an input hash value (i.e., the block) that results in an output hash value that 

meets a given condition. As the data related to the blockchain transactions in 

the block are fixed, miners (e.g., nodes on the blockchain) modify the nonce 

value that is included as part of the block being validated until the output value 

of the hash function meets the given condition. For example, a target output 

value may have 5 zeros as the first four numbers of the hash. This is a 

problem that may be computationally difficult to determine, yet relatively easy to 

verify. Each node that is part of the blockchain may also keep a copy or a 

portion of the blockchain 116 in storage (e.g., on disk or in RAM) that is local to 

the corresponding node.  

[0033] Computing devices A and B (120A and 120B respectively) may 

include user systems (e.g., a user device such as smart phone, tablet, 

computer, or other computing device as described in connection with Fig. 5 or 

Fig. 1). In certain example embodiments, computing device A 120A and 

computing device B 120B may be a computer system that is controlled or 

operated by a traditional broker or other "middle-man." In certain example 

embodiments, computing devices A and B may be used by a human end user
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(e.g., the entity or person that ultimately will "own" the asset in question or a 

person that is affiliated with the entity that will ultimately own the asset in 

question). Alternatively, and/or in addition, computing devices A and/or B may 

be included as part of the exchange computer system 100 and be part of a 

computer system that is operated by users, clients, customers, etc... of the 

exchange computer system 100. For example, computing devices A and/or B 

may be hosted in the cloud or with the computing resources of exchange 

computer system 100). In other words, the processing resources that are used 

to carry out functionality that is described in connection with computing device 

A 120A and computing device B 120B may be remotely located from a 

computing device to which a user provides input this may be a "hosted" 

computing option.  

[0034] At step 230, the trading party A's computing device 120A sends a 

request (e.g., that is carried in an electronic data message) to the electronic 

exchange computing system 100 to create a new wallet for a corresponding 

trading party account. A trading party (as opposed to the device used by the 

trading party) can represent a user (e.g., a person), organization (e.g., a 

corporation), or other entity that is assigned an account (a trading party 

account) for electronically interacting with the electronic exchange computer 

system 100. In certain example embodiments, step 230 may be an internal API 

call within the exchange computer system 100 (e.g., that is triggered based on 

a request from a user device controlled by a user).  

[0035] In response to reception of the wallet request, the exchange 

computer system 100 executes a process that includes creation or assignment 

of a digital wallet (wallet) 232 that is or will be used by the trading party to trade 

assets as described herein. As also discussed herein, the digital wallet usually 

does not "hold" assets, but rather includes unique identifier(s) and one or more 

private key(s) are used to identify which trading party owns or is associated 

with a particular transaction that is part of the blockchain 116 (e.g., a blockchain 

transaction). The unique identifiers in the blockchain transaction may be used
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to link, identify, represent, or otherwise indicate which asset record (e.g., stored 

separately from blockchain 116 that is stored on blockchain computer system 

214) belongs "in" which digital wallet.  

[0036] As a variation of what is described above, in some embodiments, 

instead of step 230 involving in the creation of a new digital wallet, step 230 

may instead involve the registration of previously-created wallet with the 

electronic exchange computing system 100. In such an embodiment, 

computing device A may receive user input from the user that indicates, for 

example, a wallet|D (e.g., a bitcoin address), a corresponding public key, 

and/or a corresponding private key; and at step 230, this information (i.e., the 

wallet|D, public key, private key, or other information) is transmitted by 

computing device A to the electronic exchange computing system 100 for 

storage in the digital wallet database 104.  

[0037] Once the digital wallet is created (or otherwise registered) at step 

232, the wallet information (or confirmation in the case of registration) may be 

transmitted to computing device A 120A for storage therewith. For example, 

the private, public, and/or generated blockchain addresses maybe transmitted 

to computing device A 120A. This data may be used later to generate and 

submit a transaction to blockchain computer system 214 and blockchain 116.  

As with other transmissions, to/from computing device A and B, those 

transmissions or steps may be to/from an intermediary computer system (e.g., 

the is operated by a broker) or may be internal API transmissions that are part 

of exchange computer system 100.  

[0038] At step 236, computer device A transmits an electronic data 

message to the exchange computing system 100. The electronic data 

message includes a data transaction request for the exchange computer 

system 100 to carry out one or more tasks based on the content of the 

electronic data message. In certain examples, the data transaction request 

may be or include an order to "buy" or "sell" certain assets.
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[0039] In certain example embodiments, the exchange stores a list of 

asset or type identifiers in database 118 and each of these identifiers 

corresponds to one or more types of assets or "types" of transactions that may 

be subject to an electronic data transaction request and/or order contained 

therein. In certain instances, all newly received orders reference or indicate 

one of the stored asset types and may thus be associated with the colored 

coins as discussed herein. In certain example embodiments the asset identifier 

may be a ticker symbol. In other example embodiments, the asset identifier 

may be a globally unique identifier (GUID) that corresponds to a ticker symbol.  

The order may also include information that indicates the trading party (i.e., the 

trading party account on whose behalf the order is submitted); this information 

may be or include a reference to a particular digital wallet of the trading party 

(e.g., Joe's wallet), and/or a specific wallet|D (e.g., a cryptographically 

generated identifier that is stored in the wallet). The order may also include the 

amount that is to be transacted, specific handling instructions for the order 

(e.g., a limit order, a market order, etc...), an amount of asset(s) the trading 

party wishes in return (this could include another type of asset, e.g., 10 shares 

of stock A for 10 shares of stock B, money such $10, an amount of crypto

currency, or other tradable items).  

[0040] In step 238, the exchange computer system 100 performs a 

validation process on the order indicated in the received electronic data 

message. In some embodiments, this includes the exchange computer system 

100 checking that the trading party for the order is associated with the items 

that the order is offering to trade. For example, if the order indicates that 100 

shares of AAPL should be sold, then the exchange computing system 100 will 

query the blockchain system 214 to ensure that the trading party associated 

with the order owns (or has access to) 100 shares of AAPL. In other words, the 

exchange computer system 100 may automatically determine if there an 

unspent transaction (or multiple transactions) on the blockchain that the trading 

party (or its walletlDs) is associated with that meets or exceeds the 100 shares
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of AAPL. In connection with step 238, if this validation process fails (e.g., the 

trading party does not own 100 shares of AAPL), then the submitted order is 

rejected and a corresponding message is sent to computing device A 120A in 

step 240.  

[0041] In certain example embodiments, the validation process of step 

238 may alternatively or additionally include validations related to the particular 

asset. For example, the validation process may determine if the asset is one 

traded on the exchange computer system 100. The validation process may 

determine if the quantity or the price associated with the order or trade request 

is a valid value. In certain examples, the validations (e.g., the 

minimum/maximum price or quantity) may be based on the particular type of 

the asset which the order seeks to trade.  

[0042] In step 242, if the order is valid, and as part of the order booking 

process, the exchange computer system 100 saves the newly submitted order 

to the order book 106. The exchange computer system 100 may then produce 

data associated with orders that are pending in the order book (see Fig. 3D).  

The exchange computer system 100may also store the wallet information 

associated with the submitted order for later use by the exchange computer 

system 100. The wallet information may be stored as part of digital wallet 104 

or in database 118 (e.g., that stores an express link between wallet information 

and data transactions requests).  

[0043] In step 243, the exchange computer system 100 generates market 

data based on the order book (e.g., every time there is a change to the order 

book) and transmits the market data to computing device A 120A and/or other 

3rd party computer systems. It will be appreciated that the market data feed 

may be a continuing process that is triggered whenever there is a change to the 

order book (e.g., a modification to an existing order, the addition of a new order, 

the match of two or more orders, etc..). Accordingly, new messages that are 

part of the market data feed may be generated and transmitted throughout the
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process of receiving, matching, or otherwise modifying orders that are present 

in the order book 104.  

[0044] Turning to Fig. 2B, in step 244, a match process may be run 

against orders in the order book. The matching process identifies if there is a 

match between two or more orders in the order book. For example, a new 

received order "A" that is of size 10 may be matched against two contra-side 

orders that are each of size 5. In certain examples, each of the three parties to 

the identified trade may construct and submit a blockchain traction to the 

blockchain for validation thereon. In certain examples, the match process may 

be run each time a new order is received (either before or after the order is 

added to the order book). For example, a matching engine may be executed 

by hardware processor 102.  

[0045] In step 246, should the newly received order (or a current order in 

the order book) be identified to match another order stored in the order book 

(e.g., based upon order handling and matching rules implemented by the 

exchange computer system 100 for the asset(s) being traded for), then the 

exchange computer system 100 notifies (in steps 248 and 249) each trading 

party (e.g., a computer device associated with users that corresponds to the 

trading parties) that a match has been identified and a trade will/is going to take 

place. This information may then cause (e.g., by using application software 

installed on the corresponding device) the client computer system (or other 

computer system) to generate and submit a blockchain transaction to the 

blockchain based on the received information. The notification includes details 

of the trade or transaction that is to be recorded (e.g., where one transaction 

represents a transaction from A to B, another transaction represents a 

transaction from B to A, and a trade is a collection or group of transactions, 

such as, B sends A quantity X of an asset and A sends B digital currency or 

another asset). In certain examples, the trade information includes an asset 

identifier and a quantity. The asset identifier and quantity may be included in 

the generated blockchain transaction. In certain example embodiments, the
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trade information may be associated with a unique identifier (a GUID) that is 

used to identify the trade that has been identified between A and B (e.g., a 

trade identifier). This information may be used by the exchange computer 

system 100 to subsequently correlate (e.g., as part of step 262) verified 

blockchain transactions to records stored by the exchange that the trade is 

pending or awaiting verification.  

[0046] Then, the exchange computer system 100 applies a cryptographic 

hash to the wallet associated with trading party A (or to some data, such as the 

private key, contained within the wallet associated with trading party A), to 

generate wallet A hashed information. In step 251, the exchange computer 

system 100 transmits wallet A hashed information to computing device B 120B.  

Similarly, the exchange system 100 applies a cryptographic hash to the wallet 

associated with trading party B (or to some data contained within the wallet 

associated with trading party B), to generate wallet B hashed information. In 

step 250, the exchange computer system 100 transmits the wallet B hashed 

information to computing device A 120A. In certain examples, the hash that is 

used by the exchange computer system 100 may be based on information 

about the trade itself to verify that the parties exchange the agreed assets with 

each other. For example, the hash may be a function of data from wallet A and 

data from trade A.  

[0047] In certain example embodiments, the electronic exchange 

computer system 100 transmits additional information to each of computing 

device A 120B and computing device B 120B that may include, for example, 

pending trade information regarding the trade agreed to by the trading parties.  

The information that is transmitted to computing device A 120B and computing 

device B 120B may then cause the corresponding computing device to 

generate and submit a blockchain transaction based on the received 

information.
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[0048] In an alternative embodiment, , the exchange computer system 

100 communicates the hashed wallet information through an internal process 

such that when a transaction is submitted to the blockchain system 214 it is 

submitted from the exchange computer system 100 rather than, for example, 

computing device A 120A. In such an instance, the functional elements that 

are executed by computing device A 120A and computing device B 120B may 

be processed or executed by the exchange computer system 100 or another 

computer system that is operated by the entity operating the exchange 

computer system 100. For example, once a user has submitted an order from 

their corresponding device (or through the computer system of a broker), the 

exchange 100 may perform the subsequent steps related to completion of a 

trade and recordation in blockchain 116.  

[0049] Should step 244, which includes the match process, fail to find a 

valid match for the order submitted by trading party 210, then the exchange 

computer system 100 may add the order to the order book 106 at step 252 and 

send an acknowledgement data message to computing device A 120A that the 

order is booked in the order book 106 of the exchange computer system 100 at 

step 254 where the process ends and the exchange computer system 100 may 

return to waiting for another order to be submitted (e.g., to step 236 or 238).  

[0050] In certain examples, the exchange computer system 100 may also 

require a transaction fee. This fee may be generated as an additional 

blockchain transaction that is between trading party A or trading party B and an 

account that represents exchange computer system 100. In certain examples, 

this transaction may be completed and entered in the blockchain 116. For 

example, computing device A 120A may receive information (e.g., the public 

key of the digital wallet of exchange) from exchange computer system 100 to 

generate a blockchain transaction that will "transfer," for example, Bitcoin or 

some other asset from the digital wallet of trading party A to the digital wallet of 

the exchange. This generated blockchain transaction may then be submitted 

from computing device A 120A. The transaction fee may vary based on the
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type of asset being traded. In certain examples, the exchange computing 

system may support order modification and cancelation.  

[0051] Returning to Fig. 2B, once computing devices 120A and 120B 

receive the trade and/or wallet information in steps 248, 249, 250, and 251, 

both devices begin the process of transferring the agreed upon assets to each 

other.  

[0052] In Fig. 2C and in step 256, computing device A 120A generates a 

blockchain transaction using the previously received trade and/or wallet 

information (e.g., that includes information of trading party B's digital wallet) and 

transmits the generated blockchain transaction to blockchain computer system 

214 at step 257. Similarly, computing device B 120B (the counter party) 

generates a blockchain transaction at step 258 and transmits the transaction to 

blockchain computer system 214 at step 259. For example, a transaction 

message is generated that specifies the transfer of assets (e.g., 100 shares of 

AAPL) from one trading party (e.g., A) to the hashed wallet information that is 

associated with the counter party (e.g., B). The counter-transaction (e.g., 

generated by computing device B 120AB) may specify the transfer of some 

other assets (e.g., USD, bitcoin, other asset types, etc...). The transaction and 

the counter-transaction make up the trade that was identified by the exchange 

computer system 100 in step 246.  

[0053] In certain examples, the cryptographically hashed wallet 

information allows the trading parties to anonymously send the assets to each 

other by using the blockchain. Anonymity is maintained because the sending 

trading party will not be able to determine the receiving trading party because it 

is mathematically infeasible for a third party to determine the underlying wallet 

(e.g., the trading party) that the hashed wallet information is associated with.  

Instead, only the exchange computing system and the trading party (along with 

3 rd parties notified by either of these entities) will know who is associated with 

the hashed wallet information. Further, hashed wallet information may be
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generated for each new potential match. Thus, a wallet may be associated with 

many different blockchain transactions and/or hashes to make up the whole of 

what is "owned" by a given trading party. For example, the wallet associated 

with Trading Party A may have a different blockchain address generated for 

each of the identified matches. Only Trading Party A (and the exchange 

system and any party notified by the exchange system or trading party A) may 

have a complete view as to what transactions or assets are associated with the 

digital wallet of Trading Party A.  

[0054] In certain example embodiments, the exchange computer system 

100 may formulate and submit the transactions to the blockchain computer 

system 214 for inclusion into the maintained blockchain 116. In other words, 

the exchange computer system 100 may act on behalf of the trading parties to 

complete the trade and write the trade to the distributed ledger that is the 

blockchain 116. In certain example embodiments, a trading party (e.g., a user, 

a broker, etc..) provides input to a computing device (e.g., computing device A 

120A) and a corresponding electronic data message is generated using a 

software application installed on that device. The generated electronic data 

message is then transmitted to, for example, exchange computer system 100.  

Similarly, a trading party that "receives" electronic data messages in fact 

receives such messages on a corresponding computing device that is being 

used by the trading party.  

[0055] In step 260, the transactions submitted by computing device A 

120A and computing device B 120B are "mined" by individual nodes that make 

up the blockchain computer system 214 to validate the submitted transactions 

and are eventually written to the blockchain 116 (e.g., the public or private 

ledger). Generally, once a blockchain transaction is submitted for verification it 

is received by one or more of the computer nodes (e.g., individual computers 

that may each correspond to the architecture shown in Fig. 5) within the 

blockchain computer system 214. Once received by a node, that node will 

propagate the blockchain transaction to other nodes within the blockchain
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computer system. Each node then performs a mining process on the 

transaction (or a group of transactions called "blocks"). The mining process is a 

process for solving a computationally difficult problem that is also easy to verify.  

In some embodiments, this includes solving a cryptographic hash algorithm or 

function. The solution to the problem is generally called a proof of work and is 

included with the transaction or block of transactions as a record that 

transaction has been "solved" or verified. Accordingly, once a new block for the 

submitted transactions is generated and verified into the blockchain it is part of 

the blockchain.  

[0056] In step 262, the exchange computer system 100 monitors (e.g., 

continuously monitors) the blockchain of the blockchain computer system 214 

for trades that are pending (e.g., marked as pending by the exchange computer 

system 100) and have been submitted to the trading parties for completion on 

the blockchain. For example, when a new block of the blockchain is completed 

(and thus published to all nodes of the blockchain system), the exchange 

computer system 100 determines if the earlier provided hashed wallet 

information, which may now be part of the new block of the blockchain is 

present therein. In certain example embodiments, the exchange computer 

system maintains a local copy of the blockchain in local memory for this 

process. For example, the exchange computer system 100 includes 

processing resources (e.g., CPUs, GPUs) that are used to "mine" blockchain 

transactions. Accordingly, one or more nodes of the exchange computer 

system may be included in the exchange computer system 100 

[0057] In step 264, the exchange computer system 100 determines if both 

trading parties have exchanged the correct assets. In other words, the 

exchange computer system 100 determines if transactions exist in the 

blockchain 116 that show transactions that correspond the previously matched 

orders.



WO 2016/161073 PCT/US2016/025189 

22 

[0058] In conjunction with verifying the blockchain data (e.g., if an 

exchange has taken place), the exchange computer system 100 also updates a 

transaction log, appropriate ledgers, and creates new audit log entries in step 

265. This information can then be used to produce Consolidated Audit Trail 

(CAT) information that may be stored in database 118.  

[0059] In Fig. 2D and in step 266, if the exchange computer system 100 

determines that either trading party has failed to transfer the agreed to assets in 

an agreed upon timeframe, the exchange computer system 100 may issue a 

data instruction to the blockchain that revokes any partial or failed transaction in 

step 270, which then returns the assets to their original owners. In certain 

example embodiments, this revocation process may be built into the submitted 

transactions (e.g., as a script that is part of the generated blockchain 

transactions) or may be another transaction that transfers an asset back to the 

original owner.  

[0060] In certain example embodiments, the electronic exchange 

computer system 100 indicates the "broken" trade to each party and removes 

the pending trade from the order book (e.g., both orders may be placed back 

into the order book as normal). In certain examples, the time frame for 

completion of an order will be determined by the electronic exchange computer 

system 100 based on the type of asset or may be provided in the order 

handling instructions received from a trading party. For example, if the 

exchange computer system 100 has not verified a complete trade (e.g., one 

transaction from A to B and another from B to A), it may automatically generate 

a new blockchain transaction that revokes any portions of the trade. For 

example, if a transaction from A to B is included in the blockchain, but a 

transaction from B to A is not present, the exchange computer system may 

generate a counter blockchain transaction that returns the assets that were 

"transferred" as a result of the A to B transaction.
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[0061] In step 272, if the correct assets have been exchanged, the 

electronic exchange computer system 100 removes the pending trades 

associated with this completed trade from the order book 106, marks the trade 

complete, produces market data indicated the trade (e.g., step 243), and/or 

reports clearing and settlement to the depository of the given asset(s). In 

certain example embodiments, the exchange computer system 100 may wait 

for a certain number of blocks to be subsequently generated after the block that 

includes the transactions. For example, the exchange may wait until the block 

with the transactions in questions are at least five levels deep in the blockchain.  

These subsequent blocks act to further verify transactions have been 

completed and cannot be tampered with (due to the verification of every block 

depending on the proof-of-work of the prior block).  

[0062] As part of the blockchain process, a miner's computer system may 

update its wallet with a mining fee associated with the transactions that have 

been mined for the blockchain. In certain examples, the blockchain system 

may be privately operated (e.g., by the operator of the exchange) and this fee 

may be a transaction fee charged by the exchange computing system 100 (as 

described above).  

[0063] In steps 274 and 276, each trading party monitors the blockchain 

and updates the view that the respective wallets provide of the blockchain to 

indicate the assets now held by the corresponding trading party.  

Figures 3A-31 

[0064] Figures 3A-31 is a series of illustrative diagrams that show 

processes that may be performed as part of a blockchain based exchange 

computer system according to certain example embodiments.  

[0065] In Fig. 3A, exchange computer system 100 includes order book 

104, which stores pending orders, and digital wallet storage 104 that is stored 

in volatile or non-volatile storage (e.g., RAM or on disk). A digital wallet 306 for
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clientI includes a wallet identifier 310. As described herein a digital wallet 

(e.g., 306 and 308) is a software program that can be installed on a client 

computer system operated by a (e.g., user device 120A), a broker computer 

system, the exchange computer system 100, or some other computer system 

that allow a client or trading party to interact with the contents of the wallet 

(e.g., wallet identifier 310 or a private key). Similarly, digital wallet 308 for 

client2 includes wallet identifier 312. Both wallet 306 and 308 contain assets 

that are associated with that wallet. As explained herein, the wallets do not 

actually "contain" the assets in question (e.g., like a physical wallet would 

contain a $10 bill), but rather hold a key that is used to show proof of ownership 

for a transaction that is part of the blockchain. The assets in question may be 

associated with particular transactions within the blockchain that are tracked 

and managed by exchange computing system 100.  

[0066] In the following examples, digital wallets 306 and 308 are stored on 

client computer system (e.g. user device 120A or 120B, which may also 

correspond to a computer described in connection with Fig. 5). Accordingly, 

when a wallet sends or receives data messages (or clientI or client2 "send" or 

"receive"), the sending and receiving functions may be performed by a 

corresponding transceiver of the user computer system that is storing the digital 

wallet data and executing the digital wallet application program. However, as 

explained herein and in alternative embodiments, digital wallets may also be 

stored and executed on exchange computer system 100.  

[0067] In Fig. 3B, wallet 306 sends an electronic data message to 

exchange computer system 100 with an instruction to sell 10 AAPL @ 100 

EUR. Exchange computer system 100 responds to this message with a small 

transaction fee of .001 BTC, which the client computer system of clientI 

submits to the blockchain, thus transferring .001 BTC to the digital wallet of 

exchange computer system 100. Also included in the electronic data message 

transmitted exchange computer system 100 is wallet identifier 310. As 

explained herein wallet identifier 310 may include the private key or other
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identifier or data. For example, the wallet identifier 310 may be or have been 

generated based on the private key (e.g., generated as a result of an elliptical 

curve encryption algorithm) of client 1's digital wallet.  

[0068] In certain examples, a view of a digital wallet is provided on a client 

computer system (e.g., a smart phone) and the digital wallet (e.g., that contains 

public/private keys, identifiers, etc...) is stored on exchange computing system 

100. Thus, electronic data messages transmitted from a computing device of a 

trading party may simply provide an order to sell an amount of shares of stock 

A and the exchange computing system 100 (or another computing system) may 

determine the specific blockchain related elements that need to be generated 

and formatted in order for the order to be successfully placed according to the 

techniques described herein.  

[0069] In Fig. 3C, the electronic data message sent from clients (or the 

contents thereof) is stored to the exchange computer system 100. In particular, 

the order to sell 10 AAPL @ 100 EUR is added to the order book and the wallet 

identifier 310 is added to wallet management of the exchange 100.  

[0070] In certain examples, the wallet storage of exchange 100 may be 

backed by hardware that is integrated with an enterprise hardware security 

module (HSM).  

[0071] In Fig. 3D, data (e.g., market data) regarding orders or electronic 

messages that are in the order book 104 may be produced by exchange 

computing system 100 and delivered to remote computing clients via market 

data hub 314. In certain examples embodiments, a real-time feed such as 

TotalView-ITCH from Nasdaq may be used. Such a market data hub may 

facilitate ease of connectivity by a broader marketplace and provide a single 

version for the data that is being viewed by client. In certain examples, it may 

also be a data source for smart contracts.
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[0072] In Fig. 3E, client2 transmits an electronic data message with an 

order (e.g., a data processing instruction) to buy 10 AAPL @ 100 EUR. This 

electronic data message also includes wallet identifier 312 of digital wallet 308 

of client2. As with the prior order, exchange computer system 100 responds 

with a transaction fee of 0.001 BTC that is subsequently processed against the 

blockchain (thus transferring the 0.001 fee to digital wallet of exchange 

computer system 100).  

[0073] In Fig. 3F, the wallet identifier for the digital wallet of client2 is 

added to the wallet storage 104 of exchange computer system 100 and the buy 

order included in the electronic data message submitted from client2 is added 

to the order book (or alternatively the matching engine of the exchange 100 

attempts match the newly received order with any existing orders that are 

resting in the order book). The matching engine of the exchange computer 

system 100 then identifies trade opportunity 316. In response to identifying the 

trade opportunity, exchange computer system 100 hashes the clientlDs (e.g., a 

hash of all or some portion of wallet information associated with the respective 

clients) associated with the respective orders to create cryptographic hashes.  

These cryptographic hashes are then transmitted to the respective counterparty 

for the identified trade. Thus, the client computer system associated with 

client2 receives a hashed version of the clientI identifier and the client 

computer system associated with clientI receives a hashed version of the 

client2 identifier. In certain example embodiments, responsive to the identified 

trading opportunity, both orders are removed from the order book and placed 

into a pending transaction list (or marked pending in the order book).  

[0074] Advantageously, the cryptographic hash of the client IDs allows 

each client to complete a transaction on the blockchain in an anonymous 

manner and also may prevent the respective counterparties from forming a 

direct bi-lateral exchange for future trades.
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[0075] In certain example embodiments, the exchange computer system 

100 is sent (e.g., in the form of an electronic data message) an agreed upon 

transaction fee from each client. The transaction fee may also be submitted to 

the blockchain (e.g., in the form of Bitcoin or another colored coin) so that the 

fee moves from each party's digital wallet to the digital wallet of the exchange 

computer system 100 (or another digital wallet). This blockchain transaction 

may occur at the time an order is initially received from a client, at the time of 

the trade, or both. In certain example embodiments, transaction fees for 

clearing and settlement services may also be applied. In other words, a single 

"transaction" (e.g., as shown in Figs. 3A-31) may involve or include the 

generation of multiple separate blockchain transactions that are submitted to 

the blockchain for inclusion thereon.  

[0076] In certain example embodiments, exchange computer system 100 

may implement a multi-signature feature which would allow the exchange 

computer system 100 to "break the trade" should either party fail to deliver. In 

particular, a generated blockchain transaction may require two different keys to 

show "ownership" of the outputs for the transactions. For example, a 

transaction from A to B may require B's key and the key of another third party 

(e.g., the exchange, the company associated with the underlying asset, or a 

regulatory authority) before B can "spend" or further transact the asset 

associated with the transaction. In certain example embodiments, a generated 

blockchain transaction may require a threshold number of keys from a total 

number of possible keys to unlock a blockchain transaction (e.g., to spend the 

outputs of that transaction). For example, 4 different keys may be used unlock 

a transaction and the transaction may be unlocked by 2 or more of the 4 

required keys.  

[0077] In certain example embodiments, the exchange computer system 

100 may create and/or maintain an escrow digital wallet. In such an 

embodiment, clients may use client2's wallet identifier (or a hashed version 

thereof) as well as the wallet ID associated with the exchange computer system
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100 to create a multi-signature address (e.g., that references the escrow 

wallet). Conversely, client2 may use clients' wallet ID (or a hashed version 

thereof) as well as the wallet ID of the exchange to create a counter 

transaction. When both orders are submitted and transferred to the escrow 

wallet (e.g., by appropriately formulated blockchain transactions), another 

blockchain transaction may be used to "move" the assets from the escrow 

wallet to the counter party's wallet. Should either fail, then the exchange 

computer system 100 can return the assets from the escrow wallet to the 

originating party by creating an appropriate blockchain transaction.  

[0078] In Fig. 3G, after receiving the hashed clientlDs from exchange 

computer system 100, the client computing devices of clients and client2 

interface with blockchain 116. In certain example embodiments, the 

blockchain can be a privately managed blockchain (e.g., managed by the entity 

that is running exchange computing system 100) or may be a public blockchain 

(e.g., like that run for Bitcoin).  

[0079] In any event, the computing devices of clients and client2 send 

transactions to one or more nodes of the blockchain computer system 214 for 

processing (e.g., to be added to the blockchain 116). In certain examples, the 

transaction may be related to bitcoin amounts (e.g., in the case of a fee from a 

client to the exchange). In certain examples, what is known as a "colored-coin" 

is used to represent assets that are listed by exchange computing system 100.  

Exchange computer system 100 may store a mapping of hashed wallet keys 

(e.g., clientlDs) to corresponding transactions performed on the blockchain.  

[0080] As indicated above, the transactions may be submitted to the 

blockchain 116 from exchange computer system 100 on behalf of computing 

devices from clients and client 2. In other words, the clients may only be used 

for the initial order submission.  

[0081] Transactions submitted to blockchain computer system 214 are 

"mined" by miners as described above (e.g., computing systems that perform
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cryptographic processes to verify the transaction) and the result of this mining 

is a new block that is linked into the blockchain. Once the new block that 

includes the submitted transaction has a "proof-of-work" determine it is then 

validated and considered part of the blockchain.  

[0082] Turning to Fig. 3H, exchange computer system 100 identifies 

trades that have been included in the blockchain. This may be accomplished 

by identifying transactions that are part of the blockchain and associated with 

the previously generated hashed clientlDs. In certain examples, a notification 

agent (e.g., software running on the exchange computer system 100 or another 

piece of computing hardware) may be used to detect and report when such 

hashed identifiers are identified on the blockchain 116 and associated with 

certain transactions. Once a transaction is noticed as being in the blockchain 

116 the exchange computer system 100 may trigger one or more processes.  

As discussed in connection with Figs. 2A-2D, a report of settlement and/or 

record of the transactions may be forwarded to regulatory authorities or 

depositories. The exchange computer system 100 may remove the pending 

orders from the order book (or other memory) as the transaction is now 

recorded to the blockchain. Also, the exchange computer system 100 may 

disseminate data regarding the transaction(s) to market data hub 314. This 

data may also be used to drive existing back office systems (e.g., C&S, FINRA, 

etc.) 

[0083] In certain example embodiments, access to the market data hub 

may adopt a market micropayment (e.g., of crypto-currency) structure. For 

example, customers may be charged a fee per query. In other examples, 

customers that ask for notification of market data (e.g., for a particular security) 

may be charged a fee when a notification stream is established. The fee may 

be per notification or another transaction model.  

[0084] It will be appreciated that identifying that a transaction is in the 

blockchain 116 may include waiting until a certain number of blocks have been
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added to the blockchain 116. Such a process will ensure the transaction is 

irrevocable as it would not be possible (or at least technically infeasible) to 

modify a transaction included in a block that is at least several layers deep 

within the blockchain 116 because the cryptographic proof of work of each 

block depends on the cryptographic proof of work of the prior blocks. In certain 

example embodiments, a trade may be considered finalized or settled after a 

certain number of blocks have been added to the blockchain. For example, 6 

blocks may be added to the block chain, with each new block increasing the 

validity of the transactions from the prior blocks.  

[0085] Such a settlement and clearing process may take approximately 1 

hour in certain instances. It will be appreciated, that this is faster than trade 

settlements in traditional electronic exchanges (e.g., 2 to 3 days). In certain 

example embodiments, the settlement and clearing process may be less than 

one hour depending on the implementation of the blockchain. For example, a 

blockchain that is maintained by a private distributed network may be able to 

process transactions more quickly due to decreased security concerns (e.g., 

there may be a relatively lower risk of double spending). Further, the type of 

implementation for the blockchain (e.g., the hashing process associated with 

proof of work) may vary and thus the corresponding time to verify a transaction 

may be adjusted.  

[0086] While the transactions associated with asset transfers are being 

mined, fees that are charged by exchange computer system 100 may also be 

mined and incorporated into blocks of the blockchain (e.g., resulting in payment 

moving from the wallet of, for example, clientI to a wallet associated with 

exchange computer system 100).  

[0087] In Fig. 31, after a transaction(s) is recognized on the block chain, 

the corresponding contents of a wallet are updated. Here, 10 AAPL is 

"removed" from the wallet of clientI and 100 EUR is added. In contrast, 10 

AAPL is added to the wallet of client2 and 100 EUR is removed. In other
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words, software that interfaces with the digital wallet storage may update a 

wallet view with the settled trade information.  

[0088] In certain example embodiments, the need for RegSho practices 

may be obviated due to the elimination of naked short selling. In other words, 

clients would not be able to trade unless they could show they "owned" a 

particular security.  

[0089] In certain examples embodiments, the colored coins could 

represent equities and be loaned or borrowed on the exchange. Fig. 3H shows 

an example of this where an order of "Lend 2 AAPL @ 7 USD for 3d" is listed.  

Such an order may be matched against a corresponding "borrow" order and 

executed in manner similar to the trades described herein. 2 AAPL shares 

would move between the clients in exchange for 7USD by using the blockchain.  

Further, the blockchain transaction for this "trade" would have information 

encoded in the transaction itself that the 2 AAPL shares would revert to the 

original owner in 3 days (e.g., a condition that is incorporated into the script 

used to unlock the outputs for a given blockchain transaction). Such systems 

may eliminate short selling as the party borrowing the security would actually 

need to have that security in their wallet before use. In certain example 

embodiments, fee related transactions may be generated and submitted to the 

blockchain to effectuate such temporary transfers. In certain embodiments, this 

behavior can be affected through the use of a smart contract.  

[0090] This technique may be used to finance positions and facilitate a 

create/redeem function. In general, create/redeem functions may involve the 

issuer of the asset. As such, the exchange computing system may verify that 

the trading party and issuer have the assets required for the conversion by 

querying or interrogating the blockchain. The wallets of the trading party and 

the issuer may then be involved in a transaction in the same way as described 

for the exchange of other assets.  

Figure 4
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[0091] Fig. 4 illustrates a process to performing transactions against a 

blockchain according to certain example embodiments. In step 402, client 

computer system 1 401 (e.g., a computer being used by Alice) issues a data 

processing instruction that includes a sell order for 1 APPL @ $127. This order 

is for a trading account associated with Alice who has a digital wallet setup with 

exchange computer system (exchange) 100. Exchange 100 receives the order 

and produces order data responsive to that reception. The order data 402a 

may indicate a sell interest in AAPL. This information may be transmitted out to 

3rd parties using a market data feed.  

[0092] In step 404, client computer system 2 403 issues a data 

processing instruction that includes a buy order for 1 APPL @ $127. This order 

is from a trading account associated with Bob who also has a digital wallet 

setup with exchange computer system 100. Exchange 100 receives the order 

and produces order data in response. The order data 404a is then 

disseminated to external clients (or internal systems).  

[0093] In step 405, a match is identified for the order in the order book (or 

the order book being matched against a newly received order). A matching 

process may be executed by a matching engine running on exchange 100 to 

identify the match in step 405.  

[0094] In steps 406a and 406b, exchange 100 generates unique hashed 

walletlDs for each trading party (Alice and Bob) and sends the hashed wallet|D 

of the other trading party along with pending trade information to the indicated 

client computer systems (e.g., Alice's system receives Bob's information and 

Bob's system receives Alice's information).  

[0095] In step 408, client computer system 401 generates a new 

blockchain transaction and uses an interface (e.g., a software application that is 

installed on client computer system 401) to generate and send a transaction to 

blockchain computer system 214. This generated blockchain transaction also 

includes a transaction fee (e.g., a mining fee) of 1000 Satoshi (e.g., a crypto

currency). The transaction includes reference to a colored coin that
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encapsulates 1 AAPL share (e.g., the colored coin includes an identifier for 

AAPL along with a quantity of 1). In certain example embodiments, the 

transaction is "sent" to the hashed wallet|D (or hashed ID of Bob's digital wallet 

or the contents thereof).  

[0096] In step 410, client computer system 2 403, like client, generates a 

new blockchain transaction and uses an interface to blockchain computer 

system 214 to send the generated transaction that includes the 1000 Satoshi 

transaction fee. This transaction is to Alice's digital wallet and includes a 

colored coin that encapsulates the $127 that is part of the identified trade. In 

certain example embodiments, the transaction is "sent" to the hashed wallet|D 

of Alice.  

[0097] In step 412, the two transactions are mined by nodes of the 

blockchain computer system 214 and then added to the blockchain 116. As a 

result of the mining, exchange 100 collects a 2000 Satoshi transaction fee (e.g., 

because the mining was performed by computing nodes that are part of the 

exchange 100 that maintains the blockchain.  

[0098] In step 414, exchange 100 produces market data that indicates the 

assets subject to the trade (1 APPL share and $127 USD) have been traded.  

Exchange 100 may also update the wallet contents of Alice and Bob to reflect 

the new ownership of the two elements.  

Figure 5 

[0099] Figure 5 is a block diagram of an exemplary computer system 500 

according to certain example embodiments (e.g., an exchange computer 

system as described in Figs 1-4, a user or remote computing device as shown 

in Fig. 1 or Figs. 3A-31, a computing node that is part of a distributed computer 

system used to process and maintain a blockchain, one computer system out of 

multiple computer systems that make up an exchange computer system as 

described herein, etc...). Computer system 500 includes a processing system 

502 with CPU 1, CPU 2, CPU 3, CPU 4, a system bus 504 that communicates
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with RAM 506, and storage 508. The storage 508 can be magnetic, flash 

based (e.g., for a mobile client device), solid state, or other storage technology.  

The system bus 504 communicates with user input adapter 510 (e.g., PS/2, 

USB interface, or the like) that allows users in input commands to computer 

system 500 via a user input device 512 (e.g., a keyboard, mouse, touch panel, 

or the like). The results of the processing may be displayed to a user on a 

display 516 (e.g., an LCD) via display interface 514 (e.g., a video card or the 

like).  

[00100] The computer system 500 may also include a network interface 

518 (e.g., a transceiver) to facilitate wired (e.g., Ethernet - 802.3x) and/or 

wireless communication (WiFi / 802.1 1x protocols, cellular technology, and the 

like) with external systems 522, databases 520, and other systems via network 

524. Transceivers may comprise circuitry for a transmitter and a receiver. The 

transmitter and receiver may share a common housing and may share some or 

all of the circuitry in the housing to perform transmission and reception. In 

some embodiments, the transmitter and receiver of a transceiver may not share 

any common circuitry and/or may be in the same or separate housings.  

[00101] External systems 522 may include other processing systems, 

systems that provide third party services, computing nodes such as miners for 

the blockchain, etc. External systems 522 may be client devices or server 

systems.  

[00102] External systems 522 may also include network attached storage 

(NAS) to hold large amounts of data. External systems, along with the internal 

storage and memory, may form a storage system for storing and maintaining 

information (e.g., order book information, routing strategies, etc...). Such a 

system may communicate with users and/or other computer systems that 

process electronic order data messages. The database 520 may include 

relational, object orientated, or other types of databases for storing information 

(e.g., order book information for a financial instrument).
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[00103] The computer system may be arranged, in various embodiments, 

in many different ways. As just one example, the computing system may be 

arranged such that processors include: a multi (or single)-core processor; a first 

network interface device (which implements, for example, WiFi, Bluetooth, 

NFC, etc...); a second network interface device that implements one or more 

cellular communication technologies (e.g., 3G, 4G LTE, CDMA, etc...); memory 

or storage devices (e.g., RAM, flash memory, or a hard disk). The processor, 

the first network interface device, the second network interface device, and the 

memory devices may be integrated as part of the same SOC (e.g., one 

integrated circuit chip or a "system-on-chip"). As another example, the 

computing system may be arranged such that: the processors include two, 

three, four, five, or more multi-core processors; the network interface devices 

include a first network interface device that implements Ethernet and a second 

network interface device that implements WiFi and/or Bluetooth; and the 

memory devices include a RAM and a flash memory or hard disk.  

[00104] In other words, the processes, techniques, and the like, described 

herein (for client devices, server, exchange, and/or controller systems) may be 

implemented on a computer system. Such implementations may then 

configure or program the processing system to carry out aspects according to 

certain example embodiments. It will be appreciated that other architecture 

types may be used. For example, a single CPU may be used instead of 

multiple CPUS. Alternatively, a processing system may include multiple CPU 

"cores." Further, the various elements shown in connection with Fig. 5 may be 

included into one cohesive physical structure (e.g., such as a tablet device).  

The components and functionality shown in Figs. 1-4 may be implemented on 

or in conjunction with the example computer system shown in Fig. 5 (e.g., to 

thereby create a specific purpose machine).  

[00105] As described herein when a software module or software process 

performs any action, the action is in actuality performed by underlying hardware 

elements according to the instructions that comprise the software module. In
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various embodiments, each or any combination of the engine computer system 

100, user device(s) 120A and 120B, blockchain 116, digital wallet 104, order 

book 106, blockchain computer system 214, exchange 100, wallets 306 and 

308, client computer systems 401 and 403, , etc..., each of which will be 

referred to individually for clarity as a "component" for the remainder of this 

paragraph, are implemented using an example of the computing system 500 of 

Figure 5. In such embodiments, the following applies for each component: (a) 

the elements of the 500 computing system 500 shown in Figure 5 (i.e., the one 

or more processors 502, one or more memory devices 506 or 508, one or more 

network interface devices 518, one or more display interfaces 514, and one or 

more user input adapters 510), or appropriate combinations or subsets of the 

foregoing) are configured to, adapted to, and/or programmed to implement 

each or any combination of the actions, activities, or features described herein 

as performed by the component and/or by any software modules described 

herein as included within the component; (b) alternatively or additionally, to the 

extent it is described herein that one or more software modules exist within the 

component, in some embodiments, such software modules (as well as any data 

described herein as handled and/or used by the software modules) are stored 

in the memory devices 506 and/or 508 (e.g., in various embodiments, in a 

volatile memory device such as a RAM, in an instruction register, and/or in a 

non-volatile memory device such as a flash memory or hard disk) and all 

actions described herein as performed by the software modules are performed 

by the processors 502 in conjunction with, as appropriate, the other elements in 

and/or connected to the computing system 500 (i.e., the network interface 

devices 518, display interfaces 514, user input adapters 510, and/or display 

device 516); (c) alternatively or additionally, to the extent it is described herein 

that the component processes and/or otherwise handles data, in some 

embodiments, such data is stored in the memory devices (e.g., in some 

embodiments, in a volatile memory device such as a RAM and/or in a non

volatile memory device such as a flash memory or hard disk) and/or is
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processed/handled by the processors 502 in conjunction, as appropriate, the 

other elements in and/or connected to the computing system 500 (e.g., the 

network interface devices 518, display interfaces 508, user input adapters 510, 

and/or display device 516); (d) alternatively or additionally, in some 

embodiments, memory devices store instructions that, when executed by the 

processors 502, cause the processors 502 to perform, in conjunction with, as 

appropriate, the other elements in and/or connected to the computing system 

500, each or any combination of actions described herein as performed by the 

component and/or by any software modules described herein as included within 

the component.  

Technical Advantaqes of Described Subject Matter 

[00106] In certain example embodiments, the subject matter herein 

provides for improvements in verifying electronic transactions of a distributed 

database (e.g. a distributed ledger) in a distributed computer system 

environment (e.g., that includes multiple different computing nodes) or 

blockchain. The proof-of-work process performed by nodes of a blockchain 

computer system allow transactions to by cryptographically verified and 

become, essentially, immutable.  

[00107] In certain example embodiments, a common computer system 

monitors how and when blockchain transactions are verified and/or 

incorporated in the blockchain. The monitoring process and how the 

transactions are generated allow the common computer system to determine 

when two separate transactions have been validated to thereby form a 

recorded exchange of transactions (e.g., one transaction from A to B and 

another from B to A). If one of the parties fails to submit a transaction or the 

submitted transaction fails, then common computer system may generate a 

new blockchain transaction that revokes the other one of the two transactions.  

[00108] In certain example embodiments, a common computer system 

provides digital wallet information to the counter parties in an anonymous 

manner (e.g., the information regarding the respective parties is hashed).
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[00109] The decentralized nature of the block chain can also be 

advantageous for certain applications, like a digital crypto-currency, as no one 

system or entity is the effective holder of what is "correct." This eliminates or 

reduces reliance upon banks, governments, and other third parties and can 

result in lower transaction costs because these "middle-men" are cut out of the 

transaction process.  

[00110] However, blockchain technology also poses problems for certain 

types of implementations. For example, the decentralized and anonymous 

nature of blockchain implementations may pose problems when used in an 

electronic exchange environment that trades public securities subject to 

regulatory requirements (such as, e.g., those imposed by the U.S. Securities 

and Exchange Commission (SEC) and/or analogous agencies in other 

jurisdictions). Such requirements relate to transparency and accountability on 

knowledge of who owns what with respect to traded securities or assets.  

Certain example embodiments described herein address such concerns while 

at the same time preserving the general anonymity and decentralized 

advantages of using blockchain technology. For example, embodiments 

described here monitor the blockchain to determine when the transactions of a 

trade have been properly submitted. Further, a centralized wallet information 

database is maintained that allows an exchange to determine what blockchain 

identifiers (e.g., addresses) are mapped to individual private keys of a digital 

wallet. In certain examples, a database of asset identifiers is also maintained 

so that an exchange computing system may determine which blockchain 

transactions are associated with which asset or security.  

[00111] Another improvement that may be provided by certain example 

embodiments described herein relates to the speed at which transactions may 

be validated to settled. For example, an aspect of electronic exchange systems 

that may be hidden from ordinary users relates to the different entities and 

systems that interface with each other in order to facilitate electronic trading. A 

customer typically does not directly interact with the computerized exchange,
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but rather interacts with a broker who then interacts with the exchange on 

behalf of the customer. Once an order is matched and a trade occurs, other 

systems (perhaps controlled by entities that are separate from the exchange 

and/or the broker) may perform settlement and clearing or depository functions.  

[00112] In such a traditional environment, an order submitting customer is 

required to "trust" that the various entities will perform their actions as required.  

For example, the customer would need to trust that an entity (depository and/or 

settlement functions) will properly record that the customer now "owns" 100 

shares of "Company A" after completion of an electronic trade. Further, in such 

exchanges, while a trade match may be identified and processed relatively 

quickly (e.g., seconds or minutes), the settlement for that trade may take 2 to 3 

days (or more).  

[00113] Certain example embodiments described herein address the length 

of validation in an electronic exchange environment by integrating blockchain 

technology. The techniques described herein may be able to record and 

validate a trade within minutes or hours (e.g., depending on how the proof-of

work aspect is implemented for the blockchain). Furthermore, as shown herein, 

the blockchain and the exchange and continue to interface with existing 

recording system (e.g., depository systems). In certain instances, the process 

of verifying that both counter-party transactions have been recorded is 

improved and the speed at which a trade (e.g., client A-> client B and client B-> 

client A) is settled may also be increased.  

Selected Terminoloqy 

[00114] Whenever it is described in this document that a given item is 

present in "some embodiments," "various embodiments," "certain 

embodiments," "certain example embodiments, "some example embodiments," 

"an exemplary embodiment," or whenever any other similar language is used, it 

should be understood that the given item is present in at least one embodiment, 

though is not necessarily present in all embodiments. Consistent with the
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foregoing, whenever it is described in this document that an action "may," "can," 

or "could" be performed, that a feature, element, or component "may," "can," or 

"could" be included in or is applicable to a given context, that a given item 

"may," "can," or "could" possess a given attribute, or whenever any similar 

phrase involving the term "may," "can," or "could" is used, it should be 

understood that the given action, feature, element, component, attribute, etc. is 

present in at least one embodiment, though is not necessarily present in all 

embodiments. Terms and phrases used in this document, and variations 

thereof, unless otherwise expressly stated, should be construed as open-ended 

rather than limiting. As examples of the foregoing: "and/or" includes any and all 

combinations of one or more of the associated listed items (e.g., a and/or b 

means a, b, or a and b); the singular forms "a", "an" and "the" should be read 

as meaning "at least one," "one or more," or the like; the term "example" is used 

provide examples of the subject under discussion, not an exhaustive or limiting 

list thereof; the terms "comprise" and "include" (and other conjugations and 

other variations thereof) specify the presence of the associated listed items but 

do not preclude the presence or addition of one or more other items; and if an 

item is described as "optional," such description should not be understood to 

indicate that other items are also not optional.  

[00115] As used herein, the term "non-transitory computer-readable 

storage medium" includes a register, a cache memory, a ROM, a 

semiconductor memory device (such as a D-RAM, S-RAM, or other RAM), a 

magnetic medium such as a flash memory, a hard disk, a magneto-optical 

medium, an optical medium such as a CD-ROM, a DVD, or Blu-Ray Disc, or 

other type of device for non-transitory electronic data storage. The term "non

transitory computer-readable storage medium" does not include a transitory, 

propagating electromagnetic signal.  

Additional Applications of Described Subject Matter 

[00116] Although process steps, algorithms or the like, including without 

limitation with reference to Figs. 2A-4, may be described or claimed in a
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particular sequential order, such processes may be configured to work in 

different orders. In other words, any sequence or order of steps that may be 

explicitly described or claimed in this document does not necessarily indicate a 

requirement that the steps be performed in that order; rather, the steps of 

processes described herein may be performed in any order possible. Further, 

some steps may be performed simultaneously (or in parallel) despite being 

described or implied as occurring non-simultaneously (e.g., because one step 

is described after the other step). Moreover, the illustration of a process by its 

depiction in a drawing does not imply that the illustrated process is exclusive of 

other variations and modifications thereto, does not imply that the illustrated 

process or any of its steps are necessary, and does not imply that the 

illustrated process is preferred.  

[00117] Although various embodiments have been shown and described in 

detail, the claims are not limited to any particular embodiment or example.  

None of the above description should be read as implying that any particular 

element, step, range, or function is essential. All structural and functional 

equivalents to the elements of the above-described preferred embodiment that 

are known to those of ordinary skill in the art are expressly incorporated herein 

by reference and are intended to be encompassed. Moreover, it is not 

necessary for a device or method to address each and every problem sought to 

be solved by the present invention, for it to be encompassed by the invention.  

No embodiment, feature, component, or step in this specification is intended to 

be dedicated to the public.
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CLAIMS 

1. A distributed computer system, comprising: 

a first client computer system; 

a second client computer system; and 

a server computer system; 

wherein both the server computer system are configured to communicate 

with a distributed blockchain computer system that includes multiple computing 

nodes, each computing node storing a copy, or a portion thereof, of a 

blockchain of the distributed blockchain computer system; 

wherein the server computer system comprises: 

a memory configured to store: 

a first and second ordered list of a plurality of data 

transaction requests that are each associated with a type identifier and a 

respective quantity value; and 

a plurality of digital wallets respectively associated with 

different clients, each of the plurality of digital wallets respectively linked to at 

least one corresponding private cryptographic key and at least one identifier 

that has been generated based on the at least one private cryptographic key; 

a transceiver configured to receive, from remote computing 

devices, electronic data messages that each include data transaction requests; 

and
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a processing system that includes at least one hardware processor 

coupled to the memory and the transceiver, the processing system configured 

to: 

add a received first data transaction request, which is 

associated with a first digital wallet and the first client computing system, to the 

at least one ordered list; 

receive a second data transaction request, which is 

associated with a second digital wallet and the second client computing system 

identify a match between at least the first data transaction 

request and the received second data transaction request; 

generate, using a hash function, a first hash identifier based 

on data included in the first digital wallet; 

transmit the first hash identifier to the second client 

computing system; 

generate, using a hash function, a second hash identifier 

based on data included in the second digital wallet; and 

transmit the second hash identifier to the first client 

computing system; 

wherein the first client computer system comprises at least one hardware 

processor and a transceiver that are configured to: 

generate, based on the second hash identifier and the first data 

transaction request, a first blockchain transaction; and
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transmit a first message based on the first blockchain transaction 

to the distributed blockchain computing system for inclusion of the first 

blockchain transaction into the blockchain, 

wherein the second client computer system comprises at least one 

hardware processor that is configured to: 

generate, based on the first hash identifier and the second data 

transaction request, a second blockchain transaction; and 

transmit a second message based on the second blockchain 

transaction to the distributed blockchain computing system for inclusion of the 

second blockchain transaction into the blockchain, and 

wherein the processing system is further configured to monitor the 

blockchain to verify that the first blockchain transaction and the second 

blockchain transaction have been included into the blockchain.  

2. The computer system of claim 1, wherein the first data transaction 

request was sent from the first client computer system and the second data 

transaction request was sent from the second client computer system.  

3. The computer system of claim 1, wherein the blockchain of the 

distributed blockchain computer system is a closed blockchain.  

4. The computer system of claim 1, wherein the generated first 

blockchain transaction or the generated second blockchain transaction includes
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the type identifier of the at least one ordered list and a quantity value for an 

amount of the type identifier.  

5. The computer system of claim 1, wherein the first and second 

blockchain transactions are each generated by using at least two cryptographic 

keys.  

6. The computer system of claim 1, wherein the processing system is 

further configured to: 

based on the monitoring of the blockchain, determine that the first or 

second blockchain transactions have not been included into the blockchain; 

and 

generate at least one other blockchain transaction that revokes the first 

or second blockchain transaction.  

7. The computer system of claim 1, wherein the memory is further 

configured to store a list of asset records that are each associated with a 

corresponding type identifier; and 

the monitoring of the blockchain includes a determination of whether a 

data value that represents or is the type identifier is included in the first and 

second blockchain transactions.
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8. The computer system of claim 1, wherein the processing system is 

further configured to: 

responsive to the identification of the match, indicate that the first and 

second transaction requests are pending; and 

remove or update a record of the first and second data transaction 

requests in response to a determination that the first and second blockchain 

transactions have been validated by the blockchain.  

9. The computer system of claim 8, wherein the processing system is 

further configured to: 

monitor the blockchain by performing actions that include: reviewing 

blockchain transactions to determine if the reviewed blockchain transactions 

include an identifier that corresponds to an identifier that is associated with one 

of the pending data transaction requests.  

10. A method of performed at a computer system that includes memory, 

a transceiver, and a processing system that includes at least one processor 

coupled to the electronic memory and the transceiver, the computer system 

configured to communicate with a distributed blockchain computer system that 

includes multiple computing nodes, each computing node storing a copy, or a 

portion thereof, of the blockchain of the distributed blockchain computer 

system, the method comprising:
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storing at least one ordered list of a plurality of data transaction requests 

that each include a type identifier and a quantity value; and 

storing a plurality of digital wallets that are respectively associated with 

different client entities, each of the plurality of digital wallets respectively linked 

to at least one corresponding private cryptographic key and at least one 

identifier that has been generated based on the at least one private 

cryptographic key; 

receiving, via the transceiver and from different remote computing 

devices, electronic data messages that each include data transaction requests; 

adding a received first data transaction request, which is associated with 

a first digital wallet, to the at least one ordered list; 

receiving a second data transaction request, which is associated with a 

second digital wallet; 

identifying a match between at least the stored first data transaction 

request and the received second data transaction request; 

generating a first hash identifier based on data included in the first digital 

wallet; 

generating a second hash identifier based on data included in the second 

digital wallet; 

causing a first blockchain transaction that is based on the first hash 

identifier and the second data transaction request to be generated and 

submitted to the distributed blockchain computing system for inclusion into the 

blockchain;
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causing a second blockchain transaction that is based on the second 

hash identifier and the first data transaction request to be generated and 

submitted to the distributed blockchain computing system for inclusion into the 

blockchain; and 

monitoring the blockchain to verify that the first blockchain transaction 

and the second blockchain transaction have been included into the blockchain.  

11. The method of claim 10, further comprising: 

performing, on at least one node of the distributed blockchain computer 

system, a proof-of-work process to cryptographically verify that the first 

blockchain transaction is valid.  

12. The method of claim 10, wherein the first and second blockchain 

transactions are generated by the processing system and transmitted to the 

blockchain using the transceiver of the computer system.  

13. The method of claim 10, wherein the blockchain of the distributed 

blockchain computer system is a closed blockchain.  

14. The method of claim 10, wherein the first hash identifier and the 

second hash identifier are transmitted, using the transceiver, to respective 

remote computing devices that are associated with the first and second data 

transaction requests,
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wherein the first blockchain transaction is generated on the remote 

computing devices associated with the remote computing device of a client that 

submitted the second data transaction request, and 

wherein the second blockchain transaction is generated on the remote 

computing devices associated with the remote computing device of a client that 

submitted the first data transaction request.  

15. The method of claim 10, wherein the first and second blockchain 

transactions are each generated to require at least two cryptographic keys to 

use the outputs of the respective blockchain transactions.  

16. The method of claim 15, where one of the at least two cryptographic 

keys is a key that represents an operator of the computer system.  

17. The method of claim 10, further comprising: 

storing a list of asset records that are each associated with a 

corresponding type identifier; 

wherein the monitoring of the blockchain includes determining if a data 

value that represents or is the type identifier is included in a validated 

blockchain transaction.  

18. A non-transitory computer readable storage medium having stored 

thereon computer readable instructions for use with a computer system that
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includes at least one processor, a memory, and a transceiver, the memory 

configured to store a first and second list of data transaction requests as, 

respectively, a first plurality of data transaction requests for the first list and a 

second plurality of data transaction requests for the second list, each of the 

plurality of data transaction requests including a size value and a type identifier, 

the stored computer readable instructions comprising instructions that, when 

executed by the computer system, cause the computer system to: 

store a plurality of digital wallets that are respectively associated with 

different client entities, each of the plurality of digital wallets respectively linked 

to at least one corresponding private cryptographic key and at least one 

identifier that has been generated based on the at least one private 

cryptographic key; 

receive, via the transceiver and from different remote computing devices, 

electronic data messages that each include data transaction requests; 

add a received first data transaction request, which is associated with a 

first digital wallet, to the first list; 

receive a second data transaction request, which is associated with a 

second digital wallet; 

identify a match between at least the stored first data transaction request 

and the received second data transaction request; 

generate a first hash identifier based on data included in the first digital 

wallet;
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generate a second hash identifier based on data included in the second 

digital wallet; 

cause a first blockchain transaction that is based on the first hash 

identifier and the second data transaction request to be generated and 

submitted to the distributed blockchain computing system for inclusion into the 

blockchain; 

cause a second blockchain transaction that is based on the second hash 

identifier and the first data transaction request to be generated and submitted to 

the distributed blockchain computing system for inclusion into the blockchain; 

and 

monitor the blockchain to verify that the first blockchain transaction and 

the second blockchain transaction have been included into the blockchain.  

19. The non-transitory computer readable storage medium of claim 18, 

wherein the first hash identifier and the second hash identifier are transmitted, 

using the transceiver, to respective remote computing devices that are 

associated with the first and second data transaction requests, 

wherein the first blockchain transaction is generated on the remote 

computing devices associated with the remote computing device of a client that 

submitted the second data transaction request, 

wherein the second blockchain transaction is generated on the remote 

computing devices associated with the remote computing device of a client that 

submitted the first data transaction request.
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20. The non-transitory computer readable storage medium of claim 18, 

wherein the stored computer readable instructions comprise further instructions 

that, when executed by the computer system, cause the computer system to: 

based on monitoring of the blockchain, determine that the first blockchain 

transaction or the second blockchain transaction have not been included into 

the blockchain; and 

generate at least one other blockchain transaction that revokes the first 

or second blockchain transaction.
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