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Folth, 53 wrh g 9% ghol wE w4
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oo W wgelA Atk AY olEL ol & mot AR T wppel i AvmgT. ¥ del
A ARKSHE AY ol B olgd wok Aokd Ash PWE A olg FA EdE ol gl AR F4
Akl o5t golatel ol AvtE s AHEI 42el BB AuHE W PEOR AF R YBom
A% PP THIG. 93 Yo AP JFS sl FAA 374 FEI WoiAel Yol B o
# wge AvHos 4% & 5 At

704 E 11 2 3Ee) A Aadel e AY o] B ol§% met Ak AT WHE £ wAd A
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+ HEAA: g 7HE ToT 7171, 2k 71719 A7 2vle] tiak Jus ®A8)

7% EMS, 17 Z=vQl ]9

in-home display), 7FdolA YA AulE Aofslr] 9%

Els OﬂL A Mu) 2 Qe H o] 2~ (ESI; energy service interface), B4l Alo]Ego] &S

ol
D
=
o
e
ek
Lo
ox
1 N

ek, Al dele] Ay
uek el ol A% Alole] ¥E Aol o

Bl A FA4) FH

RN
4 A%l A & Atk ol
O

2, Aol AL WAH

FE gl A

421 7]7] A=A (installing rogue device), X" 22 <4 (compromising installed
7]12] Wl (sabotaging the target)e] Al 71A] F7F9 &
EfRE gAY & 73 Zo] =AE ¢ vk aga ofd] g o] P
3k, WEHA A4S WAsta, AXE otd 7171 Agsty] S8 IDSE A&st= W

A%

3] "3*45]5} == W d5S
=

ol Fo] HIAAH AMZLE 7] FEZF AGE sk =27F F7HE 5 vk ol A siA AdE A A
go] Bdle T 3o Z=AE A Fo] FAAHM, o] Ay dAE XA FF0 T 99 UEIHN)Y A&
Hol 7hgAdo FAAR TS WA= ASE 7E AYE LR ST, = A 18] FEHE 3ELoRE
Qs AAE AEjol™, 207 Al Wol2 Q8] AAdE e, 39 HEE OAl 3Fo2 Q8] AdE A
o|t}.

AL AeE A & 7 P HFslsE e dES X3t & davt k. g4 AW 8k 1, 2, 4
4 55 FEA T FEY 7R FFS o HQl 717] AX](installing rogue device), AX¥ x| &4
(compromising installed device) @ ™At 71719 Hajj(sabotaging the target)®t & 32 359 IS A
Ak 4 9l

aga oo digk dgl-goz wojzle] wo] dE<Ql X T4 W7 (changing device configuration), WE$Z

T4 W7 (changing network configuration) W <] ®-x A|xH

F& ARskz] S8l =5k 1, 3, 4, 55 o8 it

olgdA zZtztel ¥ZF o dd} o] AT IS
A=, 7t 2a8ghd ol 7 s 2 B Al=Ele
ol A4 [olT SAdAMe= 7|LAe] 78 T23 Hel a4
0.3, 0.3)2 AA4T 4 Iut

At A g a8 -
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FAAE U AlzEle] 97 e 24 HJ ARE JAA s Y3 EF FAE AXFY 5 Advh(installing

rogue device). ©| dEo AT wW FaI FHS b2 25 ALE3Io] ALk 35.80]th. H|E& %7—3, E g o A

J%*gﬂ‘ﬂ A3 G52 CVEE 7Rte =z AAT 4 Q). olgst 342 i Al=Ele] 724 7HeAdel 3
0 al

g& Frh. wekA o] 34 ds9 e 0.6(wi +wa = 0.3+

upRgro 2 FARE U AlxEle] dA VTS AMESHA BIEE Y 84 E

QS mA- 4 9lvh(sabotaging the target). ©] dFol A3t @ &

Ego A A=y fda FELS CVEE 7|utem dAs
0.3

3otk HE2 T4 &4 L
A|z=819] 7hHEAde Rt QEFE m . wekA o] 34 P Tt (wa = 0.3)°]2L F3F &3] 30%
18.7°]t}h
olglgt FAAe] T4 ol thFaA wol AA W] Pes HE F vk, olF AFE s eI 22
AnE & F U
et #IEA= A" A2l &4 (compromising installed device)2l &4 sk gz FATL X9
TAS WA 4= At (changing device configuration). o|&7] 3PH FAA7} &9 AXE Ao AY
st AL IS 4 . olelg Wol AEe] AHs H JF w2 73 3 UK 484 55 AREste] Alktd
8.30|tk. A 84, ZF5 4 JlsAE AAH ZAY &/ (compromising installed device)oldh= 34 %
o] Fe 7o g Bk, A9 e =5k 9o 93] AlAkE 2.10]t).

w3 wot By RE koAl 717] A (installing rogue device)e] &FZAd that o w HEHT AAS A

& 4= St (changing network configuration). ©]& SaA &2l 77|17} IES Ao Z2u|AdstAr
oy A L HANChome area network)oll Atsls S WA = v}, oy Ho] Yo A} & F3F e
T2 3 A FEA 55 AREste] ANFE 9.501tk. rETIA R AE 84, FE H UksAE okFd 717
AX](installing rogue device)et= 34 P59 s 7|Wo = ghrh. A9 #h2 T2 9o 9 ALl 2.39]
o

aga, wek g4t (Y BA NSRS Agdtel WEAINA MR B4 BT YEZAA
A 5 lth(applying 1DS). oleldt ol We] AFH B IF G Fo4 3 WA 584 58 ALgatol
A" 16.70]th, vER AR 918 @4, BF 2 71ERE koAl 7]7] X (installing rogue device)d=
TA YT #HE ez sk, A9 #h2 8 99 o] Ak 2.8t}

L9 WA & 102 20tE F UEHAY] B HHE FA et dadt X5 Ygde Aotk Az ¥
A g o] BEe] s B AF % Agete] 1% 117 o] A A wele] 7 aelolA FAAs}
ol zke] WAk (payoff)E AXE 4= ot

Aol EAE @ (x, VE 47 TAA cehdc, olel@ st | A%E 5

= hl
(applying IDS)3NA WolE vt 7HAS KA, 28d FE w=Toa:= BAo] (0, 0)dA FAR7} ool A

A5 o], ool 7]7] AX (installing rogue device)zhe FZo WS3lAd Y B4 Alx"HS H&
ol
b BREA
AR "A AARE A8ed B
s

71718 AAg Foll= BAFO] (21.5, 21.5)2 WAHT. o]

(21.5, —2.0022 HAHG. o] e FHAA7} A=A Ex A H

the target) 3N AEle] BAL (37.4, -17.9)2 HAHE AL 2 5 9},
=

oldA 7+ ez AR HAY wojzte] WA Alatetd olE FalA Abd WSS Halsd ¢4 £9E
AL 4 k. 45 59, B dAggte] & A$E 1898 8o AFd d$S HET 5+ vk, w2 A9 A
o] Zlol(depth)Zt B/ (payoff)e] #pel7} & A& 2&H=E sto] AMd t$&& HE &+ AT},

ol HFE TS FFsle] B el A dES AWIIANE, B dyo] &3l Ve EokllA B4 A
A& 7H A B dgo] 1 VA APdelu "pARl EAS WA ¥ e FAA FEHE AAE
4 Atk AL ol 4= S Aok, TP ER oo A 7|EF AN GBS ZE WHolA dAF FolH
FA A o] ol Ao R ofgsofyt gy,
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System
Failure
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’ /\ ‘ \ — “ Action B /\
{ i
Fu:?’cliton FuLI:jcc‘zEJﬁ // D|Str|bUtEd\ Pergggent
\, $700 $500 | / e $1200
e 7
_— Action A { /\,
\ Botnet /
\ $1500 F
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:'\- — - Action C
EH4
ti 11 / \ ti 1.
action al. \ac ion al4
/ actlon a1 2 actlon al.3
/

\\
State
B4
action action
b4l / action b4.3
b4.2
State
c8

State State
Bl BZ
action action action
b1.2 b21 b2.2

State
B 3

action
b3.2

action
bl1

EH5
Variables Meaning
cost required cost to perform an action
a; an action performed at i*" depth
risk risk of an attack action
p attack action's probability to succeed
effect quantified effect of the action
w weight vector related to security factor
impact action’s quantified impact on the system
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EH6
Adversary’s action
Payoff of adversary Impact (a;) — Z;;s)/\j (6)
Payoff of security administrator —Impact (a;) + Z};ékj (7)

Security administrator’s action

Payoff of adversary -

Payoff of security administrator Impact (a;) + A; (8)
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EHS8
Root State
(0-depth)
Compromising Sabotaging
Installed Devices Installing the Target
Rogue Devices
1%t Depth
State T
Changing Device Changing Network Applying
Configuration Configuration IDS
2nd Depth
State
Compromising Compromising Sabotaging
Installed Devices Installed Devices the Target
3rd Depth
State
EH9
Quantification of attack actions.
Action Cost Risk p Effect we wy wy Impact
Compromising Installed Device 10 6 0.2 14.3 0.4 0.3 0.3 14.3
Installing Rogue Device 20 4 0.3 35.8 0 0.3 0.3 215
Sabotaging the Target 50 8 0.1 62.3 0 0 0.3 18.7
EHI0
Quantification of security actions.
Action Cost Risk p Effect we wr Wy Impact A
Changing device configuration 5 6 0.2 8.3 0.4 0.3 0.3 8.3 2.1
Changing network configuration 15 74 0.3 15.8 0 0.3 0.3 95 2.3
Applying intrusion detection system 100 % 0.3 21.9 0 0.3 0.3 16.7 2.8
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