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(57) Abstract: It is disclosed a method comprising receiving first address information relating to a terminal and a network tratfic
relay entity, obtaining second address information relating to the network traffic relay entity and a network traffic destination enti-
ty, and sending the first address information and the second address information to a controlling entity; and a method comprising
receiving the first and second address information, generating policy information based on the received first and second address
information, and monitoring network traffic based on the generated policy information.
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AMENDED CLAIMS
received by the International Bureau on 03 August 2009 (03.08.09)

1. A method, comprising:

supporting data transmission between a terminal and
one of an external client and server;

relaying, by means for relaying, at least one of
data flows, media streams and data packets between the
terminal and the one of the external client and server;

- enforcing policy control to the relayed at'least one

of service data flows, media streams, and data packets;

receiving, at a policy enforcement function, a first
kind of address information related to the at least one of
service data flows, media streams, and data packets;
' receiving, at the policy enforcement function, a
second kind of address information used by the terminal and
the means for relaying for data transmission between the
terminal and the means for relaying;

monitoring, at the policy enforcement function, data
traffic between the terminal and the means for relaying
based on policy information related to the first and second
kind of address information;

detecting, at the policy enforcement function, a
used transmission scheme between the terminal and the means
for relaying;

holding, at the policy enforcement function, address
information of the at least one of service data flows,
media streams, and data backets in the data transmission;
and
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enforcing, at the policy enforcement function, by
using the first kind of address information, policy control
to the at least one of service data flows, media streams,
and data packets by matching the first kind of address
information against the address information of the at least
one of service data flows, media streams, and ddta packets.

2. The method according to claim 1, further comprising
supporting address translation between the terminal
and the means for relaying; .
.the detecting further comprises monitoring the data
transmission between the terminal and the means for
relaying, and detecting the address information of the at
least one of service data flows, media streams, and data
packets in the data transmission based on the detected data

transmission scheme.

3. The method according to claim 1, further comprising

examining, if the result of matching is negative,
whether a data packet is constituted by a simple traversal
of user datagram protocol over network address translations
request message comprising a source address of the terminal
and indicéting a network traffic destination entity, and

A examining, if the result of the examining of the

data packet is affirmative, whether the indicated network
traffic destination entity accords with at least one of the
policy information and at least one for the first kind of
address and filter functions, and

updating, if the result of the means for examining
is affirmative, at least one of the first kind of address
and filter functions with at least one of the source

address and a port of the terminal.

4, The method according to claim 1, further comprising
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examining, if the data packet causes the network
traffic relay entity to permit a new destination address,
and |

dropping the data packet, if the result by the
examining indicates that the data packet causes the network
traffic relay entity to permit a new destination address
not matching at least one of the first kind of address and
filter functions.

5. The method according to claim 1, further comprising
examining, if the daté paéket causes the network
traffic relay entity to permit a new destination address,
wherein
‘ the enforcing comprises passing the data packet
through, 1f the result by the examining indicates that the
data packet causes the network traffic relay entity to
permit a new destination address matching at least one of
the first kind of address and filter functions.

6. The method according to any one of claims 1 to 5,
further comprising:

generating the policy information based on the
received first and second kinds of information; and

determining whether the network traffic is
encapsulated network traffic, and, if so, the enforcing
further comprises enforcing policy on individual at least
. one of sefvice data flows, media streams and data packets
inside the encapsulation based on the policy information
generated by the means for generating and the destination

address information held by the means for holding.

7. The method according to any one of claims 1 to 6,
wherein the first kind of address information comprises at
least one of a sburce address of the terminal, a source
port of the terminal, a destination address of the network
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traffic relay entity, a destination port of the network
traffic relay entity, a protocol to be used between the
terminal and the network traffic relay entity and a channel

number relating to a media stream.

8. The method according to claim 7, whéreéin at least one of
the source address of the terminal and the source port of
the terminal further comprises network address translation

information.

9. The method according to any one of claims 1 to 8,
wherein the second kind of address information comprises at
least one of a source address of the network traffic relay
entity, a source port of the network traffic relay entity,
a reflexive destination address of the terminal entity, a
reflexive destination port of the terminal entity, a
protocol to be used between the network traffic relay
entity and the terminal entity and a channel number

relating to a media stream.

10. An apparatus, comprising:

means for supporting data transmission between a
terminal and one of an external client and server;

means for relaying at least one of data flows,
media streams and data packets between the terminal and the
one of the external client and server;

means for enforcing policy control to the relayed at
least one of service data flows, media streams, and data
packets;

means for receiving, at a policy enforcement
function, a first kind of address information related to
the at least one of service data flows, media streams, and
data packets;

means for receiving, at the policy enforcement
function, a second kind of address information used by the
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terminal and the means for relaying for data transmission
between the terminal and the means for relaying;

means for monitoring, at the policy enforcement
function, data traffic between the terminal and the means
for relaying based on policy information related to the
-first and second kind of address information;

means for detecting, at the policy enforcement
function, a used transmission scheme between the terminal
and the means for relaying;

means for holding, at the policy enforcement
function, address information of the at least one of
service data flows, media streams, and data packets in the
data transmission; and

means for enforcing, at the policy enforcement
function by ﬁsing the first kind of address information,
policy control to the at least one of service data flows,
media streams, and data packets by matching the first kind
of address information against the address information of
the at least one of service data flows, media streams, and
déta packets.

11. The apparatus according to claim 10, further comprising

means for supporting address translation between the
terminal and the means for relaying:

the means for detecting is further configured to
detect by monitoring the data transmission between the
terminal and the means for relaying, and to detect the
address information of the at least one of service data
flows, media streams, and data packets in the data
transmission based on the detected data transmission

scheme.
12. The apparatus according to claim 10, further comprising

means for examining, if the result of matching is
negative, whether a data packet is constituted by a simple
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traversal of user datagram protocol over network address
translations request message comprising a source address of
the terminal and indicating a network traffic destination
entity, and for examining, if the result of the examining
of the data packet is affirmative, whether the indicated
network traffic destination entity &accords with at ledast
one of the policy information and at least one for the
first kind of address and filter functions, and

means for updating, if the result of the means for
éxamining is affirmative, at least one of the first kind of
address and filter functions with at least one of the
source address and a port of the terminal.

13. The apparatus according to claim 10, further comprising

means for examining, if the data packet causes the
network traffic relay entity to permit a new destination
address, and

means for dropping the data packet, if the result by
the means for examining indicates that the data packet
causes the network traffic relay entity to permit a new
destination address not matching at least one of the first
kind of address and filter functions.

14, The apparatus according to claim 10, further comprising
| means for examining, if the data packet causes the
network traffic relay entity to permit a new destination
address, wherein

the means for enforcing policy control measures is
configured to pass the data packet through, if the result
by the means for examining indicates that the data packet
causes the network traffic relay entity to permit a new
destination address matching at least one of the first kind
of address and filter functions.
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15. The apparatus according to any one of claims 10 to 14,
further comprisihg:

means for generating the policy information based on
the received first and second kinds of information; and

means for determining whether the network traffic is
.encapsulated network traffic, and, if so, the means for
policy enforcement is further configured to enforce policy
on individual at least one of service data flows, media
streams and data packets inside the encapsulation based on
the policy information generated by the means for
generating arid the destination address information held by
the means for holding.

16. The apparatus according to any one of claims 10 to 15,
wherein the first kind of address information comprises at
least one of a source address of the terminal, a source
port of the terminal, a destination address of the network
traffic relay entity, a destination port of the network
traffic relay entity, a protocol to be used between the
terminal and the network traffic relay entity and a channel
number relating to a media stream.

17. The apparatus according to claim 16, wherein at least
one of the source address of the terminal and the source
port of the terminal further comprises network address

translation information.

18. The apparatus according to any one of claims 10 .to 17,
wherein:the second kind of address information comprises at
least one of a source address of the network traffic relay
entity, a source port of the network traffic relay entity,
a reflexive destination address of the terminal entity, a
reflexive destination port of the terminal entity, a

protocol to be used between the network traffic relay
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| entity and the terminal entity and a channel number
relating to a media stream.

19. The apparatus according to any one of claims 10 to 18,
wherein the terminal is constituted by a user equipment.

20. The apparatus according to any one of claims 10 to 19,
wherein the network traffic relay entity is constituted by
a simple traversal of user datagram protocol through

network address translations relay server.

21. The apparatus according to any one of claims 10 toc 20,
wherein the apparatus is constituted by at least one of a

gateway function, a policy and charging rules function and
a policy and charging enforcement function.

22. The apparatus according to any one of claims 10 to 21,
wherein the apparatus is implemented as a chipset or
module.

23. A system, comprising:
a user equipment;
an apparatus according to claim 10; and
an application function or proxy call state control
function comprising:
_ ~means for receiving the first kind of address
information;
means for obtaining the second kind of address
information; and '
‘means for sending the first and second kinds of

address information to the apparatus.
24. A computer program product comprising code means for

performing methods steps of a method according to any one
of the claims 1 to 9, when run on a computer.
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