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Mobile Payment System

Field of the Invention

[0001] This invention relates to a mobile payment account system, and more
particularly to aspects of the system including providing, validating, authorizing,
activating and using a mobile payment account on a mobile device to enable efficient

and secured contactless payment at an electronic point of sale.

Background of the Invention

[0002] Mobile payment account systems are generally known, in which portable
electronic devices are configured to provide payment from an electronic wallet.
Typically, these portable clectronic devices are configured to enable a contactless
communication with a merchant Point Of Sale (POS) terminal to carry out a payment
transaction, for example using near field communication (NFC) technology.

[0003] Such conventional mobile payment systems typically involve a complicated
process for provisioning a mobile payment account on the portable electronic device.
Customers expect a certain degree of security and peace of mind that their sensitive
identification and account details are protected from theft, and therefore known account
provisioning systems involve a time consuming activation process which often requires
the customer to, for example, post in a copy of documents to verify their identity,
telephone the account issuer to provide verbal confirmation of their identity, or login to
a website to complete a lengthy authentication process. This results in significant
delays between a customer requesting a new mobile payment account and the time
when the mobile account is actually provisioned and ready for use to carry out payment
transactions.

[0004] Conventional mobile payment systems typically involve a complicated process
in order for a user to effect a secured payment transaction from an electronic wallet.
For example, US 7,707,113 to Sprint Communications Company L.P. discusses a
method of a portable electronic device providing payment from an electronic wallet
with different levels of security. In a first level of security, the method prompts for input

of a personal identification number (PIN) after the wallet has been opened and



10

15

20

25

30

WO 2012/042262 PCT/GB2011/051839

providing payment from the wallet after receiving the PIN. However, in another level
of security, no PIN is required thus enabling efficient but unsecured payment
transactions to be made from the electronic wallet.

[0005] Additionally, when customers use such a payment product to conduct low dollar
transactions over contactless interfaces, a signature may not be required at the point of
sale, nor a challenge for a numeric passcode (PIN) or a password. In the United States
for example, customers are able to wave their payment device and authorize the
payment transaction without further interaction. For any theft of payment devices, the
liability for these low dollar swipe transactions is placed upon the issuing bank, not the
customer and not the merchant.

[0006] For payment accounts residing on mobile devices such as contactless payment
capable mobile phones, the theft of a phone now becomes immediately available for
low dollar purchases without consumer verification prior to a purchase. The perpetrator
can make as many low dollar transactions without being challenged for authentication
and access the payment account. All of these low dollar transactions will be the
responsibility of the issuing bank under current payment association dispute rules.
Customers may elect to always require a numeric passcode challenge for a purchase
transaction regardless of the value, but this is not required.

[0007] On another issue, issuing banks have generally issued paper terms and
conditions (T&C) and cardmember agreements (CMA) to support traditional credit card
programs. In the case of an instant credit offer, (e.g. retail) the customer is presented
the CMA in paper form as part of the paper application. In a non-instant credit offer
(e.g. mail channels), the CMA is delivered to the customer in paper format, via US Mail
as part of their new cardmember fulfillment kit. In a web apply channel, the disclosure
is generally provided digitally, allowing the customer to simply print out the disclosure,
and a follow up hard copy is delivered by post in the fulfillment kit. Mobile payment
systems present an unusual problem in that “instant credit” for a mobile user assumes
not only traditional instant credit (such as the retail scenario above), but that it provides
the customer with the ability to immediately provision and activate the mobile payment

account on the mobile device, thus providing the customer with the ability to
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immediately begin making purchases. This mobile instant credit availability requires
the issuer to consider a new, digital disclosure solution.

[0008] As another issue, application logic, applets, modules or the like in the portable
electronic device for handling electronic wallet transactions typically require user
validation by requesting the user to first enter a correct passcode to ensure the user
really wants the transaction to be executed. This prevents “virtual pickpocketing” by
the application controlling the response to the POS terminal only when the user has
successfully authenticated the transaction.

[0009] As the use of mobile payment systems becomes more prevalent, payment
account issuers are seeking to expand the products and services that are provided in a
mobile electronic wallet. For example, an electronic wallet could be used for a plurality
of different forms of transactions, such as payments, ticketing, coupons or other
activities, and payments could be made from one of a plurality of payment accounts
from the same issuer. Each additional product or service from an issuer may require
one or more separate application logic or modules in the portable electronic device for
handling control, user verification and access to that particular product or service over
contactless transaction communication protocols using a respective security mechanism.
Therefore, as additional products and services are added to the mobile electronic wallet,
the user is burdened with an increasingly complex system, particularly if each of the
plurality of security mechanisms involves different user verification passcodes or
personal identification numbers (PIN).

[0010] What is desired is an improved mobile payment system and method which
addresses the above issues.

[0011] It is also desired to provide a facility for expedient and secured management of
users authorized to use the mobile payment account associated with an electronic wallet,
directly, entirely and exclusively from the portable electronic device.

[0012] Systems for online banking via the Internet are also generally known that
provide the user with an online account for access to the user’s bank account
information and account related functions, such as transferring funds from the user’s
bank account to another bank account, using a web browser on a computing device in

communication with a suitably configured web server at the financial institution.
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[0013] It is a further object of the invention to provide a system that integrates a mobile

payment account sub-system and an online banking sub-system in a secure manner.

Statements of the Invention

[0014] In one aspect of the present invention, a mobile payment account activation
system and method are provided for facilitating the automated activation of a mobile
payment account stored on a portable eclectronic device, comprising an account
activation unit for automatically authenticating a user associated with the mobile
payment account by transmitting validation data to the portable electronic device and
for activating the provisioned mobile payment account after the user has been
authenticated based on the transmitted validation data.

[0015] In another aspect, the present invention provides a mobile payment account
activation system for facilitating the automated activation of a mobile payment account
stored on a portable electronic device, comprising an account activation unit for
automatically authenticating a user associated with the mobile payment account by
transmitting validation data to the portable electronic device and for activating the
provisioned mobile payment account after the user has been authenticated based on the
validation data.

[0016] In another aspect, a mobile device for use in a mobile payment system is
provided, comprising a communication network interface, a secure memory for storing
data associated with at least one inactive mobile payment account data, and an account
activation module operable to receive validation data from the account provisioning
system to facilitate automatic authentication of the user and automatically activation of
the mobile payment account.

[0017] Preferably, the validation data does not facilitate payment from the activated
mobile payment account. Preferably, the validation data used in the automated
activation process comprises one or more identification and validation questions that are
answered by the user via the portable electronic device to authenticate the user’s

identity. According to another aspect, enhanced out of band questions may be presented
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to the user via the portable electronic device depending for example on predetermined
levels of security.

[0018] In another aspect of the invention, a mobile payment account activation system
and method are provided for facilitating the automatic activation of a mobile payment
account in a mobile payment system, the mobile payment account activation system
arranged to store a plurality of mobile payment accounts associated with a user and
comprising an account activation unit for receiving a user selection of an inactive
mobile payment account and automatically activating the selected mobile payment
account after the user has been authenticated.

[0019] In yet another aspect, the present invention provides a method of facilitating
secured payment from an electronic wallet on a portable device, comprising storing, on
the portable device, an electronic wallet comprising data for completing a payment
transaction, wherein said data includes a passcode for enabling access to the electronic
wallet and a flag indicating whether input of the passcode is required to access the
electronic wallet; receiving a command from a device remote from the portable device
to set the flag to indicate that input of the passcode is required to access the electronic
wallet; and responsive to a request to conduct a payment transaction from the electronic
wallet, prompting for input of a passcode if the flag indicates that input of the passcode
is required, verifying the input passcode, and providing payment information to
authorize the payment transaction.

[0020] In another aspect, the present invention provides a method is provided of
facilitating payment from an electronic wallet on a portable device, comprising storing,
on the portable device, wallet application software for accessing the electronic wallet,
including executable code for facilitating access to data defining one or more mobile
payment accounts in the electronic wallet and executable code for facilitating activation
of a secure payment from a mobile payment account; storing, on the portable device, a
further payment application software associated with the executable code in the wallet
application software for facilitating activation; and receiving a user input selection of
the second application software and in response, directly executing the associated
executable code in the first application software to facilitate activation of a secure

payment from the mobile payment account.
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[0021] In yet another aspect, the present invention provides a method for facilitating
secured payment from an electronic wallet on a mobile device. The method is achieved
by storing an electronic wallet comprising data for authorizing a payment transaction,
wherein the data includes a passcode for enabling access to the electronic wallet. The
method also includes generating a transaction request message including a value
identifying one of a plurality of passcode entry related states and transmitting the
generated transaction request message to a remote apparatus.

[0022] Preferably, the remote apparatus can determine that the transaction request is
declined based at least on the received value identifying a passcode entry related state.
Responsive to determining that the transaction request is declined for a passcode related
reason, the remote apparatus transmits a transaction decline response to the mobile
device identifying the passcode related reason for decline.

[0023] In yet another aspect, the present invention provides a system and method of
facilitating mobile payment account management from an electronic wallet on a first
portable device. The method comprises, on the first portable device, storing an
electronic wallet comprising data for authorizing a payment transaction from a primary
payment account and receiving user input of an additional user authorized to use the
primary payment account. An activation code is generated for an additional authorized
user, in response to receipt of user input of an additional authorized user. A second
portable device stores an electronic wallet comprising data for authorizing a payment
transaction from the primary payment account. The method enables payment
transactions from the primary payment account to be authorized from the second
portable device after receiving user input of the activation code at the second portable
device.

[0024] In yet a further aspect, the present invention provides a system and computer-
implemented method for tracking a process of provisioning, by a middleware server to a
portable device in a mobile payment system, electronic wallet data for authorizing a
payment transaction. Preferably, the method comprises transmitting, by the portable
device to the middleware server, a user request for a payment account product;
initiating, by the middleware server responsive to the received user request, a

provisioning process for the requested payment account product, including storing
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status data indicative of an initiated state of the provisioning process; transmitting, by
the middleware server to the portable device, a digital document including information
that must be viewed by the user and updating the stored status data indicative of a
digital document transmitted state (that is, the transmitted state of the digital document);
receiving, by the middleware server from the portable device, an indication that the
digital document has been viewed by the user, and in response updating the stored status
data indicative of a digital document viewed state; and provisioning, by the middleware
server to the portable device, electronic wallet data for the requested payment account
product.

[0025] Generally, the digital document is a terms and conditions (T&C) digital
document or a cardmember agreement (CMA). In a further aspect, the T&C digital
document is delivered to the portable device as a pre-application disclosure and the
CMA is delivered to the portable device as a post-application disclosure.

[0026] In another aspect, the process of delivering the CMA is integrated within the
payment product activation process which occurs on the handset. Once the customer
has been given the option to view their CMA and elects to continue the account
activation process, the payment account can then be fully activated and made available
for immediate use.

[0027] In yet another aspect of the present invention, a mobile payment account system
and computer-implemented method are provided comprising a mobile device
configured for contactless payment operations from a mobile payment account.
Preferably, the mobile device is associated with a unique identifier and includes a
secure eclement storing a wallet application module, data defining an encryption key,
and data associated with the mobile payment account. The mobile device also includes
a mobile-side passcode generator adapted to generate a first passcode based at least on
the encryption key and the unique identifier. The system also comprises an online
account server including a memory storing online account data defining a user account
associated with the mobile device. The online account data comprises data defining a
corresponding encryption key. The system further includes a communication interface
adapted to receive user input data identifying the unique identifier associated with the

mobile device and user input data identifying the first passcode generated by the mobile
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device. A server-side passcode generator is adapted to generate a second passcode
based at least on the encryption key stored in the online account server and the received
unique identifier. The system also includes a user validator adapted to compare the first
and second passcodes for a match in a registration process to register the user account.
[0028] In another aspect of the present invention, a system and computer implemented
method are provided for registering an online account associated with a mobile device
configured for contactless payment operations in a mobile payment account system.
Preferably, the method comprises a online account server performing computer-
implemented step of storing online account data defining a user account associated the
mobile device. The online account data comprises data defining the same encryption
key. The method further includes employing the online account server in the
performance of receiving user input data identifying a unique identifier associated with
the mobile device; receiving user input data identifying a first passcode generated by the
mobile device based at least on an encryption key stored in the mobile device and a
unique identifier associated with the mobile device; generating a second passcode based
at least on an encryption key stored in the online account server and the received unique
identifier; comparing the first passcode to the second passcode to determine a match;
and registering the online account when a match is determined.

[0029] In another aspect, the present invention provides a system and computer
implemented method for registering an online account associated with a mobile device
configured for contactless payment operations in a mobile payment account system.
The method comprises a computing device performing the computer-implemented step
of initiating a registration process to register an online account associated with a mobile
device; receiving user input data identifying the unique identifier associated with the
mobile device; receiving user input data identifying a first passcode generated by the
mobile device; and transmitting the received unique identifier and the first passcode to a
online account server for registering the online account when the online account server
determines that the first passcode matches a second passcode generated by the online
account server based at least on an encryption key stored in the online account server

and the received unique identifier.
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[0030] According to yet another aspect of the present invention, a system is provided
for management of a plurality of application logic or modules in a mobile device secure
clement to be controlled via a single authentication (or authorization) mechanism. The
system facilitates secure authentication of a user using a single controlling passcode or
PIN to subsequently allow action by the plurality of application logic or modules within
the issuer’s control. The application logic or modules are preferably transaction applets
that interact with another device (for example, a POS terminal) over communication
protocols and could be used for a variety of applications such as payment, ticketing,
coupons, or other activities.

[0031] An advantage of such a system is that customers authenticate to the issuer for a
variety of products and services using the same passcode as an authentication value.
This allows customers to not have to remember a separate passcode for each payment
product from the same issuer, and to use the same passcode to obtain servicing of the
accounts from the mobile device. This single passcode is intended to apply to all items
within the security domain of the same issuer who is primarily liable for the
applications used. Since the issuer is responsible for ensuring the payment credentials
are validated for accessing the payment, it is their general responsibility to ensure the
entered passcode is the customer’s correct passcode.

[0032] In another aspect of the present invention is a method of handling a mobile
transaction operation whereby the single controlling passcode is entered by a user to the
mobile application. This passcode information is transmitted to the central issuer
authentication applet inside the secure element for verification. The passcode is verified
against local rules and counters inside an authentication applet to ensure the applets are
not locked out or otherwise unusable. A subordinate applet is then available for use
with a mobile transaction. Execution is then directed to the subordinate applet where it
will have the PIN verified state set and the transaction will be allowed over the
associated communication interface.

[0033] In an implementation, the authentication applet controls the passcode
verification from the subordinate applet. In an alternative implementation, the passcode
verification process has the authentication applet directly calling the subordinate applet

for simulating passcode entry to manage multiple passcodes to multiple applets.
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Advantageously, one controlling passcode is used in an authentication applet to dictate
usage to a series of subordinate applets all within the ownership rights of the security
domain of the entire collection of applets.

[0034] The controlling passcode could be implemented using any number of methods
including a word, phrase, numeric PIN, on-screen path gesture, or facial recognition.
The passcode entered by the customer and held by the subordinate applets could be the
actual passcode entered by the user or it could optionally be mapped to a passcode held
by the authentication applet. This provides greater flexibility in the mobile device
allowing for pass phrases or gesture based interactions and translating into something a
subordinate applet requires such as a four digit PIN for instance.

[0035] In other aspects, there are provided computer programs arranged to carry out the

above methods when executed by a suitable computer, portable device or system.

Brief Description of the Drawings

[0036] There now follows, by way of example only, a detailed description of
embodiments of the present invention, with references to the figures identified below.

Figure 1 is a block diagram showing the main components of a mobile payment
system according to a first embodiment of the invention.

Figure 2 is a block diagram showing the main elements of a mobile device
shown in Figure 1.

Figure 3, which comprises Figures 3a and 3b, is a flow diagram illustrating the
main processing steps performed by the components in Figure 1 in provisioning a
mobile payment account.

Figure 4, which comprises Figures 4a and 4b, is a flow diagram illustrating the
main processing steps performed by the components in Figure 1 in activating a
provisioned mobile payment account.

Figure 5, which comprises Figures 5a to 5f, illustrates a sequence of screens
displayed by the mobile device to the user during the mobile payment account

activation processing illustrated in Figure 4.
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Figure 6 is a block diagram showing the main components of a mobile payment
system according to a second embodiment of the invention.

Figure 7a is a block diagram showing the main hardware and/or software
elements of a mobile device shown in Figure 6 according to the second embodiment.

Figure 7b is a block diagram showing the main functional elements of the
mobile device shown in Figure 7a according to the second embodiment.

Figure 8 is a flow diagram illustrating the main processing steps performed by
the mobile device of Figures 6 and 7 in a mobile payment process according to the
second embodiment.

Figure 9, which comprises Figures 9a to 9d, is a flow diagram illustrating the
main processing steps performed by the main components of the mobile payment
system of Figure 6 in the step of processing user inputs to activate a payment feature on
the mobile device as illustrated in Figure 7.

Figure 10, which comprises Figures 10a to 10f, illustrates a sequence of screens
displayed by the mobile device to the user during a mobile payment process according
to the second embodiment.

Figure 11, which comprises Figures 11a to 11d, illustrates a sequence of screens
displayed by the mobile device to the user during a process for setting a default mobile
payment account on the mobile device.

Figure 12 is a block diagram showing the main components of a mobile payment
system according to a third embodiment of the invention.

Figure 13 is a block diagram showing the main hardware and/or software
elements of a mobile device shown in Figure 12 according to the third embodiment.

Figure 14, which comprises Figures 14a to 14d, is a flow diagram illustrating the
main processing steps performed by the mobile device of Figures 12 and 13 in a process
for adding an authorized user according to the third embodiment.

Figure 15, which comprises Figures 15a to 15g, illustrates a sequence of screens
displayed by the mobile device to the user during the process of adding an authorized
user according to the third embodiment.

Figure 16, which comprises Figures 16a to 16e, illustrates a sequence of screens

displayed by the mobile device to the user during a process of activating a mobile
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payment account linked to an authorizing user’s primary payment account according to
the third embodiment.

Figure 17, which comprises Figures 17a to 17d, illustrates a sequence of screens
displayed by a portable device to the user during a process of adding an authorized user
using a web interface according to an alternative embodiment.

Figure 18 is a block diagram showing the main components of a mobile payment
system according to a fourth embodiment of the invention.

Figure 19 is a block diagram showing the main hardware and/or software
elements of a mobile device shown in Figure 18 according to the fourth embodiment.

Figure 20 is a flow diagram illustrating the main processing steps performed by
the mobile device of Figures 18 and 19 in a process for applying for a new mobile
payment account product according to the fourth embodiment.

Figure 21, which comprises Figures 21a to 21f, illustrates a sequence of screens
displayed by the mobile device to the user during the process of applying for a new
mobile payment account product; and

Figure 22 schematically illustrates a digital document structure for facilitating
enhanced monitoring and tracking of user navigation through the document, according
to an alternate embodiment of the present invention.

Figure 23 is a block diagram showing the main components of a mobile payment
system according to a fifth embodiment of the invention.

Figure 24 is a block diagram showing the main hardware and/or software
elements of a mobile device shown in Figure 23 according to the fifth embodiment.

Figure 25 is a flow diagram illustrating the main processing steps performed by
the system of Figure 23 in a process for provisioning and activating a mobile payment
account, and for creating, activating and securely registering an associated online
account.

Figure 26 is a flow diagram illustrating the main processing steps performed by
the system of Figure 23 in the process for registering a user online account according to

an embodiment.
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Figure 27, which comprises Figures 27a to 27d, illustrates a sequence of screens
displayed by the computing device to the user during the process of registering a user
online account.

Figure 28, which comprises Figures 28a to 28d, illustrates a sequence of screens
displayed by the mobile device to the user during the process of registering a user online
account.

Figure 29, which comprises Figures 29a to 29d, illustrates a sequence of screens
displayed by the computing device to the user during the process of registering a user
online account according to an alternative embodiment.

Figure 30 is a block diagram showing the main components of a mobile
transaction system according to a sixth embodiment of the invention.

Figure 31 is a block diagram showing the main hardware and/or software
elements of a mobile device shown in Figure 30 according to the sixth embodiment.

Figure 32 is a block diagram showing the main functional elements of the
mobile device shown in Figure 31 according to the sixth embodiment.

Figure 33 is a flow diagram illustrating the main processing steps performed by
the mobile device of Figure 32 in a mobile transaction process according to the sixth
embodiment.

Figure 34 is a block diagram showing the main functional elements of the
mobile device shown in Figure 31 according to a seventh embodiment of the invention.

Figure 35 is a flow diagram illustrating the main processing steps performed by
the mobile device of Figure 34 in a mobile transaction process according to the seventh
embodiment.

Figure 36 is a block diagram of an example of a computer system on which one
or more of the functions of the account management system shown in Figure 1, 6, 12,

18, 23 or 30 may be implemented.
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Detailed Description of Embodiments of the Invention

First Embodiment

[0037] A first embodiment of the invention will now be described for a process
involving a mobile payment system activating the mobile payment account for use on a
user mobile device at a merchant’s electronic point of sale terminal. In this
embodiment, the process includes steps for securely provisioning the mobile payment
account for a user but as those skilled in the art will appreciate, the activation process
may be a separate process operating on mobile payment account data pre-provisioned
on the mobile device.

[0038] Referring to Figure 1, the mobile payment system 1 of the present embodiment
comprises a mobile device 3, a merchant’s electronic Point Of Sale (POS) terminal 5 as
commonly known in the field, and an account management system 7 associated with a
payment account issuer 10. The mobile device 3, merchant’s electronic POS terminal 5,
and the account management system 7 associated with the payment account issuer 10
communicate electronically with one another.

[0039] As will be described below in greater detail, the account management system 7
includes a communications server 13 and a Trusted Service Manager (TSM) server 18
for facilitating communication between the middleware server 16 and the mobile device
3. The payment account issuer 10 includes a payment processing (authorization and
fraud monitoring) system (10a) for authorizing and effecting payment transactions from
payment accounts associated with the payment account issuer 10 in response to
payment transaction instructions received via a payment association network 17.

[0040] In this embodiment, the mobile device 3 and the clectronic POS terminal 5
communicate with one another via a contactless communication link 9. As those skilled
in the art will appreciate, this contactless communication link 9 may be for example a
near field communication (NFC) link, an infra-red and/or optical link (eg. for bar code
scanning), an ultra-sonic link, a radio frequency (eg. RFID) link, a wireless link such as
Bluetooth or Wi-Fi based on the IEEE 802.11 standards, or any other communication

link that does not require direct physical contact. The mobile device 3 communicates
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with the account management system 7 over a cellular telephone network 11 via a
cellular network interface (not shown).

[0041] As shown in Figure 1, the mobile device 3 in this embodiment includes a secure
memory 4 storing wallet application secure data 6 including payment account data for
one or more mobile payment accounts that have been set up on the mobile device 3.
The secure memory 4 is, for example, be a Universal Integrated Circuit Card (UICC)
secure element, any other secure memory configuration, such as an embedded secure
element chip, or as part of a peripheral accessory device to the mobile device 3, such as
a micro Secure Digital card - otherwise known as a micro SD card, as are known in the
art. Other forms of mobile handset software and/or hardware can be implemented to
provide built-in secure electronic wallet functionality for accessing the secure memory
4, including encryption and decryption of the electronic wallet application secure data 6,
as necessary. The mobile device 3 can be configured with built-in functionality
providing access to the secure memory 4 on the Subscriber Identity Module (SIM) card
in the mobile device 3.

[0042] In accordance with the present embodiment, payment account data for a mobile
payment account that is securely stored as wallet application secure data 6 in the mobile
device 3 includes data identifying a user’s account at a payment account issuer 10 from
which funds can be transferred to the merchant bank to complete a transaction via a
payment association network 17. The payment account data can additionally include
data defining an amount of pre-paid funds that have been transferred from the user’s
payment account issuer 10 to that mobile payment account. In this way, the electronic
wallet can include a payment account linked to multiple funding sources, such as a pre-
paid account, deposit account and/or credit account. As an alternative, the electronic
wallet can include a plurality of mobile payment accounts, each linked to a respective
funding source. The mobile payment account can be provisioned for the user by the
account management system 7.

[0043] The mobile device 3 also includes a wallet application module § storing
computer-implementable processing instructions used to control the operation of the
mobile device 3, for example to 1) request creation of a new mobile payment account, ii)

handle a secure mobile payment account activation process, and/or iii) process a
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transaction with a merchant via the electronic POS terminal 5 to effectively transfer
funds from the mobile payment account on the mobile device 3 to the merchant. The
wallet application module 8 can be implemented as one or more software components
of an operating system running on the mobile device 3 or implemented as one or more
separate software applications installed on the mobile device 3. Such software
applications may be configured to run as background applications on the mobile device
3 that monitor receipt of messages or events and activate upon receipt of appropriate
messages or events so as to carry out the above operations. The software applications
can alternatively be launched by the user. Alternatively, as shown in Figure 1, the
wallet application module 8 can be stored in the secure memory 4, and loaded into a
virtual machine of the mobile device 3 to provide the functionality of the present
embodiment.

[0044] Before the user can use the mobile device 3 to carry out transactions with a
merchant electronic POS terminal 5, a new mobile payment account is provisioned for
the user, for example in response to a user requesting a new mobile payment account
via the mobile device 3. Payment account data may be created by the account
management system 7 for a new mobile payment account, and the account management
system 7 can be arranged to immediately transmits the payment account data 6 to the
mobile device 3 for storage in the secure memory 4 of the mobile device 3. As those
skilled in the art will appreciate, this is just one way in which an inactive mobile
payment account can be provisioned on the mobile device 3 and any other method of
delivery is envisaged. A notification message may be displayed by the mobile device 3
to alert the user that the mobile payment account is ready but requires authentication via
the mobile payment account module 8 before the mobile payment account can be
activated.

[0045] A secure activation process is then carried out between the mobile device 3 and
the account management system 7 to authenticate the identity of the user trying to
activate the new mobile payment account. Once the authentication is successful, the
account management system 7 activates the mobile payment account. The activated
mobile payment account data stored in the secure memory 4 of the mobile device 3 can

then be used to carry out transactions with a merchant electronic POS terminal 5 via the
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contactless communication link 9, whereby a requested amount of funds can be
transferred from the mobile payment account stored in the mobile device 3 to the

merchant’s bank 12.

Account Management System

[0046] The account management system 7 in the mobile payment system 1 will now be
described in more detail with reference to Figure 1, which shows the elements of the
account management system 7 used in this embodiment. As shown, the account
management system 7 may include a communications server 13, a middleware server
16, an account creation server 201 and a Trusted Service Manager (TSM) server 18,
which communicate electronically with one another. In this embodiment, the servers
communicate with one another via secure network links, for example over a private
Local Area Network (LAN), a VPN connection, or other dedicated secure connection.
It is appreciated that, although the components of the payment account system in this
embodiment are provided as separate servers, one or more of the servers could be
provided as software and/or hardware modules in the same server.

[0047] As shown in Figure 1, data can be communicated between the mobile device 3
and the middleware server 16 over the cellular telephone network 11 via a cellular
telephone network interface 14 of the communications server 13. The TSM server 18
performs logical data preparation of the data to be communicated to the mobile device
by forming appropriate commands to be written to the secure element 4 of the mobile
device 3. The precise form of the data depends on the particular implementation of the
secure clement 4 of the mobile device 3 and/or the payment association scheme
program for facilitating payment. The TSM server 18 can also perform encryption of
the sensitive payment account information in the mobile payment account data. The
TSM server 18 then passes the encrypted data to the mobile device 3 wvia the
communications server 13 and the cellular telephone network 11.

[0048] As part of the account activation process which will be described in more detail
below, the communications server 13 may receive a request for activation of a new
mobile payment account from the mobile device 3 and, in response, passes a request to
the middleware server 16 to initiate the activation process for a new mobile payment

account. The middleware server 16 also maintains a state of the mobile payment
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account for servicing throughout the account activation processes. The middleware
server 16 may also performs event and notification handling to the other servers in the
account provisioning system 7 throughout the account activation processes.

[0049] If creation of a new mobile payment account is required, the middleware server
16 may initiate a provisioning process by sending an instant provisioning request to the
account creation server 99 via a secure network communication link, such as a web
services communication link. As is known in present payment account systems, the
account creation server 99 establishes an account at a payment account issuer 10 in
response to receiving an instant provisioning request. This process typically involves
passing account details from the instant provisioning request to the payment account
issuer 10, or any other known card payment account processing platform (pre-paid,
credit deposit), to establish a new account at the payment account issuer 10. Once the
new account has been established by the payment account issuer 10, the account
creation server 99 may receive an embossing data file from the payment account issuer
10 which would typically be used to create a physical plastic payment card for the user.
The account creation server 99 creates the mobile payment account data including data
from the embossing data file received from the payment account issuer 10 as well as
additional data pertaining to the mobile device 3 and to the mobile user requesting the
new account which will be used in the mobile account activation process.

[0050] The mobile payment account data is then be passed to the TSM server 18 via the
middleware 16, which performs logical data preparation of the received mobile payment
account data by forming appropriate commands to be written to the secure memory 4 of
the mobile device 3. As those skilled in the art will appreciate, the precise form of the
data may depend on the particular implementation of the secure memory 4 of the mobile
device 3 and/or the payment association scheme program for facilitating payment. The
TSM server 18 can also perform encryption of the mobile payment account data , for
example of the sensitive payment account information in the mobile payment account
data such as the payment keys. The TSM server 18 may then passes the encrypted
payment account data of the provisioned inactive mobile payment account to the mobile

device 3 via the communications server 13 and the cellular telephone network 11.
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[0051] As will be described below, the middleware server 16 also handles
authentication of the mobile user through validation messages communicated between
the mobile device 3 and the middleware server 16 via the communications server 13.
The middleware server 16 stores validation data pertaining to the mobile user requesting
the new account until the mobile payment account has been activated. Alternatively or
additionally, the validation data may be stored and provided by the payment account
issuer 10 or by a third party system (not shown). The validation data may be in the form
of identification and validation (ID&V) questions and answers, based on ID&V
information associated with the mobile payment account which is stored on the
middleware server 16 or payment account issuer 10, and/or based on additional ID&V
information provided by a third party. The ID&V information may include publicly
available information that only the user would know to be the answers, and therefore the
ID&V information does not need to be transmitted over the air nor made available
through the account authentication application on the mobile device 3. After the
middleware server 16 and the payment account issuer 10 authenticate the mobile user,
the mobile payment account is then activated by the middleware server 16 and the
payment account issuer 10 to enable payments to be made from the mobile payment
account.

[0052] The communications server 13 also includes a separate TSM unit 15 for
establishing a trusted communication channel with a mobile device 3 via the cellular
telephone network 11, and for securely routing the data to the mobile device 3. In the
above example, the TSM unit 15 in the communications server 13 would not access any
of the sensitive portions of the encrypted data that are routed to the mobile device 3 via
the cellular telephone network interface 14. It is appreciated that the functionality of the

TSM unit 15 can be integrated with the cellular telephone network interface 14.

Mobile Device

[0053] Figure 2 shows the clements of the mobile device 3 according to the first
embodiment of the present invention. In this embodiment, the mobile device 3 is a
mobile handset. As shown in Figure 2, the mobile handset operating system and
hardware 28 includes a controller 21 for controlling the mobile device 3, and a user

interface 22 arranged to process inputs from a keypad 23 and to control output on a
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display 25. The keypad 23 and display 25 can be provided as separate hardware entities
of the mobile device 3, or alternatively, as an integrated entity such as a touch sensitive
display screen user interface. The mobile device 3 can also include components
included in commonly known mobile handsets, such as a microphone, an earpiece
speaker, a camera, and/or a GPS sensors/receiver etc., which are not shown. A working
memory 27 is provided for use by the handset operating system and hardware units 28.
[0054] Software and data are transferred via the cellular network interface 33 or via a
different data communication link interface 71 in the form of signals 72, which can be
electronic, electromagnetic, optical, or other signals capable of being received by the
data communication link interface 71 via a communication path 73 that carries the
signals and can be implemented using wire or cable, fiber optics, a physical phone line,
a wireless link, a radio frequency link, or any other suitable communication channel,
including any combination of suitable communication channels. The communication
path 73 can be linked or merged with the communication path from the cellular network
interface 33 to the cellular telephone network 11.

[0055] As mentioned above, the mobile device 3 includes a secure memory 4. The
mobile device 3 is operable to receive the wallet application secure data 6, including the
payment account data, and activation request messages from and send validation
messages to the account management system 7 via a cellular telephone network
interface 33 and the cellular telephone network 11. The mobile device 3 is also
operable to store the received wallet application secure data 6 in the secure memory 4.
The mobile device 3 is also operable to receive transaction authorization request
messages from and send authorization messages to the merchant’s POS terminal 5 via a
contactless communications link interface 37 and the contactless communications link
9. Communication between a POS terminal 5 and the mobile device 3 can involve
transmission of data in a single direction from the mobile device 3 to the POS terminal
5, depending on an implemented protocol (such as the protocols used by the
DISCOVER ZIP™, MasterCard PayPass'™, Visa Paywave'™ and AMEX
ExpressPay'™ cashless payment systems).

[0056] The mobile device 3 includes a wallet application module 8 as mentioned above,

which stores processing instructions used to control the operation of the mobile device 3
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to perform the various mobile payment account processes, as will be described in detail
below. The payment account application wallet module 8 includes an account creation
sub-module (not shown) which stores processing instructions to create a request for a
new mobile payment account if desired, in response to user input from the user interface
22. The request may be transmitted to the account management system 7 via the
cellular telephone network interface 33. The payment account wallet application
module 8 also includes an account activation sub-module (not shown) which stores
processing instructions used to carry out a secured account validation and activation
process in response to user input from the keypad 23 and account activation request
messages received from the account management system 7 via the cellular telephone
network interface 33. The payment account module 8 also includes a transaction
authorization sub-module (not shown) which stores processing instructions used to
control the operation of the controller 21 to carry out and authorize a transaction in
response to user input from the keypad 23 and transaction authorization request
messages received from the merchant’s POS terminal 5 via the contactless
communications link interface 37. The mobile payment wallet application module 8
may be configured to store a plurality of wallet screens 24 and an account access screen
26-1 which may be output on display 23 of the user interface 22 to facilitate user
interaction with the mobile payment wallet application module 8. The mobile payment
wallet application module 8 may also store one or more non-payment application
modules 29 including processing instructions used to control the operation of the mobile
device 3 to perform other non-payment related processes. As those skilled in the art
will appreciate, although the above discussed functionality is described as being
provided by a single mobile payment wallet application module 8 on the mobile device
3, as an alternative, the validation and authentication functionality may be provided as a
account authentication application separate from the transaction authorization
functionality provided as a transaction processing application, for example.
Additionally, the account authentication application and the transaction processing
application may be prepared by the TSM server 18 of the account management system 7
and transmitted for storage in the mobile device 3 via the communications server 13 in

advance of the account activation process. As yet a further modification, those skilled in
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the art will appreciate that the payment account module 8 may instead provided as one
or more hardware and/or software components of the mobile device 3.

[0057] Also schematically illustrated in the exemplary embodiment of Figure 2 are a
plurality of security domains which can be implemented in the secure memory 4 of the
mobile device 3. The secure element 4 is advantageously implemented to be compliant
with one or more specifications of a standard infrastructure in order to facilitate
communication of data and messages between the mobile device 3 (and the secure
clement 4) and other entities in the mobile payment system 1. For example, and in
accordance with a preferred embodiment, the secure element 4 is compliant with the
known GlobalPlatform Card Specifications (for example the “GlobalPlatform Card
Specification 2.2”, March 2006, which is incorporated herein by reference), and
accordingly includes a plurality of security domains for facilitating control of the
management of and accessibility to executable operations and sensitive data associated
with specific areas of the secure element 4 by the various entities in the mobile payment
system 1. The GlobalPlatform Card Specifications (for example the “GlobalPlatform
Card Specification 2.2”7, March 2006) define a hierarchical arrangement of security
domains, each defining functionality and data that can be accessed by a respective
associated entity, for example, cryptographic keys or certificates, that can be used to
support secure channel protocol operations between the mobile device 3 and the entity
or entities associated with that particular security domain, and/or to authorize secure
element 4 content management functions.

[0058] As shown in the exemplary embodiment of Figure 2, an issuer security domain
31 associated with a particular mobile network operator, includes a wallet security
domain 32 associated with the payment account issuer 10, a Controlling Authority (CA)
security domain 34 associated with a controlling authority in the mobile payment
system 1, and a Supplementary Security Domain (SSD) code 35 associated with an
intermediate security domain (not shown) to manage card content and perform
cryptographic services for confidentiality. The wallet security domain 32 in this
exemplary embodiment includes the securely stored wallet application secure data 6,
which include data for use by the wallet application module 8. The wallet security

domain 32 also includes an issuer security domain 36 and one or more optional other
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service provider security domains 37. The issuer security domain 36 includes an issuer
applet package 38, an issuer applet 39, and one or more payment applet instances 40
which enable the transaction processing functionality using an activated mobile
payment account. The payment security domain 32 may also include a Proximity
Payment System Environment (PPSE) package or application 41, defining application
functionality associated with transaction processing functionality and, in particular, for
handling communications with a contactless reader of the POS terminal 5 to identify
which of the one or more mobile payment accounts is to respond.

[0059] The wallet security domain 32 also includes a PPSE controller instance 42 for
accessing the application functionality in the PPSE package 41 to facilitate an additional
application layer level of control of the transaction processing functionality between the
one or more payment applet instances 40 and the contactless communication link
interface 37. In particular, the PPSE package 41 and PPSE controller instance 42 are
advantageously provided where the mobile device 3 stores a plurality of mobile
payment accounts and operates to communicate with the NFC reader of the merchant
POS terminal 5 to control which one of the payment applet instances 40, associated with
a respective mobile payment account stored on the mobile device 3, is to respond back
to the POS reader

[0060] Each security domain is associated with one or more respective entities in the
mobile payment system 1 depending on the particular business model that is
implemented by the mobile payment system 1. The specific implementation details of
the various security domains for compliance with the GlobalPlatform Card
Specifications are beyond the scope of this application and will be apparent to the
skilled reader. The mobile device 3 also includes one or more other third party
application modules 44 stored in the secure memory 4, for example an application
module related to third party loyalty scheme. The secure memory 4 also stores a UICC
applet 45 which is an application to manage and hold the mobile network operator's
functionality and secure information, such as a network key and GSM (Global Systems

for Mobile Communications) PIN (Personal Identification Number).
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Account Activation Process

[0061] A brief description has been given above of the components forming part of the
mobile payment system 1 of this first embodiment. A more detailed description of the
operation of these components in this embodiment will now be given for an example
computer-implemented mobile payment account provisioning process in a situation
where a user wishes to request a new mobile payment account via the mobile device 3,
with reference to the flow diagram of Figure 3, which comprises Figures 3a and 3b. As
mentioned above, this process may not be necessary if data for an inactive mobile
payment account has already been provisioned on the mobile device 3 by another
method.

[0062] As shown in Figure 3, the automated process begins at step S3-1 where the
middleware server 16 in the account provisioning system 7 may receive a request for a
new mobile payment account from the mobile device 3 via the communications server
13, the request including data identifying the mobile device 3 and details entered by the
user for provisioning the new mobile payment account. As is common under normal
and customary banking processes and systems, the details may include for example the
user’s name, address and birth date. Next, at step S3-3, the middleware server 13 may
initiate an account provisioning process for a new mobile payment account and sets the
servicing state of the new mobile payment account to “Inactive” to indicate that the
account has just been created and has yet to be transmitted to the mobile device 3 for
authentication and activation. A mobile payment account with an “Inactive” state is not
available for use by the mobile device 3 to carry out transactions. The middleware
server 13 may be configured to store a database of created accounts to maintain the
respective states for provisioning.

[0063] As part of the account provisioning process if necessary, at step S3-5, the
middleware server 16 may send an instant mobile account provisioning request (which
includes the data identifying the mobile device 3 and the user details) to the account
creation server 201. At step S3-7, the account creation server 201 may extract the user
details from the received instant mobile account provisioning request and sends the
extracted user details to the payment account issuer 10 to establish a new account at the

payment account issuer 10. At step S3-9, the account creation server may receive an
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embossing data file for the new account from the payment account issuer 10 after the
new account has been established at the payment account issuer 10. At step S3-11, the
account creation server 201 may then create mobile payment account data for a new
mobile payment account based on the received embossing data file. The new mobile
payment account data includes the data identifying the mobile device 3 received in the
instant mobile account provisioning request.

[0064] At step S3-13, the account creation server 201 may then send the mobile
payment account data for the new provisioned mobile payment account to the TSM
server 18 via the middleware server 16. At step S3-15, the TSM server 18 may prepare
the mobile payment account data for transmission to and storage on the mobile device 3.
This may involve logical data preparation of the mobile payment account data 6 by
forming appropriate commands to be written to the secure memory 4 of the mobile
device 3. At step S3-17, the TSM server 18 may also perform encryption of the
sensitive payment account information in the mobile payment account data such as the
payment keys, if necessary. This encryption may be performed based on known
software and/or hardware functionality of the mobile device 3. At step S3-19, the TSM
server 18 may send the encrypted payment account data to the mobile device 3 via the
communications server 13 and the cellular telephone network 11, and at step S3-21, the
mobile device 3 may store the received payment account data of the mobile payment
account in the secure memory 4.

[0065] As the provisioned mobile payment account is not activated at this stage, at step
S3-23, the mobile device 3 displays an indication to notify the user that a mobile
payment account has been provisioned and is ready for activation. At step S3-25, the
middleware server 16 carries out a user authentication and account activation process as
will be described below, to activate the mobile payment account stored on the mobile
device 3 ready for use by the transaction authorization sub-module 45, as well as to
update the activation state of the mobile payment account at the account management

system 7 and/or the payment account issuer 10.

Account Activation Process

[0066] An example of a process flow of the mobile payment system 1 for handling a

user authorization and mobile account activation process between the account
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management system 7 and the mobile device 3 will now be described with reference to
the flow diagram of Figure 4, and also Figure 5, which comprises Figures 5a to 5f,
illustrating a sequence of exemplary display screens that are presented to the user on the
mobile device 3 in the transaction authorization process. As shown in the exemplary
display screen 51-1 in Figure 5a, an indication 53 that a mobile payment account is
ready for activation is provided on the icon 55 for the account authentication
application. The user launches the account authentication application, which begins the
automated account activation process at step S4-1 by establishing a secure
communication session between the mobile device 3 and the middleware server 16 via
the communications server 13. At step S4-3, the middleware server 16 receives a
request to activate a selected provisioned mobile payment account via the secure
communication session. Figure 5b shows an example display screen 51-2 which is
displayed by the account authentication application for the user to select an account to
activate from a list of mobile payment accounts that are ready to be activated. As the
selected mobile payment account is a newly provisioned mobile payment account, the
requirement to enter a security Personal Identification Number (PIN) to enable access to
payment is disabled. The middleware server 16 and payment account issuer 10 then
carry out an automated authentication of the mobile user associated with the selected
mobile payment account, based on the stored validation data. In this embodiment, the
authentication involves the middleware server 16 sending an ID&V question to the
mobile device 3 via the secure communication session at step S4-5, and receiving and
validating the user response to the transmitted ID&V question at step S4-7.

[0067] Additionally, those skilled in the art will appreciate that the level of security can
be controlled and determined based on a risk profile for the mobile user. For example, a
user that is requesting a mobile payment account for the first time may be classified as a
high risk user and accordingly may be presented with a plurality of ID&V questions, for
example three questions using validation information sourced from a third party to
verify the user’s identity with a higher level of confidence. Such ID&V questions may
for example be of the form “Where did you live in 1994?”, where the questions may be
generated based on ID&V information obtainable from public records but where the

user is the only person likely to know the answers. As mentioned above, the ID&V
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information itself need not be transmitted by the account management system 7 over the
cellular telephone network 11, and the ID&V questions and answers are never
transmitted together in the same message, thus reducing the risk of identity theft and
fraud.

[0068] A user may, on the other hand, be classified as a low risk user for example if that
user is requesting an additional mobile payment account and therefore would already be
registered on the account management system 7 and the payment account issuer 10, or
for example may have a mobile device and/or software that facilitates a more secure
communication link with the account management system 7. For a low risk user, a less
complicated authentication process could be used, for example involving a single ID&V
question based on user details previously provided to the account management system
7.

[0069] Therefore, at step S4-9, the middleware server 16 determines if another ID&V
question is to be transmitted to the mobile device 3, and if so, steps S4-5 and S4-7 are
repeated for the additional ID&V question. Figure 5c illustrates three exemplary
display screens 51-3, 51-4, 51-5 that are displayed to the user in sequence to facilitate
input of answers to the ID&V questions which are transmitted back to the middleware
server 16 for validation. The middleware server 16 may be configured to permit a
predetermined number of incorrect answers before terminating the authentication and
activation process, and requiring the user to resolve the activation process by
conventional methods such as calling customer support for the account activation
System.

[0070] The use of ID&V questions and validation of received answers advantageously
provides an additional measure of security against identification theft on top of the
secured communication channels that are in place, particularly because the present
invention allows for real-time activation of a mobile payment account directly from a
user’s mobile device 3. For example, account creation may be requested immediately
after the user has purchased the mobile phone or at any later time where the user may be
in a public environment and at risk of a fraudster observing as the user enters his or her
identification details into the mobile device 3. More devious methods for theft of input

identification details may involve hacking or eavesdropping of the secured



10

15

20

25

30

WO 2012/042262 PCT/GB2011/051839

28

communication channels between the mobile device 3 and the account management
system 7. The automated user authentication steps of the account activation process
advantageously reduce the risk of identity theft because a fraudster is prevented from
unauthorized usage of a mobile payment account merely from any stolen answers to
ID&V questions as the data that is transmitted (which may be sensitive data such as the
user’s social security number or date of birth) does not facilitate actual payment from an
activated mobile payment account which is typically enabled by user entry of a correct
PIN. The present invention further advantageously provides for this secure
implementation while at the same time minimizing the delay in activating a provisioned
mobile payment account so that a user can effectively activate a provisioned mobile
payment account in real time.

[0071] When the middleware server 16 determines at step S4-9 that no further ID&V
questions are required and the identity of the mobile user has been automatically
authenticated by validation of each the received user responses as compared to the
stored validation data, the middleware server 16 may then wait for confirmation from
the mobile device 3 that the user has agreed to the mobile payment account terms and
conditions, at step S4-11. As shown in Figure 5d, this may involve a display screen 51-
6 on the mobile device 3 prompting the user to view account agreement documentation
on the mobile device 3 itself, for example by pressing a button 63-1 labeled “On
Handset”, or to view the documentation online via a web browser, for example by
pressing a button 63-2 labeled “View online”. Alternatively or additionally, the user
may request that the account agreement documentation be sent by e-mail. The user
preference for viewing the account agreement documentation may be stored on the
mobile device 3 for a later account activation process for additional mobile payment
accounts. In an example, once the user has read and agreed to the mobile payment
account terms and conditions set out in the account agreement documentation, the user
may press the OK button 63-3 and the account authentication application sends a
confirmation message back to the middleware server 16. As an alternative, the user
may not be required to provide confirmation of agreement to any terms and conditions
and may instead simply be provided with a welcome greeting screen to inform the user

that he or she has been successfully authenticated with the account management system
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7. As yet a further alternative, if terms and conditions are not been delivered to the
mobile device in the above exemplary way, the account management system 7 may be
arranged to dynamically ensure delivery of the account agreement documentation to the
user by any other suitable method of delivery.

[0072] After the middleware server 16 has received confirmation at step S4-11 as
necessary, then at step S4-13, the TSM server 18 systematically generates an unblock
command which is sent back to the mobile device 3, via for example the TSM unit 15 of
the communications server 13. In response to receiving the unblock command, the
middleware server 16 changes the state of the mobile payment account to “Issuer PIN
Unblocked” at step S4-15. Then, at step S4-17, the mobile device 3 prompts for and
receives a PIN input by the user for the mobile payment account, and additionally, may
also prompt for and receive a user input secret word for the mobile payment account.
As shown in Figure 5e, a display screen 51-7 may be displayed by the account
authentication application of the mobile device 3 to prompt the user to set a PIN for the
mobile payment account in a first input field 68-1, to confirm the PIN in a second input
field 68-2. The user may additionally be prompted to input a secret word in a third
input field 68-3. Requiring user input of a secret word may be further advantageously
used to prevent phising for sensitive information and to guard against counterfeit
applications. The mobile device 3 may store the user input issuer PIN for the mobile
payment account in the payment account data 6 stored in the secure memory 4 so that
the information is only known and accessible by the user. The stored user PIN for a
mobile payment account may subsequently be required to be input by the user when
executing the mobile payment wallet application 8 that is to access the payment account
data 6 for the mobile payment account at a later time. At step S4-19, the mobile device
3 notifies the middleware server 16 that an issuer PIN for the mobile payment account
has been set by the user on the mobile device 3. In response, at step S4-21 the
middleware server 16 activates the mobile payment account, and at step S4-23, updates
the state of the mobile payment account to “Active”. Figure 5f illustrates an example
display screen 51-8 of the mobile device 3 informing the user that the provisioned
mobile payment account is active and ready for use to carry out transactions with a

merchant. The TSM server 18 may then transmit a message to the mobile device 3 to
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activate the transaction processing application if necessary, for example if this is the

first time the user has activated a mobile payment account.

Second Embodiment

[0073] A second embodiment of the invention will now be described for a process for
conducting a payment transaction using a mobile device at a merchant’s electronic point
of sale terminal, using corresponding reference numerals to those of preceding figures
where appropriate for corresponding elements. Referring to Figure 6, the mobile
payment system 201 according to the second embodiment comprises a mobile device 3,
a merchant’s electronic Point Of Sale (POS) terminal 5 as commonly known in the
field, and a account management system 7 associated with a payment account issuer 10,
as discussed in the embodiment above.

[0074] As shown in Figure 6, the mobile device 3 in this embodiment also includes a
secure memory 4 storing wallet application secure data 6 for one or more mobile
payment accounts that have been set up on the mobile device 3. In this embodiment,
the mobile device 3 includes a payment account wallet application module 8 that is not
stored in the secure memory 4, the payment account wallet application module 8 storing
processing instructions used to control the operation of the mobile device 3.

[0075] Figure 7, which comprises Figures 7a and 7b, shows the elements of the mobile
device 3 according to the second embodiment of the present invention. As shown in
Figure 7, the mobile device 3 is a mobile handset including components as described in
the embodiment above.

[0076] In this embodiment, the mobile device 3 further includes a payment shortcut
module 19 that provides a shortcut to the payment feature within the mobile payment
wallet application module 8. The shortcut may be implemented as processing
instructions that link to the processing instructions of the transaction authorization sub-
module.  Alternatively, the payment shortcut module 19 may comprise separate
processing instructions used to control the operation of the controller 21 to carry out and
authorize a transaction in response to user input from the user interface 22. Provision of
the payment shortcut module 19 advantageously enables an improved user interface for
the transaction payment process that expedites the purchase process at a POS terminal 5

as the user avoids having to navigate through multiple wallet screens of the mobile
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payment wallet application module 8 to authorize a payment transaction from the
electronic wallet.

[0077] In an embodiment, the mobile payment wallet application module 8 may
facilitate user navigation from any one of the wallet screens 24 to the main menu wallet
screen 26-2. As those skilled in the art will appreciate, such navigation to the main
menu wallet screen 26-2 may be direct or via one or more intermediary wallet screens
24. In this way, even though a user may have accessed the payment features of the
wallet application module directly using the wallet application payment shortcut module
19 of the present invention, the user may be able to navigate to any other wallet screen
24 of the mobile payment wallet application module 8.

[0078] Also schematically illustrated in the exemplary embodiment of Figure 7a are a
plurality of security domains which may be implemented in the secure memory 4 of the
mobile device 3. The security domains serve to segment the management and
accessibility of various parties' functionality and sensitive data as will be apparent to
those skilled in the art. As shown in Figure 7a, an issuer security domain 31 may
include a payment security domain 32, a Controlling Authority (CA) security domain
34, and a Supplementary Security Domain (SSD) code 35. The payment security
domain includes the wallet application secure data 6, along with an issuer security
domain 36 and one or more optional other service provider security domains 37. The
issuer security domain 36 may include an issuer applet package 38, an authentication
applet instance 46, and one or more payment applet instances 40 which enable the
transaction processing functionality using an activated mobile payment account. The
payment security domain 32 may also include a Proximity Payment System
Environment (PPSE) package (module) 41, a PPSE controller instance 42 for
facilitating the transaction processing functionality between the payment applet
instances 40 and the contactless link interface 47, and a payment package 43.

[0079] The mobile device 3 may also include one or more other third party application
modules 44 stored in the secure memory 4, for example an application module related to
third party loyalty scheme. The secure memory 4 may also stores a UICC applet 45
which is an application to manage and hold the mobile network operator's functionality

and secure information, such as a network key and GSM PIN.
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[0080] Figure 7b is a block diagram showing the main functional elements of the
mobile device when configured to execute processing instructions of the payment applet
40 and the authentication applet 46, according to an embodiment of the invention. As
will be discussed in greater detail below, the mobile payment wallet application module
8 may call the payment applet instance 40 to conduct a payment transaction process for
example when a user waves the mobile device 3 past the contactless communication
interface of the POS terminal 5. As shown in Figure 7b, in this embodiment, the
payment applet 40 may provide functional elements for authorizing a transaction 40-1,
generating an authorization request 40-2, transmitting an authorization request 40-3 and
displaying confirmation of a completed payment transaction 40-4, for example. The
payment applet 40 may call the authentication applet instance 46 to process, authorize
and allow a payment transaction to proceed. The authentication applet 46 tells the
payment application if the PIN has been set and if it will allow the transaction to
proceed based upon various PIN entry flags. As shown in Figure 7b, the authentication
applet 46 may also provide functional elements for updating the PIN 46-1, locking the
PIN 46-2, obtaining a user defined security word 46-3 from the secure data 6, checking
if the PIN is currently writeable 46-4, verifying the PIN 46-5, setting a PIN-verified flag
46-6, clearing a PIN-verified flag 46-7, resetting the PIN 46-8, updating the security
word 46-9, updating the Risk flag 46-10, resetting the Risk flag 46-11 and retrieving the
PIN-verified flag 46-12. Functional elements 46-1 to 46-7 and 46-11 are typically
called by the mobile payment wallet application module 8, as will be described below.
Functional elements 46-8 to 46-10 may be called by the account management system 7,
for example from the middleware server 16 via the TSM server 18 in the form of APDU
commands to execute in the secure element for remotely setting the PIN risk flag 103,
as will be described below. Functional elements 46-12, as well as 46-7, are typically
called by the payment applet 40.

[0081] The authentication applet 46 maintains a PIN entry flag 101 for the state of PIN
entry, a PIN risk flag 103, a security word 105, a PIN locked state 107 (from an issuer
perspective) and a PIN-verified flag 109, which are stored securely as wallet application
secure data 6 in the secure memory 4 of the mobile device 3. In this embodiment, the

PIN risk flag 103 is provided as an indication that an incorrect PIN was previously
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entered on the handset and therefore advantageously facilitates prevention of fraud from
the issuer perspective, because the customer can be forced to enter a PIN effectively by
setting the PIN risk flag 103. The PIN risk flag 103 further allows for flexibility in not
forcing a PIN for low dollar transactions while keeping control over the use of the
mobile payment account. Transactions may be allowed to continue uninterrupted unless
certain conditions arise requiring PIN verification, which may include for example:

- An authorization message includes indication that incorrect PIN was previously
entered and no correct PIN was provided for this transaction (as those skilled in the art
will appreciate, this is possible for example with option 2 for dCVV); in such an
instance, the middleware server 16 can choose to decline the payment transaction.

- Built-in logic to prompt for PIN entry if PIN was previously entered incorrectly
or a configurable number of times without a PIN.

- Built in logic to detect remote set PIN entry required for next transaction.

[0082] For example, when the PIN risk flag 103 is set to true, the authentication applet
46 may cause the payment applet 40 to raise itself asking for PIN entry via a NFC push
request. This condition would send an error to the payment applet 40 to not allow a
transaction at this time. Upon successful PIN entry, the PIN risk flag may be reset since
the customer has successfully entered the PIN and thereby allowing the transaction to be
made by the next wave and invocation of the payment applet 40. In effect, the PIN
entry flag would be communicated from the authentication applet 46 to the payment
applet 40 and through a payment authorization request to a merchant payment
transaction authorization system via the electronic POS terminal 5, as is commonly
known. The merchant’s authorization system would then send the PIN entry
information to for example a fraud/risk assessment unit (not shown) of the middleware
server 16 to reset the PIN risk flag 103, as will be described in more detail below.

[0083] As those skilled in the art will appreciate, as an alternative, the processing
instructions and functionality of the payment applet 40 and the authentication applet 46
may instead be provided as a single applet within the secure element 4. As yet another
alternative, a plurality of applets may be included within the secure element 4 providing
the functionality of embodiments of the present invention according to any desired

bundling or collection of the respective processing instructions.
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Payment Transaction Process

[0084] A brief description has been given above of the components forming part of the
mobile payment system 201 of this second embodiment. A more detailed description of
the operation of these components in this embodiment will now be given with reference
to the flow diagrams of Figure 8 and 9, for an example computer-implemented mobile
payment transaction process using the mobile device 3 configured with one or more
activated mobile payment accounts. Reference is also made to Figure 10, which
comprises Figures 10a to 10f, schematically illustrating exemplary display screens that
may be presented to the user on the mobile device 3 in a payment transaction process.

[0085] As shown in Figure 8, the process begins at step S8-1 where the mobile device 3
receives a user input to unlock the handset, if the handset is in a locked state. At step
S8-3, the mobile device 3 receives a user input selection of an application icon 53 for
the wallet application payment shortcut module 19, instead of the application icon 55
for the fully featured wallet application module 8. The user selection may be input for
example via the mobile handset touch sensitive display screen 23 of the user interface
22. As those skilled in the art will appreciate, Figure 10a illustrates an exemplary
display 51-21 of user selectable icons for the various applications stored on the mobile
handset and many other known arrangements will be apparent depending for example
on the operating system and hardware of the mobile handset. In response to receiving
the user input selection, the mobile device 3 launches the shortcut application and
executes the processing instructions. In an embodiment, the processing instructions
define a link to the processing instructions of the transaction authorization sub-module.
In this way, at step S8-7, the user is directly presented with a wallet screen 55 for
facilitating activation of the payment feature from the electronic wallet on the mobile
handset, without having to navigate through menus and options of the main wallet
application module 8 in order to find the activation wallet screen. Once the payment
feature of a selected mobile payment account has been activated on the mobile device 3,
the mobile device 3 can be used to conduct a payment transaction with the merchant
electronic POS terminal 5 via the contactless communication link 9. In response to the

user waving the mobile device 3 past a contactless communication interface of the POS
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terminal 5, the mobile device 3 effects a payment transaction from the selected mobile
payment account and outputs confirmation of the payment transaction once completed
at step S8-9.

[0086] Figure 9, which comprises Figures 9a to 9d, illustrates the main processing steps
performed by the main components of the mobile payment system 201 in the above
steps S8-7 and S8-9 illustrated in Figure 8. As shown in Figure 9, processing user
inputs to activate the payment feature on the mobile handset may start at step S9-1 with
the wallet application module 8 calling the authentication applet instance 46 to check a
PIN entry mode as set by the user. In this embodiment, the customer is able to make
“tap and go” purchases for low dollar transactions. However, customers may elect to
have a PIN set for all transactions. Therefore, a PIN mode is required for detecting this
preference. The user selected configuration for the use of PIN, for example via the
wallet application module 8, supports two PIN modes:

- an “Always Required” mode, which results in no valid authorization request
being transmitted from the mobile device 3 if a PIN is not entered. In this mode, the
user will be required to successfully verify their PIN in order to process a valid
transaction, regardless of whether the transaction value is high or low.

- an “Only As Necessary” mode, which results in an authorization request that has
indication of successful user PIN entry being generated and transmitted by the mobile
device 3, and authorization decisioning may then be performed for example at the
middleware server 16 based on other factors such as a transaction risk level (i.e. taking
into consideration if the value of the payment transaction is above a threshold value,
such as $50).

[0087] If the mobile device 3 determines that the PIN mode is set to “Always Required”
at step S9-1, then at step S9-3, the mobile device 3 prompts the user for entry of a PIN.
As schematically illustrated in Figure 10b, the mobile device may display a wallet
screen 51-22 which includes a prompt and a password field 68-11 for the user to enter a
PIN and may also include a prompt for the user to change a selected one of the mobile
payment accounts stored in the mobile handset as described above. The mobile
payment wallet application module 8 may provide separate wallet screens 24 for

facilitating user setting of a particular mobile payment account that is to be displayed as
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a selected payment account by default, as indicated by a selected account indication 68-
12 for the default account. Figure 10c shows an exemplary wallet screen 51-22
displaying a different selected account indication 68-13 after the user has selected a
different mobile payment account 68-13 for conducting the subsequent payment
transaction. User configuration of the default selected mobile payment account may be
facilitated by wallet screens 24 accessible from the main menu wallet screen 26-2 for
example, for accessing and changing mobile payment account details. Figures 11a to
11d show an exemplary sequence of wallet screens for accessing details for credit
account linked with the mobile payment account, and for setting the credit account as
the default payment method so that the credit account is displayed as the selected
payment account by default.

[0088] At step S9-5, the mobile device 3 checks if user input of an entered PIN has
been received, for example via the wallet screen 51-22. As those skilled in the art will
appreciate, the entered PIN in the password field 68-11 may be masked on the displayed
screen with hidden characters as the user inputs cach character or number.
Additionally, the user’s sensitive mobile payment account details, such as card
numbers, expiration dates and CVV codes, are encoded in the wallet application module
8 and never displayed on-screen, thereby further reducing the risk of fraud. If the
mobile device 3 determines at step S9-5 that no PIN has been entered, then at step S9-7,
the mobile device 3 checks if the handset has been waved past the contactless
communication link interface of a POS terminal 5 and if not, processing returns to step
S9-3 for the user to enter a PIN. As those skilled in the art will appreciate, when the
mobile device 3 and POS terminal 5 are within range, one of the contactless
communication link interfaces will initiate communication, referred to herein as “device
handshaking”, to establish the contactless communication link, illustrated as step S9-9.
It is commonly known that such contactless communication link interfaces generally
communicate under the guidelines of ISO 14443, whereby the reader at the POS
terminal 5 emits a signal that is received and interpreted by the contactless link interface
47 in the mobile device 3.

[0089] In this case, the user has not entered a PIN although the mobile device 3 is

expecting a PIN and has proceeded to present the mobile device 3 to the POS terminal 5
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at step S9-7. This may be because the user has simply forgotten to input a PIN and
therefore at step S9-11, the POS terminal may receive an error code, which the POS
terminal 5 may output so that for example a store clerk may see the displayed error and
communicate to the customer. In an embodiment, the mobile device 3 may be arranged
to display a message to the user indicating the need to enter a PIN in order to activate
the payment feature. Alternatively, the mobile device 3 may be configured to not
perform any interaction between the handset and the POS terminal 5 without a user
entered PIN, and consequently at step S9-11, the POS terminal 5 may not react to the
presence of the mobile device 3 because no appropriate data or request has been
transmitted. Processing then returns to step S9-3 where the user is again prompted to
enter a PIN.

[0090] On the other hand, if the mobile device 3 determines at step S9-5 that a PIN has
been entered, then at step S9-13, the mobile device 3 verifies if the user input PIN is
valid by comparing the input PIN with the user’s pre-defined PIN stored in the wallet
application secure data 6. If the mobile device 3 determines at step S9-13 that the user
input PIN is not correct, then at step S9-17, the wallet application module 8 updates a
count of the number of incorrect PIN entry attempts. As those skilled in the art will
appreciate, the wallet application module 8 may be configured to check, at step S9-19, if
a PIN is successively entered incorrectly a defined number of times and if so, to lock the
PIN at step S9-21 and to display an indication that the PIN is locked at step S9-23.
Locking of the PIN effectively prohibits the payment feature for the mobile payment
account until the user has unlocked the PIN for example via a PIN reset process as will
be apparent to those skilled in the art. On the other hand, if the PIN has not been
successively entered incorrectly a defined number of times, then processing returns to
step S9-3 where the user may be prompted to re-enter a correct PIN.

[0091] When the mobile device determines at step S9-13 that a correct PIN has been
entered, then at step S9-25 the authentication applet 46 resets the PIN risk flag 103. At
step S9-27, the authentication applet 46 sets the PIN-verified flag 109 that will be
included in the next transaction authorization request. In an embodiment, the mobile
device 3 may also be arranged to display a wallet screen 51-23 for example as

schematically illustrated in Figure 10d, to confirm that a verified PIN was entered and
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to indicate to the user that the selected mobile payment account is now enabled to
conduct a payment transaction. At step S9-29, the mobile device 3 then checks if the
contactless link interface 47 has been placed within range of a contactless
communication link interface of a POS terminal 5. In an embodiment, the mobile
device 3 may be configured to only allow a mobile payment transaction to be conducted
using the selected mobile payment account within a predefined time window for
example from the time when the correct PIN has been entered by the user. Therefore, at
step S9-31, the mobile device 3 may check if a predefined time has elapsed since the
correct PIN has been entered by the user, and to terminate the process if the handset is
not presented to a POS terminal 5 in time. As those skilled in the art will appreciate,
such a time out may reset the PIN entered and PIN verified flags. As discussed above,
at step S9-33, when the mobile device 3 and POS terminal 5 are within range, the
respective contactless communication link interfaces will initiate communication,
typically in the form of device handshaking to establish the contactless communication
link. In response, the wallet application module 8 checks, at step S9-34, if a correct PIN
was entered by the user in step S9-13 above as necessary. The wallet application
module 8 may for example check if the PIN entry flag 101 is set. If a correct PIN was
entered by the user, then at step S9-35, the mobile device 3 generates an authorization
request including a data value indicating that the correct PIN was entered. Otherwise, at
step S9-36, the mobile device 3 generates an authorization request where the data value
indicates that the no correct PIN was entered. As is commonly known, this indication
may be provided as a unique transaction identifier of a verified PIN according to the
specific contactless chip and/or card technology in use (for example the known dCVV
or CVC3 identifiers). At step S9-37, the mobile device 3 transmits the valid
authorization message to the electronic POS terminal 5 to authorize that the payment
transaction be effected from the associated payment account issuer 10 to the merchant
bank 12. The user entered PIN is therefore never transmitted by the mobile device 3
thereby further reducing risk of fraud.

[0092] The above procedure described the processing steps for the “Always Required”
PIN mode. If at step S9-1, the mobile device 3 determines that the PIN mode is set to

the “Only as necessary” mode, then step S9-4, the mobile device 3 checks if the PIN
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Risk flag 103 is set, thus requiring input of a passcode before a payment transaction can
be authorized. If the PIN Risk flag 103 is set, then processing proceeds to step S9-3 as
discussed above. However, if the PIN Risk flag 103 is not set, then processing proceeds
directly to step S9-27 where the PIN verified flag 109 is set and the payment feature is
activated without requiring user input of a PIN or passcode.

[0093] Thereafter, the POS terminal 5 may instruct a payment transaction from the user
selected mobile payment account to the merchant bank in the normal manner, as will be
briefly discussed with reference to Figure 9. At step S9-39, the POS terminal 5 receives
the authorization request from the mobile device 3 and at step S9-41 transmits a
transaction instruction, via the payment association network 17, to the payment
processing system 10a of the payment account issuer 10 associated with the user
selected mobile payment account. At step S9-43, the payment processing system 10a
receives the transaction instruction from the POS terminal 5 and in response, performs
authorization decisioning for the instructed transaction at step S9-45. Authorization
decisioning can be based on any number of factors, primarily checking that the
available balance of the associated user payment account is sufficient to cover the
payment transaction, and then for example checking if the PIN verified flag is set based
on a transaction risk level (for example if the value of the transaction is above a
predefined threshold wvalue), and/or checking if the PIN was previously entered
incorrectly, etc. Other factors related to internal account status, such as usage
thresholds, existing restrictive status, unusual purchase patterns and/or suspicious
transactions identified by predefined rules or conditions, can also be considered by the
payment processing system 10a when determining if a requested transaction is to be
authorized. Optionally, the payment processing system 10a can also consider whether
the PIN risk flag 103 is set on the mobile device 3 by comparing the PIN risk flag value
to server settings at step S4-46.

[0094] When the payment processing system 10a determines that the payment
transaction is authorized, the transfer of funds from the account associated with the
selected mobile payment account is effected at step S9-47, and confirmation of the

transaction is transmitted to the POS terminal 5 at step S9-49. At step S9-51, the POS
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terminal 5 receives confirmation of the completed transaction from the middleware
server 7 and at step S9-53, the POS terminal 5 outputs the confirmation to the merchant.
[0095] At step S9-54, the middleware server 16 of the account management system 7
receives confirmation of the completed transaction from the payment processing system
10. In response, at step S9-55, the account management system 7 can optionally
transmit confirmation of the completed transaction to the mobile device 3 via the
cellular telephone network 11, for example. At step S9-57, the mobile device 3 receives
the payment transaction confirmation from the account management system 7 and
outputs, at step S9-59, confirmation of the payment transaction via a wallet screen 51-
24, for example as schematically illustrated in Figure 10e. The mobile device 3 may
also be configured to output an audible confirmation of the payment.
[0096] On the other hand, the payment processing system 10a can determine at step S4-
45 that the payment transaction is to be declined due to a PIN related reason, such as an
incorrect entered PIN or the absence of PIN entry. If the payment transaction is
declined, then in response at step S4-61, the payment processing system 10a generates a
transaction declined response message including information identifying the reason for
the declined transaction. The transaction declined response message is transmitted to
the mobile device 3 at step S4-63 and displayed by the mobile payment wallet
application module 8§ at step S4-65.
[0097] In the embodiment described above, the authorization request generated by the
mobile device 3 at step S9-35 or step S9-36 included a binary data value indicating
whether or not a correct PIN was entered to the mobile device 3. In an alternative
embodiment, the mobile device 3 is adapted to generate an authorization request
including a multi-faceted value instead of a binary data value relating to PIN entry
through the mobile payment wallet application module 8 of the mobile device 3. The
multi-faceted value can be used to identify one of more than two states of a user’s PIN-
related actions, for example:

1. A PIN was entered to the mobile payment wallet application module 8

and was verified as a correct PIN matching the pre-defined PIN stored in

the wallet application secure data 6.
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2. A PIN was entered to the mobile payment wallet application module 8
but was not verified as a correct PIN because the entered PIN did not
match the pre-defined PIN stored in the wallet application secure data 6.
3. A PIN was not entered in the mobile payment wallet application module
8 because the PIN mode was set to “Only as necessary”.
[0098] In a further alternative embodiment, the user selected mobile payment account
can be linked to a checking account at a payment account issuer 10. The authorized
account details transmitted to the POS terminal 5 via the contactless communication
link 9 identifies the payment account as a checking account. Typically, the POS
terminal 5 will then request additional input from the user before the payment
transaction can be completed by the POS terminal 5. For example, the additional input
may be in the form of a prompt to select a specific payment type such as credit or debit,
and the user may be required to input a signature for example via a touch sensitive input
screen of the POS terminal 5.
[0099] In an embodiment, the middleware server 16 may be additionally configured to
receive details of the payment transaction, for example from the payment account issuer
10 after the payment has been transferred or from the merchant POS terminal 5 or
merchant bank 12 directly. In response, the middleware server 16 may be further
arranged to communicate additional confirmation of the payment to the mobile device
3, including for example details of the amount of funds that was transferred, the name of
the target recipient, and the date of the payment transaction. The additional payment
confirmation may be displayed by the mobile device 3 as a further payment

confirmation wallet screen 51-25, for example as schematically illustrated in Figure 10f.

Remote PIN Management

[00100] In a further embodiment of the present invention, the payment processing
(authorization and fraud monitoring) system 10a may additionally be configured to offer
additional tools to remotely set the PIN risk flag 103 stored securely on the mobile
device 3 to force a challenge the next time the mobile device 3 is used to make a

transaction attempt as described above. With the PIN risk flag 103 set on the mobile
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device 3, the customer will be always be asked to enter their passcode/PIN before
another transaction, regardless of transaction amount, can be made on the mobile device
in the manner described above. Once the passcode is entered on the mobile device 3,
the risk flag 103 is unset on the secure element 4 to allow a transaction to the point of
sale. Without the PIN risk flag 103, a thief may steal a phone and would be able to use
that phone indefinitely for multiple low dollar transactions without ever being prompted
for a PIN. With the facility to remotely set the PIN risk flag 103, the payment
processing system 10a could be additionally configured with a set threshold of usage or
to react to unusual purchase patterns or based upon a number of low dollar transactions
since the PIN was entered last. Such an implementation can beneficially be used to
efficiently monitor low dollar transactions. As is commonly known, such low dollar
transactions are typically the payment issuer’s liability and are not generally able to be
charged back to the retailer. As discussed above, the information that a verified
passcode or PIN entry has been made would be sent with the next transaction to inform
the merchant and payment issuer systems that the customer has verified themselves.
Even small dollar transactions could be blocked at the issuing bank until the customer
verified themselves.

[00101] In order to set the risk flag remotely, the payment processing system 10a
may be configured to detect unusual usage based upon a variety of predefined risk
factors. The risk factors detect unusual behavior from a customer and can include a
combination of attributes such as unusual merchant locations for the customer, time of
day differences from normal usage patterns, a higher velocity of transaction attempts, or
other proprictary models. Current issuing bank processes can shut off the payment
capability of a payment account until the user verifies possession of the payment
account to the bank, but this new process allows for a gentler interaction between the
customer and the bank. The present embodiment advantageously allows for the
customer to verify themselves in the act of payment when the customer wishes to make
their next payment. This further reduces the number of bank resources required to
contact customers and manage the fraud flags on accounts.

[00102] Current plastic card based contactless technologies can only be updated

when in contact with a chip card reader. Some payment association specifications allow
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for account updates to contactless cards via these chip card readers, but these are rarely
used since these payment accounts are typically waved over a reader versus inserted
into a dedicated chip card reader. Adding the payment account to a mobile device
allows for additional data fields to be sent over the air to the mobile device to effect
payments.

[00103] A summary of the remotely set risk flag process in mobile device
enabled payment transactions will now be provided.

[00104] In this further embodiment, the process would detect the anomaly using
current payment authorization processes and then communicate the new risk flag value
to the mobile device 3, for example over the air via a Trusted Service Manager (TSM)
and cellular communication networks. The updated risk flag value would be stored into
the secure memory space 4 of the mobile device 3 where the PIN risk flag 103 resides,
in control of the payment account issuer 10. This PIN risk flag 103 updating process
may start for example with an issuing bank fraud detection system deciding the payment
account is not to be trusted without further customer verification. The fraud detection
system may elect to prevent any new transactions until the PIN risk flag 103 has been
cleared. The bank fraud detection system would then send a message to the bank’s
payment processing system 10a with the specific customer account information and risk
flag setting. In many cases, the issuing bank will have a TSM of their own that will
broker communication to a mobile network operator’s TSM which will talk to the
phone. The bank’s payment processing system 10a would communicate with the
issuing bank TSM to logically and physically prepare the new risk flag data commands
for the targeted mobile device 3. The issuing bank TSM communicates with the mobile
network operator TSM to deliver the new risk flag 103 to the mobile device 3. It will be
appreciated that alternatively or additionally, the mobile device 3 can be configured for
direct communication with the issuing bank TSM, for example to receive settings and
information from the payment processing system 10a via push and/or Short Message
Service (SMS) technology. Once received by the mobile phone 3, the new risk flag
setting will be placed into the secure memory storage 4 for use in the next transaction as

described above with reference to Figure 9.
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[00105] As described above, on the mobile device 3, the transaction process can
vary based upon user provided settings to either require a passcode prior to any
transaction attempt, or provide a passcode only for high value transactions — for
example any transactions above a threshold value between $25 and $50 based upon the
issuing bank and payment association rules. Payments from mobile devices 3 as
described above generally follow a process as follows. The mobile device is held near a
point of sale (POS) reader. The reader emits a signal received and interpreted by the
contactless link interface 47 in the mobile device. The contactless reader interface is a
near field communication (NFC) process generally communicating under the guidelines
of ISO 14443 and further refined by payment association specifications for specifying
the message values between the contactless reader interface of the POS terminal 5 and
mobile device 3.

[00106] The contactless reader interface identifies the point of sale
communication is a payment request. As configured in the mobile device 3, the PPSE
application 41 may be called to provide a payment account instance within the secure
element 4 processor subsystem. The PPSE 41 determines the payment account
currently selected for use on the mobile handset and hands control to a payment
association specific instantiation 40 of a payment application that ultimately provides
the account information.

[00107] The payment application 40 within the secure element 4 of the mobile
device 3 will determine if the passcode was required, entered and then pass that
information along with the payment account information for use in the transaction. The
payment application 40 can also access other data values stored within the secure
element 4 such as the risk flag 103. The payment application 40 may also use local
values to determine if the user preference for the passcode needing to be verified or
other counters for allowing only so many transactions before a passcode to be entered.
The remote setting of the risk flag 103 is one opportunity for issuing banks to allow
multiple small dollar transactions within normal customer transaction operations and
ask only for the passcode in case of unusual customer activity.

[00108] If the risk flag 103 is set to a value requiring user input, the payment

application 40 may return an error value to the contactless reader interface as well as
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messaging to the mobile device to alerting the user that a passcode is required before a
transaction can be made. Other reasons for passcode required entry are if the user has
set their preference to always require passcode entry for any transaction. Otherwise, the
payment application will allow the transaction.

[00109] If the payment application 40 allows the transaction to proceed, the
specific payment account data is passed back to the POS terminal 5. The POS terminal
5 interprets the message and assembles the payment account data for a transaction
request to the association payment network. The message is routed through the
payment network to the payment account issuer 10.

[00110] The transaction request is received at the payment account issuer 10 and
processed for approval based upon funds availability as well as fraud decision
strategies. The setting of the value of the risk flag is kept at the issuer systems and the
current value of the passcode verification is sent with each mobile transaction request to
the payment account issuer 10 over the payment network authorization message.
Among all other rules determining transaction success at the issuer’s payment
authorization system, the transaction will be denied if the passcode is not verified and
the risk flag is set to a value on the mobile device. Additional risk and fraud strategies
may be employed by the payment account issuer 10 to determine if this transaction will
be allowed as per normal business processes.

[00111] If the risk flag 103 is set at the time of transaction attempt, and the
passcode has been entered - passed in via the transaction request, this action will clear
then the payment processing system 10a flags that the fraud check has been passed.
This action will restart any low dollar risk checks for unusual usage and the risk flag
103 may be set again at some future point of time.

[00112] The remote setting of a risk flag 103 therefore allows customers to make
a number of low dollar transactions without ever having to enter a passcode if the bank
system sees the activity as normal use. The customer will not be forced to enter a
passcode every set number of low dollar transactions if the bank feels the risk is low.
[00113] An addition to this process could be a remote setting of the number of
low dollar transactions to be used before the next passcode verification is required. If a

local counter mechanism for passcode verification is employed on the mobile handset 3,
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the counter could be set remotely by the payment account issuer 10 via the same TSM
process described above. This could allow a flexible counter to be increased over time
as usage patterns are determined by the issuing bank and customer habits are formed.

Upon successful entry of the passcode, the counter is reset to the value.

Third Embodiment

[00114] A third embodiment of the invention will now be described, using
corresponding reference numerals to those of preceding figures where appropriate for
corresponding elements. Referring to Figure 12, the mobile payment system 301
according to the third embodiment comprises a plurality of mobile devices 3a, 3b, a
merchant’s electronic Point Of Sale (POS) terminal 5 as commonly known in the field,
and an account management system 7 associated with a payment account issuer 10, as
described in the embodiments above.

[00115] As will be described below, the user associated with the first mobile
device 3a may be the primary account holder and owner of the account associated with
the mobile payment account stored on the first mobile device 3a, and may wish to add a
user associated with a second mobile device 3b as an additional authorized user of the
same account. In the present embodiment, the mobile device 3a is configured to enable
the account owner to select a contact person from contacts data 50 stored on the mobile
device 3a as an authorized user of a selected mobile payment account. It is commonly
known to store such contacts data 50 on a mobile device 3, such as in the form of an
electronic phone book or address book, storing data for each contact person identifying
the contact’s name and mobile directory number. In response to a received request from
the mobile device 3a associated with the account owner to add a selected contact person
as an authorized mobile account user, the account management system 7 is arranged to
verify the selected contact person and then to carry out a mobile payment account
provisioning and/or activation process with the second mobile device 3b associated with
the authorized user.

[00116] Verification of the authorized user involves prompting the authorized
user to enter an activation code that is generated by the account management system 7
and securely communicated to the account owner. The account owner canthen

communicate the activation code to the authorized user by any desired transmission
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means, for example, face to face which would be highly secure, or via other
communication channels such as Short Message Service (SMS) messaging over the
cellular telephone network or email via the Internet, which are external to the mobile
payment account management system. In this way, an account owner is able to safely,
securely and expediently allow another user to use the same account on their own
mobile device. The process is advantageously carried out through the account owner’s
mobile device, and provides a level of security through the requirement of an activation
code which is never transmitted between the mobile devices 3a, 3b via the account
management system 7 as part of the add authorized user process, thus preventing
identity theft and fraudulent access to the mobile payment account from a hacker
cavesdropping on the data communications between the first mobile device 3a and the
second mobile device 3b. Additionally, the add authorized user process is more
efficient than known processes for adding an additional account holder to a payment
account as the process does not require time-consuming identification and verification
procedures involving manual intervention by personnel at the payment account issuer.
[00117] Figure 13 shows the elements of a mobile device 3 according to the third
embodiment. As shown in Figure 13, the mobile device 3 is a mobile handset including
components as described in the embodiments above. In the present embodiment,
another plurality of wallet screens in the mobile payment wallet application module 8
are provided as “add authorized user” wallet screens 26-3 which are displayed in
response to user selection of an option to add an additional user authorized to use the
associated mobile payment account to conduct payment transactions, as will be
described in more detail below.

[00118] A description of the operation of the components in this third
embodiment will now be given with reference to the flow diagram of Figure 14, which
comprises Figures 14a to 14d. Figures 14a to 14d provide an example computer-
implemented process for adding an authorized user of a selected mobile payment
account using the mobile device 3 configured with one or more activated mobile
payment accounts. Reference is also made to Figure 15, which comprises Figures 15a

to 15g, schematically illustrating exemplary display screens that may be presented to the
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primary account owner on the mobile device 3a in the process of adding an authorized
user.

[00119] As shown in Figure 14a, the process begins at step S14-1 where the
mobile device 3a of the account owner receives user input to launch the mobile payment
wallet application module 8. Figure 15a shows an example user interface 51-31 of the
account owner’s mobile device 3a for enabling a user (the account owner) to launch the
mobile payment wallet application module 8 by selection of a respective application
icon 55 displayed by the handset operating system 28. Many other forms of user
interface are possible depending on the particular mobile device used to implement the
present embodiment. After the user has launched the wallet application module 8, the
mobile device 3a receives, at step S14-3, user selection of a mobile payment account
stored on the mobile device 3a, for example via a wallet summary screen 51-32
displayed by the mobile device 3a as schematically illustrated in Figure 15b. In the
example shown in Figure 15b, four mobile payment accounts are stored in the electronic
wallet, a “BC Credit” mobile payment account associated with a credit account at a
payment account issuer 10, a “BC Debit” mobile payment account associated with a
debit account at a payment account issuer 10, a “BC Pre-Paid” mobile payment account
linked with an account at a payment account issuer 10 and containing a transferred
amount of funds, and a “Points” mobile payment account linked with a points based
payment account at a payment account issuer 10. The wallet summary screen 51-32
may be configured to display a retrieved balance of one or more of the listed mobile
payment accounts. The user may scroll through the list of displayed mobile payment
accounts to highlight and select a desired mobile payment account 64-1.

[00120] In response to the user selection of a mobile payment account at step
S14-3, the mobile device 3a may be configured to authenticate the user at step S14-5 by
prompting for input of a PIN to verify the identity of the account owner, as will be
apparent to the skilled person. An exemplary PIN prompt and input screen 51-33 is
shown in Figure 15¢. Once the user has been authenticated by the wallet application
module 8, the mobile device 3a may display an account detail wallet screen 51-34
displaying a plurality of user selectable options for accessing information about and/or

managing the selected mobile payment account. As shown in the exemplary screen in
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Figure 15d, the account detail wallet screen 51-34 may display the type of account
(Credit), the balance ($102.00), and a plurality of user selectable options including
checking the available credit for the mobile payment account, checking the date when
payment is due, and adding an authorized user for the selected mobile payment account
as indicated by the highlighted menu item 64-2. A further indication, such as an arrow
66, may be displayed to indicate that additional selection options are available for
managing the selected mobile payment account. Accordingly, at step S14-7, the mobile
device 3a receives a user selection of the menu option to add an authorized user for the
selected mobile payment account.

[00121] At step S14-9, the mobile device 3a may display a first add authorized
user wallet screen 51-35 displaying a plurality of user selectable options for choosing a
data source for selecting an authorized user. As shown in the exemplary screen 51-35
in Figure 15¢, the select authorized user data source wallet screen 51-35 may display the
user selectable options “AU Added online” to select an external database as the data
source, or “From phonebook” to select the contacts data 50 as the data source. A
further option “Enter new user” is also provided to enable the user to input the data as a
new data source. Accordingly, at step S14-11 the user selects one of the displayed
options. If at step S14-11, the user selects the “From phonebook™ option, as indicated
by the highlighted menu item 64-3 in Figure 15¢, then the process proceeds to step S14-
13 where the mobile device 3a displays a further add authorized user wallet screen 26 to
enable user selection of an authorized user from the contacts data 50 stored on the
mobile device 3a. An exemplary display screen 51-36 is shown in Figure 15f, where
the user has highlighted 64-4 one of the contacts “John Smith (mobile)” and that
person’s associated Mobile Directory Number (MDN) from the list of contacts.
Alternatively, if the added online option is selected at step S14-11, then the process
proceeds to step S14-15, where the mobile device 3a retrieves details for an authorized
user as previously added via an external online interface as will be apparent to those
skilled in the art. If the enter new user details option is selected instead at step S14-11,
then the process proceeds to step S14-17 where the mobile device may display a further
add authorized user wallet screen 26 to prompt for and receive user input of details,

such as the name and MDN of an authorized user.
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[00122] Referring now to Figure 14b, once the user has selected an authorized
user from a data source or entered details of an authorized user, then at step S14-19, the
mobile device 3a generates a request to add the authorized user and transmits the
request to the middleware server 16 of the mobile payment account management system
7. It is appreciated the request will include data identifying the user to be added as an
authorized user of the mobile payment account, the data including the MDN of the
authorized user. However, and in accordance with an alternative embodiment, other
forms of data may instead be used to identify the authorized user that may suitably be
used by the account management system 7 to identify a mobile device 3b associated
with the authorized user, such as the unique International Mobile Equipment Identity
(IMEI]) of the mobile device 3b. Accordingly, at step S14-21, the middleware server 16
receives the request to add an authorized user for a mobile payment account from the
account owner’s mobile device 3a via the communications server 13 of the account
management system 7.

[00123] At step S14-23, the middleware server 16 may check if the authorized
user identified in the request is registered with the account management system 7. This
may involve checking that the authorized user is associated with a mobile device 3b that
is configured with the mobile payment account wallet application module 8 and
operable to communicate securely with the account management system 7. This check
may be performed based, on the MDN associated with the authorized user. If at step
S14-23, the middleware server 16 determines that the authorized user identified in the
request is not registered with the account management system 7, or is not associated
with a mobile device enabled for conducting mobile payment transactions, then at step
S14-25, the account management system 7 may proceed to create new account data for
the authorized user and initiate creation of a plastic card for the authorized user.
Alternatively, the account management system 7 may be arranged to transmit a message
to a mobile device 3b associated with the authorized user with the mobile payment
account wallet application module 8 or instructions to configure the mobile device 3b to
enable mobile payment transactions from that device. However, if at step S14-23 the
middleware server 16 determines that the authorized user is registered with the account

management system 7 and is associated with a suitably configured mobile device 3b,
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then at step S14-25, the middleware server 16 generates an activation code for this add
authorized user process. The activation code may be generated randomly or pseudo-
randomly using any known random code generation technique, and is temporary in
nature. The generated activation code is then transmitted by the middleware server 16,
at step S14-29, to the account owner’s mobile device 3a.

[00124] At step S14-31, the activation code is received at the account owner’s
mobile device 3a, which outputs the received activation code at step S14-32 on a wallet
screen 51-37 as schematically shown in Figure 15g. The account owner may then
communicate, at step S14-33, the activation code to the authorized user by any desired
transmission means, for example face to face, by SMS messaging over the cellular
telephone network or email via the Internet. At step S14-35, the activation code is
received by the authorized user at the authorized user’s mobile device although this is
not necessary. In preferred embodiments, the transmission path over which the
activation code is communicated from the account owner to the authorized user is
separate from the communication paths of the mobile payment system 1. Therefore,
steps S14-33 and S14-35 are shown as dashed lines in Figure 14b, to indicate that these
steps are preferably performed external to the mobile payment system 301 of the present
invention.

[00125] After the middleware server 16 has transmitted the activation code to the
account owner’s mobile device at step S14-29, then at step S14-37, the middleware
server 16 may be arranged to create a new mobile payment account for the authorized
user, the new mobile payment account being linked to the selected payment account of a
payment account issuer 10 as identified in the add authorized user request. At step S14-
39, the middleware server 16 provisions the inactive mobile payment account data 6b to
the authorized user’s mobile device 3b identified by the details provided in the request.
The inactive mobile payment account data 6b is received at the authorized user’s mobile
device 3b at step S14-41 and stored in the secure memory 4b. This process of creating,
provisioning and securely storing inactive mobile payment account data for a mobile
device is discussed in the embodiments above.

[00126] The process of activating a new mobile payment account linked to the

primary account will now be described with reference to Figure 14c. Reference is also
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made to Figure 16, which comprises Figures 16a to 16e, schematically illustrating
exemplary display screens that may be presented to the authorized user on the mobile
device 3b in the activation process. Once the inactive mobile payment account data 6b
is stored in the secure memory 4b, the authorized user’s mobile device 3b notifies the
authorized user that a new mobile payment account is ready for activation at step S14-
43. As shown in Figure 16a, the authorized user’s mobile device 3b may display an
indication 53 over an application icon 55 in the user interface 51-38 displayed by the
handset operating system 28, as the notification that a provisioned mobile payment
account is available for activation. It is appreciated that that many other forms of user
interface and indication are possible depending on the particular mobile device used to
implement the present embodiment. At step S14-45, the mobile device 3b of the
authorized user receives user input to launch the mobile payment wallet application
module 8.

[00127] After the user has launched the wallet application module 8 of the mobile
device 3b, a wallet screen 24 may be provided to display the inactive mobile payment
account or a list of inactive mobile payment accounts awaiting activation as shown in
the exemplary display screen 51-39 in Figure 16b. Accordingly, at step S14-47, the
mobile device 3b receives a user selection 64-5 of an inactive mobile payment account
stored in the secure memory 4 of the authorized user’s mobile device 3b. In response,
the mobile device 3b displays at step S14-49 a subsequent display screen 51-40 as
shown in Figure 16¢, to prompt the authorized user to input the activation code for the
selected mobile payment account. This is the activation code that was generated by the
middleware server 16 in response to receiving the “add authorized user” request,
transmitted to the account owner’s mobile device 3a, and communicated by the account
owner to the authorized user, as described above. At step S14-51, the mobile device 3b
receives the user input activation code via a text input field 68-21 of the display screen
51-40, and at step S14-53, the user input activation code is transmitted by the mobile
device 3b to the middleware server 16, via the communications server 13 of the account
management system 7.

[00128] At step S14-55, the middleware server 16 receives the activation code as

input by the authorized user to the mobile device 3b and compares the received user
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input activation code to the previously generated activation code as transmitted to the
authorized user’s mobile device 3a, at step S14-57. If the middleware server 16
determines that the two codes do not match, then the user input activation code is not
correct and in response, the middleware server 16 may transmit an error message back
to the authorized user’s mobile device 3b at step S14-59. In such an embodiment, the
authorized user’s mobile device 3b may be configured to display the error message and
return to step S14-49 where the user is prompted for the correct activation code. On the
other hand, if the middleware server 16 determines at step S14-57 that the user input
activation code is correct, then at step S14-61, the middleware server 16 may set the
account state of the authorized user’s mobile payment account that is linked to the
primary account to “Issuer PIN unblocked” to indicate that the authorized user has been
verified (by input of the correct activation code, which will only be known to the
account owner and the authorized user) and that the mobile payment account can be
configured for activation and use by the authorized user on the mobile device 3b.
Therefore, at step S14-63, the middleware server 16 transmits a PIN unblock command
to the authorized user’s mobile device 3b, and may also transmit a message to the
payment account issuer 10 with the state of the mobile payment account.

[00129] In response to receiving the PIN unblock command, the mobile device
3b displays a wallet display screen 51-41 at step S14-65 to prompt the authorized user
to set a PIN (or passcode) for the mobile payment account. As shown in Figure 16d,
this wallet display screen 51-41 may prompt the authorized user to input the PIN a
second time as confirmation of the correct PIN being set, and may also prompt for a
secret word to be set, which may be used as a user verification in the event that the user
wishes to recover a forgotten PIN. As those skilled in the art will appreciate, the PIN or
passcode may be used for verifying or authenticating the user before effecting payment
transactions from the associated mobile payment account, or before any servicing of the
mobile payment account on the mobile device 3b. At step S14-67, the mobile device 3b
receives and stores the user input PIN and secret word as mobile payment account data
for the activated mobile payment account in the secure memory 4b of the mobile device
3b. At step S14-69, the mobile device 3b then transmits a confirmation message back to

the middleware server 16 to inform the account management system 7 that the PIN has
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been set by the user. In response to receiving the confirmation at step S14-71, the
middleware server 16 automatically activates the authorized user’s mobile payment
account by setting the state to “Active”. The authorized user is then able to use the
activated mobile payment account in the electronic wallet of the authorized user’s
mobile device 3b, that is linked to a primary account belonging to another user, to carry

out contactless payment transactions as described in the embodiments above.

Fourth Embodiment

[00130] A fourth embodiment of the invention will now be described, using
corresponding reference numerals to those of preceding figures where appropriate for
corresponding elements. Referring to Figure 18, the mobile payment system 401
according to the fourth embodiment comprises a mobile device 3, a merchant’s
electronic Point Of Sale (POS) terminal 5 as commonly known in the field, and an
account management system 7 associated with a payment account issuer 10, as
described in the embodiments above.

[00131] As will be described below, a user associated with the mobile device 3
can search and apply for new mobile payment account products that are available for
the user. In the present embodiment, the mobile payment system 1 is configured to
enable the user to apply for a new mobile payment account product directly from the
mobile device 3, including provisioning and activation of the requested mobile payment
account once approved by the account management system and/or payment account
issuer, as well as providing, monitoring and receiving acceptance of digital disclosure
documentation during the application process. In this way, a user is able to efficiently
apply for a new mobile payment account product solely through the mobile device 3,
and the account management system 7 is able to advantageously track the application
process of the user. For example, the application process of the user may be tracked
from the initial user selection of a menu option to browse for eligible products, through
the user viewing and accepting specific and crucial terms, conditions and agreement
clauses set out in digital disclosure documents particular to a product, and finally
through approval and activation of a mobile payment account product on the user’s

mobile device 3.
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[00132] Figure 19 shows the elements of a mobile device 3 according to the
fourth embodiment. As shown in Figure 19, the mobile device 3 is a mobile handset
including components as described in the embodiments above. In the present
embodiment, another plurality of wallet screens in the mobile payment wallet
application module 8 are provided as “apply for new product” wallet screens 26-4 to
prompt for and receive user input of details to complete the application for the desired
mobile payment account product, as will be described in more detail below.

[00133] A more detailed description of the operation of these components in this
fourth embodiment will now be given with reference to the flow diagram of Figure 20,
which comprises Figures 20a to 20d. Figures 20a to 20d provide an example computer-
implemented process for applying for and provisioning a mobile payment account using
the mobile device 3 in communication with the account management system 7.
Reference is also made to Figure 21, which comprises Figures 21a to 21g, schematically
illustrating exemplary display screens that can be presented to a user on the mobile
device 3 in the application process.

[00134] As shown in Figure 20a, the process begins at step S20-1 where the
mobile device 3 receives user input to launch the mobile payment account wallet
application module 8. Figure 21a shows an example user interface 51-51 of the user’s
mobile device 3 for enabling the user to launch the mobile payment account wallet
application module 8 by selection of a respective application icon 55 displayed by the
handset operating system 28. Many other forms of user interface are possible
depending on the particular mobile device used to implement the present embodiment.
After the user has launched the wallet application module &, the mobile device 3
receives, at step S20-3, user selection of a menu option to search for eligible mobile
payment account payment products and/or to apply for a new mobile payment account
product. In the example shown in Figure 21b, a “main menu” wallet screen 51-52 is
displayed by the mobile device 3 to the user, providing a plurality of user selectable
options for the electronic wallet. The user scrolls through the list of displayed options
to highlight 64-11 and select a desired menu option. In response to selection of the
option to apply for a new product, the mobile device 3 displays a user details input

wallet screen 51-53 as shown in Figure 21c¢ to prompt for user input of personal details,
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such as the user’s name and address, into respective input fields 68-41 and 68-42.
Alternatively or additionally, predetermined personal details are stored in the wallet
application secure data 6 in the secure memory 4 and are automatically input to the
respective fields. Other user related information and/or search criteria can be obtained
at this step via input field 68-43 for use in determining a list of eligible products for the
user. Accordingly, at step S20-5 the mobile device 3 receives input of personal details
and/or product search criteria and displays, at step S20-7, a list of eligible products
based on the input details and/or search criteria. The list of eligible products is
determined by the mobile device 3, based on stored data identifying all available mobile
payment products and associated prerequisites and eligibility criteria. Alternatively, the
determination is carried out by the account management system 7 based on the input
details and/or search criteria received from the mobile device 3. Figure 21d shows an
exemplary wallet screen 51-54 displaying a list of user selectable eligible products.

[00135] At step S20-9, the mobile device 3 receives user input of a selected 64-
12 one of the eligible mobile payment account products and in response, transmits data
identifying the selected product to the account management system 7 to initiate an
application process for that product to be automatically provisioned to the requesting
mobile device 3 once the associated user has been approved by the account management
system 7 and/or payment account issuer 10. At step S20-11 the middleware server 16 in
the account management system 7 receives the request for application of a new mobile
payment account product and in response, transmits application form data for the new
product back to the mobile device 3, together with a digital document including pre-
application terms and conditions (T&C). It is appreciated that the pre-application terms
and conditions may be particular to the product and may set out specific product terms
that the user must review and accept before the automated application process for the
product can proceed. The digital document can be generated by the middleware server
16 in real-time, and can be a customer specific product disclosure based on user details.
In an embodiment, the digital document is generated from a template document, and
populated with user-specific details. Accordingly, at step S20-13 the mobile device 3
receives the application form data and the T&C digital document, and may store the

T&C digital document in the secure memory 4. The digital document is stored by the
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mobile device 3 for a predetermined amount of time, such as for 15 business days. At
step S20-15, the mobile device 3 displays the T&C digital document to the user. Figure
21e shows an exemplary wallet display screen 51-55 displaying the user navigatable
T&C digital document, and a user input button 63-41 that the user can press to indicate
acceptance of the pre-application terms and conditions.

[00136] In this embodiment, the mobile device 3 is configured to transmit an
indication to the middleware server 16 that the user is viewing the T&C digital
document, at step S20-17. It is appreciated that this indication is in the form of a data
message. Alternatively, the mobile device 3 may be configured to provide a plurality of
messages to the middleware server 16 as the user navigates through the digital
document to indicate the user’s progress through the terms and conditions. The
middleware server 16 can be configured to automatically update the tracked progress of
the user’s application process in response to receipt of the indication that the T&C
digital document is being viewed.

[00137] At step S20-19, the mobile device 3 receives user input indicating
acceptance of the pre-application terms and conditions. In response, the mobile device
3 transmits a further indication to the middleware server 16 that the user has accepted
the terms and conditions, at step S20-21. The middleware server 16 is then configured
to automatically update the tracked progress of the user’s application process in
response to receipt of the indication that the user has accepted the pre-application terms
and conditions. After the user has input acceptance of the terms and conditions by
pressing the user input button 51-56, the mobile device 3 displays one or more of the
“apply for new product” wallet screens 26-4 to prompt for and receive user input of
details to complete the application for the desired mobile payment account product, at
step S20-23. After the user has completed the application form displayed via the “apply
for new product” wallet screens 26-4, the mobile device 3 transmits the completed
application form data to the middleware server 16 to initiate the new mobile payment
account provisioning process. This provisioning process includes approving the user’s
application, as well as creating, transmitting and securely storing inactive mobile
payment account data on the mobile device 3, as discussed in the embodiments above.

Accordingly, at step S20-25, the middleware server 16 is arranged to create a new
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mobile payment account for the user in accordance with the user selected mobile
payment account product. In addition, the inactive mobile payment account data 6 is
provisioned by the middleware server 16 to the mobile device 3 and stored in the secure
memory 4. If the user’s application for a new product cannot be automatically approved
by the account management system 7 and/or the payment account issuer 10, the user is
notified that the decision is pending manual intervention. Once a final decision has
been made, notification that the application has been approved or declined is
communicated to the user, for example, via a message transmitted to the mobile device
3 or online through a check application status web page.

[00138] In this embodiment, after the inactive mobile payment account has been
provisioned to the mobile device 3 at step S20-25, the middleware server 16 transmits a
post-application cardmember agreement (CMA) digital document to the mobile device
3 at step S20-27, including further specific product terms particular to the product that
the user must review and accept in order to complete the application process. It is
appreciated that the CMA digital document may alternatively be transmitted to the
mobile device 3 together with the provisioned mobile payment account data 6. At step
S20-29, the mobile device 3 receives the CMA digital document and may store the
digital document in the secure memory 4. At step S20-31, the mobile device 3 displays
a notification to the user that the application for the selected product has been approved,
together with or followed by display of the received CMA digital document. In a
similar manner as described above with reference to the T&C digital document, the
mobile device 3 is configured to transmit one or more messages to the middleware
server 16 as the user is navigating through the CMA digital document via the mobile
device 3. Figure 21f shows an exemplary wallet screen 51-56 displaying the user
navigatable CMA digital document, and a user input button 63-42 that the user can
press to indicate acceptance of the post-application clauses of the agreement.

[00139] At step S20-35, the mobile device 3 receives user input indicating
acceptance of the CMA, and in response, transmits a message to the middleware server
16 to indicate that the user has accepted the post-application agreement. At step S20-
37, the middleware server 16 receives the indication of user acceptance of the CMA and

can be configured to automatically update the tracked progress of the user’s application
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process with the indication that the user has accepted the post-application CMA. After
the user has input acceptance of the CMA, the mobile device 3 proceeds at step S20-39
to the mobile payment account activation process as described in the embodiments
above. Once the activation process has been completed, the activated mobile payment
account in the electronic wallet of the mobile device 3 can then be used to carry out
contactless payment transactions as described in the embodiments above.

[00140] An alternative embodiment will now be described for facilitating further
monitoring and tracking of the mobile payment account product application process. In
particular, this alternative embodiment enables tracking of user navigation through a
digital document prior to user input of acceptance. In the fourth embodiment described
above, the mobile device 3 receives a digital document from the middleware server 16,
for example the T&C or CMA digital document, and waits for user input of acceptance
of terms and conditions or of the CMA. It is mentioned above that the mobile device 3
is configured to transmit one or more messages back to the middleware server 16
indicating the user’s progress through the digital document. In this alternative
embodiment, an enhanced digital document is described with reference to Figure 22 for
facilitating enhanced monitoring and tracking of user navigation through the document.
As shown in Figure 22, a digital document 81 has a hierarchical document structure
including a plurality of sections each with a respective heading, with a portion 82-1 of
the digital document 81 being viewable at any one time via the display 25 of the mobile
device 3. It is appreciated that the amount of the digital document 81 that is viewable at
one time depends on the hardware capability of the mobile device 3 such as the display
resolution. It will be further appreciated that the digital document 81 can be displayed
as a plurality of successive pages of the document, or alternatively can be displayed as
a single scrollable document. For example, in the digital document 81 illustrated in
Figure 22, navigation through the digital document 81 may include display of an initial
portion 82-1 of the document, typically the start of the document, followed by one or
more intermediary portions 82-2, and finally to a portion 82-3 corresponding to the end
of the digital document 81 including the user selectable button 63-41 to confirm
acceptance of the clauses in the digital document 81. User navigation throughout the

digital document 81 does not need to be performed in a linear manner. As a further
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alternative, the wallet application module 8 is configured to enable user configuration
of the amount of the document to be displayed, for example, via a zoom function.
[00141] In the exemplary T&C digital document illustrated in Figure 22, three
sub-sections 83-1, 83-2, 83-3 are shown corresponding to respective clauses indicated
by the sub-headings 85-1, 85-2, 85-3. The sub-headings 85 are presented at the
beginning of the digital document 81 as a list of user selectable links or bookmarks to
the respective position in the digital document. The links effectively provide efficient
user navigation to the respective portion of the digital document, as illustrated by the
navigation arrow 87. In this alternative embodiment, the digital document 81 includes
embedded data for respective locations in the digital document 81, illustrated
schematically in Figure 22 as dashed boxes 89-1, 89-2 and 89-3 located after each
section 83-1, 83-2 and 8§3-3, respectively in the digital document 81. When a particular
portion of the digital document 81 associated with such an embedded data item 89 is
displayed by the mobile device 3, the embedded data 89 triggers the mobile payment
account wallet application module 8 to transmit a message to the middleware server 16
to indicate that the user has viewed that portion of the digital document 81. In this way,
the alternative embodiment advantageously facilitates enhanced monitoring of user
navigation throughout a digital document and more detailed tracking of the automated
application progress.

[00142] Additionally, by providing enhanced monitoring of user navigation
throughout a digital document, the account management system 7 and the payment
account issuer 10 are able to automatically ascertain with increased confidence that a
user has thoroughly viewed the pre-application T&C and the post-application CMA
terms and clauses. In a further alternative embodiment, the middleware server 16 is
further configured to determine when one or more portions of a digital document has
not been viewed by the user, and to then transmit a message to prompt for confirmation
of consent to the respective terms or clauses.

[00143] In yet a further alternative embodiment, the mobile device 3 is further
configured to track user review of the digital documents including one or more of
monitoring of time stamps associated with when the digital document, or each portion

of the digital document, is viewed, the areas reviewed and consented, and the location
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of review for example via Global Positioning System functionality of the mobile device

3.

Fifth Embodiment

[00144] A fifth embodiment of the invention will now be described, using
corresponding reference numerals to those of preceding figures where appropriate for
corresponding elements. Referring to Figure 23, the mobile payment system 501
comprises a mobile device 3, a merchant’s electronic Point Of Sale (POS) terminal 5 as
commonly known in the field, and an account management system 7 associated with a
payment account issuer 10, as described in the embodiments above.

[00145] In this fifth embodiment, a user associated with the one or more mobile
payment accounts configured on the mobile device 3 is provided with an online account
configured at the account management system 7 to facilitate secure online access to
information and account management services in a secure manner via the Internet 30.
The account management system 7 additionally provides for secure registration of the
user’s online account after a mobile payment account has been provisioned on the user’s
mobile device 3. As illustrated in Figure 1, the user can register and store online
account data 59 in a web module 57 in the account management system 7 via a
computing device 2 including a web browser 58 that is able to communicate data to and
from the web module 57 over one or more networks, for example, the Internet 30 in
accordance with the embodiment described herein. In an alternative embodiment, the
mobile device 3 may instead be configured to include a web browser 58 for facilitating
the online account registration process. It is appreciated that although the web module
57 is provided in the middleware server 16 in the exemplary embodiment, the web
service functionality of the web module 57 may instead be provided in a separate web
server in the account management system 7.

[0019] As will be described in more detail below, the registration process uses
information that is stored securely on the account management system 7 and the mobile
device 3, which is not transmitted over the Internet 30 or the cellular telephone network
11. This secure information is an encryption key 60 that is securely stored in the
middleware server 16 of the account management system 7. The same encryption key

60 is stored in the secure memory 4 of the mobile device 3, for example, as data
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securely embedded in a wallet application module 8. A passcode generator, in
particular, a cryptography module 61 in the middleware server 16, uses the encryption
key 60 to generate a one-time passcode that is used to verify the user during the online
account registration process. The cryptography module 61 may also be configured to
generate the one-time passcode based on additional information such as the user’s
Mobile Directory Number (MDN), a hardware identifier of the mobile device, and/or a
time-based element such as a session identifier. The one-time passcode is generated
using known technology, for example, via a counter or cryptogram generator, and the
one-time passcode expires based upon the passing of a time period set at the web
module 57. The generated passcode may take any respective form, and may be
composed of numeric or alphabetic symbols, non-alphanumeric symbols, or a
combination of such symbols. A similar passcode generator, in particular, a
cryptography module 62, is provided in the secure memory 4 of the mobile device 3, for
example, as executable processing instructions in the wallet application module 8, for
generating the same one-time passcode. The cryptography module 61 in the
middleware server 16, may instead be provided as a separate unit in the account
management system 7 with a secure communication path to the web module 57, and the
cryptography module 62 in the mobile handset 3 may instead be provided as a separate
application module or hardware unit in the secure memory 4.

[0020] In this way, the account management system 7 is able to advantageously provide
for secure and efficient user registration of an online account, associated with the user’s
mobile payment accounts. In this way the account management system 7 ties the
mobile solution to the web channel, reduces the ability for fraudsters to compromise
customer identification and wverification (ID&V) information through malicious
software at end user computing devices because the web registration process no longer
requires use of a physical plastic card, information (e.g. the CVV value) or ID&V
information. The online account registration process also advantageously performs a
two-factor authentication prior to registration by utilizing information that must be
present and available (the mobile device 3 with the encryption key 60) as well as

information that is known only to the user (for example, a user configured PIN as will
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be described below). This further reduces payment account compromise by malicious
code.

[00146] Figure 24 shows the elements of a mobile device 3 according to the fifth
embodiment. As shown in Figure 24, the mobile device 3 is a mobile handset including
components as described in the embodiments above. In the present embodiment,
another plurality of wallet screens in the mobile payment wallet application module 8
are provided as “online registration” wallet screens 26-5 which are displayed in
response to user selection of an option to register an online account associated with a
mobile payment account, as will be described in more detail below. It is appreciated
that the mobile payment wallet application module 8, which is stored securely in the
secure memory 4 of the mobile device 3 in this embodiment, is schematically illustrated
as forming part of the handset operating system and hardware 28 in Figure 24.

[00147] A more detailed description of the operation of the components in this
fifth embodiment will now be given with reference to the flow diagram of Figure 25.
Figure 25 describes a computer-implemented process for provisioning and activating a
mobile payment account using the mobile device 3 in communication with the account
management system 7, and for creating, activating and securely registering an
associated online account. As shown in Figure 25, the process begins at step S25-1
where the wallet application module 8, including the authentication and payment
applications, are prepared by the account management system 7 and transmitted to the
secure element 4 of the mobile device 3 via the cellular telephone network 11 as
discussed above. The wallet application module 8 is provided with a security
mechanism for accessing the application data, by way of a user configurable application
PIN in this embodiment. Accordingly, the first time the wallet application module 8 is
received and stored in the mobile device 3, the requirement for input of an application
PIN to access the wallet application module 8 is disabled as illustrated by step S25-3
because the user has yet to configure a PIN for the application. It is appreciated that the
application PIN may take any respective form, and may be composed of numeric or
alphabetic symbols, non-alphanumeric symbols, or a combination of such symbols. In
alternative embodiments, other forms of user identification can be used to verify and

validate a user wishing to access the wallet application module 8, such as using
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biometrics including one or more of finger or hand print scanning, face recognition,
DNA profiling, iris or retina recognition, voice recognition, and drawl pattern matching.
[0033] At step S25-5, payment account data in the wallet application secure data
6 for an inactive mobile payment account is received by the mobile device 3 and stored
in the secure element 4. The payment account data may be received by the mobile
device 3 via any appropriate data communication channel or mechanism. Once the
payment account data has been stored in the secure element 4, the wallet application
module 8 displays, at step S25-7, an indication that an inactive mobile payment account
is available for activation on the mobile device 3. As discussed above, the user is
provided with an online account associated with the mobile payment account. The web
module 57 of the account management system 7 creates an online account (accessible
via the Internet) for the user at step S25-9. The online account may initially include
basic information associated with the user and the online account such as a unique
account name or identification number of the user’s mobile device (for example a
unique Mobile Directory Number of the mobile handset), as well as shared information
(for example, the shared encryption key 60) that is used for cryptographic functions
when the user registers the online account as will be discussed later. A user may
preferably be associated with a single online account that is associated with each of the
user’s one or more mobile payment accounts. Alternatively, the user may be associated
with one online account for each mobile payment account.

[0034] At step S25-11, a user validation process is conducted in response to the
user launching the wallet application module 8 and selecting the inactive mobile
payment account to activate. An exemplary user validation process involving a
sequence of identification and verification questions is described in the above
embodiment, although any alternative process may be used to validate the user of the
mobile device 3 via the wallet application module 8. Once the user has been validated
at step S25-11, the middleware server 16 generates and transmits an unblock command
to the wallet application module 8 of the mobile device 3, at step S25-13. Upon
receiving the unblock command, the wallet application module 8 prompts the user to
enter an application issuer PIN and a trust phrase, which are securely stored in the

wallet application module 8 in the secure element 4 at step S25-15. After the user input
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application issuer PIN has been set, the wallet application module 8 in the mobile
device 3 transmits, at step S25-17, an authorization validation flag and the user input
trust phrase to the middleware server 16 of account management system 7 via the secure
and trusted communication connection established by the communications server 13.
The middleware server 16 then communicates the received user input to the web
module 57 to securely store the user input trust phrase in the online account data
associated with online account created for that user at step S25-9. At step S25-19, the
web module 57 activates the online account by configuring data identifying a state of
the online account to indicate that the online account is ready for registration by the
user.

[0035] At step S25-21, the middleware server 16 activates the mobile payment
account and transmits an indication to the mobile device 3 that the mobile payment
account is activated for conducting contactless transactions via the mobile device 3. In
this embodiment, the user is prompted to proceed with the online account registration
process as illustrated by step S25-23. The user may be directed to an appropriate web
page URL to proceed with the registration process in any known manner, via a wallet
screen 24 displayed by the mobile device and/or by an e-mail automatically generated
and sent by the web module 57 to an e-mail address previously provided by the user.
[0036] The online account registration process will now be described in more
detail with reference to Figure 26. Reference is also made to Figure 27, which
comprises Figures 27a to 27d, schematically illustrating exemplary display screens that
can be presented to a user on the mobile device 3 in the online account registration
process, and to Figure 28, which comprises Figures 28a to 28d, schematically
illustrating exemplary display pages that can be presented to a user via the web browser
58 on the computing device 2 in the online account registration process.

[0037] The online account registration process begins with the user launching
the web browser 58 of the computing device 2 and requesting the registration web page
from the web module 57 of the account management system 7 as prompted at step S25-
23 discussed above. In response to requesting the registration web page via the
appropriate URL, the registration web page is received and displayed to the user at step

S26-1, as illustrated in Figure 26. In this embodiment, the web page is configured to
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prompt the user to enter a MDN, for example, as an input box 68-59 of the web page
65-1 as schematically illustrated in Figure 27a. At step S26-3, the user enters a MDN,
and the user input data is transmitted to the web module 62. The validity of the user
input data may be performed by the web browser 58 and/or the web module 62. At step
S26-5, the web module 62 receives the user input MDN and retrieves the stored online
account data 59 associated with the user input MDN, including the securely stored
cryptography key 60 for that user’s online account. At step S26-7, the web browser 58
displays a subsequent web page received from the web module 62 to prompt the user for
input of a passcode as generated by the user’s mobile device 3, within a predetermined
amount of time (for example a window of two minutes from display of the subsequent
web page by the web browser). Figure 27b schematically illustrates an example web
page 65-2 confirming the user input MDN and prompting for input of a passcode in an
input box 68-52. The web page can also include code or processing instructions to
configure the browser to monitor for the authentication timeout at step S26-9. If the
predetermined amount of time has not elapsed, the web browser 58 determines if the
user input passcode has been received at step S26-11, and if not, continues to monitor
for the user input within the predetermined time window. If at step S26-9, the web
browser 58 determines that the user has not input a passcode within the predetermined
time window, then the web browser may notify the user that the authentication input
step has timed out and the user may be directed back to the initial registration web page
to restart the registration process.

[0038] As discussed above, the user is prompted to enter a passcode that is generated by
the cryptography module 62 in the wallet application module 8 of the user’s mobile
device 3. The user may initiate the passcode generation process by launching the
wallet application module 8 at step S26-13 in response to the prompt at step S26-7.
Alternatively, the user may use the wallet application module 8 to generate a passcode
at any suitable time before receiving the prompt at step S26-7, once the user has set an
application issuer PIN at step S25-15 and a mobile payment has been activated at S25-
21. Figure 28a shows an example user interface 51-61 of the user’s mobile device 3 for
enabling the user to launch the wallet application module 8 by selection of a respective

application icon 55 displayed by the handset operating system 28. Many other forms of



10

15

20

25

30

WO 2012/042262 PCT/GB2011/051839

67

user interface are possible depending on the particular mobile device used to implement
the present embodiment. After the user has launched the wallet application module 8§,
the mobile device 3 receives, at step S26-15, user selection of a menu option to generate
a passcode for online account registration. In the example shown in Figure 28D, a
“main menu” wallet screen 51-62 is displayed by the mobile device 3 to the user,
providing a plurality of user selectable options for the electronic wallet. The user
scrolls through the list of displayed options to highlight 64-51 and selects a desired
menu option. In response to selection of the option to generate a passcode, the mobile
device 3 displays an application issuer PIN input wallet screen 51-63 as shown in
Figure 28c to prompt for user input of the application issuer PIN into an input field 68-
56. At step S25-17, the wallet application module 8 can then check the user input PIN
against the stored application issuer PIN that was set previously at step S25-15 to verify
that the user is authorized to access the wallet application module 8 to generate a
passcode. Once the user input PIN is verified, an authorization validation flag is set in
the wallet application module 8.

[0039] At step S26-62, the wallet application module 8 validates that the authorization
validation flag is set and then uses the cryptography module 62 to generate a passcode
based on the encryption key 60 (that is also stored on the web module 62 in a secure
manner) as discussed above. At step S26-21, the generated passcode is displayed by the
mobile device 3 to the user for a predetermined amount of time (for example one minute
from initial display of the generated passcode), as shown in the exemplary display
screen 51-64 of Figure 28d. The wallet application module 8 monitors the amount of
time that the passcode has been displayed to the user at step S26-23, and once the
predetermined amount of time has passed, the wallet application module 8 displays, at
step S26-25, a notification message to the user that the display operation has timed out.
Processing may then return to step S26-17 to prompt the user to reenter the application
issuer PIN in order to restart the process to generate a new one time passcode.

[00148] Returning now to step S26-11, as indicated by the dashed line from step
S26-21, the web browser 58 receives user input of the generated passcode and transmits
the user input passcode to the web module 62. In response to receipt of the user input

passcode, the cryptography module 61 in the middleware server 16 is used to recreate a
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passcode, at step S26-27, using the retrieved encryption key 60 that is stored securely in
the web module (which is the same as the encryption key 60 stored securely in the
mobile device 3). At step S26-29, the web module 62 compares the received user input
passcode to the recreated passcode, and if it is determined at step S26-31 that the user
input passcode matches the recreated passcode, then the user input passcode is
determined to be valid. It is appreciated that in an alternative embodiment, the web
module 62 may instead use the cryptography module 61 to generate and securely store a
passcode for each online account prior to prompting the user to input a passcode
generated on the mobile device at step S26-7. The online account registration process
continues to step S26-33 where a further web page is transmitted to and displayed by
the web browser 58 to prompt the user to set up a security question and answer for the
online account. Figure 27c¢ schematically illustrates an example web page 65-3
confirming the user’s trust phrase 68-53 (as previously provided by the user at step S25-
15 and transmitted to the middleware server 16 at step S25-17) and prompting for input
of a security answer in an input box 68-54. The user input security answer is then
transmitted to the web module 62 and stored in the online account data 59 for that user.
In this embodiment, a further subsequent registration web page is transmitted to the web
browser 58 to prompt the user to enter additional anti-phishing information at step S26-
35. Figure 27d schematically illustrates an example web page 65-4 prompting for input
selection of an image 68-54 for the online account, as well as user input of a username
68-55 which may be used to access the online account instead of the user’s MDN. The
user input additional information is then transmitted to the web module 62 and stored in

the online account data 59 for that user to complete the online registration process.

Sixth Embodiment

[00149] A sixth embodiment of the invention will now be described, using
corresponding reference numerals to those of preceding figures where appropriate for
corresponding elements. Referring to Figure 30, the mobile payment system 601
comprises a mobile device 3, a merchant’s electronic Point Of Sale (POS) terminal 5 as
commonly known in the field, and an account management system 7 associated with a

payment account issuer 10, as described in the embodiments above.
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[00150] As shown in Figure 30, in this embodiment, the mobile device 3 includes
a plurality of secure wallet application modules 8a storing computer-implementable
processing instructions in the secure memory 4. The processing instructions are used to
control the operation of the mobile device 3, to facilitate the application for and
management of one or more mobile payment accounts on the mobile device 3, and to
handle the process of conducting a transaction with a merchant via the electronic POS
terminal 5. A payment transaction with a merchant via the electronic POS terminal 5 is
facilitated using a mobile payment account on the mobile device 3 to effectively transfer
funds from the mobile payment account on the mobile device 3, or an associated
payment account issuer 10, to the merchant. Other forms of transactions will be
apparent to the skilled person to facilitate ticketing, coupons, and other activities.

[00151] The secure wallet application modules 8a can be implemented as one or
more software components of an operating system running on the mobile device 3 or
implemented as one or more separate software applications installed on the mobile
device 3. In this embodiment, the secure wallet application modules 8a comprises an
authentication module 48 for verifying or validating a user to conduct a transaction
using a provisioned mobile payment account, and a plurality of transaction modules 49
for facilitating transactions using an activated mobile payment account after the user has
been validated. As will be described in greater detail below, one authentication module
48 associated with a single controlling passcode is provided to dictate usage to a series
of subordinate transaction modules 49 that are all within the ownership rights of the
security domain for the collection of modules of a particular issuer. The authentication
and transaction modules described herein are preferably software applications (such as
applets), and can be configured to run as background applications on the mobile device
3. The software applications monitor receipt of messages or events and activate upon
receipt of appropriate messages or events so as to carry out the above operations. The
software applications can alternatively be launched by the user. Alternatively, the
secure wallet application modules 8a (that is, the authentication module and transaction
modules) are loaded into a virtual machine of the mobile device 3 to provide the

functionality of the present embodiment.



10

15

20

25

30

WO 2012/042262 PCT/GB2011/051839

70

[00152] A secure mobile payment account provisioning and activation process
can be carried out between the mobile device 3 and the account management system 7,
as described in the embodiments above. The activated mobile payment account data
stored in the secure memory 4 of the mobile device 3 is then used to carry out payment
transactions with a merchant electronic POS terminal 5 wvia the contactless
communication link 9, whereby a requested amount of funds is transferred from the
mobile payment account stored in the mobile device 3 to the merchant’s bank 12.
Techniques and protocols for implementing the authorization and transfer of funds
between the merchant POS terminal 5, the merchant bank 12, and the payment account
issuer 10 via the payment association network 17 are well known to those skilled in the
art and are therefore not described further herein.

[00153] Figure 31 shows the elements of the mobile device 3 according to the
sixth embodiment of the present invention. As shown in Figure 31, the mobile device 3
is a mobile handset including components as described in the embodiments above. In
the present embodiment. the mobile device 3 also includes a plurality of additional
mobile payment wallet application modules 20 which are not stored in the secure
memory 4. The additional wallet application modules 20 store processing instructions
used to control the operation of the mobile device 3 to perform various mobile payment
account processes using the secure wallet application modules 8a discussed above. As
shown in Figure 31, a plurality of application modules 20-1, 20-2, 20-m, 20-n, for
example, are provided for carrying out transactions with a plurality of different payment
account issuers (referred to as Issuer-1, Issuer-2, ... Issuer-n) as well as a non-issuer
application module 20m for carrying out non-issuer related operations. Each
application module 20 is operable to call the secure wallet application modules 8a of the
corresponding issuer in order to complete the requested transaction after user validation,
as will be described in greater detail below. The additional wallet application modules
20 can also include an account creation sub-module and an account activation sub-
module (not shown) storing processing instructions to create a request for a new mobile
payment account if desired and to carry out a secured account validation and activation
processes in response to user input from the keypad 25 as described in the embodiments

above.
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[00154] Figure 31 also schematically illustrates the secure memory 4 of the
present embodiment including a wallet security domain 31 associated with one or more
payment account issuers and other service providers. In this embodiment, the wallet
security domain 31 (corresponding to the issuer security domain 31 in the previous
embodiments) includes a security domain 36-1 associated with the payment account
issuer 10 (referred to as Issuer-1) and the secure wallet application modules 8a for
Issuer-1. The secure wallet application modules 8a are provided as an applet package
associated with Issuer-1, and include the authentication applet instance 48 and a
plurality of transaction applet instances 49 which enable the transaction processing
functionality using an activated mobile payment account. The authentication applet
instance 48 and the plurality of transaction applet instances 49 correspond to the
authentication module 48 and the transaction modules 49 respectively shown in Figure
30. The wallet security domain 31 also includes one or more other service provider
security domains 37 ecach associated with respective one or more other wallet
application modules 54. The wallet security domain 31 also includes wallet application
secure data 6 for use by the wallet application modules 8a. The payment account data
is also securely stored in the wallet security domain 31, for example, within the wallet
application secure data 6.

[00155] The wallet security domain 31 also includes a Proximity Payment
System Environment (PPSE) module 41 (corresponding to the PPSE package in the
previous embodiments), defining application functionality associated with transaction
processing functionality and, in particular, for handling communications with a
contactless reader of the POS terminal 5 to identify which of the one or more mobile
payment accounts is to respond. The PPSE module 41 facilitates an additional
application layer level of control of the transaction processing functionality between a
respective one of the transaction applet instances 49 and the contactless communication
link interface 47. The PPSE module 41 is a program module inside the secure memory
4 but is generally provided in a security domain associated with and controlled by the
owner of the secure memory 4 and not with a specific payment account issuer 10, thus

providing for segregation that allows for privacy among issuers and mobile operators.
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[00156] In this embodiment, a central authentication applet 48 residing in the
secure memory 4 in the Issuer-1 security domain 36-1 is configured to control
verification of the passcode. The central authentication applet 48 is a program that
manages and verifies input of the passcode for a mobile application, such as an
electronic wallet, as well as managing the passcode communication to the subordinate
transaction applets 49 that will control its use over the contactless communication link
interface 47 through the PPSE module 41.

[00157] Transaction applet instances 49 also reside within the same span of
control of an issuer security domain 36-1. The roles of the transaction applets 49 are for
implementing contactless link based transaction and actions such as payment, ticketing,
coupon redemption, or other offer interactions. These transaction applets 49 can be
defined by an association and are licensed by the authentication applet’s issuer and
security domain owner. The transaction applets 49 include all the logic and control to
execute the associated transactions once the passcode has been verified as being entered
correctly by a user.

[00158] Typically, execution of each applet is controlled within a security
domain to control scope of execution and ability to control the applet. Only those
applets with the right security domain access can execute, modify or change the applet.
Additionally, each applet has a finite set of exposed interfaces for interacting with the
applet over specified channels. Preferably, the authentication applet 48 is used as a
central passcode manager among a series of associated subordinate applets associated
with the same payment account issuer 10.

[00159] Figure 32 is a block diagram showing the main functional elements of
the mobile device 3 when configured to execute processing instructions of the
transaction applets 49 and the authentication applet 48, according to the sixth
embodiment of the invention. As will be discussed in greater detail below, the Issuer-1
application module 20-1 calls the secure wallet application module 8a associated with
the payment account issuer 10 to conduct a transaction process, for example, when a
user waves the mobile device 3 past the contactless communication interface of the POS
terminal 5. As shown in more detail in Figure 32, the Issuer-1 authentication applet 48

in the secure wallet application module 8a in this embodiment includes a passcode
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verifier 77a functional element for verifying a passcode 79a (referred to as PIN-1)
associated with all of the transaction applets 49a associated with Issuer-1, and a
transaction applet interface 80 for communicating the success or failure of user
validation by the passcode verifier 79a to the Issuer-1 transaction applets 49a.

[00160] The other application modules 20 provided in the operating system 28
can be configured to communicate with respective secure applets to conduct different
transaction processes and functions after user validation using different mechanisms.
For example, Figure 32 shows an example of a typical secure wallet application module
8b associated with a different payment account issuer (referred to as Issuer-2) that is
optionally provided in addition to the Issuer-1 secure wallet application module 8a.
This additional secure application module 8b can communicate with the Issuer-2
application module 20-2 to conduct transaction processes associated with Issuer-2. In
this example, the Issuer-2 application module 8b is not configured with a respective
central authentication applet and instead provides a passcode verifier 77b in the Issuer-2
transaction applet 49b for verifying a passcode 79b (referred to as PIN-2) that is
separately associated with the transaction applet 49b associated with Issuer-2. Figure
32 also shows a non-issuer application module that is configured to provide electronic
wallet functionality to a user that is not associated with any particular payment account
issuer 10, for example, through a Mobile Network Operator (MNO) secure domain
applet 84 for processing and performing functions and actions associated with the
mobile network operator, through the cellular telephone network interface 33.

[00161] A more detailed description of the operation of these components in this
first embodiment will now be provided with reference to the flow diagram of Figure 4
which illustrates a computer-implemented process for a contactless mobile transaction
where the plurality of transaction applets 49a associated with a payment account issuer
9 uses a central authentication applet 48 for passcode validation. As shown in Figure
33, the mobile transaction process begins at step S33-1 where the contactless
communication link interface 47 and PPSE module 41 pick up or receive a signal from
the POS terminal 5 for initiating a transaction. The POS terminal 5 typically sends out a
request associated with a specific type of transaction, such as payment or ticketing. In

response, at step S33-3, the contactless communication link interface 47 is instructed by
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the mobile operating system 28 to use the PPSE module 41 to initiate a transaction. The
PPSE module 41 typically stores a list of the possible executable application identifiers
(AID) within the secure memory 4 based upon categories such as payment, ticketing
and the like.

[00162] The PPSE module 41 determines at step S33-5 a specific AID of a
transaction applet 49a for execution of the transaction, from the PPSE’s list of AlDs,
such as an AID for an application which the user has previously selected as their default
for that transaction category or type. The PPSE module 41 responds to the POS
terminal 5 with the specific AID. At step S33-7, the POS terminal 5 receives and
optionally verifies that the AID is within an allowed set or range for that transaction
category and proceeds to ask the mobile device 3 in subsequent interactions to execute
that specific AID to complete the transaction. Accordingly, at step S33-9, the
contactless communication link interface 47 receives a new request message to carry
out a transaction using one of transaction issuer applets 49a as identified by the AID.
[00163] In this embodiment, the subordinate transaction applet 49a performing
the transaction will call the interface 80 on the authentication applet 48, at step S33-11,
to verify that the correct passcode 79a was entered by the user. It will be appreciated
that the user can authenticate to the authentication applet 48 prior to engaging with the
POS terminal 5, whereby the user selects the mobile payment account they wish to use
for a transaction, enters in a passcode, and the user input passcode is transmitted to the
authentication applet 48 for verification. If the passcode verifier 77a determines that the
passcode 79a is correct and the authentication applet 48 is in a state where it is allowing
transactions, the authentication applet 48 will allow the next transaction requested by a
transaction applet 49a to proceed. Alternatively, the authentication applet 48 is
configured to process validation of the controlling passcode (PIN-1) as required in
response to a request from the transaction applets 49a.

[00164] Therefore, at step S33-13, the authentication applet 48 will respond with
a permission to perform the requested transaction and any supporting data for the applet
to use in the transaction. At step S33-15, the subordinate transaction applet 49a
determines from the received information if passcode authentication was successful. If

the authentication applet 48 was not able to validate the user input passcode, then at step
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S33-17, the transaction applet 49a proceeds to block the transaction from happening and
map to a specific error code. On the other hand, if passcode authentication was
successful, then at step S33-19, the transaction applet 49a proceeds to allow the
transaction to take place.

[00165] When processing the transaction request, the transaction applet 49a
determines the required transaction detail information to transmit the POS terminal 5
based upon factors such as whether the passcode verification is in the proper state.
Details of how the transaction applets 49a perform processing to carry out an allowed
transaction are well known to those skilled in the art and are therefore not described
further herein. Once the transaction is performed, the Issuer-1 wallet applet can prevent
further transactions without subsequent authentication. This also prevents “virtual
pickpocketing” by ensuring only the intended transaction is performed.

[00166] The authentication applet 48 can also process the request from the
subordinate transaction applet 49a to ensure the request is properly made from an
allowed transaction applet 49a, before starting the verification process. The
authentication applet 48 stores the passcode 79a and an allowed number of possible user
input attempts of the passcode before blocking any transactions from proceeding before
a passcode reset. If the number of incorrect entries exceeds the configured maximum
entries before a successful passcode validation, the authentication applet 48 will not
allow any more transaction attempts. Once locked, a controlling passcode reset process
is typically performed by the issuer of the authentication applet 48 through a trusted
service manager connection into the secure element 4 where commands are sent to the
secure element 4 to reset the counter in a conventional manner.

[00167] The initial instantiation and setting of the controlling passcode is a
process managed by the payment account issuer 10 and the issuer’s TSM server 18.
The issuer’s security domain 36 can be set up by the TSM server 18 and the
authentication applet 48 can be installed and instantiated into the issuer’s security
domain 36. The TSM server 18 can then send commands to make the authentication
applet 48 available for execution and initialize the passcode into an initial state along

with passcode counters.
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[00168] The authentication applet 48 is configured in the issuer’s security domain
36 so that it can limit the interfaces allowed to execute commands to a finite set of
wallet applications in the mobile handset operating system, as well as verification

requests coming from the transaction applets 49a.

Seventh Embodiment

[00169] A seventh embodiment will now be described using corresponding
reference numerals to those of preceding figures where appropriate for corresponding
clements. Figure 34 is a block diagram showing the main functional elements of the
mobile device 3 when configured to execute processing instructions of the transaction
applets 49 and the authentication applet 48. In the sixth embodiment described above,
single passcode control is provided by the central authentication applet 48 in the issuer
wallet applet 8a controlling the passcode verification for the subordinate transaction
applets 49a. In this embodiment, the passcode verification process involves a passcode
requestor 88 in the subordinate transaction applet 49a directly calling the authentication
applet 48 to retrieve an associated transaction applet passcode for automatic passcode
verification by a passcode verifier 90 in the transaction applet 49a. The authentication
applet 48 stores its known value of the transaction passcodes 86 internally in the secure
clement 4 for the transaction applets 49a to use. In this way, the security mechanism of
this embodiment effectively simulates user passcode entry to manage multiple
passcodes to multiple applets.

[00170] As will be discussed in greater detail below, and in accordance with this
seventh embodiment, the Issuer-1 authentication applet 48 in the secure wallet
application module 8a also provides a passcode verifier 77a functional element for
verifying a passcode 79a (referred to as PIN-1) associated with the Issuer-1 wallet
applet 8a and a transaction applet interface 80 for communicating with the plurality of
issuer-1 transaction applets 49a. The authentication applet 48 stores a plurality of
Issuer-1 transaction applet passcodes 86 associated with the Issuer-1 transaction applets
49a (referred to as PIN-1a to PIN-1n), in addition to the single controlling passcode 79a
as in the first embodiment. Additionally, each of the subordinate Issuer-1 transaction
applets 49a in this embodiment stores a respective applet passcode 91, corresponding to

the transaction applet passcodes 79a stored and controlled by the authentication applet



10

15

20

25

30

WO 2012/042262 PCT/GB2011/051839

77

48, and requires verification of the transaction applet passcode 91 as part of the
authentication process.

[00171] Figure 35 illustrates a computer-implemented process for a contactless
mobile transaction where the plurality of transaction applets 49a associated with a
payment account issuer 10 perform passcode validation for a transaction process by
requesting the passcode from the central authentication applet 48. As shown in Figure
35, the mobile transaction process begins at step S35-1 where the contactless
communication link interface 47 and PPSE module 41 picks up or receives a signal
from the POS terminal 5 for initiating a transaction. The processing steps up to S35-9
correspond to steps S33-1 to S33-9 of the sixth embodiment and are not repeated here
for conciseness.

[00172] In accordance with this seventh embodiment, after the contactless
communication link interface 47 has received the new request message at step S35-9,
the subordinate transaction applet 49a performing the transaction will call the interface
80 on the authentication applet 48, at step S35-11, to request a passcode 79a to complete
the transaction. In response, the Issuer-1 authentication applet 48 will determine if the
single controlling passcode (PIN-1) 79a has been correctly entered by the user prior to
the transaction request, or proceed to request input of the single controlling passcode by
the user as described above. If the passcode verifier 77a determines that the passcode
79a is correct and the authentication applet 48 is in a state where it is allowing
transactions, the authentication applet 48 will retrieve the transaction applet passcode
86a (PIN-1a) for the requesting transaction applet 49a and proceed to communicate the
retrieved transaction applet passcode 86a back to the Issuer-1 transaction applet 49a.
Alternatively, the authentication applet 48 is configured to process user input and
verification of the single controlling passcode PIN-1 using the passcode verifier 77a in
the authentication applet 48 as required before responding to the request from the
transaction applets 49a.

[00173] Therefore, at step S35-13, the authentication applet 48 will respond with
a retrieved transaction applet passcode 86 and any supporting data for the applet to use
in the transaction. At step S33-15, the transaction applet passcode 86 received the

authentication applet 48 is checked by the passcode verifier 90 in the subordinate
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transaction applet 49a to determine if it matches the stored transaction applet passcode
91. If the passcodes do not match, then at step S35-17, the transaction applet 49a
proceeds to block the transaction from happening and map to a specific error code. On
the other hand, if the transaction applet passcode authentication was successful, then at
step S35-19, the transaction applet 49a proceeds to allow the transaction to take place.
[00174] In a further alternative method, the authentication applet 48 can be used
to broadcast the appropriate transaction passcode to the designated transaction applet for
use, after validating the user using a single controlling passcode. In this alternative, the
user using the wallet application would provide the authentication applet 48 with the
controlling passcode 79a along with which transaction applet is to be used for the
subsequent transaction. The controlling passcode 79a would be verified by the
passcode verifier 77a in the authentication applet 48 in the same manner as the sixth
embodiment, but instead of waiting for a transaction applet 49a to ask for a transaction
applet passcode for verification, the authentication applet 48 would communicate to the
transaction applet 49a with the appropriate transaction passcode 79a.

[00175] The authentication applet 48 can effectively translate any transaction
passcodes 79a necessary to the transaction applets 49a if necessary. This can allow for
the wallet application 8a to not necessarily use the same passcode 79a or even restrict
the single controlling passcode 79a to the same mechanisms prescribed by the
transaction applets 49a.

[00176] The transaction applets 49a in this embodiment can keep a respective
predefined number of allowed passcode entry attempts, as described in the first
embodiment. It will be appreciated that this should be minimally used as the
authentication applet 48 is storing the appropriate transaction applet passcodes, and

access control therefore limits access to the transaction applets 49a.

Summary and Advantages

[00177] In the above embodiments, a description of the components of a mobile
payment account activation system embodying aspects of the present invention has been
given. A detailed description has also been given of the functional operations of each

component during various processes in the mobile payment system.
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[00178] A number of advantages are achieved with the account management
system described in the first embodiment above. As mentioned above, the account
management system can advantageously activate a new mobile payment account for a
mobile user in real time, as the computer-implemented user authentication and
activation processes are automated by the account management system so that a mobile
user can efficiently and securely activate an inactive mobile payment account
provisioned on a mobile device, without requiring manual intervention to provide
additional verification in order to complete the activation process, such as a preset pass
code by way of a telephone call, or in person in store or in branch, or logging on to a
website of an account issuer or bank through a web browser, or delivery of any
authentication or verification documents between the user and the account issuer or
bank by mail or post. The present invention thereby facilitates real time provisioning
and activation of the mobile payment account ready to be used to carry out transactions
at a merchant POS.

[00179] The account management system can also be configured to adjust a level
of security relating to the user authentication and activation process depending for
example on a determined risk of the mobile user. Therefore, a lower risk mobile user
may have the additional convenience of a simplified activation process, whereas an
unfamiliar or higher risk mobile user will have a more complicated activation process,
thereby reducing the chances of fraudulent account activation and identity theft.

[00180] The above described account management system also has the advantage
that the merchant POS terminal and the secure payment account issuers operate in a
conventional manner. The system can therefore be easily incorporated into existing
contactless mobile payment systems.

[00181] A number of advantages will be also understood from the above
description of the second embodiment of the present invention.

[00182] In particular, the remote setting of a risk flag can prevent monetary loss
by the issuing bank for low dollar transactions made by a perpetrator.

[00183] The solution allows the customer to casily self correct any possession
activity verification without requiring an outbound contact from the issuing bank. The

customer simply enters their passcode prior to making their next transaction.
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[00184] The issuing bank can set the risk flag ahead of any transaction attempt by
the customer at a merchant. The merchant checkout does not have to communicate a
declined transaction attempt to the customer. If the merchant were an unattended
vending machine, this error could cause customer confusion and frustration. The
customer is able to correct their risk setting locally as part of the transaction flow.
[00185] The transaction information process flow with merchant point of sale
systems is unchanged requiring no additional work by a merchant.

[00186] The second embodiment allows the bank to decide when a customer
requires authentication of the payment account based upon flexible risk criteria.

[00187] The second embodiment also allow for remote management of local
passcode verification counters to allow the bank to automatically ask for passcode

verification after a configurable number of low dollar transactions.

Computer Systems

[00188] The computer servers of the account management system described
herein may be implemented by computer systems such as computer system 1000 as
shown in Figure 36. Embodiments of the present invention may be implemented as
programmable code for execution by such computer systems 1000. After reading this
description, it will become apparent to a person skilled in the art how to implement the
invention using other computer systems and/or computer architectures.

[00189] Computer system 1000 includes one or more processors, such as
processor 1004. Processor 1004 may be any type of processor, including but not limited
to a special purpose or a general-purpose digital signal processor. Processor 1004 is
connected to a communication infrastructure 1006 (for example, a bus or network).
Various software implementations are described in terms of this exemplary computer
system. After reading this description, it will become apparent to a person skilled in the
art how to implement the invention using other computer systems and/or computer
architectures.

[00190] Computer system 1000 also includes a main memory 1008, preferably
random access memory (RAM), and may also include a secondary memory 610.
Secondary memory 1010 may include, for example, a hard disk drive 1012 and/or a

removable storage drive 1014, representing a floppy disk drive, a magnetic tape drive,
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an optical disk drive, etc. Removable storage drive 1014 reads from and/or writes to a
removable storage unit 1018 in a well-known manner. Removable storage unit 1018
represents a floppy disk, magnetic tape, optical disk, etc., which is read by and written
to by removable storage drive 1014. As will be appreciated, removable storage unit 618
includes a computer usable storage medium having stored therein computer software
and/or data.

[00191] In alternative implementations, secondary memory 1010 may include
other similar means for allowing computer programs or other instructions to be loaded
into computer system 1000. Such means may include, for example, a removable storage
unit 1022 and an interface 1020. Examples of such means may include a removable
memory chip (such as an EPROM, or PROM, or flash memory) and associated socket,
and other removable storage units 1022 and interfaces 1020 which allow software and
data to be transferred from removable storage unit 1022 to computer system 1000.
Alternatively, the program may be executed and/or the data accessed from the
removable storage unit 1022, using the processor 1004 of the computer system 1000.
[00192] Computer system 1000 may also include a communication interface
1024. Communication interface 1024 allows software and data to be transferred
between computer system 1000 and external devices. Examples of communication
interface 1024 may include a modem, a network interface (such as an Ethernet card), a
communication port, a Personal Computer Memory Card International Association
(PCMCIA) slot and card, etc. Software and data transferred via communication
interface 1024 are in the form of signals 1028, which may be electronic,
electromagnetic, optical, or other signals capable of being received by communication
interface 1024. These signals 1028 are provided to communication interface 1024 via a
communication path 1026. Communication path 1026 carries signals 1028 and may be
implemented using wire or cable, fiber optics, a phone line, a wireless link, a cellular
phone link, a radio frequency link, or any other suitable communication channel. For
instance, communication path 1026 may be implemented using a combination of
channels.

[00193] The terms “computer program medium” and “computer usable medium”

are used generally to refer to media such as removable storage drive 1014, a hard disk
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installed in hard disk drive 1012, and signals 1028. These computer program products
are means for providing software to computer system 1000. However, these terms may
also include signals (such as electrical, optical or electromagnetic signals) that embody
the computer program disclosed herein.

[00194] Computer programs (also called computer control logic) are stored in
main memory 1008 and/or secondary memory 1010. Computer programs may also be
received via communication interface 1024. Such computer programs, when executed,
enable computer system 1000 to implement embodiments of the present invention as
discussed herein. Accordingly, such computer programs represent controllers of
computer system 1000. Where the embodiment is implemented using software, the
software may be stored in a computer program product and loaded into computer
system 1000 using removable storage drive 1014, hard disk drive 1012, or
communication interface 1024, to provide some examples.

[00195] Alternative embodiments may be implemented as control logic in

hardware, firmware, or software or any combination thercof.

Alternative Embodiments

[00196] It will be understood that embodiments of the present invention are
described herein by way of example only, and that various changes and modifications
may be made without departing from the scope of the invention.

[00197] For example, in the embodiments described above, the mobile device
includes a communication interface for facilitating communications over a respective
type of contactless communication link. As an alternative, the mobile device may
include a plurality of communication interfaces for enabling the plurality of transaction
applets to carry out contactless communications over a plurality of respective types of
contactless communication links. In this way, the mobile device would be capable of
conducting contactless transactions over a combination of contactless communication
links such as near field communication (NFC), infra-red and/or optical (eg. for bar code
scanning), ultra-sonic, radio frequency (eg. RFID), wireless such as Bluetooth or Wi-Fi
based on the IEEE 802.11 standards, and any other communication link that does not

require direct physical contact.
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[00198] As a further alternative, the mobile device may be additionally or
alternatively configured for conducting mobile transaction operations over any other
form of communication link that requires a contact and/or coupling of communication
interfaces. In this case, the mobile device may include a plurality of transaction
modules operable to process mobile transaction operations with a respective transaction
account over a communication link via an associated communication interface of the
mobile device. Preferably but not essentially, at least one of the transaction modules is
configured for contactless transaction operations over at least one type of contactless
communication link.

[00199] In the first embodiment described above, the mobile payment account is
provisioned on a mobile handset which communicates with the account activation
system via a cellular telephone network. As those skilled in the art will appreciate,
instead of a mobile handset, other portable electronic devices configured for contactless
payment with a merchant electronic POS and having suitable input and display means,
may be adapted to carry out the functionality of real time provisioning and/or activation
as described in the first embodiment. Additionally, those skilled in the art will
appreciate that the portable electronic device may be configured to communicate with
the account activation system via any other form of communication channel, such as a
wired or wireless network connection, a Bluetooth connection, or the like.
Alternatively, the mobile payment account data may be provisioned on the portable
electronic device by means of data transfer for example via any suitable data
communication path or by way of a computer readable medium.

[00200] In the first embodiment described above, the mobile device is
provisioned with a mobile payment account by the account activation system through
secure transfer of data representing the mobile payment account, which data including
data defining an amount of pre-paid funds transferred from the user’s payment account
issuer and/or data identifying a user’s account at a payment account issuer from which
funds can be transferred to a merchant bank to complete a transaction. As those skilled
in the art will appreciate, the mobile device may instead or additionally be securely
provisioned with data representing one or more other types of accounts, such as an

insurance account, a loyalty and rewards scheme membership or the like, and the
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account activation system may be configured to conduct a secure data transfer to the
mobile device of data representing such an account, for example including the account
or membership number or any other type of secure reference number.

[00201] In the second embodiment described above, the mobile payment account
is provisioned on a mobile handset which communicates with the account activation
system via a cellular telephone network. As those skilled in the art will appreciate,
instead of a mobile handset, other portable electronic devices configured for contactless
payment with a merchant electronic POS and having suitable input and display means,
may be adapted to carry out the functionality of real time provisioning and/or activation
as described in the second embodiment. Additionally, those skilled in the art will
appreciate that the portable electronic device may be configured to communicate with
the account activation system via any other form of communication channel, such as a
wired or wireless network connection, a Bluetooth connection, or the like.
Alternatively, the mobile payment account data may be provisioned on the portable
electronic device by means of data transfer for example via any suitable data
communication path or by way of a computer readable medium.

[00202] In the second embodiment described above, the mobile device is
provisioned with a mobile payment account through secure transfer of data representing
the mobile payment account, which data including data defining an amount of pre-paid
funds transferred from the user’s payment account issuer and/or data identifying a
user’s account at a payment account issuer from which funds can be transferred to a
merchant bank to complete a transaction. As those skilled in the art will appreciate, the
mobile device may instead or additionally be securely provisioned with data
representing one or more other types of accounts, such as an insurance account, a
loyalty and rewards scheme membership or the like, and the account activation system
may be configured to conduct a secure data transfer to the mobile device of data
representing such an account, for example including the account or membership number
or any other type of secure reference number.

[00203] In the second embodiment described above, the wallet application secure
data stores a plurality of flags that are accessed and maintained by the payment and

authentication applets. As those skilled in the art will appreciate, the flags are data
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values indicative of one of a plurality of predefined states of an associated variable. In
the second embodiment described above, separate flags are provided for the plurality of
variables, each flag having a true or false state. Many alternative forms of representing
the flags and variable states will be apparent to the skilled person.

[00204] In the second embodiment described above, the mobile device includes a
user configured "PIN mode", one of "Always Required" and "Only As Necessary". As
an alternative to the user setting whether or not a PIN is required, the POS can be
configured to transmit a low transaction value indication to the mobile device, based on
a predefined threshold for the transaction value. For example, a POS terminal of a
vending machine can be configured to always transmit a low transaction value
indication with any payment request message if all of the items in the vending machines
are known to be under a predefined threshold value. In such an alternative, the mobile
device would be configured to determine if PIN entry is required based on the received
low transaction value indication. For example, the mobile device can be configured to
require PIN entry if the message received from the POS terminal indicates that the
transaction involves a high transaction value.

[00205] In the third embodiment described above, the mobile payment wallet
application module on a mobile device provides a wallet screen for an account owner to
select a contact person from the contacts data (phone book) of the account owner’s
mobile device. It is appreciated that the contacts data may be adapted to include data
indicating whether or not a contact person is registered with the account management
system or otherwise associated with a mobile device enabled to carry out contactless
payment transactions with a mobile payment account. In such an alternative
embodiment, the wallet screen may be configured to display a list of only those contact
persons who are suitable for authorized use of the payment account via a provisioned
and activated mobile payment account on the authorized user’s mobile device.

[00206] In the third embodiment described above, an additional user is authorized
to use the primary payment account to conduct payment transactions from the
authorized user’s mobile device. In an alternative embodiment, the account
management system and the authorized user’s mobile device may be further configured

to enable the authorized user to perform predetermined selected account servicing tasks
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on the primary payment account in addition to conducting payment transactions from
the mobile payment account, via other service channels (web, phone, IVR etc). It is
appreciated that authorizing such additional servicing may require establishing and
confirming additional credentials from the authorized user. Accordingly, in this
alternative embodiment, the wallet application module on the authorized user’s mobile
device may be configured to display a further wallet screen 24 to prompt the authorized
user for additional information which may be used for multi-channel servicing. As
shown in the exemplary display screen in Figure 16e, the authorized user may be
prompted to securely input sensitive information such as the user’s social security
number, date of birth, and mother’s maiden name, after the PIN has been set and
activated. This input information may be securely transmitted by the mobile device to
the account management system and utilized in different environments provided for
configuration and access by the authorized user to selected servicing options for the
mobile payment account, such as via the mobile device, a web-based interface or a
conventional telephone call center, etc.

[00207] In the third embodiment described above, the process for confirming that
the authorized user has input a correct activation code involves communication between
the authorized user’s mobile device and the middleware server in response to receipt of
the user input activation code to the authorized user’s mobile device. It is appreciated
that as an alternative the activation code may instead be generated by the middleware
server and transmitted to the authorized user’s mobile device prior to receipt of the user
input activation code by the authorized user’s mobile device. The activation code
generated by the middleware server could be provided as a PIN in the inactive mobile
payment account data that is communicated to the authorized user’s mobile device for
account provisioning as described above. The generated activation code transmitted as
a PIN in this way may be a one time PIN whereby user input of the activation code to
the authorized user’s mobile device forces a PIN reset upon successful entry of the
activation code. In this way, the communication process for authenticating the
additional authorized user is simplified because the generated activation code is stored
locally on the authorized user’s mobile device and need not be verified against the

middleware server directly.  Additionally, rather than the process requiring
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communication back to the middleware server to check and force a PIN entry state
(steps S14-61 and S14-63), the process in this alternative embodiment may proceed
directly from confirming, by the authorized user’s mobile device, that the user input
activation code matches the one-time PIN to the step of prompting the authorized user
for a PIN (step S14-65) in order to activate the provisioned mobile payment account, as
described above.

[00208] In the third embodiment described above, the process of selecting an
additional authorized user for a primary payment account is carried out through the
wallet application module on the account owner’s mobile device. It is appreciated that
as an alternative the interface may instead be provided via a web interface over a secure
communication channel between the mobile device and the account management
system. An exemplary sequence of display screens according to this alternative
embodiment is shown in Figure 17, which comprises Figures 17a to 17d. Figure 17a
shows a log-in web interface display screen prompting the user to log in, and
corresponds to the wallet display screen shown in Figure 15¢. Figure 17b shows a web
menu of user selectable options for servicing a particular payment account, including
adding an authorized user and managing the mobile authorized users, which
corresponds to the wallet display screen shown in Figure 15d. Figure 17c shows a web
interface display screen prompting the user to enter details of the authorized user, which
corresponds to step S14-15 or S14-17 discussed in the third embodiment above.
Finally, Figure 17d shows a web interface display screen outputting the generated
activation code, which corresponds to the wallet display screen shown in Figure 15g.
[00209] In the fourth embodiment described above, the application process is
carried out automatically via a mobile device. The process of conducting and tracking
the application process, and in particular of digital document delivery and monitoring of
user navigation through a digital document, is applicable to alternative embodiments
and scenarios involving one or more additional devices other than the user’s mobile
device. In a first exemplary alternative scenario, the process involves integration with
the electronic POS terminal, and the digital document may instead or additionally be
delivered to the POS to be printed out for presentation to the user. In a second

alternative scenario similar to the first scenario, the POS is integrated in the process but
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comprises a mobile device such as a portable computer or electronic tablet device. 1t is
appreciated that in this scenario, the digital documents are formatted for optimized
display and user interaction on the target mobile device. The digital documents are then
delivered to the merchant mobile device in this scenario, in a similar manner as
described above. In a third alternative scenario, the process is carried out from a
merchant store via an Internet or web-based kiosk. It is appreciated that in this scenario,
the digital documents are instead formatted for optimized display and user interaction
via a web browser executed by the kiosk. In a fourth alternative scenario, the process
involves the user’s personal computer interacting with the account management system
via the Internet and, similar to the third scenario, the digital documents are formatted
for optimized display and user interaction via a web browser of the personal computer.
[00210] In the fourth embodiment described above, the application process
involves delivery of a pre-application T&C digital document and a post-application
CMA digital document. Alternatively, a single document is generated and transmitted
to the mobile device. The digital document is transmitted to the mobile device at any
time prior to the activation process, or is pre-loaded onto the mobile device prior to
supply to the user, whereby the inactive provisioned mobile payment account can only
be activated once the user has viewed and accepted the terms, conditions and/or
agreement clauses.

[00205] In the embodiment described above, the registration process involves a
sequence of separate registration web pages communicated from the web module to the
computing device. Instead of separate web pages, the web browser on the computing
device may be configured to open a secure communication session with the web
module, and to communicate information to be displayed and user input information
therebetween.

[00206] In the fifth embodiment described above, the user is prompted to enter an
MDN into an input field of an online account registration web page, which information
is used to identify an online account created for the user on the web module. In an
alternative embodiment, the web module may instead be configured to create a pre-
established online account for the user including a pre-established username, as well as

additional information associated with the user that is available to the web module, such
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as the user’s MDN and trusted phrase received from the middleware server. In this
alternative embodiment, the user can then use the web browser to log in to the pre-
registered account using the pre-registered user name, for example as illustrated in the
exemplary web page in Figure 29a. Figure 29b shows a subsequently transmitted and
displayed exemplary web page confirming the user’s online account details after a
successful login. The web browser can then display a further web page as shown in
Figure 29¢ to prompt for user input of a generated passcode, as described in the
embodiment above. Figure 29d shows an exemplary web page that can be displayed to
the user following input of a valid user input passcode and successful website login to
the pre-registered online account.

[00207] In the fifth embodiment described above, the mobile payment system
facilitates secure activation and integration of a mobile payment account sub-system
and an online banking sub-system via a web browser in communication with a web
module over the Internet. In alternative embodiments, the account management system
may instead, or additionally, provide for communication with a user over other alternate
channels  (separate from the network through which payment transactions are
conducted), so as to facilitate the secure activation of the online account associated with
a mobile device configured for contactless payment operations. For example, the
account management system may instead or additionally comprise a automated voice
detection sub-system for communication by the user of the generated passcode via a
telephone.

[00208] In the embodiments described above, the mobile device stores a plurality
of application modules (also referred to as computer programs or software) in memory,
which when executed, enable the mobile device to implement embodiments of the
present invention as discussed herein. As those skilled in the art will appreciate, the
software may be stored in a computer program product and loaded into the mobile
device using any known instrument, such as removable storage disk or drive, hard disk
drive, or communication interface, to provide some examples.

[00209] In embodiments described above, the account management system is
described as a separate entity to the payment account issuer and the associated payment

processing system. As those skilled in the art will appreciate, the account management
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system may be provided as an integral part or sub-system of the payment account issuer
and/or payment processing system.

[00210] In the embodiments described above, the passcodes are personal
identification numbers (PINs). Alternatively or additionally, the wallet application
could use any other form of passcode such as an alphanumeric passcode, a numeric
passcode of varying length, gesture based actions, or facial recognition.

[00211] Alternative embodiments may be envisaged, which nevertheless fall
within the scope of the following claims. In particular, it is appreciated that the various
embodiments are not necessarily mutually exclusive and can be combined with one or
more other embodiments to form new embodiments. For example, the above-described
embodiments may be combined to form a mobile payment system having all of the

described aspects thereof.
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CLAIMS

1. A mobile payment account activation system for facilitating the automated
activation of a mobile payment account stored on a portable eclectronic device,
comprising an account activation unit for automatically authenticating a user associated
with an inactive mobile payment account by transmitting validation data to the portable
electronic device and for activating the mobile payment account after the user has been

authenticated based on the transmitted validation data.

2. The system of claim 1, wherein activating the mobile payment account enables a

payment transaction to be made from the mobile payment account.

3. The system of claim 1, wherein mobile payment account data associated with an

inactive mobile payment account is stored on the portable electronic device.

4. The system of claim 3, wherein the mobile payment account data further

includes data identifying the portable electronic device.

5. The system of claim 1, wherein the account activation unit is arranged to
maintain a state of the provisioned mobile payment account indicative of whether the

mobile payment account is active or inactive.

6. The system of claim 1, wherein the transmitted validation data comprises at least

one validation question.

7. The system of claim 6, wherein the account activation unit is arranged to receive
a validation answer to the at least one validation question from the portable electronic
device and to automatically authenticate the user based on the received validation

answer.
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8. The system of claim 7, wherein the validation questions and answers are based
on identification and wvalidation (ID&V) information associated with the mobile

payment account.

9. The system of claim 8, wherein the ID&V information is stored at one or more

of the account activation unit and a payment account issuer.

10.  The system of claim 8, wherein the validation questions and answers are further

based on additional ID&V information provided by a third party.

11. The system of claim &, wherein the ID&V information is not transmitted to the

mobile electronic device.

12. The system of claim 6, wherein the account activation unit is arranged to
configure the number of validation questions transmitted to the portable electronic

device based on a determined level of security associated with the user.

13.  The system of claim 1, wherein the validation data does not facilitate payment

from the activated mobile payment account.

14.  The system of claim 1, wherein the account activation unit is operable to
automatically authenticate a user associated with an inactive mobile payment account

substantially in real-time.

15. A mobile payment account activation system for facilitating the automated
activation of a mobile payment account stored on a portable eclectronic device,
comprising data for a plurality of mobile payment accounts associated with a user and
an account activation unit operable to receive a user selection of an inactive one of said
mobile payment accounts, automatically authenticate the user associated with the
selected mobile payment account via the portable electronic device, and activate the

selected mobile payment account after the user has been authenticated.
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16.  The system of claim 1, wherein the portable electronic device is a mobile
handset.
17.  The system of claim 16 wherein the account activation unit is arranged to

communicate with the mobile handset via a cellular telephone network.

18.  The system of claim 16, further comprises a communications server for handling

secure communication between the account activation unit and the mobile handset.

19.  The system of claim 1, further comprising an account creation unit arranged to
receive a request from a user for a new mobile payment account and to create an

inactive mobile payment account in response to said request.

20. A mobile device for use in a mobile payment system, the mobile device
comprising:

a communication network interface;

a secure memory for storing data associated with at least one inactive mobile
payment account data;
an account activation module operable to receive validation data from the account
provisioning system to facilitate automatic authentication of the user and automatically

activation of the mobile payment account.

21. The mobile device of claim 20, wherein activating the provisioned mobile
payment account enables a payment transaction to be made from the mobile payment

account.

22. The mobile device of claim 20, wherein the received validation data comprises

at least one validation question.
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23. The mobile device of claim 22, wherein the account activation module is further
operable to transmit a validation answer to the at least one validation question and to

facilitate automatic authentication of the user based on the received validation answer.

24.  The mobile device of claim 20, wherein the payment account module comprises

a software application executing on the mobile device.

25.  The mobile device of claim 20, further comprising a contactless communication
link interface for communicating with an electronic point of sale terminal to perform a

financial transaction using an activated mobile payment account on the mobile device.

26. The mobile device of claim 25, further comprising a payment account module

operable to process a financial transaction using an activated mobile payment account.

27.  The mobile device of claim 20, wherein the payment account module is stored in

the secure memory.

28. A computer-implemented method of activating a mobile payment account stored
on a portable electronic device, comprising automatically authenticating a user
associated an inactive mobile payment account by transmitting validation data to the
portable electronic device, and automatically activating the provisioned mobile payment

account after the user has been authenticated based on the transmitted validation data.

29. A method of facilitating secured payment from an electronic wallet on a portable
device, comprising:

storing, on the portable device, an clectronic wallet comprising data for
authorizing a payment transaction, wherein said data includes a passcode for enabling
access to the electronic wallet and a flag indicating whether input of the passcode is
required to access the electronic wallet;

receiving, from a remote apparatus, a command to set the flag to indicate that

input of the passcode is required to access the electronic wallet; and
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responsive to a request to conduct a payment transaction from the electronic
wallet, prompting for input of a passcode if the flag indicates that input of the passcode
is required, verifying the input passcode, and providing payment information to

authorize the payment transaction.

30.  The method of claim 29, wherein the remote apparatus is a server associated

with a payment account issuer.

31.  The method of claim 29, wherein the flag is set based on a threshold of usage of

the electronic wallet.

32.  The method of claim 29, wherein the flag is set based on an unusual purchase

pattern from the electronic wallet.

33.  The method of claim 29, wherein the flag is set when an incorrect passcode is
entered.
34.  The method of claim 29, wherein the flag is set after a predefined number of

payment transactions have been authorized without requiring input of the passcode.

35.  The method of claim 29, wherein the flag is reset upon verification of an input

passcode.

36.  The method of claim 29, wherein the flag is reset in response to a remote

command.

37. The method of claim 29, wherein the electronic wallet data is stored in a secure

element of the mobile device.

38.  The method of claim 29, wherein the received command is encrypted.
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39. A method of facilitating payment from an electronic wallet on a portable device,
comprising:

storing, on the portable device, wallet application software for accessing the
electronic wallet, including executable code for facilitating access to data defining one
or more mobile payment accounts in the electronic wallet and executable code for
facilitating activation of a secure payment from a mobile payment account;

storing, on the portable device, further payment application software associated
with the executable code in the wallet application software for facilitating activation;
and

receiving a user input selection of the second application software and in
response, directly executing the associated executable code in the first application

software to facilitate activation of a secure payment from the mobile payment account.

40.  The method of claim 39, wherein payment is secured by validating a user input

passcode before payment from the electronic wallet is activated.

41.  The method of claim 40, wherein validating the user input passcode comprises

comparing the input passcode with a stored passcode for the electronic wallet.

42.  The method of claim 39, wherein the further payment application software
comprises executable code defining a shortcut link to the executable code of the wallet
application software for facilitating activation of a secure payment from a mobile

payment account.

43.  The method of claim 39, wherein the payment application software is further

associated with executable code for conducting a payment transaction after activation.

44.  The method of claim 43, wherein the electronic wallet stores a plurality of
mobile payment accounts, and wherein the executable code for conducting a payment
transaction after activation comprises prompting for a user selected one of the mobile

payment accounts.



10

15

20

25

30

WO 2012/042262 PCT/GB2011/051839

97

45.  The method of claim 44, wherein the selected mobile payment account is

predefined as a default selected mobile payment account.

46.  The method of claim 45, wherein the plurality of mobile payment accounts
enable the user to conduct a payment transaction with an associated debit account, credit

account, linked checking or decoupled debit account and/or pre-paid account.

47.  The method of claim 11, wherein the wallet application software further includes
executable code for facilitating creation of a mobile payment account in the electronic

wallet, the mobile payment account associated with a payment account issuer.

48. A portable device comprising means for performing the method of any one of

claims 29 to 47.

49. A method of conducting a contactless secured payment from an electronic wallet
on a mobile device, comprising:

storing, on the mobile device, an electronic wallet comprising data for
authorizing a payment transaction, wherein the data includes a passcode for enabling
access to the electronic wallet;

generating, by the mobile device, a transaction request message including a
value identifying one of a plurality of passcode entry related states; and

transmitting, by the mobile device, the generated transaction request message to

a remote apparatus.

50.  The method of claim 49, wherein the plurality of passcode entry related states
include:

1) a first state indicative that a passcode was received and verified by the mobile device;
2) a second state indicative that a passcode was received and identified by the mobile
device as an incorrect passcode; and

3) athird state indicative that a passcode was not received by the mobile device.



10

15

20

25

30

WO 2012/042262 PCT/GB2011/051839

98

51. The method of claim 49, further comprising determining, by the remote
apparatus, that the transaction request message is declined based at least on the value

received identifying a passcode entry related state.

52.  The method of claim 51, wherein responsive to determining that the transaction
request message is declined for a passcode related reason, the remote apparatus
transmits a transaction decline response to the mobile device identifying the passcode

related reason for decline.

53.  The method of claim 52, wherein the transaction decline response comprises a
value representing that a passcode was not entered at all or that an incorrect passcode

was entered.

54.  The method of claim 53, further comprising displaying, by the mobile device, a

transaction declined response including the received passcode related reason for decline.

55.  The method of claim 51, wherein the remote apparatus determines that the
transaction request message is declined based additionally on a threshold of usage of the

electronic wallet.

56.  The method of claim 51, wherein the remote apparatus determines that the
transaction request message is declined based additionally on an unusual purchase

pattern from the electronic wallet.

57.  The method of claim 49, wherein the remote apparatus is a server associated

with a payment account issuer.

58. The method of claim 49, wherein the data of the electronic wallet is stored in a

secure element of the mobile device.
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59.  The method of claim 49, wherein the passcode comprises numeric, alphabetic,
alphanumeric or non-alphanumeric symbols.
60. A mobile device for conducting contactless payment from an electronic wallet

on the mobile device, comprising means for performing the method of any one of

claims 49 to 59.

61. A method of facilitating mobile payment account management from a first
electronic wallet on a first portable device, comprising:

storing, on the first portable device, the first electronic wallet comprising data
for authorizing a payment transaction from a primary payment account;

receiving, by the first portable device, user input of an additional authorized user
authorized to use the primary payment account;

generating an activation code for the additional authorized user;

storing, on a second portable device, a second electronic wallet comprising data
for authorizing a payment transaction from the primary payment account; and

enabling payment transactions from the primary payment account to be
authorized from the second portable device after receiving user input of the activation

code at the second portable device.

62.  The method of claim 61, wherein user input of the additional authorized user

comprises input of data identifying the additional authorized user.

63.  The method of claim 61, wherein user input of the additional authorized user
comprises selection of a contact person from contact data stored on the first portable

device, wherein the contact data includes data identifying the additional authorized user.

64.  The method of claim 63, wherein the data identifying the additional authorized

user comprises a mobile directory number.
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65.  The method of claim 64, further comprising transmitting, by the first portable
device, a request to add an authorized user of the primary payment account to a
middleware server associated with a payment account issuer, wherein the request
comprises data identifying the primary payment account and the mobile directory

number for the additional authorized user.

66.  The method of claim 65, wherein generating the activation code is performed by

the middleware server in communication with the first portable device.

67.  The method of claim 66, wherein the authorized user is authenticated by the

middleware server based on the activation code input to the second portable device.

68. The method of claim 66, wherein the middleware server communicates the
activation code with the data for authorizing a payment transaction from the primary
payment account that is stored on the second portable device, and wherein the
authorized user is authenticated by the second portable device based on user input of the

activation code.

69.  The method of claim 66, wherein the middleware server stores data indicating a
state of the first electronic wallet stored on the first portable device and the second

electronic wallet stored on the second portable device.

70.  The method of claim 69, wherein the state comprises an inactive state where the
first electronic wallet or the second electronic wallet cannot be used to authorize a
payment transaction from the primary payment account and an active state where the
first electronic wallet or the second electronic wallet can be used to authorize a payment

transaction from the primary payment account.

71. The method of claim 61, further comprising receiving user input sensitive
information after receiving user input of the activation code at the second portable

device.
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72. The method of claim 61, wherein the first clectronic wallet and the second
electronic wallet are stored in respective secure memory elements of the first portable

device and the second portable device.

73.  The method of claim 61, wherein the first portable device and the second

portable device are mobile handsets.

74.  The method of claim 61, wherein the first portable device and the second

portable device are adapted for contactless payment transactions.

75. A system for facilitating mobile payment account management from a first
electronic wallet on a first portable device, comprising means for performing the

method of any one of claims 61 to 74.

76. A computer-implemented method of tracking a process of provisioning, by a
middleware server to a portable device in a mobile payment system, payment account
data for authorizing a payment transaction, the method comprising:

transmitting, by the portable device to the middleware server, a user request for
a payment account product;

initiating, by the middleware server responsive to the user request, a
provisioning process for the payment account product requested by the user request,
including storing status data indicative of an initiated state of the provisioning process;

transmitting, by the middleware server to the portable device, a digital document
including information that must be viewed by a user and updating the status data
indicative of a transmitted state of the digital document;

receiving, by the middleware server from the portable device, an indication that
the digital document has been viewed by the user, and in response updating the status
data indicative of a viewed state of the digital document; and

provisioning, by the middleware server to the portable device, payment account

data for the payment account product as requested.
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77.  The method of claim 76, wherein the portable device is arranged to display a

user selectable plurality of payment account products that the user is eligible to request.

78.  The method of claim 77, wherein the plurality of payment account products is

determined based on user details or search criteria.

79.  The method of claim 76, wherein the digital document includes pre-application
terms and conditions that the user must view and acknowledge before the middleware

server provisions the payment account data for the requested payment account product.

80.  The method of claim 79, further comprising transmitting, by the middleware
server to the portable device, a second digital document including post-application
agreement information specific to the payment account product that must be viewed by
the user, and updating the status data indicative of a transmitted state of the second

digital document.

81. The method of claim 80, further comprising transmitting, by the portable device,
an indication to the middleware server that the user has viewed the second digital
document, and updating, by the middleware server responsive to receipt of the

indication, the status data indicative of a viewed state of the second digital document.

82.  The method of claim 81, wherein the payment account data provisioned by the
middleware server to the portable device comprises an inactive mobile payment
account, the method further comprising an activation process for activating the payment

account product after the user has viewed the second digital document.

83.  The method of claim 76, wherein the digital document comprises data associated
with one or more portions of the digital document for triggering transmission of an

indication that a particular portion of the digital document has been viewed.
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84.  The method of claim 76, further comprising tracking a time of viewing one or
more portions of the digital document.
85.  The method of claim 76, further comprising tracking a location of viewing one

or more portions of the digital document.

86.  The method of claim 76, wherein the digital document is formatted for the

portable device.

87.  The method of claim 76, wherein the portable device is a mobile handset.

88.  The method of claim 76, wherein the portable device is for contactless payment
transactions.

89. A computer-implemented method of provisioning, by a middleware server to a

portable device in a mobile payment system, payment account data for authorizing a
payment transaction and at least one digital document associated with the payment
account data that is to be displayed by the portable device, wherein the middleware

server automatically monitors the progress of the method of provisioning.

90. A mobile payment account system comprising means for performing the method

of any one of claims 76 to 89.

91. A mobile payment account system comprising:

a mobile device configured for contactless payment operations from a mobile
payment account and including:

a secure element storing a wallet application module, data defining a first
encryption key, and user verification data associated with the mobile payment account;

a user verifier adapted to verifying a user based on said user verification data;

and
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a first passcode generator adapted to generate a first passcode based at least on
the first encryption key; and

an online account server including:

a memory storing online account data defining a user account associated the
mobile device, the online account data comprising data defining a second encryption
key;

a communication interface adapted to receive user input data identifying the
passcode generated by the mobile device;

a second passcode generator adapted to generate a second passcode based at
least on the second encryption key; and

a user validator adapted to compare the first passcode to the second passcode in

a registration process to register the user account.

92.  The system of claim 91, wherein the passcode generator of the mobile device

displays the generated first passcode for a predetermined amount of time.

93.  The system of claim 91, wherein the mobile device is a mobile handset.

94.  The system of claim 3, wherein the user account is identified by a Mobile

Directory Number (MDN) associated with the mobile device.

95.  The system of claim 91, wherein the user verification data associated with the

mobile payment account comprises a Personal Identification Number (PIN).

96.  The system of claim 91, wherein the user verification data associated with the

mobile payment account comprises biometric data.

97.  The system of claim 91, wherein the first encryption key is the same as the

second encryption key.
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98.  The system of claim 91, wherein the first and second passcode generators
generate the respective first and second passcodes based on additional information

associated with a time-based element.

99.  The system of claim 91, wherein the first and second passcode generators
generate the respective first and second passcodes based on additional information

associated with a hardware identifier of the mobile device.

100. The system of claim 91, wherein the first and second passcodes are numeric,

alphabetic symbols, non-alphanumeric symbols, or a combination thereof.

101. The system of claim 91, wherein the user validator verifies the user account
associated with the mobile device when the generated passcode matches the recreated

passcode.

102.  The system of claim 91, wherein the wallet application module, data defining an
encryption key, and the data associated with the mobile payment account are
transmitted to the secure element of the mobile device by a secure communication

channel.

103. The system of claim 91, wherein the secure element is an embedded secure

memory chip or a Universal Integrated Circuit Card (UICC) secure element.

104. The system of claim 91, wherein the secure element is a peripheral memory

device or a micro Secure Digital card.

105.  The system of claim 91, further comprising a computing device including a web

browser for communication with the online account server.

106. The system of claim 105, wherein the web browser receives a web page

including an input field for receiving a user input passcode.
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107. The system of claim 106, wherein the web page enables user input of the

passcode within a predetermined time window.

108.  The system of claim 107, wherein the mobile device is the computing device.

109. An online account server in the mobile payment account system of claim 91,
comprising:

a memory storing online account data defining a user account associated the
mobile device, the online account data comprising data defining a second encryption
key;

a communication interface adapted to receive user input data identifying the
passcode generated by the mobile device;

a second passcode generator adapted to generate a passcode based at least on the
second encryption key; and

a user validator adapted to compare the received generated passcode to the
passcode generated by the second passcode generator, in a registration process to

register the user account.

110. A computer-implemented method of registering an online account associated
with a mobile device configured for contactless payment operations in a mobile
payment account system, the method comprising:
storing online account data defining a user account associated a mobile device;
receiving user input data identifying a first passcode generated by the mobile
device based at least on an encryption key stored securely in the mobile device;
generating a second passcode based at least on an encryption key stored in an
online account server;
comparing the first passcode to the second passcode to determine a match; and

registering the online account when a match is determined.
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111. A computer implemented method of registering an online account associated
with a mobile device configured for contactless payment operations in a mobile
payment account system, the method comprising:

initiating a registration process to register an online account associated with a
mobile device;

receiving user input data identifying a first passcode generated by the mobile
device; and

transmitting the first passcode to an online account server for registering the
online account when the online account server determines that the first passcode
matches a second passcode generated by the online account server based at least on an

encryption key stored in the online account server.

112. A mobile device configured as an electronic wallet for transaction operations
from a plurality of mobile transaction accounts, comprising:

a plurality of transaction modules operable to process mobile transaction
operations with a respective transaction account, each transaction module configured to
allow a transaction operation to be completed after an authentication process; and

an authentication module coupled to the plurality of transaction modules,
operable to verify a user input passcode and to respond to authentication requests from

the plurality of transaction modules after the user input passcode is verified.

113. The mobile device of claim 112, wherein each of the plurality of transaction
modules performs an authentication process comprising transmitting to the
authentication module a request for confirmation that the plurality of transaction

modules can allow the transaction operations to be completed.

114.  The mobile device of claim 112, wherein each of the plurality of transaction
modules further comprises a passcode verifier operable to verify a transaction passcode
associated with as associated transaction module, and wherein each of the plurality of

transaction modules is operable to perform an authentication process comprising
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transmitting to the authentication module a request for a transaction passcode associated

with the associated transaction module.

115. The mobile device of claim 114, wherein the authentication module
communicates a requested transaction passcode to the associated transaction module

after the user input passcode is verified.

116. The mobile device of claim 114, wherein the authentication module broadcasts a
transaction passcode to the associated transaction module after the user input passcode

is verified.

117. The mobile device of claim 114, wherein the authentication module stores a

plurality of transaction passcodes associated with the plurality of transaction modules.

118.  The mobile device of claim 117, wherein the authentication module maps the

user input passcode to a stored transaction passcode.

119. The mobile device of claim 117, wherein the plurality of transaction passcodes
associated with the plurality of transaction modules are the same as the user input

passcode.

120.  The mobile device of claim 112, further comprising a secure element storing the

plurality of transaction modules and the authentication module.

121. The mobile device of claim 120, wherein the secure element is an embedded

secure memory chip or a Universal Integrated Circuit Card secure element.

122.  The mobile device of claim 120, wherein the secure element is a peripheral

memory device or a micro Secure Digital card.
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123.  The mobile device of claim 112, wherein the plurality of mobile transaction
modules are associated with one or more payment account issuers, and wherein the
plurality of transaction modules and the authentication module are associated with the

same payment account issuer.

124.  The mobile device of claim 123, further comprising a security domain
associated with the payment account issuer, and wherein the authentication module is

provided in the same security domain as the plurality of transaction modules.

125.  The mobile device of claim 124, further comprising at least one other security
domain associated with a different payment account issuer, and at least one other
transaction applet associated with a different payment account issuer and provided in

said at least one other security domain.

126. The mobile device of claim 123, wherein each of the plurality of transaction
modules comprises computer-implementable instructions for processing transaction

operations with the payment account issuer using a communication protocol.

127.  The mobile device of claim 112, wherein at least one of the plurality of
transaction modules is configured to process a contactless transaction operation with the

payment account issuer using a contactless communication protocol.

128.  The mobile device of claim 112, wherein the transaction operations comprise a

payment transaction, a ticketing transaction and a coupon transaction.

129. The mobile device of claim 112, wherein the passcode comprises numeric,

alphabetic, alphanumeric or non-alphanumeric symbols.

130. The mobile device of claim 112, wherein the authentication module further

comprises a counter operable to maintain a count of user input attempts for passcode
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verification, wherein the authentication module is operable to communicate failure of

the passcode verification when the count exceeds a predefined number of attempts.

131. The mobile device of claim 112, further comprising a non-issuer application
module operable to process non-issuer related operations associated with the electronic
wallet, wherein the non-issuer application module is configured to allow an operation to

be completed after an authentication process using the authentication module.

132. A system comprising an account management system coupled to at least one
payment account issuer, the account management system comprising:

a database storing data associated with a plurality of mobile transaction
accounts; and

a middleware server storing computer-implementable instructions to configure a
mobile device for transaction operations from the mobile transaction accounts, the
middleware server comprising:

computer-implementable instructions to provide a plurality of transaction
modules for processing transaction operations from a respective mobile transaction
account, each of the plurality of transaction modules having a respective authentication
mechanism to allow a transaction operation to be completed; and

computer-implementable instructions to provide an authentication module
coupled to the plurality of transaction modules, operable to verify a user input passcode
and to respond to authentication requests from the plurality of transaction modules after

the user input passcode is verified.

133. In a mobile device, a method of processing transaction operations from a
plurality of mobile transaction accounts in an electronic wallet, comprising:

using a plurality of transaction modules to process transaction operations with a
respective mobile transaction account, each of the plurality of transaction modules
configured to allow a transaction operation to be completed after an authentication

process; and



WO 2012/042262 PCT/GB2011/051839

111

using an authentication module coupled to the plurality of transaction modules
to verify a user input passcode and to respond to authentication requests from the

plurality of transaction modules after the user input passcode is verified.

134. A computer program comprising program code arranged to perform the method

of any one of claims 28 to 47, 49 to 74, 76 to 90, 110 and 111.

135. A computer program product comprising the computer program of claim 134.
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( Account Provisioning )

Receive request for a new mobile payment account, including data
identifying a mobile handset and data pertaining to the mobile user

~— S3-1

'

Initiate provisioning process for a new mobile payment account at the
middleware server and set the mobile payment account state to “Inactive”

~ S3-3

'

Send an instant mobile account provisioning request
to the account creation server

~— S3-5

'

Send details from the received instant provisioning request to the
payment account issuer to establish a new account

'

Receive embossing data file from the payment account issuer after
the new account has been established at the payment account bank

~— S3-9

:

Create the mobile payment account data including data from
the embossing data file and data identifying the mobile handset

~— S3-11

'

Send mobile account data to the TSM server via the middleware server

~ S3-13

FIG. 3a
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Perform logical data preparation of the mobile payment account data

~ S3-15

'

Perform encryption of sensitive portions of
the mobile payment account data if necessary

~ S3-17

'

Send the encrypted payment account data to the mobile handset
via the communications server

~ S3-19

'

Store the payment account data in the secured memory of the mobile
handset

~— S3-21

'

Display an indication to the user that the
mobile payment account is ready for activation

~ S3-23

:

Authenticate the mobile user and activate the mobile payment account

~— S3-25

:
( END )

FIG. 3b
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( Account Activation )

Open a secure communication session with the account
activation application executing on the mobile handset

:

Receive request to activate a selected mobile payment account ~ S4-3

Y

Transmit an identification and validation (ID&V) question
to the mobile handset

:

Receive and validate the user response to the transmitted ID&V question |~ S4-7

I~ S4-1

~ S4-5

Another ID&V question? S4-9
No
Receive confirmation that user has agreed to
. " ~— S4-11
the mobile payment account terms and conditions
Generate and send unblock command to the mobile handset ~ S54-13
Set the mobile payment account state to “Issuer PIN Unblocked” —~ S4-15

O FIG. 43
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Receive PIN and secret word input by the mobile user
for the mobile payment account

~ S4-17

'

Transmit confirmation that PIN has been set for the mobile payment account

~ S4-19

'

Activate the mobile payment account at the account creation server

~— S4-21

'

Set the mobile payment account state to “Active”

~— S4-23

:
( END )

FIG. 4b



PCT/GB2011/051839

7/44

WO 2012/042262

SOl 9GOl PG "Dl

L
N
8-1G —
-89 —H anwnn | 9-1G — a —¢-€9
PJOAA 184088 adA |
Nid wJyjuo)
-89 1+ 000] z-£9 4~ suuo main
a1e|dwon
UonBAIY Nid 18S
e 50 | ~[Eooel 1-e9 ~(ospuen w0 )

9G Dl qg Ol eg oOld

| S°lS
Go> s
-l —
LG —
X201
JUNOJJY
1S NIVIA e et S]OBJUOD BIOWED ey
or
JUNOJJY
OIH O Z-lanss| Aed
c0—-A®dl SJUN0OOY yonp  I1BW
o JUno2oY g5 (\\)n_ v] [s
al ® L-Jonss| %
~——~ £-1G G e H




PCT/GB2011/051839

WO 2012/042262

8/44

YIoM}aN
uoneIoossy uswAed

cl

Mued
JuByoIs

[euiwle |

(SOd)
8[es 4O juiod

by
Sly
JonJeg (INSL) pun (NSL)
Jabeuen Jabeuen
<P
90IAIBS 90IAIBS
paisnd | palisnJ |
0l oL 142 2!
% ) A
€ aoeLB|
woeisAg RSIINETN
Buissaoo.d auoyds|a|
swAed JoAISS Jgjn
> «—> NIeD
Janss| SJeM3|PPIN
JUNoo0Y NEETNETS
swAed suoIE2IUNWWOY

WwolsAg Juswabeue) JUNOOOY

SIS
— uoneoliddy Jo|[epn
JuswAed a|IqoN

eje aindeg
uoneol|ddy Jo|[epn

Alows| ainoeg

901A8( JIqoI

YJOM}aN
auoydsia|
Jen|e)

Ll



WO 2012/042262

0/44

PCT/GB2011/051839

Mobile Device

Handset Operating System and Hardware

——~—— 28

User Interface

Display j ‘ Keypad ]
] 3

( Controller }\, 21

( Working Memory )

Screens

24

<

'

X

Modules

+ 23 R} - ~25 27
Y Wallet Application h
Mobile Paym(?\;t)g\llilalet Application Payment Shortcut Module}
‘ Main Menu
Wallet
Sogen Non-payment Application
Wallet ©B-2 )

T~ 29

\

N\

Secure Memory i
\ Issuer Security Domain \
31 — e
6 37 ! Payment Security Domain E
32 Z A 4 Optional Optional Issuer Security
A V\f"c'gon Other Service Other Service Domain i —— 36
Se’izre Data Provider SD Provider SD Issuer Applet
Package n 38
— PPSE Authenticati
41 e 46
Instance
| Payment
43 Package [ 1
Pﬁymletnt
42 — T Cgrirsolﬁer < u Insl?apnece - 40
Instance / \3 / \ //
3
Other 3 Partv A UICC Applet (Network Key
ere rany Apps and GSM PIN) —— 45
/
SSD
— ~ CASD 7 ode
/
Contactless Link Data Cellular Network ~ 3
Interface Communication Interface
Link Interface
[ S} A 5 Y J
oV W T v 33
To/From To/From
Merchant's POS J_u_ Cellular Telephone
Terminal (5) 72 Network (11) - a



WO 2012/042262

PCT/GB2011/051839
Mobile Device
T — 3
Wallet Application 19
Payment Shortcut Module
Mobile Payment Wallet Application Module —~—— 8
Secure Element
o . 4
Authentication Applet
—~— 46
Update Get Check PIN
> FF)>IN Lock PIN Security Currently
Word Wiriteable
Ry Ry Ry Ry Calls from
46-1 46-2 46-3 46-4 middleware
Set PIN- Clear PIN- . server of
Verify PIN Verified Verified ReSF‘T;R'Sk < account
Flag Flag 9 management
system
465 466 L46-7 L 46-11
Update Retrieve
Reset PIN Security RLiJspkdle:l;[ae PIN-Verified | [«
Word g Flag
L46-8 L46-9 Y4610 ‘4612 )
Secure Data
PIN Entry Security PIN Locked
Flag Word Flag
\ 101 \ 105 1107
. PIN Verified User-defined
PIN Risk Flag
103 Flag N\ 40g PIN.
100
! ‘o
Payment Applet W
. Generate Transmit Display
Tf:rfzgcrzlﬁc?n authorization authorization transaction
request request confirmation
"\ 40-1 402 403 V404 ~T— 40
/

J

FIG. 7b



WO 2012/042262 PCT/GB2011/051839

11/44

(Mobile Payment Process)

'

Receive user input to unlock phone (if locked) ~— S8-1

'

Receive user input selection of QuickPay icon

via handset touch sensitive display screen - S8-3
Launch shortcut application to payment feature activation process ~ $8-5
Processing user inputs to activate payment feature on the handset ~— S8-7

'

Effect payment transaction from selected mobile payment account
and output confirmation of payment ~— $8-9

:
( END )

FIG. 8



PCT/GB2011/051839

WO 2012/042262

€6 Old

12/44

Lc6S 1

—>

Bely paylaA Nid 19S

A

GZ6S b}

Bel dsiy Nid 19sey

L1-6S 1
s)idweane Auo
NId 10 1unoo ayepdn

1001100 N|d

6-6S 1

,-6S

¢SOd 0} 1espuey
Juesald

1-6S

Jessaoau se Aup,

apow NId 39940

NR=LARS

90IA3( 3|10

ON
€65y

Yy

JBunjeyspuey, soinep
allgow pue SOd3

épalsjus Nid

palinbay shkem|y,

L1-6S b}

90IASp 9jIqow
WIoJ] 9pO092 101D 8909y

NId o} 1dwoid <

SOd 91U0J}93|3




PCT/GB2011/051839

WO 2012/042262

13/44

46 Ol

¢S0d 9}

9¢-6S 1 _

LE-6S B

SOdd 0} uofjezuoyine
plleAa jqwsuel |

6¢-6S

R

1

uoneslpul palajud
NId Inoyum i1sanbal
uonezioyine gjelausn)

_ Gc-6S 1

80IASD 9]IqoWw Wiol)
uonezuoyine aaleosy

uonesipul palejue
NId usm jsenbal
uonezuoyine alelouas)

aspuey Jussald

SOA

€C6S 1

JBunjeyspuey, soinep
allqow pue SOd3

aNd

pax00] sI Nid
Jey) uoneoipul Aejdsig

lc6 ,/.y

*

peX20| NId 1°S

921A8( 9|10

SOd 91U0J}o8|3




PCT/GB2011/051839

WO 2012/042262

14/44

96 Ol

GG-6S 1

69-6S B ]

anNd

uonoesuel)

10 uonewlyuods Aeidsiq

/565

80IAap
8|igow 0} uonoesuel]
1O UOReWLUOD Jwsuel |

2

|

7565y 4

lanles alema|ppiw
wioJ} uonoesuelr
JO UOIJRWLILUOD BAIS09Y

6¥-6S 3

SOd3 0] uoijoesuel]
JOo uonjeuwljuod jusuel |

>

uonoesuel) pale|dwoo Jo
UONEBUWLIIUOD BAI09Y

aNd

€9-6S b}

SOd uo uonoesuel)
J0 uoneunyuod Aedsiq

rm-me *

walsAs Buissaoold

176S »

uonoesuel) JuswAed 1oy
spunj Jo Iajsuel] 1onpuo)

97-6S+ %

sBumpes Janles
0} Bej) ysu NId @1edwod

uoljoesuel

ev-6S 1

SOd3 wod) uononisul
uoljoesuel] aAlod9yY

»| juswAed wol uonoesuel)
]O UOIBWLIJUOD 9AI0DY

L¥-6S 1

walsAs Buissaoold
uswAed o} uononsul

walsAg
Buissaoo.d
JuswAed

walsAg
Juswebeue
JUNO22Y

901A8( 9|10

uojljoesuel] jjusue.l |

SOd4d



PCT/GB2011/051839

WO 2012/042262

P6 Ol

15/44

€9-6S 1

20IAap ojiqow 0} abessawl
pauljoep uonoesuel) Jwsuel |

anNd

5965

1965 A

uoseal auljpap Buipnjoul ebesssw
pauljoep uonoesuel) 81elauan)

walsAg
Buissaoo.d
JuswAed

walsAg
Juswebeue
JUNO22Y

>

uoseal aulpap pue abessaw
paulpep uonoesuel Aeidsiq

901A8( 9|10

SOd4d



PCT/GB2011/051839

16/44

WO 2012/042262

101 Ol °0l 9Ol POL Ol

G LG~ D7 LGl €2 1G~—
(91 Bny) 19bue]
0} epew G| ¢ Jo aseyound
JuswAed s|IqoN 3lqow ypsaJ) eseyoind
“uoneuwluo) ‘uoneuwliuo) 40} MO NId
WwawAed s wAed

201 Ol 90} Ol e0l Ol

LC-LS
wis—7 o) cwis— (o)
% pled -aid % pled -aid
€ 1-89 — ~#Aunjoayo payur] 2AUB28yd payuI
ZyInejeq) upaJD 21-89 —7#/(1nejeq) JpaiDd
JWNOo2Y 099 WNO2%Y 10995
) 1< N NG EE]
89— 2005 89—~ 205,

A BB \\\\\\\\ : &\\v\\w\\m\\ W\ &
€



PCT/GB2011/051839 - 16-11-2011

PCT/GB2011/051839

WO 2012/042262

17/44

PLL DI

oL1 Ol

a1l Ol

eLl 9Old

sbumas die sabe awo sbune dig sabe aulo sBbume de sabe awo sBune de sobe awo

mes | dieH | (o H mos | dieH | oo H mes | ditH | oo H mes | dieH | oo H
dien @
Oz:ooo< JOVNVIN ) SHaly & 04U0D 195 @ sIBO @
spund Jajsuell @ sweiboid Aelo @
spleme
s1g A fed @ m 1NNODOY IOVNVI v PIENOH O
poyjaw juswAed jnejep pied upaid AN Aed @ cz'ers piedaid Jenss|,O
inok mou s13unodoy JpaId suopoesuel | Juz09y AN moiA @ mkzzooo,q SIHL HLIM ><av :
18Nnss|, INO
¢ I, ANOA poyla 1uswiked yneyeq A L sxel (D 0] Hgeq Jenss|, O
\s\s\s\\\\s\s\s\s\s\s
7 pp1g Jonssi, JApaiy Jonss), 8y'Z8r'L$ \ IpaID Jonss|,
ST ....,..\
S[JE[IEAE
SIUN022Y JusWAed AN ® sjunoooy yuswihed AN @ sunoooy uswhed AN @

J8yusn abessapy

abeuepy

SJUN0%DY aWhed

auwoH

[oea ]

[oes |

SUBSTITUTE SHEET (RULE 26)



PCT/GB2011/051839

WO 2012/042262

¢l Old = i
\-\ JuBYoJBIN

uoneIoosSsY swAed

YIoM}aN

Jueg

L
4
8l 4 by
Sly
3 Jenieg (INSL) yun (INSL)
~~ L@@mcm_\/_ L@@NCN_\/_
(00 <>
— 9JIAIBS 90IAIBS
pajsnJ | pajisnJ |
Ol B0 H 7l
¢ ) AR
€ aoeualU|
woeisAg WOMIBN
Buisseo0.d suoydsia] [
JuswAed Jonleg 1en
> <> NI
Janssj| aJema|ppIN
(U] glele e}V JaAIBS
uswAed SuoIE2IUNWWOY
weisAg juswabeue|p JUNO2OY

S
|eulwe |
> (S0Od)
3|es JO Iod
-T2
eg
\
ae
08 4+~
Blep Sjoejuo)
ac
N\
SINPOA 18IIeAA SINPON 18IIeAN
a8 ——— junoooy eg 1— 1unoooy
swAed swAed

Q9 J

av

ejeq 24nd8g
uoneol|ddy
19IIBM

Alows|\ ainoag

901A8( JIqoN

B9

ey -

eleq a4noag
uoneolddy
19IIBM

Alows| 8inoag

901A8( SlIqoN

YJOM}BN
auoydsje |
Jen|en

Ll




WO 2012/042262 PCT/GB2011/051839

4 . . )
Mobile Device
4 ; )
Handset Operating System and Hardware | 28
User Interface ( Controller ) o1
Display Keypad
( Working Memory )
D] 1
1 ~23 LU o ~25 L 27
v €
Mobile Payment Wallet Application\
8 7 111 Module
Add -
Authorized ——\
User Wallet Non-payment Application
Wallet Screens Modules
Screens 2
24 — T — \ 26-9,\ I ] Y-
A
. i \ \ J
4 )
Secure Memory 1 | 4
( \ Issuer Security Domain \ )
3T s - - ~
- 6 37 Payment Security Domain !
T 2. ¥ 7%:\ (> Issuer
Wallet (" Optional ) |[( Optional Security
Application Other Other Domain T —t— 36
Secure Service Service TSSUeT
Data Provider Provider Applet 38
PPSE SD SD Package
41 1 Package Authenfica-
tion Applet f 46
Payment Instance
43 —T1T1I| Package
PPSE Pf\ég]g{‘t
42 — I ?r?schgggr { \ Instance [] 40
x N J N J \——/
2 J/
\\37 ~
UICC Applet (Network Key 45
and GSM PIN) T
Other 3™ Party Apps "
SSD
—1— ~ CASD r
44 | Code
- J
: Data
Contactless Link ok Cellular Network ~ 3
Interface Uk interiace. Interface

b} A ) L) D) J

A
\ \ <
To/From To/From
Merchant's POS W Cellular Telephone
Terminal (5) 72 Network (11) F I G . 1 3




PCT/GB2011/051839

WO 2012/042262

eyl Ol

20/44

901A8( 91O
s Jos pazuoyiny

Janeg
9Jema|ppIN

€ISy

yooq suoyd wolj Jasn
pazuoyine Jo Uonos|es Iasn

bYlSy SviSy
s|iejep Jasn % s|iejap lasn pazioyine
pazuoyine jo indul Jasn pappe aAslay
x yooq suoyd wol4 x

L-v1S
221n0s ejep

s|lejap Jasn mau Jalug

0 UOI109|os Ies

6-71Sy

auljuo pappy

90IN0S BlEp
10 uonos|es lasn

LISy A

lasn pazuoyine
ppe 01 uondo Jo uonos|es Jesn

SVISy A
lasn ejeonuayiny
€VISy A

Junosoe JuswAed sjigowl
10 UoIjo9|as Jasn

71SY A

a|npow uonesidde 19|jem ayy
youne| o} Indul Jasn anleoay

R\ AR

901n8( 9|10
S JoumQ JUNoooY




PCT/GB2011/051839

WO 2012/042262

21/44

Lr7LS

Aowsw ainoes

6ELS

90IA9D B]IoW S Jasn

ul Junoosoe uswAed s|iqow |«
BAIJOBUI 910]S PUB 9AI809Y

SEFLS y

JOUMO JUNnoddk Wolj <

pazuoyine 0} Junosoe juswAied
a]iqow 9A1joBUI UOISIACIH

A

a¥l Ol

EEVLS

8p09o UONBANOR SAI80SY

901n8( S|IGOIN
s Jos pazuoyny

_— — — — — — — — —— — — —— —— — — — — - — —_— M — — —

aNd

IE7ISY

lasn pazioyjne 0}
8p09 9)BANIOE 9]R2IUNWWIOYD

Junosoe juswAed pa)os|as ay)
0] pa)ul| ‘Jasn yine 1o} Junoosoe
JuswAed sjiqow mau ajeald

ZeVIS N A

apoo uoneanoe Aejdsiqg

o))

ViS4

LEVIS § A

a2IAap ajilgow Bunysenbal

_—— — — M — — —

|_|v

laAIas a1ema|ppiW WOl 9poo
uoneAnoe pejelousb sAleooy

T 4 A 3 0} 9p0o uoneAloe Jiwsuel ]
Jasn pazuoymne Joy pies | LISy A
ansed Jo uoneals ajenu 9p09 UOeAo.
pUE EBJep JUN0oE 9)eal) SCIEIET)
cCPvLS

2 paleisibal Jesn

ON

1Z7LS

paziioyine sj

6L71Sy

Junoooe swAed psalos|es
e 10} 1asn pazuoyine ppe
0] 1sanbal anle00y

lanlas altema|ppiw 01 NAIA
Ag pelnuspl lasn paziuoyine
ppe 01 }senbal jlwisuel |

JonIag a1ema|ppIN

90InaQ 3|IqON
S JouMQ JUNoooY



PCT/GB2011/051839

WO 2012/042262

22/44

€571Sy

T-Sm 3

laAIas alema|ppiw 0] 8pod

abessaw lolle nwsueld |

1

LG VLS

ON

S5 YISy

£1081100 9p0o
uoneanoe ndui s

uoneAnoe 1ndul Jesn Jwsuel |

15¥LS Y A

8p0o uoneAnoe
indui Jesn a0y

6Y¥1S A

9p0oo UoleAlOR
10} Jasn ydwoid

Lr¥lSy A

ajennoe
0] Junoosoe JuswAed sjiIqowl
10 UOI}D9|9S I19sSh aAI909Y

X9}

7lSY A

ajnpow uonesidde 19jeM
youne| o} Indul Jasn an@9Yy

(32

v7lS Y A

Junoosok JuswAed sjiqowl
a]eAnoe 0} Jasn jdwoid

901n8( S|IGOIN
s Jos pazuoyny

>

90IASp
8|igow s asn paziioyine wo.ly
8p0o uoneanoe ndul saleoey

JonIag alema|ppIN

ovl Old

90InaQ 3|IqON
S JoumQ JUNoooY



PCT/GB2011/051839

WO 2012/042262

23/44

6971Sy

lasn Aq 1es uaeq sey

an3
€L7LSy

«OAIY, 0}
a]e]s Junosoe JuswAed ajiqowl
s Jasn pazuoyine ayl 198

LFIS Y A

> lasn Aq 1es uaeq sey

NId Jeyl uonewpuos jwsuel |

L97ISy A

junodoe JuswAed
a[Iqow 10} pIOM 12109s
pue N|d 1o Indui 1asn aA1909y

S9VISy A

pIoM }8109S pue N|d
10} Jasn ydwoid

NId 1Yl UONBUWLIIUOD BAlo08Y

€97LSy

90IASD 9jIoW 0} PUBWILWIOD

901n8( S|IGOIN
s Jos pazuoyny

¥00|qun Nid Jwsuel|

197ISy A

P3O0IquUN NId Jonss],
0] 9]B]S Junoosok JusawAed
aliqow s Jasn paziloyine 109

JonIag alema|ppIN

Pvl Old

90InaQ 3|IqON
S JoumQ JUNoooY



PCT/GB2011/051839

WO 2012/042262

bglL 914 ISL OId 98G| ‘OIS

1E-1G A 9€-1G ~ Ge-1G A
Jasn A
yine o} ®pod €LClL-G65-20¢
uoneAloe ajlgow) ynws Aey Jash mau Jajug
aplroid eses|d  eccccccnse
- clZl-995-¢0¢ Sul|uo p3ppY NV
9 (\_Am__goEv Ynws uyo
OVMN_‘ booooooe oo ol X E X K X X X N N N
v €79 —1.24009 Suoyd Wold
3poD) J8sM —
UONBeAROY Uiny 10919 195 WY o818

24/44

PGL OId4d 9GL 9I4d dGl 9I4d egl 9l
vm;fm Nmr mmwrm Nﬂrm rm.frm

Y Y Y YX XYY XY X

alep an JuswAied Sjoejuod elsWed wiepy

anp JuswAed (310 00°05 $ Pled-2id 08
AN e hded 08 SJUNnodJd fed [lew3s
00°Z04$ Ieg HpaID [cooo] ceccccccaen N2y yomng I
o0zt werooad s —Jv] [s
I.\ L N N N N N N N J ‘

['eysd e
JUN022Y - J9BpIAA 149 ABWWNS J9|[BA\ [ O ]




PCT/GB2011/051839

WO 2012/042262

25/44

291 Ol

Or-LG —~

1 -89 —

asuodsey
144"

9p0D
UONEAIDY
Jayug

°9l Ol

IS

UG JO o18d

L1

aweN Usplep

S ._wmmo_w__

TOqUINN

bc:omm Jm_oow

Buidinles qgom
Jo} uoljewlojul
[euonippe Jsju3

i9AOY NId

g9l Ol

6E-1G —~

G99 —

o BUI0

© SNOg-uUoN

NN NN NN N NN N
 © pJedAejoieg

XXX X X X ¥ X ¥ ¥ !

POL Ol

L1G A S0 )

PJOAA 184088
| aNIMNN ]

Nid Wiuoy

[Looo]

Nid 1S

[cooo]

el Ol

8C 19 ~—

GG —

A20[D
S10BJUOD BISWED wiely

Aed
SIUN0OOY yong  Ilew3

\IQTI_ $

mm\

Lo J




PCT/GB2011/051839

WO 2012/042262

26/44

Jasn yne o}
P02 UolBAlOR
apinoud ases|d

3p07) UORKEANDY

PLL Old 91 Ol

s|ielsd
Jasn yiny Jayg

J3sMN Uiny ppy

sJasn yiny
9|IqON abeuR| -

J8sn YNy ppy -

1onpoud
JuswAed

AVEINICERT

q/1 914 e/l 9ld

u| o

oM\ Janss|




PCT/GB2011/051839

WO 2012/042262

81 Ol

YIOMION
UOoI}BIo0SSY UswAed

cl

S
N
soepRuUI MU [ 45
S$S9|J0BJUOD
Yueg * :
jueyotsiy leuiwe |
(sod)
3[es JO ulod
6
BlY X
\ \
c ( (
// aoBl8IU| YUIT aoelalU|
SS9[j0BJU0)D MJOMISN Jen|e)d
8,
8|npoj\ uoledl|ddy J8|[epn

L
4
by
Sy
3 senieg (INSL) wun (WsL)
N JeBeue JoBeuepy
~ a0INIeg a0INIeg
pajsni| pajsni|
¢ ) ol
€ aoeuBU|
woeisAg MJOMISN
Buissao0o.d auoydsp] ™
JuswAed > Janes Jejnjie0
Janss| SIEMSIPPIN
JUNOJJY JoAIeS
JuswAied SuoIE2IUNWWOY

/\QE@_\/_ mgsoww\

A

@r/

Sjuswnoo
ainso[osIq
|leubig

ejeq a4nd8g
uoneolddy
1I9IIBM

N

901A8( lIqoN

welsAg juswabeue|p JUNO20Y

YJOM}BN
auoydsja|
Jen|en

Ll




WO 2012/042262 PCT/GB2011/051839

4 . . )
Mobile Device
é Handset Operating System and Hardware A
User Interface C Controller }
Display Keypad - 21
C Working Memory )
D] 1
1 "23 RU o ~25 L 27
v €
Mobile Payment Wallet Application\
8 7 111 Module
New Product >
Wallet Application Non-payment Application
Screens Wallet Screens Modules
04 — x L 26-4 —t—1— 29
A\ X
. \ \ J
4 )
Secure Memory 1 | 4
( \ Issuer Security Domain \ )
3T s - - ~
6 37 Payment Security Domain
32 - T T _° v (T Issuer
A V\{_alleft (" Optional \ | [( Optional ) Security || 36
PP ication Other Other Domain —
ecure Service Service TSSUeT
Data Provider Provider Applet 38
PPSE SD SD Package
41 1 Package Authenfica-
tion Applet f 46
Payment Instance
43 —T1T1I| Package
PPSE Payment
42 | Controller Applet | 40
Instance [ \{ \ Instance
\_ A . N\ ) = )/
\\37 ~
UICC Applet (Network Key 45
and GSM PIN) T
Other 3™ Party Apps "
SSD
—1 ~ CASD r Code
44 L J 34 35 Y
- J
: Data
Contactless Link o~ Cellular Network ~ 3
Interface Uk interiace. Interface

b} A ) L) D) J

A
\ \ <
To/From To/From
Merchant's POS W Cellular Telephone
Terminal (5) 72 Network (11) F I G . 1 9




WO 2012/042262

Mobile Device
START

Receive user input to launch the
wallet application module

v

Receive user input to look for eligible
mobile payment account products

v

Receive input of personal details
and/or search criteria

v

Display list of eligible products based
on input details and/or criteria

v

Receive user selection to apply for
new mobile payment account product

PCT/GB2011/051839

Middleware Server

v

Receive application form data and
T&C digital document

|
"\ s20-9 |
|

<€

'

\s20-13

Transmit application form data for
new mobile payment account product
and pre-application terms and
conditions (T&C) digital document

'\ 520-11

Display T&C digital document

A 4

v

Receive indication of user viewing of
T&C digital document

'\ s20-17

Receive user input indicating
acceptance of T&C

v

Receive indication of user
acceptance of T&C

'\ 520-21

Receive user input of details to
complete application for new product

\s20-23]

8§20-25

Inactive mobile payment account
provisioning process

-

Receive post-application
cardmember agreement (CMA)
digital document

—

v

Transmit post-application
cardmember agreement (CMA)
digital document

'\ 52027

Display notification of approval and
display CMA digital document

v

Receive indication of user viewing of
CMA digital document

Receive user input indicating
acceptance of CMA

'\ s20-33

Receive indication of user
acceptance of CMA

N
1320-29|

| >
\s20.31

|

>
\520-35

Mobile payment account

activation process

END

'\ s20-37

e F1GL 20



PCT/GB2011/051839

30/44

WO 2012/042262

¢ Ol 91¢ Old PLZ Ol

9G-19 ~—1 9g-19~—1 69 ~—

] A

Ccr€9 PN L7-€9 A

xxxereeer ©

-9 (\.l_ xxrerrsxs C _

rT——

S S o SIongodd a3

91 Ol q1¢ Ol eL¢ Ol

€G-1G ~—1 ¢G-1G —1 A 1G-1G —
e-89 —H I %0019
“BUBILID Yoleas | Jonpoud | SIOEJUOD BISWED ey
L 1-¥9 (\./_ Mau Joj Addy ‘¢ _
2789 —N | |-
:sSaIppY 18lep AN T Aed
SJUN0JJY yoin jrew3
L 7-89 /\1_ _ uonewIop| ‘| =
‘sweN ’ GG vV $




WO 2012/042262

PCT/GB2011/051839

Pre-application
Terms & Conditions

Clause 1

Clause 2

|
|
|
| | CONTENTS:
|
|
|

Clause 3

56

85-1
\
Clause 1
——~ 81
______ ]
l |
l |
| I\/\ 82-2
l |
852 | L !
~U, i M4—~89-1
I Clause 2 |
. €—t— 833
85.3 o
\‘ s o 89-2

FIG. 22



PCT/GB2011/051839

WO 2012/042262

32/44

woeisAg ~ Ol Lt
Buisseooud H~— EO} MIOMISN
uowded || gy % uoperoossy
Janssj| swAed
JUNOooY
swAed
A L
Sl T 1
nun (NSL)
8ly Jabeuep
a0INIeg
Janes (INSL) paisnJl
Jabeuely 4N
90INIBS <> R
paishi| NIOMIBN
suoydeje] | |
Jejn|en
JaAIBS
suolE2IUNWWOY
T 1
09 >®¥ L9~ 8|NPON
AydeuboydAip
LS+
>
[ eleq junoddy auluQ | ©INPOIAI dAA
)
mwm JaAIBg alema|ppIN
\4 woelsAg Juswabeue|y JUNOIDY

—
O

4 ?
N N [=oepa) un L q/p
SS8[0BjU0D
Mueg —>
Jueyossiy |leuiwls |
(SOd)
a[es 4O uiod
5 1\( 6
\
€€ 1 BIV
m N " mv _ H_ S3epo] e
3I0M}eN el
e SSONOEIIOD
Ll SO+  enpon =

AydeuaboydAip 09

YIOM}BN
g duoydsjel J —Z—] a|npolN uoneolddy 18)1eA
Jen|@d 9. gJ
EERIERRERS
i uoneolddy 18[|BAA
L T
a0Ina( 9|Iqo
0c IA8Q 3[IqOIN
Julay|
Jasmolg gepA
C ~ c
e a2lAe (g Bunndwo)




WO 2012/042262 PCT/GB2011/051839
(" Mobile Device A
4 N\

Handset Operating System and Hardware

( Controller }\ .

( Working Memory )

User Interface

[ Keypad j [ Display ]
D] 1

1 ~23 LU o ~25 L 27
v €
Mobile Payment Wallet Application\
8 7 111 Module
Online =
Registration Non-payment Application
Wallet Screens P yModu|egp
Screens 2
24 ——-— \ 26-5 J\ L1 | o9
A
- i \ \ J
4 )
Secure Memory 1 | 4
( \ Issuer Security Domain \ )
3T e - - ~N
- 6 37 Wallet Security Domain !
T T 2 ¥ Payment
Wallet (" Optional ) |[( Optional Security
Application Other Other Domain —t— 36
Secure Service Service TSSUeT
Data Provider Provider Applet 38
PPSE SD SD Package
41 Package Authenfica-
tion Applet f 46
Payment Instance
43 —T1T1I| Package
PPSE szﬁ}e”t
et
42—~ Gontroller g1 \ instance 40
A N J/ \,} / J
\\37 ~
UICC Applet (Network Key 45
and GSM PIN) T
Other 3™ Party Apps "
SSD
1 ~ CASD r
44 | Code
. J
: Data
Contactless Link ok Cellular Network ~ 3
Interface Uk Intertace Interface
- A \\ A 2 A )\ J
oV 47 7374 71 v 33
To/From To/From
Merchant's POS W Cellular Telephone
Terminal (5) 72 Network (11) .



WO 2012/042262

34/44

START

PCT/GB2011/051839

Prepare payment account wallet module and
transmit to secure element of mobile device

- S525-1

v

Application PIN disabled

~ S525-3

v

Receive inactive mobile payment account
and store in secure memory

~ S25-5

v

The wallet indicates the payment account is
available on the handset

~ S25-7

v

Create basic online account for user,
including shared information used for
cryptographic functions

~ $525-9

v

User validation process

~ $25-11

v

Generate and transmit
unblock command to mobile device

~ $25-13

v

Receive and set user input PIN
and Trust Phrase

~ $25-15

v

Transmit authorization validation flag and
user input Trust Phrase to middleware server

~~ §525-17

v

Activate online account for use

S25-19

v

Activate mobile payment account at
middleware server

~ $525-21

v

User online account registration process

~ $25-23

END

FIG. 25



PCT/GB2011/051839

WO 2012/042262

C_pua )

GE-9TS § A
uoneuwusoul Bulysiyd
-nue Jajus 0} Jasn jdwolid
€€-9¢S A
Jamsue pue uonsanb Ajinoss
e dn jes 0} Jasn jdwold

GT-9TS ~ _
abessaw
1no pawiy uonelado Ag|dsig

ZPI|eA 9POOSSED
ndul Jasn

SO A
6C-9¢S y
apoossed pajeltsusb o)
apoossed ndul Jasn atedwo)

snoauwn Aejdsiq

A R °N
B]Ep JUNOJJE 8UIjUO paAsLIal A
) V—> WOJ) UolBWIOUI 8IS w
hi-9¢s Buisn epoossed sjeisus) LC-9CS ~
Z.9p0oossed 1nd - _- - ________ L _ uonelado o1ydesboidAio syy Ag
palesausb spoossed Agdsiq
ON 61-92S~ 2

uoljlewIoul 81N29S
Buisn apoossed sjelsuss)

M ¢, JNo2 W] uoledluayInNy 1-9CS ~ A

R/u Bej} uolepljea uonezioyine

o™ - Jos pue Nid Ajien
1-9¢S y i ‘NId Jenssj| Joj Jasn jdwoud

O
AN
O
LL

1-92S T

uibo| ajsgam Joy spoossed

B 8)ealJo 0} Jndul Jasn sAlg0ay
A

€
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
4
Yo}

apoossed jndul 0} Jesn jdwoud

€-92S \ T

B)Eep JUNOJ2E auljUO
Jaquinu ajigow Indul AI809Y > poJEI0SSE 9AsIIIa) pue
|-928 S 5 Jaquinu sjigow paAlsdal 8101

Jagwnu sjigow Joj} Jdwoud pue
abed gem uonedisibal Aejdsiq

!
|
|
+ "
|
|

|
|
|
|
|
|
90IASp 9]IqOW UO pejelauab |
|
|
1
|

a|jnpow uoneoldde j19|leM 8y}
youne| 01 Indui Jasn anieoay

_
_
_
" €1-92S
_
_

(uoneusibay suljup )

2o1ne Bunndwon JanIag al1ema|ppIN 22I1na(] 3|Igo\



PCT/GB2011/051839

WO 2012/042262

P8¢ Ol

919 —

MO

Spuo029s 09
Jnoawi]

G¥696¢£2S
plomssed

S)ISgaMA

36/44

7-G9 —

79-894

9G-89~

s18|dwon

181085 AN

P

:abewl| Ino A }039|3S
L unwsq |
I3weulasn Inok jo33s

1915169y 03 g dajs

98¢ 9Old4 43¢ 9ld4d e8¢ Old

€9 1G~— 9O
Jo199SAI
aselyd jshJ|
965891100000

NId Jenss| Jajug

PLC Dld 3.¢ Ol

€69 —

65-89~—1

<-8nunuo)n

Jaindwoo siy} hw«m_mww_\l._

1S ulep |

cuo dn maub jeanls

1040054 |
:aselyd }shil INoA
suolsanp Ajunoag dnjag

:191s169y 03 ¢ dalg

CI G~

r@:?@(\./_ opoossed 9jelauss) ¢ _

Junoooe
MaU 3JBAIOY T

18lem AN L

NN NIVIN

¢G99 —

CG89~
€G-89

<-8anunuo)n

~  SP696£2S |

:plomssed InoA g
ClZl 696 685
L13quinpN 3|Iqo INOA

:19)s169y 03 Z dajs

191G ~

GG —

X201
SI0BJUOD BIBWED wie)y

Aed
SIUNOOOY yongy  Ilew3
— v $

Lo |

q/¢ OIld ®lc Ol

1-G9 —

1G-89 —

<-8nunuo)

~ 2121 655685 |

JJaquunp 9JIqoy 1noA 1ajug

1938169y MoIinDd 104
:191s169y 03 | deyg




PCT/GB2011/051839

WO 2012/042262

37/44

P6< Old 96< Old d6c Old B Dl

ajodwon
uibo
s)isgam

<-uiboT

| svegsces

:plomssed InoA sz
ypwsq
:3WEeUIasn INoA

:u1 60703 ¢ doys

<-8anunuo)n

18.409SAN

:aselyd Ishi] InoA

:abewl| INoA

ynwisq

2Weulasn InoA

:u1 6o 03 z doys

<-9nunuo)n

yjisq

laquinp 9JIqoy InoA 1ajug

:u1 6o 03 |L dais

owleulashn 1o




PCT/GB2011/051839

WO 2012/042262

- 5 4 G
10 \
0€ Old = N —
> (S0Od)
ueyole
HEHIN 9les 4O juiod
YIOM}BN
UOoI}BID0SSY JUsWAed 6 \/\1
Ll )
S9|NPON -
J uonoesuel | 6v
€ ~ A
4 v
SINPOIN gy
8l 1 el 1 uoledluayIny
Sy eg se|npo|\ uonesiddy
3 Jonies (INS1) yun (WSL) IlEM 2in2es
B Jebeue|y JoBeuep
o ERINEIS oINS s LH ejeq ainosg
peysn | poIsnIL uoneol|ddy 1o]1en
v T \}
¢ ) A H
$ aoeualU| ao1na( 9|IqoIN
woeisAg OMISN
Buissaso.d suoydaie] NN
swAed > JoAI8S Jejnjen
Janss| 2JeM3|PPIN MJOMISN
JUNOOJY NETVEIS auoydsia|
swAed suoleaIuNWWo) JEIN(ISD

weisAg juswabeuep JUNO2OY

Ll



20

41—

WO 2012/042262 PCT/GB2011/051839
4 . . )
Mobile Device
( Operating System and Hardware \,_\’ 28
User Interface C Controller ),\_, 21
Display Keypad
C Working Memory )
3 7\ 1 \\
23 25 27
22
<_
( Mobile Payment Wallet Application Modules )
—Jdir . . |1 -~ ~——" == I |
] Issuer-1 Issuer-2 | | Issuer-n | | Non-Issuer |
Application | | Application : I Application : [ Application :
Module Module |: Module | : Module |
(PIN-1) (PIN-2) : I (PIN-n) : | (Wallet PIN) :
I — — L — — L — — — ——
£20-1 \ 20-2% \ 20-n* \ f T20-m
. J
\. \ \ \ J
4
Secure Memory A
Wallet Security Domaln —1 — 31
EEN!
Issuer-1 Security Domain A (Other SerV|ce\ - 37
c 8a Provider SD
Wallet Issuer-1 Wallet Applet 54
Application 48 iy
Secure £ Other
Data Authentication Wallet
Applet Applets
T a0
|
PPSE |, Transaction
— || Module Applets I
= \C ~ J )
™~ UICC Applet (Network Key )
CASD c and GSM PIN)
ode )
5 5 s
34 35 45
\. J
A
. Data
Conlt:t(;clr?:cseLlnk Communication Cellular Network ~— 3
Link Interface Interface
A \\ 2 K )\ )
9 ~ 47 73 v 71 v 33
To/From To/From
Merchant’'s POS W Cellular Telephone
Terminal (5) 72 Network (21) .



WO 2012/042262

40/44

PCT/GB2011/051839

-

Mobile Device

. Contactless
0 . Operating System Link
Mobile Payment Wallet Application Modules Inte?:aces
- T T T T 47
Issuer-1 Application | Issuer-2 Application L
Module (PIN-1) | Module (PIN-2) i‘
7 y g e =
20-1 20-2
Non-Issuer
Application Module
20-m ~—~ (Wallet PIN)
A S
v el
Secure Memory l_
. el ekl
Issuer-1 | Issuer-2 I
Authentication Applet : | Transaction Applet : I
I I
PIN-1 :I PIN-2 : :
I
1 L79a N v 79 1
Passcode Verifier : | | Passcode Verifier : |
I
3 L77a |L___ _ST7b
Transaction Applet | L 49b |
Inteface || | T T T T T T3y
A L 80
L
y 48 PPSE <
Issuer-1 Transaction Applets ~
2 41
h)
1 C
49 MNO SD Applet
8a "~

N

—/

W Y

FIG. 32



WO 2012/042262 PCT/GB2011/051839

41/44

( START )
v

Receive signal from the POS terminal for
S : ~— S33-1
initiating a transaction
v
Instruct contactless link interface to use the L $33.3
PPSE module to initiate the transaction
v
PPSE module determines AID of transaction
. S33-5
applet to handle the transaction
v
POS terminal verifies that the received AID
o ~ S33-7
corresponds to an allowable application
v
Receive new request message to carry out
) . ) s 7 S33-9
a transaction using the identified application
v
Transaction applet calls the authentication
) S33-11
applet to verify passcode entered
v
Authentication applet responds with a
. : ~— S33-13
permission to perform the transaction
NO asscode authentication successful” YES
S33-15
Block the transaction from Allow transaction
happening and return error code to be completed
¢ 833-17 £ 833-19

FIG. 33



WO 2012/042262

PCT/GB2011/051839

42/44

-

Mobile Device

Contactless

20L\ Operating System Link
Mobile Payment Wallet Application Modules Inte?:aces
- T T T T 47
Issuer-1 Application | Issuer-2 Application L
Module (PIN-1) | Module (PIN-2) i‘
7 y g e =
20-1 20-2
Non-Issuer
Application Module
20-m ~—~ (Wallet PIN)
A S
4
Y Y 28 I_
Secure Memory l_
\ 4 _——— ]
utencsnon aopit | | 1 mranessio e 1
uthentication e i
PP 86 | : Transaction Applet | :
_ Transaction | |
PIN-1 Applet II PIN-2 | :
* L79a| passcodes | : ¢ T79p | |
Passcode |
Verifier PIN-Ta_] :l Passcode Verifier : |
¥ Ti7a Ts6al | |1 T | :
Transaction Applet | TT TR T Tl 4g
Inteface || | ————— _I~ T 5 -
A L 80 8b
L
— 8 PPSE P
Issuer-1 Transaction Applets Y
Passcode Requestor v 41
v “ 88 [ MNO SD Applet
Passcode Verifier V\84
co1 1 - 90
PIN-1a
3
D) {
\ AY
8a 49
P
3

FIG. 34




WO 2012/042262 PCT/GB2011/051839

43/44

( START )
v

Receive signal from the POS terminal for
initiating a transaction

v

Instruct contactless link interface to use the
PPSE module to initiate the transaction

v

PPSE module determines AID of transaction
applet to handle the transaction

v

POS terminal verifies that the received AID
corresponds to an allowable application

v

Receive new request message to carry out
a transaction using the identified application

v

Transaction applet requests transaction
passcode from authentication applet

v

Authentication applet responds with
requested transaction passcode

~ S35-1

~ S35-3

S35-5

~ S35-7

~— S35-9

~ S35-11

~— S35-13

NO Transaction passcode valid? YES

S$35-15
Block the transaction from Allow transaction
happening and return error code to be completed
¢ 53517 ¢ 53519

FIG. 35



WO 2012/042262

44/44

Communication
Infrastructure
1006

Processor
1004

1N

Main memory
1008

i

Secondary Memory
1010

Hard disc
1012

Removable

1014

Interface
1020

storage drive }

Communication
Interface 1024

PCT/GB2011/051839

Removable
storage unit 1018

Removable
storage unit 1022

Signals 1028

—_

Communication

path 1026

FIG. 36



INTERNATIONAL SEARCH REPORT

International application No

PCT/GB2011/051839
A. CLASSIFICATION OF SUBJECT MATTER
INV. GO6Q20/00
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

GO6Q

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

A WO 2010/051339 A2 (VISA INT SERVICE ASS
[US]; DOMINGUEZ BEN [US]; FISHER DOUGLAS
[US]; CH) 6 May 2010 (2010-05-06)

1-135

the whole document

WILLIAMS ANTON)
29 November 2007 (2007-11-29)
abstract

17 September 2009 (2009-09-17)
abstract

abstract
the whole document

X WO 2007/136277 Al (FRONDE ANYWHERE LTD
[NZ]; PARFENE HORATIU NICOLAE [NZ];

X US 2009/234751 Al (CHAN ERIC [CA] ET AL)

X US 2006/200427 Al (MORRISON ROBERT A [US]
ET AL) 7 September 2006 (2006-09-07)

1-135

1-135

1-135

D Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not
considered to be of particular relevance

"E" earlier document but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or
other means

"P" document published prior to the international filing date but
later than the priority date claimed

"T" later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

"X" document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

"Y" document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu-
merr:ts, such combination being obvious to a person skilled
inthe art.

"&" document member of the same patent family

Date of the actual completion of the international search

4 January 2012

Date of mailing of the international search report

12/01/2012

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Verhoef, Peter

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/GB2011/051839
Patent document Publication Patent family Publication

cited in search report date member(s) date

WO 2010051339 A2 06-05-2010 US 2010114740 Al 06-05-2010
WO 2010051339 A2 06-05-2010

WO 2007136277 Al 29-11-2007 AU 2007252340 Al 29-11-2007
CA 2649711 Al 29-11-2007
CN 101438530 A 20-05-2009
EP 2018733 Al 28-01-2009
JP 2009537893 A 29-10-2009
KR 20090031672 A 27-03-2009
NZ 547322 A 28-03-2008
US 2009228966 Al 10-09-2009
WO 2007136277 Al 29-11-2007
ZA 200704044 A 29-04-2009

US 2009234751 Al 17-09-2009  CA 2718514 Al 17-09-2009
EP 2263201 Al 22-12-2010
US 2009234751 Al 17-09-2009
WO 2009111856 Al 17-09-2009

US 2006200427 Al 07-09-2006  NONE

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - description
	Page 47 - description
	Page 48 - description
	Page 49 - description
	Page 50 - description
	Page 51 - description
	Page 52 - description
	Page 53 - description
	Page 54 - description
	Page 55 - description
	Page 56 - description
	Page 57 - description
	Page 58 - description
	Page 59 - description
	Page 60 - description
	Page 61 - description
	Page 62 - description
	Page 63 - description
	Page 64 - description
	Page 65 - description
	Page 66 - description
	Page 67 - description
	Page 68 - description
	Page 69 - description
	Page 70 - description
	Page 71 - description
	Page 72 - description
	Page 73 - description
	Page 74 - description
	Page 75 - description
	Page 76 - description
	Page 77 - description
	Page 78 - description
	Page 79 - description
	Page 80 - description
	Page 81 - description
	Page 82 - description
	Page 83 - description
	Page 84 - description
	Page 85 - description
	Page 86 - description
	Page 87 - description
	Page 88 - description
	Page 89 - description
	Page 90 - description
	Page 91 - description
	Page 92 - description
	Page 93 - claims
	Page 94 - claims
	Page 95 - claims
	Page 96 - claims
	Page 97 - claims
	Page 98 - claims
	Page 99 - claims
	Page 100 - claims
	Page 101 - claims
	Page 102 - claims
	Page 103 - claims
	Page 104 - claims
	Page 105 - claims
	Page 106 - claims
	Page 107 - claims
	Page 108 - claims
	Page 109 - claims
	Page 110 - claims
	Page 111 - claims
	Page 112 - claims
	Page 113 - claims
	Page 114 - drawings
	Page 115 - drawings
	Page 116 - drawings
	Page 117 - drawings
	Page 118 - drawings
	Page 119 - drawings
	Page 120 - drawings
	Page 121 - drawings
	Page 122 - drawings
	Page 123 - drawings
	Page 124 - drawings
	Page 125 - drawings
	Page 126 - drawings
	Page 127 - drawings
	Page 128 - drawings
	Page 129 - drawings
	Page 130 - drawings
	Page 131 - drawings
	Page 132 - drawings
	Page 133 - drawings
	Page 134 - drawings
	Page 135 - drawings
	Page 136 - drawings
	Page 137 - drawings
	Page 138 - drawings
	Page 139 - drawings
	Page 140 - drawings
	Page 141 - drawings
	Page 142 - drawings
	Page 143 - drawings
	Page 144 - drawings
	Page 145 - drawings
	Page 146 - drawings
	Page 147 - drawings
	Page 148 - drawings
	Page 149 - drawings
	Page 150 - drawings
	Page 151 - drawings
	Page 152 - drawings
	Page 153 - drawings
	Page 154 - drawings
	Page 155 - drawings
	Page 156 - drawings
	Page 157 - drawings
	Page 158 - wo-search-report
	Page 159 - wo-search-report

