Office de la Propriete Canadian CA 2332715 A1 2001/08/29

Intellectuelle Intellectual Property
du Canada Office (21) 2 332 71 5
v organisime An agency of 12 DEMANDE DE BREVET CANADIEN
d'Industrie Canada Industry Canada CANADIAN PATENT APPLICATION
(13) A1
(22) Date de depot/Filing Date: 2001/01/29 (51) CLInt.//Int.CI." HO4L 12/16, GO6F 17/60, HO4L 9/32

(41) Mise a la disp. pub./Open to Public Insp.: 2001/08/29 (71) Demandeur/Applicant:

(30) Priorité/Priority: 2000/02/29 (09/516,209) US ACHEX, INC., US

(72) Inventeurs/Inventors:
WEICHERT, MARGARET MORGAN, US
PHILIPP, PETER ERIC, US:
ALLEN- ROJI\/‘AN TERRY, US
DESAI, KEVAL, US:
ARRINGTON. JACK MICHAEL, US:
MASCAVAGE, JOHN JOSEPH III, US
LEVOKOVE, SCOTT J., US:

(74) Agent: BERESKIN & PARR

(54) Titre : METHODE D'ACHAT ELECTRONIQUE ET SYSTEME DE TRANSFERT DE FONDS
(54) Title: ELECTRONIC PURCHASE METHOD AND FUNDS TRANSFER SYSTEM

USER VENDOR FUNDS TRANSFER
SYSTEM  SYSTEM
10 20 30

1 >

N B
2

4a .

4c
‘ 4d |

Sa

de - validate

Sb

(57) Abrége/Abstract:
An electronic transaction method, funds transfer apparatus and method for facilitating a funds transfer. The methods comprise

sending Information from a purchaser or payor to a funds transfer system separate from a vendor system or payee, validating
and confirming personal financial information at the funds transfer system, and transferring funds from a purchaser or payor
account to the vendor or a payee account without exposing either party's financial and account information to the other.
Additionally, a funds transfer apparatus Is disclosed comprising connections to a payor and payee system and mechanisms for
receiving and validating party and transaction information and a mechanism for transferring funds from one party to the other.

e

T N §.
.l.!.\‘\-c.c..--.
. T

3 '_{,-.T'l'.
o~

C an a d a http:vopic.ge.ca - Ottawa-Hull K1A 0C9 - atp.//cipo.ge.ca OPIC

OPIC - CIPO 191




CA 2332715 A1 2001/08/29

(21) 2 332 715
(13) A1

(72) Inventeurs(suite)/Inventors(continued): LARSON, WENDY D., US; DRAVENSTOTT, ROBERT EDWIN, US




Chan=alre vhrbyrr ¢ M rborid SRR A LML P TV SR IR RS M AR S U S VS YA s LYY e e -

CA 02332715 2001-01-29

42

ABSTRACT OF THE INVENTION

An electronic transaction method, funds transfer
apparatus and method for facilitating a funds transfer. The
methods comprise sending information from a purchaser or payor
to a funds transfer system separate from a vendor system or
payee, validating and confirming personal financial
information at the funds transfer system, and transferring
funds from a purchaser or payor account to the vendor or a
payee account without exposing either party’s financial and
account information to the other. Additiocnally, a funds
transfer apparatus is disclosed comprising connections to a
payor and payee system and mechanisms for receiving and

validating party and transaction information and a mechanism

for transferring funds from one party to the other.
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ELECTRONIC PURCHASING METHOD AND FUNDS TRANSFER SYSTEM

BACKGROUND OF THE INVENTION
Field of the Inv ‘

The present invention relates to an electronic
purchase method and funds transfer system. Particularly, the
present invention is directed to securely making an electronic
purchase, suitable for both business and consumer

transactions, that limits the amount of purchaser information

disclosed to the seller.

Description of Related Art

The development of the Internet has created vast new

markets and marketplaces. A consumer with an Internet
connection may search for, and likely find, a wide variety of

goods and services. While e-commerce flourishes, though

flow of sensitive personal, financial and other information
that takes place over the Internet, especially incident to
electronic purchasing. This concern is exacerbated by the

limited amount of payment options available for electronic

purchasing.
Consumer Internet payments, currently estimated well
into the billions of dollars, are dominated by credit cards.

Online credit card acceptance is a lucrative business for
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banks and other payment enablers, who typically charge
merchants a "discount rate" of between 2-5% of the value of
each transaction, in addition to a variety of other fees.
Discount fees paid by online merchants are a significant

source of business to credit card companies, and that business

will continue to grow at an ever faster rate as online

commerce continues to explode.

Although widespread, credit cards have significant

limitations for merchants, consumers and small businesses.

Merchant discount rates on the Internet are typically far

higher than in the physical world. Moreover, those discount

rates continue to rise.

Ancother disadvantage of credit card usage is that
online merchants are also exposed to high fraud costs and

"chargeback fees," bearing liability because there is no

Credit card signature with an online sale.

The dominance of credit cards also shrinks the
market for online merchants and consumers. As the online
population becomes more mainstream, millions of adults and
teenagers without credit cards are left out of online

shopping. 1In addition, most small business employees do not

have small business credit cards.

Credit cards are also inconvenient or illegal for

some businesses. For example, legal and regulatory




10

15

20

CA 02332715 2001-01-29

restrictions prevent insurance brokers, mortgage brokers and
money managers from accepting many types of payments via
credit cards.

Furthermore, despite the dominance of credit cards
on the Internet, in the overall economy, physical paper checks
are still a more preferred way for most people to pay for
point-of-sale purchases; this preference is particularly
pronounced among certain populations of consumers (e.g. adults
over 50) and 1n certain merchant categories (e.g. grocery
stores).

Internet auctions, a particularly fast-growing
segment of the Internet commerce community, are ill-adapted
for credit card purchasing. Most transactions initiated
through an auction site are paid for via a personal check or
money order. Each of these methods has major limitations and
friction for consumers: personal checks sent through the mail
are slow, do not come with a guarantee, and provide bank
account information to an unknown person. By contrast, money
orders, while providing a payment guarantee for sellers, are
inconvenient for buyers who must buy them in the physical
world and pay a fee for them.

The challenges and limitations of existing Internet
payment methods have led to a variety of systems and methods

with a host of different solutions. These systems, however,
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have focused on solving either the Internet payment chéllenges
of merchants or the payment challenges of consumers. To date,
there is no system or method for making an electronic purchase
that overcomes the significant obstacles of the credit card
and provides a useful alternative to both merchants and
consumers.,

One popular system that avoids some of the problems
associated with the credit card is use of a debit card.
Despite increased adoption and usage of debit card payments in
the physical world, however, debit cards have not been
pParticularly successful on the Internet for a variety of
reasons. The debit cards that are being used on the Internet
are"offline"” debit cards. "Offline" debit cards work like
credit cards, without the use of a personal identification
number (PIN). Unlike debit transactions using a PIN, these
transactions are processed through the credit card networks,
resulting in a "delayed debit," where payment 1s deducted 2-3
days after the transaction occurs. The "delayed debit"
feature exposes banks to credit risk, and as a result,
"offline" debit cards are usually only issued to individuals
who already have credit cards, leaving millions of consumers
without a debit vehicle for purchasing online. 1In addition,
merchants have to pay a discount rate that is almost as high

as credit card rates. Debit cards also are problematic for
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consumers, because many debit cards have daily volume limits

amount. Moreover, debit cards do not have the same level of

fraud protection for consumers, since they are not covered by

Consumer Credit Protection Act Regulation Z. Finally, debit

cards are not generally suitable for business to business

transactions.

Since "online" or PIN-based debit has become so

popular in the physical world, several initiatives are

card transactions, including the necessary routing

information, are contained in a magnetic strip on the card

Second, a consumer's PIN requires both consumers and merchants
to have access to PIN-pad technology. Existing technology

does not allow for magnetic strip and PIN dependent

transactions to be conducted on line. Moreover, such a system

would require transmission of a consumer’s closely guarded PIN
over the Internet.

Other methods for electronic purchasing which have
been developed by banks or check verification companies, fall
into two primary categories: 1) Smart-card based solutions and

2) check pginting solutions. The smart card solutions are
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highly secure, but cumbersome, requiring consumers to have a
smart card reader and smart card to pass a digital signature
along with checking account information. The check printing
solutions are easy for consumers, but far less secure, and
require merchants to buy special check printing equipment and
proprietary checks to print out (and then deposit) physical
paper facsimiles of the consumer check.

Other methods for facilitating electronic payment
without the use of credit cards have relied on transferring
funds from a purchaser’s bank account to a merchant. The
prior systems and methods, however, have been unsatisfactory
for a number of reasons. Most reguire the purchaser to
communicate his or her personal financial information
(including banks and account numbers) directly to the merchant
each time a purchase is made, who then requests payment from a
Check processor. The check processor then handles the
transfer of funds by creating a physical, printed check drawn
on the purchaser’s account, or electronically transferring
funds to the merchant. Other electronic funds transfer
methods require e-mail notifications to the funds recipient
for every transaction. Such methods are not suitable for
consumer-to-business or business-to-business use, which may

include hundreds or thousands of transactions each day. Other

methods require each user to have a separate account that
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deals specifically with a “quasi-currency”, such as credits,
discounts, mileage or unique “dollars” specific to the service

provider, that must be converted to regular funds for each

transaction. Others still require a user to own a credit card

to be eligible for the service, even if funds are transferred

from a separate bank account.

There is no method or system in the prior art that
allows for electronic purchasing without a credit card,
without transmitting financial information to a merchant, and
is suitable for all types of business and consumer

transactions.

SUMMARY OF THE INVENTION

The purpose and advantages of the preferred

embodiment of the present invention will be set forth in and
apparent from the description that follows, as well as will be
learned by practice of the invention. Additional advantages
of the preferred embodiment of the invention will be realized
and attained by the methods and systems particularly pointed

out in the written description and claims hereof, as well as

from the appended drawings.

It is an object of the present invention to provide

an electronic payment method wherein the transaction is
approved or denied in real time. A feature of an embodiment
of the present invention is a funds transfer system that

authorizes or denies an electronic purchase at the time of the
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purchase request. An advantage of the present invention is
that both the purchaser and vendor may proceed with the
transaction and maintain the privacy of the parties involved.

Yet another object of the present invention is to
provide a method of purchasing from a vendor that does not
necessarily require ownership of a credit card. A feature of
an embodiment of the present invention is a funds transfer
system that securely accesses a purchaser’s bank account. Yet
another feature of an embodiment of the invention is a funds
transfer system that debits or credits a party’s credit card
account 1f the party so chooses. Yet another embodiment of
the present invention is a funds transfer system that

transfers “quasi-currency.” Yet another feature of an

purchaser to a vendor through a funds transfer system. An
advantage of the present invention is that virtually any
person or entity with a bank account, credit card account or
"quasi-currency” plan may utilize the present payment system.

A further object of the present invention is to
allow a purchaser to transfer funds from an account to a
vendor without providing sensitive account information to the
vendor. A feature of an embodiment of the present invention
1s a separate funds transfer system that validates the

purchaser. Another feature of an embodiment of the'present

i\
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invention is that the funds transfer system, and not the
vendor, accesses the purchaser’s account. Another feature of
an embodiment of the present invention is that account
information need only be provided once to the funds transfer
system. Another feature of an embodiment of the present
invention is that account information is only provided to the
funds transfer system. Another feature of an embodiment of
the present invention is that a purchaser may register with
the funds transfer system on line, via phone, via fax, on site
or via regular mail. A further advantage of the present
invention is that a purchaser need not provide sensitive
financial information each time a purchase is made. Another
advantage of the present invention is that the purchaser need
not provide financial information to multiple vendors.

Another advantage of the present invention is that neither the

vendor nor the purchaser has access to the other’s financial

- information. An advantage of the present invention is that

fraud can be limited.

all types of transactions. A feature of an embodiment of the
present invention is to provide a funds transfer system with
purchaser account information. 2nother feature of an
embodiment of the present inveﬁtion is to provide the funds

Lransfer system with merchant account information. Another

A
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feature of an embodiment of the present invention is to
provide a merchant with digital IOU’s that may be redeemed at
a later time. A feature of an embodimeht of the present
invention is that funds may be transferred through an
automated clearing house from one account to another,
regardless of the owner. Another feature of an embodiment of
the present invention is that the transaction may occur in
real time. Another feature of an embodiment of the present
invention is that the digital IOU’s can be redeemed by
transferring funds from a purchaser account to a merchant
account through a funds transfer system. The redeeming step
may further include use of an automated clearing house. An
advantage of the present invention is that no e-mail
notification is required for real time transactions. Yet
another advantage of the present invention is that a merchant
may redeem multiple digital IOU’s all at once. Yet another
advantage of the present invention is its suitability for
consumer-to-consumer, business-to-business or consumer-to-
buSiness transactions.

In brief, the preferred embodiment of the invention
1s an electronic transaction method, the transaction including
a user on a network, comprising the steps of: accessing a
vendor system; transmitting'a purchase selection to the vendor
system; and selecting a payment option comprising: connecting

to a funds transfer system, the funds transfer system separate
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from the vendor system: sending purchase data from the vendor
system to the funds transfer system; sending a validation
request from the funds transfer system to the user: sending
validation information from the user to the funds transfer
system; checking the validation information against a database
at the funds transfer system, the database including user
account information; wherein if the user is validated,
transferring funds from the user’s account to the vendor
through the funds transfer system; and wherein if the user is
not validated, returning a message to the user denying the
purchase.

An embodiment of the invention also includes a
method for making an electronic purchase comprising:
connecting to a vendor system having a vendor; selecting at
least one item to be purchased from the vendor system; a step
for authorizing the purchase, the step comprising: sending
purchase information from the vendor system to a funds
transfer system, the purchase information including a purchase
price, sending a request for payment information from the
funds transfer system to a user; sending payment information
from the user to the funds transfer system; a step for
validating payment information at the funds transfer system,
wherein if the payment information is validated, a step for

crediting a vendor account an amount equal to the purchase
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Price; and a step for debiting a user’s account an amount

equal to the purchase price.

Another embodiment of the invention is also a funds
transfer apparatus comprising: at least one connection to a
vendor system; ét least one connection to a purchaser system;
a means for validating a purchase by a purchaser using the
purchaser system from a vendor using the vendor system,
wherein the purchase validation means comprises: a machine
readable medium having a purchaser database includiﬁg
purchaser information thereon; a means for receiving purchase
information from the vendor system; a means for receiving
payment information from the purchaser system; and a means for
comparing the payment information to the purchaser
information; and a means for paying the vendor for the
purchase. The means for paying the vendor may comprise a
connection to an automated clearing house, the automated
clearing house capable of executing a funds transfer.

An embodiment of the invention also includes a
method for facilitating an electronic purchase comprising:
receiving purchase information from a vendor, the purchase
information including a purchase price; receiving purchaser
information from a purchaser, the purchaser information
including an identification of a purchaser account; validating
the purchaser information; wherein if the purchaser

information is not validated, sending a message to the

e
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purchaser that the electronic purchase is denied; and wherein
i1f the purchaser information is validated, sending a digital
10U to the vendor; and a step for redeeming the digital IOU.
The step for redeeming the digital IOU may further comprise
the steps of: receiving the digital IOU from the vendor;
confirming the digital I0U; transferring the funds to the
vendor; and receiving funds from the purchaser account egual
to the digital IOU.

Another embodiment includes a method for
transferring funds from a payor to a payee comprising:
transmitting payment information to a funds transfer system,
the payment information including payee identification, payor
identification and payment amount; a step for validating the
payment information at the funds transfer system; wherein if
the payment information is not validated, notifying the payor
that the payment information is not valid; and wherein if the
payment information is validated, a step for transferring
funds from a payor account to a payee account. The method may
further comprise notifying the payee of the funds transfer.
The step for validatiﬁg the payment information may comprise
checking the payor identification and the payee identification
against a user database in the funds transfer system. That
database may include account information for the payor and the

payee.

1




10

15

20

CA 02332715 2001-01-29

14

It 1s to be understood that both the foregoing
general description and the following detailed description are
exemplary and are intended to provide further explanation of
the invention claimed.

The accompanying drawings, which are incorporated in
and constitutes part of this specification, are included to
lllustrate and provide a further understanding of the method
and system of the invention. Together with the description;

the drawings serve to explain the principles of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic representation of an
embodiment of a consumer-to-business transaction in accordance
with the present invention.

FIG. 2 1s a schematic representation of an
embodiment of a funds transfer system in accordance with the
present invention.

FIG. 3 is a schematic representation of a purchase
validation means in accordance with an embodiment of a funds
transfer system of the present invention.

FIG. 4 is a schematic representation of an

embodiment of a funds transfer method according to the present

invention.

b}
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FIG. 5 is a schematic representation of an

embodiment of a funds transfer method according to the present

invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODI

Reference will now be made in detail to the present
preferred embodiments of the invention, examples of which are
illustrated in the accompanying drawings. The methods and
corresponding steps of the invention will be described in
conjunction with the detailed description of the system.

The methods and systems presented herein may be used
for transferring funds from a payor to a payee without either
party having access to the other’s financial information. The
present invention is particularly suited for electronic funds
transfers, such as consumer-to-business e-commerce

transactions. However, the present system applies equally

- well to business-to-business or consumer-to-consumer

transactions and is intended to cover such transactions within

its scope. For purpose of explanation and illustration, and

not limitation, an exemplary embodiment of the system in

accordance with the invention is shown in Fig. 1.

FIG. 1 depicts the steps of one embodiment of the

present invention. The method involves a user 10, vendor
system 20, and funds transfer system 30 interconnected over a

network. Typically, and in-the preferred embodiment, the user

—
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10 will access the network using a personal computer having a
network connection. Such network connections may include,
without limitation, any combination of modems, cable modems,
wireless connections, digital subscriber lines, telephone
lines, television cable lines having Internet connectivity, or
other suitable network connections. In addition, the user 10
may access the network using any kind of apparatus suitable
for transmitting and receiving information over a network,
such as, without limitation, personal computers, handheld
devices (such as wireless or modem adaptable personal data
apparatuses), telephones, pagers, mobile phones or other
apparatuses that may be connected, either via modem or
wireless, to a network, including consoles such as may be
found at a check-out area on site at a merchant store.

In the preferred embodiment, although not

necessarily, the network is the Internet. However, it should

be apparent from the present description of the invention that

any interconnection of interfaces capable of sending and
receiving information will be considered a network for
purposes of the present invention. Other networks may
include, without limitation, telephone networks, wireless
digital networks, serial cable networks, ATM or credit card
networks, or other private networks and collections of

networks including intranets, local area networks, wide area

networks and the Internet.

|
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Similarly, the vendor system 20 and funds transfer
system 30 maybe any system or apparatus capable of receiving
Oor transmitting information in accordance with the present
invention.

In a first embodiment of the invention, a user 10
accesses 1 a vendor system 20 over a network. There are
numerous ways in which a user 10 may access 1 the vendor
system 20. One way to access 1 the vendor system 20 is
through an Internet browser on the user’s 10 computer. For
example, once the user 10 has established a connection to the
network, the user 10 may enter tﬁe Universal Resource Locator
(URL) of the vendor system 20 into a browser, which will then
connect to the vendor system 20 and display 2 the content of
the vendor system 20 on the user’s terminal. 1In the preferred
embodiment, the vendor system 20 will transmit information
about goods or services offered by the vendor which the user
10 may view for purchase decision making. 1In another
embodiment of the present invention, the electronic
transaction may occur at a check-out line on site at a
merchant store. 1In éhat embodiment, the steps of the present
method would occur at that check-out line. For example, the
step for accessing 1 the vendor system 20 may be initiated by

a cashier at a cash register terminal, as is known in the art.

Alternatively, check-out areas with terminals may be dispersed
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If the user 10 so desires, the user 10 may choose to
purchase goods or services from the vendor. Once the user 10
makes a purchase selection, such selection is transmitted 3 to
the vendor system 20. Such transmission may take a variety of
forms and will be determined in large part by the particular
look and feel of the vendor system 20. For example, the user
10 may simply click on an item in the browser. Alternatively,
the user 10 may drag and drop icons to indicate a desire to
make a purchase. The user 10 may also be required to enter
particular data, such as by typing, to identify the goods or
services to be bought. In other embodiments, such as the on-
site transaction, the step for transmitting a purchase
selection 2 may include, without limitation, scanning a
particular item or entering an item code, such as a SKU number
or bar code, into the vendor system 20.

Once a purchase selection has been transmitted 3 to
the vendor system 20, the user will typically select 4 one of
a variety of available payment options. The selection 4 may
be accomplished in a number of ways, 1including without
limitation, selecting from drop down, pop-up or side slide
menus, entering text or data, clicking on a link or icon. The
step for selection 4 may also be accomplished automatically by

the vendor system 20 in accordance with a known user 10

—
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preference which may have been communicated to the vendor
system 20 at a previous time, and such selection is intended
to be within the scope of the present invention. Alternative
embodiments include communicating to an on-site merchant of
the desire to use the present method, as may be done, for
example, orally or by entering a code, such as user name or
password, on a console at the check-out line.

In accordance with the preferred embodiment, the

payment option comprises several steps that permit transfer of

personal information of the user 10, such as sensitive
financial information including bank identifications, names
and addresses, social security numbers, dates of birth, phone
numbers, drivers license numbers, account numbers, routing
numbers, account balances and other financial data, to a funds
transfer system 30 without exposure to the vendor system 20.
Accordingly, the payment option comprises connecting 4a to a
funds transfer system 30 separate from the vendor system 20.
The step for connecting 4a may be accomplished immediately
once the specific payment option is selected. Alternatively,
a user 10 may be required to click through to a separate
Internet page hosted by the funds transfer system 30. The
payment option of the present method further comprises sending
4b purchase data to the funds transfer syétem.BO. In one
embodiment in which the transaction occurs over the Internet

through a web browser, the connection 4a and sending of

b—
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purchase information 4b may be accomplished in one step. For
example, the vendor system 20 may generate a Hypertext
Transfer Protocol (HTTP) redirect to the user’s 10 browser
that contains the purchase information in a query string,
along with a specified URL that returns the user 10 to the
vendor system 30 after authorization. In addition, the vendor

system 20 may generate a digital signature to accompany the

purchase data to the funds transfer system 30 via a secure SSL
connection. For example, the vendor system 20 may transmit an
amount, a unique merchant identifier, and the type of
authorization requested. The purchase data, including the
digital signature, may be stored at the funds transfer system
30 to compare it with a regquest for payment from the vendor
system 20 submitted at a later time. All such methods are
intended to be within the scope of the present invention.

The payment option further comprises sending 4c a
validation request from the funds transfer system 30 directly
to the user 10. In one embodiment, the validation request may
take the form of a “pop-up” window. Alternatively, the
request may be a form on a separate page. Preferably,
although not necessarily, the wvalidation page or window will
have the same look and feel as the vendor system 20.
Consequently, the present method may be more seamlessly
integrated into the on line shopping process. The present

method may also be adapted for on site purchasing using input
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consoles at a store, as are known in the art. In response to

in a graphical interface resembling a check. For example, ah
image of a check may be transmitted to the user’s terminal
having several input fields as might be found on a check, such
as payee, date, amount, memo, and signature line where a user
might enter a unique identifier or password. In other
embodiments, the check image may have certain information
already filled in, such as amount, payee, or date, as that
information may be included in the purchase data provided by
the vendor system 20. The present method may also include a
step for accepting or canceling the transaction, such as by
including “submit” or “cancel” buttons which the user 10
clicks after completing the check. If the user 10 selects the
“cancel” button, the user 10 may be notified that the
transaction has been aborted. Other interfaces may also be
used within the scope of the present invention to submit

validation information.

10. For example, if the user 10 has already been assigned a

password by the funds transfer system 30, and the funds




10

15

20

25

CA 02332715 2001-01-29

22

transfer system 30 has account information for the user 10,
the validation information may consist only of a password.
Alternatively, the validation information may include name,

address, financial institution, account numbers, social
security numbers, or any other means for identifying a source
of funds available to the user 10.

The paymeht option further comprises a step for

checking 4e the validation information against a database at

the funds transfer system 30. 1In one embodiment, the database

includes validation information for users 10 who have

- previously used the funds transfer system 30. The database

allows the funds transfer system 30 to match the user 10 with
account information specific to that user 10. Accordingly,
the user’s 10 account information is maintained logically and

physically separate from the vendor system 20 and need not be

exposed to the vendor system 20.

authorization to the &endor system 20. Such vendor
authorization may include a digital IOU comprising all or some
of the purchase data and any unique authorization information
that will allow the vendor to redeem the digital IOU and
receive funds therefor at a later time. Upon redemption, the

funds transfer system 30 transfers funds 5a from a user’s 10

.
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account to the funds transfer system 30, which then transfers
funds to the vendor system 20.

If, on the other hand, the user 10 is not validated,
the funds transfer system 30 may return a message S5b to the
user 10 that the transaction was dénied. Alternatively or in
addition, the funds transfer system 30 may send a request to
the user 10 for information to create a user account on the
system 30.

A further aspect of the present invention, a funds
transfer system, is shown in FIG. 2 and designated generally
as numeral 100. The system 100 comprises a funds transfer
server 130 having at least one connection each to a vendor
system 120 and a purchaser system 110. 1In the preferred
embodiment, each of the server 130, vendor system 120 and
purchaser system 110 are computers. Preferably, although not -
necessarily, the server 130 and vendor system 120 are network
servers having a plurality of network connections and capable
of hosting Internet sites. The purchaser system 110 is
typically a home computer having a modem or other connection
to the Internet. In alternative embodiments, the purchaser
system 110 may be a handheld computer, cellular phone,
telephone, input console, or any device capable of receiving
and transmitting data. Likewise, the vendor system 120 may be

any apparatus capable of transmitting or receiving data.
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The funds transfer system 100 further comprises a
means for validating a purchase by a purchaser using the
purchaser system 110 from a vendor using the vendor system
120, depicted in Fig. 3. In the preferred embodiment, the
purchase validation means comprises, either on or in
connection to the funds transfer sefver 130, a machine
readable medium 151 having a purchaser database including
purchase information thereon. The machine readable medium 151
may be a hard disk, compact disk, read only memory, wmagnetic
tape or other medium capable of storing data. The purchase
validation means further comprises receiving purchase
information from the vendor system 120 and payment information
from the purchaser system 110. Purchase information may
include any information capable of identifying the vendor
and/or the purchase, including a vendor identification, name
of goods, purchase price or other digital signatures. The
payment information may include financial information of the
purchaser, a purchaser identification, such as a password, a

name, address or other unique purchaser identification.

to those with s8kill in the art.
The purchase validation means further comprises

validating the purchaser and payment information. In one

embodiment, the purchaser information is compared to the
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purchaser database on the machine readable medium to determine
if the purported purchaser is authorized to use the present
system. The purchaser informationﬁmay also be compared to
third party databases connected to the funds transfer server
130 to perform a risk assessment on the purchaser. Likewise,
the payment information may be validated by checking vendor
information against a vendor database.

The system further comprises a means for paying the
vendor for the purchase. 1In the preferred embodiment, the
means for paying the vendor comprises a connection to an
automated clearinghouse (ACH). The ACH network is a national
electronic payments network used by financial institutions and
corporations for settling accounts. 1In the preferred
embodiment of the present invention, the ACH calculates a net
debit or credit position for the payee and payor (vendor and
purchaser) according to the information in the funds transfer
system. The ACH then posts the net debit or credit position
of those parties to the appropriate financial institutions,
such as where the parties have accounts. For example, if a
vendor has a net credit, the ACH transfers funds from a funds
transfer system account to the vendor. On the other hand, a
purchaser may post a net debit, and the ACH would transfer
funds from the purchaser account to the funds transfer system
account. In the preferred embodiment, the funds transfer

system account would be an account owned or operated by the
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administrator of the funds transfer system. Hence, in the
preferred embodiment, the funds transfer system 100 may
further comprise a funds transfer account 160 through which
funds from the ACH may pass to and from a vendor and purchaser
account. Through use of the present system, funds may be
transferred easily from a payor to payee without either party
having access to the other party’s financial information.

Yet another embodiment of the present invention is
disclosed in FIG. 4. In FIG. 4, the funds transfer comprises
sending a digital IOU to the vendor 220 sO that the vendor 220
may submit a plurality of digital IOU’s to the funds transfer
system 230 for settlement at, for example, the end of each
business day.

After selecting a payment option consistent with the
present invention, the vendor 220 sends 201 purchase
information to the funds transfer system 230. The purchase
information should include at least a purchase price for the
portion of the transaction being paid for. Purchase
information may also include a description of the goods and
services being purchésed, vendor identification, or other data
that may be helpful in organizing and implementing the present
method. The funds transfer system 230 also receives 202
purchaser information from the purchaser 210; Such purchaser
information should include at least an identification of a

purchaser account 240. Moreover, the step for receiving
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purchaser information is performed diréctly between the funds
transfer system 230 and the purchaser élo 80 that purchaser
information is not exposed to the vendor 220. Purchaser
information may be similar to the validation information of
FIG. 1, and may be obtained in a similar fashion.

After receipt of the purchaser information, the
funds transfer system 230 validates 203 the purchaser
information. The step for validation 203 may include
comparing purchaser information to validation information
contained in or accessible to the funds transfer system 230.
The step for validation 204 may also include a step for
determining whether the funds transfer system 230 is
authorized to access the purchaser’s account 240.

If the purchaser information is not validated,'a
message may be sent 204a to the purchaser that the electronic
transaction has been denied. Alternatively, the funds
Lransfer system 230 may send a request for additiocnal
purchaser information and additional information to set up a
user account on the system 230.

If validated, the funds transfer system sends 204b a
digital IOU to the vendor 220. Later, the vendor 220 redeems
the digital IOU. The vendor 200 may redeem multiple digital
IOU’s all at the same time, whether or not they originate from
the same transaction or same purchaser. In that case, the

vendor 200 may create a file containing a list of digital

b
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10U’s to be redeemed, including relevant identification
information pertaining thereto. The step for redeeming the

digital IOU comprises receiving 205a the digital IOU from the
vendor 220. Digital I0OU’s may be transmitted and received
using any File Transfer Protocol (FTP) or HTTPS file transfer
interface, and such systems are well known in the art.
Alternatively, the vendor 220 or administrator of the funds
transfer system 230 may create its own data transfer systems.

Once received, the funds transfer system 230
confirms 205b the digital IOU. The step for confirming 205b
may comprise comparing a digital signature included on the
digital IOU against a digital signature log created in the
funds transfer system 230 to determine the authenticity of the
digital IOU and to determined the identity of the purchaser
210 to which the digital IOU pertains. Other steps for
confirming the digital IOU may comprise processing the file of
multiple digital IOU’s to ensure the authorization or
identification information contained within the file for each
digital IOU is wvalid.

Once confirmed, the funds transfer system 230
accesses the purchaser account 240 and receives 205c funds to
cover the amount of the digital IOU or digital I0U's.
Alternatively, the funds transfer system 230 may send a status
report to the vendor 220 for digital IOU’s already settled.

In one embodiment, the funds transfer system 230 may generate
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a settlement file with two entries for each digital IOU -- one
transferring funds from the purchaser account 240 to the funds
transfer system 230, and another transferring funds to the
vendor 220. Because the funds transfer occure using a
"middleman” (purchaser account 240 to funds transfer system
230 and funds transfer system 230 to vendor 220), funds are
transferred between the vendor 220 and purchaser 210 without
either having access to the other’s account information. The
steps for transferring funds to and‘from the funds transfer
system 230 typically involve the use of an ACH.

Where the vendor 220 waits to redeem digital IOU'’s,
the vendor 220 may continue to conduct transactions with the
present purchaser 210 or others while waiting to settle
accounts at a later time. The present embodiment may be
particularly useful for consumer-to-business and business-to-
business e-commerce transactions in which a vendor 220 may
have multiple transactions each day. The vendor 220 may
choose the present embodiment to allow settlement of all of
the day’s digital I0U’s at the end of the business day, or at
a time when traffic to the vendor’s e-commerce Internet site
may be reduced, such as évernight.

Referring now to FIG. 5, the present invention also
includes a consumer-to-consumer (payor 310 to payee 320) funds
transfer method. The present embodiment may be particularly

useful for sending gifts, but may also be applied to funds
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transfers for any purpose, including settling personal debts.
The method comprises transmitting 301 payment information to
the funds transfer system 330. In one embodiment, a payor 310
may access the funds transfer system 330 through a web browser
on payor’s personal computer, although all systems capable of
connecting a payor 310 to a funds transfer system 330 are
intended to be within the scope of this invention. Through
the web browser, the payor 310 may connect to a funds transfer
system site that requests specific information. Such requests
may require the payor 310 to fill out a form with specific
information necessary to allow the funds transfer system 330
to perform the transaction. Such form may include an image of
a check.

The payment information may include payee
ldentification, payor identification and a payment amount.
The payor identification may be any information that will
allow the funds transfer system 330 to confirm the identity of
the payor 310 and have access to a payor account 340. Such
payor information is similar to the validation information
described herein. Payee identification may comprise any
useful identification of the payee, such as an e-mail address
or other means for identifying and/or contacting the payee.
Such identification may also include a unique funds transfer

system identification.
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The funds transfer system 330 next validates 302 the
payment information. The wvalidation step 302 may comprise
determining whether the payment information is accurate or
recognized by ghecking the payor and payee identifications

5 against a database in the funds transfer system 330. The
database may include account information for the payor and
payee. In one embodiment, both the payor 310 and the payee
320 are validated against third party databases which the
funds transfer system 330 may access over a network. Such

10 validation step 302 may further comprise checking third party
databases to see whether either the payor 310 or payee 320 has
unusual traffic patterns (e.g., questionable or suspicious
transaction activity), consumer complaints, questionable
credit history, reports of overdrawn checks, or other

15 information useful in assessing the risk of a particular

transaction.

I1f the payor is not validated, a message 18 sent
302a to the payor 310 that the transaction is denied. The
notice may also invite the payor 310 to add himself 302b to

20 the funds transfer system 330, such as by submitting a form
from an Internet site or returning an e-mail questionnaire, soO

that the payor 310 may conduct future transactions using the

funds transfer system 330.
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If the payee 320 is unrecognized, the funds transfer
system may later require the payee 320 to be added to the
database before transferring funds.

If both the payor 310 and payee 320 are validated,
the funds transfer system 330 may send a message to the payee
320 indicating, for example, that the payee 320 has received
funds. The message may be transmitted via e-mail, regular
mail, telephone call, facsimile or other means of
communication. The message does not contain any financial
information of the payor 310.

The step for transferring funds 303 to the payee
account 350 typically includes the use of the ACH. 1In one
embodiment, a request is made from the funds transfer system
330 to the ACH to transfer funds 303a from the payor account
350 to the account of the funds transfer system 330. The
payee 320 may claim the funds by accessing the funds transfer
system 330, such as by visiting an Internet site, and entering
payee information and information ldentifying the transaction.
If validated, an entry is sent to the ACH to credit 303b the
payee account 350 and debiting the account of the funds
transfer system 330. The funds transfer system 330 may also
notify 304a, 304b the payee 320 and payor 310 that the funds
transfer has been completed. Such notification may include,
without limitation, e-mail, network broadcast, telephone

message, facsimile, or regular mail.
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Alternatively, the funds transfer system 330 may
contact the payee 320 to request payee information suitable to
permit the funds transfer. The payee 320 may also be required
to confirm identity by, for example, responding to a specific
criteria provided to the funds transfer system 330 by the
payor 310. Such criteria may include information known to the
payor 310 and payee 320 but not otherwise generally known,
such as social security number, drivers license number,
telephone number, birthday, or other information capable of
confirming the identity of the payee 320. This information
may be checked against information provided by the payor 310
to the funds transfer system 330, or may be forwarded to the
payor 310 for confirmation, such as by e-mail.

According to one embodiment, the step for
transferring funds may further require the payee 320 to claim

the funds through a web browser or Internet connection. For

example, the payee 320 may receive an e-mail containing a link

to a unique URL. The URL may contain a unique query string to
identify the payee 320 and/or the transaction. The payee 320
clicks on the link and is presented with an authorization
query, typically a password included in a database at the
funds transfer system 330 for identifying the payee 320. Once
the payee 320 is authorized, the payee 320 is brought to a
"funds claim” Internet page, such as the page identified by

the unique URL. The payee 320 may then choose to accept the

i




10

15

20

CA 02332715 2001-01-29

34

funds by, for example, clicking on a button labeled “Abcept",
at which time the funds transfer system 330 may request the
identity of the payee account 350 if unknown. Once the payee
account 350 1is identified, funds may be transferred through
the ACH and the payor 310 may be notified of the completed
transaction. |

In any of the above embodiments, the funds transfer
system 30, 100, 230, 330 may transfer funds in'the form of
other currency or “quasi-currency”, such as gift certificates,
store credits, mileage, points, foreign funds or other
currencies. In addition, although the present invention is
useful for transactions without credit cards, it should be
apparent from the description herein that the parties may
still use credit card accounts as a source of funds without
departing from the scope of the invention.

it will be apparent to those skilled in the art that
various modifications and variations can be made in the method
and system of the present invention without departing from the
spirit or scope of the invention. Thus, it is intended that
the present invention include modifications and variations

that are within the scope of the appended claims and their

equivalents.
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CLAIMS
What Is Claimed Is:
1. An electronic transaction method comprising the steps of:

accessing a vendor system;

transmitting a purchase selection to said vendor system;

selecting a payment option comprising:

1

2

3

4 and
5

6 connecting to a funds transfer system, said funds
7

transfer system separate from said vendor system;

8 sending purchase data from said vendor system to
S said funds transfer system;
10 sending a validation request from said funds
11 transfer system to a user;
12 sending validation information from said user to
13 said funds transfer system;
14 checking said validation information against a
15 database at said funds transfer system, said database
16 including user account information; and
17 ‘ wherein if said user is validated, transferring funds
18 from said user’s account to said vendor through said funds
19 transfer system.
1 2. The methbd of claim 1 wherein if said user is not
2 validated, returning a message to said user denying said

3 purchase.
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3. The method of claim 1 wherein if said user is not

validated further comprising a step for adding said user to

said database.

4. The method of claim 1 wherein said user’s account is a

bank account.

5. The method of claim 1 wherein said user’s account is a

credit card account.

selecting at least one item to be purchased from said
vendor system;
a step for authorizing said purchase, said step
comprising:
sending purchase information from salid vendor system
to a funds transfer system, said purchase information
including a purchase price,
sending a request for payment information from saig
funds transfer system to a user;
sending payment information from said user to said

funds transfer system;

—
—




14
15
16
17
18
19
20

W N

n o

10

CA 02332715 2001-01-29

37

a step for validating payment information at said

funds transfer system, wherein if said payment information is

validated

a step for crediting a vendor account an amount equal to
said purchase price; angd
a step for debiting a user’s account an amount equal to

said purchase price.

7. The method of claim 6 wherein said vendor account and/or

said user’s account are bank accounts.

8. The method of claim 6 wherein said vendor account and/or

sald user’s account are credit card account.

S. A funds transfer system comprising:

at least one connection to a vendor system;

at least one connection to a purchaser system;

a means for validating a transaction by a purchaser using
said purchaser system from a vendor using said vendor system,
wherein said purchase validation means comprises:

a machine readable medium having a database
including purchaser and vendor information thereon;

a means for receiving purchase information from said

vendor system;

!
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a means for receiving payment information from said
purchaser system; and

a means for comparing said payment information and
said purchase information against said database; and

a means for paying said venddr for said purchase.

10. The system of claim 9 wherein said means for paying said
vendor comprises a connection to an automated clearing house,
wherein said automated clearing house transfers funds from a
purchaser account to a funds transfer account and from a funds

transfer account to a vendor account.

1l. The system of claim 9 wherein said purchase information
1s selected from the group consisting of vendor

identification, name of goods and purchase price.

12. The system of claim 9 wherein saidg payment information is
selected from the group consisting of financial information of
the purchaser, purchaser identification, password, name and

address.

13. The system of claim 9 wherein said means for receiving
purchase information and said means for receiving payment
information are a file transfer protocel connection over a

network.
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14. A method for facilitating an electronic purchase

comprising:

purchaser account;
validating said purchaser information;
wherein if said purchaser information is validated,
sending a digital IOU to said vendor; and

a step for redeeming said digital IOU.

15. The method of claim 14 wherein said step for redeeming
said digital IOU further comprises the steps of:

receiving said digital IOU from said vendor;

confirming said digital I0U;

receiving funds from said purchaser account equal to said
digital IOU into a funds transfer account; and

transferring said funds to said vendor from said funds

transter account.
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16. The method of claim 14 wherein if said purchaser
information is not validated, sending a message to said

purchaser that said electronic purchase is denied.

17. The method of claim 14 wherein if said purchaser
information is not validated, further comprising a step for

adding said purchaser to a purchaser database.

sald digital IOU to a signature log at a funds transfer

system.

15. A method for transferring funds from a payor to a payee
comprising:

transmitting payment information to a funds transfer
system, said payment information including pavyee
identification, payor identification and payment amount;

' a step for validating said payment information at said

funds transfer system}

wherein if said payment information is not validated,
notifying said payor that said payment information is not

valid; and
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wherein if said payment information is validated, a step
for transferring funds from a4 payor account to a payee account

through said funds transfer system.

20. The method of claim 19 further comprising notifying said

payee of the funds transfer.

21. The method of claim 19 wherein said step for validating
said payment information comprises checking said payor
identification and said payee identification against a user

database at said funds transfer system.

22. The method of claim 21 wherein said database includes

account information for said payor and said payee.
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