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Description
TECHNICAL FIELD

[0001] The presentinvention relates generally to net-
work systems and, more particularly, to secure high-per-
formance multi-level security database systems and
methods.

BACKGROUND

[0002] Generally, network-based services and trans-
actions typically require transmission of sensitive data
over a communication network, such as the Internet. The
amount of sensitive information that is processed by se-
curity gateways and stored by internal network databas-
es are typically accessible via the same communication
network, such as the Internet and/or any other type of
external network.

[0003] These security gateways and databases typi-
cally process large data files (e.g., metadata and data)
slowly, and data files are often replicated in each security
domain (a group of computers and devices on a network
that are administered under the same protocol) for shar-
ing, which add complexity and configuration manage-
ment problems to the system resulting in adding great
latency for reduce performance of the system.

[0004] As aresult, there is a need for an improved data
transfer system for security gateways and databases.

SUMMARY

[0005] Systems and methods disclosed herein, in ac-
cordance with one or more embodiments, provide for
separating metadata from data, encrypting and storing
raw data in a storage area network (SAN) environment
while storing metadata in dedicated servers placed be-
hind a multi-level security gateway, which controls au-
thorizations and decryption keys that are needed for ac-
cess to the specific files in the SAN.

[0006] One or more embodiments of the present dis-
closure provide for reducing the need to replicate data in
multi-level security (MLS) information sharing environ-
ments, improving MLS Gateway performance by reduc-
ing the size of data processed, and improving perform-
ance when retrieving large data files from an MLS data-
base using dedicated fibre channels, while maintaining
and improving high assurance

[0007] One or more embodiments of the present dis-
closure reduce the need for separate SAN storage for
each security domain, which results in financial savings
for large operations, reduce the need for data replication,
when sharing across security levels, and improving per-
formance of large data transfers controlled by an MLS
gateway. In one aspect, this allows processing of small
metadata files for access controls, instead of processing
large data files.

[0008] In accordance with one or more embodiments
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of the present disclosure, MLS network architecture pro-
vides an efficient mechanism to share large data files
across multiple security levels with high assurance. Data
with multiple security classifications may co-exist in a
same storage area with reduced need for duplication of
replication data, which reduces the amount of storage
needed in an MLS environment. In one aspect, disk con-
trollers with integrated encryption are adapted to encrypt
data upon storage and decrypt upon retrieval once the
MLS gateway authorizes the session. The MLS gateway
more efficiently controls access to appropriate data files
by directly controlling access to associated metadata.
This improves performance and enhances security. Un-
authorized access is significantly reduced due to multiple
layers of defense provided by dedicated storage network
connections (e.g. Fibre Channel), decryption keys, data
without metadata mixed together, and a high assurance
MLS gateway adapted to control access to the MLS SAN
system.

[0009] In accordance with an embodiment of the
present disclosure, a system for transferring data over
one or more networks includes a storage area network
(SAN) adapted to communicate with the one or more
networks, a first component adapted to route data to the
storage area network via a first storage network connec-
tion (e.g., a first fibre channel), a second component
adapted to route data to the storage area network via a
second storage network connection (e.g., a second fibre
channel), and a gateway component adapted to control
the routing of data between the first and second compo-
nents and the storage area network. The storage area
network is adapted to separate metadata from the data
and store the metadata in a secure server positioned
behind the gateway component.

[0010] In one aspect, the storage area network may
be adapted to encrypt and store the data in another da-
tabase separate from the metadata database. In another
aspect, the gateway component may comprise a multi-
level security gateway adapted to control one or more
authorizations and decryption keys for accessing the da-
ta in the storage area network. In still another aspect, the
gateway component may comprise a multi-level security
gateway component adapted to control the access to da-
ta in the storage area network from one or more different
security domains.

[0011] Inoneimplementation, the system further com-
prises a metadata controller adapted to separate meta-
data from the data, store the metadatain a first database,
and store the data without metadata in a second data-
base. A channel switching mechanism may be adapted
to route data between the metadata controller and one
or more of the first component, the second component,
thefirst database, and the second database. The channel
switching mechanism may include one or more shared
storage network ports that are adapted to be controlled
by the metadata controller, and the use of the shared
storage network ports are monitored by the metadata
controller. The shared storage network ports may be en-
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abled by the metadata controller for use, and the shared
storage network ports may be disabled by the metadata
controller when not in use.

[0012] In one implementation, the system for sharing
data over one or more networks comprises a storage
area network adapted to communicate with the one or
more networks; a first component adapted to route data
to and from the storage area network via a first storage
network connection; a second component adapted to
route data to and from the storage area network via a
second storage network connection; a gateway compo-
nent adapted to control the routing of data between the
first and second components and the storage area net-
work; and a metadata controller adapted to separate
metadata from the data, store the metadata in a first da-
tabase, and store the data without metadata in a second
database. The metadata controller is adapted to encrypt
and store the metadata in the first database separate
fromthe second database, and wherein the firstdatabase
comprises a metadata database. The metadata control-
ler is adapted to encrypt and store the data without the
metadata in the second database separate from the first
database. The firstand second databases may comprise
RAID storage devices. The gateway component may
comprise a security gateway component adapted to con-
trol one or more authorizations and decryption keys for
accessing at least the data in the storage area network.
The gateway component may comprise a multi-level se-
cure gateway component adapted to control access to
atleastthe datainthe storage area network from different
security domains. At least one of the first and second
storage network connections to the storage area network
may comprise a Fibre Channel network connection. The
data may comprise multi-level security data, and wherein
the storage area network may be adapted to store the
multi-level security data in the second database separate
from the first database. The metadata controller may
comprise a metadata server adapted to control the rout-
ing of data between the first and second components,
the first and second databases, and the storage area
network. The metadata controller may comprise a plu-
rality of metadata host-bus adapters adapted to sepa-
rately communicate with the first and second databases.
The first component may comprise a network server
adapted to communicate with the storage area network
to route data to and from the storage area network via
the first storage network connection. The second com-
ponent may comprise a second server adapted commu-
nicate with the storage are network to route data to and
from the storage area network via the second storage
network connection.

[0013] The scope of the present invention is defined
by the claims, which are incorporated into this section by
reference. A more complete understanding of embodi-
ments of the present disclosure will be afforded to those
skilled in the art, as well as a realization of additional
advantages thereof, by a consideration of the following
detailed description of one or more embodiments.

10

15

20

25

30

35

40

45

50

55

[0014] Embodiments of the present disclosure and
their advantages are best understood by referring to the
detailed description that follows.

DETAILED DESCRIPTION

[0015] In accordance with one or more embodiments
of the present disclosure, systems and methods dis-
closed herein provide for separating metadata from data,
encrypting and storing raw data in a Storage Area net-
work (SAN) environment while storing metadata in ded-
icated servers (e.g., separated by security level) placed
behind a multi-level security gateway, which controls au-
thorizations and decryption keys for access to the specific
files in the SAN.

[0016] In accordance with one or more embodiments
of the present disclosure, MLS network architecture pro-
vides an efficient mechanism to share large data files
across multiple security levels with high assurance. Data
with multiple security classifications may co-exist in a
same storage area with reduced need for duplication of
replication data, which reduces the amount of storage
needed in an MLS environment. In one aspect, disk con-
trollers with integrated encryption are adapted to encrypt
data upon storage and decrypt upon retrieval once the
MLS gateway authorizes the session. The MLS gateway
more efficiently controls access to appropriate data files
by directly controlling access to associated metadata.
This improves performance and enhances security. Un-
authorized access is significantly reduced due to multiple
layers of defense provided by dedicated fibre channels,
decryption keys, data without metadata mixed together,
and a high assurance MLS gateway adapted to control
access to the MLS SAN system.

[0017] In accordance with one or more embodiments
of the present disclosure, systems and methods for se-
curing network data provide security forinternal networks
by utilizing common storage devices for exchange of data
between external and internal components without cre-
ating a concurrent session between the external and in-
ternal components. In one aspect, when the protocol of
the external network is Internet protocol (IP), the protocol
used for the internal network may be a non-IP messaging
protocol that is a more secure protocol than IP and insu-
lates the internal network from the type of attacks that
are common in IP networks. These security measures
may be implemented without a significant change to
hardware and/or software components of the internal
and/or external networks, and thus, without adding sig-
nificant cost to the network administration and without
the network performance degradation that is character-
istic of conventional security measures.

[0018] Invariousimplementations, systems and meth-
ods disclosed herein support at least two separate net-
works (e.qg., a first network may be referred to as a secret
network and the other network may be referred to as an
SBU network) and allows for information sharing be-
tween security domains. In various aspects, the systems
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and methods disclosed herein support processing and
dissemination of data (e.g., quick look data) across mul-
tiple security domains,

[0019] connect multiple levels of security, and provide
a file system security technique that adds another layer
of protection for large database systems.

[0020] Oneembodimentofa security database system
100 comprises a multi-level security (MLS) system 102
adapted to communicate with a first security network 110
and a second security network 114. In various implemen-
tations, the first security network 110 may be referred to
as security level A, and the second security network 114
may be referred to as security level B. In one aspect,
FireBreak refers to separating data and metadata, which
is made available only to authorized users without cre-
ating concurrent sessions between the internal and ex-
ternal components. In another aspect, FireBreak is
adapted to provide additional database security for pro-
tection against unauthorized access by internal and ex-
ternal users.

[0021] In one embodiment, FireBreak refers to a file
system security application that incorporates a technique
for allowing additional database security for protection
against unauthorized internal and external users of the
database. In one aspect, FireBreak is intended for use
at system-high only where the data and metadata are
separated and made available only to the authorized us-
ers without creating concurrent sessions between the in-
ternal and external components.

[0022] In one embodiment, the MLS system 102 com-
prises a storage area network (SAN) 104, a first router
120 an encryption component 124, a first local area net-
work (LAN) 128, a second router 130 a second LAN 138,
a metadata controller (MDC) 140 and an MLS gateway
150.

[0023] Inoneembodiment, the MLS gateway and MLS
systems offer network users the ability to process and
transfer data of more than one security level while main-
taining control of the data according to their sensitivity.
In one aspect, the MLS gateway may be referred to as
a trusted hardware and/or software device that has been
evaluated and authorized to securely transfer data
across multiple security domains. These types of secure
gateways may also be referred to as Control Interface,
MLS Guard, High Assurance Guard (HAG), and Cross
domain Solution (CDS).

[0024] Invarious embodiments, the SAN 104 compris-
es a Multi-Level Security (MLS) data transfer environ-
ment for storage area network based data transfers, Fire-
break IP based data transfers and SCSI based data
transfers. In one implementation, the SAN 104 may in-
clude and utilize one or more MLS databases (not shown)
to assist with secure data transfers between components
of the MLS system 102. As such, encryption in the SAN
104 may be enabled at the CPU level for protection of
datastoredinone or more MLS databases. Inone aspect,
the encryption capability may be integrated into one or
more RAID controllers, and the encryption may not affect
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the operation of the MLS system 102, the SAN 104,
and/or the various other components thereof.

[0025] In various implementations, the SAN 104 pro-
vides a layer of protection to data by providing a secure
storage area with multiple domains and separating file
system metadata (e.g., inodes, indirect extents, directo-
ries) from user data. Database access within the SAN
104 is controlled by the MLS gateway 150 and the sep-
arate metadata controller 140. When authorized, data is
transferred through one or more dedicated high-speed
storage network connections 160, 162, 170, 172 (e.g.,
high speed fibre channels). In one implementation, the
SAN 104 comprises high-performance metadata posi-
tioning and no head seek conflict on reads and writes of
short and long data. In one aspect, data transfers may
be similar in scope to a drop-box proxy.

[0026] A level A communication (e.g., fibre channel
communication) occurs between the first router 120 (i.e.,
level A router) and the SAN 104 via fibre channel 160,
and level A fibre channel communication occurs between
the first LAN 128 (i.e., level A LAN) and the SAN 104 via
fibre channel 162.

[0027] Alevel AP communication occurs between the
first router 120 (i.e., level A router) and the encryption
component 124 via IP channel 154a and the MLS gate-
way 150 via IP channel 154b, and level A IP communi-
cation occurs between the first LAN 128 (i.e., level ALAN)
and the MLS gateway 150 via IP channel 154c. Also,
level A IP communication occurs between the MLS gate-
way 150 and the metadata controller 140 via IP channel
154d, and level A IP communication occurs between the
metadata controller 140 and the SAN 104 via IP channel
154e.

[0028] In various implementations, the MLS system
102 is adapted to communicate with the first security level
110 via the first router 120 (i.e., level A router) and the
encryption component 124 (e.g., bulk encryption compo-
nent). For example, the first router 120 is adapted to com-
municate with the SAN 104 (e.g., MLS network) via the
fibre channel 160. As such, data may be securely trans-
ferred between the first router 120 and the MLS network
104 via the fibre channel 160. In another example, the
first LAN 128 is adapted to communicate with the MLS
network 104 via the fibre channel 162. As such, data may
be securely transferred between the first LAN 128 and
the MLS network 104 via the fibre channel 162.

[0029] A level B communication (e.g., fibre channel
communication) occurs between the second router 130
(i.e., level B router) and the SAN 104 via fibre channel
170, and level B fibre channel communication occurs be-
tween the second LAN 138 (i.e., level B LAN) and the
SAN 104 via fibre channel 172.

[0030] Alevel B IP communication occurs between the
second router 130 (i.e., level B router) and the MLS gate-
way 150 via IP channel 152a, and level B IP communi-
cation occurs between the second LAN 138 (i.e., level B
LAN) and the MLS gateway 150 via IP channel 152b.
[0031] In various implementations, the MLS system



7 EP 2 319 225 B1 8

102 is adapted to communicate with the second security
level 114 via the second router 130 (i.e., level B router).
For example, the second router 130 is adapted to com-
municate with the SAN 104 (e.g., MLS network) via the
fibre channel 170. As such, data may be securely trans-
ferred between the second router 130 and the MLS net-
work 104 via the fibre channel 170. In another example,
the second LAN 138 is adapted to communicate with the
MLS network 104 via the fibre channel 172. As such,
data may be securely transferred between the second
LAN 138 and the MLS network 104 via the fibre channel
172.

[0032] In one embodiment, the encryption component
124 comprises a bulk encryption component In various
implementations, the encryption component 124 may be
utilized to encrypt all data. Additional encryption of each
file using, for example, pgp dual key where the public key
is for need to know.

[0033] In one example, the encryption of data at rest
may be generated at the storage segment (e.g., Raid and
Tape). This may protect the MLS system 102 from dis-
closure of data by theft of disk or tape, or inadvertently
through break fix and incorrect shipment of media back
to a another party (e.g., vendor).

[0034] In another example, the encryption of data may
be generated while in transient and at rest at a Host Bus
Adaptor (HBA). This may protect the MLS system 102
from disclosure of data by theft of disk or tape. This may
protect the MLS system 102 from disclosure of data in-
advertently through break fix and incorrect shipment of
media back to vendor. This may protect the MLS system
102 from disclosure of data by a fibre channel network
"sniffer" or replication effort.

[0035] In another example, the encryption of data may
be generated from a server at a CPU level in the server.
This may protect the MLS system 102 from disclosure of
data by theft of disk or tape "sniffer" or replication effort.
This may protect the MLS system 102 from disclosure of
data inadvertently through break fix and incorrect ship-
ment of media back to vendor. This may protect the MLS
system 102 from disclosure of data by fibre channel net-
work "sniffer" or replication effort. This may protect the
MLS system 102 from disclosure of data by any network
"sniffer" or replication effort, as well as memory dump,
screen dump, and/or priritout.

[0036] In various aspects, the MLS system 102 pro-
vides a common store for classified data at multiple levels
of security in the open or encrypted. The MLS system
102 lowers CPU workload of transfers via direct memory
access (DMA) and is not IP/interrupt driven. The MLS
system 102 provides an efficient mechanism to share
large data files across multiple security levels with high
assurance. Data with multiple security classifications
may co-exist in the same storage area without need for
duplication of replication. As such, the MLS system 102
reduces the amount of storage required in an MLS envi-
ronment at an exponential rate as data grows. The MLS
gateway 150 is adapted to efficiently control access to
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proper data files by directly controlling access to associ-
ated metadata. The MLS system 102 improves perform-
ance and enhances security. Unauthorized access is
physically reduced due to the multiple layers of defense
provided by dedicated fibre channels, data with no meta-
data mixed together, and a high assurance MLS gateway
controlling access to the MLS SAN system. Moreover,
with the use of option to encrypt data, data at rest is pro-
tected from disclosure through theft, loss, acts of GOD,
or nature, and violence or conflict where equipment of
facility may be compromised (provided decryption keys
are not compromised).

[0037] A further embodiment of a security database
system 200 implements the MLS system 100, which is
adapted to communicate with the first security network
110 (e.g., security level A) and a second security network
114 (e.g., security level B). In various implementations,
the devices of the system 200 may communicate using
various generally known protocols via hard-wired and/or
wireless communications (e.g., IP communications and
fibre communications).

[0038] Invarious embodiments, one or more of the net-
work servers may comprise a secure network server
(SNS) having multi-level security adapted to allow se-
lected files to be shared across multiple security domains
while enforcing local security policies. SNS is adapted to
filter traffic based on port numbers, data security labels,
dirty words searches, specified data formats, and various
other selected indicators residing in the data and meta-
data fields.

[0039] In another embodiment, the network servers
212 comprise a security application (e.g., file system se-
curity mechanism referred to herein as FireBreak), which
is adapted to allow additional database security for pro-
tection against unauthorized internal and external users
of the database. In one aspect, this is intended for use
at system-high only where the data and metadata are
separated and made available only to the authorized us-
ers without creating concurrent sessions between the in-
ternal and external components.

[0040] The network servers and the file servers may
comprise various types of servers that utilize any type of
modem operating systems, such as Microsoft Windows
or Unix operating systems. The file servers may be re-
ferred to as database servers and may comprise any type
of data source, such as a file system, a common execu-
tive, a custom application and/or memory that runs on
any type of device or processing device capable of run-
ning such applications. The network servers and/or the
file servers are capable of transmitting and receiving a
wide variety of data including metadata, which includes
information regarding other data (e.g., actual data) that
is transmitted and received by the servers.

[0041] The network and file servers may include
processing components and may be in communication
with other processing servers in the system. The other
processing servers may comprise any type of server that
utilizes any modem operating system. The processing
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servers may perform any type of processing associated
with data received via the network and file serves. In var-
iousimplementations, one or more the clientdevices may
transmit a request to the network servers, the network
servers may transmit the request to the file servers, and
the file servers may process the request.

[0042] The file servers may comprise any type of stor-
age device, such as disks, tapes and/or memory. In one
implementation, the file servers may comprise a Redun-
dant Array of Independent Disk (RAID) that provide data
availability and performance by combining multiple stor-
age disks under common management. The file servers
may be adapted to store large amounts of data in a plu-
rality of RAIDs associated with a switch or hub. The file
servers may be integrated as part of the SAN 104, which
comprises an infrastructure utilizing Fibre Channel (FC)
technology that allows multiple servers to efficiently con-
nect to shared storage devices, such as RAIDs. Although
SANs may be implemented in Internet Protocol (IP) net-
works, they may also be implemented in other networks,
such as Small Computer Storage Interface (SCSI) net-
works to provide increased security.

[0043] The network and file servers may communicate
with one or more client devices via the SAN 104. In var-
ious embodiments, the SAN 104 may be implemented
as asingle network or a combination of multiple networks.
For example, SAN 104 may include the Internet and/or
one or more intranets, landline networks, wireless net-
works, and/or other appropriate types of communication
networks. In another example, the SAN 104 may com-
prise a wireless telecommunications network (e.g., cel-
lular phone network) adapted to communicate with other
communication networks, such as the Internet.

[0044] The client devices, in various embodiments,
may be implemented using any appropriate combination
of hardware and/or software configured for wired and/or
wireless communication over the SAN 104. Forexample,
the client devices may be implemented as a personal
computer of a user (e.g., a client) in communication with
the SAN 104. In other examples, the client devices may
be implemented as a wireless telephone (e.g., cell
phone), personal digital assistant (PDA), notebook com-
puter, and/or various other generally known types of
wired and/or wireless computing devices. In one aspect,
the client devices may be referred to as a user device
without departing from the scope of the present disclo-
sure.

[0045] The client devices, in various embodiments,
may comprise any type of computing device or configu-
ration operating on any type of computer platform and
capable of supporting a user interface. The user interface
may include a browser, such as network browser or any
other interface capable of appropriately displaying data,
soliciting user input, and communicating with the SAN
104. The client devices may be adapted to communicate
with the network and file servers via the SAN 104.
[0046] Inone embodiment, atleast one security device
(e.g., firewall security device) may be located between
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the network and file servers and the client devices. The
security device may comprise a computing device or a
group of computing devices thatimplementfiltering, mon-
itoring and logging of sessions between the client devices
and the network and file servers. The security device may
be implemented in applications thatreside on the network
and file servers, or in separate hardware units, such as
routers. If the security device is located in the communi-
cation path between the client devices and the network
and file servers, the information transmitted between the
client devices and the network and file servers may pass
through the firewall of the security device. The security
device, thus, adds a layer of security on the side of the
network and file servers that communicates with the SAN
104 to block particular client devices from accessing the
network and file servers.

[0047] A block diagram of a security database system
300 broadly implements the MLS system 100. The SAN
104 is adapted to communicate with a plurality of security
networks including the security level A network 110, the
security level B network 114, and one or more other se-
curity level networks 118 (e.g., any number from 1 to N).
In one implementation, the security levels 110, 114, 118
may directly communicate with the SAN 104 via a com-
mutations bus (ESB) 180. In another implementation, the
security levels 110, 114,118 may indirectly communicate
with the SAN 104 via the commutations bus (ESB) 180
and the MLS gateway 150 and the metadata controller
140. As described herein, the devices of the system 300
may communicate using various generally known proto-
cols via hard-wired and/or wireless communications
(e.g., IP communications and fibre communications).
[0048] In accordance with one or more embodiments
of the present disclosure, various operations in a process
for sharing data among multiple hosts include a first serv-
er 410 (e.g., client A) and a second server 412 (client B)
in communication with a metadata controller (MDC) 414
and MLS gateway 450. In one embodiment, the MDC
414 may comprise a metadata server and the MLS gate-
way 450 may comprise a security gateway device or com-
ponent, without departing from the scope of the present
disclosure. In various implementations, it should be ap-
preciated that one or more of the system components
may be used to identify similar system components with-
out departing from the scope of the present disclosure.
[0049] Multiple devices are striped together to achieve
input/output (1/O) rates to particular applications. In one
implementation, control signals and/or metadata may be
transferred between the servers 410, 412, the MDC 414,
and at least one metadata storage device 440. In another
implementation, data (e.g., MLS raw data having no
metadata) may be transferred between the servers
410,412, the MDC 414, and one or more data storage
devices 442, which may necessitate the use of one or
more storage network connections (e.g., fibre connec-
tions).

[0050] In various implementations, the MDC 414 may
comprise one or more host-bus adapters (HBA), which
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may comprise a network interface device (e.g., card) for
communication with the metadata storage device 440
and the one or more data storage devices 442. In various
implementations, the metadata storage device 440 and
each of the one or more data storage devices 442 may
comprise various types of storage devices including, for
example, a RAID storage device.

[0051] In accordance with one or more embodiments
of the present disclosure, the MDC 414 may be adapted
to disable ports on the Fibre Channel Switch 420, e.g.,
when notin use. In one implementation, the servers 410,
412 may be required to request access from the MDC
414 before their connection to the Fibre Channel Switch
420 portis enabled for use. The MDC 414 may configure
the ports on the Fibre Channel Switch by remotely com-
manding the configuration of the switch. The MDC 414
may be adapted to monitor the connections on the Fibre
Channel Switch 420.

[0052] In various implementations, the Fibre Channel
Switch 420 comprises a channel switching mechanism
adapted to route data between the MDC 414 and the first
server 410, the second server 412, the metadata storage
device 440, and the one or more data storage devices
442 (e.g., for storage of MLS raw data having no meta-
data). The Fibre Channel Switch 420 may be referred to
as a channel switching mechanism having one or more
shared storage network ports that are adapted to be con-
trolled by the MDC 414, and the use of the shared storage
network ports are monitored by the MDC 414. As such,
the shared storage network ports are enabled by the
MDC 414 for use, and the shared storage network ports
are disabled by the MDC 414 when not in use.

[0053] A storage network is established using fibre
channel switching via a fibre channel switch 420. In one
implementation, the fibre channel switch 420 allows the
transfer of data to the servers 410, 412. In various im-
plementations, the servers 410, 412 may comprise one
or more host-bus adapters (HBA) for communication with
the MDC 414 and the one or more storage device 442
via the fibre channel switch 420.

[0054] A support application (e.g., Sun QFS) is in-
stalled and exported on the MDC 414. Another support
application (e.g., Tivoli SANergy) is installed and export-
ed to the MDC 414 and the first and second servers 410,
412.

[0055] A segmented loop stripe unit430 is established
to replicate the fibre channel switch 420 for increased
performance. In various implementations, loop may in-
clude fabric loop or full fabric to the disk drives, which
may replace fabric loop and/or arbitrated loop. In one
embodiment, a switch zone 422 is interposed between
the servers 410, 412 and the MDC 414 to replace the
fibre channel switch 420. In one aspect, the switch zone
422 establishes a plurality of communication links 452,
454, 456 between the servers 410, 412 and the MDC
414 for data transfer. In another aspect, the one or more
storage devices 442 may be combined with the use of a
RAID storage device, which may reduce the number of
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storage network connections, for example, to a single
storage network connection.

[0056] Next, the MDC 414 receives an open file re-
quest signal from the first server 410. In one implemen-
tation, the MDC 414 is adapted to access and process
metadata from the at least one metadata storage device
440 based on the open file request signal from the first
server 410.

[0057] The MDC 414 provides a file handle return sig-
nal to the first server 410. The MDC 414 is adapted to
access and process the metadata from the metadata
storage device 440 based on the file handle return signal.
[0058] The MDC 414receives afilereadrequestsignal
from the first server 410. The MDC 414 is adapted to
access and process metadata from the metadata storage
device 440 based on the file read request signal from the
first server 410.

[0059] The MDC 414 provides a volume location data
returned signal to the first server 410. The MDC 414 is
adapted to access and process metadata from the meta-
data storage device 440 based on the volume location
data returned signal.

[0060] The first server 410 reads data (e.g., user file
data) from a data storage component 442 via a commu-
nication link 452 in the switch zone 422.

[0061] Next, the MDC 414 receives an open file re-
quest signal from the second server 412. The MDC 414
is adapted to access and process metadata from a meta-
data storage device 440 based on the open file request
signal from the second server 412.

[0062] The MDC 414 provides a file handle return sig-
nal to the second server 412. The MDC 414 is adapted
to access and process the metadata from the metadata
storage device 440 based on the file handle return signal.
[0063] TheMDC414receives afile write request signal
from the second server 412. In one implementation, the
MDC 414 is adapted to access and process metadata
from the metadata storage device 440 based on the file
write request signal from the second server 412.

[0064] The MDC 414 provides a volume location data
returned signal to the second server 412. The MDC 414
is adapted to access and process metadata from the
metadata storage device 440 based on the volume loca-
tion data returned signal.

[0065] The second server 412 writes data (e.g., user
file data) to the data storage component 442 via the com-
munication link 456 in the switch zone 422.

[0066] Next, in another embodiment, the MDC 414
may receive an alternate file write request signal, that
includes a provision for exceeding extent allocation, from
the second server 412. The MDC 414 is adapted to ac-
cess and process metadata from the metadata storage
device 440 based on the alternate file write request signal
from the second server 412.

[0067] The MDC 414 provides a volume location data
returned signal to the second server 412. The MDC 414
is adapted to access and process metadata from the
metadata storage device 440 based on the volume loca-



13 EP 2 319 225 B1 14

tion data returned signal.

[0068] The second server 412 writes data (e.g., user
file data) to the data storage component 442 via the com-
munication link 456 in the switch zone 422.

[0069] In accordance with one or more embodiments
of the present disclosure, an MLS FireBreak system 800
is applied to the various embodiments. It should be ap-
preciated that one or more of the system components,
are used to identify similar system components.

[0070] A block diagram of a computer system and/or
controller 500 is suitable for implementing one or more
embodiments of the present disclosure. Computer sys-
tem 500 includes a bus 502 or other communication
mechanism for communicating information, which inter-
connects subsystems and components, such as proces-
sor 504, system memory component 506 (e.g., RAM),
static storage component 508 (e.g., ROM), removable
memory component 510 (e.g., removable ROM memory,
such as EEPROM, smart card, flash memory, etc.), wired
orwireless communication interface 512 (e.g., transceiv-
er, modem or Ethernet card), display component 514
(e.g., LCD, CRT, etc.), input component 516 (e.g., sen-
sors, such as optical sensors including stereoscopic
cameras, keyboard, microphone, touch screen on dis-
play), and cursor control component 518 (e.g., mouse
button).

[0071] Inaccordance with embodiments of the present
disclosure, computer system 500 performs specific op-
erations by processor 504 executing one or more se-
quences of one or more instructions included in system
memory component 506. Such instructions may be read
into system memory component 506 from another com-
puter readable medium, such as static storage compo-
nent 508 or removable memory component 510. In other
embodiments, hard-wired circuitry may be used in place
of or in combination with software instructions to imple-
ment the present disclosure. Logic may be encoded in a
computer readable medium, which may refer to any me-
dium that participates in providing instructions to proces-
sor 504 for execution. Such a medium may take many
forms, including but not limited to, non-volatile media,
volatile media, and transmission media. In various im-
plementations, non-volatile media includes removable
storage media, such as removable memory component
510, volatile media includes dynamic memory, such as
system memory component 506, and transmission me-
dia including wireless transceivers. In one example,
transmission media may take the form of radio waves,
such as those generated during radio wave and infrared
data communications.

[0072] Somecommonforms of computerreadable me-
dia includes, for example, floppy disk, flexible disk, hard
disk, magnetic tape, any other magnetic medium, CD-
ROM, any other optical medium, punch cards, paper
tape, any other physical medium with patterns of holes,
RAM, PROM, EPROM, FLASH-EPROM, any other
memory chip or cartridge, carrier wave, or any other me-
dium from which a computer is adapted to read.
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[0073] In various embodiments of the present disclo-
sure, execution of instruction sequences to practice the
present disclosure may be performed by computer sys-
tem 500. In various other embodiments of the present
disclosure, a plurality of computer systems 500 coupled
by communication link 520 (e.g., wireless cell phone net-
work, wireless or wired LAN, PTSN, or various other wire-
less networks) may perform instruction sequences to
practice the present disclosure in coordination with one
another.

[0074] Computersystem 500 may transmitandreceive
messages, data, information and instructions, including
one or more programs (i.e., application code) through
communication link 520 and communication interface
512. Received program code may be executed by proc-
essor 504 as received and/or stored in removable mem-
ory component 510 or some other non-volatile storage
component for execution.

[0075] Where applicable, various embodiments of the
present disclosure may be implemented using hardware,
software, or various combinations of hardware and soft-
ware. Where applicable, various hardware components
and/or software components set forth herein may be
combined into composite components comprising soft-
ware, hardware, and/or both without departing from the
scope and functionality of the present disclosure. Where
applicable, various hardware components and/or soft-
ware components set forth herein may be separated into
subcomponents having software, hardware, and/or both
without departing from the scope and functionality of the
present disclosure. Where applicable, it is contemplated
that software components may be implemented as hard-
ware components and vice-versa.

[0076] Software, in accordance with the present dis-
closure, such as program code and/or data, may be
stored on one or more computer readable mediums. It is
also contemplated that software identified herein may be
implemented using one or more general purpose or spe-
cific purpose computers and/or computer systems, net-
worked and/or otherwise. Where applicable, ordering of
various steps described herein may be changed, com-
bined into composite steps, and/or separated into sub-
steps to provide features described herein.

[0077] Embodiments described above illustrate but do
not limit the disclosure. It should also be understood that
numerous modifications and variations are possible in
accordance with the principles of the present disclosure.
Accordingly, the scope of the disclosure is defined only
by the following claims.

Claims

1. A system (100, 200, 300, 500) for sharing data over
one or more networks (110, 114), the system com-
prising:

a storage area network (104) adapted to com-
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municate with the one or more networks;

a first component (120) adapted to route data to
and from the storage area network (104) via a
first storage network connection (160);

a second component (130) adapted to route da-
ta to and from the storage area network (104)
via a second storage network connection (170);
a gateway component (150) adapted to control
the routing of data between the first (120) and
second (130) components and the storage area
network (104); and

a metadata controller (140) adapted to separate
metadata from the data, store the metadata in
afirstdatabase, and store the data without meta-
data in a second database.

The system of claim 1, wherein the metadata con-
troller (140) is adapted to encrypt and store the meta-
data in the first database separate from the second
database, and wherein the first database comprises
a metadata database.

The system of claim 1 or 2, wherein the metadata
controller (140) is adapted to encrypt and store the
data without the metadata in the second database
separate from the first database.

The system of any of claims 1 to 3, further comprising
a channel switching mechanism (420, 422) adapted
to route data between the metadata controller (140)
and one or more of the first component (120), the
second component (130), the first database, and the
second database.

The system of claim 4, wherein the channel switching
mechanism (420,422) comprises one or more
shared storage network ports that are adapted to be
controlled by the metadata controller (140), and
wherein the use of the shared storage network ports
are monitored by the metadata controller (140).

The system of claim 5, wherein the shared storage
network ports are enabled by the metadata controller
(140) for use, and wherein the shared storage net-
work ports are disabled by the metadata controller
(140) when not in use.

A method for sharing data over one or more networks
(110, 114), the method comprising:

establishing a storage area network (104) to fa-
cilitate communication with the one or more net-
works (110, 114);

routing data to and from a first component (120)
over the storage area network (104) via a first
storage network connection (160);

routing data to and from a second component
(130) over the storage area network (104) via a
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12.

13.

14.

15.

second storage network connection (170);
controlling the routing of data between the first
(120) and second (130) components and the
storage area network (104); and

separating metadata from the data;

storing the metadata in a first database; and
storing the data without metadata in a second
database.

The method of claim 7, further comprising encrypting
and storing the metadata in the first database sep-
arate from the second database, and wherein the
first database comprises a metadata database.

The method of claim 7 or 8, further comprising en-
crypting and storing the data without the metadata
in the second database separate from the first data-
base.

The method of any of claims 7 to 9, further comprising
controlling one or more authorizations and decryp-
tion keys for accessing atleastthe data inthe storage
area network.

The method of any of claims 7 to 10, further com-
prising controlling access to at least the data in the
storage area network (104) from different security
domains.

The method of any of claims 7 to 11, further com-
prising controlling a channel switching mechanism
(420, 422) to route data between the first component
(120), the second component (130), the first data-
base, and the second database.

The method of claim 12, further comprising:

controlling one or more shared storage network
ports of the channel switching mechanism; and
monitoring the use of the one or more shared
storage network ports of the channel switching
mechanism.

The method of claim 13, further comprising:

enabling the shared storage network ports for
use; and

disabling the shared storage network ports
when not in use.

Software encoded in one or more computerreadable
media and when executed operable to share data
over one or more networks (110, 114), the software
further operable to:

establish a storage area network (104) to facil-
itate communication with the one or more net-
works;
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route data to and from a first component (120)
over the storage area network (104) via a first
storage network connection (160);

route data to and from a second component
(130) over the storage area network (104) via a
second storage network connection (170);
control the routing of data between the first (120)
and second (130) components and the storage
area network (170); and

separate metadata from the data;

store the metadata in a first database; and
store the data without metadata in a second da-
tabase.

Patentanspriiche

System (100, 200, 300, 500) zum Datenaustausch
Uber ein oder mehrere Netzwerke (110, 114), das
System aufweisend:

ein Speicherbereichsnetzwerk (104), das aus-
gebildet ist, um mit dem einen oder mehreren
Netzwerken zu kommunizieren;

eine erste Komponente (120), die ausgebildet
ist,um Daten zu und von dem Speicherbereichs-
netzwerk (104) Uber eine erste Speichernetz-
werkverbindung (160) zu routen;

eine zweite Komponente (130), die ausgebildet
ist,um Daten zu und von dem Speicherbereichs-
netzwerk (104) Giber eine zweite Speichernetz-
werkverbindung (170) zu routen;

ein Zugangselement (150), das ausgebildet ist,
um das Routing der Daten zwischen der ersten
(120) und der zweiten (130) Komponente und
dem Speicherbereichsnetzwerk (104) zu steu-
ern; und

einen Metadatencontroller (140), der ausgebil-
det ist, um Metadaten von den Daten zu sepa-
rieren, die Metadaten in einer ersten Datenbank
zu speichern, und die Daten ohne die Metadaten
in einer zweiten Datenbank zu speichern.

System nach Anspruch 1, wobei der Metadatencon-
troller (140) ausgebildet ist, um die Metadaten in der
ersten Datenbank separiert von der zweiten Daten-
bank zu entschliisseln und zu speichern, und wobei
die erste Datenbank eine Metadaten-Datenbank
aufweist.

System nach Anspruch 1 oder 2, wobei der Metada-
tencontroller (140) ausgebildet ist, um die Daten oh-
ne die Metadatenin der zweiten Datenbank separiert
von der ersten Datenbank zu entschliisseln und zu
speichern.

System nach einem der Anspriiche 1 bis 3, des Wei-
teren aufweisend einen Kanalwechselmechanismus

10

15

20

25

30

35

40

45

50

55

10

(420, 422), der ausgebildet ist, um Daten zwischen
dem Metadatencontroller (140) und einer oder meh-
reren von der ersten Komponente (120), der zweiten
Komponente (130), der ersten Datenbank und der
zweiten Datenbank zu routen.

System nach Anspruch 4, wobei der Kanalwechsel-
mechanismus (420, 422) einen oder mehrere
Gemeinschaftsspeichernetzwerkanschlliisse  auf-
weist, die ausgebildet sind, um durch den Metada-
tencontroller (140) gesteuert zu werden, und wobei
die Nutzung der Gemeinschaftsspeichernetzwerk-
anschliisse durch den Metadatencontroller (140)
Uberwacht wird.

System nach Anspruch 5, wobei die Gemeinschafts-
speichernetzwerkanschliisse durch den Metadaten-
controller (140) zur Nutzung freigegeben werden,
und wobei die Gemeinschaftsspeichernetzwerkan-
schliisse durch den Metadatencontroller (140) ge-
sperrt werden, wenn sie nicht in Benutzung sind.

Verfahren zum Datenaustausch Uber ein oder meh-
rere Netzwerke (110, 114), das Verfahren aufwei-
send:

Einrichten eines Speicherbereichsnetzwerks
(104), um die Kommunikation mit dem einen
oder mehreren Netzwerken (110, 114) zu er-
leichtern;

Routen der Daten zu und von einer ersten Kom-
ponente (120) Uber das Speicherbereichsnetz-
werk (104) Uber eine erste Speichernetzwerk-
verbindung (160);

Routen von Daten zu und von einer zweiten
Komponente (130) tber das Speicherbereichs-
netzwerk (104) Uber eine zweite Speichernetz-
werkverbindung (170);

Steuern des Routens von Daten zwischen der
ersten (120) und der zweiten (130) Komponente
und dem Speicherbereichsnetzwerk (104); und
Separieren von Metadaten von den Daten;
Speichern der Metadaten in einer ersten Daten-
bank; und

Speichern der Daten ohne Metadaten in einer
zweiten Datenbank.

Verfahren nach Anspruch 7, des Weiteren aufwei-
send Entschlisseln und Speichern der Metadaten
in der ersten Datenbank separiert von der zweiten
Datenbank, und wobei die erste Datenbank eine Me-
tadaten-Datenbank aufweist.

Verfahren nach Anspruch 7 oder 8, des Weiteren
aufweisend Entschllisseln und Speichern der Daten
ohne Metadaten in der zweiten Datenbank separiert
von der ersten Datenbank.
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Verfahren nach einem der Anspriiche 7 bis 9, des
Weiteren aufweisend Steuern einer oder mehrerer
Autorisierungs- und Verschlisselungsschlissel
zum Zugreifen auf zumindest die Daten in dem
Speicherbereichsnetzwerk.

Verfahren nach einem der Anspriiche 7 bis 10, des
Weiteren aufweisend Steuern des Zugriffs auf zu-
mindest die Daten in dem Speicherbereichsnetz-
werk (104) von verschiedenen Security-Domains.

Verfahren nach einem der Anspriiche 7 bis 11, des
Weiteren aufweisend das Steuern eines Kanalwech-
selmechanismus (420, 422), um Daten zwischen der
ersten Komponente (120), der zweiten Komponente
(130), der ersten Datenbank, und der zweiten Da-
tenbank zu routen.

Verfahren nach Anspruch 12, des Weiteren aufwei-
send:

Steuern einer oder mehrerer Gemeinschafts-
speichernetzwerkanschliisse des Kanalwech-
selmechanismus; und

Uberwachen der Nutzung der einen oder meh-
reren Gemeinschaftsspeichernetzwerkan-
schliisse des Kanalwechselmechanismus.

Verfahren nach Anspruch 13, des Weiteren aufwei-
send:

Freigeben der Gemeinschaftsspeichernetzwer-
kanschlisse zur Nutzung; und

Sperren der Gemeinschaftsspeichernetzwerk-
anschlisse, wenn sie nicht in Benutzung sind.

Software, die in einen oder mehreren computerles-
baren Medien codiert ist und die, wenn sie ausge-
fUhrt wird, betreibbar ist, um Daten Uber ein oder
mehrere Netzwerke (110, 114) zu teilen, die Softwa-
re des Weiteren betreibbar, um:

ein Speicherbereichsnetzwerk (104) einzurich-
ten, um die Kommunikation mit dem einen oder
mehreren Netzwerken zu vereinfachen;

Daten zu und von einer ersten Komponente
(120) Giber das Speicherbereichsnetzwerk (104)
Uber eine erste Speichernetzwerkverbindung
(160) zu routen;

Daten zu und von einer zweiten Komponente
(130) tiber das Speicherbereichsnetzwerk (104)
Uber eine zweite Speichernetzwerkverbindung
(170) zu routen;

das Routender Daten zwischen der ersten (120)
und der zweiten (130) Komponente und dem
Speicherbereichsnetzwerk (170) zu steuern;
und

Metadaten von den Daten zu separieren;
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die Metadaten in einer ersten Datenbank zu
speichern; und

die Daten ohne Metadaten in einer zweiten Da-
tenbank zu speichern.

Revendications

Systeme (100, 200, 300, 500) permettant de parta-
ger des données sur un ou plusieurs réseaux (110,
114), le systéme comprenant :

un réseau de stockage (104) congu pour com-
muniquer avec les un ou plusieurs réseaux ;
un premier composant (120) congu pour router
des données vers et depuis le réseau de stoc-
kage (104) par I'intermédiaire d’une premiere
connexion de réseau de stockage (160) ;

un deuxieme composant (130) congu pour rou-
terdes données vers etdepuisleréseaude stoc-
kage (104) par l'intermédiaire d’'une deuxiéme
connexion de réseau de stockage (170) ;

un composant passerelle (150) congu pour com-
mander le routage de données entre les premier
(120) et deuxieme (130) composants et le ré-
seau de stockage (104) ; et

un contréleur de métadonnées (140) congu pour
séparer les métadonnées des données, stocker
les métadonnées dans une premiére base de
données, et stocker les données sans les mé-
tadonnées dans une deuxiéme base de don-
nées.

Systeme selon larevendication 1, danslequel le con-
tréleur de métadonnées (140) est congu pour crypter
et stocker les métadonnées dans la premiére base
de données séparée de la deuxiéme base de don-
nées, et la premiére base de données comprenant
une base de données de métadonnées.

Systeme selon la revendication 1 ou 2, dans lequel
le contréleur de métadonnées (140) est congu pour
crypter et stocker les données sans les métadon-
nées dans la deuxiéme base de données séparée
de la premiére base de données.

Systeme selon I'une quelconque des revendications
1 a 3, comprenant en outre un mécanisme de com-
mutation de canal (420, 422) congu pour router des
données entre le contréleur de métadonnées (140)
et un ou plusieurs éléments parmi le premier com-
posant (120), le deuxiéme composant (130), la pre-
miére base de données, etla deuxiéme base de don-
nées.

Systeme selon larevendication 4, dans lequel le mé-
canisme de commutation de canal (420, 422) com-
prend un ou plusieurs ports de réseau de stockage
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partagé qui sont destinés a étre commandés par le
contréleur de métadonnées (140), et I'utilisation des
ports de réseau de stockage partagé étant controlée
par le contréleur de métadonnées (140).

Systeme selon la revendication 5, dans lequel les
ports de réseau de stockage partagé sont activés
par le contréleur de métadonnées (140) pour leur
utilisation, et les ports de réseau de stockage parta-
gé étant désactivés par le contréleur de métadon-
nées (140) lorsqu’ils ne sont pas utilisés.

Procédé permettant de partager des données sur un
ou plusieurs réseaux (110, 114), le procédé compre-
nant les étapes suivantes :

établir un réseau de stockage (104) pour faciliter
une communication avec les un ou plusieurs ré-
seaux (110, 114) ;

router des données vers et depuis un premier
composant (120) sur le réseau de stockage
(104) par lintermédiaire d’'une premiere con-
nexion de réseau de stockage (160) ;

router des données vers et depuis un deuxiéme
composant (130) sur le réseau de stockage
(104) par l'intermédiaire d’une deuxiéme con-
nexion de réseau de stockage (170) ;
commander le routage de données entre les
premier (120) et deuxiéme (130) composants et
le réseau de stockage (104) ; et

séparer les métadonnées des données ;
stockerles métadonnées dans une premiére ba-
se de données ; et

stocker les données sans les métadonnées
dans une deuxiéme base de données.

Procédé selon la revendication 7, comprenant en
outre : crypter et stocker les métadonnées dans la
premiére base de données séparée de la deuxiéme
base de données, et la premiére base de données
comprenant une base de données de métadonnées.

Procédé selon la revendication 7 ou 8, comprenant
en outre : crypter et stocker les données sans les
métadonnées dans la deuxieme base de données
séparée de la premiére base de données.

Procédé selon I'une quelconque des revendications
7 a9, comprenant en outre :

commander une ou plusieurs clés d’autorisation
etde décryptage permettantd’accéderau moins

aux données dans le réseau de stockage.

Procédé selon I'une quelconque des revendications
7 a 10, comprenant en outre :

commander un accés a au moins les données
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dans le réseau de stockage (104) a partir de
différents domaines de sécurité.

Procédé selon 'une quelconque des revendications
7 a 11, comprenant en outre :

commander un mécanisme de commutation de
canal (420, 422) pour router des données entre
le premier composant (120), le deuxiéme com-
posant (130), la premiére base de données, et
la deuxieme base de données.

Procédé selon la revendication 12, comprenant en
outre :

commander un ou plusieurs ports de réseau de
stockage partagé du mécanisme de commuta-
tion de canal ; et

contréler I'utilisation des un ou plusieurs ports
de réseau de stockage partagé du mécanisme
de commutation de canal.

Procédé selon la revendication 13, comprenant en
outre :

activer les ports de réseau de stockage partagé
pour leur utilisation ; et

désactiver les ports de réseau de stockage par-
tagé lorsqu’ils ne sont pas utilisés.

Logiciel codé dans un ou plusieurs supports lisibles
par ordinateur et, lorsqu’il est exécuté, permettant
de partager des données sur un ou plusieurs ré-
seaux (110, 114), lelogiciel étanten outre destiné a :

établirun réseau de stockage (104) pourfaciliter
une communication avec les un ou plusieurs
réseaux ;

router des données vers et depuis un premier
composant (120) sur le réseau de stockage
(104) par lintermédiaire d’'une premiére con-
nexion de réseau de stockage (160) ;

router des données vers et depuis un deuxieme
composant (130) sur le réseau de stockage
(104) par lintermédiaire d’'une deuxieme con-
nexion de réseau de stockage (170) ;
commander le routage de données entre les
premier (120) et deuxiéme (130) composants et
le réseau de stockage (170) ; et

séparer les métadonnées des données ;
stockerles métadonnées dans une premiére ba-
se de données ; et

stocker les données sans les métadonnées
dans une deuxieme base de données.
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