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Communication Method

The present invention relates to a method of communicating between a first device and
a second device, the first device being connected to a plurality of third devices to which
the second device Is also connected.

With the increased portability of computers, and the increasing sophistication of mobile
devices such as mobile telephones and palmtop computers, there is a growing demand
for Internet connectivity while on the move. One response to this demand is based
upon devices having built-in long-range telecommunications capabilities, such as
devices which make use of mobile telephone networks. While such solutions can be
effective, they typically suffer from problems of low bandwidth and incomplete
geographic coverage. The problem of low bandwidth is a particular iIssue when a user
wishes to access content comprising a large quantity of data (for example video
content). The problem of incomplete geographic coverage Is particularly problematic
when a user IS moving, given that data communication may be interrupted when a

signal is lost (for example when a train enters a tunnel).

An alternative method of providing Internet connectivity to mobile devices Is based
upon the use of access points. Such access points may be provided, for example, in
public buildings such as libraries and cafes, and can be accessed by mobile computing
devices which are located within a predetermined range of the access point. One
common technology used to allow mobile computing devices to connect to such access
points is specified by IEEE standard 802.11, and is commonly referred to as WiFi. The
use of access points In this way Is advantageous In that it allows higher bandwidth
connections to be established.

The limitations of systems based upon the connection of mobile devices to mobile
telephone networks has led to the proposal that public transport vehicles, such as
trains or buses, may be beneficially provided with wireless access points, such that
mobile computing devices used by passengers traveling in the vehicle can be provided

with Internet connectivity.

The provision of Internet connectivity to a vehicle can be specially tailored to cope with
the routes traveled by the vehicle, such as through tunnels and cuttings. More power Is
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available on the vehicle than on a mobile computing device, meaning that systems
fitted to vehicles can generally support larger, higher gain antennas than those that are
generally installed Iin portable user devices such as mobile telephones. Furthermore,
greater computational power can be used in signal processing in a device associated

with a vehicle given that there i1s room for larger, more powerful processing devices.

Ditferent types of communication links can be used to provide data communication to a
vehicle, separately or together, appropriate to the locations through which the vehicle
travels. Furthermore, if a vehicle’'s route i1s known, the communication links can be
managed to provide a higher level of service with greater bandwidth, lower latencies,
and fewer losses of connection than if the communications were made directly to
iIndividual users using a mobile telephone network. It follows that the provision of a
wireless access point on board a vehicle has considerable advantages. Such provision

does, however, bring challenges.

It Is known to place a number of base stations along a known route, for example
alongside a train track. It is further known to connect each base station to a home
server via appropriate connections, for example land-based cables or wireless mobile
telephone networks. The home server may be connected to the Internet via standard
means, for example via cable or via a digital subscriber line (DSL). A communication
control unit is placed on the vehicle. As the vehicle travels along the route, the
communication control unit wirelessly connects to a particular base station. In this way,
the communication control unit can connect to the Internet through the home server,
routed via the base stations and any intermediate devices in the network. The
communication control unit is adapted to distribute the Internet connection to devices
within the vehicle, allowing users to connect to the Internet whilst onboard the vehicle.

Known systems, however, suffer from performance disadvantages through their failure
to make most effective use of available resources, such as connections with base
stations and other devices. There Is therefore a need for methods of providing data
communications to a moving object, such as a vehicle, that provide improved

performance.

It IS an object of embodiments of the invention to obviate or mitigate at least some of

the problems outlined above.
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According to a first aspect of the present invention, there may be provided a method of
determining suitable communication paths between a first device and a second device,
the first device being connected to a plurality of third devices to which the second
device may be also connected, comprising at the first device: for each of the third
devices obtaining first information Indicating a characteristic of communications
between the first device and the second device via the third device; obtaining second
Information associated with first data to be transmitted from the first device to the
second device; and determining based upon the first and second information whether
any of the third devices should receive the first data for communication of the first data

to the second device.

The first aspect therefore allows for a determination as to whether, or not, any, or none,
of the third devices should receive the first data, that determination being based both
upon information associated with the first data and characteristics of communications
using particular ones of the third devices. The first aspect therefore also allows
selection of the most appropriate ones of the third devices for receipt of the first data,
or indeed, determination that none of the third devices are suitable for receipt of the
third data. Further processing of the first data can therefore be advantageously based

upon the determination.

The first information may be a time value. For example, the first information may be a
latency value associated with the third device, and may be a round trip time between

the first device and the second device via the third device.

Obtaining the second information associated with the first data may comprise
determining a quality of service characteristic of the first data. The quality of service
characteristic may indicate a tolerance of the first data to disruption. For example, the

quality of service characteristic may indicate a tolerance of the first data to latency.

The method may further comprise assigning a traffic class to the first data based upon
the second information. The assigned traffic class may comprise an indication of a

maximum latency.
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Determining whether any of the third devices should receive the first data may
comprise selecting one of the third devices to receive the first data. For example, if it Is
determined that a particular one of the third devices should receive the first data, that
third device may be selected to receive the third data. The first data may then be
transmitted to the selected third device for the selected third device to forward the first
data to the second device.

Determining whether any of the third devices should receive the first data may
comprise determining that none of the third devices should receive the first data. That
IS, the first and second information may be such that none of the third devices should
receive the first data. In this case, the first data may not be sent to any of the third
devices and may be discarded.

The method may further comprise ceasing communication of second data between the
first device and one of the third devices, and selecting the one of the third devices to
communicate the first data. In this way, while it may be the case that none of the third
devices should receive the first data, by ceasing communication of second data
between the first device and one of the first devices, that one of the first devices may

become suitable for receiving the first data.

The second data may have associated second information and the second information
associated with the second data may be different to the second information associated
with the first data. For example, the second data may be more tolerant to disruption
than the first data. The second information associated with the second data may

Indicate the greater tolerance to disruption of the second data.

The method may further comprise transmitting the second data from the first device to
a different one of the third devices.

The first device may be aboard a vehicle. For example, the first device may be aboard
a train, other form of public transport vehicle, or indeed personal transport vehicle. The
third devices may be along a route travelled by the vehicle. For example, where the
vehicle Is a train, at least some the third devices may be along a track. At least some of
the third devices may be base stations provided by mobile data carrier companies.
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The first data to be transmitted from the first device to the second device may be
received at the first device from a fourth device. For example, the first data may be
recelved from a user device such as a smartphone, a tablet computer, a laptop
computer or any other form of personal electronics device capable of generating

network data.

The method may further comprise, upon receipt of the first data from the fourth device:
obtaining third information indicating whether the first data belongs to an existing
communications session or flow between the first device and the second device; and
determining whether one of the third devices should be used to communicate the third
data to the second device may be based upon the first, second and third information.
The session or flow between the first device and the second device may actually be a
session or flow between the fourth device and a fifth device that takes place via the first
and second devices. For example, the fourth device may be a mobile phone and the
fifth device may be a web-server, where the mobile phone establishes a web session
with the web-server via the first and second devices.

The terms communications session and communications flow should be understood to
mean any logically connected transmissions of data between two devices. Example
sessions may be TCP sessions, UDP sessions or VolP sessions, but may be any
interrelated communications between two devices. Sessions and flows are sometimes

known as conversations, dialogues or meetings between two devices.

According to a second aspect of the present invention, there is provided apparatus for
determining suitable communication paths between a first device and a second device,
the first device being connected to a plurality of third devices to which the second
device may be also connected, comprising: means for obtaining for each of the third
devices first information indicating a characteristic of communications between the first
device and the second device via the third device; means for obtaining second
iInformation associated with first data to be communicated from the first device to the
second device; means for determining based upon the first and second information
whether any of the third devices should receive the first data to forward the first data to
the second device.
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According to a third aspect of the present invention, there is provided a method for
providing network connections aboard a vehicles, comprising: at a first device aboard a
first vehicle providing a first virtual network to which at least one second device can
connect: entering a first operational mode in which data transmitted by said at least one
second device over said first virtual network Is received by said first device; detecting
the presence of a third device aboard a second vehicle, said third device being adapted
to also provide said first virtual network to which said at least one second device can
connect; and entering a second operational mode in which data transmitted to said

virtual network Is not received by said first device.

In this way, the first device aboard the first vehicle provides two modes of operation. In
a first mode, the first device provides a virtual network and receives data sent over the
first virtual network. When the first device detects the presence of a third device, the
third device also providing the first virtual network, the first device no longer receives
data sent over the first virtual network. Therefore, while both the first and second
devices can provide the first virtual network, only one of the first and second devices
receives data sent over the first virtual network. Problems with routing and processing
data If both devices were to receive data from the virtual network at the same time, are

thereby avoided.

The first device and the second device may each be further arranged to provide a
second virtual network to which the at least one second device can connect and In
each of the first and second operational modes the first device may be arranged to
receive data transmitted by the at least one second device over the second virtual
network.

In this way, the first device provides two virtual networks. In the first mode, the virtual
device receives data transmitted on both virtual networks, while in the second mode,
the first device receives data transmitted on the second virtual network, but not the first.
This allows the first device and the third device to share responsibility for receiving data
sent over the first and second virtual networks, thereby providing more flexibility, and
resilience to failure of either of the first or third devices.
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The at least one second device may comprise a plurality of second devices and the
method further may comprise: while the first device may be in the second operational
mode; receiving data at the first device on the second virtual network from a first one of
the second devices; and receiving data at the third device on the first virtual network

from a second one of the second devices.

The first vehicle may comprise a first plurality of access points and the second vehicle
may comprise a second plurality of access points, and the method further may
comprise:
at the first device in the first operational mode:
maintaining a connection with each of the first plurality of access points
but not the second plurality of access points and accepting connection by the at
least one second device to the first virtual network via at least one of the first
plurality of access points; and
at the first device in the second operational mode:
maintaining a connection with each of the first and second plurality of
access points but not accepting connection by the at least one second device
to the first virtual network via any of the first and second plurality of access

points.

The method may further comprise, at the first device in the second operational mode:
accepting connection by the at least one second device to the second virtual network
via at least one of the first access points and/or at least one of the second access

points.

The first and second vehicles may be the same vehicle. For example, the first and
second vehicles may be respective carriages of a train. Where the first and second
vehicles are the same vehicle, the first device and the third device may be connected

via an inter-carriage wired link.

Alternatively, the first and second vehicles may be different vehicles. Detection of the
third device may occur during a transient proximity of the vehicles. For example, the
first and second vehicles may be transiently proximate at a train station, or train stop.
Alternatively, the first and third devices may be aboard separate train carriages which
are temporarily connected.
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The method may further comprise receiving an indication that the third device meets a
predetermined criterion. Entering the second operational mode may be a response to
recelving the indication. For example, the predetermined criterion may be that a rank of

the third device is higher than a rank of the first device.

The first virtual network may be a virtual LAN. The first virtual network may be any

other kind of virtual network.

The method may further comprise detecting an absence of the third device and
entering the first operational mode. For example, having entered the second mode, the
second vehicle may leave the proximity of the first vehicle, causing the first device to
detect absence of the third device. The first device may then re-enter the first mode In
order to provide receive data on the first virtual network. In this way, while the at least
one second device may have transmitted data to the third device on the first virtual
network, after departure of the third device, the at least one second device can
continue to transmit data on the first virtual network, that data being received by the
first device.

The method may further comprise, at the first device: detecting a presence of a fourth
device, the fourth device also adapted to provide the first virtual network to which the at
least one second device can connect; and determining that the fourth device does not
meet the predetermined criteria and remaining in the first operational mode.

Each of the first device, third device and fourth device may be, for example, routers or

switches.

According to a fourth aspect of the present invention, there is provided an apparatus for
providing network connections aboard vehicles, comprising: a first device aboard a first
vehicle, the first device being arranged to: provide a first virtual network to which at
least one second device can connect; enter a first operational mode in which data
transmitted by the at least one second device over the first virtual network may be
received by the first device; detect the presence of a third device aboard a second
vehicle, the third device being adapted to also provide the first virtual network to which
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the at least one second device can connect; and enter a second operational mode In
which data transmitted

According to a fifth aspect of the present invention, there iIs provided a method of
transmitting data from a first device, the method comprising at the first device:
establishing a connection with a first one of a plurality of second devices; establishing a
first virtual connection, the first virtual connection being between the first device and a
third device through said one of a plurality of second devices; receiving details of a
second virtual connection, the second virtual connection being between a fourth device
and the third device through a second one of the plurality of second devices, the fourth
device being connected to the first device; selecting one of the first or second virtual
connections for transmission of a data packet to the third device; and transmitting data

to the third device using the selected connection.

In this way, the first device Is able to select between two virtual connections with a third
device, and may therefore select a preferred connection. The first and second ones of
the plurality of second devices may be different second devices, such that the first and
second virtual connections have different properties which may influence a selection

between the first and second virtual connections.

Selecting one of the first or second virtual connections may comprise determining a
latency of the first virtual connection and the second virtual connection. For example,
receiving detalls of the second virtual connection may comprise receiving details of a
latency of the second virtual connection from the fourth device. The details of a latency
of the second virtual connection may be received in a first communication, the first

communication being sent periodically from the fourth device to the first device.

The first communication may comprise latency information for a plurality of connections
between the fourth device and said third device via different ones of said plurality of
second devices. The first communication may comprise latency information for a

plurality of connections from the fourth device to a plurality of third devices.

The selecting may be at least partly based upon respective latencies of the first and
second virtual connections.
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The method may further comprise determining at the first device a latency of the
connection between the first device and the fourth device and the selecting may be at
least partly based upon the latency of the connection between the first device and the

fourth device.

The selection may be at least partly based upon a comparison of a latency of the first
virtual connection with a combined latency of the second virtual connection and a

latency of the connection between the first and fourth devices.

The method may further comprise selecting the second virtual connection and

transmitting the data packet to the fourth device for transmission to the third device.

The first device and the fourth device may be housed in different carriages of a train.
The first and fourth devices may be connected via an inter-carriage wired link. The first
device and fourth device may be connected via a dedicated virtual LAN. In this way,
the first device and fourth device can transmit communications such as the first

communication containing connection information, robustly and without interference.

According to a sixth aspect of the present invention, there is provided an apparatus for
transmitting data, the apparatus comprising: connection means for establishing a
connection with one of a plurality of second devices; virtual connection means for
establishing a first virtual connection, the first virtual connection being between the first
device and a third device through the one of a plurality of second devices; connection
means for establishing a connection with a fourth device; a receiver for receiving
details of a second virtual connection, the second virtual connection being between the
fourth device and the third device through one of the plurality of second devices;
selection means for selecting one of the first or second virtual connections for
transmission of a data packet to the third device; and a transmitter for transmitting data

to the third device using the selected connection.

It will be appreciated that aspects of the present invention can be implemented in any
convenient way including by way of suitable hardware and/or software. For example, a
device arranged to implement the invention may be created using appropriate
hardware components. Alternatively, a programmable device may be programmed to

implement embodiments of the invention. The invention therefore also provides
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suitable computer programs for implementing aspects of the invention. Such computer
programs can be carried on suitable carrier media including tangible carrier media (e.g.
hard disks, CD ROMs and so on) and intangible carrier media such as communications

signals.
It will be appreciated that features presented Iin the context of one aspect of the
iInvention in the preceding and following description can equally be applied to other

aspects of the invention. For example, embodiments or aspects described with

reference to methods may be implemented by apparatus, and vice versa.

An embodiment of the invention will now be described, by way of example, with

reference to the accompanying drawings, in which:

Figure 1 1s a schematic illustration of a network of computing devices;

Figure 2 1s a schematic illustration showing components of the network of Figure 1 In

further detall;

Figures 3a and 3b are flow charts illustrating processing carried out by a CCU of the

network of Figure 1 to route a data packet to a home agent;

Figure 4 I1s a schematic illustration of example traffic classes assigned to data packets
by the CCU of the network of Figure 1;

Figure 5 i1s chart illustrating a relationship between latency and data traffic at a base
station In the network of Figure 1;

Figure 6 Is a timing diagram showing processing of data packets in known systems;

Figure 7 iIs a flowchart showing processing carried out by a home agent of the network
of Figure 1 upon receipt of a data packet;

Figure 8 I1s a timing diagram showing the processing of data packets in the network of
Figure 2;
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Figure 9 Is a schematic illustration showing the network of Figure 1 with an additional
CCU;

Figure 10 1s a schematic illustration of a plurality of Virtual Land Area Networks
(VLANS) provided by a CCU of the network of Figure 8;

Figure 11 1s a schematic illustration of a plurality of Virtual Land Area Networks
provided by both of the CCU’s of Figure 8;

Figure 12 Is a schematic illustration showing the components of the network of Figure 8

In further detail;

Figure 13 I1s a schematic illustration showing the network of Figure 1 with an additional

home agent; and

Figure 14 1s a schematic illustration showing part of the network of Figure 13.

Figure 1 shows a network which Is used to provide data communication to a train 1.
The train 1 is provided with a communications control unit (CCU) 2 which is arranged to
connect to base stations A to F, each of which are connected to a network 3. Both the
CCU 2 and the base stations A to F are provided with wireless communications
interfaces to allow a wireless connection to be established between the CCU 2 and the
base stations A to F. A home agent 4 is also connected to the network 3. Virtual
communication tunnels are established between the CCU 2 and the home agent 4,
using data packet encapsulation, so as to allow data packets to be securely exchanged
between the CCU 2 and the home agent 4.

It will be appreciated that while Figure 1 shows each of the base stations A to F directly
connected to a single network 3, each base station A to F may be connected to one or
more further networks which are in turn connected to the network 3. For example, the
base station A may be connected to a 3G cellular network, while the base station B
may be connected to an IEEE 802.16 (WiMax) network, each of which may be
connected to the network 3. Further, while the Internet 5 and the network 3 are shown
separately in Figure 1, the network 3 may be connected to, and may at least partly
Include, the Internet 5.
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The home agent 4 is connected to the Internet 5. Host computers 6a, 6b are also
connected to the Internet 5. The connection of the CCU 2 to the home agent 4 through
a communication tunnel means that from the point of view of computers connected to
the Internet 5 (for example the host computers 6a, 6b), all traffic 1Is seen to emanate
from the home agent 4, such that computers connected to the Internet 5 need not be
concerned with details of the communication between the home agent 4 and CCU 2.
Instead, computers connected to the Internet 5 can simply deliver data packets to the
home agent 4 which can then process received data packets to ensure that such data

packets are properly forwarded to the CCU 2.

The CCU 2 is arranged to provide wireless network connectivity on board the train 1. In
this way passengers travelling on the train 1 can use mobile computing devices (such
as laptop and palmtop computers, for example) to connect to the CCU 2 and thereby
obtain access to the Internet 5. The connection between the mobile computing devices
and the CCU 2 can take any suitable form, but may be in accordance with |IEEE
standard 802.11 (WiFi).

As the train 1 moves in the direction shown by the arrow X, the CCU 2 connects to
different ones of the base stations A to F. Each base station A to F has a finite area
within which it can receive and transmit data, and it i1s preferred that the finite areas
overlap, such that there is a time during travel of the train during which the train Is able
to communicate with more than one of the base stations A to F. In Figure 1, the train 1,
and therefore the CCU 2 is within the signal range of both of the base stations A, B and

IS connected to both of the base stations A, B.

Figure 2 shows the network of Figure 1, In which some components are shown In
further detail. More particularly, it can be seen that the CCU 2 comprises a router 7
connected to four communication interfaces 8, 9, 10, 11. In the present embodiment,
communication interfaces 8, 9, 10, 11 take the form of wireless bridges. Each of the
wireless bridges 8 to 11 is arranged to transmit data at a respective frequency (which
may be a predefined frequency, or may be a frequency which I1s selected when a
connection using that wireless bridge is established). The CCU 2 is also provided with
the ability to establish four communication tunnels between the CCU 2 and home agent

4. It will be appreciated that a CCU 2 may be provided with other numbers of wireless
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bridges, and/or other numbers of communication tunnels between the CCU 2 and the
home agent 4, as appropriate.

The provided communication tunnels are distributed amongst the four wireless bridges
8, 9, 10, 11 which have a current connection with a base station. That Is,
communication tunnels are not distributed to wireless bridges not having a current
connection with a base station, such that each communication tunnel is associated with
a wireless bridge having a current connection with a base station, thereby rendering all

communication tunnels operable.

The base station A is provided with two wireless bridges 12, 13, the wireless bridge 12
being arranged to transmit and receive data at a first frequency while the wireless
bridge 13 Is arranged to transmit and receive data at a second frequency. It will be
appreciated that the first and second frequencies may be predetermined, fixed,
frequencies, or alternatively, the wireless bridges 12, 13 may be adapted to select
respective first and second frequencies upon establishment of a connection. For
example, establishment of a connection between one of the wireless bridges 12, 13
and one of the wireless bridges 8 to 11 may Initiate a handshake process by which the
respective first and second frequencies are determined. The base station A further
comprises two network address translation (NAT) devices 14, 15, such that the NAT
device 14 is connected to the wireless bridge 12, while the NAT device 15 Is connected
to the wireless bridge 13.

The base station B is configured similarly to the base station A. More specifically, the
base station B comprises two wireless bridges 16, 17 respectively arranged to transmit
and recelve data at different frequencies, and each of the wireless bridges 16, 17 Is
connected to a respective NAT device 18, 19. The NAT devices 14, 15, 18, 19 may be,
for example, NAT capable network switches, such as a DI-604 available from D-Link

Corporation, Taipei, Taiwan.

In Figure 2, the wireless bridge 8 of the CCU 2 is connected to the wireless bridge 12
of the base station A, while the wireless bridge 9 of the CCU 2 is connected to the
wireless bridge 17 of the base station B. Two of the four communication tunnels
between the CCU 2 and the home agent 4 are assigned to the wireless bridge 8 while

the remaining two of the four communication tunnels are assigned to the wireless
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bridge 9. In this way, the CCU 2 can transmit data packets to each of the base station
A and the base station B, and thereby increase the bandwidth available for

communication with the home agent 4.

Referring again to Figure 1, as the train 1 moves in the direction of the arrow X, the
strength of the signal at the CCU 2, first from the base station A, and then from the
base station B will decrease, while the CCU 2 will move into the signal range of other
base stations C, D, E, F. At a time when the CCU 2 is within range of the base stations
A, B and C, the strength of the signal from the base stations A and C is comparable
and relatively weak, while the signal from the base station B is relatively strong. In this
case, the CCU 2 connects to all three of the available base stations A, B, C. For
example, the bridge 8 of the CCU 2 may remain connected to the bridge 12 of the base
station A, and the bridge 9 of the CCU 2 may remain connected to the bridge 17 of the
base station B, while the CCU 2 establishes a connection between the bridge 10 of the
CCU 2 and a free wireless bridge of the base station C. Upon connection with the base
station C, one or more of the four communication tunnels between the CCU 2 and the

home agent 4 are transferred to the wireless bridge connected to the bridge 10.

It will be appreciated that allocation of communication tunnels amongst the bridges 8 to
11 may be carried out In any convenient way. For example, communication tunnels
may be distributed evenly (or as close to evenly as i1s possible) between the wireless
bridges 8 to 11. Alternatively, communication tunnels may be assigned to respective
ones of the wireless bridges 8 to 11 of the CCU 2 based upon relative signal strengths
of connections or potential connections with respective base stations A to F and/or the
amount of data currently being received/sent by the respective wireless bridges. For
example, a single communication tunnel may be transferred from the wireless bridge 8
to the wireless bridge 10, leaving the wireless bridge 9 (having a relatively strong
connection with the base station B) with two of the four communication tunnels. As the
train 1 continues to move In the direction of the arrow X, the signal strength from the
base station A decreases below a usable or predetermined limit with no further base
stations being in range of the CCU 2, such that the remaining communication tunnel
assigned to the wireless bridge 8 Is transferred to the wireless bridge 10 which iIs
connected to the base station C.
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Referring again to Figure 1, it can be envisaged that there may be a time at which the
train will be within range of each of the base stations C, D, E, F. At this time, each of
the wireless bridges 8 to 11 will connect to a respective one of the base stations C, D,
E, F and each of the four communication tunnels will be assigned to a respective one
of the wireless bridges 8 to 11. That Is, each wireless bridge 8 to 11 will be assigned a

single communication tunnel.

Tunnels may further be assigned based upon a measure of a cost of service of using a
particular base station. For example, sending and receiving data packets via a base
station in one location connected to a particular 3G network may incur a relatively high
cost compared with the sending and receiving of a base station in a different location
connected to the same 3G network. In this case, it may be desirable to preferentially
allocate tunnels to particular wireless bridges 8 to 11 based upon a measure of the cost

of using the base station to which that wireless bridge I1s connected.

Upon receipt of a data packet from mobile devices aboard the train 1, the CCU 2
determines to which of the currently connected base stations A to F, the received data
packet is to be routed. In particular a process operating at the CCU 2 is adapted to
receive data packets from mobile computing devices of users aboard the train 1 and to
determine a suitable base station to which the CCU 2 is currently connected via which
to transmit the received data packets to the home agent 4. It iIs known to use a
combination of destination address and Equal Cost Multipath Routing (ECMP) to
allocate received data packets to particular ones of the communication tunnels. Such
Implementations, however, may not, make efficient use of all available connections
between the CCU and the base stations, depending upon network conditions and the
nature of the data packets arriving at the CCU from user devices aboard the train 1.

Additionally, it is desirable to consider Quality of Service (QoS) requirements in the
selection of base stations to which particular data packets are transmitted. For
example, data packets carrying Voice-over-IP (VolP) data have different QoS
requirements than data packets carrying email data. It will be appreciated that various
factors, such as the latency, maximum upload and maximum download bandwidth of a
base station will affect the quality of service that can be provided by that base station at
a particular time. For example, while the High Speed Downlink Packet Access

(HSDPA) protocol can achieve theoretical data transmission speeds of 8 to 10 Mbps,
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cell modems perform adaptive modulation such that the actual bandwidth of a
connection with a base station may vary dramatically from one moment to the next. As
such, selection of base stations for forwarding of data packets according to QoS
considerations presents particular challenges for the provision of communication to a

vehicle.

In some embodiments of the present invention, the CCU 2 is configured to associate a
latency with each base station to which it I1s currently connected. Latency may be
determined by any appropriate means as will be readily apparent to those skilled in the
art. For example, when the CCU 2 is connected to the base station A, the CCU 2 may
determine a latency of the base station A by periodically (for example once per second)
pinging the home agent 4 via the base station A. Alternatively, where data packets are
already being transmitted between the CCU 2 and a base station, separate, dedicated,
ping operations may be unnecessary. That I1s, where data packets are already being
transmitted between the CCU 2 and the home agent 4 via a particular base station, the
time taken for those data packets to reach the home agent 4 may be measured by the
home agent 4 and reported to the CCU 2, while the time taken for reply data packets to
reach the CCU 2 may be measured by the CCU 2. A latency may therefore be
determined using existing communications. The round trip latency of each base station
to which the CCU 2 is currently connected is recorded at the CCU 2 to be used as

described below with reference to Figures 3a and 3b.

Figures 3a and 3b illustrate example processing carried out by the CCU 2 to determine
a base station to which a data packet received from a user device should be
transmitted. Referring to Figure 3a, at step S1 a data packet is received by the CCU 2
from a mobile device aboard the vehicle 1. At step S2, the CCU 2 assigns a traffic
class to the received data packet based upon a plurality of traffic class definitions at the
CCU 2. Each traffic class definition specifies a maximum latency that a base station
can have If that base station is to transmit data packets of that traffic class. The number
of traffic classes and the maximum latency associated with each particular traffic class
may be defined by an administrator of the CCU 2.

As the train 1 progresses along a track, connecting and disconnecting to respective
base stations A to F, the difference between the best latency and the worst latency of

the connected base stations may vary considerably. For example, while a CCU 2 may,
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at one point In time, be connected to base stations having a range of round trip
latencies of between 300 ms and 100 ms, the CCU 2 may, at a later time, be
connected to base stations having a range of latencies between 50 ms and 100 ms. In
some embodiments of the invention, therefore, there may be an option to define the
maximum latency with reference to latencies recorded at each of the currently
connected base stations, rather than as a predetermined values. For example, a
maximum latency for a high priority traffic class may be defined as a latency within the
lowest 10% of latencies recorded at each of the currently connected base stations. To
avoid low priority traffic competing for the best available latencies, some of the traffic
classes may also specify a minimum latency value. For example, a lowest traffic class
may specify a minimum latency value of within 10% of the highest round trip latencies

recorded at each of the currently connected base stations.

The assignment of a traffic class to a received data packet may be carried out using
any appropriate method. For example, traffic classes may be based upon source or
destination IP addresses, port numbers, communication protocols, subnets from which
the data packet Is received, or any other means as will be apparent to those skilled in
the art. Referring to Figure 4, four example traffic classes are shown. A
“conversational’ traffic class 30 is defined with a maximum latency of under 100 ms.
Data packets carrying data that is highly intolerant to delays, for example Voice-over-IP
(VolP) data packets, may be assigned to the conversational traffic class 30 by the CCU
2. A “streaming” traffic class 31 is defined with a maximum latency of under 1 second.
Data packets carrying data which is somewhat more tolerant to delays than data
packets of the conversational traffic class 30, for example video streaming data
packets (which may be buffered by the user device before display), are assigned to the
streaming traffic class 31 by the CCU 2. An interactive traffic class 32 is defined with a
maximum latency of under 2 seconds. Data packets carrying web browsing traffic are
assigned to the interactive class 32. A “background” traffic class 33 Is defined with no
maximum latency. Data packets carrying data which is generally tolerant of delays,

such as email data, is assigned to the background traffic class 33.

Referring again to Figure 3a, from step S2, processing passes to step S3, at which itis
determined whether the received data packet belongs to an existing session. If it Is
determined that the data packet is not part of an existing session, processing passes to
step S4, at which it is determined whether any of the currently connected base stations



10

15

20

29

30

39

19

meet the latency requirements of the traffic class assigned at step S2. If it is
determined that none of the currently connected base stations have a latency that
meets the requirements of the traffic class assigned at step S2 processing passes to
S5 at which it is determined whether a traffic load of a base station that has traffic of a
lower traffic class than the traffic class assigned at step S2 can be reduced, in order to
reduce the latency of that base station. If it iIs determined that the latency of a base
station can be reduced, processing passes to step Sb5a at which the latency of a base
station Is reduced In order to reduce the latency of that base station. Processing
passes from step S5a back to step S4 to determine whether there is now a suitable
base station. If, on the other hand, it is determined that traffic loads of other base
stations cannot be reduced (for example because all base stations have only traffic of a
higher traffic class than the traffic class assigned at step S2), processing passes to

step S5b at which the data packet is discarded.

If, on the other hand, it is determined at step S4 that one or more of the currently
connected base stations meet the latency requirements of the traffic class assigned at
step S2, processing passes to step S6 at which one of the base stations meeting the
latency requirements Is selected. In the event that a plurality of the currently connected
base stations meet the latency requirements of the data packet received at step S1, the
base station selected at step S6 can be selected from that plurality in any appropriate
way. For example, the CCU 2 may select the base station having the strongest signal
strength, the lowest latency, or indeed by any other characteristic. Processing then
passes to step S7 at which it is determined whether the selected base station can
accept further traffic. In some embodiments of the present invention, a base station can
accept further traffic if the latency Is below the requirement of the session having the
highest traffic class currently using that base station. In other embodiments of the
invention, the processing at step S7 may determine whether transmitting the received
data packet via the selected base station would be likely to cause the latency of the
selected base station to exceed the maximum latency of the session having the highest

traffic class currently using that base station.

Referring to Figure 5, there Is shown a representative line plot of a relationship
between volume of data traffic at a base station and a latency of that base station. It
can be seen that while a base station may tolerate increasing levels of data traffic

without significant increases in latency up to a point. If more than one base station Is
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available, any one of the available base stations may be selected using any
appropriate method, after that point is reached the latency measured at that base
station may increase rapidly. By measuring the actual relationships between data
traffic and latency at particular base stations, embodiments of the present invention
attempt to predict at step S7 whether further traffic is likely to cause a base station to
reach a point at which latency increases significantly.

If it is determined, at step S7 that the selected base station can accept further data
traffic, processing passes to step S8 at which the data packet received at step S1 is
transmitted using the base station selected at step S6. If, however, it is determined that
the selected base station cannot accept further traffic (either because the latency
exceeds, or would exceed, the maximum allowed latency of the traffic session having
the highest traffic class using that base station), processing passes to step S9. At step
S9 it is determined whether others of the currently connected base stations meet the
latency requirements of the traffic class assigned at step S2. If it is determined that
others of the currently connected base stations do meet the requirements of the traffic
class assigned at step S2, processing passes from step S9 back to step S6, at which a
further base station Is selected.

If, on the other hand, it is determined at step S9 that none of the other currently
connected base stations meet the requirements of the traffic class assigned at step S2,
processing passes to step S10 at which it is determined whether there is a session
using the selected base station which has a lower traffic class than the traffic class
assigned to the data packet received at step S1. If it is determined that no sessions
using the current base station have a traffic class lower than the traffic class assigned
to the data packet received at step S1, processing passes to step S11 at which the
data packet received at step S1 is discarded.

If it is determined at step S10 that there is a session using the selected base station
which has a lower traffic class than the traffic class assigned to the data packet
received at step S1, processing passes to step S12 at which it is determined whether
other base stations are available to transmit the lower traffic class session. That is,
while it has been determined at steps S6 and S9 that neither the selected base station,
nor others of the currently connected base stations meet the latency requirements of

the traffic class assigned to the data packet received at step S1, it may be that one or
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more of the currently connected base stations do meet the latency requirements of
other sessions currently using the selected base station.

In some embodiments of the present invention, it will be determined at step S12 that
other base stations are available if those other base stations currently meet the latency
requirements of both the lower traffic class session operating on the currently selected
base station and the latency of the session having the highest traffic class currently
using the other base station. In other embodiments, it may be necessary to determine
whether, after the lower traffic class session station iIs moved to the other base station,
the other base station will continue to meet the latency requirements of the highest

traffic class session currently using the other base station.

If it is determined, at step S12, that another base station is available, processing
passes to step S13 at which the lower traffic class session is moved to the other
available base station. If more than one base station is available, any one of the
available base stations may be selected using any appropriate method. Processing
passes from step S13 back to step S7 at which it is determined whether, following the
transfer of the lower traffic class session to a different base station, the base station
selected at step S6 can now receive further traffic. If, on the other hand, it is
determined at step S12 that no other base stations are available, processing passes
from step S12 to step S11 at which the packet received at step S1 is discarded.

Iif, at step S3, it is determined that the data packet received at step S1 is part of an
existing session, processing passes to step S14 (in Figure 3b). At step S14 it is
determined whether the base station being used by the existing session can accept
further traffic. Determination as to whether the base station being used by the existing
session can accept further traffic may be carried out in the same way as the
determination at step S7 of Figure 3a. A current base station may not be able to
accept further traffic for a plurality of reasons. For example, as the train 1 moves in the
direction of the arrow X causing the CCU 2 to connect to different base stations along
the route, a session which started out being transmitted via one base station may have
been moved to a different base station. As such, the latency of the base station on
which the session Is being transmitted may be greater than the latency of the base
station over which the session was originally being transmitted.
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If It IS determined that the current base station can accept further traffic, processing
passes to step S15 at which the data packet is transmitted over the current base
station. If, on the other hand, it is determined that the current base station cannot
accept further traffic, processing passes from step S14 to step S16 at which it is
determined whether there are lower tratfic class sessions operating on the current base
station. If it 1Is determined that no other sessions operating on the current base station
have a lower traffic class than the session to which the data packet received at step S
belongs, processing passes to step S17 at which it is determined whether others of the
currently connected base stations meet the latency requirements assigned to the data
packet received at step S1. If it is determined that none of the currently connected base
stations meet the latency requirements of the data packet received at step Si,
processing passes to step S18 at which the data packet received at step S1 is

discarded.

If, on the other hand, it is determined at step S17 that at least one other of the currently
connected base stations meets the latency requirements of the data packet received at
step S1, processing passes to step S19 at which one of those other base stations is
selected in the manner described above with reference to step S6. Processing passes
from step S19 to step S20 at which it is determined whether the base station selected
at step S19 can accept further traffic. If it is determined that the selected base station
can accept further traffic, processing passes to step S21 at which the existing session
to which the data packet received at step S1 belongs is moved to the base station
selected at step S19. Processing then passes to step S22, at which the data packet

received at step S1 is transmitted over the base station selected at step S19.

If, on the other hand, it is determined at step S20 that the selected base station cannot
accept further traffic, processing passes to step S23 at which it is determined whether
others of the currently connected base stations meet the latency requirements of the
traffic class assigned to the data packet received at step S1. If it is determined that
others of the currently connected base stations do not meet the latency requirements of
the traffic class assigned to the data packet received at step S1, processing passes to
step S24 at which it is determined whether a traffic load of a base station that has
traffic of a lower traffic class than the traffic class assigned at step S2 can be reduced
(e.g. by moving that traffic to a different base station). If it Is determined that the latency

of a base station can be reduced, processing passes from step 524 to step S24a at
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which the traffic load of a base station is reduced in order to reduce the latency of that
base station. Processing passes from step S24a back to step S23 to determine
whether others of the currently connected base stations now meet the latency
requirements of the traffic class assigned to the data packet. If, on the other hand, it is
determined that traffic loads of other base stations cannot be reduced (for example
because all base stations have only traffic of a higher traffic class than the traffic class
assigned at step S2), processing passes to step S24b at which the data packet is
discarded..

If it is determined at step S23 that others of the currently connected base stations do
meet the latency requirements of the traffic class assigned to the data packet received
at step S1, processing passes from step S23 to step S109.

If it is determined, at step S16, that there are sessions with a lower traffic class than the
data packet received at step S1 using the same base station as the session to which
the data packet received at step S1 belongs, processing passes to step S25. At step
S25, 1t is determined whether there are other base stations available to which the lower
traffic class traffic sessions can be transferred. If it is determined that no other base
stations are available, processing passes to step S26 at which sufficient data packets
having a lowest traffic class are dropped from the current base station in order to allow
transmission of the data packet received at step S1. Processing passes from step S26
to step S15 at which the data packet is transmitted using the current base station.

If, on the other hand, it is determined that other base stations are available, processing
passes to step S27 at which one of the lower traffic class sessions is transferred to one
of the other available base stations. Processing passes from step S27 back to step
S14.

It will be appreciated that the example processing of Figures 3a and 3b allow, where
possible, a received data packet to be transmitted over a base station that can support
the latency requirements of the traffic class assigned to the data packet, and to avoid
the transmission of a data packet over a base station which cannot support the latency
requirements of the traffic class assigned to the base station. Where a data packet
cannot be transmitted over a base station which meets the latency requirements of the

traffic class assigned to the data packet, the data packet can be discarded.
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As described above, details of the connection between the home agent 4 and the CCU
2 need not be considered by computers connected to the Internet 5. It will be
appreciated, however, that the home agent 4 needs to be able to properly route data
packets to and from the CCU 2, as the CCU 2 connects to different base stations along
the route of the train 1. One known method for determining routes uses the router
iInformation protocol (RIP). This protocol can be used to propagate changes in routes to
be followed from the CCU 2 to the home agent 4 through the network. The propagation
of route changes is triggered when the base station to which the CCU 2 is connected
changes. It will, however, be appreciated that such propagation will take some time,
and there i1s a danger that some data packets will be incorrectly routed. Furthermore, In
such an arrangement a CCU is able to receive data from only a single base station at a
particular point in time. Such an approach also suffers from problems from the point of
view of scalability. Similar problems exist for other dynamic routing protocols, such as
the Open Shortest Path First protocol (OSPF).

One method for routing response data packets from the home agent 4 to the CCU 2
requires modifying the header of each data packet sent by the CCU 2 at the NAT
device of the base station at which that data packet is received. That is, the respective
NAT devices of the base stations A to F are arranged to receive data packets from their
respective wireless bridge and forward such data packets onwards over the network 3.
As Is well known, data packets often include a header including a first field identifying a
source of the data packet and a second field identifying the destination of the data
packet. Routinely, data packets generated by the CCU 2 will include within their

headers data indicating the address of the CCU 2 as a source address.

In the presently described embodiment, data packets received at the NAT devices are
encapsulated Internet Protocol (IP) data packets. The |IP data packets include a field
indicating an IP address of a device from which the data packet emanated (i.e. the
CCU 2). The NAT devices can be arranged to modify received data packets before the
data packets are forwarded over the network 3, by modifying the source address within
the data packets to identify the NAT device rather than the CCU 2. In this way, the
home agent 4 receives data packets which appear (based upon their source address)
to emanate from one of the NAT devices, not from the CCU.
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When NAT devices are used in this way, the home agent 4, and indeed any other
devices connected to the network 3 need not take any action to modify routes which
data packets follow when the CCU 2 (i.e. one of the wireless bridges 8 to 11 of the
CCU 2) connects to a different base station. Instead, upon receipt of a data packet the
home agent 4 stores data indicating from which NAT device that data packet was
received and forwards data packets intended for the CCU 2 to the indicated NAT
device. In this case, however, problems may arise when the CCU 2 connects to a base
station from which data packets have a relatively short round trip time (RTT) between
the home agent 4 and that base station, from a base station from which data packets

have a relatively long RTT between the home agent 4 and that base station.

For example, as illustrated in Figure 6, at time TO the CCU 2 sends a data packet
through base station A which, for the purposes of this example, has a RTT of 400 ms
with the home agent 4 (i.e. it takes approximately 200 ms for a data packet to reach the
home agent 4). The CCU 2 connects to, and sends a second data packet through base
station B 100 ms later, the base station B having a RTT of 20 ms with the home agent
4. The home agent 4 receives the second data packet first at 110 ms after time TO, and
updates its records to indicate that data packets should be sent to the CCU 2 via the
second base station. However, 90 ms later at TO + 200 ms, the home agent receives
the first data packet and updates its records to indicate, incorrectly, that data packets
should be sent to the CCU 2 via the first base station. That is, the method described
above routes data packets based upon the order of receipt at the home agent 4, not
order of transmission of data packets from base stations. It will be appreciated that this
IS problematic in that data packets transmitted from the home agent 4 may not be

optimally routed.

Therefore, in some embodiments of the present invention, the CCU 2 is adapted to
provide information in the encapsulated IP data packet to indicate which base station
should be used to transmit data packets to the CCU 2. Further, each data packet sent
by the CCU 2 is provided with a time stamp indicating when that data packet was
transmitted. That is, each data packet emanating from the CCU 2 includes an identifier
of a particular base station, a time stamp and an identifier of the CCU 2 within a header
portion of that data packet. As described above, the home agent 4 maintains a record
of which base station is associated with the CCU 2 at any particular time.
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Figure 7 shows the processing carried out at the home agent 4 to update data
indicating which base station is associated with a particular tunnel of the CCU 2 at any
particular time. At step S40 the home agent 4 receives a data packet from a tunnel of
the CCU 2. At step S41 the home agent 4 determines if the base station indicated in
the received data packet 1s different to the base station currently associated with the
tunnel of the CCU 2. If it is determined that the base station indicated in the received
data packet is the same as the base station currently associated with the tunnel of the
CCU 2, processing ends at step S42.

If, on the other hand, it is determined that the base station indicated in the data packet
IS different to the base station currently associated with the tunnel of the CCU 2,
processing passes to step S43. At step S43, it is determined whether the time stamp
iIncluded in the received data packet is later than the time stamp of the last data packet
which last caused the tunnel of the CCU 2 to be associated with a base station. If the
time stamp of the received data packet is not later than the time stamp of the last data
packet which caused the home agent 4 to update the base station association data for
the tunnel of the CCU 2, processing ends at step S42. That is, if the time stamp of the
received data packet is not later than the time stamp of the last received data packet to
cause an update of the base station association data, it can be Iinferred that the
currently recorded base station is the base station which the CCU 2 has most recently

chosen to use for that particular tunnel.

If, on the other hand, the time stamp of the data packet is later than the time stamp
associated with the last update operation, processing passes to step S44 at which the
home agent 4 updates the base station association data for the tunnel of the CCU 2
Indicating that data packets should be sent to the base station indicated in the received

data packet. Processing passes from step S44 to end at step S42.

Figure 8 I1s a schematic illustration showing a transfer of data packets between the
CCU 2 and the home agent 4 utilising two communication tunnels as the CCU 2
connects to different base stations. It is to be understood that where it is described
below that communication tunnels are allocated to base stations, this indicates that
communication tunnels are allocated to wireless bridges of the CCU 2 which are
currently connected to those base stations. In the example of Figure 8, it should be

understood that the CCU 2 has two available communication tunnels.
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At time T0, the CCU 2 connects to the base stations A and B. A first communication
tunnel C; is allocated to the base station A while a second communication tunnel C. is
allocated to the base station B. It i1s to be assumed that the base station A has a RTT

to the home agent 4 of 1, while the base station B has a RTT of 50 ms.

At time T1, the CCU 2 receives a data packet from a client device aboard the vehicle 1
requesting a web page from the host 6a. Using the example traffic classes shown In
Figure 4, as the data packet received at time T1 requests a web page, the data packet
IS assigned to the ‘interactive’ traffic class 32. The CCU 2 determines that the data
packet received at time T1 does not belong to an existing session, and that the base
station A meets the requirements of the interactive traffic class 32. The base station A
can accept further traffic and a data packet P, is therefore transmitted using the
communication tunnel C; (which is associated with the base station A) for forwarding to
the home agent 4, the data packet P, indicating that reply data packet should be sent
via the base station A.

At time T2, the CCU 2 receives a VolP data packet from a client device to be forwarded
to the host 6b. The CCU 2 assigns the ‘conversational’ traffic class 30 to the data
packet P. and determines that the base station B meets the requirements of the
conversational traffic class 30. The base station B can accept further data traffic and,
as such, the data packet P, is transmitted using the communications tunnel C,
(associated with the base station B) for forwarding to the home agent 4, the data

packet P, indicating that reply packets should be sent via the base station B.

At time T3, the CCU 2 loses connection with the base station A and connects with the
base station C. The tunnel C; is therefore allocated to the base station C, which has a
RTT to the home agent 4 of 500 ms. At time T4, a client device Initiates e-mall
communication with the host 6a by way of a data packet P;. The CCU 2 assigns the
‘background’ traffic class 33 to the data packet P; and determines that the base station
C meets the requirements of the background traffic class 33. The data packet P; is
transmitted using the communications tunnel C; (associated with the base station C)
for forwarding to the home agent 4, the data packet P; indicating that reply data
packets should be sent to the base station C.
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At time T5, the data packet P, I1s received at the home agent 4. The home agent 4
examines the header of the data packet P, and updates its record to indicate that data
packets sent through the communication tunnel C; should be sent via the base station

A. The data packet P, is forwarded to the host 6a.

At time T6, the data packet P, is received at the home agent 4. The home agent 4
examines the header of the data packet P, and updates its record to indicate that data
packets to be sent to the CCU 2 through the communication tunnel C, should be sent

via the base station B. The data packet P, is forwarded to the host 6b.

At time T7, the home agent 4 receives the data packet Ps;, and updates its record to
indicate that data packets to be sent to the CCU 2 through the communication tunnel
C; should be sent via the base station C. The data packet P; is forwarded to the host
ba.

At time 18, the home agent 4 receives a data packet R; from the host 6a in response to
the data packet P4, and determines from the routing table, that the data packet R;
should be sent to the CCU 2 via the base station C, despite the data packet P, having

been received at the home agent 4 from the base station A.

At time T9, the home agent 4 forwards the data packet Ry to the CCU 2 through the
tunnel C, via the base station C.

At time T10, the home agent receives a data packet R, in response to the data packet
P, from the host 6b, and at time T11 forwards the data packet R, through the tunnel C,
to the CCU 2 via the base station B.

At time T12, the home agent receives a data packet Rs in response to the data packet
Ps; from the host 6a and at time T13 forwards the data packet Rs through the tunnel C;
to the CCU 2 via the base station C.

While the above described embodiment uses a single home agent 4, In other
embodiments of the present invention, multiple home agents may be provided. In
Figures 12 and 13, there Is generally illustrated the network of Figure 1 but having two
home agents 4a, 4b. Where a plurality of home agents are provided, the CCU 2
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establishes a communication tunnel with the home agent having the lowest RTT with a
particular base station to which the CCU 2 is connected. The CCU 2 may periodically
poll the home agents to which it 1s not currently connected in order to determine

whether communication tunnels should be transferred to other home agents.

In the above described embodiments, a single CCU 2 is provided aboard a single train
1. In other embodiments of the present invention multiple CCUs may be, or may
become, associated with a single train. The association of multiple CCUs with a single
train may be deliberate or accidental. For example, multiple CCUs may be provided
aboard a train to provide improved connectivity for users aboard the train. Where a
train provides only a single CCU, multiple CCUs may accidentally become associated
with the train when the train is in the vicinity of other trains carrying one or more CCUs
(for example when two trains are next to each other at a station). Furthermore, trains
are often re-assembled using different carriage configurations, which may lead,
intentionally or unintentionally, to a single train being provided with multiple CCUSs.

Referring to Figure 9, there i1s generally illustrated the network of Figure 1 but in which
two CCUs 2a, 2b are associated with the train 1. In more detalil, the train 1 comprises
two carriages 1a, 1b. The carriage 1a houses the CCU 2a while the carriage 1b houses
the CCU 2b. The CCUs 2a, 2b are connected via a connection 25 which may be a
wired or a wireless connection, or indeed a combination of both. For example, the
connection 25 form part of a connection “backbone” of the train 1, comprising wired
connections and wireless bridges (for example to allow connection between carriages)
by which the CCU 2a and CCU 2b to connect.

Each CCU 2a, 2b is configured to provide a plurality of virtual LANs (VLANSs) to which
user devices aboard the train 1 can connect via the at least one physical
communication interface provided by that CCU. Referring to Figure 10, there is shown
an example in which the CCU 2a is associated with four communication interfaces 50a
to 53a in the form of wireless access points provided aboard the train 1. The CCU 2ais
configured to provide four VLANs, VL1, VL2, VL3 and VL4. Traffic from each VLAN is
sent to a respective one of the access points 50a to 53a. In particular, the
communication Interface 50a Is configured to listen for traffic on VL1, the
communication interface 51a 1s configured to listen for traffic on VL2, the

communication Iinterface 52a is configured to listen for traffic on VL3, while the



10

15

20

29

30

39

30

communication interface 53a 1s configured to listen for traffic on V0L4. User devices
aboard the train 1 connecting to ones of the communication interfaces 50a to 53a
thereby connect to one of the VLANs VL1 to VL4. For example, where the train 1 is a
four carriage train, user devices aboard each carriage may be able to connect to a
single respective one of the communication interfaces 50a to 53a. It will be appreciated
that in other embodiments, one or more of the communication interfaces 50a to 53a
may be configured as part of the same VLAN.

While not connected to another CCU, the CCU 2a acts as the master for each of the
four VLANs that it provides. That Is, any data traffic sent from a user device to one of
the VLANs VL1, VL2, VL3, VL4 will be sent by the communication interfaces 50a to
53a, to the CCU 2a. Where it is associated with a different, single, train, the CCU 2b is
configured similarly to that of the CCU 2a. That is, the CCU 2b is also configured to
provide four VLANs, VL1, VL2, VL3, VL4 to the users aboard the train with which the
CCU 2b is presently associated.

Each of the CCUs 2a, 2b is further configured to provide a fifth VLAN to be used for
inter CCU communication. The inter-CCU VLAN is a private and dedicated VLAN used
to pass both control traffic, and traffic from user devices aboard the train to be sent
from one CCU to the other, as is described in more detail below. The inter-CCU VLAN
IS consistent across all CCUs, to allow those CCUs to connect to each other and to
communicate using the inter-CCU VLAN. It is also preferable that the inter-CCU VLAN
IS configured to have a maximum VLAN priority so as to ensure that traffic is
expeditiously transmitted across any intermediate devices connecting two CCUs (for
example wireless bridges). Preterably, no other equipment would be configured to use
the inter-CCU VLAN except to ensure that traffic broadcast on the inter-CCU VLAN is
quickly passed between CCUSs.

Each CCU 2a, 2b periodically broadcasts its presence on the inter-CCU VLAN by
transmitting, for example, a UDP broadcast packet on the inter-CCU VLAN. Each CCU
2a, 2b i1s further configured to listen for such UDP broadcast packets in order to
determine whether any other CCUs are present. The inter-CCU broadcast packets

generally comprise:

e the MAC address of the network interface of the CCU used to communicate on
the inter-CCU VLAN (unique to each CCU).
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e |P address of the CCU on the inter-CCU VLAN
e the MAC addresses of other detected CCUs

Upon detection of the presence of another CCU, the CCUs 2a, 2b are arranged to
adopt a master/standby arrangement, with one of the CCUs 2a, 2b acting as a master
for one or more of the VLANS. For each of the VLANS for which one CCU 2a, 2b is the
master, the other of the CCUs 2a, 2b acts as a standby. Referring to Figure 11, there is
shown an arrangement in which the CCU 2a and the CCU 2b are both associated with
the train 1 (which situation may occur, for example, where a train on which the CCU 2a
resided and a train on which the CCU 2b resided become coupled). As in the
arrangement of Figure 10, the user devices aboard the train 1 are presented with four
VLANSs, VL1, VL2, VL3, VL4. In the arrangement of Figure 11, however, the CCU 2a is
the master for VL1, VL3 and is the standby for VL2, VL4, while the CCU 2b is the
master for VL2, VL4 and the standby for VL1, VL3. For example, in the configuration
llustrated in Figure 11, the CCU 2a may serve passengers in a first-class carriage,

while the CCU 2b serves passengers in a second-class carriage.

The allocation of master and standby roles to each of the CCUs 2a, 2b for each of the
VLANSs is based upon the MAC addresses provided in the inter-CCU broadcasts. That
s, the reported MAC address (and the MAC address of other detected CCUSs) are used
to create an ordered ranking of connected CCUs on which the decision as to which
CCU should be a master or standby can be based. For example, the CCU with the
“highest” MAC address may be automatically elected as the master CCU for VLAN 1,
while the CCU with the second “highest” MAC address may be elected as the master
CCU for VLAN 2, etc. It will be appreciated however, that master/standby roles may be
assigned by any appropriate method. For example, priorities may be assigned to each
of the CCUs 2a, 2b for each of the VLANSs that it is configured to provide. The CCU
with the highest priority for a particular VLAN assumes the role of master for that
VLAN. In this way, assignment of priorities may be performed by a system
administrator having regard to reliability and capabilities of particular CCUs. It will be
appreciated, however, that this would require that each CCU that may connect with

another CCU is configured with a separate priority for each VLAN.

The allocation of master and standby roles to each CCU is performed over the inter-

CCU VLAN in order to expedite the process. This is particularly advantageous given
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that connections between CCUs along or between a train can be intermittent,
particularly where wireless network hops are used. For this reason also, it may be

preferable to carry out the allocation of master and standby roles relatively infrequently.

Where both CCUs 2a, 2b are available, data sent to one of the VLANs VL1, VL3 will be
processed by the CCU 2a, while data sent to one of the VLANs VL2, VL4 will be
processed by the CCU 2b, thereby providing effective load-balancing between the CCU
2a and CCU 2b. In the event that the CCU 2a, for example, becomes unavailable, the
CCU 2b will become the master CCU for the VLANs VL1, VL3. As such, in addition to
load balancing, where multiple CCUs are provided aboard a single train, or while two or
more ftrains are proximate, resiliency to failure can also be provided through
redundancy.

While the example described above with reference to Figures 9 to 11 considers the
presence of two CCUs, any number of CCUs may be provided, such that, more
standby CCUs can be provided for each VLAN or additional VLANs can be provided.
For example, where three CCUs are connected, each VLAN would have two standby
CCUs. It should further be appreciated that while in the example described above each
of the CCUs 2a, 2b is the master of at least one VLAN, in other configurations one of
the CCUs 2a, 2b may be the master for all of the VLANSs, while the other of the CCUs
2a, 2b Is the standby for all of the VLANSs. The particular arrangement of whether each
CCU assumes a master role for some VLANs or whether a single CCU assumes a
master role for every VLAN will depend upon the particular circumstances in which the

present invention is deployed.

Each CCU 2a, 2b is connected/able to connect to each of the access points 50a—53a
and 50b-53b (using a wired or wireless connection), such that, if one of the CCUs 23,
2b fails or moves out of range of the other CCU 2a, 2b, users who are connected to a
particular access point 50a-53a or 50bs-53b, maintain their connection with that access

point, but the access point may now connect to a different CCU.

In some embodiments of the present invention, multiple CCUs may also be used to
provide redundancy and load balancing for external connections (e.g. to bearer
networks). A plurality of connected CCUs may be adapted to provide information

concerning their respective external connections to each other. For example, referring
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to Figure 12, there is shown the network of Figure 9 with some components shown In
further detail. In particular, it can be seen that the CCU 2a comprises four
communication interfaces 8a to 11a, each connected to a router 7a. The CCU 2b
comprises four communication interfaces 8b to 11b, each connected to a router 7b. In
Figure 12, the communication interface 9a is connected to the wireless bridge 16, while
the communication interface 10b Is connected to the wireless bridge 12.

Each CCU 2a, 2b is arranged to provide detalls of its external connections, including
details of the latencies recorded for each connection, to the CCUs to which it is
connected using the inter-CCU VLAN described above. For example, each CCU’s
inter-CCU broadcast UDP packet may also contain details of the external connections
of that CCU. The broadcast UDP packet may further indicate the particular mechanism

being used by that CCU to route client traffic to the home agent 4.

There i1s now described an example use of external network sharing using the example
routing described above, in which each CCU 2a, 2b is configured to determine a round
trip time for data packets sent to a home agent via each base station in order to allow
for base stations to be selected based upon QoS considerations, and in particular,
traffic classes assigned to each data packet. As such, when performing the processing
of Figures 3a, 3b to determine which connection to use to transmit a particular data
packet of a particular traffic class, the CCU 2a, for example, is able to consider its
connection with the base station B, but also the connection between the CCU 2b and
the base station A. In this way, if the CCU 2a requires additional capacity (because, for
example, the base station A cannot meet the latency requirements of a data packet it
has received from a user device), the CCU 2a can send data packets to the CCU 2b for
transmission to the base station B.

In some embodiments of the present invention, each CCU 2a, 2b may be configured to
favour its own connections where they meet the requirements of data packets to be
transmitted. For example, in the processing of Figures 3a, 3b, where at steps S4/56
and/or S17/519, it is determined by the CCU 2a that base stations to which it is directly
connected and base stations to which it is connected via the CCU 2b both meet the
latency requirements of a data packet to be transmitted, the CCU 2a may attempt to
use each base station to which it has a direct connection before attempting to use base
stations to which it is connected via another CCU.
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Alternatively, each CCU 2a, 2b may favour base stations having a latency considered
optimal according to some predetermined criteria. For example, each traffic class may
define an optimal latency for that traffic class and each CCU 2a, 2b may, for a data
packet with a particular traffic class, favour base stations having a latency closest to
that optimal latency. Alternatively, each CCU may favour base stations having the
lowest latency of all of its available base stations. In determining a lowest latency, it
may be necessary to consider any latency associated with the connection 25 between
the CCU 2a and the CCU 2b. In some embodiments, therefore, when a CCU is
selecting a base station to which to send a data packet, the latency between itself and
other CCUs is taken into account. For example, referring to Figure 12, if the round-trip
time between the communication interface 10b and the base station A is 100 ms, and
the round-trip time between the CCU 2a and the CCU 2b is 20 ms, the CCU 2a will

assign a round-trip time of at least 120 ms to the base station A.

A plurality of connected CCUs may be configured such that only a subset of the
connected CCUs can utilise the external connections of other CCUs. For example,
referring to Figure 12, the CCUs 2a, 2b may be configured such that the CCU 2b is
able to use the external connections of the CCU 2a, but such that the CCU 2a is
unable to use the external connections of the CCU 2b. Such a configuration may be
desirable where a higher quality and consistency of service is to be provided to some
users aboard the train 1, for example those travelling in a first-class carriage.

It will be appreciated that while useful in combination, the aggregation of external
connections (i.e. to base stations) between CCUs need not be accompanied by the
provision of internal VLANs as described with reference to Figures 10 and 11. Indeed,
one of the CCUs 2a, 2b may be configured such that it does not provide any internal
communication interfaces, but merely shares external connections with another CCU.

Further, while the above example describes sharing of external connections in which
each CCU routes data packets based upon a traffic class assigned to each data packet
and based upon round-trip-times of connections between that CCU and the home
agent 4 via particular base stations A to F, In other embodiments, one or more
connected CCUs may implement routing based upon different criteria. For example,

routing of client data packets to the home agent may be based upon the destination IP
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different criteria to that described above, decisions made by a particular CCU about
whether to use an external connection of another CCU to route client data packets,

may also be based upon different criteria.

Before establishment of a communication tunnel between a CCU and a home agent,
the CCU and the home agent communicate, for example using TCP, to determine the
appropriate attributes of the communication tunnel to be established. It will be
appreciated that the attributes of the communication tunnel may depend upon a
number of factors including the networks over which the communication tunnel Is
provided and the requirements for use of the communication tunnel. Example attributes
agreed by the CCU and the home agent may include an encryption algorithm for use in
encrypting data packets transmitted via the communicate tunnel, a compression factor

for data transmitted via the communication tunnel and a maximum transmission unit
(MTU) size.

Referring to Figures 2 and 12, it was explained that the communication interfaces 8 to
11, 8a to 11a, 8b to 11b on board the train 1 are connected to a routers 7, 7a, /b.
These communication interfaces are Layer 2 devices. To prevent problems, such as
broadcast storms, arising from bridging loops between the CCU and the base stations,
each bridge I1s separated from each other bridge by means of Layer 3 devices, such
that each Layer 2 bridge Is only accessible via a separate |IP address. The separation
of Layer 2 devices may be achieved by any appropriate means, such as the use of port
based virtual LANSs, or by connecting each bridge through individual, physical Ethernet
ports. Additionally or alternatively, bridging loops may be controlled by the use of
appropriate filtering between ports of the Layer 2 devices.

it was further explained that each of the wireless bridges 8, 9 operate on a different
frequency, and that each base station A, B contains a wireless bridge arranged to
operate on corresponding frequencies. Such an arrangement helps to ensure that data
packets sent between the CCU and the base stations follow the correct wireless path.
Furthermore, where switches are used to direct data packets it iIs advantageous to use
managed switches as these allow more control over Layer 2 traffic.
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It will be appreciated that the base stations A to F provide wireless communication to
the CCUs 2, 2a, 2b. A variety of different base stations can be used in embodiments of
the invention. Any base station not having network address translation capability can
be provided with an associated device providing such capability for use in some
embodiments of the present invention. From the preceding discussion it can be seen
that where NAT devices are used each device providing network address translation
capability need have its own unique |IP address.

It will further be appreciated that while the above described embodiments have
comprised either multiple CCUs or multiple home agents, that in some embodiments of
the present invention, both multiple CCUs and multiple home agents may be provided

In a single network.

CCUs of different trains have unique IP addresses, and each of the wireless bridges
associated with a CCU has a different IP address. However the addresses of the

wireless bridges associated with a CCU need not be unique amongst a plurality of
CCUs.

In the preceding description it has been explained that the CCUs 2, 2a, 2b connects to
base stations A to F. These base stations can conveniently be provided at the side of
a track along which the train travels. In alternative embodiments of the invention the
CCUs 2, 2a, 2b may be configured to communicate with base stations associated with
respective mobile telephone networks such that the CCUs 2, 2a, 2b are configured to
connect to different mobile telephone networks as the train moves. Similarly, the CCUs

2, 2a, 2b can be adapted for connection to satellite networks.

It has been explained in the preceding description that the CCUs 2, 2a, 2b are
arranged to provide wireless network connectivity onboard the train 1 such that
passengers travelling on the train 1 can use mobile computing devices to connect to
the CCUs 2, 2a, 2b. It will be appreciated that in some embodiments of the invention
the CCUs 2, 2a, 2b are not adapted to provide wireless network connectivity onboard
the train. Such embodiments can be useful in providing, for example, telemetry

services and closed circuit television.
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The preceding description has been concerned with an embodiment in which the CCUs
2, 2a, 2b are associated with trains. It will be appreciated that the methods described
herein are in no way limited to trains, but are instead widely applicable to any situation
In which data communication is provided to a moving person or object. In particular, the

methods described can be used to provide data communication to other vehicles (e.g.
busses and cars).
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Claims

1. A method for providing network connections aboard a vehicles, comprising:
at a first device aboard a first vehicle and connected to a network providing a
first virtual network to which at least one second device can connect:
entering a first operational mode In which said first device acts as a
master for the first virtual network such that data transmitted by said at |least
one second device over said first virtual network is received by said first device;
detecting, when a second vehicle is brought into proximity of the first

vehicle, the presence of a third device aboard the second vehicle and

connected to the network (3), said third device being adapted to also provide
said first virtual network to which said at least one second device can connect;
arranging, In response to detecting the presence of said third device,
with said third device:
for said first device to enter a second operational mode In which
said first device acts as a standby for the first virtual network such that
data transmitted to said virtual network is not received by said first
device; and
for said third device to enter said first operational mode in which
said third device acts as the master for the first virtual network such that
data transmitted by said at least one second device over said first virtual

network Is received by said third device.

2. A method according to claim 1, wherein said first device and said second
device are each further arranged to provide a second virtual network to which said at
least one second device can connect; and

wherein In each of said first and second operational modes said first device Is
arranged to act as a master for said second virtual network such that said first device
receive data transmitted by said at least one second device over said second virtual

network.

3. A method according to claim 2, wherein the at least one second device
comprises a plurality of second devices and the method further comprises:

while said first device Is In said second operational mode:
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recelving data at said first device on said second virtual network from a
first one of said second devices; and
recelving data at said third device on said first virtual network from a

second one of said second devices.

4 A method according to any preceding claim, wherein said first vehicle
comprises a first plurality of access points and said second vehicle comprises a second
plurality of access points, and the method further comprises:
at said first device in said first operational mode:
maintaining a connection with each of said first plurality of access points
but not said second plurality of access points and accepting connection by said
at least one second device to said first virtual network via at least one of said
first plurality of access points; and
at said first device in said second operational mode:
maintaining a connection with each of said first and second plurality of
access points but not accepting connection by said at least one second device
to said first virtual network via any of said first and second plurality of access

points.

5. A method according to claim 4, as dependent upon claim 2, further comprising
at said first device In said second operational mode:

accepting connection by said at least one second device to said second

virtual network via at least one of said first access points and/or at least one of

said second access points.

0. A method according to any preceding claim, wherein said first and second

vehicles are respective carriages of a train.

/. A method according to claim 6, wherein said first device and said third device

are connected via an inter-carriage wired link.

3. A method according to any of claims 1 to 5, wherein said first and second
vehicles are different vehicles and wherein said detection occurs during a transient

proximity of said vehicles.



10

15

20

28 10 20

25

30

35

40

9. A method according any preceding claim, further comprising:
receiving an indication that said third device meets a predetermined criterion
and wherein entering said second operational mode Is a response to recelving said

indication.

10. A method according to any preceding claim, wherein said first virtual network Is
a virtual LAN.

11. A method according to any preceding claim, further comprising:

detecting an absence of said third device and entering said first operational

mode.

12. A method according to claim 11, further comprising at said first device:
detecting the presence of a fourth device, said fourth device also adapted to
provide said first virtual network to which said at least one second device can connect;
and
determining that said fourth device does not meet said predetermined criteria

and remaining In said first operational mode.

13. Apparatus for providing network connections aboard vehicles, comprising:

a first device aboard a first vehicle and connected to a network, said first device
being arranged to:

provide a first virtual network to which at least one second device can connect;

enter a first operational mode In which said first device acts as a master for the
first virtual network such that data transmitted by said at least one second device over
said first virtual network Is received by said first device;

detect, when a second vehicle Is brought into proximity of the first vehicle, the
presence of a third device aboard the second vehicle and connected to the network,
said third device being adapted to also provide said first virtual network to which said
at least one second device can connect;

arrange, In response to detecting the presence of said third device, with said
third device:

for said first device to enter a second operational mode In which said
first device acts as a standby for the first virtual network such that data

transmitted to said first virtual network is not received by said first device; and
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for said third device to enter the first operational mode In which said
third device acts as the master for the first virtual network such that data
transmitted by said at least one second device over said first virtual network Is

received by said third device.

14. A computer program comprising computer readable instructions configured to

cause a computer to carry out a method according to any one of claims 1 to 12.

19. A computer readable medium carrying a computer program according to claim
14.

10. A computer apparatus for determining suitable communication paths between a
first device and a second device, said first device being connected to a plurality of third
devices to which said second device is also connected, the apparatus comprising:

a memory storing processor readable instructions; and

a processor arranged to read and execute instructions stored in saild memory;
wherein said processor readable instructions comprise instructions arranged to control

the computer to carry out a method according to any one of claims 1 to 12.
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