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A computer software activation system includes an authentication device (8), a writing device (2) for writing to the authentication
device and the first computer (1) to which the writing device (2) is coupled. The first computer (1) controls the writing device (2) to
write the authentication information to the authentication device (8). The authentication information written to the authentication device (8)
permits corresponding software to be activated on a second computer (10).
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1
A COMPUTER SOFTWARE ACTIVATION SYSTEM AND A METHOD OF

AUTHENTICATING COMPUTER SOFTWARE

The invention relates to a computer software activation
system and a method of authenticating computer software and
in particular, to minimise the risk of software being

illegally copied.

Software piracy is becoming a serious problem, especially in
certain countries where intellectual property rights do not
provide adequate protection. Even in countries where there
is adequate intellectual property protection, if software
piracy 1is endemic within the country it 1is extremely
difficult for the true owners of the software to enforce
their rights effectively. For example, in Singapore, a
recent survey estimated that the rate of software piracy is
approximately 50%. This means that for every genuine copy of
software in Singapore there is also an illegal version. It
is worth noting that Singapore is ranked as a country with a
low incident of software piracy. Therefore, it can be
assumed that in a number of other countries there are more

illegal versions of software than legal versions.

Accordingly, the loss in revenue due to software piracy can

run into millions or billions of dollars each year.

One device that is being used to try to control the problem

of unauthorised copying of software is known as a “dongle”.
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A dongle is supplied with a software program and the software
will only operate on a given computer if the corresponding
dongle 1is simultaneously coupled to the computer while the
software is running. If the correct dongle is not coupled to
the computer, the software will not run on the computer. The
dongle operates by storing a unique password and a routine in
the software is initiated randomly to access the dongle for
the password. If the dongle is not attached to the computer,
the routine 1in the software will fail to retrieve the

password and the software will shut down by itself.

However, the use of dongles has a number of problems. For
example, there is a trend for users to use more and more
software simultaneously on a computer and if one dongle is
required for each piece of software, there may not be
sufficient ports on the computer or sufficient space to have

all the dongles installed simultaneously.

An alternative solution to dongles has been proposed by
Microsoft (trade mark) which has attempted to reduce software
piracy by creating a "registry" in its Windows 95 (trade
mark) operating system. The "registry" governs where each
program is installed and in what sequence these programs have
to be run. The programs may be copied but the "registry" may
not be copied. As the programs will not run without the
registry, it 1is difficult to pirate software by copying the
software from the hard disk on a computer. However,

currently, almost all piracy is performed by duplicating the
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CD-ROM which stores all the initial setup information and has

copies of both the programs and the "registry".

Hence, this solution does not overcome the problem of
software piracy by <copying of CD-ROMs containing the

software.

In accordance with a first aspect of the present invention,
a computer software activation system  comprises an
authentication device, a writing device for writing to the
authentication device, the writing device being coupled to a
first computer, the first computer controlling the writing
device to write authentication information to the
authentication device, the authentication information written
to the authentication device permitting corresponding

software to be activated on a second computer.

An advantage of this aspect of the invention is that by
providing an authentication device for the software the right
of a user to run the software can be authenticated before or

during activation of the software.

In accordance with a second aspect of the present invention,
a method of authenticating computer software comprises
inserting an authentication device into an authentication
device reader coupled to a computer on which the software is
installed, the computer obtaining, in response to a request

from the software for authentication information, from the
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authentication device reader, the authentication information
from the authentication device ©prior to or during
initialisation of the software, the computer supplying the
authentication information to the software and the software
confirming to  the computer that the authentication
information from the authentication device permits the

software to be run on the computer.

Typically, the computer in the second aspect of the invention

is the second computer in the first aspect of the invention.

Preferably, the first computer may access a remote computer
to obtain authentication information from the remote
computer, which the first computer then writes to the

authentication device via the writing device.

Preferably, the connection between the first computer and the
remote computer is a secure connection and information passed
between the remote computer and the first computer may be

encrypted.

Typically, the authentication device may store authentication
information relating to a number of different computer

software programs.

Preferably, the authentication device contains a processor,
and may be, for example, a device known as a “smart card” or

a “Java card”.
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Preferably, the authentication information comprises a

password.

Typically, the software is encrypted and the authentication
information may further comprise a decryption key to permit

decryption of the software.

In addition, or as an alternative, the authentication
information may comprise a portion of the software without

which the software will not run.

The software for use with the authentication device may be
installed in the computer wusing any conventional memory
device, such as a magnetic disk or CD-ROM. Alternatively,
the software may be down loaded from a remote location, for

example, via the Internet.

In a further alternative, the software may be located on a

network server which is accessed by a user.

An example of a system for activation of software and a
method of software authentication will now be described with

reference to the accompanying drawings, in which:

Figure 1 is a schematic block diagram illustrating a
system for initialising an authentication device; and
Figure 2 1is a schematic block diagram showing a system

for using software in combination with the
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authentication device.

Figure 1 shows a computer 1 which is connected to a smart
card reader/writer 2 via a connection 3. The computer 1 1is
also capable of accessing a remote computer 4 via a
telecommunication link 5. Telecommunication link 5 may be a
dedicated ISDN line or may include modems and a conventional
telephone line. Alternatively, the telecommunication link 5

may be via the Internet.

In use, a software manufacturer would use the system by
providing software on for example, on a CD-ROM. The software
on the CD-ROM would be encrypted. The software is encrypted
such that each CD-ROM requires a separate decryption key to
decrypt the software on it. In addition, each CD-ROM
produced by the software manufacturer is assigned a unique

identification code.

When a purchaser buys software on a CD-ROM from a retailer,
the retailer must be licensed and registered with the
software manufacturer. If the retailer is registered he will
have been assigned a user-id and a secure password to access
the remote computer 4 of the manufacturer where there is a
registry. The purchaser must have in his possession an
authentication device 8 such as a smart card or a Java card
8 (see Fig. 1) that has an indelible record of his identity
(for example, similar to the Netrust card in Singapore). If

he does not have one, the retailer may issue one to him.
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An advantage of using a smart card or Java card 8 is that,
unlike a dongle, several passwords or decryption keys can be
written into the card so that the PC can use several software
programs simultaneously. The Java card has the advantage
that data can be written into it by an ordinary PC, through
an ordinary card reader, unlike an ordinary smart card which
requires special hardware to enable data to be written into

it.

In order to make the sale to the purchaser, the retailer will
take out a copy of the CD-ROM software and load it on the
computer 1. He will also take the smart card or Java card 8

from the purchaser and insert it into the card reader/writer

2. The computer 1 of the retailer can write into a smart
card or a Java card 8 using the card reader/writer 2. The
retailer then logs onto the remote computer 4. When the

computer 1 is connected to the remote computer 4 and the
authenticity of the retailer has been validated using the
retailers secure password, the retailer <can access the
registry on the remote computer 4. The remote computer 4
then sends a Java applet with a decryption key that will
decrypt the software on the CD-ROM on the retailer’s computer
1. Also contained in the Java applet is a password that will
enable the decrypted software to run, similar to the password
in a dongle, as described above. The decryption key and the
password is written into the smart card or the Java card 8 by
the computer 1 using the card reader/writer 2. Having done

this, the retailer gives the CD-ROM and smart card or Java
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In the manufacturer's registry on the remote computer 4, a
record is made of the sale of the CD-ROM with its wunique
number against a unique identification of the purchaser. If
another retailer or other person logs onto the remote
computer 4 and asks to register the same CD-ROM, the remote
computer 4 sends a message to warn the other retailer or
person that the CD-ROM is pirated. Alternatively, there may
be a genuine reason why the same CD-ROM needs to be
re-registered. One reason could be that the purchaser has
lost his smart card or Java card 8 or he wants to re-sell the
software to another party. The manufacturer can have a
policy with regard to multiple registrations of one CD-ROM.
He can charge a price for it, as if he is re-selling the same
software, or he can stipulate that the CD-ROM is destroyed
and a new copy of the software on a new CD-ROM with a

different registration be issued.

The remote computer 4 where the registry is kept is highly
secured with encryption and decryption of data transmission
between the remote computer 4 and the retailer’s computer 1
and protected by a fire wall. As it may not be possible to
have only one computer 4 to serve all the retailers across
the world, multiple sites may be provided, for example, on
the Internet. These may be hosted by different Internet
service providers. Concurrency of data is maintained across

the sites by means of data mirroring and replication
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techniques. The sites can also serve as the platforms to
transmit software to purchasers directly by means of

electronic commerce.

After the purchaser purchases the CD-ROM, he 1loads the
software on the CD-ROM into his computer 10 (see Figure 2)
and inserts the smart card or Java card 8 into a card reader
11. The encrypted program on the CD-ROM is copied from the
CD-ROM onto a hard disk 13 of the computer 10 and the
decryption key is retrieved from the smart card or Java card
8 via a central processing unit (CPU) 12. The decrypted
exécutable program 1is then permanently stored on the hard

disk 13.

When the software is run on the computer 10, there is a
routine to verify the password in the smart card or Java card
8 to make sure that only one copy is run and not multiple
copies in several computers simultaneously. If the password

check fails, the software will not run on the computer.

If the software is used with a Java card, as an added measure
of security, the most essential part of the main executable
program can be omitted from the CD-ROM. When the CD-ROM is
sold, this critical part of the program can be downloaded
from the remote computer 4, together with the decryption key
and the password and stored on the Java card. When the
software is run, the main executable program calls for this

essential part to be retrieved from the Java card. This
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enhances the security of the system as the software will not
run without the portion of the software stored on the Java

card, as the main executable program is not complete.

As an alternative to the software being sold and distributed
in CD-ROM format, a user can have an authentication device 8
authenticated for specific software by an appropriate
retailer. The purchaser may then use the authentication
device 8 to download software from a remote computer 14 for
example via the Internet 15, and install the software using
the authentication device. If the authentication device 8
has not been correctly authenticated then the software will

not install correctly on the user's computer 10.

Alternatively, or in addition, the authentication information
for the software may be downloaded directly from the remote
computer 14. In this example, the purchaser logs onto the
remote computer 14 (for example via the Internet) and asks to
purchase specific software. A Java applet from the remote
computer 14 is sent to the purchaser's computer 10 to
interrogate the Java card or smart card 8 for a unique

identification and credit card number.

The credit card account identification may be embedded in the
PC through software supplied to the purchaser by the credit
card issuer. This would be secure software, which the

purchaser could not tamper with.
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The unique identification is authenticated against the credit
card account identification in the purchaser's computer 10.
After this is validated, a request is made to a credit card
computer to make a deduction equivalent to the price of the
software. If this is successful, a message is sent to the
purchaser to confirm the transaction and be prepared to
receive the software to be downloaded. The software 1is
encrypted, and downloaded to the purchaser's computer 10.
This is followed by the decryption key and the password which

are written to the purchaser’s Java card by the computer 10.

Currently, only Java cards can be written to by an ordinary
computer. Hence, the above process can only work with a Java
card. If the purchaser has a smart card, the process must
stop after the encrypted software is downloaded. The buyer
then has to go to the nearest retailer that is licensed to
sell that software with the smart card. The retailer inserts
the smart card into the card reader/writer 2 connected to the
computer 1 and downloads a decryption key and password from
the remote computer 4, as described above. In the registry
will be the purchaser's identification and the unique number
of the copy of the software downloaded. The decryption key
and the password is then sent to the retailer’s computer 1 in

the form of a Java applet and written into the smart card.

A further example of the system is for supplying software for

use on a network server. In this example, the retailer sells
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the network version of the software to the purchaser. The
software is supplied encrypted with a fixed number of smart
cards or Java cards 8 that contain the decryption key and
password for the software. The sale is registered with the
registry of the software manufacturer before the key and
password are downloaded from the remote computer 4, as
before. The number of smart cards or Java cards 8 is at
least equal to the number of concurrent users licensed to use
the network software. The buyer loads the software onto the
network server and distributes the smart cards or Java cards

to users of the software on the server.

When a computer on the network requests the server for a copy
of the software, the encrypted copy is sent to the computer.
With the decryption key and the password in the smart card or

Java card 8, the user is able to use the software.

Advantages of the invention are that it permits
authentication information for a number of different software
programs to be held on a single authentication device, and
the software can not be used without the correct decryption
key and the appropriate password. Hence, 1f a person only
has a copy of the software and either no decryption key or
the wrong password, the software will not operate. Hence,
the invention reduces the likelihood of software being
illegally copied, for example by making copies of a CD-ROM,
as the CD-ROM is useless without the appropriate password and

decryption key.
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A further advantage is that the user can use the software on
any computer provided that the identification device is used
in conjunction with the software. This enables a user to run
the software on any computer but also has the advantage of
ensuring that the software can only run on on computer at

any one time as the identification device is required to run

the software.
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CLAIMS

1. A computer software activation system comprising an
authentication device, a writing device for writing to the
authentication device, the writing device being coupled to a
first computer, the first computer controlling the writing
device to write authentication information to the
authentication device, the authentication information written
to the authentication device ©permitting corresponding

software to be activated on a second computer.

2. A computer software activation system according to Claim
1, wherein the first computer accesses a remote computer to
obtain the authentication information from the remote
computer, and the authentication information obtained is
written by the first computer to the authentication device

via the writing device.

3. A computer software activation system according to Claim
2, wherein the connection between the first computer and the

remote computer 1is a secure connection.

4. A computer software activation system according to Claim
2 or 3, wherein the information passed between the remote

computer and first computer is encrypted.

5. A computer software activation system according to any

of the preceding claims, wherein the authentication device
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stores authentication information relating to a number of

different computer software programs.

6. A computer software activation system according to any
of the preceding claims, wherein the authentication device

contains a processor.

7. A computer software activation system according to Claim
6, wherein the authentication device is a Smart Card or a

Java Card.

8. A method of authenticating computer software comprising
inserting an authentication device into an authentication
device reader coupled to a computer on which the software is
installed, the computer, in response to a request from the
software for authentication information, obtaining from the
authentication device reader the authentication information
from the authentication device prior to or during
initialisation of the software, the computer supplying the
authentication information to the software and the software
confirming to the computer that the authentication
information from the authentication device permits the

software to be run on the computer.

9. A method according to Claim 8, wherein the
authentication device stores authentication information

relating to a number of different computer software programs.
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10. A computer software activation system according to any
of claims 1 to 7, or a method of authenticating computer
software according to claim 8 or claim 9, wherein the

authentication information comprises a password.

11. A computer software activation system according to any
of claims 1 to 7, or a method of authenticating computer
software according to any of claims 8 to 10, wherein the
software 1is encrypted and the authentication information
comprises a decryption key to permit decryption of the

software.

12. A computer software activation system according to any
of claims 1 to 7, or a method of authenticating computer
software according to any of claims 8 to 11, wherein the
authentication information comprises a portion of the

software without which the software will not operate.
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