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Fig. 1 

Ifl (57) Abstract: In an access control system, a mobile electronic device (2) receives a data signal comprising a lock ID and a lock 
status identifier when the mobile electronic device (2) is within radio range of an electronic lock (8). The mobile device (2) generates a 
server message which comprises the lock ID, the lock status identifier and a device ID of the mobile electronic device (2). The mobile 
electronic device (2) transmits the server message to a data processing device (6) which stores a status of the electronic lock (8) based 
on an evaluation of the lock status identifier. The data processing device (6) generates a confirmation message containing an electronic 
code for activating the electronic lock (8) if the electronic lock (8) is inactive and the device ID in the user data file is assigned to 
the lock ID, and containing a user message if the electronic lock (8) is active or the user (4) has no access authorisation to enter the
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restricted access zone assigned to the electronic lock (8).  

(57) Zusammenfassung: In einem Zugangskontrollsystem empfangt ein mobileselektronisches Gerdt (2) ein Datensignal mit einer 
Schloss-Kennung und einem Schloss-Zustandsbezeichner, wenn es in Funkreichweite zum elektronischen Schloss (8) ist. Das mobi
le Gerdt (2) erzeugt eine Server-Nachricht, die die Schloss-Kennung, den Schloss-Zustandsbezeichner und eine Gerdte-Kennung des 
mobilen elektronischen Gerts (2) umfasst. Das mobile elektronische Gerdt (2) sendet die Server-Nachricht zur Datenverarbeitungs
einrichtung (6), die einen Zustand des elektronischen Schlosses (8) basierend auf einer Auswertung des Schloss-Zustandsbezeichners 
speichert. Die Datenverarbeitungseinrichtung (6) erzeugt eine Besttigungsnachricht, die einen elektronischen Code zum Aktivieren 
des elektronischen Schlosses (8) enthilt, wenn das elektronische Schloss (8) in einem inaktiven Zustand ist und die Gerte-Kennung in 
der Nutzerdatei der Schloss-Kennung zugeordnet ist, und die eine Nutzernachricht enthlt, wenn das elektronische Schloss (8) im akti
ven Zustand ist oder der Nutzer (4) keine Zugangsberechtigung zur dem elektronischen Schloss (8) zugeordneten zugangsbeschrnkten 
Zone hat.
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Access control system having automatic status update 

1. FIELD OF THE INVENTION 

The technology described here relates generally to an access control system for a build

5 ing. Exemplary embodiments of the technology relate in particular to an access control 

system with an electronic lock which can be actuated by a mobile device and a method 

for operating such an access control system.  

2. BACKGROUND OF THE INVENTION 

10 In known access control systems, doors are fitted with electronic door locks. US patent 

9,077,716 for example describes an access control system in which a mobile device com

municates with an electronic door lock by means of a Bluetooth or WLAN radio connec

tion and with a web server by means of a WAN (wide area network) radio connection 

(e.g. GSM) in order to open the electronic lock. To this end, the mobile device sends its 

is device identifier and the identifier of the electronic lock to the web server which checks 

the access authorization and sends a coded response consisting of a lock command, the 

lock identifier and a code pattern to the mobile device. The mobile device checks whether 

the lock identifier is known and if this is the case, activates an opening button to be 

pressed by the user. If this is pressed within a specified time, the mobile device sends the 

20 lock command and the code pattern to the electronic lock. If the lock identifies the lock 

command and the code pattern as valid, it is opened and the web server receives a confir

mation via the mobile device. If the lock is already open however, the web server con

tains an error message.  

25 This access control system offers a certain user friendliness since the user need not carry 

a conventional key with him and note any access code. Instead, the mobile device which 

many users already carry with them for communication purposes in any case affords the 

function of a key. In order to enable this user friendliness, the access control system re

quires a complex communication process including the sending of a confirmation or error 

30 message to the web server depending on whether the door was closed or open. There is 

therefore a need for a different, less complex technology.  

3. SUMMARY OF THE INVENTION 

One aspect of present invention makes available an access control system comprising an
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electronic lock and a data processing device. The electronic lock is arranged on an access

restricted zone, has an active and an inactive state and comprises a radio transceiver. The 

radio transceiver is configured to automatically emit a data signal which can be picked-up 

/ received by a mobile electronic device when in radio transmission range and to receive 

5 an electronic code from such mobile electronic device, wherein the data signal comprises 

a lock identifier and a lock state designator. The data processing device contains a data

base which stores the state of the electronic lock and comprises a user file in which a user 

is assigned at least one access authorization to an access-restricted zone. The mobile elec

tronic device is provided for communication with the electronic lock and the data pro

10 cessing device, wherein the mobile electronic device is assigned to the user and during 

operation generates a server message which comprises the lock identifier, the lock state 

designator and a device identifier of the mobile electronic device. The data processing de

vice is configured to generate a confirmation message, which contains an electronic code 

for activating the electronic lock when the electronic lock is in the inactive state and the 

is device identifier in the user file is assigned to the lock identifier, and which contains a 

user message when the electronic lock is in the active state or the user has no access au

thorization to the access-restricted zone assigned to the electronic lock.  

In a further aspect, the present invention provides a method for operating an access con

20 trol system as noted above. In this access control system, a mobile electronic device re

ceives a data signal with a lock identifier and lock state designator when it is within radio 

range of the electronic lock. The electronic lock is configured to broadcast such signal au

tomatically (ie without having to receive a request made through or by the mobile elec

tronic device). The mobile device generates a server message which comprises the lock 

25 identifier, the lock state designator and a device identifier of the mobile electronic device.  

The mobile electronic device sends the server message to the data processing device 

which stores a state of the electronic lock based on an evaluation of the lock state desig

nator. The data processing device thereafter generates a confirmation message which con

tains an electronic code for activating the electronic lock when the electronic lock is in an 

30 inactive state and the device identifier in the user file is assigned to the lock identifier and 

which contains a user message when the electronic lock is in the active state or the user 

has no access authorization to the access-restricted zone assigned to the electronic lock.  

The technology described here creates an access control system with an improved
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monitoring and updating of the state of an electronic lock. As soon as the mobile elec

tronic device and the electronic lock come into radio contact, the mobile electronic device 

picks-up and relays the lock state designator of and broadcast by the electronic lock to the 

data processing device. The data processing device then updates the state of this elec

5 tronic lock in its database. In other words, therefore, each electronic lock itself ensures 

that the database stores its current state through interaction with the mobile device. This 

process takes place automatically without the user having to be active.  

In order to be able to store the current state in the data processing device, the lock state 

10 designator is evaluated, for example, by a processor in the data processing device. The 

evaluation is thus made centrally in the data processing device so that the mobile elec

tronic device can relay the state designator without evaluation.  

The automatic state updating is advantageous if several persons are located in the build

15 ing and for example are located on a floor near a door with an electronic lock or are pass

ing by. If their mobile electronic devices come within the radio range of the electronic 

lock, each mobile electronic device generates a server message and sends it to the data 

processing device. After receiving each server message and evaluating the lock state des

ignator contained therein, the data processing device stores the state of the electronic 

20 lock. Each mobile electronic device therefore contributes to the stored state of the elec

tronic lock being up-to-date and specifically independently of whether its user wishes ac

cess to a door or not.  

In one embodiment the mobile electronic device sends the confirmation message to the 

25 electronic lock when the electronic lock is in the inactive state and the device identifier in 

the user file is assigned to the lock identifier. The electronic lock is then activated when 

the electronic code of the confirmation message agrees with a reference code stored in the 

electronic lock. This is also accomplished in one embodiment without assistance of the 

user. As long as the mobile electronic device is located in the radio range of the electronic 

30 lock, it is not necessary for the user to make use of the mobile electronic device or move 

towards the electronic lock.  

In a modification to the previous embodiment it can be provided in one embodiment that 

the user has to bring the mobile electronic device into the vicinity of the electronic lock
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when this lock is to be activated. In this embodiment the mobile electronic device sends 

the confirmation message to the electronic lock when the mobile electronic device is at a 

distance from the electronic lock which is shorter than a specified maximum distance .  

The electronic lock is activated when the electronic code of the confirmation message 

5 agrees with a reference code stored in the electronic lock. These alternatives regarding 

what the user has to do when access to a zone is desired, allow the access control system 

to adapt flexibly to the requirements in a building.  

The technology described also allows flexibility with regard to the manner whether and 

10 how the user is to be informed. In one embodiment the information is accomplished by 

means of the mobile electronic device which the user carries with him. The mobile elec

tronic device generates the notification based on the confirmation message. The notifica

tion can be presented visually and/or audibly, e.g. by means of at least one notification 

type, wherein the notification type is selected from a group comprising text, symbols, pic

15 tograms, speech, tones and sounds.  

In one embodiment, the confirmation message contains, in addition to the electronic 

code, a further electronic code which is stored in the electronic lock and is valid for a fu

ture activation of the electronic lock. The further electronic code constitutes the reference 

20 code for the future activation. This enables a flexible choice of a desired security level. If 

a high security level is desired, the electronic code can only be used once on the elec

tronic lock. If the electronic lock is to be activated again thereafter, the electronic code 

sent with the confirmation message must then correspond to the further electronic code 

(reference code). If a lower security level is desired, the reference code can be replaced, 

25 for example, after a certain usage time or after a certain number of activations of the elec

tronic lock by the further electronic code.  

In one embodiment the radio communication between the mobile electronic device and 

the electronic lock is based on a Bluetooth standard. In particular smartphones are fitted 

30 with this radio technology so commercially available devices can be used for the technol

ogy described here.  

Various aspects of the improved technology in accordance with the various aspects of the 

invention are explained in detail hereinafter with reference to embodiment in conjunction
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with the figures. In the figures the same elements have the same reference numbers.  

4. BRIEF DESCRIPTION OF THE DRAWINGS 

Fig.1 shows a schematic diagram of an exemplary access control system combined with 

5 several building doors; 

Fig. 2 shows a schematic diagram of an embodiment of an electronic lock; and 

Fig. 3 shows a flow diagram of an embodiment of a method for operating the access 

control system.  

10 5. DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION 

Figure 1 shows a schematic diagram of an exemplary access control system 1 combined 

with a building of which only doors 10 are shown for diagrammatic reasons. The access 

control system 1 shown in Fig. 1 comprises electronic locks 8, a mobile electronic device 

2 (hereinafter also designated as mobile device 2) which a user 4 carries with him and a 

15 computer system 6, hereinafter designated as server 6, which has a data memory 18 and a 

processor 20. Each electronic lock 8 has an individual identifier which uniquely charac

terizes the lock 9 and is stored in an internal memory 34 and two states (an open/unlocked 

state and a closed/locked state). These states are represented by a lock state designator 

(hereinafter also called "state designator"). In the situation shown the user moves towards 

20 the doors 10 which is indicated by an arrow 12. Figure 1 additionally shows symbols for 

radio connections 14, 15, 16, 17 which are used for wireless communication in the access 

control system 1.  

The doors 10 delimit zones or spaces to which only authorized persons have access from 

25 regions which are subjected to no or a different access restriction. The doors 10 can be 

building outer doors or building inner doors. Depending on the use of the building, for ex

ample as a residential and/or commercial building, the doors 10 in the building interior 

can be apartment doors, floor doors or office doors. The situation shown in Fig. 1 can, for 

example, exist on a hallway of a building floor from which individual apartments or of

30 fices can be entered. The person skilled in the art identifies that examples of application 

instead of a door 10, a barrier, a gate, a turnstile or another type of barrier can be used to 

either block or release access. In the embodiment shown each door 10 has an electronic 

lock 8 for locking the door 10.
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In the situation shown in Fig. 1 the technology described here can advantageously be used 

to operate the access control system 1 with the lowest possible complexity and to grant 

the user 4 convenient access to the desired zone. Summarized briefly and as an example, 

the operation of the access control system takes place as follows: when the user 4 moves 

5 in the building, his mobile device 2 receives from each door 10 which he approaches or 

which he passes-by its lock identifier and the relevant lock state designator. The mobile 

device 2 sends the received information together with its device identifier to the server 6 

which then stores the state of the door 10 or its electronic lock 8 and checks whether the 

user 4 is access-authorized to the door 10. If this is the case, the server 6 sends an elec

10 tronic code for further use to the mobile device 2. In one embodiment the mobile device 

2 sends the code automatically to the electronic lock 8 in order to activate or open this. If 

the user 4 desires access to this now unlocked door 10, he can pass through it into the ac

cess-restricted zone. In another embodiment, the electronic lock 8 is only activated, for 

example, when the user 4 holds the mobile device 2 relatively close (e.g. at a distance of 

is several centimetres) to the electronic lock 8.  

Since each lock 8 automatically sends, in addition to its lock identifier, also its lock state 

designator and specifically regardless of whether the user 4 desires access to a door 10 or 

not, the states of the doors 10 are automatically updated in the server 6. Particularly when 

20 several users 4 are located on the building floor and are going past the doors 10, the 

crowd of users 4 communicates with the server 6. The server 6 uses the plurality of re

ceived lock state designators to continuously update the states of the doors 10 and specifi

cally without the users 4 needing to be active.  

25 For its function in the access control system 1 the mobile device 8 is fitted with corre

sponding hardware (e.g. one or more radio modules) and corresponding software (e.g.  

one or more application programs or application-specific software (also designated as 

"App")). Depending on the configuration of the mobile device 2, for example, each radio 

module and each App can be selectively activated and deactivated via a graphical user in

30 terface (also designated as graphical user interface, GUI) of the mobile device 2. The mo

bile device 2 can, for example, be a mobile telephone, a smartphone, a tablet PC, a smart

watch, glasses with a miniature computer or another computer-assisted device worn on 

the body (also designated as "wearable device").
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As mentioned, communication in the access control system 1 takes place by means of the 

radio connections 14, 15, 16, 17 wherein the radio connections 16, 17 are used for com

munication between the electronic lock 8 and the mobile device 2 and the radio connec

tions 14, 15 are used for communication between the mobile device 2 and the server 6.  

5 The radio connections 16, 17 can, for example, be based on a known radio technology for 

short distances, e.g. Bluetooth, NFC (near field communication), WiFi/WLAN or RFID 

technology. The radio connections 14, 15 can, for example, be based on a known radio 

technology for mobile telephone/data communication, e.g. according to a mobile radio 

standard for GSM (global system for mobile communications), UMTS (universal mobile 

10 telecommunications system) or LTE (long term evolution).  

In one embodiment, the electronic lock 8 comprises a radio module which is based on 

Bluetooth technology. Accordingly, the mobile device 2 is configured for a communica

tion based on Bluetooth technology. If the mobile device 2 is, for example, a Smartphone, 

is the user 4 can selectively activate and deactivate the Bluetooth function via the graphical 

user interface of the Smartphone. In the activated state the radio module continuously 

sends the individual lock identifier (e.g. "ID: 12345") together with the lock state desig

nator (e.g. "status: closed") for example in the form of a digital data signal. The mobile 

device 2 receives the digital data signal when it is in radio range; i.e. the data signal sent 

20 by the electronic lock 8 has a signal strength (expressed by an RSSI value (received sig

nal strength indicator) at the location of the mobile device 2 (receiving location) which is 

greater than a threshold value specified for a secure receipt.  

The mobile device 2 (e.g. one or more installed software applications) generates from the 

25 received lock identifier, the received lock state designator and its device identifier a digi

tal data signal (server message) and sends it by means of the radio connection 15 to the 

server 6. The processor 20 of the server 6 processes this data signal (server message) and 

controls the storage of the lock state designator in the data memory 18. In one embodi

ment the server 6 is a computer system which provides computer functionalities such as 

30 service programs, data or other resources (e.g. access to a file system or a database) so 

that other computers (e.g. the mobile device 2) or programs ("clients") can access them 

via a network 22. Standardized transfer protocols (e.g. HTTP, HTTPS) and network pro

tocols such as, for example, IP and TCP are used as transfer methods. The general func

tion of a server is known to the person skilled in the art so that only the aspects which
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seem helpful for an understanding of the technology described here are discussed.  

The data memory 18 stores in a database a user file in which it is specified for each user 4 

of the building at which door 10 the user 4 is access-authorized. A user 4 can also be ac

5 cess-authorized to several doors 10. In one embodiment each mobile device 2 and there

fore each device identifier is allocated to a user 4. For this a first group of datasets is 

placed in the user files wherein in one dataset at least one door 10 at which the user 4 is 

access-authorized is assigned to a device identifier. In one embodiment a second group of 

datasets is placed in the user file wherein for each door 10 there exists a dataset which 

10 stores the state (e.g. open/closed or unlocked/locked) of the door 10 in the form of the 

lock state designator. With the aid of the user file it can thus be checked inter alia whether 

the user 4 of the mobile device 2 is access-authorized for the door 10. Alternatively to 

such an organisation of the datasets into two groups, the datasets can also be organized in 

a single group in another embodiment.  

15 

In one embodiment, the server 6 is arranged in the building in order to process and store 

data locally. Communication with the mobile device 2 can then be made, for example, via 

a WiFi/WLAN radio connection or a mobile radio network connection. The access con

trol system 1 can thus be considered as a central/local access control system 1 intended 

20 for a building. The functions of the server 5 can, for example, be integrated in a building 

server which executes further building-specific functions.  

In another embodiment, the server 6 is arranged outside the building, for example in a re

mote service centre which, along with other services also executes access control for the 

25 building. The service centre can execute these services for one or more buildings. Com

munication with the mobile device 2 can then be accomplished, for example, via a radio 

connection by means of a mobile radio network or by means of a combination of 

WiFi/WLAN and WAN, including the internet. The access control system 1 can thus be 

viewed as a decentralized access control system 1.  

30 

The server 6 stores the state of the electronic key 8 and its processor 20 generates a con

firmation message which the server 6 sends to the mobile device 2. The content of the 

confirmation message depends on the state of the electronic key 8 and on the access au

thorization of the user 4. The confirmation message contains, for example, an electronic
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code for activating the electronic lock 8 when the electronic lock 8 is in the inac

tive/closed state and the device identifier in a user file is assigned to the lock identifier; 

this also means that the user 4 is access-authorized. If, on the other hand the electronic 

lock 8 is in the active/open state and the user 4 has no access authorization to the access

5 restricted zone assigned to the electronic lock 2, the confirmation message contains a user 

message which informs the user 4 of this.  

Figure 2 shows an embodiment of the electronic lock 8 with a latchkey 24 such as can be 

used on the door 10. A door leaf 10a and a door frame lOb are shown of the door 10. The 

10 person skilled in the art identifies that instead of the latchkey 24, another possible handle, 

for example, a doorknob or a handle recess can be provided to open the door 10. If the 

door 10, in another embodiment, is fitted with a drive motor, a possible handle on the 

door 10 can possibly be dispensed with. For diagrammatic reasons a possibly provided 

strike plate, a door handle and a possibly provided bolt are not shown. When the door 10 

15 is closed in one embodiment the door handle and/or the bolt engage in the strike plate of 

the door frame lOb. The electronic lock 8 can also be arranged completely or partially in 

the door frame lOb.  

On the door leaf side, Fig. 2 additionally shows a radio module 30 (shown as transceiver 

20 TX/RX) and an unlocking device 26 which is coupled to the radio module 30 via a con

nection 28. The radio module 30 (e.g. as Bluetooth radio module) is provided for commu

nication with the mobile device 2 by means of the radio connections 16, 17. The part of 

the door frame 1Ob shown in Fig. 2 is, for example, integrated in a building wall and 

comprises an unlocking device 32. The unlocking device 32 is optional since depending 

25 on the configuration of the electronic lock 8, either the door frame lOb or the door leaf 

10a can contain an unlocking device (26, 32). If the unlocking device 32 is present on the 

frame side, the radio module 30 can also be arranged on the door frame Ob.  

The unlocking devices 26, 32 have an electromechanical mechanism which in one em

30 bodiment contains an electromagnetically activatable barrier or an electromagnetically ac

tivatable bolt or pin. In another embodiment, the electromechanical mechanism can com

prise an electric motor which drives a bolt or pin. The electric motor can, for example, 

push the bolt into the strike plate of the door frame lOb and withdraw it from this. The 

electromechanical mechanism can be activated by a control signal (hereinafter also
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designated as activation signal). The control signal can, for example, be generated by the 

unlocking device 26 itself or received by the mobile device 2.  

For diagrammatic reasons the doors 10 shown in Fig. 1 and Fig. 2 are shown with latch

5 keys 24 as possible handles so that the user 4 can open the desired door 10. The person 

skilled in the art identifies that a door 10 can, for example, be fitted with an electric (mo

tor) drive which automatically opens and closes the door 10 without assistance of the user 

4 as soon as the electronic lock 8 is unlocked. Depending on the configuration, a possible 

handle can possibly be omitted. The door 10 can, for example, be configured as a sliding 

10 door which can be slid laterally by a sliding mechanism after unlocking.  

The electronic lock 8 contains a processing device 36 and an internal memory 34 which 

in one embodiment is arranged in the unlocking device 26, 32 or are connected to said de

vice. The internal memory 34 stores the lock identifier, the lock state designator and an 

15 electronic reference code. The processing device 36 checks whether an electronic activa

tion code received by the mobile device 2 agrees with the stored electronic reference 

code. If this is the case, the electronic lock 8 is activated.  

With the understanding of the above-described fundamental system components and their 

20 functionalities, a description of an exemplary method for operating the access control sys

tem 1 is made in the following. The description is made with reference to a user 4 who 

wishes to enter at a door 10, for example to his office. This access authorization and pos

sible others are stored in the user file for this user 4. The user 4 carries the mobile device 

2 with him and has activated the software application and the radio modules (e.g. for 

25 Bluetooth communication and mobile radio communication). The method begins in a step 

Si and ends in a step S10.  

When the user 4 with his mobile device 2 moves towards a door 10, in a step S2 the mo

bile device 2 receives a data signal emitted by the electronic lock 8 with its lock identifier 

30 and lock state designator. The lock state designator specifies whether the lock 8 has a sta

tus/state "open"/"active" or a status/state "closed"/"inactive". In this embodiment the 

electronic lock 8 and the mobile device 2 communication via a Bluetooth radio connec

tion.
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In a step S3 the mobile device 2 generates from this and its own device identifier a server 

message and sends this to the server 6 in a step S4. The mobile device 2 sends the server 

message according to a specified protocol for mobile radio communication to a radio net

work access node which relays the server message to the server 6. The person skilled in 

5 the art is familiar with the fundamental operating mode of the communication between 

the mobile device 2 and the server 6 from the field of mobile radio communication so that 

extensive explanations do not seem necessary.  

When the server 6 receives the server message from the mobile device 2, it analyzes the 

10 server message to obtain from this the device identifier, the lock identifier and the state 

designator. The server message therefore specifies from which mobile device 2 is was 

sent (device identifier), which electronic lock 8 is involved (lock identifier) and in which 

state the electronic lock 8 is located (state designator). It is therefore also known that the 

user 4 of the mobile device 2 is located in the vicinity of the electronic lock 8 with this 

is lock identifier. Since the mobile device 2 is assigned to the user 4, the server 6 determines 

the identity of the user 4 with the aid of the user file.  

In a step S5 the server 6 stores the state of the electronic lock 8 in the database 18. As a 

result of this storage a possibly stored state for this electronic lock 8 is overwritten. Ac

20 cordingly, the current state of the electronic lock 8 is stored in the database 18.  

In a step S6 the server 6 checks using the stored state of the electronic lock 8 whether the 

electronic lock 8 is active, i.e. open/unlocked or inactive, i.e. closed/locked. In addition, 

in step S6 the server 6 checks using the device identifier and/or the determined identity of 

25 the user 4 whether the user 4 is access-authorized at the door 10 to which the electronic 

lock 8 is assigned. An access authorization exists, for example, when the device identifier 

or the identity of the user 4 in the user file are assigned to the lock identifier. If both con

ditions are satisfied, the method proceeds along the yes branch to a step S7. If on the 

other hand they are not satisfied, the method proceeds along the no branch to a step S9.  

30 

Depending on the result of the examination in step S6, the server 6 generates a confirma

tion message. If the electronic lock 8 is in the inactive/closed stat and if the user 4 is ac

cess-authorized, the server generates an electronic activation code in step S7. In one em

bodiment the activation code is only valid at this electronic lock 8. The validity can be
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subject to time restrictions, for example, it can be valid only at specific times (e.g. during 

business hours) or only for a specified time duration. The confirmation message gener

ated by the server 6 comprises the activation code, including possible time restrictions, 

the lock identifier and possibly the device identifier of the mobile device 2 to which the 

5 server 6 sends the confirmation message.  

In one embodiment the confirmation message comprises a further electronic code in ad

dition to the electronic activation code. This further electronic code is transmitted to

gether with the activation code to the electronic lock 8 and stored in the internal memory 

10 of the electronic lock 8. The further electronic code is valid for a future activation of the 

electronic lock 8, for example, the activation following the instantaneous activation. For 

this following activation the further electronic code forms the reference code.  

If the electronic lock 8 is in the active/open state or the user 4 is not access-authorized, in 

15 step S9 the server 6 generates a user message. An activation code is not necessary in these 

situations. Depending on the configuration of the system, the user message can have dif

ferent contents. The user message can inform the user 4, for example that the door 10 is 

open or that he has no access authorization for it. When the mobile device 2 receives the 

user message, it can generate a visual and/or audible notification from this. The notifica

20 tion can be formed by at least one type ofnotification which is selected from a group 

comprising text, symbols, pictograms, speech, tones and sounds. Alternatively to this or 

additionally, the electronic lock 8 can have a device for such a type of notification (e.g. an 

LED display for different colours (e.g. red, green) or an LCD display in each case with or 

without loudspeaker or buzzer).  

25 

In a step S8 the mobile device 2 receives the confirmation message which either com

prises the activation code generated in step S7 or the user message generated in step S9.  

The communication between the server 6 and the mobile device 2 is made by means of 

the above-described mobile radio communication.  

30 

If the confirmation message contains the activation code for the door 10 near which the 

user 4 is located, if the activation code agrees with the reference code, the electronic lock 

8 can thus be unlocked and the door 10 thereby opened. The state of the electronic lock 8 

is now active or unlocked; the lock state designator follows this change of state. The state
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designator remains in this state until the door 10 is closed again and the electronic lock 8 

is locked.  

As already mentioned above, in one embodiment the mobile device 2 can automatically 

5 and without further assistance of the user 4, send the activation code to the electronic lock 

8 in order to activate or open this. In this embodiment the mobile device 2 transmits with 

a transmission power so that the electronic lock 8 can receive the confirmation message.  

The transmission power is selected so that a radio transmission is possible over a distance 

of about 50 cm to a few metres. A distance of about 50 cm to about 1 meter can exist, for 

10 example, if the user 4 approaches a door 10 on a floor hallway or goes past this.  

In another embodiment the mobile device 2 sends the activation code with a transmission 

power which is provided for a radio connection over a short distance. In this case, the 

user 4 must hold the mobile device 2 relatively close to the electronic lock 8 if he wishes 

is to access at this door 10. For this purpose, a maximum distance can be specified in one 

embodiment. A radio connection comes about when a distance between the electronic 

lock 8 and the mobile device 2 is shorter than the specified maximum distance. Depend

ing on the configuration, the maximum distance can be between about 0 cm and about 10 

cm, wherein a distance of 0 cm means that the mobile device 2 is touching the electronic 

20 lock 8. The transmission power is adapted to this maximum distance.  

When the door 10 is unlocked, the user 4 can open the door 10 and enter the access-re

stricted zone through it. In this state or during this process the electronic lock 8 sends its 

lock identifier and the lock state designator (accordingly: "open"/"unlocked"). As soon as 

25 the mobile device 2 of the user 4 has sent the activation code, it can again receive the lock 

identifier and the lock state designator of the electronic lock 8 since it is still in radio 

range. The mobile device 2 sends this information to the server 6 which then updates the 

status for this electronic lock 8 in the database as described above. If, for example, the 

user 4 has entered the access-restricted zone and then closes the door 10 after him, The 

30 state designator characterizes the closed/locked state of the door 10. The server message 

sent by the mobile device 2 then causes the server 6 to update the status in the database 

(e.g. set to "closed/locked").  

If further mobile devices 2 are located in radio range of the electronic lock 8, each mobile
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device 2 receives the lock identifier and the lock state designator of this electronic lock 8 

and communicates it to the server 6. Each of these mobile devices 2 thus contributes to 

the server 6 storing the current state of the electronic lock 8 and specifically regardless of 

whether the user thereof wishes access to the door 10. This can be helpful, for example, 

5 when the mobile device 2 of the user 4 who is going through the door 10 cannot receive 

the lock identifier and the lock state designator sent by the electronic lock 8. The user 4 

can, for example, go too quickly through the door 10 so that at the transmission time of 

the electronic lock 8 the mobile device 2 is outside the radio range. In this case, the mo

bile device 2 sends no server message and there is no updating of the status in the server 

10 6. The database can, for example, still display the status "open" although the door 10 is 

already closed again and the electronic lock 8 is locked.
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Patent claims 

1. A method for operating an access control system which comprises an electronic 

lock having an active and an inactive state at an access-restricted zone, the electronic lock 

5 having a radio transceiver configured for automatically emitting data signals containing a 

lock state designator and a lock identifier, a data processing device with a database con

figured to store the state of the electronic lock and a user file in which a user is assigned 

at least one access authorization to an access-restricted zone, and a mobile electronic de

vice to be carried by the user and which has a device identifier and is configured for 

10 communication with the electronic lock and the data processing device, wherein the 

method comprises the following steps: 

- receiving, by the mobile electronic device, the data signal emitted by the electronic lock 

radio transceiver, when the mobile electronic device is within radio range of the elec

tronic lock; 

15 - generating a server message by the mobile electronic device, the server message com

prising the lock identifier, the lock state designator and the device identifier of the mobile 

electronic device; 

- sending the server message by the mobile electronic device to the data processing de

vice in a first radio transmission; 

20 - storing the state of the electronic lock in the data processing device based on an evalua

tion of the lock state designator contained in the server message; 

- generating a confirmation message by the data processing device, wherein the confirma

tion message: 

contains an electronic code for activating the electronic lock when the electronic 

25 lock is in the inactive state and the device identifier in the user file is assigned to 

the lock identifier and 

contains a user message when the electronic lock is in the active state or the user 

has no access authorization to the access-restricted zone assigned to the electronic 

lock; and 

30 - receiving, by the mobile device, a second radio transmission containing the confirma

tion message.  

2. The method according to claim 1, further comprising: 

- sending the confirmation message by the mobile electronic device to the electronic lock
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radio transceiver when the electronic lock is in the inactive state and the device identifier 

in the user file is assigned to the lock identifier; and 

- activating the electronic lock when the electronic code contained in the confirmation 

message agrees with a reference code stored in the electronic lock.  

5 

3. The method according to claim 1, further comprising: 

- sending the confirmation message by the mobile electronic device to the electronic lock 

radio transceiver when the mobile electronic device is at a distance from the electronic 

lock which is shorter than a specified maximum distance; and 

10 - activating the electronic lock when the electronic code contained in the confirmation 

message agrees with a reference code stored in the electronic lock.  

4. The method according to any one of claims 1 to 3, further comprising the data 

processing device evaluating the lock state designator in order to store the state of the 

15 electronic lock in the data processing device.  

5. The method according to any one of the preceding claims, further comprising 

generating a user information notification by the mobile electronic device, wherein the 

generation of the notification is based on a content of the confirmation message.  

20 

6. The method according to claim 5, further comprising presenting the user infor

mation notification by at least one notification type, wherein the notification type is se

lected from a group comprising text, symbols, pictograms, speech, tones and sounds.  

25 7. The method according to any one of the preceding claims, wherein several mo

bile electronic devices are in the radio range of the electronic lock, wherein each of the 

several mobile electronic devices is configured to generate a server message in accord

ance with claim 1 and sends it to the data processing device, and wherein the data pro

cessing device, after receiving each such server message and evaluating the lock state 

30 designator contained therein stores the state of the electronic lock.  

8. The method according to any one of the preceding claims, wherein the confirma

tion message contains, in addition to the electronic code, a further electronic code which 

is stored in the electronic lock and is valid for a future activation of the electronic lock.
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9. An access control system, comprising: 

- an electronic lock which is located at an access-restricted zone, has an active 

and an inactive state and comprises a radio transceiver configured to emit a data signal 

5 and receive an electronic code, wherein the data signal comprises a lock identifier and a 

lock state designator; 

- a mobile electronic device assigned to a user configured for (i) receiving data 

signals emitted by the electronic lock transceiver when within radio range of the elec

tronic lock transceiver, (ii) during operation generating and wirelessly transmitting a 

10 server message which comprises the lock identifier, the lock state designator and a device 

identifier of the mobile electronic device, (iii) wirelessly receiving signals containing a 

confirmation message and (iv) wirelessly transmitting signals to the electronic lock trans

ceiver containing the electronic code; and 

- a data processing device with a database which stores the state of the electronic 

is lock received via the mobile electronic device and comprises a user file in which the user 

is assigned at least one access authorization to an access-restricted zone, wherein the data 

processing device is configured for receiving and analysing the server message to obtain 

from this the device identifier, the lock identifier and the state designator, and wherein the 

data processing device is arranged for wireless communication with the mobile electronic 

20 device and for generating the confirmation message, wherein the confirmation message: 

contains the electronic code for activating the electronic lock when the electronic 

lock is in the inactive state and the device identifier in the user file is assigned to 

the lock identifier; and 

contains a user message when the electronic lock is in the active state or the user 

25 has no access authorization to the access-restricted zone assigned to the electronic 

lock.  

10. The access control system according to claim 9, wherein the electronic lock has a 

storage device which stores the lock identifier and an electronic reference code, and a 

30 processing device configured to activate the electronic lock when the electronic code of 

the confirmation message agrees with the electronic reference code.  

11. The access control system according to claim 9 or 10, wherein the electronic lock 

has an unlocking device configured to unlock a door in the active state and locks the door
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in the inactive state.  

12. The access control system according to any one of claims 9 to 11, wherein the ra

dio transceiver of the electronic lock is configured to receive the electronic code when the 

5 mobile electronic device is at a distance from the electronic lock which is shorter than a 

specified maximum distance.  

13. The access control system according to any one of claims 9 to 12, wherein the ra

dio transceiver of the electronic lock comprises a radio module for communication ac

10 cording to a Bluetooth standard.
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