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(54) Data communication system

(67) Stations (3) are connected in a
series configuration. A station which
wishes to transmit waits until it detects
a “token”, a signal pattern present only
when no station is transmitting,
converts it into a “connector’’ and then
transmits its own data. The token
contains two instances of a first
sequence of signals (GO AHEAD) which
does not occur eisewhere in the
transmissions of the system. To convert
the token into a connector each
instance of this sequence is changed as
it passes in its last bit position into a
second sequence (FLAG). This
arrangement offers good security
against corruption of transmitted data
causing a connector to be mistaken for
a token while at the same time keeping
short the time needed to recognise and
change the token.
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SPECIFICATION

Improvements in or relating to data communication
systems

This invention relates to data communication sys-
temsin which a plurality of stations are connected
transmission links in a single series configuration
such asaring orloop.

One known control procedure for allowing a station
access to the transmission medium when it wishes to
transmit uses what will be termed herein a “token”,
namely a pattern of signals which is present only
when no station is transmitting. A station which
wishes to transmit changes the token to another
pattern which will be termed a “connector” and then
transmits its data.

In orderto ensure thatthe minimum delay to the
message flow is introduced in changing the token into
aconnector, the token and the connector differ only at
the final bit position. However, the system is relatively
vuinerable to noise or erroneous operation since only
one bit need be corrupted to change aconnectorinto a
token orvice versa.

According to this invention there is provided a
method of data transmission in a system comprising a
plurality of stations connected in a series configura-
tion by transmission links, in which method datais
transferred serially in one direction only along the
series configuration of stations and a station starts to
transmit data from itself in response to detection of a
token comprising a plurality of first sequences of
signals, each instance of afirst sequence occurring
onlyin atoken and not elsewhere in transmission over
the transmissions overthe transmission links, the
station converting the token as it passes through the
stationinto a connectorin which each first sequence is
changed into a second sequence by altering the signal
in the last bit position of the first sequence, the station
thereafter transmitting the said data from itself.

This method offers greater protection than the prior
method described above against corruption of atoken
or connector causing the wrong control code to be
recognised. Butit does notintroduce any extra delay,
since in normal operation afirst sequence occurs only
in atoken and therefore, if recognised, indicates thata
token is being received. It may therefore be changed
as it passes through the station without the need to
delayitiong enough to allow the end of the token to
arrive.

There is also provided, according to the invention an
interface apparatus suitable for forming the coupling
between a station and anincoming and an outgoing
serial transmission link, the element comprising:
means for receiving data from the incoming link;
means for outputting data for transmission over the
outgoing link;
loop-through means providing a path for the transfer
of data from the receiving means to the outputting
means;
means for detecting the reception at the receiving
means of atoken comprising a plurality of first
sequences of signals;
means responsive at leastto an indication that the
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forenabling the station to supply data from itself tothe
output meansin place of data from the loop-through
path; and

means responsive at least to an indication that the
station is ready to transmit for changing atokeninto a
connector, the means changing each first sequence of
signalsinto a second sequence by altering the signal
inthe last bit position of the sequence;

the last two enumerated means each being inhibited
from operating in response to atoken if the ready-to-
transmitindication is received too late to alter the
initial first sequence of the token.

An example of a system operation in accordance
with the invention will now be described in greater
detail with reference to the accompanying drawings,
inwhich

Figure 1is an overall block diagram of the system;

Figure 2illustrates the message format;

Figure 3 illustrates certain control patterns;

Figure 4 illustrates the acknowledgementfield;

Figure 5 is a block diagram of the interface unit;

Figure 6 is a logic diagram of the acknowledgement
update circuit;

Figure7is alogicdiagram of the 5,6,7 ones
detection circuit;

Figure 8is a logic diagram of the acknowledgement
field check circuit, and

Figure 9is a logic diagram of the token-to-connector
converter circuit.

Overall system

Referring to Figure 1, the system aliows a number of
devices to communicate with one another over a ring
1. Thering 1 consists of transmission links 2 joining
stations 3 each of which contains an interface unit4 to
which the links 2 are joined, one or more devices 5,
and a controller 6 connecting the device or devices to
theinterface unit4.

Figure 1is purely anillustration of one possible
configuration and shows four stations each contain-
ing a CPU and two stations in which the controllerisan
input-output controller for one or more disc drives.
Other devices may of course be used. One special case
is a device acting as a gateway to another network. In
this case the device, although originating or receiving
messages from the point of view of the ring network,
actually transfers the information to or from another
network.

Data passes round the ring bit-serially and in one
direction only. Each interface unit4 normally func-
tions as an active repeater and retransmits onto its
outgoing link 2 the data it receives from its incoming
link 2, unless its station is transmitting, in which case it
substitutes data from its controller 6 for that received.
The interface unit also acts as a serialiser-deserialiser,
converting serial data from the ring into parallel data
forthe controller and vice versa.

The ring uses a token control mechanism in which a
station is able to transmit when it detects what will be
termed a “token”. Ifitwishes to transmit, it changes
the token to what will be termed a ““connector”. It then
sends its message out and finally relinquishes control
by sending another token.

Messages may be sent eitherto one individual
device orto several. For example, one CPU may
broadcast a message to all the other CPUs in order to
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ensurethat all the CPUs hold the same version of a
common dataitem. Itis especially importantin such a
multiprocessor system that the station originating a
message should be assured that the message has
been correctly received by all the stations for which it
isintended, and the system being described uses an
acknowledgement scheme carried out by the interface
units to provide this assurance.

Message format and transmission

Referring to Figure 2, assume a station wishes to
transmit a message. Then the interface unit4 of that
station examines the data passing round the ring until
itdetects the token, which indicates that no other
station is transmitting. In this system the token
consists of two identical eight-bit bytes, each of which
will be termed herein a “’go-ahead”, abbreviated to GA
invarious of the figures. (See also figure 3, which
shows the bit patterns of the various control codes.)
The go-ahead consists of a zero followed by seven
ones. When the interface unit detects the token it
changesitto a connectorto prevent its being
recognised by any other station. The connectoris
derived from the token by changing the last bit of each
byte to azero. The resulting pattern 01111110 for each
byte will be termed herein a ““flag”.

Afterthe interface unit has transmitted the connec-
toritceases to retransmit the data it receives from the
ring and instead transmits data provided by its
controller, preceded if desired by additional flags.
Typically the data will contain the address of the
source of the data, the address of the intended
recipient or recipients, control information and the
actual information to be passed from the source to the
recipient or recipients.

The data is followed by a frame checking sequence
(FCS) calculated from the data and designed to allow
the detection of errors introduced into the data. The
frame checking sequence is followed by aflag.

In orderto ensure that the flag and go-ahead
patterns are recognised as such itis arranged thata
sequence of six ones does not occur elsewhere in any
message over the links 2. However, itis inconvenient if
this limitation is also imposed on the data, which is
therefore allowed to take any form butundergoesa
procedure known as “bit stuffing” in the interface unit.
The interface unit breaks up sequences of six or more
ones in the data to be transmitted by inserting a zero
after every sequence of five ones. Then, on receipt, it
recovers the data by removing every zero found aftera
seqeunce of five ones. Bit stuffing is also appplied to
the frame checking sequence.

The use of aflag (as herein defined) to determine the
startend of a message, together with bit stuffing, is
well known and s, forexample, a part of HDLC, the
high-level data link control procedure thatisthe
subject of the International Standard ISO 3309-1976.

Theflag following the frame check sequence is
followed by an acknowledgement field ACK. This field
is used forthe acknowledgement scheme and is set by
the originating station to hold a countequal to the
number of stations taking partin the scheme and
expected to receive the message.

The acknowledgementfieldis followed by aflag,
which concludesthe useful dataincludedinthe
message. A normaltoken ring would atthis point
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generate the token to allow the next unitto transmitas
soon as possible. However, in this system the token is
withheld and zeroes are output while the message
circulatesroundthering.

Each interface unit which is not transmitting moni-
torsthe data on the ring for the connector. When it
detectsthe connector itknows that a message is
starting. There may be additional leading flags; when
datathatis not aflag is detected the significant past of
the data has started to arrive and the interface unit
startsto transfer it to the controller 6. It also deletes
inserted zeros and starts to recalculate the frame
checking sequence. The next flag indicates that the
transmitted frame checking sequence has been re-
ceived, and that the nextfield is the acknowledgement
field. Assume the station is taking partinthe
acknowledgement scheme. Then if its valueisthe one
expected ifthe data has been correctly transmitted,
and the station has notfailed in some otherway to
accept the message, the interface unitacknowledges
successful receipt by decreasing the countin the
acknowledgement field by one. if an error is detected

" orthe message cannot be accepted the field is left

unchanged. The same is done at each of the other
destination stations in the acknowledgement scheme.

When the message has made a complete circuit of
theringitreturnsto the originating station. That
monitors the incoming data to detect the acknow-
ledgement field but does not re-emit the data. If the
countiszero the interface unitassumes thatall the
expected stations in the acknowledgement scheme
have received the message successfully and it outputs
the token onto the ring for the next station that wishes
to transmit. But if the acknowledgement field does not
contain zero itknows that an error has occurred and
may then, since itis still in control of the ring, carry out
arecovery procedure. Forexampleitmaysend a
repeat of the message, indicated as such by a control
field, to each expected destination station in turn. Each
station responds immediately to its message to
indicate whether or notit needed the re-transmission
and if it did whether it has now received it successfully.
When all expected destinations have been polledin
this manner, if they have ali succeeded in receiving the
message the token is issued. Otherwise a more drastic
action, such as reconfiguration to eliminate a faulty
station, may be necessary.
Acknowledgement field

Referring to Figure 4, the acknowledgement field
holds the count as eight bits. The first, third, fifth and
seventh in order of transmission are the bits of the
binary value ofthe countin sequence, least significant
bit first. Each of these bits is followed by itsinverse. So
in Figure 4 the bitlabelled O is transmitted first and
holds the coefficient of 2°in the binary representation
ofthe count, the bitlabelled O holds its inverse and so
on. Thus5, for example, is held as 10011001. This
format ensures that spurious controt codes will notbe
generated even though the field is outside the section
ofthe message which undergaes bit stuffing.
Interface unit

Referring to Figure 5, the incoming transmission
link 2 for a station ends in a receiver 10 which extracts
adatasignal and a clock signal from the signal
transmitted over thelink. The clock signal derived
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from the incoming data is used by the interface unit deleting it.
only in receiving incoming data but also in transmit- Receipt of two flags indicates th start of a message.
ting its own outgoing data. When non-flag data starts it is transferred, whenever
The construction of the ring may be as described in eight bits have been assembled, from the serial
5 copending European Application No. 83300716.4.0ne 70 receive register 25in parallelto a parallel receive
property of this ring is that if a station is not operative it register 26 from where it passes to the controller over
is bypassed by thering. ahighway 27. ltis also transferred from the serial
Data from the receiver 10 is entered in the interface receive register 25 into the FCS circuit 22. That data is
unit4into a serial input stage 11. Dataforthering is therefore also stripped of inserted zeros. The next flag
10 heldinaserial outputstage 12 fromwhereispassesto 75 indicatesthatthe FCS itself has now been entered into
atransmitter 13 at the start of the outgoing transmis- the FCS circuit 22 (but not the flag, which is still held in
sionlink 2. the serial receive register). Provided the data has not
Data for the serial output stage 12is selected by a been corrupted the FCS circuitwill nowhold a
multiplexer 14 from either a path 15 or a path 16. predetermined pattern. If it holds any other valve an
15  Thepath 15is connected tothe serial inputstage 11~ 80 FCS FAILsignal will be produced indicating that the
and allows data on the ring to loop through the received datais notreliable.
interface unit. It contains an acknowledgement update Ifthe message is one that has been originally
circuit 17 which normally leaves data unchanged but transmitted from this station the acknowledgement
can decrease the acknowledgement count by one field willl be checked in a circuit 28 following the
20 when required. The path 15 also contains a token 85 receiptofthe flag after the FCS. If the acknowledge-
converter 18 which also normally leaves data un- ment field holds other than a count of zero an ACK
changed butwhen the interface unit wishes to FAIL signal will be outputto the controller and
transmit converts the final one bit of each ofthe recovery action will be taken as described. If the ACK
go-aheads in the token to the zero value appropriate to FAIL signal is not produced itis assumed that all
25 aconnector. 90 destination stations have acknowledged receipt.
Datato be transmitted from the station is supplied to Acknowledgement update circuit
the interface unit4 by the controller 6 over a highway Referring to Figure 6, in the acknowledgement
19. The controller 6 is a processor-controlled unit that update circuit 17 the serial data on the path 15is input
buffers the datato be transferred between the to an exclusive-OR gate 30. The gate 30 inverts the
30 interface unit4 and the appropriate device b and 95 dataifthereisaoneonitsotherinput,aline 31, but
exchanges control signals with the interface unit4. otherwise leaves it unchanged. It can therefore only
Data supplied overthe highway 19is entered into a change the data if a number of signals applied to an
serial transmit register 20. AND gate 32 connected to the line 31 are in the right
The register 20 may alternatively, when required, state. First, a signal UDACK to update the acknow-
35 receivetheflag orgo-ahead pattern, asselectedbya 100 ledgementfield, produced when a station isreceiving
multiplexer 21. data and in response to the flag following the FCS,
The contents of the serial transmit register 20 are must be present. This indicates that the right part of
clocked out serially a bit at atime onto the line 16, from the message has been reached. Secondly the FCS FAIL
where they go to the serial output stage 12 viathe signal from the FCS circuit 22 must be absent. Thirdly
40 multiplexer 14. They are also entered into aframe 105 asignal DONACK from the controller must be absent.
checking sequence (FCS) circuit 22 and, when the This signal is asserted eitherlong-term if the station
attached device has supplied all its data, the frame does not wish to take partin the acknowledgement
checking sequence is unloaded from the circuit 22 scheme orfora particular message if the controller
onto the line 16. The frame checking sequence may be does not have buffer space to acceptit. These last two
45 amodified cyclic redundancy check of the kind 110 signals are the means by which the station controls
described in 1ISO 3309-1976. Operation of such circuits the update circuit 17 to withhold acknowledgement.
iswell known and the construction of the circuit will Provided acknowledgement is to take place the
not be described further. imput 31 of the exclusive-OR gate 30 receives the
To allow bit stuffing a circuit 23 contains a counter, output of a bistable 33. Now the change to the
50 reset by every zero, which counts ones in the bit 115 acknowledgementfield required is to reduce the count
stream on the line 16 and issues aZERO INSERT signal it holds by one. The bistable 33 is presetto hold aone,
each time it detects five consecutive ones. Operation and the first bit of the acknowledgementfield (the
of this circuitisinhibited if flags or go-aheads are least significant of the biary representation of the
being output on the lines 16. The ZERO INSERT signal count)istherefore changed by the exclusive-OR gate
55 prevents data being clocked out of the serial transmit 120 30 from onetozero orzeroto one, as required.
register 20 or FCS circuit 22 (whichever is the current The output of the bistable 33 is also applied to two
source) for one beat, and thus inserts a zero into the bit AND gates 34 and 325 which are enabled inturn by an
stream output onto the ring. alternating bit stream 1010. ... The bistable 33is
The incoming serial data passes overapath 24toa therefore reloaded through the gate 34 with its initial
60 serial receive register 25. It also passestoab,6,7ones 125 oneforthe second bit of the serial stream, which is the
detect circuit 26 which issues signals when it detects mirrorto the first bitandis also changed by the
the various control codes and also a ZERO DELETE exclusive-OR gate 30. The AND gate 35 is then enabled
signal when it detects a zero following five ones. The and will reload the contents of the bistable 33 only if
ZERO DELETE signal stops that bit being clocked into the signal ontheline 15is a one. This bitis however
65 the serial receive register 25, which is equivalentto 130 the mirror bit. If the initial bit was a one, the mirror bit
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will be azero, the bistable 33 will be cleared, and from
then on the serial stream will be unchanged, which is
the effect required. A count of 5, for example, held as
10011001 will be changed to 01011001, representing 4.

Ifthe initial bitwas azero, the bistable 33 is reloaded
with a one for the third and fourth bits, which will also
be changed. infactthe value held in the bistable 33 can
be regarded as a borrrow which is propagated while
the unmirrored bits of the binary representation are
zero until it meets a one, which with its mirror bitis
inverted and the borrowthen extinguished. Thus a
countof4,01011001, is changed to 10100101, which is
3asrequired.

5,6,7 ones detect circuit

Referring to Figure 7, the 5,6,7 ones detect circuit
applies the serial input data received from the path 24
to a counter 40, which is counted up by each onend
reset by each zero. It therefore holds acount of the
number consecutive ones received. It outputs a signal
when a count of five is reached; this signal and the
inverse of the current data bit are applied to an AND
gate 41 which outputs the ZERO DELETE signal if the
bitfollowing the five onesis a zero.

The counter 40 outputs another signal when it
detects six ones. This signal is applied to an AND gate
42 with the current data bitand to an AND gate 43 with
itsinverse. The AND gate 42 outputs the go-ahead
recognition signal GA when the bit following the six
onesis itself one and the flag recognition signal FLAG
whenitiszero.

The arrangementischosento giveasearly a
recognition as possible of the bit sequences requiring
action.

The GAsignal sets a bistable 44 so thattwo
successive go-aheads set a bistable 45 to produce a
signal TOKEN to indicate the detection of a token. Two
successive FLAG signals similarly seta bistable 46 to
outputa CONNECTOR signal indicating the detection
ofthe connector. A bistable 47 is then setto indicate
the start of significant data, additional leading flags
being eliminated by combining the CONNECTOR
signal in an AND gate 48 with the inverse of the FLAG
signal and a SELECT signal thatis produced only at

those times a FLAG signal might occur.
Acknowledgement checking circuit

Referring to Figure 8 the acknowledgement check-
ing circuit 28 produces the ACK FAIL signal froma
bistable 50. This bistable is enabled to be setbya
signal ACK CHECK applied to an AND gate 51 and
produced, providing the unitis transmitting, in
response to the flag following the FCS and forthe
duration of the acknowledgement field. The serial
input data stream is applied to a comparator 52
togetherwith the alternating stream 1010..... Acount
of zerois represented by 01010101 and therefore will
neveryield equality and an output signal from the
comparator 52. But any departure from this pattern
will produce a signal that sets the bistable 50 and
causes the ACK FAIL signal to be passed to the
controller.

Token-to-connector converting circuit

Referring to Figure 9, broadly, the token converter
circuit 18 applies the serial input dataon theline 15
and the inverse of the go-ahead recognition signal GA
to an AND gate 60, which is thus disabled when the
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go-ahead is recognised, preventing the bit following
the six ones from being entered into the serial output
stage 12. Itis thus changed from one to zero,
converting the go-ahead to aflag. This action is
normally enabled by a transmit request signal from
the controller on a line 61. However, the action must
be carried out for either both go-aheads of the token or
neither. If the controller requests tfransmission after
one go-ahead has already passed the next mustnotbe
changed. To ensure this requirement is met the GA
signal, preserved in a bistable 62, passes through a
gate 63 and sets a bistable 64 if it arrives before the
transmit request. That inhibits the application of the
next GA signal to the AND gate 60 and also inhibits
transmission of the message in response to detection
ofthe token.

General

The acknowledgement field is supplied by the
controller set to the expected number of destination
stations in the acknowledgement scheme. For exam-
pleif one of the set which would normally receive the
message isinoperative and by-passed by the ring, the
count will be adjusted accordingly. The schemeis
simple to operate because the action each station
must take to carry out the acknowledgement is
essentially the same - to decrease the count by one -
and does not depend on the position or address of the
station. And itis very simple to check, since thefinal
value of the ACK field does not depend on which
particular stations are concerned.

Since each station must make a positive acknow-
ledgement, if the count returns as zero the originating
station has a high level of assurance that ali the
expected stations are present and have accepted the
message. If any station becomes inoperative and
drops out of the ring the originating station cannot
remain unaware of the faci since the final value of the
countwill change. The reason may then be discovered
using the recovery procedure and stations will ajust
the number of stations they expectto reply.

As has been mentioned, not every station need take
partin the acknowledgement scheme. Forinstancein
a configuration like that shown in Figure 1, it might be
preferred to restrictitto justthe CPUs and use
separate messages for acknowledging disc transfers.
In that case DONACK will be permanently setina
station notin the group participating in the acknow-
ledgement scheme. Alternatively itmay havea
simpler interface unit with no acknowledgement
update or checking circuit. Messages from a station

nottaking part should include a dummy acknowledge- &

ment field which may be changed by participating
stations but will not be checked.

As sofardescribed, a participating station asserts
DONACK ifitcannot accept a message. Thatleadstoa
system in which acknowledgements are expected
from all participating stations. However, DONACK can
in addition be asserted uniess the controller recog-
nisesits addressin the message. Thatleadstoa
system in which acknowledgements are expected
only from stations to which the message is addressed.

For greater security additional checks on the data
may be performed. For example ifthe data part of
messages (prior to bit stuffing) should equal a whole
number of bytes the received data after bit stripping
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may be counted to ensure that this condition is still
met.

Since the acknowledgementfield is outside the
FCS-checked part of the message and errors intro-
duced on transmission will not be detected, the
acknowledgement field may be repeated, for example
beirg sentthree times in all. The count mustthen be
zero each time if successful receiptis to be assumed.

Thesystem described combines error checking and
message acceptance into one acknowledgement field.
If desired a separate count may be used for each. And
an additional count may be introduced for address
recognition, a station acknowledging in this count
when it recognises thatitis addressed by an
individually addressed or broadcast message whether
or notit can acceptthe message. [t may then be
desired to transfer the latter count to the body of
originating station to allow itto ascertainthe number
of stations active in the ring which respond to a given
address. A count may simply acknowledge presence.

it will be realised that while a station is transmitting
the ring is broken into aloop starting and ending at
that station. The invention may of course be applied in
asystem arranged as a permanentloop, but only
messages originating at the station to which the ends
ofthe loop are connected can be sensibly acknow-
ledged, since messages from other stations will not
return pastthat station.

Thetoken chosen, in which each of two bytes must
be changed, has the advantages that itis more secure
than either a single go-ahead or one ofthesame
length that is changed at only one bit position. Yeton
conversion to a connector it remains compatible with
HDLC, which allows multiple flags atthe startof a
message. It also ensures that the control codes in the
middle of messages - the single flags - will be
distinguishable from the start of a message, which has
multiple flags, without the need to multiply the
patterns that must be recognised. Because the go-
ahead occurs only in atoken the first go-ahead can be
changed withoutthe need to delay the signals
received in an interface unitfor iong enough to detect
the complete token.

While this embodiment distinguishes control codes
by the presence of more than 5 ones, it will be
recognised that control codes may be distinguished
instead by includirig violations of the normal binary
encoding rule used by the transmitter. Atoken may
include additional information besides the go-aheads.
Forexample, it may start with a priority, a station
being enabled to respond to detection of a token to
transmit only if the message equals or exceeds the
priority-of the token. If a token or connector should be
corrupted so as to include only asingle go-ahead,
errqr recovery procedures in the stations are responsi-
blefor detecting the absence of a token for more thana
predetermined time and for generating a new token.
While itisadvantageous for the token to contain two
identical go-aheads, the patterns to be changed may if
desired by different.

CLAIMS

1. Amethod of data transmission in a system
comprising a plurality of stations connected in a series
configuration by transmission links, in which method
data is transferred serially in one direction only along
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the series configuration of stations and a station starts
to transmit data from itself in response to detection of
atoken comprising a plurality of first sequences of
signals, each instance of afirst sequence occurring
only in atoken and not elsewhere in transmissions
overthetransmission links, the station converting the
token as it passes through the station into a connector
in which each first sequence is changed into a second
sequence by altering the signal in the last bit position
of the first sequence, the station thereafter transmit-
ting the said data from itself.

2. Amethodas claimed in claim 1, in which second
sequences used as control codes occur elsewhere
than atthe start of a station’s transmission.

3. Amethodasclaimedinclaim 1orclaim2in
which each first sequence is the bitstring 01111111
and each second sequence is the bit string 01111110.

4. Amethod asclaimedinclaim 1orclaim 2in
which each first sequence contains a violation of the
normal binary encoding rule.

5. Amethod asclaimedinanyone ofthe
preceding claims inwhich the first sequencesina
token are identical to one another.

6. Interface apparatus suitable for forming the
coupling between a station and anincoming and an
outgoing serial transmission link, the element com-
prising:

means for receiving data from the incoming link;

means for outputting data for transmission overthe
outgoing link;

loop-through means providing a pathforthe
transfer of data from the receiving meansto the
outputting means;

means for detecting the reception atthe receiving
means of a token comprising a plurality of first
sequences of signals;

means responsive at least to an indication that the
station is ready to transmit and the detection of a token
for enabling the station to supply data fromitself tothe
output means in place of data from the loop-through
path; and

means responsive at least to an indication that the
station is ready to transmit for changing a tokeninto a
connector, the means changing each first sequence of
signals to a second sequence by altering the signal in
the last bit position of the sequence;

the lasttwo enumerated means each being inhi-
bited from operating in response to atoken if the
ready-to-transmitindication is received to late to alter
theinitial first sequence of the token.

7. Interface apparatus as claimed inclaim 6in
which there is provided means responsive tothe
detection of a second sequence received atthe
reception means not atthe start of a transmission
from another station to control operation of the
interface apparatus.

8. Interface apparatus as claimedinclaim6or7in
which the first sequence is the bitstring 01111111 and
the second sequence is the bitstring 01111110.

9. Interface apparatus as claimedinclaim6or7in
which each first sequence contains a violation of the
normal binary encoding rules.

10. Apparatus as claimedin any one of claims 6 to
9inwhich the first sequences in a token are identical to
one another.
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11. Adatacommunication system comprising a
plurality of stations connected in a series configura-
tion by serial data transmission links, each station
being coupled to an incoming and an outgoing one of
the links by interface apparatus as claimed in any one
of claims 6to 10.

12. Asystem asclaimedinclaim 11in whichthe
series configurationis aring.

13. Asystemasclaimedinclaim 11in which the
series configuration is a loop connected between an
inputand an output of an additional station not
providing aloop-through path for data through itself.

14. Aninterface unit substantially as hereinbefore
described with reference to Figures 1to 9 ofthe
accompanying drawings and as shown in Figures 5 to
9 ofthose drawings.

15. Asystem substantially as hereinbefore de-
scribed with reference to Figures 1to 9 of the
accompanying drawings and as shown in Figures 1,
and 5to 9 of those drawings.
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