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SYSTEM, METHOD, AND COMPUTER PROGRAM PRODUCT FOR BOT
DETERRENCE USING CRYPTOGRAPHY

BACKGROUND

1. Field

[0001] This disclosure relates generally to cryptography and, in some non-limiting
embodiments or aspects, to systems, methods, and computer program products for
bot deterrence using cryptography.

2. Technical Considerations

[0002] Servers that provide information, access to systems, or services to client
devices are vulnerable to attacks from automated bots. For example, a bot may use
brute force password cracking methods to breach a user’s account. In other examples,
a bot may iteratively attempt to find active payment account identifiers through a
payment processing platform. Existing solutions use rate limiting methods that limit the
amount of requests that a client device can make in a time period. However, such rate
limiting methods can be compromised with multiple devices, spoofing techniques, and
by automatically spacing out the requests.
SUMMARY

[0003] According to non-limiting embodiments or aspects, provided is a system
comprising at least one processor programmed or configured to: receive a first request
from a first client device; in response to the first request, determine a Proof-of-Work
cryptographic challenge corresponding to at least one key; communicate the Proof-of-
Work cryptographic challenge to the first client device; receive, from the first client
device, a first solution to the Proof-of-Work cryptographic challenge; validate the first
request for data based on the first solution to the Proof-of-Work cryptographic
challenge; receive a second request from a second client device; communicate the
Proof-of-Work cryptographic challenge to the second client device; receive, from the
second client device, a second solution to the Proof-of-Work cryptographic challenge,
the second solution based on at least a portion of the at least one key; and validate
the second request for data based on the second solution to the Proof-of-Work
cryptographic challenge.

[0004] In non-limiting embodiments or aspects, the at least one processor is further
configured to communicate the at least a portion of the at least one key to the second
client device, the first client device does not have access to the at least one key. In
non-limiting embodiments or aspects, wherein determining the Proof-of-Work
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cryptographic challenge based on the first request comprises: determining a challenge
difficulty based on data associated with the first client device; and modifying a
computational complexity of the Proof-of-Work cryptographic challenge based on the
challenge difficulty. In non-limiting embodiments or aspects, the data associated with
the first client device comprises a risk score corresponding to at least one of the
following: an account holder associated with the first client device, an account identifier
associated with the first client device, a network address of the first client device, a
device identifier of the first client device, or any combination thereof. In non-limiting
embodiments or aspects, the at least a portion of the at least one key comprises the
at least one key or a partial key. In non-limiting embodiments or aspects, the first client
device comprises a production system, and the second client device comprises a
testing system. In non-limiting embodiments or aspects, the Proof-of-Work
cryptographic challenge comprises a client-side script.

[0005] According to non-limiting embodiments or aspects, provided is a method
comprising: receiving, with at least one processor, a first request from a first client
device; in response to the first request, determining, with at least one processor, a
Proof-of-Work cryptographic challenge corresponding to at least one key;
communicating the Proof-of-Work cryptographic challenge to the first client device;
receiving, from the first client device, a first solution to the Proof-of-Work cryptographic
challenge; validating, with at least one processor, the first request for data based on
the first solution to the Proof-of-Work cryptographic challenge; receiving, with at least
one processor, a second request from a second client device; communicating the
Proof-of-Work cryptographic challenge to the second client device; receiving, from the
second client device, a second solution to the Proof-of-Work cryptographic challenge,
the second solution based on at least a portion of the at least one key; and validating,
with at least one processor, the second request for data based on the second solution
to the Proof-of-Work cryptographic challenge.

[0006] In non-limiting embodiments or aspects, the method further includes
communicating the at least a portion of the at least one key to the second client device,
the first client device does not have access to the at least one key. In non-limiting
embodiments or aspects, wherein determining the Proof-of-Work cryptographic
challenge based on the first request comprises: determining a challenge difficulty
based on data associated with the first client device; and modifying a computational
complexity of the Proof-of-Work cryptographic challenge based on the challenge
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difficulty. In non-limiting embodiments or aspects, the data associated with the first
client device comprises a risk score corresponding to at least one of the following: an
account holder associated with the first client device, an account identifier associated
with the first client device, a network address of the first client device, a device identifier
of the first client device, or any combination thereof. In non-limiting embodiments or
aspects, the at least a portion of the at least one key comprises the at least one key
or a partial key. In non-limiting embodiments or aspects, the first client device
comprises a production system, and the second client device comprises a testing
system. In non-limiting embodiments or aspects, the Proof-of-Work cryptographic
challenge comprises a client-side script.

[0007] According to non-limiting embodiments or aspects, provided is a computer
program product comprising at least one non-transitory computer-readable medium
including program instructions that, when executed by at least one processor, causes
the at least one processor to: receive a first request from a first client device; in
response to the first request, determine a Proof-of-Work cryptographic challenge
corresponding to at least one key; communicate the Proof-of-Work cryptographic
challenge to the first client device; receive, from the first client device, a first solution
to the Proof-of-Work cryptographic challenge; validate the first request for data based
on the first solution to the Proof-of-Work cryptographic challenge; receive a second
request from a second client device; communicate the Proof-of-Work cryptographic
challenge to the second client device; receive, from the second client device, a second
solution to the Proof-of-Work cryptographic challenge, the second solution based on
at least a portion of the at least one key; and validate the second request for data
based on the second solution to the Proof-of-Work cryptographic challenge.

[0008] In non-limiting embodiments or aspects, the at least one processor is further
caused to communicate the at least a portion of the at least one key to the second
client device, the first client device does not have access to the at least one key. In
non-limiting embodiments or aspects, determining the Proof-of-Work cryptographic
challenge based on the first request comprises: determining a challenge difficulty
based on data associated with the first client device; and modifying a computational
complexity of the Proof-of-Work cryptographic challenge based on the challenge
difficulty. In non-limiting embodiments or aspects, the data associated with the first
client device comprises a risk score corresponding to at least one of the following: an
account holder associated with the first client device, an account identifier associated
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with the first client device, a network address of the first client device, a device identifier
of the first client device, or any combination thereof. In non-limiting embodiments or
aspects, the at least a portion of the at least one key comprises the at least one key
or a partial key. In non-limiting embodiments or aspects, the Proof-of-Work
cryptographic challenge comprises a client-side script.

[0009] Other non-limiting embodiments or aspects will be set forth in the following
numbered clauses:

[0010] Clause 1: A system comprising at least one processor programmed or
configured to: receive a first request from a first client device; in response to the first
request, determine a Proof-of-Work cryptographic challenge corresponding to at least
one key; communicate the Proof-of-Work cryptographic challenge to the first client
device; receive, from the first client device, a first solution to the Proof-of-Work
cryptographic challenge; validate the first request for data based on the first solution
to the Proof-of-Work cryptographic challenge; receive a second request from a second
client device; communicate the Proof-of-Work cryptographic challenge to the second
client device; receive, from the second client device, a second solution to the Proof-
of-Work cryptographic challenge, the second solution based on at least a portion of
the at least one key; and validate the second request for data based on the second
solution to the Proof-of-Work cryptographic challenge.

[0011] Clause 2: The system of clause 1, wherein the at least one processor is
further configured to communicate the at least a portion of the at least one key to the
second client device, wherein the first client device does not have access to the at
least one key.

[0012] Clause 3: The system of clauses 1 or 2, wherein determining the Proof-of-
Work cryptographic challenge based on the first request comprises: determining a
challenge difficulty based on data associated with the first client device; and modifying
a computational complexity of the Proof-of-Work cryptographic challenge based on
the challenge difficulty.

[0013] Clause 4: The system of any of clauses 1-3, wherein the data associated
with the first client device comprises a risk score corresponding to at least one of the
following: an account holder associated with the first client device, an account identifier
associated with the first client device, a network address of the first client device, a

device identifier of the first client device, or any combination thereof.
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[0014] Clause 5: The system of any of clauses 1-4, wherein the at least a portion
of the at least one key comprises the at least one key or a partial key.

[0015] Clause 6: The system of any of clauses 1-5, wherein the first client device
comprises a production system, and wherein the second client device comprises a
testing system.

[0016] Clause 7: The system of any of clauses 1-6, wherein the Proof-of-Work
cryptographic challenge comprises a client-side script.

[0017] Clause 8: A method comprising: receiving, with at least one processor, a
first request from a first client device; in response to the first request, determining, with
at least one processor, a Proof-of-Work cryptographic challenge corresponding to at
least one key; communicating the Proof-of-Work cryptographic challenge to the first
client device; receiving, from the first client device, a first solution to the Proof-of-Work
cryptographic challenge; validating, with at least one processor, the first request for
data based on the first solution to the Proof-of-Work cryptographic challenge;
receiving, with at least one processor, a second request from a second client device;
communicating the Proof-of-Work cryptographic challenge to the second client device;
receiving, from the second client device, a second solution to the Proof-of-Work
cryptographic challenge, the second solution based on at least a portion of the at least
one key; and validating, with at least one processor, the second request for data
based on the second solution to the Proof-of-Work cryptographic challenge.

[0018] Clause 9: The method of clause 8, further comprising communicating the at
least a portion of the at least one key to the second client device, wherein the first
client device does not have access to the at least one key.

[0019] Clause 10: The method of clauses 8 or 9, wherein determining the Proof-of-
Work cryptographic challenge based on the first request comprises: determining a
challenge difficulty based on data associated with the first client device; and modifying
a computational complexity of the Proof-of-Work cryptographic challenge based on
the challenge difficulty.

[0020] Clause 11: The method of any of clauses 8-10, wherein the data associated
with the first client device comprises a risk score corresponding to at least one of the
following: an account holder associated with the first client device, an account identifier
associated with the first client device, a network address of the first client device, a
device identifier of the first client device, or any combination thereof.
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[0021] Clause 12: The method of any of clauses 8-11, wherein the at least a portion
of the at least one key comprises the at least one key or a partial key.

[0022] Clause 13: The method of any of clauses 8-12, wherein the first client device
comprises a production system, and wherein the second client device comprises a
testing system.

[0023] Clause 14: The method of any of clauses 8-13, wherein the Proof-of-Work
cryptographic challenge comprises a client-side script.

[0024] Clause 15: A computer program product comprising at least one non-
transitory computer-readable medium including program instructions that, when
executed by at least one processor, causes the at least one processor to: receive a
first request from a first client device; in response to the first request, determine a
Proof-of-Work cryptographic challenge corresponding to at least one key;
communicate the Proof-of-Work cryptographic challenge to the first client device;
receive, from the first client device, a first solution to the Proof-of-Work cryptographic
challenge; validate the first request for data based on the first solution to the Proof-
of-Work cryptographic challenge; receive a second request from a second client
device; communicate the Proof-of-Work cryptographic challenge to the second client
device; receive, from the second client device, a second solution to the Proof-of-Work
cryptographic challenge, the second solution based on at least a portion of the at least
one key; and validate the second request for data based on the second solution to
the Proof-of-Work cryptographic challenge.

[0025] Clause 16: The computer program product of clause 15, wherein the at least
one processor is further configured to communicate the at least a portion of the at least
one key to the second client device, wherein the first client device does not have
access to the at least one key.

[0026] Clause 17: The computer program product of clauses 15 or 16, wherein
determining the Proof-of-Work cryptographic challenge based on the first request
comprises: determining a challenge difficulty based on data associated with the first
client device; and modifying a computational complexity of the Proof-of-Work
cryptographic challenge based on the challenge difficulty.

[0027] Clause 18: The computer program product of any of clauses 15-17, wherein
the data associated with the first client device comprises a risk score corresponding
to at least one of the following: an account holder associated with the first client device,
an account identifier associated with the first client device, a network address of the
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first client device, a device identifier of the first client device, or any combination
thereof.
[0028] Clause 19: The computer program product of any of clauses 15-18, wherein
the at least a portion of the at least one key comprises the at least one key or a partial
key.
[0029] Clause 20: The computer program product of any of clauses 15-19, wherein
the Proof-of-Work cryptographic challenge comprises a client-side script.
[0030] These and other features and characteristics of the present disclosure, as
well as the methods of operation and functions of the related elements of structures
and the combination of parts and economies of manufacture, will become more
apparent upon consideration of the following description and the appended claims with
reference to the accompanying drawings, all of which form a part of this specification,
wherein like reference numerals designate corresponding parts in the various figures.
It is to be expressly understood, however, that the drawings are for the purpose of
illustration and description only and are not intended as a definition of the limits of the
disclosed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS
[0031] Additional advantages and details are explained in greater detail below with

reference to the non-limiting, exemplary embodiments that are illustrated in the

accompanying schematic figures, in which:

[0032] FIG. 1 is a schematic diagram of a system for bot deterrence using

cryptography according to some non-limiting embodiments or aspects;

[0033] FIGS. 2A and 2B are sequence diagrams of a system for bot deterrence

using cryptography according to some non-limiting embodiments or aspects;

[0034] FIG. 3is a flow diagram of a method for bot deterrence using cryptography

according to some non-limiting embodiments or aspects; and

[0035] FIG. 4 is a schematic diagram of example components of one or more

devices according to some non-limiting embodiments or aspects.
DETAILED DESCRIPTION

[0036] For purposes of the description hereinafter, the terms “end,

upper,”
longitudinal,” and

“lower,” “right,” “left,” “vertical,” “horizontal,” “top,” “bottom,” “lateral,

derivatives thereof shall relate to the embodiments as they are oriented in the drawing
figures. However, it is to be understood that the embodiments may assume various
alternative variations and step sequences, except where expressly specified to the
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contrary. It is also to be understood that the specific devices and processes illustrated
in the attached drawings, and described in the following specification, are simply
exemplary embodiments or aspects of the disclosed subject matter. Hence, specific
dimensions and other physical characteristics related to the embodiments or aspects
disclosed herein are not to be considered as limiting.

[0037] No aspect, component, element, structure, act, step, function, instruction,
and/or the like used herein should be construed as critical or essential unless explicitly
described as such. Also, as used herein, the articles “a” and “an” are intended to
include one or more items and may be used interchangeably with “one or more” and
“at least one.” Furthermore, as used herein, the term “set” is intended to include one
or more items (e.g., related items, unrelated items, a combination of related and
unrelated items, and/or the like) and may be used interchangeably with “one or more”
or “at least one.” Where only one item is intended, the term “one” or similar language

is used. Also, as used herein, the terms “has,” “have,” “having,” or the like are intended
to be open-ended terms. Further, the phrase “based on” is intended to mean “based
at least partially on” unless explicitly stated otherwise.

[0038] As used herein, the term “account identifier” may include one or more
primary account numbers (PANs), tokens, or other identifiers associated with a
customer account. The term “token” may refer to an identifier that is used as a
substitute or replacement identifier for an original account identifier, such as a PAN.
Account identifiers may be alphanumeric or any combination of characters and/or
symbols. Tokens may be associated with a PAN or other original account identifier in
one or more data structures (e.g., one or more databases, and/or the like) such that
they may be used to conduct a transaction without directly using the original account
identifier. In some examples, an original account identifier, such as a PAN, may be
associated with a plurality of tokens for different individuals or purposes.

[0039] An “application program interface” (API) refers to computer code or other
data sorted on a computer-readable medium that may be executed by a processor to
facilitate the interaction between software components, such as a client-side front-end
and/or server-side back-end for receiving data from the client. An “interface” refers to
a generated display, such as one or more graphical user interfaces (GUIs) with which
a user may interact, either directly or indirectly (e.g., through a keyboard, mouse, etc.).
[0040] As used herein, the term “bot” refers to one or more automated or partially

automated software applications that perform one or more actions automatically (e.g.,
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without human input or with a reduced amount of human input) in a network
environment.

[0041] As used herein, the term “communication” may refer to the reception,
receipt, transmission, transfer, provision, and/or the like of data (e.g., information,
signals, messages, instructions, commands, and/or the like). For one unit (e.g., a
device, a system, a component of a device or system, combinations thereof, and/or
the like) to be in communication with another unit means that the one unit is able to
directly or indirectly receive information from and/or transmit information to the other
unit. This may refer to a direct or indirect connection (e.g., a direct communication
connection, an indirect communication connection, and/or the like) that is wired and/or
wireless in nature. Additionally, two units may be in communication with each other
even though the information transmitted may be modified, processed, relayed, and/or
routed between the first and second unit. For example, a first unit may be in
communication with a second unit even though the first unit passively receives
information and does not actively transmit information to the second unit. As another
example, a first unit may be in communication with a second unit if at least one
intermediary unit processes information received from the first unit and communicates
the processed information to the second unit.

[0042] As used herein, the term “computing device” may refer to one or more
electronic devices configured to process data. A computing device may, in some
examples, include the necessary components to receive, process, and output data,
such as a processor, a display, a memory, an input device, a network interface, and/or
the like. A computing device may be a mobile device. As an example, a mobile device
may include a cellular phone (e.g., a smartphone or standard cellular phone), a
portable computer, a wearable device (e.g., watches, glasses, lenses, clothing, and/or
the like), a personal digital assistant (PDA), and/or other like devices. A computing
device may also be a desktop computer or other form of non-mobile computer.
[0043] Asused herein, the term “issuer institution” may refer to one or more entities,
such as a bank, that provide accounts to customers for conducting transactions (e.g.,
payment transactions), such as initiating credit and/or debit payments. For example,
an issuer institution may provide an account identifier, such as a PAN, to a customer
that uniquely identifies one or more accounts associated with that customer. The
account identifier may be embodied on a portable financial device, such as a physical
financial instrument, e.g., a payment card, and/or may be electronic and used for
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electronic payments. The term “issuer system” refers to one or more computer devices
operated by or on behalf of an issuer institution, such as a server computer executing
one or more software applications. For example, an issuer system may include one or
more authorization servers for authorizing a transaction.

[0044] As used herein, the term “merchant” may refer to an individual or entity that
provides goods and/or services, or access to goods and/or services, to customers
based on a transaction, such as a payment transaction. The term “merchant” or
“merchant system” may also refer to one or more computer systems operated by or
on behalf of a merchant, such as a server computer executing one or more software
applications.

[0045] As used herein, a “point-of-sale (POS) device” may refer to one or more
devices, which may be used by a merchant to conduct a transaction (e.g., a payment
transaction) and/or process a transaction. For example, a POS device may include
one or more client devices. Additionally or alternatively, a POS device may include
peripheral devices, card readers, scanning devices (e.g., code scanners), Bluetooth®
communication receivers, near-field communication (NFC) receivers, radio frequency
identification (RFID) receivers, and/or other contactless transceivers or receivers,
contact-based receivers, payment terminals, and/or the like. As used herein, a “point-
of-sale (POS) system” may refer to one or more client devices and/or peripheral
devices used by a merchant to conduct a transaction. For example, a POS system
may include one or more POS devices and/or other like devices that may be used to
conduct a payment transaction. In some non-limiting embodiments or aspects, a POS
system (e.g., a merchant POS system) may include one or more server computers
programmed or configured to process online payment transactions through webpages,
mobile applications, and/or the like.

[0046] As used herein, the terms “client” and “client device” may refer to one or
more client-side devices or systems (e.g., remote from a transaction service provider)
used to initiate or facilitate a transaction (e.g., a payment transaction). As an example,
a “client device” may refer to one or more POS devices used by a merchant, one or
more acquirer host computers used by an acquirer, one or more mobile devices used
by a user, and/or the like. In some non-limiting embodiments or aspects, a client device
may be an electronic device configured to communicate with one or more networks
and initiate or facilitate transactions. For example, a client device may include one or

more computers, portable computers, laptop computers, tablet computers, mobile
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devices, cellular phones, wearable devices (e.g., waitches, glasses, lenses, clothing,
and/or the like), PDAs, and/or the like. Moreover, a “client” may also refer to an entity
(e.g., a merchant, an acquirer, and/or the like) that owns, utilizes, and/or operates a
client device for initiating transactions (e.g., for initiating transactions with a transaction
service provider).

[0047] As used herein, the term “payment device” may refer to a payment card
(e.g., a credit or debit card), a gift card, a smartcard, smart media, a payroll card, a
healthcare card, a wristband, a machine-readable medium containing account
information, a keychain device or fob, an RFID transponder, a retailer discount or
loyalty card, a cellular phone, an electronic wallet mobile application, a personal digital
assistant (PDA), a pager, a security card, a computing device, an access card, a
wireless terminal, a transponder, and/or the like. In some non-limiting embodiments or
aspects, the payment device may include volatile or non-volatile memory to store
information (e.g., an account identifier, a name of the account holder, and/or the like).
[0048] As used herein, the term “payment gateway” may refer to an entity and/or a
payment processing system operated by or on behalf of such an entity (e.g., a
merchant service provider, a payment service provider, a payment facilitator, a
payment facilitator that contracts with an acquirer, a payment aggregator, and/or the
like), which provides payment services (e.g., transaction service provider payment
services, payment processing services, and/or the like) to one or more merchants. The
payment services may be associated with the use of payment devices managed by a
transaction service provider. As used herein, the term “payment gateway system” may
refer to one or more computer systems, computer devices, servers, groups of servers,
and/or the like, operated by or on behalf of a payment gateway.

[0049] As used herein, the term “server” may refer to or include one or more
computing devices that are operated by or facilitate communication and processing for
multiple parties in a network environment, such as the internet, although it will be
appreciated that communication may be facilitated over one or more public or private
network environments and that various other arrangements are possible. Further,
multiple computing devices (e.g., servers, POS devices, mobile devices, etc.) directly
or indirectly communicating in the network environment may constitute a “system.”
Reference to “a server” or “a processor,” as used herein, may refer to a previously-
recited server and/or processor that is recited as performing a previous step or

function, a different server and/or processor, and/or a combination of servers and/or
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processors. For example, as used in the specification and the claims, a first server
and/or a first processor that is recited as performing a first step or function may refer
to the same or different server and/or a processor recited as performing a second step
or function.

[0050] As used herein, the term “transaction service provider” may refer to an entity
that receives transaction authorization requests from merchants or other entities and
provides guarantees of payment, in some cases through an agreement between the
transaction service provider and an issuer institution. For example, a transaction
service provider may include a payment network such as Visa® or any other entity
that processes transactions. The term “transaction processing system” may refer to
one or more computer systems operated by or on behalf of a transaction service
provider, such as a transaction processing server executing one or more software
applications. A transaction processing server may include one or more processors
and, in some non-limiting embodiments or aspects, may be operated by or on behalf
of a transaction service provider.

[0051] Non-limiting embodiments or aspects of the disclosed subject matter are
directed to systems, methods, and computer program products for bot deterrence
using cryptography. Non-limiting embodiments allow for the dynamic alteration of a
cryptographic challenge based on a requesting client system, thereby expending a
varying level of computing resources for different requesting client systems. This
allows for testing (e.g., load testing) to be performed in an efficient way, while security
is dynamically enforced in production. Other improvements and advantages are
provided by the non-limiting embodiments discussed herein.

[0052] Referring to FIG. 1, a system 1000 for bot deterrence using cryptography is
shown according to some non-limiting embodiments or aspects. A server computer
102 may include one or more computing devices such as a web server, private server,
authentication server (e.g., such as a 3D Secure system), and/or any other computing
device configured to communicate with one or more client devices (e.g., 104, 106).
The server computer 102 may be in communication with a local or remote data storage
device 108, which includes one or more key values (e.g., symmetric keys, asymmetric
key pairs, and/or the like). The server computer 102 may be in communication with
any number of client devices through one or more network environments, such as but

not limited to the internet, a private network, and/or the like. For example, the server
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computer 102 may operate as a web server that provides content to web browsers
and/or applications executing on one or more client devices 104, 106.

[0053] In non-limiting embodiments, and with continued reference to FIG. 1, a client
device 104 may communicate a request to the server computer 102. For example, the
client device 104 may communicate a request to access a system that the server
computer 102 controls access to, may communicate a request to conduct a payment
transaction, may communicate a request to be authenticated, and/or the like. The
client device 104 may also request that the server computer 102 perform an action
and/or provide an output. It will be appreciated that various requests may be
communicated to the server computer 102. Requests may be communicated through
an API and/or via any relevant communication protocol (e.g., HTTP).

[0054]  Still referring to FIG. 1, the server computer 102 may generate and
communicate a cryptographic challenge to the client device 104 in response to the
request. For example, a Proof-of-Work (PoW) cryptographic challenge may be
provided that can be solved with computational processes with or without a secret key.
The PoW cryptographic challenge may be configured to require a particular amount of
computation to solve, which can be reduced and/or minimalized with a full or partial
key that the client device 104 may or may not have. As an example, the cryptographic
challenge may include a series of cryptographic operations (e.g., encryption, hashing,
etc.) on data. The client device 104 (e.g., an application executing on the client device
104) may solve the challenge by completing one or more tasks (e.g., computing the
cryptographic operations). For example, the challenge may include a client-side script
(e.g., JavaScript or the like) that includes logic that is executed by the client device
104. The resulting output of the client device 104 may be communicated to the server
computer 102 and validated by the server computer 102. For example, a digital
signature generated by the client device 104 may be validated based on recreating
the digital signature with the same inputs and comparing the digital signatures.
[0055] With continued reference to FIG. 1, a second client device 106 is also shown
to be in communication with the server computer 102. In operation, any number of
client devices may communicate with the server computer 102. In the example shown
in FIG. 1, the client device 106 may be in communication with a local or remote data
storage device 110, which includes one or more key values that were previously
provisioned by the server computer 102 and/or another entity. For example, the client
device 106 may have a key stored in memory that fully or partially matches a key used
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to generate the challenge. Thus, the client device 106 may solve the challenge by
applying the key (e.g., by decrypting data with the key, digitally signing data with the
key, and/or the like).

[0056] In the example shown in FIG. 1, the first client device 104 does not have
access to the key and therefore must perform a PoW process to solve the challenge.
The challenge may be configured to utilize a sufficient amount of computational
resources (e.g., processing cycles and/or the like) to discourage a bot from making
multiple simultaneous and/or sequential requests, but without imposing a significant
burden on the client device 104 making a single request. For example, a bot may seek
to iterate requests through a payment platform to find active account identifiers (e.g.,
PANs or the like), requiring a large volume of requests. Further, the second client
device 106 may be provided the key for testing and/or as a trusted system. For
example, the server computer 102 may provision keys to certain client devices (e.g.,
client device 106) that are trusted and/or designated as being able to bypass the
challenge. In some examples, a key may be provided to a client to permit load testing
without having to change any validation logic or other configuration of the server
computer 102. In some non-limiting embodiments, the key provisioned to client device
106 may be only a partial key to simplify, but not remove, the processing required to
solve the challenge.

[0057] In non-limiting embodiments, the challenge may be dynamically generated
to change the difficulty, thereby changing the computational demand (e.g., CPU cost).
The difficulty of a challenge may depend on the client device that is making the
request. The server computer 102 may first determine a challenge difficulty based on
data associated with the client device 104, which may include an IP address, historical
access data, a risk score, and/or the like. The server computer 102 may then modify
a computational complexity of the PoW cryptographic challenge based on the
challenge difficulty. For example, a client device 104 may be associated with a risk
score and the challenge may increase in difficulty as the risk score increases. It will be
appreciated that risk scores or other metrics may be generated in various ways based
on historical data. For example, in a payment processing context, historical transaction
data may be used to generate a risk score for a client device (e.g., a user device
requesting a transaction, a merchant device requesting a transaction, or the like) that
is used to determine the difficulty of the challenge. In non-limiting embodiments, a risk
score may be based on an account holder associated with the first client device, an
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account identifier associated with the first client device, a network address of the first
client device, and/or a device identifier of the first client device.

[0058] In non-limiting embodiments, testing systems may share a key, whereas
production systems that are designated as trusted systems may be provided a secure,
unique key that is not shared with other systems or client devices.

[0059] Referring now to FIG. 2A, a sequence diagram for bot deterrence using
cryptography is shown according to non-limiting embodiments or aspects. At step s1
a client device 104 sends a request message to the server computer 102. For
example, the client device 104 may send a request for a payment transaction, a
request to access data or a system, and/or the like. In response, the server computer
102 may communicate a challenge back to the client device 104 at step s2. The
challenge may be generated by the server computer 102 based on data about and/or
provided by the client device 104. The challenge may be already generated and stored
by the server computer 102. At step s3, the client device 104 solves the challenge.
For example, the client device 104 may perform a PoW challenge in which the client
device 104 proves that a certain amount of computational work has been performed
by, for example, attempting to solve a hash sequence, puzzle, and/or the like.

[0060] With continued reference to FIG. 2A, at step s4, the client device 104
communicates the output of the challenge (e.g., a solution or partial solution to the
challenge) to the server computer 102. At step s5, the server computer 102 validates
the challenge response. The validation may be performed by recreating the solution
or retrieving a preexisting solution from memory and comparing it with the solution
received from the client device 104. In response to validating the response to the
challenge or determining that the response is invalid, the server computer 102 at step
s6 may communicate a message to the client device 104 that includes requested data,
a confirmation, a notification, and/or the like.

[0061] Referring now to FIG. 2B, a sequence diagram for bot deterrence using
cryptography is shown according to non-limiting embodiments or aspects. A client
device 106 is provisioned with a key from the server computer 102 at step s0. The
client device 106 may be a testing system, a trusted system, and/or the like. The client
device 106 stores the key received at this step in memory. Steps s1-s6 may be
proceed as described in connection with FIG. 2A, except that step s3 may involve the
client device 106 applying the key to the cryptographic challenge. Thus, having the
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key in memory from receiving it at step sO allows the client device 106 to solve the
challenge using fewer computational resources.

[0062] Referring now to FIG. 3, a flow diagram for bot deterrence using
cryptography is shown according to non-limiting embodiments or aspect. The steps
shown in FIG. 3 are for example purposes only, and it will be appreciated that
additional, fewer, different, and/or a different order of steps may be used in non-limiting
embodiments. In non-limiting embodiments, a step may be automatically performed in
response to completion of a preceding step. At step 300, a request is received from a
client device. For example, the client device may communicate a request to access a
system that the server computer controls access to, may communicate a request to
conduct a payment transaction, and/or the like. At step 302, a challenge difficulty is
determined. For example, a challenge difficulty may be determined based on a risk
score associated with the client device, a user of the client device, and/or the like. A
higher risk score may result in a higher difficulty (e.g., more computational complexity
required) as compared to a lower risk score. At step 304, the cryptographic challenge
is generated based on the difficulty determined at step 302.

[0063] With continued reference to FIG. 3, at step 306 the cryptographic challenge
may be communicated to the client device that made the request at step 300. For
example, the cryptographic challenge may be implemented by a client-side script that
is executed by a web browser or other application executing on the client device. At
step 308 a challenge response is received from the client device. The challenge
response may include, for example, a hash value or the like. At step 310, it is
determined if the challenge response is valid. For example, the server computer may
compare a predetermined solution to the challenge response, may process the
challenge response with a proof algorithm, and/or the like. In response to the challenge
matching the predetermined solution, it may be determined that the challenge
response is valid and the method may proceed to step 312. At step 312 the request
received at step 300 may be validated and the server computer may perform one or
more actions and/or allow access to one or more systems. If the challenge response
is not validated at step 310, the request received at step 300 may be denied at step
314.

[0064] Non-limiting embodiments may be used to process requests made in a 3D
Secure system for adding security to a transaction. For example, a risk score used in
a 3D Secure system may be used to change the difficulty (e.g., length) of the
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cryptographic challenge for a client device. A higher risk score (e.g., a higher
probability of risk) may result in a more difficult challenge, such that there is a
proportional relationship between risk and difficulty. Other non-limiting embodiments
may be used in other scenarios and/or in combination with other systems. For
example, some merchant systems may make requests to a transaction processing
system and/or payment gateway, and non-limiting embodiments may be used to deter
a rogue merchant from using its account to test potentially fraudulent account
identifiers or the like.

[0065] In some non-limiting embodiments, bots may be encouraged to subscribe
and/or register to engage with another system (e.g., such as a server computer that
provides access to a service) such that the difficulty of a challenge is reduced or
minimized. For example, some bots may be trusted bots that are provided with a key
and/or partial key, such that the system deters unregistered and/or untrusted bots from
making transactions. Different levels of difficulty and/or different percentages of the
key provided may be based on one or more different tiers of subscription and/or trust,
as an example. It will be appreciated that other applications are possible.

[0066] In non-limiting embodiments, the cryptographic challenge may be created
by the server computer 102 based on a number of parameters, including a known
secret key, a type of cryptographic algorithm (e.g., SHA256), and/or a difficulty level
(e.g., a value in a range of 0-10 or the like). As an example, the following is a routine
that a server computer may perform:

hmacKey := <knownSecret>;

algorithm := "SHA256";

difficulty := 10; # Change to make this more or less challenging

randomValue := SecureRandom.generate();

highEnthropyChallenge := hmac(algorithm, hmacKey, randomValue);

targetHash := hash(algorithm, highEnthropyChallenge);

truncatedEnthropyChallenge := truncate(highEnthropyChallenge, difficulty);
session.store("highEnthropyChallenge”, highEnthropyChallenge);
returnToClient(algorithm, difficulty, randomValue, truncatedEnthropyChallenge,
targetHash);

[0067] In non-limiting embodiments, a client device may solve the cryptographic
challenge after identifying the parameters and/or data needed to perform it. As an

example, the following is a routine that a client computer may perform:
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algorithm := responseFromServer.get("algorithm");
difficulty := responseFromServer.get("difficulty");
randomValue := responseFromServer.get("randomValue");
truncatedEnthropyChallenge:=
responseFromServer.get("truncatedEnthropyChallenge");
targetHash := responseFromServer.get("targetHash");
foundEnthropyChallenge = null;
FOR i=0 TO 256 difficulty

testEnthropyChallenge := concatenateAndPad(truncatedEnthropyChallene, i);

testHash := hash(algorithm, testEnthropyChallenge);

IF testHash == targetHash THEN

foundEnthropyChallenge := testEnthropyChallenge;
BREAK

END IF
NEXT
submitToServer(foundEnthropyChallenge);
[0068] In the above example routine, the value of “randomValue” is obtained but
cannot be used to solve the challenge without the value of “<knownSecret>".
[0069] The following is an example routine that may be used by the server
computer to validate the PoW challenge received from the client computer:
foundEnthropyChallenge := requestFromClient.get("foundEnthropyChallenge");
highEnthropyValue := session.get("highEnthropyValue");
IF highEnthropyValue == foundEnthropyChallenge THEN

# Valid client response

# TODO next SUCCESS step
ELSE

# Invalid response

# TODO next FAILURE step
END If
[0070] The following is an example routine that may be used by a client computer
having a key to bypass the PoW challenge received from the server computer:
hmacKey := <knownSecret>;
algorithm := responseFromServer.get("algorithm");

difficulty := responseFromServer.get("difficulty");
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randomValue := responseFromServer.get("randomValue");
truncatedEnthropyChallenge:=
responseFromServer.get("truncatedEnthropyChallenge");

targetHash := responseFromServer.get("targetHash");

highEnthropyChallenge := hmac(algorithm, hmacKey, randomValue);
submitToServer(highEnthropyChallenge);

[0071] It will be appreciated that various routines, algorithms, and techniques may
be used to generate, solve, and validate a cryptographic challenge and that the
examples provided herein are for illustration purposes.

[0072] Referring now to FIG. 4, shown is a diagram of example components of a
device 400 according to non-limiting embodiments or aspects. Device 400 may
correspond to at least one of the computing devices (e.g., 102, 104, 106) in FIG. 1. In
some non-limiting embodiments or aspects, such systems or devices may include at
least one device 400 and/or at least one component of device 400. The number and
arrangement of components shown in FIG. 4 are provided as an example. In some
non-limiting embodiments or aspects, device 400 may include additional components,
fewer components, different components, or differently arranged components than
those shown in FIG. 4. Additionally, or alternatively, a set of components (e.g., one or
more components) of device 400 may perform one or more functions described as
being performed by another set of components of device 400.

[0073] As shown in FIG. 4, device 400 may include bus 402, processor 404,
memory 406, storage component 408, input component 410, output component 412,
and communication interface 414. Bus 402 may include a component that permits
communication among the components of device 400. In some non-limiting
embodiments or aspects, processor 404 may be implemented in hardware, firmware,
or a combination of hardware and software. For example, processor 404 may include
a processor (e.g., a central processing unit (CPU), a graphics processing unit (GPU),
an accelerated processing unit (APU), etc.), a microprocessor, a digital signal
processor (DSP), and/or any processing component (e.g., a field-programmable gate
array (FPGA), an application-specific integrated circuit (ASIC), etc.) that can be
programmed to perform a function. Memory 406 may include random access memory
(RAM), read only memory (ROM), and/or another type of dynamic or static storage
device (e.g., flash memory, magnetic memory, optical memory, etc.) that stores
information and/or instructions for use by processor 404.
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[0074] With continued reference to FIG. 4, storage component 408 may store
information and/or software related to the operation and use of device 400. For
example, storage component 408 may include a hard disk (e.g., a magnetic disk, an
optical disk, a magneto-optic disk, a solid state disk, etc.) and/or another type of
computer-readable medium. Input component 410 may include a component that
permits device 400 to receive information, such as via user input (e.g., a touch screen
display, a keyboard, a keypad, a mouse, a button, a switch, a microphone, etc.).
Additionally, or alternatively, input component 410 may include a sensor for sensing
information (e.g., a global positioning system (GPS) component, an accelerometer, a
gyroscope, an actuator, etc.). Output component 412 may include a component that
provides output information from device 400 (e.g., a display, a speaker, one or more
light-emitting diodes (LEDs), etc.). Communication interface 414 may include a
transceiver-like component (e.g., a transceiver, a separate receiver and transmitter,
etc.) that enables device 400 to communicate with other devices, such as via a wired
connection, a wireless connection, or a combination of wired and wireless
connections. Communication interface 414 may permit device 400 to receive
information from another device and/or provide information to another device. For
example, communication interface 414 may include an Ethernet interface, an optical
interface, a coaxial interface, an infrared interface, a radio frequency (RF) interface, a
universal serial bus (USB) interface, a Wi-Fi® interface, a cellular network interface,
and/or the like.

[0075] Device 400 may perform one or more processes described herein. Device
400 may perform these processes based on processor 404 executing software
instructions stored by a computer-readable medium, such as memory 406 and/or
storage component 408. A computer-readable medium may include any non-transitory
memory device. A memory device includes memory space located inside of a single
physical storage device or memory space spread across multiple physical storage
devices. Software instructions may be read into memory 406 and/or storage
component 408 from another computer-readable medium or from another device via
communication interface 414. When executed, software instructions stored in memory
406 and/or storage component 408 may cause processor 404 to perform one or more
processes described herein. Additionally, or alternatively, hardwired circuitry may be
used in place of or in combination with software instructions to perform one or more

processes described herein. Thus, embodiments described herein are not limited to
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any specific combination of hardware circuitry and software. The term “programmed
or configured,” as used herein, refers to an arrangement of software, hardware
circuitry, or any combination thereof on one or more devices.

[0076] Although embodiments have been described in detail for the purpose of
illustration, it is to be understood that such detail is solely for that purpose and that the
disclosure is not limited to the disclosed embodiments or aspects, but, on the contrary,
is intended to cover modifications and equivalent arrangements that are within the
spirit and scope of the appended claims. For example, it is to be understood that the
present disclosure contemplates that, to the extent possible, one or more features of
any embodiment or aspect can be combined with one or more features of any other
embodiment or aspect.
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WHAT IS CLAIMED IS:

1. A system comprising at least one processor programmed or
configured to:

receive a first request from a first client device;

in response to the first request, determine a Proof-of-Work cryptographic
challenge corresponding to at least one key;

communicate the Proof-of-Work cryptographic challenge to the first
client device;

receive, from the first client device, a first solution to the Proof-of-Work
cryptographic challenge;

validate the first request for data based on the first solution to the Proof-
of-Work cryptographic challenge;

receive a second request from a second client device;

communicate the Proof-of-Work cryptographic challenge to the second
client device;

receive, from the second client device, a second solution to the Proof-
of-Work cryptographic challenge, the second solution based on at least a portion of
the at least one key; and

validate the second request for data based on the second solution to the
Proof-of-Work cryptographic challenge.

2. The system of claim 1, wherein the at least one processor is
further configured to communicate the at least a portion of the at least one key to the
second client device, wherein the first client device does not have access to the at
least one key.

3. The system of claim 1, wherein determining the Proof-of-Work
cryptographic challenge based on the first request comprises:

determining a challenge difficulty based on data associated with the first
client device; and

modifying a computational complexity of the Proof-of-Work
cryptographic challenge based on the challenge difficulty.
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4. The system of claim 1, wherein the data associated with the first
client device comprises a risk score corresponding to at least one of the following: an
account holder associated with the first client device, an account identifier associated
with the first client device, a network address of the first client device, a device identifier
of the first client device, or any combination thereof.

5. The system of claim 1, wherein the at least a portion of the at least
one key comprises the at least one key or a partial key.

6. The system of claim 1, wherein the first client device comprises a

production system, and wherein the second client device comprises a testing system.

7. The system of claim 1, wherein the Proof-of-Work cryptographic
challenge comprises a client-side script.

8. A method comprising:

receiving, with at least one processor, a first request from a first client
device;

in response to the first request, determining, with at least one processor,
a Proof-of-Work cryptographic challenge corresponding to at least one key;

communicating the Proof-of-Work cryptographic challenge to the first
client device;

receiving, from the first client device, a first solution to the Proof-of-Work
cryptographic challenge;

validating, with at least one processor, the first request for data based
on the first solution to the Proof-of-Work cryptographic challenge;

receiving, with at least one processor, a second request from a second
client device;

communicating the Proof-of-Work cryptographic challenge to the second
client device;

receiving, from the second client device, a second solution to the Proof-
of-Work cryptographic challenge, the second solution based on at least a portion of
the at least one key; and
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validating, with at least one processor, the second request for data
based on the second solution to the Proof-of-Work cryptographic challenge.

9. The method of claim 8, further comprising communicating the at
least a portion of the at least one key to the second client device, wherein the first
client device does not have access to the at least one key.

10.  The method of claim 8, wherein determining the Proof-of-Work
cryptographic challenge based on the first request comprises:

determining a challenge difficulty based on data associated with the first
client device; and

modifying a computational complexity of the Proof-of-Work

cryptographic challenge based on the challenge difficulty.

11.  The method of claim 8, wherein the data associated with the first
client device comprises a risk score corresponding to at least one of the following: an
account holder associated with the first client device, an account identifier associated
with the first client device, a network address of the first client device, a device identifier

of the first client device, or any combination thereof.

12.  The method of claim 8, wherein the at least a portion of the at

least one key comprises the at least one key or a partial key.

13.  The method of claim 8, wherein the first client device comprises
a production system, and wherein the second client device comprises a testing

system.

14.  The method of claim 8, wherein the Proof-of-Work cryptographic

challenge comprises a client-side script.

15. A computer program product comprising at least one non-
transitory computer-readable medium including program instructions that, when
executed by at least one processor, causes the at least one processor to:

receive a first request from a first client device;
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in response to the first request, determine a Proof-of-Work cryptographic
challenge corresponding to at least one key;

communicate the Proof-of-Work cryptographic challenge to the first
client device;

receive, from the first client device, a first solution to the Proof-of-Work
cryptographic challenge;

validate the first request for data based on the first solution to the Proof-
of-Work cryptographic challenge;

receive a second request from a second client device;

communicate the Proof-of-Work cryptographic challenge to the second
client device;

receive, from the second client device, a second solution to the Proof-
of-Work cryptographic challenge, the second solution based on at least a portion of
the at least one key; and

validate the second request for data based on the second solution to the
Proof-of-Work cryptographic challenge.

16.  The computer program product of claim 15, wherein the at least
one processor is further caused to communicate the at least a portion of the at least
one key to the second client device, wherein the first client device does not have
access to the at least one key.

17.  The computer program product of claim 15, wherein determining
the Proof-of-Work cryptographic challenge based on the first request comprises:

determining a challenge difficulty based on data associated with the first
client device; and

modifying a computational complexity of the Proof-of-Work
cryptographic challenge based on the challenge difficulty.

18.  The computer program product of claim 15, wherein the data
associated with the first client device comprises a risk score corresponding to at least
one of the following: an account holder associated with the first client device, an
account identifier associated with the first client device, a network address of the first
client device, a device identifier of the first client device, or any combination thereof.
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19.  The computer program product of claim 15, wherein the at least

a portion of the at least one key comprises the at least one key or a partial key.

20.  The computer program product of claim 15, wherein the Proof-of-
Work cryptographic challenge comprises a client-side script.
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