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Method and Apparatus for Transferring Data

Embodiments of the present invention relate to methods an apparatus for securely
transferring data to mobile devices. In particular, although not exclusively, some
embodiments of the invention relate to securely transferring security data to mobile

devices.

Background
It is often desired to transfer data to mobile devices, such as telephones, personal
digital assistants etc. However, securely transferring data to such devices can be

problematic.

It is an object of embodiments of the invention to at least mitigate one or more of the

problems of the prior art.

Brief Description of the Drawings

Embodiments of the invention will now be described by way of example only, with

reference to the accompanying figures, in which:

Figure 1 shows a system 100 according to an embodiment of the invention;

Figure 2 shows a method according to an embodiment of the invention;

Figure 3 shows communication flows according to an embodiment of the invention;

Figure 4 shows a data packet according to an embodiment of the invention; and

Figure 5 shows a method according to a further embodiment of the invention.
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Detailed Description of Embodiments of the Invention

Figure 1 illustrates a system 100 according to an embodiment of the invention. The
system 100 comprises a user 110, a client computer 120, a mobile device 130, one or

more communication networks 140 and a server computer 150.

The user 110 may be a possessor of the mobile device 130 i.c. a person to whom the
mobile device belongs or is assigned. However, embodiments of the invention are not
limited in this respect. The user 110 may be, for example, an administrator of the
mobile device 130, such as a person responsible within an organisation for ensuring
that the mobile device 130 has necessary data stored thereon for use by one or more
other persons. In some embodiments, information associated with the user is stored in

a user profile 151 accessible to the server 150, as will be explained.

In some embodiments, the user 110 is in possession or is associated with a smart card
or token 115. The smart card 115 is used in some embodiments of the invention to

enable authentication of the user 110 to the server 150.

The client computer 120 is a computer via which the user 110 authenticates with the
server 150. In some embodiments, however, the client computer 120 and server 150
are the same machine. That is, the user 110 may directly access the server 150,
without the client computer 120, to transfer data to the mobile device 130. As noted
above, the authentication may involve presentation of the smart card 115 to the client
computer 120, in some embodiments, such as by being received in a communication
port or reader of the client computer 120. However, in other embodiments of the
invention the client computer 120 may receive one or more items of authentication
information from the user 110, such as via data entry to a keyboard of the client
computer 120. The authentication may alternatively or additionally involve the client
computer 120 receiving information indicating one or more biometric characteristics

of the user, such as fingerprint, iris recognition, etc.

Although the client computer 120 is shown in Figure 1 as a desktop computer, it will
be understood that embodiments of the invention are not restricted in this respect.

The client computer 120 may be any type of device which allows an identity of the
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user to be verified by the server 150. In some embodiments, the client computer 120
has a separate communication path to the server 150 than the mobile device 130 i.e.
the client computer 120 and the mobile device 130 communicate data with the server
150 via paths which are at least partly separate. The client computer 120 may be, for
example, a computer kiosk which the user 110 accesses to request data be transferred
to the mobile device 130. In embodiments wherein the user 110 utilises the smart
card 115, the client computer 120 includes an interface arranged to facilitate
communication between the smart card 115 and the client computer 120. The
interface may be contact-based i.c. including physical contacts for engaging with
terminals of the smart card 115 or may be contactless, such as that utilising induction-

based communication techniques.

The mobile device 130 may be any type of mobile device. In particular, although not
exclusively, the mobile device 130 may be any of a mobile telephone, a smart phone,
personal digital assistant, tablet computer, or the like. In some embodiments, the
mobile device 130 includes a software module or component 131 according to an
embodiment of the invention. The software module 131 may be a Java applet which
is stored on the mobile device 130 prior to executing a method according to an
embodiment of the invention. For example, the software module 131 may be
downloaded to the mobile device 130 from the server 150 or from another source,

such as an application store i.c. a repository of applications.

In Figure 1, the communication network 140 is shown as being a single entity, such as
the Internet. However, it 1s envisaged that in some embodiments, the communications
network will comprise a plurality of communication networks. For example, it is
envisaged that the client computer 120 will communicate data with the server
computer via one or more computer networks, such as over an IP protocol, whilst the
mobile device 130 will communicate data with the server 150, at least partly, over a
mobile communication network, such as GPRS, GSM, 3G standards such as UMTS,
4G standards such as LTE-Advanced, mobile WIMAX (IEEE 802.16¢-2005) or the
like.

The server computer 150 may be any type of computer system capable of

implementing a method according to an embodiment of the invention. Although the
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server 150 is shown in Figure 1 as a single computer, this is merely for illustration
and the server computer 150 may comprise a plurality of computer systems and/or a
computer system having multiple processors etc. The server 150 is communicatively
coupled to the client computer 120 and mobile device 130 to authenticate the user 110
via the client computer 120 and the mobile device 130, and then send data to the
mobile device 130 for storage in a location which is accessible to the mobile device
130, as will be explained. In some embodiments, the server 150 has access to one or
more stores 151, 152. In some embodiments, the store may store user information
151 associated with one or more users of the system 100. In some embodiments the
user information 151 comprises one or more user records including a user record
associated with the user 110 of the system. The user records 151 may store
identification information of each user, such as name and contact details. The user
information 151 may also include, in some embodiments, mobile device 130
identification information (MDID). The MDID may be any information which
uniquely identifies the mobile device 130, such as a telephone number or IP address
of the mobile device 130. The store may also hold data 152 which is to be securely

communicated to the mobile device according to embodiments of the invention.

In embodiments of the invention utilising the smart card 115, the smart card 115 is a
device for authenticating the user 110. The smart card 115 or integrated circuit card
may be a device issued to the user 110 which comprises a memory portion and a logic
portion (not shown for clarity). The memory portion may comprise one or more items
of data which enable the server 150 to verify the identity of the user 110, such as
encryption keys and/or certificates. The logic may be logic for enabling a device,
such as the client computer 120, to decrypt received data using the encryption key(s)

stored in the memory portion.

A method according to an embodiment of the invention will now be described with

reference to Figures 2 and 3 in particular.

Figure 2 illustrates a method 200 according to an embodiment of the invention. As
shown in Figure 2, a step 210 comprises authenticating the user 110. As discussed
above, the user 110 may be authenticated to the server 150 in a variety of ways. In

on¢ embodiment, the user 110 is authenticated by multi-factor authentication using
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the smart card 115. The multi-factor authentication may be two-factor authentication
involving use of the smart card and authentication information such as a password or
PIN. Alternatively, bioinformatics may be used as a factor of the authentication

Process.

Figure 3 illustrates authentication information, such as the PIN and smart card, being
provided 310 from the user 110 to the client 120. The PIN may be used to
authenticate to the smart card to generate authentication information which is then
sent from 311 the client computer 120 to the server 150. However, it will be realised
that step 210 may also involve communication of data from the server 150 to the
client computer 120 and from the client computer 120 to the user 110. For example,
in some embodiments of the invention, the server 150 may provide a logon screen,
such as a secure web page, which requests a user to enter a logon ID and password i.e.
may not require the smart card 115.  In response, the user enters their user ID and
password into the client computer 120 which communicates this data to the server
150, thus step 210 may involve bi-directional communication which is not specifically
illustrated in Figure 2. Following receipt of the authentication information 311 by
the server 150, the server communicates an authentication response 312 to the client
computer. The authentication response indicates whether the authentication
information has been verified by the server 150. In response, the client computer 120
may output 313 an authentication response 313 to the user 110, such as indicating on

a display of the client computer 120 that the authentication has been successful.

Step 220 comprises establishing a one-time password (OTP) between the user 110 and
server 150. In some embodiments, the OTP may be established by the client
computer 120 outputting a request for the OTP to the user 110 and receiving 320 the
OTP from the user 110, which is then transmitted 321 to the server 150 from the
client computer 120. In some embodiments, although not necessarily, the server 150
may verify that the OTP is unique i.c. has not been used previously by the user 110.
In other embodiments indicated with dashed lines in Figure 3, the server 150 may
generate the OTP which is then communicated 325 to the client computer 120 and
output 326, for example on a display, to the user 110. The OTP may be
communicated to the client computer 120 in a variety of way, such as part of a web

page forming the authentication process which is displayed to the user. In still further
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embodiments, the OTP may be generated by the server 150 and communicated to the
user via other means, such as by email, by post in printed form or to their mobile
device 130 such as in a text or SMS message. Therefore it will be realised that steps

210 and 220 shown in Figure 2 may take place in any order.

In step 230 the mobile device is authenticated. In some embodiments, the operator of
the mobile device may alternatively or additionally be authenticated. The mobile
device is authenticated to confirm the identity of the mobile device 130. As part of
step 150, the server 150 generates a reference for the data transfer. In some
embodiments, the reference is unique or substantially unique i.¢. will not be reused for
a considerable period of time. The reference is then communicated 330 to the mobile
device 130, as shown in Figure 3. The reference may be communicated to the mobile
device in a variety of ways. In some embodiments, the reference is communicated to
the mobile device in a text or SMS message to the telephone number of the mobile
device which is retrieved from the user profile associated with the user 110
authenticated in step 210. In other embodiments, the reference may be communicated
330 to the mobile device 130 in an email, or via another communication protocol.
The reference may be communicated to the mobile device 130 as a data packet 400, as
shown in Figure 4. The data packet 400 includes a header portion 410 and a data
portion 420 comprising the reference generated by the server 150. The header portion
410 may be used to automatically activate an authentication module or software
component on the mobile device 130, as explained below. The user of the mobile
device 130 may be asked to enter a value, such as a password known to the server,
which is also sent to the server 150 to verify the identity of the user of the mobile

device 130.

In response to receiving the reference 420 at the mobile device 130, the authentication
module or software component 131, such as a Java applet, (herein all referred to as
remote agent 131) may be executed. The remote agent 131 may be executed on the
mobile device 130 in response to a user input at the mobile device 130 i.e. the user
may manually activate the remote agent 131, such as by activating a menu option or
graphical icon on a user interface of the mobile device 130, or the remote agent 131
may be automatically activated in response to the mobile device 130 detecting the

received header 410 of a predetermined format.
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Once activated, the remote agent 131 on the mobile device 130 establishes
communication with the server 150. The remote agent 131 may establish
communication with a counterpart piece of authentication software executing on the
server 150. The remote agent 131 may communicate with the server 150 over http or
https, for example. The remote agent 131 is arranged to communicate 331, in some
form, the reference 420 to the server 150. The reference 420 may be communicated
to the server 150 in the form that it was received by the mobile device 130, with or
without the header 410. In one embodiment, the remote agent 131 on the mobile
device 130 is arranged to compute a hash value of the reference 420. The hash value
is then communicated to the server 150, thereby enabling the server 150 to verify that
the reference 420 was received by a device having an appropriate hash function.
Furthermore, in some embodiments, the reference 420 may be combined with
information derived from the mobile device 130 or remote agent 131 to further
improve security. In one embodiment, the hash value is computed based on the
received reference 420 and identification information of the remote agent 131, such as
an ID or serial number thereof, thereby enabling the server 150 to verify the ID of the

remote agent 131 and the reference 420.

In step 240, the server 150 communicates 340 encrypted data to the mobile device
130. The data is encrypted, at least in part, based on the OTP established in step 220.
In some embodiments, the data may also be encrypted based on other information,

such as a username of the user 110 etc.

In response to receiving the encrypted data, the remote agent 131 executing on the
mobile device 130 requests that the user 110 enters 350 the OTP into the mobile
device 130. For example, the remote agent 131 may cause a message to be displayed
on a display of the mobile device 130 requesting that the user 110 enters 350 the OTP
via a keypad of the mobile device 130. The user may also be requested to enter any
further information required to decrypt the received data. The received OTP is then
used to decrypt the received data in step 250. In some embodiments, the OTP may be
entered 350 into the mobile device 130 prior to the encrypted data being received. In

these embodiments, the mobile device 130 may communicate the OTP, or a value
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derived there from, to the server 150 in order to initiate the communication 340 of the

encrypted data to the mobile device 130.

Once decrypted, the data is stored in a storage location or memory accessible to the
mobile device 130. The data may be stored within a volatile or non-volatile memory
accessible to the mobile device 130. The memory may be located within the mobile
device 130, such as a built-in memory, or the memory may be a removable or external
memory device, such as a memory card or external storage device. In some
embodiments, the memory is located on a Subscriber Identity Module (SIM) card of
the mobile device 130, or on another removable memory device, such as a micro-SD
or a cryptographically protected memory card.  In further embodiments, the data
may be stored in another device which is, or may be periodically, communicably
connected to the mobile device 130. Such devices may be those having a data storage
portion, such as cameras, navigation devices etc. Such devices may communicate
with the mobile device 130 at least periodically over a wired or wireless connection,
such as Bluetooth or Wi-Fi, although these are merely exemplary. In some
embodiments, the data may be stored in encrypted form and only decrypted using the

OTP when required.

As a result of the method 200, data is securely transferred from the server 150 to the
mobile device 130 and is stored in a location accessible to the mobile device 130 for

later use by the mobile device 130.

Further embodiments of the present invention will now be described with reference to

Figures 5.

In order to improve security in computer systems, especially distributed computer
systems where a client computer or device communicates with a remotely located
server computer, users are often provided with a smart card or integrated chip card
(ICC). A smart card typically comprises a memory storage component and logic.
Frequently the memory storage component is used to hold one or more keys and/or
certificates. The one or more keys may be public or private keys and the certificates
may enable an identity of a person to be verified, as is known in the art. The smart

card may be used in authenticating a holder to the computer system by inserting the
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smart card into a card reader communicatively coupled to the computer system. Once
inserted into the card reader, the smart card may, for example, provide a decryption
service for the computer system using the stored key and logic on the smart card.
The stored keys may be used to decrypt received data, such as encrypted data received
at the client computer from the server computer. The received data may be
communication data, such as emails, although the invention is not limited in this

respect.

Often, users wish to utilise a smart card with a computing device, such as to access
encrypted data with the device. For example, users may wish to read encrypted
emails on the device. However, it 1s sometimes difficult or inconvenient for the
device to access the smart card to utilise keys and/or certificates stored thereon to
encrypt/decrypt data or to digitally sign data. One prior solution to this is the use of
an external smart card reader. The external smart card reader connects to the device
to provide an interface to the smart card. The smart card reader may connect to the
device via a wired interface, such as via a USB connection, or via a wireless interface,
such as Bluctooth. Embodiments of the invention aim to at least reduce the problems
associated with using security data, such as keys and/or certificates, with mobile
computing devices, such as portable computers, tablet computers, mobile phones,

personal digital assistants, smart phones etc.

An embodiment of the invention will now be described with reference to Figure 5 for
transferring security data, such as keys and/or certificates, to a mobile device. The
embodiment described with reference to Figure 5 may be used to transfer a copy of
security data, such as one or more keys and/or certificates, stored on a smart card to a
storage location accessible by the mobile device, thereby enabling the mobile device
to perform security operations, such as encrypting/decrypting data, without requiring

the mobile device to communicate with the smart card.

The embodiment of the invention is similar in operation to that previously described
with reference to Figures 1-4 so, unless otherwise stated, the details provided above
with respect to those Figures apply to the embodiment of Figure 5. Figure 5 shows a

method 500 which may be implemented in a system 100 comprising a user 110, a
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client computer 120, a mobile device 130, one or more communication networks 140

and a server computer 150, as previously discussed with reference to Figure 1.

In step 510, the user 110 provides authentication information to the client computer
120. The authentication information may be, as previously described, a PIN and the
smart card 115 being provided 310 from the user 110 to the client computer 120. The
PIN may be utilised with the smart card 115 to generate authentication information
which is sent from 511 the client computer 120 to the server 150. However in other
embodiments, the user may enter a user ID and password into the client computer 120
which communicates 511 this data to the server 150 i.e. the authentication of the user
110 to the server may not involve the smart card 115. The user 110 may also provide
the authentication information directly to the server computer, for example by
inserting the smart card into a reader associated with the server 150, or by inputting
information directly into the server 150, for example using a keyboard of the server

computer.

Once having determined the authentication of the user, the server 150 communicates
an authentication response 512 to the user via, in some embodiments, the client
computer 120. The authentication response indicates whether the authentication
information has been authenticated by the server 150. In response, the client
computer 120 may output an authentication response 513 to the user 110, such as
indicating on a display of the client computer 120 that the authentication has been

successful.

A one-time password (OTP) is established between the user 110 and server 150. As
discussed above, in some embodiments, the OTP may be established by the client
computer 120 outputting a request for the OTP to the user 110 and receiving 520 the
OTP from the user 110, which is then transmitted 521 to the server 150 from the
client computer 120. However, in other embodiments indicated with dashed lines in
Figure 5, the server 150 may generate the OTP which is then communicated 525 to
the client computer 120 and output 526, for example on a display, to the user 110. In
still further embodiments, the OTP may be generated by the server 150 and

communicated to the user via other means, such as by email, by post in printed form

10
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or to their mobile device 130 such as in a text or SMS message. In these

embodiments, the OTP is not necessarily communicated via the client computer 120.

The mobile device 130 is authenticated to confirm the identity of the mobile device
130. The server 150 generates a reference which, in some embodiments, is unique or
substantially unique i.e. will not be reused for a considerable period of time. The
reference is communicated 530 to the mobile device 130. The reference may be
communicated to the mobile device 130 in a text or SMS message to the telephone
number of the mobile device 130 which is retrieved from the user profile associated
with the user 110. In other embodiments, the reference may be communicated 530 to
the mobile device 130 in an email, or via another communication method or protocol.
The reference may be communicated to the mobile device 130 as a data packet 400, as
shown in and previously discussed with reference to Figure 4. The data packet 400

may include the header portion 410 and the data portion 420 comprising the reference.

In response to receiving the reference 420 at the mobile device 130, the remote agent
131 may be executed on the mobile device 130. The remote agent 131 may be
manually or automatically activated on the mobile device 130. Once activated, the
remote agent 131 establishes communication with the server 150 and is arranged to
communicate 331, in some form, the reference 420 back to the server 150. The
reference 420 may be communicated to the server 150 in the form that it was received
or in a modified form, such as a hash value of the reference 420. In some
embodiments, the reference 420 may be combined with information derived from the
mobile device 130 or remote agent 131 to further improve security, as discussed
above.

The server 150 communicates 540 encrypted security data, such as one or more keys
and/or certificates, to the mobile device 130. The security data is encrypted, at least
in part, based on the OTP. In some embodiments, the data may also be encrypted

based on other information, such as a username of the user 110 etc.

In response to receiving the encrypted data, the remote agent 131 executing on the
mobile device 130 requests that the user 110 enters 550 the OTP into the mobile
device 130. For example, the remote agent 131 may cause a message to be displayed

on a display of the mobile device 130 requesting that the user 110 enters 550 the OTP

11
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via a keypad of the mobile device 130. The user may also be requested to enter any
further information required to decrypt the received data. The received OTP is then

used to decrypt the received security data.

Once decrypted, the security data is stored in a storage location or memory accessible
to the mobile device 130, such as within a volatile or non-volatile memory accessible
to the mobile device 130. The memory may be located within the mobile device 130,
such as a built-in memory, or the memory may be a removable or external memory
device, such as a memory card or external storage device. In some embodiments, the
memory is located on a Subscriber Identity Module (SIM) card of the mobile device
130, or on another removable memory device, such as a micro-SD or a

cryptographically protected memory card.

The security data may then be used by the mobile device 130 to perform security
operations. For example, in cases where the security data comprises one or more keys
(public or private keys) they may be used to encrypt and/or decrypt data. The data
may be data received by and/or sent by the mobile device 130, such as communication
data i.c. emails. The security data may also be used to digitally sign data in the cases

that the security data comprises one or more digital certificates.

It will be appreciated that embodiments of the present invention can be realised in the
form of hardware, software or a combination of hardware and software. Any such
software may be stored in the form of volatile or non-volatile storage such as, for
example, a storage device like a ROM, whether erasable or rewritable or not, or in the
form of memory such as, for example, RAM, memory chips, device or integrated
circuits or on an optically or magnetically readable medium such as, for example, a
CD, DVD, magnetic disk or magnetic tape. It will be appreciated that the storage
devices and storage media are embodiments of machine-readable storage that are
suitable for storing a program or programs that, when executed, implement
embodiments of the present invention. Accordingly, embodiments provide a program
comprising code for implementing a system or method as claimed in any preceding
claim and a machine readable storage storing such a program. Still further,

embodiments of the present invention may be conveyed electronically via any

12
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medium such as a communication signal carried over a wired or wireless connection

and embodiments suitably encompass the same.

All of the features disclosed in this specification (including any accompanying claims,
abstract and drawings), and/or all of the steps of any method or process so disclosed,
may be combined in any combination, except combinations where at least some of

such features and/or steps are mutually exclusive.

Each feature disclosed in this specification (including any accompanying claims,
abstract and drawings), may be replaced by alternative features serving the same,
equivalent or similar purpose, unless expressly stated otherwise. Thus, unless
expressly stated otherwise, each feature disclosed is one example only of a generic

series of equivalent or similar features.

The invention is not restricted to the details of any foregoing embodiments. The
invention extends to any novel one, or any novel combination, of the features
disclosed in this specification (including any accompanying claims, abstract and
drawings), or to any novel one, or any novel combination, of the steps of any method
or process so disclosed. The claims should not be construed to cover merely the
foregoing embodiments, but also any embodiments which fall within the scope of the

claims.

13
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CLAIMS

A method of transferring data to a mobile device, comprising:

receiving authentication information associated with a user and

authenticating the user based on the authentication information;

determining a one-time use password,;

verifying an identity of a mobile device and/or a mobile device

operator;

transmitting encrypted data to the mobile device, the encryption based,

at least in part, on the password; and

receiving, at the mobile device, the password and decrypting the data

for use by the mobile device.

The method of claim 1, wherein the authentication information is determined,

at least in part, based on an encryption key.
The method of claim 2, wherein the encryption key is stored in a smart card.

The method of any preceding claim, wherein the authentication information is

received from a client computer.

The method of any preceding claim, wherein the authentication information is

determined based, at least in part, on information received from a user.

The method of any preceding claim, wherein the password is received from a

Uuser.

The method of any preceding claim, wherein the password is generated and

output to the user.

14
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

The method of claim 7, wherein the password is output on a display device, as

a printed document, or in an electronic message.

The method of claim 8, wherein the display device is a display device of a

client computer.

The method of any of claims 6 to 9, comprising receiving the password at a

server computer.

The method of any preceding claim, wherein the identity of the mobile device

is verified by sending a message to the mobile device.

The method of claim 11, wherein the message comprises a reference value and
the method comprises receiving a response message from the mobile device

based at least partly on the response value.

The method of claim 12, wherein the response message contains the reference

value or a value determined according to the reference value.

The method of any of claims 11 to 13, wherein the message is sent to the
mobile device based on mobile device identification information associated

with a user profile.

The method of any of claims 11 to 14, wherein the message is a short message

service (SMS) message or an email.

The method of claim 12 or any claim dependent thereon, wherein the reference

is generated by a server.

The method of any preceding claim, comprising storing the data in a storage

location accessible to the mobile device.
The method of any preceding claim, wherein the data is security data.

The method of claim 18, wherein the security data comprises one or more keys

and/or certificates.

The method of claim 19, comprising decrypting or encrypting communication

data received by the mobile device using the one or more keys.

15
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21. A server for sending data to a mobile device, wherein the server is arranged to:

receive authentication data associated with a user and to authenticate the user

based on the authentication data;
determine a one-time-use password,
verify an identity of a mobile device and/or mobile device operator;

transmit encrypted data to the mobile device, the data being encrypted based,

at least in part, on the password.

22. The server of claim 21, wherein the authentication information is at least

partly received from a user.

23. The server of claim 22, wherein the authentication information is received

from a client computer.

24, The server of claim 21, 22 or 23, wherein the authentication information is

determined, at least in part, based on an encryption key.

25.  The server of any of claims 21 to 24, wherein the one time use password is

determined by the server and output to a user.

26.  The server of claim 25, wherein the server is arranged to output the password
on a display device or to communicate the password to another device for outputting

the password to the user.

27.  The server of any of claims 21 to 26, wherein the server is arranged to verify

the identity of the mobile device by sending a message to the mobile device.

28.  The server of claim 27, wherein the server is arranged to generate a reference

value and to include the reference value in the message.

29.  The server of claim 28, wherein the server is arranged to receive a response
message from the mobile device and to compare a value derived from the response

message against the generated reference value.
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30. The server of claim 27, 28 or 29, wherein the server is arranged to determine
identification information of the mobile device and to send the message to the mobile

device based on the identification information.

31. The server of claim 30, wherein the identification information is determined

from a user profile associated with the user.

32. The server of any of claims 21 to 31, wherein the server is arranged to encrypt the

data based, at least in part, on the password.
33.  The server of any of claims 21 to 32, wherein the data is security data.

34.  The server of claim 33, wherein the server is arranged to obtain the security

data based on a user profile associated with the user.

35.  The server of claim 33 or 34, wherein the security data comprises one or more

keys and/or certificates.

36. A computer system, comprising the server of any of claims 21 to 35 and a

mobile device.

37.  The computer system of claim 36, wherein the mobile device is one or a

mobile telephone, a smart phone, a tablet computer or a portable computer.

38.  Computer software arranged to perform the method of any of claims 1 to 20

when executed on a computer.
39.  The computer software of claim 38 stored on a computer readable medium.

40. A method substantially as described hereinbefore with reference to the

accompanying drawings.

41. A server computer substantially as described hereinbefore with reference to

the accompanying drawings.

42. A computer system substantially as described hereinbefore with reference to

the accompanying drawings.
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