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Rights management information is used at least in part in a 
matching, narrowcasting, classifying and/or selecting pro 
cess. A matching and classification utility system comprising 
a kind of Commerce Utility System is used to perform the 
matching, narrowcasting, classifying and/or selecting. The 
matching and classification utility system may match, nar 
rowcast, classify and/or select people and/or things, non 
limiting examples of which include software objects. The 
Matching and Classification Utility system may use any 
pre-existing classification schemes, including at least some 
rights management information and/or other qualitative and/ 
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ship. The Matching and Classification Utility may also use 
at least Some rights management information together with 
any artificial intelligence, expert system, statistical, compu 
tational, manual, or any other means to define new classes, 
class hierarchies, classification systems, category schemes, 
and/or assign persons, things, and/or groups of persons 
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Typical Class 1-Profile 

AV, price of content $8.79 
purchased last 30 dayS 
Number of trips abroad 3 
in last 2 years 
Type of Content most National and 
frequently purchased international news 
2nd most frequently Business information 
purchased 
Third most frequently Travel information 
purchased 

Add new COntrols Yes NO 
to Content 

Stated religious None Methodist 
affiliation 

SRI internet lifestyle Worker 
Category 

20% of text items 5% of text items 

Typical Class 2-Profile 
Knoxville, TN 
$1.95 

Sports 

Religious 

Movies 

Modification rights 
purchased 

Fl 22 Example Classification Output Illustrating Different 
IC Classes Based Upon Differing Profiles 
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Demographic information Questionnaire 
Name: 

Address: 

Address: 

City: -P'-- 
Gender (MF) Date of birth: 1 - 1 
Education: 

Have not graduated high School 
High School graduate 
Some College 
College degree 
Some graduate School 
Advanced degree 

All Information Will Be Treated AS Confidential 

F.19. 28 Example Demographic Questionnaire"Pop-Up"Screen 
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Fig. 30 Example Steps for Collecting Psychographic Data 
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Today's Anonymous Questionnaire 
Thanks for taking the time to answer these questions 

We'll put $2.00 in your VDE budget 

1. Do you feelsad, blue, unhappy or "down in the dumps"? 
OA. Never 
OB, Rarely 

C. Sometimes 
OD, Very Often 

E. Most of the time 

... Do you feel tired, having little energy, unable to Concentrate? 
A. Never 

OB. Rarely 
OC. Sometimes 
OD, Very Often 
O E. Most of the time 

3. Do you feel uneasy, restless Or irritable? 
A. Never 

OB, Rarely 
OC. Sometimes 
OD. Very Often 

E. Most of the time 

4. Do you have trouble sleeping Oreating (too little Ortoo much)? 
A. Never 

OB. Rarely 
C. Sometimes 

OD, Very Often 
OE. Most of the time 

Click here for more questions 

All Information Will Be Treated AS Confidential 

F19. 3 f Example Psychographic Questionnaire"Pop-Up"Screen 
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Fig. 34 
Example Steps For Determining Attributes 
Based On Available Rules And Consequences 
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Check Permissions Record Example Steps 
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Send WDECOntainer 
With "Create attribute reCOrd 
from URT"method, event(s) 
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Fig. 39 
Example Steps For Assembling Attribute Records 
Based On Rules and Consequences 
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Start Fig. 40(A) 
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(A) () () (2) 
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NO 
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More 
rights records? 
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No 
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End Fig. 40(B) 
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Fig. 43 
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Fig. 44 
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Fig. 45(A) 
Example steps to Create audit 

attribute reCOrds 

1800 
LOCate UDE audit 
reCOrds in SeCure 

database 

1802 

Select UDE audit 
reCOrd 

804 1806 1808 1810 

PERC for audit NO Report Failure Write 
reCOrd? audit reCOrd End 

1812 YeS 1814 1816 1818 

Permission for a Report Failure Write (End ) this USe? audit reCOrd End 

Yes 1822 824 1820 

Atomic YES-1Ggregate Atomic 
tranSaCtion 

Create Summary 
Yes transaction record - from atomic records 

NO 

  

        

  

  



Patent Application Publication May 8, 2008 Sheet 64 of 96 US 2008/0109242 A1 

Fig. 45(B) 
Example steps to Create audit 
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SYSTEMS AND METHODS FOR MATCHING, 
SELECTING, NARROWCASTING, AND/OR 

CLASSIFYING BASED ON RIGHTS 
MANAGEMENT AND/OR OTHER INFORMATION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This is a continuation of application Ser. No. 
11/541.255, filed Sep. 28, 2006, which is a continuation of 
application Ser. No. 10/272,911, filed Oct. 18, 2002, now 
U.S. Pat. No. 7,143,066, which is a continuation of appli 
cation Ser. No. 09/498,369, filed Feb. 4, 2000, now U.S. Pat. 
No. 7,092.914, which is a continuation of application Ser. 
No. 08/965,185, filed Nov. 6, 1997, now U.S. Pat. No. 
6,112,181, all of which are incorporated herein by reference. 

FIELDS OF THE INVENTIONS 

0002 The inventions relate to electronic rights and trans 
action management. More particularly, the inventions relate 
to automated systems, methods and techniques for effi 
ciently matching, selecting, narrowcasting, categorizing 
and/or classifying in a distributed electronic rights and/or 
other event and/or transaction management environment. 
For example, the inventions provide electronic computer 
based systems, methods and techniques for matching, clas 
Sifying, narrowcasting, and/or selecting digital information 
describing people and/or other things. This matching, clas 
Sifying, narrowcasting, and/or selecting can be based, at 
least in part, on elements of rights management information 
and/or one or more other categories of information— 
wherein such information is used for efficient, trusted event 
management assuring the execution of one or more controls 
related to, including, for example, consequences of process 
ing Such digital information describing people and/or other 
things. The present inventions also provide systems and 
methods for efficiently determining class hierarchies, clas 
sification schemes, categories, and/or category schemes and/ 
or the assignment of objects, persons and/or things to said 
class hierarchies, classification schemes, categories, and/or 
category Schemes using at least some rights management 
information. 

BACKGROUND AND SUMMARY OF THE 
INVENTIONS 

0003. The modern world gives us a tremendous variety 
and range of options and choices. Cable and satellite tele 
vision delivers hundreds of different television channels 
each carrying a different program. The radio dial is crowded 
with different radio stations offering all kinds of music, 
news, talk, and anything else one may care to listen to. The 
corner convenience store carries newspapers from around 
the country, and a well stocked newsstand allows you to 
choose between hundreds of magazines and publications 
about nearly every subject you can think of Merchandise 
from all corners of the world is readily available at the 
shopping mall or by mail order. You can pay by check, in 
cash, or using any number of different kinds of credit cards 
and ATM cards. 

0004. This tremendous variety is good, but it also pre 
sents problems. Sometimes, it is hard or inefficient for us to 
find what we want and need because there are too many 
things to evaluate and choose from, and they are often 
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located in too many places. We can waste a lot of time 
searching for the things we need or want at the right price, 
with the rights features, and at a particular time. 
0005 Sometimes, we never find things that satisfy what 
we feel we need or want. This happens when we don’t know 
what to look for, how to look for it, or don't have the 
necessary assistance or tools to search Successfully. For 
example, we may not know the best way of looking for 
Something. Sometimes, we know what we are looking for 
but can’t express or articulate it in ways that help us look. 
And sometimes, we don’t even know what we are looking 
for. You may know you need something, know its missing, 
but never really know how to communicate to others what 
you are looking for. For example, someone who speaks only 
English may never find resources using Japanese or Spanish. 
In general, we often don’t have the time or resources to look 
for all the things that would give us the most benefit or make 
us the most satisfied. 

It's Hard to Find Mass Media Things You want or Need. 
0006 FIG. 1A shows, as one example, how frustrating it 
can be to find anything to watch on the hundreds of 
television channels that may be available. The man in FIG. 
1A spends a lot of time "channel Surfing.” trying to find 
Something he is interested in watching. He may be moder 
ately interested in golf, but may not like the particular golf 
tournament or golf players being broadcast at 7 o'clock on 
a particular channel. After flipping through other channels, 
he might think an action movie looks interesting only to find 
out after watching it for a while that he isn't really interested 
in it after all. A documentary on horses also seems interest 
ing at first, but he finds it boring after watching it awhile 
because it doesn’t give him the kind of information he is 
interested in. The whole process can be frustrating and he 
may feel he wasted a lot of time. FIG. 1B shows the man 
getting so frustrated at the wasted time and energy that he 
thinks that maybe watching television is just not worth it. 
What the man really needs is a powerful yet efficient way to 
find those things that most satisfy his desires—that is, match 
his needs and/or his interests. 

Our Mail Overloads Us with Things we Don't want or Need 
0007 The same thing can happen with information sent 
to us in the mail. It can be fun to receive some kinds of mail, 
Such as personal letters, or magazines and catalogs on topics 
of personal interest. Certain other mail. Such as bills, may 
not be fun but are usually important. Unfortunately, our 
mailboxes are typically overflowing with yet another kind of 
mail commonly referred to as "junk mail.” The person in 
FIG. 2 finds his mailbox stuffed to the overflowing point 
with mail he never asked for and has absolutely no interest 
in. Most of this junk mail ends up unread and in the trash. 
However, it can take a long time to sort through all this mail 
to be Sure you are only throwing out only the junk mail and 
not the good mail you are interested in or need. For example, 
it’s sometimes hard to distinguish credit card bills from 
offers for new credit cards you don’t need or want. Wouldn't 
it be useful if your mail could be automatically “cleaned” of 
the mail you had no interest in and you received only the 
mail you wanted or needed? 
0008 Sorting through things to identify things you might 
want, then selecting what you actually want, can be a 
frustrating and time consuming experience. For example, it 
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wastes the time of the person who receives the junk mail, 
and it also wastes the time, money and effort of the people 
who spend their money to send mail to people hoping that 
they will buy their products. 
0009. As frustrating as finding and selecting may be to 
consumers, they often create even greater problems for 
businesses and people who want to locate or provide infor 
mation, goods and services. It is often said, that in the world 
of business, “Information is Power and “efficiency is the 
key to success.” To find or sell the most relevant or useful 
information and to provide the ability to most efficiently 
allow business to operate at its best, we need easy-to-use 
tools that can help us navigate, locate, and select what 
matches our interests. In the modern world, it is often 
difficult to find out what different people like, and to supply 
people with the opportunity to select the best or most 
satisfying choices. 
0010 Past attempts outside the computer world to match 
up people with information, goods and/or services have had 
limited Success. For example, attempts to “target' mass 
mailings may increase the chance that they will go to people 
who are interested in them, but the entire process is still very 
wasteful and inefficient. It is considered a good Success rate 
to match the interests of only a few percent of the recipients 
of 'junk mail. Telemarketing campaigns that use the tele 
phone to reach potential consumers can be very expensive, 
very annoying to consumers who are not interested in the 
products being marketed, and very costly and inefficient. A 
much more ideal situation for all concerned is enabling 
businesses to send information only to individual consumers 
likely to find the information interesting, desirable, convinc 
ing, and/or otherwise useful. That way, businesses save time 
and money and consumers arent unproductively hassled by 
information, phone calls, junk mail, junk e-mail and the like. 
However, right now it is extremely difficult to accomplish 
this goal, and so businesses continue to annoy consumers 
while wasting their own time, money, and effort. 
Because of the Vast Amount of Information Available, Even 
Systems that Provide a High Degree of Organization May be 
Difficult to Use or Access 

0011 You can find yourself wasting a lot of time finding 
things—even in places where finding things is Supposed to 
be easy. For example, a library is a place where you can find 
all sorts of useful information but can also waste a lot of time 
trying to find what you are looking for. Modern libraries can 
be huge, containing tens or even hundreds of thousands or 
millions of different books, magazines, newspapers, video 
tapes, audio tapes, disks, and other publications. Most 
libraries have an electronic or manual card catalog that 
classifies and indexes all of those books and other materials. 
This classification system is useful, but it often has signifi 
cant limitations. 

0012 For example, normally a card catalog will classify 
materials based only on a few characteristics (for example, 
general subject, author and title). The boy in FIG. 3 is 
looking for information on American League baseball teams 
during World War II for a high school report. The card 
catalog led to the general subject of baseball and other 
sports, but, looking at the catalog, he can't identify any 
books that seem to provide the specific information he wants 
to see, so he must rely on books classified as “histories of 
sports' or “histories of baseball.” He can spend lots of time 
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looking through the books on the shelves, going back to the 
card catalog, and going back to the shelves before he finds 
a reference that's reasonably helpful. He may need to go ask 
an expert (the librarian) who is familiar with the books the 
library has on sports and may know where to look for the 
information. Even then, the boy may need to flip through 
many different books and magazines, and look in many 
different places within the library before he finds the infor 
mation he is looking for. 
Finding Products You want or Need can be Very Difficult 
and Time Consuming 
0013 The same kind of frustrating experience can hap 
pen when you shop for a particular kind of item. While some 
people enjoy shopping, and have fun seeing what is in 
various stores, many people dislike spending time shopping, 
searching for the best or most affordable item. And some 
times even people who like to shop don’t have the time to 
shop for a specific item. 
0014 For example, the man in FIG. 4 goes into a shop 
ping mall looking for a tie to fit very tall people. He didn't 
wear a tie to work that day, but, at the last minute, an 
important meeting was scheduled for later that day and he 
needs to dress up. The shopping mall has a large variety of 
stores, each selling a range of merchandise. But the man may 
only have a short time to look. For example, he may be on 
his lunch break, and needs to get back to work soon. He can't 
spend a lot of time shopping. He may therefore need to rely 
on tools to help him identify where he wants to buy the tie. 
Perhaps he uses a mall directory that classifies the different 
stores in terms of what kinds of merchandise they sell (for 
example, clothing, books, housewares, etc.). Perhaps he asks 
at the malls help desk staffed by “experts' who know what 
is available in the shopping mall. But even these resources 
may not tell him where to buy Italian silk ties that are 
discounted and cost $20. So he does the best he can with the 
available resources. 

These Problems are Worse in the Digital World 
0015 The electronic or digital world offers a rapidly 
growing, vast array of electronically published products and 
services. For example, computer SuperStores have a dizzying 
array of different software products. Furthermore, music is 
now published primarily in digital form on optical disks, and 
video will soon be published that way too. And, of particular 
interest related to certain of the inventions described by this 
document, the Internet now has millions of home pages with 
an overwhelmingly variety and quantity of digital informa 
tion, and, these millions of home pages, in turn, point or 
“link’ to millions of other web pages as well. 
0016 Today, for example, you can use the Internet to: 
0017 read electronic newspapers, books and maga 
Zines and see them on your computer Screen; 

0018 get music in electronic form and play it using 
your computer; 

0019 
world; 

send and receive electronic mail all over the 

0020 download reports and other information com 
piled by governments, companies, industries, universi 
ties, and individuals; 

0021 watch videos and animations; 
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0022 play games with “cyber-friends' located around 
the world; 

0023 chat with individuals and groups who share at 
least Some interests in common; 

0024 participate in “virtual reality’ worlds, games, 
and/or experiences; 

0025 a (offer to) buy, and/or (offer to) sell nearly any 
thing; and 

0026 conduct electronic transactions and commerce. 

0027 Today on the Internet and you can also find nearly 
anything and everything you can possibly imagine, although 
finding exactly what you really want may be time consuming 
and frustrating. This is because the Internet and World Wide 
Web provide perhaps the best example of an environment that 
is particularly hard to navigate. There are an overwhelming 
number of choices—too many to easily relate to or under 
stand—and many of which are terribly hard to find, even 
using the various Web searching “engines.” The Internet is 
particularly exciting because it has the potential to provide to 
nearly everyone access to nearly every kind of information. 
Information can also come from an almost limitless variety of 
Sources. But today, so much information on the Internet is 
Superficial or useless, and too many choices can be more a 
curse than ablessing if you don’t have meaningful, easy ways 
to eliminate all but a relatively few choices. And the situation 
will only become much worse as more Web sites appear, and 
as digital information is distributed in “objects” or “contain 
ers' providing enhanced security and privacy but possibly 
more difficult access and identifiability. 

0028. As time passes, more and more valuable and desir 
able information will be available in digital containers. How 
ever, unless tools are developed to solve the problem, there 
will be no efficient or satisfying means to sort through the 
potentially trillions of digital containers available on tens of 
millions of Web pages, to find containers satisfying a search 
or fulfilling an information need. Furthermore, existing infor 
mation searching mechanisms typically provide no way to 
readily perform a search that matches against underlying 
commercial requirements of providers and users. 

It Wills be Difficult to Find Rights Management Scenarios 
Matching Your Requirements 

0029. If, for example, you have an auto repair newsletter 
and you want to create an article containing information on 
auto repair of Ford Bronco vehicles, you may wish to look for 
detailed, three dimensional, step-by-step “blow-up” 
mechanical images of Ford Bronco internal components. Per 
haps these are available from hundreds of Sources (including 
from private individuals using new, Sophisticated rendering 
graphics programs, as well as from engineering graphics 
firms). Given the nature of your newsletter, you have decided 
that your use of such images should cost you no more than one 
penny to redistribute per copy in quantities of several thou 
sand—this low cost being particularly important since you 
will have numerous other costs per issue for acquiring rights 
to other useful digital information products which you reuse 
and, for example, enhance in preparing a particular issue. You 
therefore wish to search and match 
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against rights management rules associated with Such prod 
ucts—non-limiting examples of which include: 

0.030 
0031 redistribution rights (e.g., limits on the quantity 
that may be redistributed), 

cost ceilings, 

0032 modification rights, 
0033 class related usage rights, 
0034 category related usage rights, 
0035 sovereignty based licensing and taxation fees, 
0.036 
0037 reporting and/or privacy rights (you don’t want to 
report back to the product provider the actual identity of 
your end users and/or customers. 

0038 If you can’t match against your commercial require 
ments, you may be forced to waste enormous amounts of time 
sifting through all of the available products matching Ford 
Bronco internal components—or you may settle for a product 
that is far less than the best available (settling on the first 
adequate product that you review). 

import and export regulations, and 

Computers Don't Necessarily Make it Easier to Find Things 
0039. Anyone who has ever used the Internet or the World 
Wide Web knows that networks, computers and electronics, 
when used together, do not necessarily make the overall task 
of finding information easier. In fact, computers can make the 
process seem much worse. Most Internet users will probably 
agree that trying to find things you are interested on the 
Internet can be a huge time drain. And the results can be very 
unsatisfactory. The rapid growth rate of information available 
on the Web is continually making this process of finding 
desired information even harder. You can spend many hours 
looking for information on a Subject that interests you. In 
most cases, you will eventually find some information of 
value—but even using today's advanced computer search 
tools and on-line directories, it can take hours or days. With 
the advent of the technology advances developed by Inter 
Trust Technologies Corp. and others, publishers will find it far 
more appealing to make their valuable digital information 
assets available on-line and to allow extractions and modifi 
cations of copyrighted materials that will vastly expand the 
total number of information objects. This will enormously 
worsen the problem, as the availability of valuable informa 
tion products greatly expands. 
It is Usually Hard to Find Things on the Internet 
0040. There are many reasons why it is difficult to find 
what you want on the Internet. One key reason is that, unlike 
a public library, for example, there is no universal system to 
classify or organize electronic information to provide infor 
mation for matching with what’s important to the person who 
is searching. Unlike a library, it is difficult on the Internet to 
efficiently browse over many items since the number of pos 
sible choices may be much larger than the number of books on 
a library shelves and since electronic classification systems 
typically do not provide much in the way of physical cues. For 
example, when browsing library shelves, the size of a book, 
the number of pictures in the book, or pictures on magazine 
covers may also help you find what you are interested in. Such 
physical cue information may be key to identifying desired 
selections from library resources. Unfortunately, most digital 
experiences typically 




















































































