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1. 

METHOD AND SYSTEM FOR 
CONTROLLING ACCESS TO A MOBILE 

COMMUNICATION TERMINAL 

Matter enclosed in heavy brackets appears in the 
original patent but forms no part of this reissue specifica 
tion; matter printed in italics indicates the additions 
made by reissue. 

BACKGROUND 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

Pursuant This Application is a reissue application of U.S. 
Pat. No. 7,702,314 B2, which issued on Apr. 20, 2010, the 
content of which is hereby incorporated by reference in its 
entirety, and pursuant to 35 U.S.C. S 119(a), this application 
U.S. Pat. No. 7,702,314 B2 claims the benefit of earlier filing 
date and right of priority to Korean Patent Application No. 
2003/45515, filed on Jul. 5, 2003 (now Korean Patent No. 
10-0548372, registered on Jan. 24, 2006), the content of 
which is all hereby incorporated by reference herein in its 
entirety their entireties. 

1. Field of the Invention 
The present invention relates to a method for limiting 

access to a mobile communication terminal having a camera 
and, more particularly, to a method for locking a mobile 
communication terminal by using one or more images as lock 
codes. 

2. Description of the Related Art 
Some mobile communication terminals have multimedia 

mobile communication equipments for providing various 
data transmission services in addition to Voice communica 
tion service. Newer mobile communication terminals include 
a digital camera that is able to immediately photograph a 
desired object, store photographed images of the object, and 
output the respective images to an LCD or transmit the 
images to a remote device through a communication network. 

Mobile communication terminals may have a locking 
function to protect information stored in the mobile terminal. 
Usually, the locking function of a mobile communication 
terminal is implemented by using a password (e.g., lock code) 
made up of numbers or several digits or characters. Sometime 
the password comprises four digits that are displayed at a rear 
portion of a phone, or some digits of the phone's registration 
number. 

This easily accessible passwords and codes are dangerous 
as they can be exploited by an unauthorized user. Therefore, 
a locking system and method is desirable that can overcome 
the above shortcomings. 

SUMMARY OF THE INVENTION 

A method, for limiting access to a mobile communication 
terminal is provided. The method comprises photographing a 
first object to produce a first image; Storing the first image: 
locking the mobile communication terminal; photographing 
a second object to produce a second image; comparing the 
first image with the second image; and unlocking the mobile 
terminal, if the second image matches the first image. 

In one embodiment, the comparing comprises determining 
a difference of RGB color values between the first and second 
image; and determining that the second image matches the 
first image, when the difference of RGB color values is within 
a first tolerance threshold. 
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2 
The method may further comprise determining a differ 

ence of RGB color values between the first and second 
images; determining a difference between sizes of objects 
photographed in the first and second images; and determining 
that the second image matches the first image, when the 
difference of RGB color values is within a first tolerance 
threshold and when the difference between sizes of the 
objects photographed is within a second tolerance threshold. 
In one embodiment, the photographing is performed by a 
digital camera embedded in the mobile communication ter 
minal. 

In accordance with another embodiment, a method for 
limiting access to a mobile communication terminal is pro 
vided. The method comprises providing an option to select an 
authentication method to lock the mobile communication 
terminal; and storing a plurality of lock codes inputted into 
the mobile communication terminal for locking the mobile 
communication terminal. 
The plurality of lock codes comprise at least one of an 

alphanumeric lock code and an image lock code, wherein the 
image lock code comprises an image of a first object. When 
the image lock code is inputted, the mobile communication 
terminal stores RGB color values for the image and size 
information for the first object. 
When the selected authentication method is a multi-image 

authentication method, the plurality of lock codes comprise at 
least two image lock codes. When the mobile communication 
terminal stores input order for the plurality of lock codes. 
When the selected authentication method is a multi-alphanu 
meric authentication method, the plurality of lock codes com 
prise at least two alphanumeric lock codes, for example. 

In yet another embodiment, a system for limiting access to 
a mobile communication terminal comprises a camera for 
photographing first and second objects to produce a first 
image and a second image, wherein the first image is photo 
graphed before the mobile communication is locked, and the 
second image is photographed after the mobile communica 
tion terminal is locked; a memory for storing the first and 
second images; a locking mechanism for electronically lock 
ing the mobile communication terminal, in response to user 
input; a comparing mechanism for comparing the first image 
with the second image; and a mechanism for electronically 
unlocking the mobile terminal, if the second image matches 
the first image. 
The comparing mechanism comprises means for determin 

ing a difference of RGB color values between the first and 
second image; and means for determining whether the second 
image matches the first image, when the difference of RGB 
color values is within a first tolerance threshold. 
Means for determining a difference of RGB color values 

between the first and second images; means for determining a 
difference between sizes of objects photographed in the first 
and second images; and means for determining that the sec 
ond image matches the first image, when the difference of 
RGB color values is within a first tolerance threshold and 
when the difference between sizes of the objects photo 
graphed is within a second tolerance threshold, may be also 
included in one embodiment of the system. The photograph 
ing is performed by a digital camera embedded in the mobile 
communication terminal, for example. 

In accordance with one embodiment, a system for limiting 
access to a mobile communication terminal is provided. The 
method comprises user interface for providing an option to 
select an authentication method to lock the mobile commu 
nication terminal; and memory for storing a plurality of lock 
codes inputted into the mobile communication terminal for 
locking the mobile communication terminal. 
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These and other embodiments of the present invention will 
also become readily apparent to those skilled in the art from 
the following detailed description of the embodiments having 
reference to the attached figures, the invention not being 
limited to any particular embodiments disclosed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying drawings, which are included to pro 
vide a further understanding of the invention and are incor 
porated in and constitute a part of this specification, illustrate 
embodiments of the invention and together with the descrip 
tion serve to explain the principles of the invention. 

FIG. 1 is a flow chart of a method for locking and unlocking 
a mobile communication terminal by using an image, in 
accordance with a preferred embodiment of the present 
invention. 

FIG. 2 illustrates display states provided to a user for lock 
ing the mobile communication terminal in accordance with 
one embodiment. 

FIGS. 3A and 3B are flow charts of methods for unlocking 
the mobile communication terminal in accordance with a 
preferred embodiment of the present invention. 

FIG. 4 illustrates display states provided to the user in 
unlocking the mobile communication terminal, inaccordance 
with one embodiment. 

Features, elements, and aspects of the invention that are 
referenced by the same numerals in different figures represent 
the same, equivalent, or similar features, elements, or aspects 
in accordance with one or more embodiments of the system. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

In the present invention, an image photographed through a 
digital camera of a mobile communication terminal is used as 
a lock code for locking and unlocking the mobile communi 
cation terminal. In addition, in the present invention, locking 
or unlocking of a mobile terminal is performed through sev 
eral authentication stages. 

First, a method for locking a mobile communication ter 
minal in accordance with a preferred embodiment of the 
present invention will be described. FIG. 1 is a flow chart of a 
method for locking a mobile communication terminal based 
on, an image photographed in accordance with a preferred 
embodiment of the present invention. 
A lock mode can be selected by a userby way of interacting 

with a user interface or selecting form a menu (S10). The 
mobile communication terminal determines an authentica 
tion method selected by a user among a plurality of authen 
tication methods (S12), based on the user selection from the 
C. 

The plurality of authentication methods comprise a 
numeric/image code authentication method for authentica 
tion with a numeric lock code or an image lock code. A 
multi-image code authentication method for authentication 
with multiple image lock codes and a multi-numeric code 
authentication method for authentication with multiple 
numeric lock codes may be also provided. 

If the numeric/image code authentication method is 
selected (S14), the mobile communication terminal receives a 
password made up of numbers or characters from the user 
(S16) and stores the inputted password as a numeric lock code 
(S18). 
As shown in FIG. 2, the mobile communication terminal 

can photograph an object by a digital camera embedded in the 
mobile communication terminal, for example, to capture the 
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4 
image of the object and store it as an image lock code (S20 and 
S22). When the mobile communication terminal stores the 
image lock code, it also stores object size information of the 
image as well as characteristics of the photographed object 
image. The order of inputting the numeric lock code and the 
image lock code may vary depending on implementation. 

Referring back to FIG. 1, when the numeric lock code and 
the image lock code are inputted, the mobile communication 
terminal enters a lock mode (S24). If the multi-image code 
authentication method is selected (S26), the mobile commu 
nication terminal photographs a first object through the digi 
tal camera, captures the photographed image of the object and 
stores it as a first image lock code (S28 and S30). Then, the 
mobile communication terminal photographs a second object 
(the first and second objects can be the same objects, for 
example), captures the photographed image, and stores it as a 
second image lock code (S32 and S34). 

In one embodiment, when the mobile communication ter 
minal stores the first and second image lock codes, it stores 
object size information on the images. The first and second 
image lock code input order as well as characteristics of the 
photographed images may be also stored. In the multi-image 
code authentication method, when two or more image lock 
codes are inputted, the mobile communication terminal 
enters a lock mode (S36). 

Referring to FIGS. 3A and 3B, if the mobile communica 
tion terminal is in the locked State, an unlock mode may be 
selected, according to a key input by a user (S40). The mobile 
communication terminal determines the authentication 
method selected for locking (S42). 

If the selected authentication method is the numeric/image 
authentication method (S44), as shown in FIG. 4, the mobile 
communication terminal displays a message requesting 
inputting of a numeric lock code and an image lock code. 
When the numeric lock code is inputted by the user, the 
mobile communication terminal compares the inputted 
numeric lock code and a previously stored numeric lock code 
(S46 and S48). If the inputted numeric lock code matches the 
previously stored numeric lock code, the mobile communi 
cation terminal remains in the locked state (S50). 

If the inputted numeric lock code matches the previously 
stored numeric lock code, the mobile communication termi 
nal photographs and captures an object presented by the user 
in order to receive the image lock code (S52). The mobile 
communication terminal then compares the inputted image 
lock code and the previously stored image lock code (S54). 

In comparing the images, RGB color values are compared 
on the basis of characteristics of the images. The sizes of 
objects on the images are also compared in one embodiment. 
For example, when hand of a user is photographed, the size of 
the hand on the photographed image can be different depend 
ing on the distance between the digital camera and the hand. 
Thus, although an image of the same hand is inputted, the size 
of the hand on the image can be different from the size of the 
hand on the previously stored image. In this case, authentica 
tion for the image of the inputted hand may fail in one 
embodiment. 

In another embodiment, if the difference of RGB colors 
values between the inputted image and the previously stored 
image is within a first tolerance threshold, the two images are 
determined to be a match. When comparing the sizes of the 
object images, a similar tolerance threshold scheme can be 
implemented. That is if the difference between the size of the 
first and second images is within a second tolerance thresh 
old, then the two images are determined to be a match. 

If the inputted image lock code does not match the previ 
ously stored image lock code (S54), the mobile communica 
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tion terminal stops the unlocking process and maintains the 
locked state (S.56). If, however, the inputted image lock code 
and the previously stored image lock code are a match, the 
mobile communication terminal is unlocked (S58). 

Referring to FIG. 3B, if the multi-image code authentica 
tion method is selected (S60), the mobile communication 
terminal displays a message requesting the input of a first 
image lock code. When the first object is presented by the 
user, the mobile communication terminal photographs and 
captures the first object (S62). 
The mobile communication terminal then compares the 

first image lock code with the previously stored first image 
lock code (S64). If the first image lock code is acceptable 
(S66) (i.e., matches the stored image lock code), then the 
mobile communication terminal displays a message request 
ing inputting a second image lock code, and then photographs 
and captures a second object presented by the user (S68, S70). 

To determine if the first image is acceptable, the mobile 
communication terminal compares the RGB color values and 
sizes on the basis of the image characteristics between the 
inputted first image lock code and the previously stored first 
image lock code. The mobile communication terminal also 
compares the RGB color values and object sizes on the basis 
of the image characteristics between the inputted second 
image lock code and the previously stored second image lock 
code in one embodiment. 

If the difference of RGB color values between the inputted 
first and second image lock codes and the previously stored 
first and second image lock codes is within the first tolerance 
and difference of the object sizes is within a second tolerance 
threshold, the mobile communication terminal determines 
that the inputted first and second image lock codes are accept 
able matches and the mobile communication terminal is 
unlocked (S74). 

If, however, the difference in RGB color values between 
the inputted image lock codes and the previously stored, 
image lock codes is not within the first tolerance threshold, or 
if the difference of the object sizes on the images is not within 
the second tolerance threshold, the mobile communication 
terminal determines that the inputted first and second image 
lock codes are not acceptable matches and remains in the 
locked State. 
The method for locking and unlocking a mobile commu 

nication terminal by using an image in accordance with the 
present invention has many advantages. A user can photo 
graph a portion of human body oran object as desired and use 
the captured image as a lock code. Since authentication can be 
based on a combination of a numeric lock code and an image 
lock code, security of the locking function of a mobile com 
munication terminal is improved. By performing an authen 
tication based on multiple image lock codes, security of the 
locking function of the mobile communication terminal is 
even further improved. 
As the present invention may be embodied in several forms 

without departing from the spirit or essential characteristics 
thereof, it should also be understood that the above-described 
embodiments are not limited by any of the details of the 
foregoing description, unless otherwise specified, but rather 
should be construed broadly within its spirit and scope as 
defined in the appended claims, and therefore all changes and 
modifications that fall within the metes and bounds of the 
claims, or equivalence of such metes and bounds are therefore 
intended to be embraced by the appended claims. 

What is claimed is: 
1. A method for switching access state of a mobile device 

from a first state to a second state, the method comprising: 
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6 
determining first color attributes corresponding to a first 

image captured by a user using a camera connected to 
the mobile device; 

determining second color attributes corresponding to a 
lock code comprising a second image stored in a 
memory of the mobile device, wherein an alphanumeric 
character and the first image are input in sequence as part 
of a single lock code; 

comparing the first and second color attributes to arrive at 
a first value; and 

Switching from the first access state to the second access 
state, in response to determining that the first value is 
within a first range, indicating that the first and second 
images are relatively similar in color, without regard to 
how sharply focused the first and second images are, and 

wherein the lock code is not associated with the mobile 
device's unique identifier or other data that has been 
uniquely assigned to the mobile device by a party other 
than the user and wherein the lock code authentication is 
performed independent from any communication of the 
lock code to a base station or entity other than the mobile 
device. 

2. The method of claim 1, wherein the first state is a lock 
state and the second state is an unlock state. 

3. A method for switching access state of a mobile device 
from a first state to a second state, the method comprising: 

determining first dimension attributes corresponding to a 
first image of an object captured by a user using a camera 
connected to the mobile device; 

determining second dimension attributes corresponding to 
a lock code comprising a second image of an object 
stored in a memory of the mobile device, wherein an 
alphanumeric character and the first image are input in 
sequence as part of a single lock code: 

comparing the first and second dimension attributes to 
arrive at a first value; and 

Switching from the first access state to the second access 
state, in response to determining that the first value is 
within a first range, indicating that the first and second 
images are relatively similar in dimension, without 
regard to how sharply focused the first and second 
images are, and 

wherein the lock code is not associated with the mobile 
device's unique identifier or other data that has been 
uniquely assigned to the mobile device by a party other 
than the user and wherein the lock code authentication is 
performed independent from any communication of the 
lock code to a base station or entity other than the mobile 
device. 

4. The method of claim 3, wherein the first state is a lock 
state and the second state is an unlock state. 

5. A method for switching access state of a mobile device 
from a first state to a second state, the method comprising: 

determining first dimension and color attributes corre 
sponding to a first image of an object captured by a user 
using a camera connected to the mobile device; 

determining second dimension and color attributes corre 
sponding to a lock code comprising a second image of an 
object stored in a memory of the mobile device, wherein 
an alphanumeric character and the first image are input 
in sequence as part of a single lock code; 

comparing the first and second dimension attributes to 
arrive at a first value; 

comparing the first and second color attributes to arrive at 
a second value; and 

Switching from the first access state to the second access 
state, in response to determining that the first value is 
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within a first range and the second value is in a second 
range, indicating that the first and second images are 
relatively similar in dimension and color, without regard 
to how sharply focused the first and second images are, 

wherein the lock code is not associated with the mobile 
device's unique identifier or other data that has been 
uniquely assigned to the mobile device by a party other 
than the user and wherein the lock code authentication is 
performed independent from any communication of the 
lock code to a base station or entity other than the mobile 
device. 

6. The method of claim 5, wherein the first state is a lock 
state and the second state is an unlock state. 

7. A security system for Switching access state of a mobile 
device from a first state to a second state, the system com 
prising: 

a logic unit for determining first dimension attributes and 
first color attributes corresponding to a first image of an 
object captured by a user using a camera connected to 
the mobile device; 

a logic unit for determining second dimension attributes 
and second color attributes corresponding to a lock code 
comprising a second image of an object stored in a 
memory of the mobile device, wherein an alphanumeric 
character and the first image are input in sequence as part 
of a single lock code: 

a logic unit for comparing the first dimension attributes 
with the second dimension attributes, without regard to 
how sharply focused the first and second images are, to 
arrive at a first value; and 

a logic unit for comparing the first color attributes with the 
second color attributes, without regard to how sharply 
focused the first and second images are, to arrive at a 
second value, 

wherein the lock code is not associated with the mobile 
device's unique identifier or other data that has been 
uniquely assigned to the mobile device by a party other 
than the user and wherein the lock code authentication is 
performed independent from any communication of the 
lock code to a base station or entity other than the mobile 
device. 

8. The system to claim 7, further comprising: 
a logic unit for Switching from the first access state to the 

second access state, in response to determining that the 
first value is within a first range and the second value is 
within a second range. 

9. The system of claim 8, wherein the first value is in the 
first range when the first and second images are relatively 
similar in dimension. 

10. The system of claim 7, wherein the second value is in 
the second range when the first and second images are rela 
tively similar in color. 

11. A method for controlling a locked State of a mobile 
terminal, the method comprising: 

registering a plurality of lock codes, that includes at least 
One numeric code and an image lock code, 

selecting one lock mode from among a plurality of lock 
modes, 

receiving the at least One numeric code when the selected 
lock mode is a combination numeric-image lock mode, 

comparing the received numeric code with a registered 
numeric code, 

maintaining the locked State of the mobile terminal when 
the received the at least one numeric code matches the 
registered numeric code, 

capturing an image of an object via a camera connected to 
the mobile terminal 

8 
comparing a lock code of the captured image with a regis 

tered image lock code, and 
unlocking the locked state of the mobile terminal when the 

image matches the registered image lock code. 
5 12. The method of claim II, wherein registering the plu 

rality of lock codes comprises. 
selecting the One lock mode from among the plurality of 

lock modes, 
inputting receiving the at least One numeric code and the 

registered image lock code in the selected lock mode, 
and 

storing the received at least One numeric code and regis 
tered image lock code as a reference lock code. 

13. The method of claim II, wherein the plurality of lock 
modes includes a numeric or image lock mode, the combina 
tion numeric-image lock mode, a multi-image lock mode, and 
a multi-numeric lock code mode. 

14. The method of claim II, wherein the object includes a 
portion of a human body. 

15. The method of claim II, wherein the plurality of lock 
codes is used as an authentication method. 

16. The method of claim I I, wherein the locked state of the 
mobile terminal is unlocked when a comparison result is 
within a first range indicating that first and second images are 
relatively similar: 

17. The method of claim II, filrther comprising: 
capturing an image of a first object via camera connected 

to the mobile terminal when the selected lock mode is a 
multi-image lock code mode, 

comparing a lock code of the captured first image with a 
registered first image lock code, 

displaying a message requesting input of a second image 
lock code when the lock code of the first image lock code 
matches the registered first image lock code, 

capturing an image of a second object via the camera, 
comparing the captured second image lock code with a 

registered second image lock code, and 
unlocking the locked State of the mobile terminal when a 

lock code of the second image matches the registered 
second image lock code. 

18. The method of claim 17 further comprising comparing 
red-green-blue (RGB) color values and sizes on the basis of 

45 image characteristics between the image lock codes of the 
first and second images and the registered first and second 
image lock codes. 

19. The method of claim 18, further comprising determin 
ing that the image lock codes of the first and second images 

50 match when: 
a difference of RGB color values between the captured 

image lock codes of the first and second images, 
the registered first and second image lock codes are within 

a first tolerance threshold, or 
a difference between object sizes of the first and second 

images is within a second tolerance threshold. 
20. A security system for controlling a locked state of a 

mobile terminal, the method comprising: 
a logic unit configured to: 

register a plurality of lock codes including at least 
numeric codes and image lock codes, 

select one lock mode among a plurality of lock modes, 
receive at least One numeric code when the selected one 

lock mode is a combination numeric-image lock 
mode, 

compare the received numeric code with registered 
numeric codes, 
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maintain the locked State of the mobile terminal when 
the received numeric code matches the registered 
numeric codes, 

capture an image of an object via a camera connected to 
the mobile terminal 

compare a lock code of the captured image with regis 
tered image lock codes, and 

unlock the locked state of the mobile terminal when the 
lock code of the captured image matches the One of the 
registered image lock codes. 

21. The system to claim 20, wherein the logic unit is further 
configured to: 

receive at least one numeric code and registered image lock 
code in the selected one lock mode, and 

store the received at least one numeric code and registered 
image lock code as a reference lock code. 

22. The system to claim 20, wherein the plurality of lock 
modes includes the numeric or image lock mode, the combi 
nation numeric-image lock mode, a multi-image lock code 
mode, and a multi-numeric lock code node. 

23. The system to claim 20, wherein the object includes a 
portion of a human body. 

24. The system to claim 20, wherein the plurality of lock 
code is used as an authentication method. 

25. The system to claim 20, wherein the logic unit config 
ured is firther configured to unlock the locked state of the 
mobile terminal when a comparison result is within a first 
range indicating that first and second images are relatively 
similar: 
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