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Profile-Based Message Control

BACKGROUND

[0001] Today’s computer users are faced with a continuous barrage of incoming
information in the form of email messages, text messages, voice messages and live voice calls,
and messages transmitted via social networking systems, to name a few. Similarly, users are
expected and sometimes required to create and transmit an equally high volume of outgoing
messages as part of their work and social commitments. Such a constant stream of
communication can make it difficult for computer users to concentrate on tasks requiring deep,
sustained thought while using computers.

[0002] Although many recognize the potential harm of increasingly distracted computer
and Internet use, as evidenced by pejorative terms such as “Crackberry addict” to describe
someone who compulsively sends and receives email using a Blackberry mobile computing
device, the blame for such harms typically is laid at the feet of the computer user for failing to
exercise sufficient self-control. The solution most commonly proposed to this problem is for
computer users to unilaterally change their usage habits, such as by leaving their computers at

home while on vacation or manually turning off their smartphones while in restaurants.

SUMMARY

[0003] A computer system includes a profile associated with one or more logic modules.
Each logic module specifies a condition and a corresponding action. The profile may be applied
to context data, such as messages transmitted over a network, to perform the actions specified by
the logic modules in response to detecting that the context data satisfies the conditions specified
by the logic modules. The profile may have an activation state, in which case the logic modules
may be applied to the context data only if the profile’s activation state indicates that the profile is
active. One application of the system is to perform different actions (such as blocking,
forwarding, deferring, and allowing) in connection with messages transmitted via different
modes of communication (such as one or more of email communication, text messaging

communication, and live voice call communication).
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BRIEF DESCRIPTION OF THE DRAWINGS

[0004] FIG. 1A is a dataflow diagram of a computer control system according to one
embodiment of the present invention;

[0005] FIGS. 1B-1D are diagrams illustrating profiles and relationships among profiles
according to embodiments of the present invention;

[0006] FIG. 1E is a diagram illustrating relationships between profiles and logic modules
according to one embodiment of the present invention;

[0007] FIGS. 1F-1G are diagrams illustrating the operation of a profile controller
according to one embodiment of the present invention;

[0008] FIGS. 1H-11 are diagrams illustrating the operation of a logic module controller
according to one embodiment of the present invention;

[0009] FIG. 1] is a diagram illustrating the operation of a logic module execution unit
according to one embodiment of the present invention;

[0010] FIG. IK is a diagram illustrating the operation of a profile execution unit
according to one embodiment of the present invention;

[0011] FIG. 2 is a diagram of a context controller for obtaining and synthesizing context
data according to one embodiment of the present invention;

[0012] FIG. 3A is a flowchart of a method performed by the system of FIG. 1F according
to one embodiment of the present invention;

[0013] FIG. 3B is a flowchart of a method performed by the system of FIG. 1G
according to one embodiment of the present invention;

[0014] FIG. 3C is a flowchart of a method performed by the system of FIG. 1H
according to one embodiment of the present invention;

[0015] FIG. 3D is a flowchart of a method performed by the system of FIG. 11 according
to one embodiment of the present invention;

[0016] FIG. 3E is a flowchart of a method performed by the system of FIG. 1J according
to one embodiment of the present invention;

[0017] FIGS. 3F and 3G are flowcharts of methods performed by the system of FIG. 1K

according to embodiments of the present invention;
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[0018] FIG. 4A is a diagram of a computer control system implemented on a single
device according to one embodiment of the present invention;

[0019] FIG. 4B is a diagram illustrating a physical implementation of device profiles
according to one embodiment of the present invention;

[0020] FIG. 4C is a diagram illustrating a physical implementation of user profiles
according to one embodiment of the present invention;

[0021] FIGS. 5A-5D are diagrams illustrating the use of activation states with profiles
and logic modules according to embodiments of the present invention;

[0022] FIGS. 6A-6D are flowcharts of methods performed to execute profiles and logic
modules according to embodiments of the present invention;

[0023] FIG. 7 is a diagram illustrating use of an embodiment of the present invention to
enforce communication unitasking among one or more devices according to one embodiment of
the present invention;

[0024] FIG. 8 is a flowchart of a method performed by the system of FIG. 7 according to
one embodiment of the present invention; and

[0025] FIGS. 9A-9D are illustrations of user interfaces for interacting with profiles and

logic modules according to one embodiment of the present invention.

DETAILED DESCRIPTION

[0026] Referring to FIG. 1A, a dataflow diagram is shown of a computer control system
100 implemented according to one embodiment of the present invention. In general, the system
100 includes one or more profiles that define actions to be taken by the system 100 in response to
satisfaction of conditions defined by the profiles. As will be described in more detail below,
such conditions and actions may be defined in ways that control the extent to which users of the
system 100 are distracted by devices within the system 100 and by other devices used by such
users.

[0027] The system 100 includes one or more logic modules 102a-c. Although three logic
modules 102a-c are shown in FIG. 1A as an example, the system 100 may include any number of

logic modules. In general, each of the logic modules 102a-c defines a condition and a
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corresponding action. As will be described in more detail below, the system 100 or other
embodiment of the present invention may perform the action defined by a logic module if the
condition defined by the logic module is satisfied by the current context of the system 100. For
example, logic module 102a includes condition specifier 104a (which specifies a first condition)
and action specifier 106a (which specifies a first action); logic module 102b includes condition
specifier 104b (which specifies a second condition) and action specifier 106b (which specifies a
second action); and logic module 102¢ includes condition specifier 104c (which specifies a third
condition) and action 106¢ (which specifies a third action).

[0028] The condition and action specified by a particular logic module may implement a
rule, such that the system 100 necessarily performs the action in response to determining that the
condition is satisfied. Logic modules 102a-c need not, however, implement rules. Alternatively,
for example, logic modules 102a-c may implement statistical methods such that the action
specified by a logic module may or may not be performed in response to detecting that the
condition specified by the logic module is satisfied in a particular instance. For example, a logic
module may be implemented such that the action specified by the logic module is performed
with a likelihood of 50% in response to determining that the condition specified by the logic
module is satisfied, with the decision in a particular instance being implemented using a pseudo-
random number generator. Various examples disclosed herein, however, will describe logic
modules 102a-c as implementing rules for ease of explanation.

[0029] Each of condition specifiers 104a-c may specify a simple condition, such as a
condition including only a single premise, such as “TIME = 11:00,” or a complex condition
including a plurality of premises joined by one or more Boolean operators (e.g., AND, OR,
XOR, NOT) in any combination. Therefore, any reference herein to a “condition” includes
simple conditions and/or complex conditions. More generally, a condition may be implemented
using any process that produces an output (e.g., a binary output) to determine whether to perform
the corresponding action.

[0030] Similarly, ecach of actions 106a-b may specify a simple action, such as an action to
block receipt of an email message, or a complex action including a plurality of actions.
Therefore, any reference herein to an “action” refers includes simple actions and/or complex

actions. More generally, an action may be implemented using any process.
— 4 —
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[0031] An action specifier may specify an action at any level of generality. For example,
an action specifier may specify a particular action to be performed by the hardware of a device.
As another example, an action specifier may specify a type of action, such as “block.” In such a
case, the specified action may be performed by identifying one or more specific acts that
implement the specified action, and by performing the one or more specific acts. For example, a
“block” action may be performed by performing a first set of acts to block an incoming email
message, by performing a second set of acts to block an outgoing email message, and a third set
of acts to block an incoming voice call, where the first, second, and third sets of acts differ from
cach other. The particular act(s) to perform in a particular instance to implement the “block”
action may be determined dynamically and on-the-fly.

[0032] More generally, an action specifier may specify an action that is defined by any
process, function, algorithm, or other set of acts. For example, an action specifier may specify a
process which, when performed, receives input from some or all of the context data described
below. As aresult, the acts performed when executing a particular action specifier may vary
from case to case depending on the current context data.

[0033] Any two of the condition specifiers 104a-c may specify the same or different
conditions from each other. Similarly, any two of the action specifiers 106a-c may specify the
same or different actions from each other. For example, no two of the condition specifiers 104a-
¢ may specify the same condition as each other. As another example, condition specifiers 104a
and 104b may specify the same conditions as each other, but condition specifier 104¢ may
specify a condition that differs from the conditions specified by condition specifier 104a and
condition specifier 104b. Similarly, for example, no two of the action specifiers 106a-c may
specify actions that are the same as cach other. As another example, action specifiers 106a and
1046b may specify the same actions as each other, but action specifier 106¢ may specify an
action that differs from the actions specified by both action specifier 106a and action specifier
106b.

[0034] The system 100 also includes various profiles. In general, the term “profile” is
used herein to refer to any set of data, such as a set of data that includes parameters, where each
parameter has both a type and a value. For example, one parameter may have a type of “time”

and a value that represents the current time (e.g., 11:00).
— 5 —
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[0035] The system 100 includes, for example, one or more system profiles. In general, a
system profile includes data representing information related to the system 100 as a whole. A
single system profile 110 is shown in FIG. 1A. The system 100 may, however, include more
than one system profile.

[0036] The system 100 also includes, for example, one or more user profiles. In general,
a user profile includes data representing information related to a particular human user. In the
example of FIG. 1A, the system 100 includes two user profiles 112a and 112b, which include
data representing information related to users 122a and 122b, respectively. The system 100 may,
however, include any number of user profiles.

[0037] The system 100 also includes, for example, one or more device profiles. In
general, a device profile includes data representing information related to a particular device,
such as a computing device or a communication device. In the example of FIG. 1A, the system
100 includes three device profiles 114a-c, which include data representing information related to
devices 124a-c, respectively. The system 100 may, however, include any number of device
profiles.

[0038] The system 100 need not include all of the types of profiles shown in FIG. 1A,
where examples of profile types are system, user, and device. Rather, for example, the system
100 may solely include one or more profiles of a single type. For example, the system 100 may
solely include a system profile, or solely include a user profile, or solely include a device profile.
More generally, the system 100 may include one or more profiles of each of one or more of the
types shown in FIG. 1A, so that the system 100 includes at least one profile of at least one type.

[0039] Profiles may be associated with each other in various ways. For example, a
system profile may be associated with one or more user profiles. Referring to FIG. 1B, an
example is shown in which system profile 110 is associated with user profiles 112a and 112D, as
indicated by associations 130a and 130D, respectively. Although in the example of FIG. 1B the
system profile 110 is associated with all of the user profiles 112a-b in the system 100, this is not
required; the system profile 110 may alternatively be associated with fewer than all of the user
profiles 112a-b in the system 100.

[0040] Referring to FIG. 1C, an example is shown in which: (1) user profile 112a is

associated with device profiles 114a and 114b, as indicated by associations 132a and 132b,
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respectively; and (2) user profile 112b is associated with device profile 114c, as indicated by
association 132c. As these examples illustrate, a user profile may be associated with any number
of device profiles. Furthermore, although not shown in FIG. 1C, two user profiles may be
associated with the same device profile. For example, this would occur in FIG. 1C if the user
profile 112b were additionally associated with device profile 114b.

[0041] Referring to FIG. 1D, an example is shown in which system profile 110 is
associated with device profiles 114a-c, as indicated by associations 134a-c, respectively.
Although in the example of FIG. 1D the system profile 110 is associated with all of the device
profiles 114a-c in the system 100, this is not required; the system profile 110 may alternatively
be associated with fewer than all of the device profiles 114a-b in the system 100.

[0042] Any profile of any type may be associated with more or more logic modules. For
example, referring to FIG. 1E, an example is shown in which system profile 110 is associated
with logic module 102a (as indicated by association 136a); user profile 112a is associated with
logic module 102a (as indicated by association 136b) and logic module 102b (as indicated by
association 136¢); user profile 112b is associated with logic module 102¢ (as indicated by
association 136d); device profile 114a is associated with logic module 102a (as indicated by
association 136¢); device profile 114b is associated with logic module 102a (as indicated by
association 136f) and logic module 102¢ (as indicated by association 136g); and device profile
114c is not associated with any logic module.

[0043] As illustrated in FIG. 1E, any profile of any type may be associated with any
number (i.e., zero or more) of logic modules. One logic module may be associated with multiple
profiles, e.g., multiple profiles of the same type or of different types. Furthermore, although in
the example of FIG. 1E at least one profile of each type (system, user, and device) is associated
with at least one logic module, this is not a requirement. Instead, for example, the system profile
110 may not be associated with any of the logic modules 102a-c. As another example, neither of
the user modules 112a-b may be associated with any of the logic modules 102a-c. As yet
another example, none of the device modules 114a-c may be associated with any of the logic
modules 102a-c. All that is required is that at least one profile in the system 100 be associated

with at least one of the logic modules 102a-c.
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[0044] Referring to FIG. 2, a dataflow diagram is shown of a system 200 for obtaining
and storing context data 202. Context data 202 is also referred to herein as “context.” Context
data 202 may, for example, represent information about an activity currently engaged in by one
of the users 122a-b of the system 100, information about appointments on a user’s calendar, or
information about messages currently being transmitted by the system 100.

[0045] The system 200 includes a plurality of context sensors 206a-j. In general context
sensors 206a-j obtain sensor inputs 214a-j, respectively, and generate outputs 208a-j,
respectively. The outputs 208a-j of context sensors 206a-j are provided to and received by
context controller 204, which generates and stores context data 202 based on the received
outputs 208a-j. Context data 202 may, for example, include a context data record 210a, which
includes fields 212a-j corresponding to and representing sensor outputs 208a-j, respectively.
More specifically, field 212a may represent sensor output 208a, field 212b may represent sensor
output 208b, and so on.

[0046] Although not shown in FIG. 2, context controller may be used to read the context
data 202. For example, context controller 204 may provide output representing some or all of
context data 202, e.g., in response to a request from another component for such data.
Furthermore, context controller 204 may receive a request from another component to modify
some or all of context data 202 and, in response to such a request, may make the requested
modification to the context data 202.

[0047] Context controller 204 may sample the outputs 208a-j repeatedly, e.g.,
periodically (e.g., every millisecond, every second, or every minute), or in response to detecting
a change in one or more of the outputs 208a-j. The context controller 204 may generate and
store multiple context data records 210a-n, each of which represents a distinct sample of some or
all of the sensor outputs 208a-j. Such repeated sampling and storage may, for example, be used
to store a record of the history of context data generated by the context controller 204 within the
context data 202 itself. Alternatively, for example, the context controller 204 may store only a
single context data record 212a within the context data 202, and overwrite the values in the
context data record 212a based on the outputs 208a-j received most recently from the sensors

206a-j.
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[0048] Each of the sensors 206a-j may provide, as its output, an output that is identical to
or a copy of the sensor’s input, or an output that is generated based on the sensor’s input but
which differs from the sensor’s input in any of a variety of ways, such as in its format and/or
value. Furthermore, inputs 214a-j are optional; they may be omitted from the system 200 or
integrated into their corresponding sensors. Any one or more of the sensors 206a-j may receive
multiple inputs and derive output from such multiple inputs in any way.

[0049] Sensor 206a is a time sensor, which receives time sensor input 214a, such as data
generated by a clock representing a current time. Time sensor 206a may, for example, generate
output 208a representing a current time (e.g., the time at or around the time at which the sensor
output 208a is generated). Such a time may be any kind of time, such as a real time (e.g.,
January 1, 2011 at 11:00AM) or a system time (e.g., a number of clock cycles since a device was
booted), represented to any degree of accuracy.

[0050] Storing a value that is equal to or based on the time sensor output 208a in the
context records 210a-n effectively marks such records with timestamps that may later be used to
associate any particular record with the time stored in the record’s time field 212a, which may
represent the actual or approximate time at which the record was created. The context controller
204 may sample all of the sensor outputs 208a-j at or near the time represented by the time
sensor output 208a and generate a corresponding context record based on such sampled outputs,
so that each of the context records 212a-n generated by the context controller 204a contains data
representing context information that is valid for a single point in time or a relatively short period
of time overlapping with or near the time represented by the record’s time field 212a, and so that
the record’s time field 212a may subsequently be used to identify the actual or approximate
time(s) for which the information represented by the other fields 212b-1 in the same record is
valid.

[0051] Any references below to the “current sample period” in connection with the set of
sensor outputs 208a-j therefore refers to a point in time or period of time defined by reference to
the time represented by time sensor output 208a, such as the exact point in time represented by
time sensor output 208a or a time period beginning with or otherwise including the point in time
represented by time sensor output 208a. Similarly, any use of the terms “current” or “currently”

below should be understood to refer to a time or time period defined by reference to the time
— 9 —



WO 2012/040661 PCT/US2011/053146

represented by the time sensor output 208a. For example, in the context of a particular set of
sensor outputs 208a-j within the current sample period, “the current user” should be understood
to refer to the user represented by output 208b of user sensor 206b at or around the time
represented by time sensor output 208a.

[0052] Sensor 206b is a user sensor, which receives user sensor input 214b and
generates, based on input 214b, output 208b representing a user, such as a current user of one of
the devices 124a-c or the system 100 as a whole. The sensor 206b may, for example, obtain
input 214b representing user login credentials (e.g., username and/or password) or biometric
information, and provide user output 208b uniquely identifying the user specified by the input to
the sensor 206b. The user output 208D is not limited to output representing the identity of the
user, but more generally may represent any data relating to the user.

[0053] Sensor 206¢ is a device sensor, which receives device input 214c¢ and generates,
based on input 214c¢, output 208¢ representing a device, such as one of the devices 124a-c of the
system 100. The device output 208¢ during a particular sample period may, for example,
represent a device currently used by the user represented by the output 208b of user
identification sensor 206b during the sample period. The device sensor 206¢ may, for example,
obtain input 214c representing a device serial number or other unique identifier of the device,
and provide device output 208¢ uniquely identifying the device. The device output 208¢ is not
limited to output representing the identity of the device, but more generally may represent any
data relating to the device, such as data representing any aspect of the device’s current
configuration, such as audio volume, screen brightness, and whether any particular input or
output components of the device currently are enabled or disabled.

[0054] Sensor 206d is an application sensor, which receives application input 214d and
generates, based on input 214d, output 208d representing the state of one or more software
applications (which includes any kind of software, such as operating systems, application
programs, and web-based applications). For example, the application sensor output 208d during
a particular sample period may, for example, represent the state of one or more software
applications executing on a device. The application output 208d during a particular sample
period may, for example, represent the state of one or more software applications executing on

the device represented by the output 208c¢ of device sensor 206¢, or the state of one or more
— 1 O —
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software applications being executed by or on behalf of the user represented by the output 208b
of the user sensor 206b, during the same sample period. The application sensor output 208d
may, for example, indicate which applications currently are executing, which application(s)
is/are in the foreground, which application has the input focus, which application(s) currently
is/are providing user output, and which application(s) currently is/are receiving user input. The
application sensor 206d may obtain input 214d from any source, such as an operating system of
the device represented by device sensor output 208¢, or from applications by using application
program interface (API) calls to such applications.

[0055] Sensor 206¢ is a message sensor, which receives message input 214¢ and, based
on input 214e, generates output 208e representing information relating to one or more messages.
Output 208¢ may, for example, represent a communication mode of the message (e.g., whether
the message is an email message, a text message, or a live voice call), data from the message
(such as the body of an email message, audio from a voice call, or text transcribed from a voice
message), metadata of the message (such as a message header or metatag), the composition state
of the message (e.g., whether the message currently is being composed or has already been
composed), the manifestation state of the message (e.g., whether the message currently is being
manifested), the transmission state of the message (e.g., whether the message currently is queued
for transmission, attempted to be transmitted, or being transmitted), and the transmission
direction of the message (e.g., whether the message currently is being sent or received by the
user, device, or application represented by output 208b, 208c¢, or 208d, respectively). The
message sensor 206¢ may obtain input 214¢ from any source, such as an operating system of the
device represented by device sensor output 208c or by using application program interface (API)
calls to individual applications.

[0056] Sensor 206f is a location sensor, which receives location input 214f and, based on
input 214f, generates output 208f representing information relating to a current location of either
or both of the user represented by user output 208b and the device represented by device output
208c. The location sensor 206f may obtain input 214f from any source, such as a Global
Positioning System (GPS) device, a radio frequency identification (RFID) tag, or manual user
input. The location sensor output 208f may represent the current location in any of a variety of

forms, such as a latitude-longitude combination, or by one or more labels representing one or
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more categories of location (e.g., work, home, theater, restaurant). The location sensor 206f
may, alternatively or additionally, obtain input 214f relating to and provide output 208f
representing the proximity of the user and/or device to another user and/or device. Proximity
data may, for example, be received directly from another device using infrared (IR) signals, or by
comparing locations of user or devices to each other. Proximity output 208f may represent, for
example, any one or more of the following: the degree of proximity (e.g., distance) to another
device, the identity of the proximate device, and whether the device represented by device output
208c is proximate to another device of interest.

[0057] Sensor 206g is a velocity sensor, which generates output 208g representing
information relating to a current velocity of either or both of the user represented by user output
208b and the device represented by device output 208c. The velocity sensor 207g may obtain
data from any source, such as any of the sources from which the location sensor 206f may obtain
data. The velocity sensor 206g may, alternatively or additionally, obtain data relating to and
provide output 208g representing the current acceleration of the current user and/or the current
device.

[0058] Sensor 206h is an activity sensor, which receives activity input 206h and, based
on input 206h, generates output 208h representing information relating to a current activity in
which the current user and/or the current device is engaged. Examples of activities are writing a
message, reading a message, writing a document, reading a document, engaging in a voice call,
listening to a voice message, and providing input of any kind to the current device. The activity
sensor 206h may obtain input 214h from any source, such as from any user input device (e.g.,
keyboard, mouse, touchpad, touchscreen, or microphone) or by making API calls to software
such as operating systems, application programs, and device drivers.

[0059] Sensor 206i is a calendar sensor, which receives calendar input 2141 and, based on
input 2141, generates output 2081 representing information relating to data stored in a calendar of
the current user and/or a calendar of the current device. Calendar output 2081 may represent, for
example, the presence or absence of an appointment at or near the current time, and any
information relating to any appointment at or near the current time, such as the appointment’s
start time, end time, duration, location, priority (e.g., high or low), category, and attendee list.

The calendar sensor 2061 may obtain calendar input 2141 from any source, such as a calendar
— 1 2 —
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application external to the system 200 (e.g., Microsoft Outlook, Apple iCal, Google calendar) or
a calendar internal to the system 200. Calendar input 2141 may, therefore, represent calendar
appointments created in response to manual user input.

[0060] Because information about calendar appointments in the future (e.g., outside of
the current sample period) may be useful, the calendar sensor 2061 is not limited to generating
output 2081 representing calendar appointments within the current sample period. Rather, for
example, the calendar sensor 2061 may receive input 2141 and generate output 2081 representing
any number of calendar appointments at any time in the past or future, such as calendar
appointments occurring during the current calendar hour, day, week, or month; calendar
appointments overlapping with a period including the current sample period and extending for
some amount of time into the future (e.g., one minute, ten minutes, 30 minutes, one hour, or four
hours); or the next appointment on the calendar (i.e., the first appointment to appear on the
calendar after the current sample period, but not including any appointment that overlaps with
the current sample period).

[0061] Sensor 206; is a user input sensor, which receives user input 214j and, based on
input 214j, generates output 208;j representing input provided by a user, such as the current user,
or any of the users 122a-b of the system. User input sensor 206j may obtain data directly or
indirectly from any user input device (e.g., keyboard, mouse, touchpad, touchscreen, or
microphone) in response to the user providing input to such a device.

[0062] The particular context sensors 206a-j shown in FIG. 2 are merely examples and
not limitations of the present invention. Embodiments of the present invention may use fewer
than all of the context sensors 206a-j, sensors other than the sensors 206a-j shown in FIG. 2, or
any combination thereof.

[0063] In general, any of the profiles 110, 112a-b, and 114a-c of the system 100 of FIG.
1 may be controlled by a corresponding profile controller. For example, referring to the system
of FIG. 1F and the method 300a of FIG. 3A, a profile controller 140 may receive a request 142
from a requester 144 to read data from a profile 146 controlled by the profile controller 140
(operation 302), in response to which the profile controller 140 may read the requested data 148
from the corresponding profile 146 (operation 304) and provide the requested data 148 (or output

based on the requested data) to the requester 144 (operation 306). The request 142 may, for
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example, be a request to read all of the data in the profile 146 or a request to read a specified
portion of the profile 146, such as the values of one or more specified parameters in the profile
146.

[0064] Similarly, referring to the system of FIG. 1G and the method 300b of FIG. 3B, the
profile controller 140 may receive a request 152 from the requester to write data specified by the
request 152 to the corresponding profile 146 (operation 312), in response to which the profile
controller 140 may write the requested data to the corresponding profile 146 (operation 314),
thereby modifying the profile 146 as requested by the request 152. The request 152 may, for
example, be a request to write data to the entire profile 146 or a request to write data to a
specified portion of the profile 146, such as a request to write a specified value to a specified
parameter of the profile 146.

[0065] In the case of FIGS. 1F and 1G, the requester may, for example, be a human user,
a computer program, or a hardware component. Although only the generic profile controller 140
is shown in FIGS. 1F and 1G, it should be understood that controllers specific to the system
profile 110, user profiles 112a-b, and device profiles 114a-c of FIG. 1A may be implemented in
accordance with the techniques disclosed in connection with FIGS. 1F and 1G.

[0066] Modifying (e.g., writing a value to) a profile may cause changes to be made
outside of the profile. For example, a device profile may include a parameter whose current
value represents a current state of a feature of the device associated with the device profile. If
the profile controller 140 changes the value of such a parameter, the profile controller 140 may
also make a corresponding change to the state of the feature of the associated device, or cause
such a change to be made. For example, a device profile associated with a telephone may
include a “ring volume” parameter whose current value represents the current ring volume of the
telephone. If the profile controller 140 changes the value of the “ring volume” parameter (such
as by increasing the value to a higher value), the profile controller 140 may also make a
corresponding change (e.g., increase) to the device’s ring volume, or cause such a change to be
made. For example, the device may include a mechanism that responds automatically to any
change in the device’s profile by making an appropriate corresponding change to a state of a

feature of the device.
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[0067] In general, any of the logic modules 102a-c of the system 100 of FIG. 1 may be
controlled by a corresponding logic module controller. For example, referring to the system of
FIG. 1h and the method 300C of FIG. 3C, a logic module controller 160 may receive a request
162 from a requester 164 to read data from a logic module 166 controlled by the logic module
controller 160 (operation 322), in response to which the logic module controller 160 may read
the requested data 168 from the corresponding logic module 166 (operation 324) and provide the
requested data 168 (or output based on the requested data) to the requester 164 (operation 336).
The request 164 may, for example, be a request to read one or more of the condition specifiers in
the logic module 166 and/or a request to read one or more of the action specifiers in the logic
module 166. The output data 168, therefore, may represent one or more of the condition
specifiers in the logic module 166 and/or a request to read one or more of the action specifiers in
the logic module 166.

[0068] Similarly, referring to the system of FIG. 11 and the method 300d of FIG. 3D, the
logic module controller 160 may receive a request 172 from the requester 164 to write data
specified by the request 172 to the corresponding logic module 166 (operation 332), in response
to which the logic module controller 160 may write the requested data to the corresponding logic
module 166 (operation 334), thereby modifying the logic module 166 as requested by the request
172. The request 172 may, for example, be a request to modify/delete/add a condition specifier
and/or to modify/delete/add an action specifier in the logic module 166.

[0069] In the case of FIGS. 1H and 11, the requester 164 may, for example, be a human
user, a computer program, or a hardware component. For example, the read request 162 and/or
write request 172 may be input generated in response to the manual action of a human user.

[0070] Logic modules 102a-c may be applied to the context data 202 to perform the
actions 106a-c specified by the logic modules 102a-c if the context data 202 satisfies the
conditions 104a-c specified by the logic modules 102a-c. For example, referring to the system of
FIG. 1J and the method 300¢ of FIG. 3E, a logic module execution unit 180 may be associated
with logic module 102a. Although not shown in FIG. 1J, similar logic module execution units
may be associated with logic modules 102b-c.

[0071] Logic module execution unit 180 receives some or all of context data 202 as input

(operation 352). Logic module execution unit 180 may, for example, receive: (1) only a single
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one of the records 210a-n within context data 202 as input, such as most recently-generated
record, or the record whose time field 212a represents a time that is closest to the current real
time; (2) only a subset of the records 210a-n associated with a particular one of the users 122a-b;
or (3) only a subset of the records 210a-n associated with a particular one of the devices 124a-c.

[0072] Logic module execution unit 180 determines whether the received context data
202 satisfies the condition specified by condition specifier 104a of logic module 102a (operation
354). If the logic module execution unit 180 determines that the received context data 202
satisfies the condition, then, in response to the determination, the logic module execution unit
180 performs the action specified by action specifier 106a of logic module 102a, or causes the
action to be performed (operation 356). As mentioned above, action specifier 106a may specify
an action type or otherwise specify an action in generic terms, in which case operation 356 may
include: (1) identifying (e.g., based on the received context data 202) one or more acts; and (2)
performing the identified act(s) to implement the action specified by action specifier 106a. As a
result, performing operation 356 multiple times for the same action specifier 106a may cause the
logic module execution unit 180 to perform different acts each time, based on differences in the
context data 202 received each time.

[0073] If the logic module execution unit 180 does not determine that the received
context data 202 satisfies the condition specified by condition specifier 104a, then the logic
module execution unit 180 does not perform the action specified by action specifier 106a of logic
module 102a (operation 358). The method 300¢ of FIG. 3E is an example of “applying” a logic
module to context data, as the term “applying” is used herein.

[0074] The action 184 performed in response to the determination that the context 202
satisfies the condition specified by the logic module 102a may be an action that modifies a
profile (e.g., a system profile, a user profile, or a device profile) or an action that modifies a logic
module (e.g., a condition specifier or an action specifier of a logic module). For example, the
logic module execution unit 180 may be the requester 144 in FIGS. 1F and 1G, and the action
184 may be the read request 142 (FIG. 1F) or the write request 152 (FIG. 1G). Similarly, the
logic module execution unit 180 may be the requester 164 in FIGS. 1H and 11, and the action

184 may be the read request 162 (FIG. 1H) or the write request 172 (FIG. 11). As a result,
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changes in the context data 202 may automatically trigger changes in profiles and in logic
modules.

[0075] As described above, a profile may be associated with one or more logic modules.
A profile may be “applied” (executed) by applying (executing) some or all of the logic modules
associated with the profile. For example, referring to FIG. 1K, a profile execution unit 190 is
shown. The profile execution unit 190 may execute (apply) a profile 192 (which may, for
example, be any of the profiles shown in FIG. 1) by performing the method 300f of FIG. 3F in
response to receipt of a trigger input 196. The trigger input 196 may be any input, such as any of
the sensor inputs 214a-j, any of the context data 202, or manual user input provided using any
input device. For example, if the trigger input 196 is time sensor input 206a, time sensor output
208b, or time field 212a, the profile execution unit 190 may perform method 300f periodically or
according to a schedule.

[0076] The method 300f identifies the profile 192 (operation 392) in any of a variety of
ways. For example, if the system 100 includes only a single profile, then operation 362 may
select the single profile. As another example, operation 362 may select a profile based on user
input. As another example, the method 300f may loop over a plurality of profiles (e.g., all
profiles in the system 100, all profiles associated with a user, or all profiles associated with a
device), and select a particular one of such profiles in operation 362.

[0077] The method 300f enters a loop over all logic modules 194a-c associated with
profile 192. Such logic modules 194a-c may be identified, for example, using associations of the
kind shown in FIG. 1E. For each such logic module (three of which are shown in FIG. 1K solely
for purposes of example), the method 300f applies the logic module to the context data 202 in
any of the manners disclosed above in connection with FIGS. 1J and 3E (operation 366). The
method 300f repeats operation 366 for any remaining logic modules associated with the current
profile (operation 368). The method 300f repeats operations 364-368 for any remaining profiles
(operation 370).

[0078] Optionally, the system 100 may include two types of logic modules: action logic
modules and trigger logic modules. An action logic module operates in the manner disclosed
above, such as in connection with FIGS. 3E and 3F. A trigger logic module, like an action logic

module, may specify a condition and an action, but additionally define a trigger. For example,
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referring again to FIG. 1A, logic modules 102a-c are shown with optional logic module types
108a-c, respectively. Logic module type 108a indicates whether logic module 102a is an action
or trigger logic module; logic module type 108b indicates whether logic module 102b is an
action or trigger logic module; and logic module type 108c indicates whether logic module 102¢
1S an action or trigger logic module.

[0079] The purpose of these two logic module types may be understood by reference to
their operation. Referring to FIG. 3G, a flowchart is shown of a method 300g for applying
(executing) both types of profiles in the system 100. The method 300g selects a profile
(operation 382) in any of the manners described above in connection with operation 362 of
method 300f of FIG. 3F.

[0080] The method 300g enters a loop over any and all trigger logic modules associated
with the current profile. Such logic modules may be identified, for example, using associations
of the kind shown in FIG. 1E and by reference to the logic module type fields 108a-c of the logic
modules 102a-c. In other words, the loop initiated at operation 384 is not a loop over all logic
modules associated with the current profile, but only a loop over the trigger logic modules
associated with the current profile. For each such trigger logic module, the method 300g
determines whether the condition defined by the trigger logic module is satisfied by the context
data 202, in any of the manners described above in connection with operation 354 of method
300¢ of FIG. 3E (operation 386). If the context data 202 satisfies the condition of the current
trigger logic module, then the method 300g applies all action logic modules associated with the
current profile, in any of the manners disclosed above in connection with FIGS. 1J and 3E
(operation 388). Otherwise, the method 300g does not apply the action logic modules associated
with the current profile to the context data 202. The method 300g repeats the operations
described above for any remaining trigger logic modules associated with the current profile
(operation 390).

[0081] As the description above makes clear, the use of trigger logic modules may
eliminate the need to apply (execute) action logic modules that do not, or are not likely to, satisfy
the context data 202. As a result, the use of trigger logic modules may enable embodiments of
the present invention to be implemented more efficiently than embodiments which require that

all logic modules associated with a profile be applied to the context data 202.
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[0082] For example, as will be described in more detail below, a profile may be
associated with a trigger logic module that defines a condition that is satisfied only when a
message is detected, or only when a message transmissible via a particular communication mode
is transmitted. The same profile may be associated with one or more action logic modules that
define conditions that may be satisfied by particular features of messages transmissible via the
particular communication mode. Use of a trigger logic module eliminates the need to apply the
action logic modules in circumstances in which their conditions are not satisfied.

[0083] The various components shown in FIGS. 1A-1K and FIG. 2, and the various
methods shown in FIGS. 3A-3G, may be implemented in various physical systems. For
example, such components and methods may be integrated into a single device or distributed
across multiple devices in any of a variety of ways. For example, FIG. 4A shows a system 400a
in which various functions disclosed herein are implemented in a single device 402, such as a
desktop computer, handheld computer, cell phone, or other computing device or communication
device.

[0084] For example, referring to FIG. 4A, a diagram is shown of one example of a
system 400a that implements various features disclosed above. The system 400a includes a
device 402, which includes a single device profile 404. The device 402 also includes three logic
modules 404a-c which are associated 406a-c with device profile 404. The device 402 includes a
single logic module controller 408 for controlling the logic modules 404a-c, and a single logic
module execution unit 410 for executing all of the logic modules 404a-c. The device 402
includes a profile controller 412 for controlling the device profile 404, and a profile execution
unit 414 for executing the device profile 404. The device 402 includes context data 416 and a
context controller 418 for controlling the context data 416.

[0085] The elements of the device 402 may operate in the manner previously described.
For example, profile controller 412 may read data from and write data to the device profile 404
in response to requests 420, the profile execution unit 414 may execute the device profile 404 in
response to a trigger 422, logic module controller 408 may read data from and write data to logic
modules 404a-c in response to requests 424, logic module execution unit 410 may execute the
logic modules 404a-c based on the context data 416, and context controller 418 may read from

and write to the context data 416 based on sensor inputs 426.
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[0086] Although device 402 may receive inputs (e.g., request 420, trigger 422, request
424, and sensor inputs 426) from any source, one such source is a human user who provides one
or more such inputs manually using any one or more input devices within and/or connected to
the device 402. Any of such inputs may, for example, be generated in response to and based on
one or more gestures by the human user, such as a single gesture (e.g., a single mouse click, a
single keypress, a single touch, or a single spoken word). The same is true of any inputs
disclosed herein in connection with any device.

[0087] As another example, referring to FIG. 4B, a diagram is shown of one example of
another system 400b that implements various features disclosed above. The system 400a
includes two devices 432a and 432b, each of which may contain the same or similar components
as the device 402 of FIG. 4A. Therefore, for ease of illustration, various components from FIG.
4A are not shown within the devices 432a-b of FIG. 4B. Instead, FIG. 4B illustrates that device
432a includes a first device profile 434a and device 432b includes a second device profile 434b
that differs from the first device profile 432a. The first device profile 434a may, for example, be
associated with a first set of logic modules (not shown), while the second device profile 434b
may, for example, be associated with a second set of logic modules (not shown) that differs from
the first set of logic modules. As a result, even if the two devices 432a-b are provided with the
same context data 416 as input, the two devices 432a-b may take different actions in response to
such context data 416 due to differences in their device profiles 434a-b. Alternatively, for
example, the devices 432a-b may contain identical device profiles, or no device profiles, but
contain user profiles that differ from each other, thereby causing the devices 432a-b to take
different actions in response to the same context data 416.

[0088] As another example, referring to FIG. 4C, a diagram is shown of one example of a
system 400c that implements various features disclosed above. The system 400c includes a
profile server 442, which may be any kind of computing device, and which includes a user
profile 444 associated with a human user (not shown). The system 400c also includes devices
446a and 446b, cach of which may contain the same or similar components as the device 402 of
FIG. 4A. Device 446a includes user profile 444°, which is identical in content to user profile 444
on the server 442. Similarly, device 446b includes user profile 444°°, which is identical in

content to user profile 444 on server 442. If a modification is made to the user profile 444 at the
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server 442, the server 444 may, in response, automatically transmit signals over a network 448
(such as the Internet) to both device 446a and device 446b sufficient to cause the modification to
be reflected in user profiles 444’ and 444°°. Similarly, if a modification is made to the user
profile 444’ at the device 446a, the device 446a may, in response, automatically transmit signals
over network 448 to server sufficient to cause the modification to be reflected in user profile 444;
in response to which the server 442 may automatically transmit signals over network 448 to
device 446b sufficient to cause the modification to be reflected in user profile 444°°. The system
400c may take similar action in response to a modification made to user profile 444°’.

[0089] Similar techniques may be applied to system profiles and device profiles that are
replicated across multiple devices. Similar techniques may also be applied to profiles of any
kind that are distributed across multiple devices, i.¢., in which a first portion of one profile is
stored on and applied by a first device and in which a second portion of the same profile is stored
on and applied by a second device.

[0090] As these examples illustrate, a “device” profile may, but need not, be stored on
the device associated with the profile. For example, the device profile associated with a device
may be stored solely on a server, which contains a device profile controller that controls the
device profile and uses the output of the device profile to control the device accordingly. As
another example, the server may contain the device profile, while the device may contain the
device profile controller, which may access the device profile remotely at the server.

[0091] Various execution modules, such as the profile controller 412, profile execution
unit 414, context controller 418, logic module controller 408, and logic module execution unit
410, may also be replicated across multiple devices (including, e.g., clients and/or servers) and/or
distributed across multiple devices. In particular, any particular execution module may execute
on one device but process data located on another device. For example, in the system 400c of
FIG. 4C, the profile server 442 may contain a user profile controller (not shown) that controls
both the user profile 444 and the user profiles 444” and 444°’, in which case the devices 446a and
446b may not include user profile controllers. Similarly, any particular execution module may
execute on one device and provide output to another device.

[0092] One or more of the associations disclosed herein, such as the associations 136a-g

shown in FIG. 1E, may be implemented in records tangibly stored on one or more non-transitory
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computer-readable media. For example, in FIG. 4A, associations 406a-c between device profile
404 and logic modules 404a-c may be stored on one or more computer-readable media within the
device 402. Associations may be replicated and/or distributed across devices. Associations
between two components may be implemented by storing one element within the other. For
example, an association between a logic module and a profile may be implemented by storing the
logic module (or a copy thereof) within the profile.

[0093] Any profile or logic module may have an activation state. An activation state has
is a parameter that has two permissible value: active and inactive. For ease of explanation, an
activation state whose value is active is referred to herein as an active activation state, while an
activation state who value is inactive is referred to herein as an inactive activation state.
Similarly, a component (profile or logic module) whose activation state is active is referred to
herein as an active component, while a component whose activation state is inactive is referred to
herein as an inactive component. If a component is active, then the component’s controller
applies (executes) the component in any of the ways disclosed herein. If a component is inactive,
then the component’s controller may either not apply (execute) the component, or may apply the
component but not generate any output from the component. For example, if a logic module is
inactive, then the logic module’s controller may either not execute the logic module even if the
context data satisfies the logic module’s condition, or the logic module’s controller may execute
the logic module but not perform the action specified by the logic module even if the context
data satisfies the logic module’s condition.

[0094] An activation state may, for example, be implemented as a special kind of logic
module condition that takes precedence over any other conditions specified by the logic module.
In other words, the logic module’s execution unit may, as part of determining whether the
context data satisfies the logic module’s conditions, treat the logic module’s activation state as if
it were part of the context data and determine whether the logic module’s activation state is
active before determining whether any of the logic module’s other conditions (if any) are
satisfied by the context data. As a result, if the logic module’s activation state is inactive, the
logic module’s execution unit will not attempt to determine whether any of the logic module’s
other conditions are satisfied by the context data, even if one or more other conditions are

satisfied by the context data.
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[0095] The values of the activation states of distinct components may differ from each
other. As with any other data disclosed herein, the activation state of a component may be
tangibly stored in a non-transitory computer-readable medium, whether within the component
itself or elsewhere. A component’s controller may be used to read the value of a component’s
activation state and to write a value to (e.g., modify the value of) the component’s activation
state in any of the ways disclosed herein. For example, a component’s controller may change a
component’s activation state from active to inactive or from inactive to active in response to
manual user input, such as manual user input specifying the desired activation state value, or
manual user input indicating that the activation state value should be toggled.

[0096] If multiple profiles are associated with a system, device, or user, any one or more
of such profiles may be active simultancously. It may be useful, however, for only one profile
associated with a system, device, or user to be active at any particular time. In such a case, the
profile that is active is referred to herein as “the active profile” or “the current profile” in
connection with the system, device, or user. Embodiments of the present invention may enforce
such a scheme by determining that a particular profile associated with a system, device, or user
has become active and, in response to the determination, deactivating all of the other profiles
associated with the system, device, or user. As described below, a profile associated with a
system, device, or user may become the active profile in response to any of a variety of inputs,
such as manual user input selecting the profile as the active profile.

[0097] Certain embodiments of the present invention may be used in connection with the
transmission of messages. For example, the conditions specified by logic modules may be
satisfied by the detection of messages, by particular message content, or by the identities of
message senders and/or recipients. As another example, the actions specified by logic modules
may be actions performed on messages, such as blocking, allowing, forwarding, or deferring
messages.

[0098] For example, FIG. SA shows an embodiment of a system 500a which may include
any of the elements disclosed above (e.g., in FIGS. 1A-1K and FIG. 2), but which only shows
elements of interest for ease of illustration. The system 500a includes a first logic module 502a
and a second logic module 502b. The first logic module 502a includes one or more condition

specifiers 504a and an action specifier 510a. More specifically, the first logic module 502a
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includes a first communication mode condition specifier 506a that specifies a condition that is
satisfied by messages transmissible via a first communication mode, and the second logic
module 502b includes a second communication mode condition specifier 506b that specifies a
condition that is satisfied by messages transmissible via a second communication mode that
differs from the first communication mode.

[0100] The first logic module 504a may, but need not, include one or more additional
condition specifiers 508a that may specify any of the conditions disclosed herein. Similarly, the
second logic module 504b may, but need not, include one or more additional condition specifiers
508D that may specify any of the conditions disclosed herein. Although either or both of the
additional conditions 508a-b in FIG. 5A may include an activation state, FIG. 5B explicitly
shows an example of a system 500b in which logic modules 502a-b contain activation states
512a-b.

[0101] The system 500a may, but need not, also include any number of additional similar
logic modules, such as a third logic module 502¢ that includes one or more condition specifiers
504c¢ and a third action specifier 510c. The third condition specifiers 504c¢ may include a third
communication mode condition specifier 506c¢ that specifies a condition that is satisfied by
messages transmissible via a third communication mode that differs from both the first
communication mode and the second communication mode. The third logic module 504¢ may,
but need not, include one or more additional condition specifiers 508c that may specify any of
the conditions disclosed herein (including an activation state, such as the activation state 512¢
shown in FIG. 5C).

[0102] Each of the first, second, and third action specifiers 510a-c may specify any
action. The action specified by the first action specifier 510b may differ from the action
specified by the second action specifier 510b and from the action specified by the third action
specifier 510c. For example, no two of the actions specified by action specifiers 510a-c may be
the same as each other.

[0103] FIG. 5C shows an example of a system 500c in which a device profile 520
associated with logic modules 502a-c includes an activation state 522, but in which the logic
modules 502a-c do not include activation states. As a result, when the device profile 520 is

active, applying the device profile 520 necessarily includes applying the logic modules 502a-c;
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when the device profile 520 is inactive, applying the device profile 520 does not include
applying the logic modules 502a-c.

[0104] FIG. 5D shows an example of a system 500d in which a device profile 520
associated with logic modules 502a-c includes an activation state 522 (as in FIG. 5C), and in
which the logic modules 502a-c include activation states 512a-c (as in FIG. 5B). As a result,
when the device profile 520 is active, applying the device profile 520 includes applying only the
active logic module(s) (if any) among logic modules 502a-c; when the device profile 520 is
inactive, applying the device profile 520 does not include applying any of the logic modules
502a-c, even active logic modules. In other words, in the embodiment of FIG. 5D, the activation
state 522 of device profile 520 overrides the activation states 512a-c of logic modules 502a-c.

[0105] Communications modes and examples thereof will be described in more detail
below. Examples, however, of first and second communication modes, or of first, second, and
third communication modes that may be specified by the communication mode condition
specifiers disclosed above in connection with FIG. 5A are: (1) email and voice calls; (2) email
and text messages; (3) voice calls and text messages; and (4) email, text messages, and voice
calls.

[0106] The system 500a of FIG. 5A may, for example, be used to enable control of
messages transmissible via multiple distinct communication modes. For example, as shown in
FIGS. 5C and 5D, device profile 520 may be associated with two or more of the logic modules
502a-c. The techniques disclosed herein may then be used to apply the associated logic modules
to messages transmissible via the device associated with the device profile, and thereby to
control messages transmissible via multiple communication modes in accordance with the logic
modules associated with the device profile. The same techniques may be applied if a system
profile or a user profile, rather than a device profile, is associated with two or more of the logic
modules 502a-c.

[0107] For example, FIG. 6A shows a flowchart of a method 600 that may be performed
by the system 500a of FIG. 5A. The system 500a may detect a first message transmissible via
the first communication mode (operation 602), in response to which the system 500a may
perform the first action (operation 604). The system 500a may, for example, receive the first

message, determine whether the first message is transmissible via the first communication mode,
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and perform operation 604 only if the first message is determined to be transmissible via the first
communication mode. The system 500a may detect a second message transmissible via the
second communication mode (operation 606), in response to which the system 500b may
perform the second action (operation 608).

[0108] FIG. 6B shows a flowchart of a method 610 that may be performed by the system
500b of FIG. 5B. In the case of FIG. 5B, the system 500b may detect a first message
transmissible via the first communication mode (operation 612). The system 500b may
determine whether the first logic module 502a is active (operation 614). If the first logic module
502a is active, the system 500b may (in response to the determination) perform the first action
(operation 616); otherwise, the system 500b may not perform the first action, even if the first
message satisfies all of the conditions 504a of the first logic module 502a. The system 500b may
detect a second message transmissible via the second communication mode (operation 618). The
system 500b may determine whether the second logic module 502b is active (operation 620). If
the second logic module 502b is active, the system 500b may (in response to the determination)
perform the second action (operation 622); otherwise, the system 500b may not perform the
second action, even if the second message satisfies all of the conditions 504b of the second logic
module 502a.

[0109] FIG. 6C shows a flowchart of a method 630 that may be performed by the system
500c of FIG. 5C. The system 500c may detect a first message transmissible via the first
communication mode (operation 632). The system 500b may determine whether the device
profile 520 is active (operation 634). If the device profile 520 is active, the system 500c may (in
response to the determination) perform operation 604 as described above; otherwise, the system
500c may not perform operation 604, even if the first message satisfies all of the conditions 504a
of the first logic module 502a. The system 500c may detect a second message transmissible via
the second communication mode (operation 636). The system 500¢c may determine whether the
device profile 520 is active (operation 638). If the device profile 520 is active, the system 500¢
may (in response to the determination) perform operation 608 as described above; otherwise, the
system 500c may not perform operation 608, even if the second message satisfies all of the

conditions 504b of the second logic module 502a.
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[0110] The method 630 of FIG. 6C need not make multiple determinations whether the
device profile 520 is active (e.g., operations 634 and 638). Instead, for example, operations 634
and 638 may be removed from method 630 and replaced with a single operation that is the same
as operation 634 or 638, but which is performed before operation 632, so that operations 602-608
are not performed if the device profile 520 is determined to be inactive, even if the system 500¢
receives a message transmissible via the first communication mode or a message transmissible
via the second communication mode. Similar techniques may be applied to any system disclosed
herein, to any kind of profile, and to logic modules having activation states.

[0111] As yet another example, if device profile 520 is inactive, then the system 500c
may not make any determination whether the device profile 520 is active while the device profile
520 is inactive, even if the system 500c receives a message transmissible via the first
communication mode or a message transmissible via the second communication mode. An
inactive device profile, in other words, may effectively be disabled so that the system 500c does
not apply the device profile (e.g., determine whether the device profile’s conditions are satisfied)
while the device profile is inactive. Similar techniques may be applied to any system disclosed
herein, to any kind of profile, and to logic modules having activation states.

[0112] FIG. 6D shows a flowchart of a method 650 that may be performed by the system
500d of FIG. 5D. The system 500d may detect a first message transmissible via the first
communication mode (operation 652). The system 500d may determine whether the device
profile 520 is active (operation 654). If the device profile 520 is active, the system 500d proceed
to operation 614 of FIG. 6B and perform the remainder of the method 610 of FIG. 6B (operation
656). Otherwise, the system 500d may not perform operation 656 and may not otherwise apply
the device profile 520.

[0113] Changing activation states in the systems 500b-d of FIGS. 5B-5D may cause the
systems 500b-d to change their handling of messages and other context. For example, consider
the system 500c of FIG. 5C. If the device profile 520 is active at a first time, then the system
500c may, in response to receiving messages of the first and second communication modes,
perform operations 602-604 and 606-608, as described above in connection with FIG. 6C. Then,
if the activation state 522 of the device profile 520 is changed to inactive and the system 500¢

receives messages of the first and second communication modes, the system 500c may not
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perform operations 602-604 or 606-608, as described above in connection with FIG. 6C. The

activation state 522 of the device profile 520 may, as described above, be changed in response to

user input. As a result, a user may control whether the device profile 520 is active at any

particular time and thereby control the manner in which the system 500c processes detected

messages of various communication modes.

[0114] Condition specifiers, such as condition specifiers 508a-c in FIG. 5, may, for

example, specify conditions that are satisfied by context data indicating that:

the current time is: a particular time of day, within a particular time period (e.g.,
9:00AM-5:00PM) on any day, within a particular time period that satisfies an
additional condition (e.g., 9:00AM-5:00PM on a weekday), within a particular
day of the week, a particular day of any month (e.g., Ist or 15th), on a holiday,
within a user-specified time period (e.g., a birthday or anniversary), or within a
time period delimited by a timer initiated at a previous time and having either a
specified duration or a specified end time;

the current user: is a particular user (e.g., having a particular real name, user
name, or other unique identifier contained within a list or satisfying other
conditions), has particular privileges or access rights, or has provided credentials
satisfying predetermined criteria;

the current device: is a particular device (e.g., having a particular serial number or
unique identifier), is owned by or otherwise associated with a particular user or
class of user, has or lacks particular communication capabilities (e.g., the ability
to transmit messages via a particular communication mode), has or lacks hands-
free capability (e.g., voice control), has or lacks a particular kind of output device
(e.g., a touch screen or a text-to-speech reader), or has or lacks a particular kind of
input device (e.g., a microphone or touchscreen);

any application executing on the current device or associated with the current
user: is receiving input from a user (e.g., keyboard input or voice input), is
providing output of any kind to a user, is providing message-related output to a

user (e.g., manifesting a message or a notification of a message), is manifesting
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visual output, is manifesting auditory output, is transmitting a message, or
includes means for transmitting messages (e.g., messages transmissible via one or
more predetermined communication modes);

e amessage: is being composed by the current user; is being manifested to the
current user; is being transmitted to or from the current user or any device
associated with the current user; contains data (e.g., a body) satisfying
predetermined criteria; contains meta-data (e.g., subject, headers) satisfying
predetermined criteria; has a sender or recipient satisfying predetermined criteria;
has a priority satisfying predetermined criteria; or has a time (e.g., time sent or
time received) satisfying predetermined criteria;

e a current or scheduled location of a device: is a particular location, is within a
particular geographic area, is a particular category of location (e.g., home, work,
classroom, restaurant, lecture hall, theater, vehicle, hospital), is an exterior
location, is an interior location;

e a first device is in proximity to (e.g., within no more than some predetermined
maximum distance of) a second device, such as any other device, or another
device associated with a user satisfying predetermined criteria (such as a user who
is a friend, family member, colleague, or within the same online social network as
the user associated with the first device);

e adevice is moving at a speed that is greater than or less than a predetermined
maximum or minimum speed, respectively;

e adevice’s acceleration is greater than or less than a predetermined maximum or
minimum speed, respectively;

e acurrent activity of a user: is a communicative activity (e.g., composing, sending,
receiving, viewing, or reading a message), is a particular category of activity (e.g.,
home, work, leisure, study), includes providing any input to a device, or includes
providing input to a device using a particular kind of input device (e.g.,

microphone, keyboard, or touchscreen);
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e acalendar indicates that: the current time is within an appointment on the
calendar, an appointment on the calendar is scheduled to begin no more than some
predetermined amount of time later than the current time (e.g., 1 minute, 5
minutes, 30 minutes, 1 hour, 4 hours, or 1 day), an appointment on the calendar
was scheduled to begin no more than some predetermined amount of time earlier
than the current time (e.g., 1 minute, 5 minutes, 30 minutes, 1 hour, 4 hours, or 1
day), or an appointment on the calendar was scheduled to end no more than some
predetermined amount of time earlier than the current time (e.g., 1 minute, 5
minutes, 30 minutes, 1 hour, 4 hours, or 1 day);

e user input indicates that: an activation state of a component (e.g., profile or logic
module) should be changed, a timer should be started or stopped, or a timer
should have a specified duration.

[0115] The items on the list above correspond to the context sensors 206a-1, but omit the
user input sensor 206j because user input may contribute to or override any condition. For
example, input received from a user may override the time sensor 206a by manually specifying a
time other than the current time, in which case the context controller 204 may treat the time
specified by the user as the current time instead of the time otherwise sensed by the time sensor
206a. As another example, the user may manually specify a location other than the user’s actual
current location, in which case the context controller 204 may treat the location specified by the
user as the current location instead of the location otherwise sensed by the location sensor 206f.

[0116] As described above, any aspect of context data 202 may satisfy the condition
specified by a logic module. In the particular example of FIG. 5, each logic module specifies at
least one condition that is satisfied by a message transmissible via a particular communication
mode. A message that satisfies such a condition is referred to below as a “triggering message.”
Action specifiers, such as action specifiers 510a-c in FIG. 5, may, for example, specify actions
such as the following:

¢ Block. Blocking a message may include any one or more of the following:
preventing the message from being sent, placed in an output queue to be sent,

provided to a software component adapted to send messages, created, edited,
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manifested, received, or downloaded. Blocking a message may include any one
or more of the following: preventing a notification of the message from being
generated, transmitted, or manifested.

e Allow. Allowing a message may include, for example, not taking any action in
connection with the message. As a result, associating an “allow” action type with
a particular communication mode may have the same effect as deactivating the
logic module whose condition is satisfied by messages transmissible via the
communication mode, and may be implemented using the same techniques as
deactivating the logic module whose condition is satisfied by messages
transmissible via the communication mode.

e Forward. Forwarding a message may, for example, include transmitting the
message to a new destination (e.g., user or device) that differs from the original
destination of the message. The new destination may, for example, be explicitly
specified by the action specifier, or be derived from a rule (e.g., “forward
messages addressed to a recipient to that recipient’s administrative assistant”).
Optionally, forwarding a message may also include blocking the message. For
example, forwarding an email message originally transmitted to a first user may
include blocking the email message from being received by the first user and
transmitting the email message to a second user.

e Defer. Deferring a message may, for example, include blocking the message until
a timer elapses or until a predetermined time occurs and then allowing the
message. Deferral, therefore, is equivalent to and may be implemented using the
same techniques as blocking followed by allowing. The deferral period may, for
example, be explicitly specified by the action specifier or be derived by a process
from the current context (e.g., “on weekdays, defer personal messages until
Spm”).

e Change mode. Changing the mode of a message may, for example, include
transmitting a message using a new mode that differs from the original mode by

which the message was transmitted. For example, a message that was received at
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an email server using an email protocol may be transmitted to the recipient user or
device using a text messaging protocol, either instead of or in addition to
transmitting the message to the recipient user or device using an email messaging
protocol. As this example illustrates, changing the mode of a message may
include blocking the message. Changing the mode of a message may be
implemented using the same techniques as forwarding a message but with the
mode of the message changed.

e Change contents. Changing the contents of a message may, for example, include
modifying the contents of the message to produce a modified message and
transmitting the modified message, either instead of or in addition to the original
message. For example, an error message containing a numerical error code may
be modified to include an English-language description that is easier for the
recipient user to understand. Changing the contents of a message may be
implemented using similar techniques to changing the mode of a message.

e Respond. Responding to an original message may include sending a response
message to the original message, either via the same or different communication
mode from the original message. Optionally, responding to an original message
may include blocking or deferring the original message. The contents of the
response may, for example, be specified explicitly by the action specifier, or be
derived by a process from the current context (e.g., “l am in a scheduled meeting
until 4:00pm and cannot respond to your email message until at least 4:15pm”).

[0117] Any of the types of actions listed above may, for example, include: (1)
performing the action on a particular triggering message in response to detection of the triggering
message; or (2) initiating performance of the action on current and future messages (e.g.,
messages transmissible via the same communication mode as the triggering message, or
transmissible via communication modes that differ from the communication mode of the
triggering messages) until a future time (e.g., until the elapse of a timer, until a predetermined

time occurs, or until some other condition is satisfied).
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[0118] Certain actions may be particularly useful to perform in connection with

particular communication modes, such as:

Voice calls. For incoming calls: turning off the telephone ringer, changing (e.g.,
lowering) the ringer volume, changing the ring type (e.g., to vibrate or alarm),
changing the ring tone (e.g., from a musical tone to a beeping or ringing tone),
forwarding incoming calls directly to voicemail so that the telephone does not
ring, and disabling manifestation of notification of incoming voice calls. For
outgoing calls: preventing the user from initiating outgoing calls (e.g., by
disabling the dial pad, touchscreen, and/or other input means on the telephone)
and queuing outgoing calls so that the user’s speech is recorded and queued to be
sent but deferred until outgoing voice calls are activated, at which point the
outgoing call is automatically made and the user’s recorded speech is transmitted
on the call.

Email messages. For incoming email messages: preventing downloading of
incoming email messages (or headers or other indications of incoming email
messages) from an email server to an email client (optionally even if the user
provides a manual instruction to download email, and optionally even if the email
client is otherwise scheduled to download incoming email), allowing
downloading of incoming email messages from the email server but preventing
storing of the email messages in the recipient’s email inbox, allowing
downloading of incoming email messages from the email server and storing them
in a folder within the recipient’s email inbox, allowing incoming email messages
to be added to the recipient’s email inbox but preventing manifestation of a
notification of such messages, preventing the user’s inbox (or the bodies of
messages contained in the inbox) from being manifested, preventing the user from
issuing a command to receive email (such as by disabling a “send/receive”
button), and exiting from (i.c., terminating) one or more email clients. For
outgoing email, preventing new email messages from being created, edited, sent,

and/or queued to be sent; in response to queuing of an outgoing email message to
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be sent, deferring sending of the email message (e.g., until blocking of sending
email is deactivated); and exiting from (e.g., terminating) one or more email
clients.

[0119] The ability of modern computing and communication devices to multitask (i.c., to
engage in multiple tasks simultaneously or apparently simultaneously) can be beneficial, but can
also reduce the efficiency of the devices’ users at achieving desired results. To address this
problem, certain embodiments of the present invention enforce unitasking (the performance of
only one task at a time) on devices that otherwise are capable of multitasking.

[0120] For example, referring to FIG. 7, a diagram is shown of a system 700 including a
plurality of devices 702a-c. Such devices 702a-c may include any of the components disclosed
herein, but are only illustrated to contain certain components for ease of illustration. In
particular, device 702a includes a communication mode module 704a which is capable of
transmitting messages via a first communication mode, a communication mode module 706a
which is capable of transmitting messages via a second communication mode, and a
communication mode module 708a which is capable of transmitting messages via a third
communication mode. No two of the first, second, and third communication modes are the same
as cach other.

[0121] Device 702b includes a communication mode module 704b which is capable of
transmitting messages via the first communication mode and a communication mode module
706b which is capable of transmitting messages via the second communication mode. Device
702c¢ includes a communication mode module 708c which is capable of transmitting messages
with the third communication mode. The first, second, and third communication modes may, for
example, be email, text messaging, and voice call communication modes.

[0122] The particular number and combination of devices, communication modes, and
communication mode modules shown in FIG. 7 is merely an example and not a limitation of the
present invention. For example, the system 700 may include fewer or greater than three
communication devices (e.g., one or two communication devices). Furthermore, the number of
communication modes represented by the communication mode modules in the system 700c may
be any number greater than or equal to two. The particular distribution of communication mode

modules among the devices 702a-c is also merely an example.
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[0123] Each of communication mode modules 704a-b, 706a-b, 708a, and 708c may, for
example, be hardware, a computer program, or any combination therecof. For example, an email
communication mode module may include any combination of one or more of the following:
email client software, one or more input devices for receiving email input (e.g., keyboard or
touchscreen), one or more output devices for providing email output (e.g., monitor, touchscreen,
or speakers), and one or more network communication devices (e.g., wired or wireless network
card).

[0124] Multiple communication mode modules within a single device may be capable of
executing in parallel with each other or substantially in parallel with each other (e.g., by utilizing
multi-tasking capabilities of the device). For example, communication mode modules 704a,
706a, and 708a may be capable of executing in parallel with each other on device 702a, so that
they can perform their communication mode-related functions in parallel with each other.

[0125] The system 700 also includes a system profile 710 that is associated with all of
the devices 702a-c. The system profile 710 includes at least two logic modules; three such logic
modules 712a-c are shown in FIG. 7 for purposes of example. Although the logic modules 712a-
¢ may specify any conditions and any actions, a particular set of conditions and actions will now
be described that may be used to enforce communication mode unitasking on and/or across the
devices 702a-c. The term “communication mode unitasking” refers herein to engaging in (e.g.,
composing, reading, or transmitting) communication of messages transmissible via only one
communication mode at any particular time. For example, the system 700c may prevent users of
the system 700c¢ from: (1) engaging in text messaging or voice call communication while
engaged in email communication; (2) engaging in email communication or text messaging
communication while engaged in voice call communication; and (3) engaging in voice call
communication or email communication while engaged in text messaging communication. The
system 700 may allow the user to switch from unitasking in connection with a first
communication mode to unitasking in connection with a second communication mode; this is
referred to here as “sequential communication mode unitasking.”

[0126] Communication mode unitasking may, for example, be implemented by
configuring any two or more of logic modules 712a-c as follows: (1) the conditions 714a of logic

module 712a are satisfied by detection of an email message; (2) the action 716a of logic module
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712a blocks text messages and voice calls; (3) the conditions 714b of logic module 712b are
satisfied by detection of a voice call; (4) the action 716b of logic module 712b blocks email
messages and text messages; (5) the conditions 714c¢ of logic module 712¢ are satisfied by the
detection of a text message; and (6) the action 716¢ of logic module 712¢ blocks email messages
and voice calls.

[0127] An effect of implementing the system 700 is illustrated by the method 800 of FIG.
8, which may be performed by the system 700 by applying the techniques disclosed herein. The
method 800 determines whether any of the devices 702a-c associated with the system profile 710
is engaged in email communication (operation 802), such as by analyzing the context data 202 to
detect whether any of the devices 702a-c is composing, manifesting, or transmitting an email
message. If any of the devices 702a-c is engaged in email communication, then the method 800
blocks text message communication and voice call communication on all of the devices 702a-c
(operation 804).

[0128] The method 800 determines whether any of the devices 702a-c associated with the
system profile 710 is engaged in voice communication (operation 806). If any of the devices
702a-c is engaged in voice communication, then the method 800 blocks email communication
and text message communication on all of the devices 702a-c (operation 808). Finally, the
method 800 determines whether any of the devices 702a-c associated with the system profile 710
is engaged in text message communication (operation §10). If any of the devices 702a-c is
engaged in text message communication, then the method 800 blocks email communication and
voice call communication on all of the devices 702a-c (operation 812).

[0129] The system 700 may block messages transmissible via a particular
communication mode by, for example, performing any one or more of the following in
connection with the communication mode module(s) in the system 700 that are capable of
transmitting messages via the particular communication mode (the “blocked communication
mode modules”): (1) disabling or shutting down the blocked communication mode modules; (2)
intercepting incoming messages addressed to the blocked communication mode modules and
preventing the intercepted messages from being provided to the blocked communication mode
modules; (3) intercepting outgoing messages attempted to be sent by the blocked communication

mode modules and preventing the intercepted messages from being provided to their intended
— 3 6 —



WO 2012/040661 PCT/US2011/053146

destinations; (4) preventing the blocked communication mode modules from being used to
compose messages of the corresponding communication mode; and (5) preventing the blocked
communication mode modules from manifesting messages of the corresponding communication
mode.

[0130] The blocking of a communication mode performed by FIG. 7 in method 800 may,
but need not, include blocking of all messages transmissible via the communication mode, or
blocking of all activities performed in connection with messages transmissible via the
communication mode. For example, such blocking may include only blocking of incoming
messages, only blocking of outgoing messages, only blocking of composing of messages, or only
blocking of manifesting messages.

[0131] The blocking of a communication mode performed by FIG. 7 in method 800 may
continue until manually discontinued in response to user input, or until the context data 202
satisfies some predetermined condition (such as the lapse of a timer). For example, a user of the
devices 702a-c may engage in communication of a first communication mode (e.g., email) and
thereby cause the system 700 to block communications of the remaining communication modes
(e.g., text message and voice calls). The system 700 may block incoming communications of the
blocked communication modes unless and until the user of the devices 702a-c engages in activity
related to one of the blocked communication modes, such as composing a message transmissible
by one of the blocked communication modes or viewing an inbox of messages transmissible by
one of the blocked communication modes. The system 700 may detect such activity by the user
and treat it as an input to method 800, i.¢., as an indication that the user now wants to unitask in
the newly-engaged communication mode. In response, the system 700 may allow messages
transmissible via the new communication mode but block messages transmissible via the
remaining communication modes. In this way, the user may engage in sequential unitasking
with a minimum of effort.

[0132] As another example, the system 700 may not allow the user to manually
discontinue unitasking in connection with a particular communication mode. Instead, the system
700 may be configured only to discontinue unitasking entirely, or to discontinue unitasking in
connection with one communication mode and initiate unitasking in connection with another

communication mode, in response to satisfaction of a predetermined condition by the context
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202, where the predetermined condition is not based on user input (or at least that the
predetermined condition is not based on user input provided by the user at or around the time at
which the system 700 determines whether the predetermined condition is satisfied). In such an
embodiment, the system 700 may or may not allow the user to effectively discontinue unitasking
by changing the activation state of the system profile 710 and/or of other profiles in the system
700.

[0133] As another example, the actions defined by logic modules 712a-c may be “change
mode” rather than block. As a result, in response to detecting that the user is engaged in email
communication, the system 700 may perform a “change mode to email” action in connection
with any messages transmissible via other communication modes (e.g., text messaging and voice
calls) that the system 700 detects while the system 700 is unitasking in connection with email.
Any incoming text messages received during this time may, therefore, be converted into email
messages and delivered to the user’s email inbox, and any incoming voice calls received during
this time may, therefore be converted (using an automated speech recognition engine) into email
messages and delivered to the user’s email inbox (possibly in addition to storing a recording of
the voice call as a voicemail message in the user’s voicemail inbox). Similarly, in response to
detecting that the user is engaged in live voice call communication, the system 700 may perform
a “change mode to voice call” action in connection with any messages transmissible via other
communication modes (e.g., text messaging and email) that the system 700 detects while the
system 700 is unitasking in connection with live voice calls. Any incoming text messages or
email messages received during this time may, therefore, be converted (using a text-to-speech
engine) into live voice calls and/or voicemail messages that are delivered to the user. Similar
techniques may be applied when the user is unitasking in connection with text messages.

[0134] Referring FIG. 9A, an example of a user interface 900a representing a particular
profile (e.g., the system profile 710 in FIG. 7) is shown. This and other users interfaces
disclosed herein are merely examples and not limitations of the present invention. The user
interface 900a includes a first mode section 904a representing a first logic module (e.g., logic
module 712a) having a first condition that is satisfied by a first communication mode; a second
mode section 904b representing a second logic module (e.g., logic module 712b) having a

second condition that is satisfied by a second communication mode; and a third mode section
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904c¢ representing a third logic module (e.g., logic module 712¢) having a third condition that is
satisfied by a third communication mode. In the example of FIG. 9A, the three communication
modes are email, text messaging, and voice calls. In particular:

e the first mode section 904a includes: (1) a mode identification element 906a
indicating the mode that satisfies the condition specified by condition specifier
714a; and (2) a manifestation of the first mode action represented by the first
mode action specifier 716a, namely an element 908a in the form of a circle
containing the word “block”;

e the second mode section 904b includes: (1) a mode identification element 906b
indicating the mode that satisfies the condition specified by condition specifier
714b; and (2) a manifestation of the first mode action represented by the first
mode action specifier 716b, namely an element 908b in the form of a circle
containing the word “allow”; and

e the third mode section 904c includes: (1) a mode identification element 906¢
indicating the mode that satisfies the condition specified by condition specifier
714c; and (2) a manifestation of the first mode action represented by the first
mode action specifier 716¢, namely an element 908¢ in the form of a circle
containing the word “forward.”

[0135] The user interface 900a, therefore, represents the contents of the corresponding
profile at a particular time. The user interface 900a may also be used to receive user input for
modifying the contents of the corresponding profile. In other words, the user interface 900a may
be a mechanism for receiving, from a user, input to provide to a profile controller and thereby to
cause the profile controller to modify the contents of the profile based on the input, as disclosed
above in connection with FIGS. 1G and 3B.

[0136] For example, the user may provide input through the user interface 900a to
modify the first condition specifier 714a by:

o cditing the text of the first mode identification element 906a to specify a

communication mode that differs from the communication mode currently
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specified by the first mode specifier 906a (e.g., by editing the text “Email” to read
“Fax”);

e sclecting the first mode identification element 906a, thereby causing a drop-down
list of available communication modes to be displayed, and by then selecting an
alternate communication mode (e.g., “Fax”) from the list; or

e sclecting (e.g., clicking on) the first mode identification element 906a one or more
times, thereby causing labels of available communication modes (e.g., “Email,”
“Text,” “Voice,” “Fax”) to be manifested sequentially in response to each
selection, until a label of the communication mode desired by the user is
manifested.

[0137] Similarly, the user may, for example, provide input to the user interface 900a to
modify the first action specifier 716a by:

o seclecting the first mode action element 908a, thereby causing a drop-down list of
available actions (e.g., “Block,” “Allow,” “Forward,” and “Defer”) to be
displayed, and then selecting an alternate action (e.g., “Allow”) from the list; or

e sclecting (e.g., clicking on) the first mode action element 908a one or more times,
thereby causing labels of available actions (e.g., “Allow,” “Forward,” “Defer,”
and “Block”) to be manifested sequentially in response to each selection, until a
label of the the action desired by the user is manifested.

[0138] If individual logic modules in a profile have activation states (as in the case of
FIG. 5B), such a profile may be manifested by the user interface 900b of FIG. 9B. The user
interface 900b of FIG. 9B is similar to the user interface 900a of FIG. 9A, except that the user
interface 900b of FIG. 9B includes first mode activation element 910a, which manifests an
activation state of its corresponding logic module; second mode activation element 910b, which
manifests an activation state of its corresponding logic module; and third mode activation
element 910c, which manifests an activation state of its corresponding logic module. To modify
the activation states of the first corresponding logic module, the user may select (e.g., click on)

first mode activation element 910a, in response to which the corresponding logic module
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controller may toggle the value of the corresponding activation state specifier from its current
value (e.g., “active”) to its alternate value (e.g., “inactive”).

[0139] If a profile has an activation state (as in the case of FIG. 5C), such a profile may
be manifested by the user interface 900c of FIG. 9C, which is similar to the user interface 900a
of FIG. 9A, except that the user interface 200c of FIG. 9C further includes a profile activation
element 912, which manifests the activation state of the corresponding profile. To modify the
activation state of the corresponding profile, the user may select (e.g., click on) profile activation
element 910c, in response to which the corresponding profile controller may toggle the value of
the corresponding activation state specifier from its current value (e.g., “active”) to its alternate
value (e.g., “inactive”).

[0140] If both a profile and its associated logic modules have activation states (as in the
case of FIG. 5D), such a profile and associated logic modules may be manifested by the user
interface 900d of FIG. 9D, which combines elements of the user interfaces 900b (FIG. 9B) and
900c¢ (FI1G. 9C).

[0141] As another example, distinct profiles may have names or other unique identifiers,
such as “work,” “home,” and “school,” or “weekday” and “weekend.” Embodiments of the
present invention may provide user interfaces that enable a user to select a particular profile and
thereby make the selected profile the active profile by selecting the profile’s name, such as by
selecting the name from a list or speaking the name of the profile. Such a user interface may also
allow the user to select and activate/deactivate a profile by issuing a single command, such as
“activate work” or “deactivate home.” As yet another example, a user interface may enable a
user to either deactivate all profiles or select a particular profile as the active profile by issuing a
single command, e.g., by speaking a single word or phrase, or by selecting a single word or
phrase from a list, where an example of such a list is: “Disable,” “Home,” “Work,” and “Car.”
In this example, selecting “Disable” causes all profiles (e.g., all profiles, or all system, device, or
user profiles) to be disabled, while selecting any one of “Home,” “Work,” and “Car” causes a
corresponding profile to be selected as the active profile.

[0142] As another example, user interfaces may enable the user to select logic modules
and/or to configure logic modules without the use of profiles. For example, a user interface may

enable a user to select a particular combination of two or more logic profiles, such as by
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selecting such profiles from a list, where an example of such a list is: “Disable,” “Email: Block,
Text: Allow, Voice: Forward,” “Email: Allow, Text: Allow: Voice: Block,” and “Email:
Forward, Text: Forward, Voice: Forward.” In this example, selecting ‘“Disable” causes all logic
modules (e.g., all logic modules associated with a system, device, or user) to be disabled, while
selecting any other entry from the list causes a corresponding combination of logic modules to be
selected as the current logic modules.

[0143] Any of the techniques disclosed herein may be implemented, for example, as: (1)
standalone components (e.g., hardware and/or computer programs), which may or may not
interoperate with existing components (e.g., existing computing devices, existing messaging
software); (2) plug-ins to existing components; or (3) integral modifications to existing
components. Implementing plug-in embodiments may, for example, include installing the plug-
in to the existing component using a plug-in interface provided by the existing component.
Embodiments that are not implemented as integral modifications to existing components may,
for example:

¢ implement actions such as blocking messages by performing one or more of the
following: (1) intercepting messages (and other input) addressed to such
components and preventing such input from reaching such components; (2)
intercepting messages (and other output) generated by such components and
preventing such output from reaching its designated destination; (3) disabling or
enabling such components, or sub-components thereof; and (4) modifying the
configurations of such components, such as by using API calls; and

e implement actions such as allowing messages by performing one or more of the
following: (1) intercepting messages (and other input) addressed to such
components and forwarding such input to such components; (2) intercepting
messages (and other output) generated by such components and forward such
output to its designated destination; (3) enabling such components, or sub-
components thereof, and then not intercepting input addressed to or output
generated by such components; and (4) modifying the configurations of such

components, such as by using API calls.

_42_



WO 2012/040661 PCT/US2011/053146

[0144] Embodiments of the present invention may respond in a variety of ways to
changes in the activation states of profiles and logic modules. For example, if a logic module is
inactive and then becomes active, the techniques disclosed herein may begin to apply the logic
module to the context data 202. For example, if the condition specified by the logic module is
satisfied by a particular class of messages, then the techniques disclosed herein may begin to
perform the action specified by the logic module in response to detection of messages in the
particular class.

[0145] It may, however, be desirable to take additional actions, or to modify the actions
performed by the logic module, in anticipation of a future transition of the logic module from
active to inactive. For example, if the action specified by the logic module is “block,” then it
may be desirable, upon a transition of the logic module from active to inactive, to “unblock™ any
messages that were blocked by the logic module while it was active. Such a result may be
achieved by, for example, implementing a “block™ action as a “defer” action, where the
condition that terminates the “defer” action is the transition of the logic module from active to
inactive. The “defer” action may, for example, store deferred messages in a deferral queue.
Upon transition of the logic module from active to inactive, messages in the deferral queue may,
for example, be delivered to their designated destination. For example, incoming messages that
were prevented from being inserted into an inbox by the “defer” action may be inserted into the
inbox upon transition of the logic module from active to inactive, and outgoing messages that
were prevented from being transmitted to their destinations may be transmitted to their
destinations upon transition of the logic module from active to inactive. More generally, in
response to transition of a logic module from active to inactive, any actions that were prevented
from being performed by the logic module while the logic module was active may be performed.

[0146] The same techniques may be applied in connection with changes in the activation
state of a profile (e.g., a system, device, or user profile) that is associated with the logic module,
assuming that the logic module is active. In other words, if a logic module is active, then the
transition of a profile associated with the logic module from inactive to active may be
implemented in the same way as a transition of the logic module from inactive to active, and the
transition of the profile from active to inactive may be implemented in the same way as a

transition of the logic module from active to inactive.
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[0147] As another example, when a logic module (or associated profile) transitions from
inactive to active, the state of components (such as email clients, instant messaging clients, web
browsers, VolP clients, desktop computers, laptop computers, smartphones, and tablet
computers) that may be affected by the actions of the logic module may be stored. In particular,
any state that is modified in response to a transition of a logic module from inactive to active
may be saved before that state is modified. For example, when a logic module transitions from
inactive to active, techniques disclosed herein may save the current ringer volume of a telephone
before changing the ringer volume. In response to a transition of the logic module from active to
inactive, such saved state may be restored to the system from which the state was saved, such as
by restoring the telephone ringer volume to its saved state. As another example, when a logic
module transitions from inactive to active, techniques disclosed herein may terminate an email
client if the logic module specifies that transmission of email messages is to be blocked. In
response to a transition of the logic module from active to inactive, such saved state may be
restored by launching the email client that was terminated.

[0148] Examples of state that may be saved in response to a transition of a logic module
or profile from inactive to active, and restored in response to a transition of a communication
mode profile from active to inactive, include but are not limited to: ringer volume, ringer tone,
automatic forwarding of voice calls to voicemail, enabled/disabled state of user interface
elements (e.g., buttons, menus, and menu items), email send/receive schedule, enabled/disabled
state of automatic email sending/receiving, and manifestation of receipt of messages.

[0149] As used herein, “manifesting” data refers to providing output, to a user, that
represents such data. Such output may take any form, such as a visual form and/or an auditory
form. For example, such output may include any one or more of the following in any
combination: text, graphics, images, video, and audio. As this description makes clear, any
output described herein as being “manifested,” may, for example, solely include text, solely
include graphics, solely include video, or solely include audio.

[0150] Having described message control profiles in general, techniques will next be
described for using message control profiles to control transmission, reception, and notification
of messages. First, however, the meaning of the term “communication mode” as used herein will

be described.
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[0151] In general, the “communication mode” of a particular message refers to any
feature(s) of the method by which the message is transmitted (sent and/or received). A particular
message having a particular communication mode is transmissible via the particular
communication mode. For example, a message may be transmissible via a communication mode
because the message is formatted in a manner that makes the message adapted for transmission
via the communication mode (e.g., formatted according to a protocol for transmitting messages
via the communication mode). If a message actually is transmitted via a communication mode,
then the message necessarily is transmissible via the communication mode. A message need not,
however, actually be transmitted via a communication mode to be transmissible via that
communication mode. For example, a message that is formatted according to a protocol for
transmitting messages via the communication mode is transmissible via the communication
mode even if the message is deleted or otherwise blocked from being transmitted via the
communication mode.

[0152] Terms such as “transmit” and “transmission” as applied to messages herein
include sending and/or receiving messages. For example, “transmitting a message” includes
solely sending a message, solely receiving a message, and both sending and receiving a message.
Similarly, “transmitting messages” includes solely sending messages, solely receiving messages,
and a combination of sending some messages and receiving other messages. Transmitting a
message may include transmitting a message from one communication device to another over a
network and/or transmitting a message within one communication device, ¢.g., from one
application executing on the communication device to another application executing on the
communication device.

[0153] The following examples of communication modes are exemplary and not
exhaustive.

[0154] A communication mode may be defined by reference to one or more categories of
message transmission. For example, the following categories are examples of communication
modes: email, text message, live voice call, fax, and voice message. Because such modes are
categories, a single mode may include, for example:

e messages transmitted via multiple different messaging protocols (e.g., IMAP and

POP3 in the case of email messages);
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e messages sent and messages received;
e messages transmitted by multiple applications; and
e messages transmitted by multiple devices.

[0155] Therefore, for example, if the communication mode specified by a particular
communication mode profile is an “email” communication mode and the action associated with
that communication mode profile is “block,” then the message control system may apply that
communication mode profile by blocking all email messages, regardless of the protocol by which
they are transmitted (or attempted to be transmitted), regardless of whether they are sent or
received, regardless of the application by which they are transmitted, and regardless of the device
by which they are transmitted.

[0156] As another example, a communication mode may be defined by reference to one
or more messaging protocols. For example, the IMAP email protocol is an example of a
communication mode. Therefore, if the communication mode specified by a particular
communication mode profile is “IMAP email,” then the action specified by that communication
mode profile will be performed only in connection with email received using the IMAP email
protocol, and not, for example, email received using other email protocols. Messaging protocols
that may define communication modes according to embodiments of the present invention
include any messaging protocols at any layer of the OSI (Open Systems Interconnection) seven-
layer model. Examples of messaging protocols that may define communication modes according
to embodiments of the present invention include, but are not limited to, Ethernet, GFP (Generic
Framing Procedure), OTN (Optical Transport Network), IP (Internet Protocol), TCP
(Transmission Control Protocol), UDP (User Datagram Protocol), HTTP (Hypertext Transfer
Protocol), IMAP (Internet Message Access Protocol), IRC (Internet Relay Chat), POP3 (Post
Office Protocol Version 3), and SMTP (Simple Mail Transfer Protocol), VoIP (Voice over
Internet Protocol).

[0157] As another example, a communication mode may be defined by reference to one
or more messaging services, such as SMS (Short Message Service), MMS (Multimedia

Messaging Service), and EMS (Enhanced Messaging Service).
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[0158] As another example, a communication mode may be defined by reference to a
direction of transmission (i.e., send or receive). For example, if the communication mode
specified by a particular communication mode profile is “receive,” then the action specified by
that communication mode profile will be performed in connection with received messages but
not in connection with sent messages. Note that, for example, such a “receive” communication
mode may include messages in multiple categories (e.g., email messages, text messages, and
voice calls), transmitted using multiple protocols, and transmitted using multiple devices.

[0159] As another example, a communication mode may be defined by reference to one
or more communication accounts. For example, messages transmissible via a first email account
may be transmissible via a first communication mode, messages transmissible via a second email
account may be transmissible via a second communication mode, and messages transmissible via
a first text messaging account may be transmissible via a third communication mode.

[0160] As another example, a communication mode may be defined by reference to one
or more types of message content, such as any of the following: text, image, video, and audio.
Such content types may be further divided. For example, audio content may be divided into
voice and non-voice content, each of which may define a separate mode.

[0161] Similarly, a communication mode may be defined by reference to one or more
types of content manifestation, by which is meant the type of content that is used to manifest a
particular message. For example, a voice call that is manifested by playing the audio through a
speaker 1s manifested using an “audio” type of content. Similarly, a text message that is
converted into speech by a text-to-speech engine is also manifested using an “audio” type of
content, even though the text message itself has a “text” type of content.

[0162] Similarly, a communication mode may be defined by reference to the application
that generated, sent, received, and/or manifested a message. For example, a communication
mode may be defined by reference to one or more named applications (e.g., Microsoft Outlook,
Mozilla FireFox, Facebook), one or more application types (e.g., email client, web browser, text
messaging client), and/or the installation/execution location of the application (e.g., installed
locally on the user’s computer or installed and executing remotely, such as in the case of cloud-
based applications, such as Facebook and Twitter). The definition of such a communication

mode may encompass any one or more of generating, sending, receiving, and manifesting
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messages. For example, a communication mode may be defined to include messages generated,
sent, received, and manifested by a particular named application (e.g., Microsoft Outlook), or
only to include messages received by such an application but not to messages generated, sent, or
manifested by such an application.

[0163] Any of the characteristics of communication modes described above may be
combined with each other in any way. For example, a communication mode may be defined by
reference to a message category (e.g., email) and transmission direction (e.g., receive) to define a
communication mode that encompasses “received email.”

[0164] The description herein refers to “detecting” a message. Such detection may
include, for example, any one or more of the following: detection of an instruction to send the
message, detection of an attempt to send the message, detection of the message in the process of
being sent, detection that the message has been sent, detection of a scheduled time to send the
message, detection of an instruction to receive the message, detection of an attempt to receive the
message, detection of the message in the process of being received, detection that the message
has been received, and detection of a scheduled time to receive the message.

[0165] A “communication device” may be any device that is capable of performing any
one or more of the following functions: transmitting messages, receiving messages, and
providing notifications of messages. Examples of communication devices include desktop
computers, laptop computers, tablet computers, cellular telephones (including smartphones), and
personal digital assistants (PDAs), and combinations thereof.

[0166] Embodiments of the present invention may be applied to messages, notifications
of messages, or both. A notification of a message is any output derived from a message that is
intended to provide information about the message. For example, when an email client displays
the subject line of an email message but not the remainder of the email message, the displayed
subject line is an example of a notification of the email message. In this example, the
notification is output to a user, but this is not required. Instead, for example, a notification may
be transmitted between two computing devices or two computer programs. A notification of a
message may contain some or all of the content of the message. A notification of a message may

contain information that is derived from, but not contained within the content of the message. A
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notification may be manifested in any of the ways disclosed herein. Any of the actions disclosed
herein may be performed on notifications. A notification may itself be a message.

[0167] It is to be understood that although the invention has been described above in
terms of particular embodiments, the foregoing embodiments are provided as illustrative only,
and do not limit or define the scope of the invention. Various other embodiments, including but
not limited to the following, are also within the scope of the claims. For example, elements and
components described herein may be further divided into additional components or joined
together to form fewer components for performing the same functions.

[0168] Any of the functions disclosed herein may be implemented using means for
performing those functions. Such means include, but are not limited to, any of the components
disclosed herein, such as the computer-related components described below.

[0169] The techniques described above may be implemented, for example, in hardware,
one or more computer programs tangibly stored on one or more non-transitory computer-
readable media, firmware, or any combination thereof. The techniques described above may be
implemented in one or more computer programs executing on a programmable computer
including a processor, a storage medium readable by the processor (including, for example,
volatile and non-volatile memory and/or storage elements), at least one input device, and at least
one output device. Program code may be applied to input entered using the input device to
perform the functions described and to generate output. The output may be provided to one or
more output devices.

2% ¢

[0170] Terms such as “computer,” “computing device,” and “communication device,” as
used herein refer, for example, to desktop computers, laptop computers, cellular telephones and
smartphones, personal digital assistants (PDAs), and tablet computers.

[0171] Each computer program within the scope of the claims below may be
implemented in any programming language, such as assembly language, machine language, a
high-level procedural programming language, or an object-oriented programming language. The
programming language may, for example, be a compiled or interpreted programming language.

[0172] Each such computer program may be implemented in a computer program

product tangibly embodied in a machine-readable storage device for execution by a computer

processor. Method steps of the invention may be performed by a computer processor executing a
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program tangibly embodied on a computer-readable medium to perform functions of the
invention by operating on input and generating output. Suitable processors include, by way of
example, both general and special purpose microprocessors. Generally, the processor receives
instructions and data from a read-only memory and/or a random access memory. Storage
devices suitable for tangibly embodying computer program instructions include, for example, all
forms of non-volatile memory, such as semiconductor memory devices, including EPROM,
EEPROM, and flash memory devices; magnetic disks such as internal hard disks and removable
disks; magneto-optical disks; and CD-ROMs. Any of the foregoing may be supplemented by, or
incorporated in, specially-designed ASICs (application-specific integrated circuits) or FPGAs
(Field-Programmable Gate Arrays). A computer can generally also receive programs and data
from a storage medium such as an internal disk (not shown) or a removable disk. These elements
will also be found in a conventional desktop or workstation computer as well as other computers
suitable for executing computer programs implementing the methods described herein, which
may be used in conjunction with any digital print engine or marking engine, display monitor, or
other raster output device capable of producing color or gray scale pixels on paper, film, display

screen, or other output medium.

[0173] What is claimed is:
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CLAIMS

1. A method performed by at least one computer processor executing computer

program instructions tangibly stored on at least one non-transitory computer-readable

medium, the method comprising;:

(A)
(B)
©

(D)

detecting a first message transmissible via a first communication mode;

determining whether a profile is active;

if the profile is determined to be active, then:

(Y1) identifying a first action specified by the profile in
association with the first communication mode; and

(O)2) performing the first action;

if the profile is not determined to be active, then not performing the first

action.

2. The method of claim 1, further comprising:

(E)

(F)
(G)

(H)

detecting a second message transmissible via a second communication

mode that differs from the first communication mode;

determining whether the profile is active;

if the profile is determined to be active, then:

(G)Y(1) identifying a second action specified by the profile in
association with the second communication mode; and

(G)(2) performing the second action;

if the profile is not determined to be active, then not performing the

second action.

3. The method of claim 2, further comprising;:

)

()

detecting a third message transmissible via a third communication mode
that differs from the first communication mode and the second
communication mode;

determining whether the profile is active;
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(K)  if'the profile is determined to be active, then:
(K)(1) identifying a third action specified by the profile in
association with the third communication mode; and
(K)2) performing the third action;
(L)  if'the profile is not determined to be active, then not performing the third

action.

4. The method of claim 3:

wherein the first communication mode comprises one of an email communication
mode, a text message communication mode, and a voice call communication mode;

wherein the second communication mode comprises one of the email
communication mode, the text message communication mode, and the voice call
communication mode; and

wherein the first communication mode comprises one of an email communication

mode, a text message communication mode, and a voice call communication mode.

5. The method of claim 2:

wherein the first communication mode comprises one of an email communication
mode, a text message communication mode, and a voice call communication mode;

wherein the second communication mode comprises one of the email
communication mode, the text message communication mode, and the voice call

communication mode.

6. The method of claim 1, wherein the first action comprises blocking the first

message.

7. The method of claim 1, wherein the first action comprises blocking a

notification of the first message.

8. The method of claim 1, wherein detecting the first message comprises detecting

receipt of the first message.
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9. The method of claim 1, further comprising;:

(E)
(F)
(G)

(H)
)

receiving user input;

deactivating the profile in response to the user input;

detecting a second message transmissible via a second communication
mode that differs from the first communication mode;

determining that the profile is inactive;

in response to determining that the profile is inactive, not performing a
second action specified by the profile in association with the second

communication mode.

10. The method of claim 1, wherein (C)(2) comprises:

(O)(2)(a) receiving context data;

(O)(2)(b) determining that a condition specified by the profile is
satisfied by the context data; and

(O)(2)(c) performing the first action in response to determining that
the condition specified by the profile is satisfied by the

context data.

11. A non-transitory computer-readable medium comprising computer program

instructions tangibly stored on the computer-readable medium, wherein the instructions

are executable by at least one computer processor to perform a method comprising:

(A)
(B)
©

(D)

detecting a first message transmissible via a first communication mode;

determining whether a profile is active;

if the profile is determined to be active, then:

(Y1) identifying a first action specified by the profile in
association with the first communication mode; and

(O)2) performing the first action;

if the profile is not determined to be active, then not performing the first

action.
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12. The computer-readable medium of claim 11, wherein the method further
comprises:

(E)  detecting a second message transmissible via a second communication
mode that differs from the first communication mode;

(F)  determining whether the profile is active;

(G)  if'the profile is determined to be active, then:
(G)(1) identifying a second action specified by the profile in

association with the second communication mode; and

(G)(2) performing the second action;

(H)  if'the profile is not determined to be active, then not performing the

second action.

13. The computer-readable medium of claim 12, wherein the method further
comprises:

(D detecting a third message transmissible via a third communication mode
that differs from the first communication mode and the second
communication mode;

J) determining whether the profile is active;

(K)  if'the profile is determined to be active, then:

(K)(1) identifying a third action specified by the profile in
association with the third communication mode; and
(K)2) performing the third action;
(L)  if'the profile is not determined to be active, then not performing the third

action.

14. The computer-readable medium of claim 13:

wherein the first communication mode comprises one of an email communication
mode, a text message communication mode, and a voice call communication mode;

wherein the second communication mode comprises one of the email
communication mode, the text message communication mode, and the voice call

communication mode; and
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wherein the first communication mode comprises one of an email communication

mode, a text message communication mode, and a voice call communication mode.

15. The computer-readable medium of claim 12:

wherein the first communication mode comprises one of an email communication
mode, a text message communication mode, and a voice call communication mode;

wherein the second communication mode comprises one of the email
communication mode, the text message communication mode, and the voice call

communication mode.

16. The computer-readable medium of claim 11, wherein the first action

comprises blocking the first message.

17. The computer-readable medium of claim 11, wherein the first action

comprises blocking a notification of the first message.

18. The computer-readable medium of claim 11, wherein detecting the first

message comprises detecting receipt of the first message.

19. The computer-readable medium of claim 11, wherein the method further
comprises:

(E)  receiving user input;

(F) deactivating the profile in response to the user input;

(G)  detecting a second message transmissible via a second communication
mode that differs from the first communication mode;

(H)  determining that the profile is inactive;

(D in response to determining that the profile is inactive, not performing a
second action specified by the profile in association with the second

communication mode.

20. The computer-readable medium of claim 11, wherein (C)(2) comprises:
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(O)2)(b)

(O2)(c)
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receiving context data;

determining that a condition specified by the profile is
satisfied by the context data; and

performing the first action in response to determining that
the condition specified by the profile is satisfied by the

context data.
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