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LAYERED MISSING PACKET DETECTION

RELATED APPLICATION

[0001] This application is related to and claims priority of Indian Application No.
202041027478, filed June 29, 2020 in India, for “LAYERED MISSING PACKET
DETECTION.”

FIELD OF DISCLOSURE

[0002] The present disclosure relates generally to electronic devices. More

specifically, the present disclosure relates to layered missing packet detection.

BACKGROUND

[0003] In the last several decades, the use of electronic devices has become

common. In particular, advances in electronic technology have reduced the cost of
increasingly complex and useful electronic devices. Cost reduction and consumer
demand have proliferated the use of electronic devices such that they are practically
ubiquitous in modern society. As the use of electronic devices has expanded, so has the
demand for new and improved features of electronic devices. More specifically,
electronic devices that perform new functions and/or that perform functions faster, more
efficiently, or with higher quality are often sought after.

[0004] Some electronic devices (e.g., cellular phones, smartphones, laptop
computers, etc.) communicate with other electronic devices. For example, electronic
devices may transmit and/or receive radio frequency (RF) signals to communicate.

Improving electronic device communication may be beneficial.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Figure 1 is a block diagram illustrating one example of a wireless
communication device in which systems and methods for layered missing packet
detection may be implemented;

[0006] Figure 2 is a diagram illustrating an example of packets;

[0007] Figure 3 is a diagram illustrating an example of a packet data convergence

protocol (PDCP) reordering window;
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[0008] Figure 4 is a flow diagram illustrating an example of a method for layered
missing packet detection;

[0009] Figure 5 is a flow diagram illustrating another example of a method for
layered missing packet detection;

[0010] Figure 6 is a flow diagram illustrating another example of a method for
layered missing packet detection;

[0011] Figure 7 is a flow diagram illustrating another example of a method for
layered missing packet detection;

[0012] Figure 8 is a flow diagram illustrating an example of a method for handling a
layered missing packet;

[0013] Figure 9 is a diagram illustrating an example of network devices and a
wireless communication device;

[0014] Figure 10 illustrates certain components that may be included within an
electronic device configured to implement various configurations of the systems and
methods disclosed herein for layered missing packet detection and/or handling; and
[0015] Figure 11 is a thread diagram illustrating examples of techniques to handle

PDCP PDU retransmission with handover and/or re-establishment.

DETAILED DESCRIPTION

[0016] Some configurations of the systems and methods disclosed herein may relate
to layered missing packet detection. As used herein, the term “layer” may refer to a
layer or sub-layer of a communication protocol stack. Examples of layers (in ascending
order, for instance) may include a physical (PHY) layer, a medium access control
(MAC) layer, a radio link control (RLC) layer, a packet data convergence protocol
(PDCP) layer, and a radio resource control (RRC) layer. In some examples, the RL.C
layer may include functions such as automatic repeat request (ARQ), segmentation of
data, and/or reassembly of data, etc. In some examples, the PDCP layer may include
functions such as reordering packet data, transferring data to upper layers, integrity
protection, ciphering data, and/or deciphering data, etc. While some examples of layers
are given herein, some configurations of the systems and methods described may be
implemented with additional or alternative layers.

[0017] A missing packet may be a packet that is lost or is not received correctly. In

some cases, a missing packet may occur at a layer without a corresponding missing
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packet at one or more other layers. In some examples, a missing packet that occurs at a
layer without a corresponding missing packet at another layer (e.g., neighboring layer)
may be referred to as a layered, unmatching, nonconforming, and/or unbalanced missing
packet. For example, a missing packet may occur at a layer that is higher than another
layer where a corresponding missing packet does not occur. For instance, one or more
missing packets may occur at the PDCP layer without a missing packet occurring at the
RLC layer. In some cases, layered missing packets may occur due to a network error.
For example, one or more packets at a layer (e.g., PDCP) may be lost in transmission
between network devices (e.g., base stations) and/or may be incorrectly numbered by a
network device while one or more packets at a relatively lower layer (e.g., RLC, MAC,
PHY) may be correctly transmitted and/or received.

[0018] A layered missing packet may cause problems at a receiving device. For
example, a layered missing packet may be detected at one layer, which may cause a
receiving device to perform one or more missing packet procedures at that layer, while
corresponding missing packet procedures are not performed at another layer. For
instance, when a missing packet occurs at the PDCP layer without a corresponding
missing packet at the RLC layer, the PDCP layer may start a reordering timer and may
store (e.g., buffer) subsequent packets for reordering, while the RLC layer may not
perform corresponding missing packet procedures (e.g., ARQ, etc.). This scenario may
cause increased memory consumption (until a reordering timer expires and/or the
buffered packets are flushed, for instance) and/or may cause delay in passing the
packets to a higher layer. Some examples of the systems and methods described herein
may detect one or more layered missing packets and/or may perform one or more
operations to mitigate and/or compensate for one or more layered missing packets. For
instance, some of the systems and methods described herein may be utilized to detect a
layered missing packet and/or PDCP sequence number hole in a network transmission
and perform one or more operations to reduce memory impact on a receiving device in
some scenarios and/or to reduce the latency of packet passing and/or data transmission.
[0019] Some configurations of the systems and methods disclosed herein may be
utilized with single or multiple receive (Rx) links. For example, the systems and
methods disclosed herein may be utilized with a single Long-Term Evolution (LTE)
link, multiple LTE links, a single Fifth Generation (5G) or New Radio (NR) link,
multiple 5G or NR links, an LTE link and 5G link, Evolved Universal Mobile
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Telecommunications Service (UMTS) Terrestrial Radio Access Network (E-UTRAN)
New Radio-Dual Connectivity (ENDC), multiple radio access technology (RAT) links,
multiple carriers, multiple bearers, etc.

[0020] It should be noted that some examples of the systems and methods described
herein may be utilized and/or implemented with one, two, or more links. For example,
an electronic device may receive data (e.g., packet data) on two or more links in some
cases and/or approaches. For instance, an electronic device may receive data on two
cellular (e.g., LTE, 5G) links and a Wi-Fi link. In another example, an electronic device
may receive data on multiple Wi-Fi links and one or more cellular (e.g., LTE, 5G) links.
In yet another example, an electronic device may receive data on a cellular (e.g., LTE,
5@G) link, on a personal area network (PAN) (e.g., Bluetooth) link, and on a Wi-Fi link.
Other variations are possible (e.g., two or more wireless local area network (WLAN)
links, two or more PAN links, a combination of WLAN, cellular, and/or PAN links,
etc.).

[0021] Various configurations are now described with reference to the Figures,
where like reference numbers may indicate functionally similar elements. The systems
and methods as generally described and illustrated in the Figures herein could be
arranged and designed in a wide variety of different configurations. Thus, the following
more detailed description of several configurations, as represented in the Figures, is not
intended to limit scope, as claimed, but is merely representative of the systems and
methods.

[0022] Figure 1 is a block diagram illustrating one example of a wireless
communication device 102 in which systems and methods for layered missing packet
detection may be implemented. The wireless communication device 102 may be a
device or apparatus for transmitting and/or receiving RF signals. Examples of the
wireless communication device 102 may include a user equipment (UE), smartphone,
tablet device, computing device, computer (e.g., desktop computer, laptop computer,
etc.), television, camera, virtual reality device (e.g., headset), vehicle (e.g., semi-
autonomous vehicle, autonomous vehicle, etc.), robot, aircraft, drone, unmanned aerial
vehicle (UAV), healthcare equipment, gaming console, Internet of Things (IoT) device,
etc. The wireless communication device 102 may include one or more components or

elements. One or more of the components or elements may be implemented in hardware
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(e.g., circuitry) or a combination of hardware and instructions (e.g., a processor with
software stored in memory).

[0023] In some configurations, the wireless communication device 102 may include
a processor 110, a memory 104, one or more transceivers 106, and/or one or more
antennas 108a—m. In some configurations, the wireless communication device 102 may
include one or more other components and/or elements. For example, the wireless
communication device 102 may include a display (e.g., touchscreen). The processor 110
may be circuitry (e.g., electronic circuitry, integrated circuit, etc.) configured to perform
one or more functions. In some configurations, the processor 110 may execute
instructions to perform the one or more functions. In some configurations, the processor
110 may include one or more functionalities that are structurally implemented in the
processor 110. In some configurations, the processor 110 may be a baseband processor,
a modem, a modem processor, an application processor, and/or any combination
thereof. The processor 110 may be coupled to (e.g., in electronic communication with)
the memory 104 and/or transceiver(s) 106. In some examples, the wireless
communication device 102 and/or the processor 110 may be configured to perform one
or more of the methods 400, 500, 600, 700, 800 and/or method elements described in
relation to one or more of the Figures. For example, the wireless communication 102
and/or the processor 110 may be configured to perform one or more of the techniques
described in relation to Figure 11.

[0024] The memory 104 may store instructions and/or data. The processor 110 may
access (e.g., read from and/or write to) the memory 104. Examples of instructions
and/or data that may be stored by the memory 104 may include layered missing packet
detection instructions 112, packet count data 114, sequence number data 116, operation
instructions 118, other data, and/or instructions for other elements, etc.

[0025] The transceiver(s) 106 may enable the wireless communication device 102 to
communicate with one or more other electronic devices. For example, the transceiver(s)
106 may provide an interface for wireless communications. In some configurations, the
transceiver(s) 106 may be coupled to one or more antennas 108a—m for transmitting
and/or receiving RF signals. For example, the transceiver 106 may enable one or more
modes of wireless (e.g., cellular, WLAN, PAN, etc.) communication. The transceiver(s)
106 may include one or more transmitters and/or one or more receivers. In some

configurations, the transceiver(s) 106 may be included in an RF front-end and/or may



WO 2022/005819 PCT/US2021/038498

-6 -

include an RF front-end. In some configurations, the transceiver(s) 106 may include one
or more switches, one or more filters, one or more power amplifiers, one or more
downconverters, and/or one or more upconverters, etc., to enable wireless
communication.

[0026] In some configurations, multiple transceivers 106 may be implemented
and/or utilized. For example, one or more transceivers 106 may be utilized for cellular
(e.g., 3G, LTE, Code Division Multiple Access (CDMA), 5G, etc.) communications,
and/or one or more transceivers 106 may be utilized for WLAN (e.g., Institute of
Electrical and Electronics Engineers (IEEE) 802.11) communications. In some
configurations, the transceiver(s) 106 may send information (e.g., uplink packets, uplink
control information, etc.) to and/or receive information (e.g., downlink packets,
downlink control information, etc.) from one or more devices (e.g., base station,
evolved NodeB (eNodeB or eNB), next generation NodeB (gNB), etc.). In some
examples, one or more network devices (e.g., base stations, access points, wireless
communication devices, etc.) may send packets to the wireless communication device
102.

[0027] As used herein, the term “packet” may refer to a set of information at a layer
or layers. For example, a PHY layer packet may include information in one or more
frames, one or more subframes, and/or one or more slots. In some examples, a PHY
layer packet may include one or more MAC packet data units (PDUs). A MAC PDU
may include a MAC header and payload (e.g., MAC service data unit (SDU)). A MAC
payload may include an RLC packet. An RLC packet may include an RLC header and
payload (e.g., RLC SDU). An RLC header may include an RLC sequence number. The
RLC sequence number may be a number and/or index for an RLC packet in a sequence
of RLC packets. RLC sequence numbers may be monitored and/or stored as sequence
number data 116 in the memory 104. For example, the sequence number data 116 may
include an RLC sequence number of a last (e.g., most recent) RLC packet received in-
sequence. The RLC sequence number of a last RLC packet received in-sequence may be
referred to as a lower edge of an RLC receive window. The term “in-sequence” may
denote packets received in a consecutive order (e.g., in a consecutively numbered order)
and/or in a sequential order. An RLC payload may include a PDCP packet. A PDCP
packet may include a PDCP header and payload (e.g., PDCP SDU). A PDCP header

may include a PDCP sequence number. The PDCP sequence number may be a number
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and/or index for a PDCP packet in a sequence of PDCP packets. PDCP sequence
numbers may be monitored and/or stored as sequence number data 116 in the memory
104. For example, the sequence number data 116 may include a PDCP sequence
number of a last (e.g., most recent) PDCP packet received in-sequence. In some
examples, a sequence number of a last PDCP packet received in-sequence or a last
submitted PDCP PDU to an upper layer may be referred to as RX_DELIV or
RX_DELIV — 1. The PDCP sequence number of a last PDCP packet received in-
sequence may be referred to as a lower edge of a PDCP receive window. A PDCP
payload may include upper-layer information (e.g., Internet Protocol (IP) packet(s)).
[0028] In some configurations, an RLC sequence number and/or a PDCP sequence
number may be utilized to detect one or more missing packets. In some cases, one or
more missing PDCP packets may correspond to one or more missing RLC packets. An
RLC sequence number and/or PDCP sequence number may be utilized to detect missing
packets and/or to trigger one or more operations (e.g., ARQ, reordering, etc.) to handle
the missing packets. As described above, one or more layered missing packets may
occur in some cases, where a packet is missing at a layer (e.g., PDCP layer) without a
corresponding missing packet at another layer (e.g., RLC) layer. In some examples, a
layered missing packet may trigger one or more operations to handle the missing packet
at a layer (e.g., PDCP layer), without triggering corresponding operations at another
layer (e.g., RLC layer).

[0029] In some configurations, the memory 104 may include layered missing packet
detection instructions 112. The layered missing packet detection instructions 112 may
be instructions for detecting a layered missing packet or packets. For example, the
processor 110 may execute the layered missing packet detection instructions 112 to
detect when a missing PDCP packet occurs without a corresponding missing RLC
packet (e.g., when an RLC packet is received). The wireless communication device 102
may receive packets using the antenna(s) 108a—m and/or transceiver(s) 106. The
processor 110 may extract RLC sequence numbers from RLC packets and/or PDCP
sequence numbers from PDCP packets, which may be stored as sequence number data
116 in the memory 104.

[0030] The processor 110 may be configured to determine a PDCP packet count
corresponding to a last RLC packet received in-sequence. For example, the processor

110 may execute the layered missing packet detection instructions 112 to determine a
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PDCP packet count corresponding to a last RLC packet received in-sequence. An RLC
packet received in-sequence may be an RLC packet that was received in a sequential
order (e.g., without a missing RLC packet and/or without a skip in RLC sequence
number) in a set of RLC packets. A PDCP packet count may be a value, quantity, and/or
number that indicates a PDCP packet relative to an RLC packet. For instance, the PDCP
packet count may indicate a PDCP packet number (e.g., target PDCP sequence number)
for a case in which a PDCP packet would be received in-sequence for each RLC packet
received in-sequence. In some configurations, the processor 110 may determine the
PDCP count at the PDCP layer using the PDCP sequence number. For example, when a
packet is moved from the RLC layer to the PDCP layer, the PDCP layer may provide
(e.g., feed back) the PDCP count value for that packet to the RLC layer. In this way, the
RLC layer may be aware of the PDCP count for all packets and may infer the PDCP
packet count corresponding to the lower edge of the receive window. In some
configurations, the processor 110 may increment the PDCP packet count for each RLC
packet received in-sequence. For example, the processor 110 may determine the PDCP
packet count by extracting a PDCP sequence number from an RLC packet that moved
the lower edge of the RLC receive window. In some examples, the PDCP packet count
may be expressed as Y+n, where Y is an initial PDCP packet sequence number in a set
of packets and n is a number of RLC packets received in-sequence in the set of packets.
For instance, n may indicate a number of RLC packets received in-sequence from an
initial RLC packet sequence number X (and/or may correspond to a lower edge of the
RLC receive window). An initial PDCP packet sequence number may correspond to an
initial PDCP packet received in a communication session, in a link, after a break in
communication (e.g., after missing packet handling), etc. An initial RLC packet
sequence number may correspond to an initial RLC packet received in a communication
session, in a link, after a break in communication (e.g., after missing packet handling),
etc. The processor 110 may store the PDCP packet count as packet count data 114 in
memory 104 in some configurations.

[0031] In some examples, the PDCP packet count may correspond to the sequence
number of the last PDCP received in-sequence (e.g., RX_DELIV or RX_DELIV - 1) in
a case that PDCP packets have been received in-sequence in tandem with RLC packets
in-sequence. In a case where a missing PDCP packet occurs without a corresponding

missing RLC packet, the PDCP packet count may be greater than the sequence number
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of the last PDCP packet received in-sequence (e.g., RX_DELIV or RX_DELIV - 1).
For example, the PDCP packet count may be incremented beyond the sequence number
of the last PDCP packet received in-sequence.

[0032] In some configurations, the processor 110 may be configured to detect a
missing PDCP packet based on a comparison of the PDCP packet count and a sequence
number of a last PDCP packet received in-sequence (e.g., RX_DELIV or RX_DELIV —
1). For example, the processor 110 may execute the layered missing packet detection
instructions 112 to detect a missing PDCP packet based on a comparison of the PDCP
packet count and a sequence number of a last PDCP packet received in-sequence. In
some examples, the processor 110 may be configured to perform the comparison of the
PDCP packet count and the sequence number by determining whether the sequence
number (e.g., sequence number of the last PDCP packet received in-sequence,
RX_DELILV, or RX_DELIV - 1) is less than the PDCP packet count. For instance, the
processor 110 may detect a layered missing packet in a case that the sequence number
(e.g., RX_DELIV or RX_DELIV - 1) is less than the PDCP packet count (e.g., PDCP
packet count corresponding to RX_NEXT, RX_NEXT - 1, VR(R), or VR(R) — 1). In
some examples, the processor 110 may be configured to perform the comparison of the
PDCP packet count and the sequence number by determining whether the PDCP packet
count is greater than the sequence number (of the last PDCP packet received in-
sequence). For instance, the processor 110 may detect a layered missing packet in a case
that the PDCP packet count (e.g., PDCP packet count corresponding to RX_NEXT,
RX_NEXT - 1, VR(R), or VR(R) — 1) is greater than the sequence number (e.g.,
sequence number of the last PDCP packet received in-sequence, RX_DELIV, or
RX_DELIV —1).

[0033] In some examples, the wireless communication device 102 may establish
communication with multiple bearers. For instance, the processor 110 may be
configured to establish communication with a first link, bearer, carrier, and/or RAT and
a second link, bearer, carrier, and/or RAT. For example, the first bearer may be an NR
bearer and the second bearer may be an LTE bearer. Other combinations of different
bearers may be utilized in some examples. In some configurations, the wireless
communication device 102 may operate multiple links in accordance with split bearer,
dual carrier, and/or multi-RAT approaches. Some of the techniques described herein

may be performed in an NR PDCP with LTE-only RLC scenario, in an NR PDCP with
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NR RLC scenario, in a New Radio Dual Connectivity (NRDC) scenario (e.g., one NR
PDCP served by two NR RLCs), in an ENDC scenario, and/or in a split-bearer scenario,
etc.

[0034] In some configurations, the processor 110 may be configured to determine
PDCP packet counts corresponding to multiple links, bearers, carriers, and/or RATs.
For instance, the processor 110 may execute the layered missing packet detection
instructions 112 to determine respective PDCP packet counts corresponding to multiple
(e.g., two, three, or more) links, bearers, carriers, and/or RATs. In some examples, the
processor 110 may be configured to determine a PDCP packet count corresponding to a
last RLC packet received in-sequence, where the PDCP packet count is associated with
a first link, bearer, carrier, and/or RAT. For instance, the PDCP packet count may
correspond to an RLC packet received from the first link, bearer, carrier, and/or RAT. In
some examples, the processor 110 may be configured to determine a second PDCP
packet count corresponding to a second last RLC packet received in-sequence that is
associated with a second link, bearer, carrier, and/or RAT.

[0035] In some examples, the processor 110 may be configured to detect a layered
missing packet based on multiple (e.g., two, three, or more) links, bearers, carriers,
and/or RATs. For instance, the processor 110 may execute the layered missing packet
detection instructions 112 to detect a layered missing packet based on multiple links,
bearers, carriers, and/or RATs. In some examples, the processor 110 may be configured
to detect a missing PDCP packet (e.g., missing layered packet) based on a comparison
of the PDCP packet count (corresponding to the first link, bearer, carrier, and/or RAT,
for instance) and a sequence number of a last PDCP packet received in-sequence (e.g.,
RX_DELIV or RX_DELIV - 1) and based on a second comparison of the second PDCP
packet count (corresponding to the second link, bearer, carrier, and/or RAT, for
instance) and the sequence number (e.g., RX_DELIV or RX_DELIV - 1). For instance,
the processor 110 may be configured to perform the comparison of the PDCP packet
count and the sequence number by determining whether the sequence number (e.g.,
RX_DELIV or RX _DELIV — 1) is less than the PDCP packet count, and may be
configured to perform the comparison of the second PDCP packet count and the
sequence number by determining whether the sequence number is less than the second
PDCP packet count. In some configurations, one or more comparisons may be

performed for one, two, three, or more links, bearers, carriers, and/or RATs for layered
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missing packet detection. In some examples, comparisons may be performed by
determining whether corresponding PDCP packet counts are greater than the sequence
number (e.g., RX_DELIV or RX_DELIV - 1). In some configurations, the processor
110 may be configured to detect the missing PDCP packet (e.g., layered missing PDCP
packet) in a case that the sequence number (e.g., RX_DELIV or RX_DELIV - 1) is less
than the PDCP packet count (e.g., PDCP packet count corresponding to RX_NEXT or
RX_NEXT — 1) and the sequence number is less than the second PDCP packet count
(e.g., second PDCP packet count corresponding to VR(R) or VR(R) — 1).

[0036] In some examples, the processor 110 may be configured to perform one or
more operations based on a layered missing packet detection (e.g., in response to a
layered missing packet detection). For instance, the processor 110 may execute the
operation instructions 118 to perform one or more operations to handle the layered
missing packet detection. Examples of operations may include stopping a reordering
timer, adjusting a sequence number, and/or flushing packets. As described above, a
layered missing packet may cause increased memory consumption and/or increased
delay for passing packets to an upper layer if left unaddressed.

[0037] In some examples, the processor 110 may be configured to stop a PDCP
reordering timer (e.g., reset a PDCP reordering timer and/or exit a PDCP reordering
procedure) in response to detecting the missing PDCP packet. For instance, the
processor 110 may stop and/or reset a PDCP reordering timer that was triggered due to
the missing PDCP packet. In some configurations, layered missing packet detection
procedures may be triggered based on a PDCP reordering timer. For example, the
processor 110 may be configured to trigger the detection based on a PDCP reordering
timer. For instance, detection procedures may be performed in response to the start of a
PDCP reordering timer or may be performed in response to a threshold time after the
start of a PDCP reordering timer. For example, a trigger point for determining whether a
PDCP layer is waiting for packets due to a layered missing packet(s) may be based on a
fixed timer value (e.g., 2 milliseconds (ms), 3 ms, 5 ms, or more, etc.) from the onset of
reordering timer.

[0038] In some examples, the processor 110 may be configured to adjust a sequence
number in response to detecting the missing PDCP packet (e.g., layered missing
packet). For instance, the processor 110 may be configured to adjust the sequence

number based on the PDCP packet count in response to detecting the missing PDCP
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packet. For example, the processor 110 may adjust the sequence number (e.g., sequence
number of the last PDCP packet received in-sequence, lower edge of the PDCP receive
window, RX_DELIV or RX_DELIV - 1) to be equal to the PDCP packet count. In a
case of multiple links, bearers, carriers, and/or RATs, the processor 110 may adjust the
sequence number (e.g., sequence number of the last PDCP packet received in-sequence,
lower edge of the PDCP receive window, RX_DELIV or RX_DELIV - 1), to be equal
to the lowest PDCP packet count. For instance, the processor 110 may adjust the
sequence number to be equal to the lower PDCP packet count of two links, bearers,
carriers, and/or RATs.

[0039] In some examples, the processor 110 may be configured to flush one or more
packets (e.g., to flush one or more packets to an upper layer) in response to detecting the
missing PDCP packet (e.g., layered missing packet). For instance, the processor 110
may be configured to flush, to a layer above a PDCP layer, one or more packets in a
series of packets up to the PDCP packet count. In a case of multiple links, bearers,
carriers, and/or RATs, the processor 110 may flush one or more packets up to the lowest
PDCP packet count. In some examples, the processor 110 may flush the one or more
packets before a reordering timer expires. For instance, a reordering timer may have an
expiration limit (e.g., 500 ms, 1 second, or another value), and the processor 110 may
stop the reordering timer and/or flush the one or more packets before the reordering
timer reaches expiration in response to detecting a layered missing packet.

[0040] In some configurations, the wireless communication device 102 may include
one or more elements that are not shown in Figure 1. For example, the wireless
communication device 102 may include one or more displays. A display may be a
screen or panel for presenting images. In some examples, the display(s) may be
implemented with one or more display technologies, such as liquid crystal display
(LCD), light-emitting diode (LED), organic light-emitting diode (OLED), plasma,
cathode ray tube (CRT), etc. The display(s) may present content. Examples of content
may include one or more interactive controls, graphics, symbols, characters, etc. In
some configurations, information, data, and/or images based on received packets (e.g.,
flushed packets from the PDCP layer) may be presented on the display.

[0041] The display(s) may be integrated into the wireless communication device
102 or may be linked to the wireless communication device 102. In some examples, the

display(s) may be a monitor with a desktop computer, a display on a laptop, a touch
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screen on a tablet device, an OLED panel in a smartphone, etc. In another example, the
wireless communication device 102 may be a virtual reality headset with integrated
displays. In another example, the wireless communication device 102 may be a
computer that is coupled to a virtual reality headset with the displays.

[0042] In some configurations, the wireless communication device 102 may present
a user interface on the display. For example, the user interface may enable a user to
interact with the wireless communication device 102. In some configurations, the
display may be a touchscreen that receives input from physical touch (by a finger,
stylus, or other tool, for example). Additionally or alternatively, the wireless
communication device 102 may include or be coupled to another input interface. For
example, the wireless communication device 102 may include a camera and may detect
user gestures (e.g., hand gestures, arm gestures, eye tracking, eyelid blink, etc.). In
another example, the wireless communication device 102 may be linked to a mouse and
may detect a mouse click. In another example, the wireless communication device 102
may be linked to a keyboard and may detect keyboard input. In yet another example, the
wireless communication device 102 may be linked to one or more other controllers
(e.g., game controllers, joy sticks, touch pads, motion sensors, etc.) and may detect
input from the one or more controllers. In some examples, the wireless communication
device 102 may utilize input received with the input interface to request content (e.g.,
downlink packets) from one or more network devices (e.g., base station(s), access
point(s), and/or electronic device(s), etc.). For instance, the wireless communication
device 102 (e.g., processor 110) may request content from a website, server, network,
etc., based on a received user input.

[0043] Figure 2 is a diagram illustrating an example of packets 220. In particular,
Figure 2 illustrates an example of PDU 0-n corresponding to RLC packets and PDCP
packets in a network transmission scenario. In Figure 2, “sequence number” is
abbreviated as “SN.” Figure 2 also shows an example of an initial RLC sequence
number X and an example of an initial PDCP sequence number Y.

[0044] The scenario illustrated in Figure 2 may occur when a network (e.g., base
station(s), network device(s), etc.) incurs a missing PDCP sequence number and not a
corresponding missing RLC sequence number in data transmission. If unaddressed, the
scenario in Figure 2 may result in one or more of the following impacts to a receiving

device (e.g., UE). In some approaches, a PDCP reordering timer may be started once
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PDCP sequence number (Y+4) is received at a wireless communication device. For
example, the PDCP reordering timer may be started to recover a missing PDCP packet
corresponding to PDCP sequence number (Y+3) through RLC ARQ before the PDCP
reordering timer expires. However, the PDCP reordering timer may not be accompanied
by an RLC reassembly timer in this scenario. This is due to the RLC sequence numbers
being sent in-sequence (e.g., without holes) by the network. This may result in a
wireless communication device (e.g., UE) not utilizing the RLC ARQ procedure and in
the PDCP layer waiting for a packet that will not be transmitted by the network.

[0045] Figure 3 is a diagram illustrating an example of a PDCP reordering window
322. For example, the PDCP reordering window 322 may be an example of a buffer for
reordering PDCP packets while a reordering timer is running. In Figure 3, “sequence
number” is abbreviated as “SN.” Figure 3 illustrates an example of buffering that may
occur in the scenario described in relation to Figure 2, if left unaddressed. In Figure 3,
the PDCP reordering window 322 may store PDCP packets with sequence numbers Y+4
to Y+n+1 while waiting for the PDCP packet with sequence Y+3 (while the PDCP
reordering timer is running).

[0046] The PDCP reordering timer procedure initiated in this case may result in
storing newly received in-sequence data (e.g., PDCP packets) in the PDCP reordering
window 322 until the reordering timer expires. This may have an adverse effect on
memory (e.g., wireless communication device memory, UE memory) in high
throughput scenarios. For example, memory may store all the newly received PDCP
packets in the reordering window 322 and/or the round-trip-time (RTT) of the PDCP
packets waiting in the PDCP reordering window 322 may increase. One or more of
these problems may also occur in dual connectivity scenarios, where a single PDCP
entity may be served by more than one RLC entity.

[0047] Figure 4 is a flow diagram illustrating an example of a method 400 for
layered missing packet detection. In some examples, the method 400 may be performed
by a wireless communication device (e.g., the wireless communication device 102
described in relation to Figure 1).

[0048] A wireless communication device may receive 402 one or more packets.
This may be accomplished as described above in relation to Figure 1 in some
configurations. For example, the wireless communication device may receive one or

more packets from one or more links (e.g., link(s), bearer(s), carrier(s), and/or RAT(s))
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using one or more antennas and/or one or more transceivers. The received packet(s)
(e.g., PHY layer packet(s)) may include RLC packets and/or PDCP packets.

[0049] The wireless communication device may determine 404 a PDCP packet
count corresponding to a last RLC packet received in-sequence. This may be
accomplished as described in relation to Figure 1 in some configurations. For instance,
the wireless communication device may determine the PDCP count at the PDCP layer
using the PDCP sequence number (e.g., the PDCP layer may provide the PDCP count
value for a packet to the RLC layer to enable the RLC layer to infer the PDCP packet
count). In some examples, the wireless communication device may increment a PDCP
packet count for each RLC packet that is received in-sequence. In some approaches, the
wireless communication device may determine a PDCP packet count relative to an RLC
variable. For example, the wireless communication device may determine a PDCP
packet count corresponding to a variable RX_NEXT or RX_NEXT — 1 in a case that the
bearer is an NR bearer, or corresponding to a variable VR(R) or VR(R) — 1 in a case
that the bearer is an LTE bearer. In some examples, a PDCP packet count relative to
RX_NEXT (e.g., RX_NEXT - 1) or VR(R) (e.g., VR(R) — 1) may be obtained by
examining a PDCP header included in an RLC service data unit (SDU). For instance,
the relationship between the RLC sequence number and PDCP packet count may be
established by examining the SDU’s PDCP header for the respective RLC sequence
number. In some approaches, the relationship between the RLC sequence number and
the PDCP packet count may be performed and/or determined on a per-packet basis.
[0050] The wireless communication device may detect 406 a missing PDCP packet
(e.g., layered missing packet) based on a comparison of the PDCP packet count and a
sequence number of a last PDCP packet received in-sequence (e.g., RX_DELIV or
RX_DELIV - 1). This may be accomplished as described in relation to Figure 1 in some
configurations. For example, the wireless communication device (e.g., processor) may
determine whether the sequence number (e.g., RX_DELIV — 1) is less than the PDCP
packet count.

[0051] The wireless communication device may perform 408 an operation based on
the detection. This may be accomplished as described in relation to Figure 1 in some
configurations. For example, the wireless communication device may stop a reordering
timer (e.g., PDCP reordering timer), may adjust the sequence number (e.g.,

RX_DELIV), and/or may flush packets (e.g., packets up to the PDCP packet count).
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[0052] In some examples, one or more of the functions, procedures, and/or
operations described herein may be performed at an RLC layer and/or at a PDCP layer.
For example, a wireless communication device (e.g., processor) may perform layered
missing packet detection at an RLC layer by determining a PDCP packet count
corresponding to a lower edge of an RLC receive window (e.g., RX_NEXT, RX_NEXT
— 1, VR(R), or VR(R) — 1) by extracting a PDCP sequence number from a RLC SDU
that moved the lower edge of the RLC receive window, and/or by comparing the PDCP
packet count to a lower edge of a PDCP receive window (e.g., RX_DELIV or
RX_DELIV - 1). In some examples, a wireless communication device (e.g., processor)
may stop a reordering timer (e.g., PDCP reordering timer), may adjust the sequence
number (e.g., RX_DELIV), and/or may flush packets (e.g., packets up to the PDCP
packet count) at the PDCP layer.

[0053] Figure 5 is a flow diagram illustrating another example of a method 500 for
layered missing packet detection. In some examples, the method 500 may be performed
by a wireless communication device (e.g., the wireless communication device 102
described in relation to Figure 1).

[0054] A wireless communication device may establish 502 communication with a
first bearer and a second bearer. This may be accomplished as described above in
relation to Figure 1 in some configurations. For example, the wireless communication
device may send signals to and/or receive signals from a first bearer and a second
bearer. For instance, the wireless communication device may request data to be
delivered by the first bearer and the second bearer. One or more network devices (e.g.,
base stations, access points, etc.) may allocate communication resources (e.g.,
frequency, temporal, spatial, etc., resources) to send packets (e.g., PDCP packets) to the
wireless communication device. In some configurations, one PDCP entity may be
served by multiple RLC entities. For example, a sequence of PDCP packets may be sent
to the wireless communication device through different bearers.

[0055] The wireless communication device may determine 504 a PDCP packet
count corresponding to a last RLC packet received in-sequence, where the PDCP packet
count is associated with the first bearer. This may be accomplished as described in
relation to Figure 1 in some configurations. For example, the wireless communication
device may determine a PDCP packet count based on RLC packets (e.g., RLC packet

sequence number(s)) from the first bearer. In some approaches, the wireless
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communication device may determine the PDCP packet count based on a variable (e.g.,
RX_NEXT or RX_NEXT — 1) in a case that the bearer is an NR bearer.

[0056] The wireless communication device may determine 506 a second PDCP
packet count corresponding to a second last RLC packet received in-sequence that is
associated with the second bearer. This may be accomplished as described in relation to
Figure 1 in some configurations. For example, the wireless communication device may
determine a PDCP packet count based on RLC packets (e.g., RLC packet sequence
number(s)) from the second bearer. In some approaches, the wireless communication
device may determine the PDCP packet count based on a variable (e.g., VR(R) or
VR(R) — 1) in a case that the second bearer is an LTE bearer.

[0057] The wireless communication device may detect 508 a missing PDCP packet
(e.g., layered missing packet) based on a comparison of the PDCP packet count and a
sequence number of a last PDCP packet received in-sequence (e.g., RX_DELIV or
RX_DELIV — 1) and based on a second comparison of the second PDCP packet count
and the sequence number. This may be accomplished as described in relation to Figure
1 in some configurations. For example, the wireless communication device (e.g.,
processor) may determine whether the sequence number (e.g., RX_DELIV or
RX_DELIV - 1) is less than the PDCP packet count and is less than the second PDCP
packet count. In a case that the sequence number is less than the PDCP packet count and
is less than the second PDCP packet count, a missing PDCP packet (e.g., layered
missing packet, PDCP “hole” from the network, etc.) may be detected. In another
example, the wireless communication device (e.g., processor) may determine whether
the PDCP packet count and the second PDCP packet count are greater than the sequence
number (e.g., RX_DELIV or RX_DELIV — 1). In a case that the PDCP packet count
and the second PDCP packet count are greater than the sequence number, a missing
PDCP packet (e.g., layered missing packet, PDCP “hole” from the network, etc.) may
be detected.

[0058] The wireless communication device may perform 510 an operation based on
the detection. This may be accomplished as described in relation to Figure 1 in some
configurations. For example, the wireless communication device may stop a reordering
timer (e.g., PDCP reordering timer), may adjust the sequence number (e.g.,
RX_DELIV) to the lower of the PDCP packet count (e.g., (PDCP packet count value of
RX_NEXT - 1) + 1) and the second PDCP packet count (e.g., (PDCP packet count



WO 2022/005819 PCT/US2021/038498

- 18-

value of VR(R) — 1) + 1), and/or may flush packets (e.g., packets up to the lower of the
PDCP packet count and the second PDCP packet count).

[0059] Figure 6 is a flow diagram illustrating another example of a method 600 for
layered missing packet detection. In some examples, the method 600 may be performed
by a wireless communication device (e.g., the wireless communication device 102
described in relation to Figure 1). In some configurations, the method 600 may be
performed for PDCP sequence number hole detection for an ENDC scenario.

[0060] A wireless communication device may establish 602 communication with a
first bearer and a second bearer. This may be accomplished as described above in
relation to Figure 1 and/or Figure 5 in some configurations.

[0061] The wireless communication device may determine 604 a PDCP packet
count corresponding to a last RLC packet received in-sequence, where the PDCP packet
count is associated with the first bearer. This may be accomplished as described in
relation to Figure 1 and/or Figure 5 in some configurations.

[0062] The wireless communication device may determine 606 a second PDCP
packet count corresponding to a second last RLC packet received in-sequence that is
associated with the second bearer. This may be accomplished as described in relation to
Figure 1 and/or Figure 5 in some configurations.

[0063] The wireless communication device may determine 608 whether the
sequence number (e.g., RX_DELIV or RX_DELIV - 1) is less than the PDCP packet
count. This may be accomplished as described in relation to Figure 1 and/or Figure 5.
For instance, the wireless communication device may compare the sequence number to
the PDCP packet count to determine whether the sequence number is a smaller value
relative to the PDCP packet count. In a case that the sequence number is not less than
(e.g., is greater than or equal to) the PDCP packet count, operation may return to
determining 604 the PDCP packet count and so on for one or more subsequent packets.
[0064] In a case that the sequence number is less than the PDCP packet count, the
wireless communication device may determine 610 whether the sequence number (e.g.,
RX_DELIV or RX_DELIV - 1) is less than the second PDCP packet count. This may
be accomplished as described in relation to Figure 1 and/or Figure 5. For instance, the
wireless communication device may compare the sequence number to the second PDCP
packet count to determine whether the sequence number is a smaller value relative to

the second PDCP packet count. In a case that the sequence number is not less than (e.g.,
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is greater than or equal to) the second PDCP packet count, operation may return to
determining 604 the PDCP packet count and so on for one or more subsequent packets.
[0065] In a case that the sequence number is less than the second PDCP packet
count (e.g., in a case of layered missing packet detection), the wireless communication
device may perform 612 an operation based on the detection. This may be accomplished
as described in relation to Figure 1 and/or Figure 5 in some configurations. For
example, the wireless communication device may stop a reordering timer (e.g., PDCP
reordering timer), may adjust the sequence number (e.g., RX_DELIV) to the lower of
the PDCP packet count and the second PDCP packet count, and/or may flush packets
(e.g., packets up to the lower of the PDCP packet count and the second PDCP packet
count).

[0066] Figure 7 is a flow diagram illustrating another example of a method 700 for
layered missing packet detection. In some examples, the method 700 may be performed
by a wireless communication device (e.g., the wireless communication device 102
described in relation to Figure 1).

[0067] A wireless communication device may determine 702 a bearer or bearers.
For example, the wireless communication device may determine 702 whether an NR
bearer, an LTE bearer, or an NR and LTE bearers are utilized for communication. For
instance, the wireless communication device may look up one or more bearers that are
currently being utilized by the wireless communication device. In some examples, the
wireless communication device may read a record from memory that indicates one or
more bearers that are in use for communication.

[0068] In a case that NR and LTE bearers are utilized, the wireless communication
device may determine 704 a PDCP packet count corresponding to RX_NEXT - 1 for
the NR bearer. This may be accomplished as described in relation to one or more of
Figures 1 and/or 4-6 in some configurations. For example, at the receiver side, one or
more RLC entities may maintain and/or track a PDCP packet count corresponding to a
lower edge of the RLC receive window (e.g., RX_NEXT — 1 in the case of NR) along
with associated state information.

[0069] The wireless communication device may determine 706 a second PDCP
packet count corresponding to VR(R) — 1 for the LTE bearer. This may be
accomplished as described in relation to one or more of Figures 1 and/or 4—6 in some

configurations. For example, at the receiver side, one or more RLC entities may
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maintain and/or track a PDCP packet count corresponding to a lower edge of the RLC
receive window (e.g., VR(R) — 1 in the case of LTE) along with associated state
information. When the RLC packets and PDCP packets are received in-sequence, the
last submitted PDCP PDU to an upper layer (e.g., RX_DELIV — 1) may be greater than
or equal to the current PDCP packet count corresponding to one or more RLCs (e.g.,
RX_NEXT -1 in a case of NR RLC or VR(R) — 1 in a case of LTE RLC).

[0070] The wireless communication device may determine 708 whether
RX_DELIV - 1 is less than the PDCP packet count (associated with RX_NEXT — 1 of
an RLC in the case of NR, for example). This may be accomplished as described in
relation to one or more of Figures 1 and/or 4-6. For instance, the wireless
communication device may compare RX_DELIV — 1 to the PDCP packet count for the
NR bearer (e.g., corresponding to RX_NEXT — 1). In a case that RX_DELIV — 1 is not
less than (e.g., is greater than or equal to) the PDCP packet count, operation may return
to determining 704 the PDCP packet count and so on for one or more subsequent
packets.

[0071] In a case that RX_DELIV — 1 is less than the PDCP packet count, the
wireless communication device may determine 710 whether RX_DELIV — 1 is less than
the second PDCP packet count (associated with VR(R) — 1 of an RLC in the case of
LTE, for example). This may be accomplished as described in relation to one or more of
Figures 1 and/or 4-6. For instance, the wireless communication device may compare
RX_DELIV - 1 to the second PDCP packet count for the LTE bearer (e.g.,
corresponding to VR(R)). In a case that RX_DELIV — 1 is not less than (e.g., is greater
than or equal to) the second PDCP packet count, operation may return to determining
704 the PDCP packet count and so on for one or more subsequent packets.

[0072] In a case that RX_DELIV — 1 is less than the second PDCP packet count, the
wireless communication device may detect a missing PDCP packet. For instance, the
wireless communication device may detect that the network (e.g., gNB, eNB, etc.) has
transmitted data with one or more PDCP sequence number holes, while the RLCs’
sequence numbers are sequential. In the case that RX_DELIV — 1 is less than the second
PDCP packet count, the wireless communication device may perform 712 an operation
based on the detection. This may be accomplished as described in relation to one or
more of Figures 1 and/or 4-6 in some configurations. For example, the wireless

communication device may stop a reordering timer (e.g., PDCP reordering timer), may
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adjust the sequence number (e.g., RX_DELIV) to the lower of the PDCP packet count
and the second PDCP packet count, and/or may flush packets (e.g., packets up to the
lower of the PDCP packet count and the second PDCP packet count).

[0073] In a case that an LTE bearer is utilized, the wireless communication device
may determine 714 a PDCP packet count corresponding to VR(R) — 1 for the LTE
bearer. This may be accomplished as described in relation to one or more of Figures 1
and/or 4—6 and/or element 706 in some configurations.

[0074] The wireless communication device may determine 716 whether
RX_DELIV -1 is less than the PDCP packet count (associated with VR(R) — 1 of an
RLC in the case of LTE, for example). This may be accomplished as described in
relation to one or more of Figures 1 and/or 4-6 and/or element 710. In a case that
RX_DELIV -1 is not less than (e.g., is greater than or equal to) the PDCP packet count,
operation may return to determining 714 the PDCP packet count and so on for one or
more subsequent packets.

[0075] In a case that RX_DELIV — 1 is less than the second PDCP packet count, the
wireless communication device may detect a missing PDCP packet. For example, the
wireless communication device may detect that the network (e.g., gNB, eNB, etc.) has
transmitted data with one or more PDCP sequence number holes, while the RLCs’
sequence numbers are sequential. In the case that RX_DELIV — 1 is less than the PDCP
packet count, the wireless communication device may perform 712 an operation based
on the detection.

[0076] In a case that an NR bearer is utilized, the wireless communication device
may determine 718 a PDCP packet count corresponding to RX_NEXT — 1 for the NR
bearer. This may be accomplished as described in relation to one or more of Figures 1
and/or 4—6 and/or element 704 in some configurations.

[0077] The wireless communication device may determine 720 whether
RX_DELIV - 1 is less than the PDCP packet count (associated with RX_NEXT — 1 of
an RLC in the case of NR, for example). This may be accomplished as described in
relation to one or more of Figures 1 and/or 4-6 and/or element 708. In a case that
RX_DELIV -1 is not less than (e.g., is greater than or equal to) the PDCP packet count,
operation may return to determining 718 the PDCP packet count and so on for one or

more subsequent packets.
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[0078] In a case that RX_DELIV — 1 is less than the PDCP packet count, the
wireless communication device may detect a missing PDCP packet. For example, the
wireless communication device may detect that the network (e.g., gNB, eNB, etc.) has
transmitted data with one or more PDCP sequence number holes, while the RLCs’
sequence numbers are sequential. In the case that RX_DELIV — 1 is less than the PDCP
packet count, the wireless communication device may perform 712 an operation based
on the detection. In some examples, the method 700 and/or elements of the method 700
may be repeated. For instance, the method 700 and/or steps of the method 700 may be
repeated for one or more subsequent packets.

[0079] In some examples, a wireless communication device may perform the
method 700 in response to a change in bearer. For instance, if a change in bearer occurs
(e.g., a bearer is added, a bearer is dropped, a bearer is changed, etc.), the wireless
communication device may return to determining 702 a bearer or bearers.

[0080] Figure 8 is a flow diagram illustrating an example of a method 800 for
handling a layered missing packet. In some examples, the method 800 may be
performed by a wireless communication device (e.g., the wireless communication
device 102 described in relation to Figure 1).

[0081] A wireless communication device may determine 802 whether one or more
layered missing packets are detected. This may be accomplished as described above in
relation to one or more of Figures 1 and/or 4-7. In a case that one or more layered
missing packets are not detected, operation may return to determining 802 whether one
or more layered missing packets are detected for one or more subsequent packets.

[0082] In a case that one or more layered missing packets are detected, the wireless
communication device may stop 804 a PDCP reordering timer in response to detecting
the layered missing packet(s). This may be accomplished as described above in relation
to one or more of Figures 1 and/or 4-7. For example, at a receiver side, when the
missing PDCP packet in network transmission is detected, the PDCP layer may cease
waiting for missed packets and/or may exit a reordering timer running procedure.

[0083] The wireless communication device may adjust 806 the sequence number
based on a PDCP packet count. This may be accomplished as described above in
relation to one or more of Figures 1 and/or 4-7. For example, the wireless
communication device (e.g., PDCP entity) may move a PDCP receive window to align

with the RLC receive window. In some approaches, aligning the windows may be
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achieved by moving the RX_DELIV (e.g., lower edge of PDCP receive window) to the
(PDCP packet count value of the NR RLC’s RX_NEXT — 1) + 1 and/or to the (PDCP
packet count of LTE RLC’s VR(R) — 1) + 1, whichever is lower. In case of NR dual
connectivity, a lowest PDCP packet count of a master cell group (MCG) RLC or a
secondary cell group (SCG) RLC may be maintained.

[0084] The wireless communication device may flush 808, to a layer (e.g., radio
resource control (RRC), application layer, etc.) above the PDCP layer, one or more
PDCP packets in a series of packets up to the PDCP packet count. This may be
accomplished as described above in relation to one or more of Figures 1 and/or 4-7. In
some examples, a higher layer (e.g., application layer) may handle the missing packet
(e.g., ARQ may not be performed at the PDCP layer and/or at the RLC layer for the
layered missing packet). For instance, an application layer may handle the missing
packet (e.g., request retransmission) using a transmission control protocol (TCP).

[0085] In some examples, performing one or more of the operations described in
relation to Figure 8 may reduce memory consumption on a receiving device (e.g., the
wireless communication device) when a layered missing packet occurs. For example,
the wireless communication device may be benefited by avoiding some memory
consumption until the PDCP reordering timer expires and/or may be benefited by
reducing the latency in packet delivery.

[0086] Figure 9 is a diagram illustrating an example of network devices 924a—b and
a wireless communication device 926. The wireless communication device 926 may be
an example of the wireless communication device 102 described in relation to Figure 1.
The network devices 924a-b (e.g., base stations, access points, gateways, eNB(s),
and/or gNB(s), etc.) may provide communication with multiple links, bearers, carriers,
and/or RATs. In the example of Figure 9, the wireless communication device 926
communicates with the network devices 924a-b using a first link 930a and a second link
930b. The links 930a-b may be examples of (and/or may correspond to) links, bearers,
carriers, and/or RATs (e.g., cellular, WLAN, and/or PAN, etc.).

[0087] In some cases, the network devices 924a—b may communicate using a link
928 (e.g., a wired and/or wireless link), and may allocate different PDCP packets to
each network device 924a-b for delivery to the wireless communication device 926. In
some cases, one or more PDCP packets may be lost when being communicated via the

link 928, while RLC packets may be communicated without loss via the links 930a-b.
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In some cases, one or more PDCP packets may be numbered incorrectly by one or more
of the network devices 924a—b. Each of these scenarios may result in a layered missing
packet and/or a sequence number hole as described herein. In some examples, the
wireless communication device 926 may detect the layered missing packet and/or
sequence number hole as described herein. The wireless communication device 926
may perform one or more operations to reduce memory impact in a layered missing
packet and/or sequence number hole scenario. For instance, some configurations of the
systems and methods described herein may be utilized to detect a PDCP sequence
number hole in eNB/gNB transmissions and/or to reduce memory consumption on a
receiving device (e.g., wireless communication device).

[0088] Figure 10 illustrates certain components that may be included within an
electronic device 1030 configured to implement various configurations of the systems
and methods disclosed herein for layered missing packet detection and/or handling. The
electronic device 1030 may be an access terminal, a mobile station, a user equipment
(UE), a smartphone, a digital camera, a video camera, a tablet device, a laptop
computer, a desktop computer, a server, etc. The electronic device 1030 may be
implemented in accordance with one or more of the wireless communication devices
(e.g., wireless communication device 102) described herein.

[0089] The electronic device 1030 includes a processor 1032. The processor 1032
may be a general purpose single- or multi-chip microprocessor (e.g., an ARM), a special
purpose microprocessor (e.g., a digital signal processor (DSP)), a microcontroller, a
programmable gate array, etc. The processor 1032 may be referred to as a central
processing unit (CPU) and/or a modem processor. Although a single processor 1032 is
shown in the electronic device 1030, in an alternative configuration, a combination of
processors (e.g., an ARM and DSP) could be implemented.

[0090] The electronic device 1030 also includes memory 1034. The memory 1034
may be any electronic component capable of storing electronic information. The
memory 1034 may be embodied as random access memory (RAM), read-only memory
(ROM), magnetic disk storage media, optical storage media, flash memory devices in
RAM, on-board memory included with the processor, programmable read-only memory
(PROM), erasable programmable read-only memory (EPROM), electrically erasable
PROM (EEPROM), synchronous dynamic random-access memory (SDRAM), registers,

and so forth, including combinations thereof.



WO 2022/005819 PCT/US2021/038498

_25.-

[0091] Data 1038a and instructions 1036a may be stored in the memory 1034. The
instructions 1036a may be executable by the processor 1032 to implement one or more
of the methods described herein. Executing the instructions 1036a may involve the use
of the data 1038a that is stored in the memory 1034. When the processor 1032 executes
the instructions 1036, various portions of the instructions 1036b may be loaded onto the
processor 1032 and/or various pieces of data 1038b may be loaded onto the processor
1032. In some configurations, the instructions 1036 may be executable to implement
and/or perform one or more of the methods 400, 500, 600, 700, 800, and/or one or more
of the functions, procedures, and/or operations described herein (e.g., operations
described in relation to Figure 1 and/or Figure 11, etc.).

[0092] The electronic device 1030 may also include a transmitter 1040 and a
receiver 1042 to allow transmission and reception of signals to and from the electronic
device 1030. The transmitter 1040 and receiver 1042 may be collectively referred to as
a transceiver 1044. One or more antennas 1046a—b may be electrically coupled to the
transceiver 1044. The electronic device 1030 may also include (not shown) multiple
transmitters, multiple receivers, multiple transceivers, and/or additional antennas.

[0093] The electronic device 1030 may include a digital signal processor (DSP)
1048. The electronic device 1030 may also include a communications interface 1050.
The communications interface 1050 may allow and/or enable one or more kinds of input
and/or output. For example, the communications interface 1050 may include one or
more ports and/or communication devices for linking other devices to the electronic
device 1030. In some configurations, the communications interface 1050 may include
the transmitter 1040, the receiver 1042, or both (e.g., the transceiver 1044). Additionally
or alternatively, the communications interface 1050 may include one or more other
interfaces (e.g., touchscreen, keypad, keyboard, microphone, camera, etc.). For
example, the communication interface 1050 may enable a user to interact with the
electronic device 1030.

[0094] The various components of the electronic device 1030 may be coupled
together by one or more buses, which may include a power bus, a control signal bus, a
status signal bus, a data bus, etc. For the sake of clarity, the various buses are illustrated
in Figure 10 as a bus system 1052.

[0095] Figure 11 is a thread diagram illustrating examples of techniques to handle

PDCP PDU retransmission with handover and/or re-establishment. In some examples, a
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receiving entity (e.g., wireless communication device, UE, etc.) may be configured to
report one or more missing PDCP PDUs to a transmitting entity (e.g., base station,
network, eNB, gNB, etc.). During a handover procedure or a re-establishment
procedure, the receiving entity of the PDCP(s) may construct and transmit a PDCP
status PDU to report the missing PDCP PDUs to the transmitting entity. In some
examples, the PDCP status PDU may carry the missing PDCP count information from
RX_DELIV to RX_NEXT. Handover may occur when the receiving entity (e.g.,
wireless communication device, UE, etc.) moves to a coverage area of another (e.g.,
neighboring) base station and a link is established between the receiving entity and the
other base station. Re-establishment may occur when a link is re-established between
the receiving entity and the network (e.g., the same base station). In some cases when
the network retransmits the missing PDCP PDUs (due to handover or re-establishment,
for instance), the in-sequence RLC sequence numbers might not carry in-sequence
PDCP sequence numbers until all of the retransmission PDUs are transmitted by the
network.

[0096] In some examples, some of the techniques described herein (e.g., detection
techniques) may be backed off (e.g., paused, suspended, etc.) during handover or re-
establishment and/or after handover or re-establishment until a timer expires or until all
holes have been filled. For instance, to reduce or avoid misdetection of missing PDCP
sequence numbers during handover or re-establishment and/or after handover or re-
establishment, some of the techniques described herein (e.g., layered missing packet
detection, PDCP sequence number hole detection, etc.) may be backed off (e.g., paused,
suspended, etc.) until RX_DELIV moves past the RX_NEXT value recorded at the time
of handover or re-establishment when the PDCP status PDU was constructed.
RX_DELIV may move when a running reordering timer (e.g., t-reordering) expires or
when all the holes have been filled via the retransmission from the network. In some
examples, missing PDCP packet detection may be suspended in response to a handover
or re-establishment trigger in a case that the sequence number of the last PDCP packet
received in-sequence (e.g., RX_DELIV or RX_DELIV - 1) is less than a lower edge of
an RLC window (e.g., RX_NEXT, RX_NEXT -1, VR(R), or VR(R) - 1).

[0097] Examples of techniques for a wireless communication device 1154 and/or a
network 1156 (e.g., one or more base stations) to handle PDCP sequence number hole

detection for handover or re-establishment are illustrated in Figure 11. The wireless
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communication device 1154 may be an example of the wireless communication device
102 described in relation to Figure 1. One or more of the techniques described in
relation to Figure 11 may be performed in conjunction with one or more of the
functions, operations, techniques, methods 400, 500, 600, 700, 800, etc., described
herein.

[0098] In the example of Figure 11, PDCP sequence number hole detection may be
active 1158 on the wireless communication device 1154 (e.g., the wireless
communication device 1154 may monitor for a layered missing PDCP packet and/or for
a PDCP sequence number hole). For instance, the wireless communication device 1154
may perform missing PDCP detection and/or PDCP sequence number hole detection as
described in relation to Figure 1, Figure 4, Figure 5, Figure 6, Figure 7, and/or Figure 8.
[0099] Handover or re-establishment may be triggered 1160. For instance, the
wireless communication device 1154 and/or the network 1156 may trigger 1160 a
handover procedure if another base station (besides a current serving base station, for
instance) can provide improved signal strength. In some examples, the wireless
communication device 1154 and/or the network 1156 may trigger 1160 a re-
establishment procedure (due to signaling loss, carrier setting update, service area re-
entry, etc., for instance).

[00100] The wireless communication device 1154 may send 1162 a PDCP status
PDU 1162 to the network 1156. The PDCP status PDU may report one or more missing
PDCP PDUs to the network 1156 and/or may carry the missing PDCP count
information from RX DELIV to RX NEXT.

[00101] The wireless communication device 1154 may back off 1164 PDCP
sequence number hole detection if RX_DELIV is less than RX_NEXT (or if
RX_DELIV -1 is less than RX_NEXT - 1, for example). For instance, the wireless
communication device 1154 may compare RX_DELIV to RX_NEXT. If RX_DELIV is
less than RX_NEXT, the wireless communication device 1154 may back off (e.g.,
pause, suspend, deactivate, etc.) PDCP sequence number hole detection.

[00102] The wireless communication device 1154 may store 1166 the current
RX_NEXT as a “last_RX_NEXT.” In some examples, the current RX_NEXT may be
stored as a most recent (e.g., “last”) RX_NEXT (corresponding to a time of the PDCP

status PDU, for instance).
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[00103] The network 1156 may send 1168 one or more PDCP retransmitted PDUs
and/or one or more PDCP new transmission PDUs. For example, when handover or re-
establishment is achieved, the network 1156 may re-transmit any missing PDCP PDU
(according to the PDCP status PDU, for instance) to the wireless communication device
1154 and/or may transmit one or more new PDCP PDUs to the wireless communication
device 1154.

[00104] The wireless communication device 1154 may reactivate 1170 the PDCP
sequence number hole detection when RX_DELIV is greater than or equal to
last. RX_NEXT. For instance, the wireless communication device 1154 may compare
RX_DELIV to last RX_NEXT. If RX_DELIV is greater than or equal to
last_ RX_NEXT, the wireless communication device 1154 may reactivate (e.g., resume,
continue, etc.) the PDCP sequence number hole detection. For instance, the wireless
communication device 1154 may resume missing PDCP detection and/or PDCP
sequence number hole detection as described in relation to Figure 1, Figure 4, Figure 5,
Figure 6, Figure 7, and/or Figure 8. In some examples, one or more of the operations
described in relation to Figure 11 may be performed using VR(R) or VR(R) — 1 instead
of RX_NEXT (e.g., RX_NEXT - 1) or in addition to RX_NEXT (e.g., RX_NEXT - 1).
[00105] The term “determining” encompasses a wide variety of actions and,
therefore, “determining” can include calculating, computing, processing, deriving,
investigating, looking up (e.g., looking up in a table, a database or another data
structure), ascertaining and the like. Also, “determining” can include receiving (e.g.,
receiving information), accessing (e.g., accessing data in a memory) and the like. Also,
“determining” can include resolving, selecting, choosing, establishing, and the like.
[00106] The phrase “based on” does not mean “based only on,” unless expressly
specified otherwise. In other words, the phrase “based on” may describe “based only
on” and/or “based at least on.”

[00107] The term “processor” should be interpreted broadly to encompass a general
purpose processor, a central processing unit (CPU), a microprocessor, a digital signal
processor (DSP), a controller, a microcontroller, a state machine, and so forth. Under
some circumstances, a “processor’ may refer to an application specific integrated circuit
(ASIC), a programmable logic device (PLD), a field programmable gate array (FPGA),

etc. The term “processor” may refer to a combination of processing devices, e.g., a
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combination of a DSP and a microprocessor, a plurality of microprocessors, one or
more microprocessors in conjunction with a DSP core, or any other such configuration.
[00108] The term “memory” should be interpreted broadly to encompass any
electronic component capable of storing electronic information. The term memory may
refer to various types of processor-readable media such as random access memory
(RAM), read-only memory (ROM), non-volatile random access memory (NVRAM),
programmable read-only memory (PROM), erasable programmable read-only memory
(EPROM), electrically erasable PROM (EEPROM), flash memory, magnetic or optical
data storage, registers, etc. Memory is said to be in electronic communication with a
processor if the processor can read information from and/or write information to the
memory. Memory that is integral to a processor is in electronic communication with the
processor.

[00109] The terms “instructions” and “code” should be interpreted broadly to include
any type of computer-readable statement(s). For example, the terms “instructions” and
“code” may refer to one or more programs, routines, sub-routines, functions,
procedures, etc. “Instructions” and “code” may comprise a single computer-readable
statement or many computer-readable statements.

[00110] Some examples of the functions described herein may be implemented in
software or firmware being executed by hardware. The functions may be stored as one
or more instructions on a computer-readable medium. The terms “computer-readable
medium” or “computer-program product” refers to any tangible storage medium that
can be accessed by a computer or a processor. By way of example and not limitation, a
computer-readable medium may comprise RAM, ROM, EEPROM, compact disc read-
only memory (CD-ROM) or other optical disk storage, magnetic disk storage or other
magnetic storage devices, or any other medium that can be used to carry or store
program code in the form of instructions and/or data structures and that can be accessed
by a computer. Disk and disc, as used herein, includes compact disc (CD), laser disc,
optical disc, digital versatile disc (DVD), floppy disk, and Blu-ray® disc where disks
usually reproduce data magnetically, while discs reproduce data optically with lasers. It
should be noted that a computer-readable medium may be tangible and non-transitory.
The term “computer-program product” refers to a computing device or processor in
combination with code or instructions (e.g., a “program”) that may be executed,

processed, or computed by the computing device or processor. As used herein, the term
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“code” may refer to software, instructions, code, or data that is/are executable by a
computing device or processor.

[00111] Software or instructions may also be transmitted over a transmission
medium. For example, if the software is transmitted from a website, server, or other
remote source using a coaxial cable, fiber optic cable, twisted pair, digital subscriber
line (DSL), or wireless technologies such as infrared, radio and microwave, then the
coaxial cable, fiber optic cable, twisted pair, DSL, or wireless technologies such as
infrared, radio and microwave are included in the definition of transmission medium.
[00112] The methods disclosed herein comprise one or more steps or actions for
achieving the described method. The method steps and/or actions may be interchanged
with one another without departing from the scope of the claims. In other words, unless
a specific order of steps or actions is required for proper operation of the method that is
being described, the order and/or use of specific steps and/or actions may be modified
without departing from the scope of the claims.

[00113] Further, it should be appreciated that modules and/or other appropriate
means for performing the methods and techniques described herein, can be downloaded,
and/or otherwise obtained by a device. For example, a device may be coupled to a
server to facilitate the transfer of means for performing the methods described herein.
Alternatively, various methods described herein can be provided via a storage means
(e.g., random access memory (RAM), read-only memory (ROM), a physical storage
medium such as a compact disc (CD) or floppy disk, etc.), such that a device may obtain
the various methods upon coupling or providing the storage means to the device.
[00114] As used herein, the term “and/or” should be interpreted to mean one or more
items. For example, the phrase “A, B, and/or C” should be interpreted to mean any of:
only A, only B, only C, A and B (but not C), B and C (but not A), A and C (but not B),
or all of A, B, and C. As used herein, the phrase “at least one of” should be interpreted
to mean one or more items. For example, the phrase “at least one of A, B, and C” or the
phrase “at least one of A, B, or C” should be interpreted to mean any of: only A, only B,
only C, A and B (but not C), B and C (but not A), A and C (but not B), or all of A, B,
and C. As used herein, the phrase “one or more of”” should be interpreted to mean one or
more items. For example, the phrase “one or more of A, B, and C” or the phrase “one or
more of A, B, or C” should be interpreted to mean any of: only A, only B, only C, A
and B (but not C), B and C (but not A), A and C (but not B), or all of A, B, and C.
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[00115] It is to be understood that the claims are not limited to the precise
configuration and components illustrated above. Various modifications, changes, and
variations may be made in the arrangement, operation, and details of the systems,
methods, and apparatus described herein without departing from the scope of the claims.

[00116] Implementation examples are described in the following numbered clauses:

1. A method performed by a wireless communication device, comprising:
determining a packet data convergence protocol (PDCP) packet count
corresponding to a last radio link control (RLC) packet received in-
sequence; and
detecting a missing PDCP packet based on a comparison of the PDCP packet
count and a sequence number of a last PDCP packet received in-

sequence.

2. The method of clause 1, wherein the comparison of the PDCP packet count and
the sequence number comprises determining whether the sequence number is less than

the PDCP packet count.

3. The method of any preceding clause, further comprising:
establishing communication with a first bearer and a second bearer, wherein the
PDCP packet count is associated with the first bearer; and
determining a second PDCP packet count corresponding to a second last RLC
packet received in-sequence that is associated with the second bearer,
wherein detecting the missing PDCP packet is further based on a second

comparison of the second PDCP packet count and the sequence number.

4. The method of clause 3, wherein the comparison of the PDCP packet count and
the sequence number comprises determining whether the sequence number is less than
the PDCP packet count, wherein the comparison of the second PDCP packet count and
the sequence number comprises determining whether the sequence number is less than
the second PDCP packet count, and wherein the missing PDCP packet is detected in a

case that the sequence number is less than the PDCP packet count and the sequence

number is less than the second PDCP packet count.
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5. The method of any preceding clause, further comprising suspending missing
PDCP packet detection in response to a handover or re-establishment trigger in a case
that the sequence number of the last PDCP packet received in-sequence is less than a

lower edge of an RLC window.

6. The method of any preceding clause, further comprising stopping a PDCP

reordering timer in response to detecting the missing PDCP packet.

7. The method of any preceding clause, further comprising adjusting the sequence
number based on the PDCP packet count in response to detecting the missing PDCP

packet.

8. The method of any preceding clause, further comprising flushing, to a layer
above a PDCP layer, one or more packets in a series of packets up to the PDCP packet

count.

9. The method of any preceding clause, further comprising triggering the detecting

based on a PDCP reordering timer.

10. The method of any preceding clause, wherein the missing PDCP packet occurs

without a missing RLC packet.

11. A wireless communication device in combination with any of the preceding
clauses, the wireless communication device including a memory and a processor in
electronic communication with the memory, where the wireless communication device

is configured to perform any of the methods of any of the preceding clauses.

12. A non-transitory tangible computer-readable medium in combination with any
of the methods of clauses 1-10, where the non-transitory tangible computer-readable
medium stores computer-executable code for causing a processor to perform any of the

methods of clauses 1-10.

13. An apparatus in combination with any of the methods of clauses 1-10, where the

apparatus includes means for performing any of the methods of clauses 1-10.



WO 2022/005819 PCT/US2021/038498

-33.

CLAIMS

1. A wireless communication device, comprising:
a memory;
a processor in electronic communication with the memory, wherein the
processor is configured to:
determine a packet data convergence protocol (PDCP) packet count
corresponding to a last radio link control (RLC) packet received
in-sequence; and
detect a missing PDCP packet based on a comparison of the PDCP
packet count and a sequence number of a last PDCP packet

received in-sequence.

2. The wireless communication device of claim 1, wherein the processor is
configured to perform the comparison of the PDCP packet count and the sequence
number by determining whether the sequence number is less than the PDCP packet

count.

3. The wireless communication device of claim 1, wherein the processor is
configured to:
establish communication with a first bearer and a second bearer, wherein the
PDCP packet count is associated with the first bearer; and
determine a second PDCP packet count corresponding to a second last RLC
packet received in-sequence that is associated with the second bearer,
wherein detecting the missing PDCP packet is further based on a second

comparison of the second PDCP packet count and the sequence number.

4. The wireless communication device of claim 3, wherein the processor is
configured to perform the comparison of the PDCP packet count and the sequence
number by determining whether the sequence number is less than the PDCP packet
count, wherein the processor is configured to perform the comparison of the second
PDCP packet count and the sequence number by determining whether the sequence
number is less than the second PDCP packet count, and wherein the processor is

configured to detect the missing PDCP packet in a case that the sequence number is less
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than the PDCP packet count and the sequence number is less than the second PDCP

packet count.

5. The wireless communication device of claim 1, wherein the processor is
configured to suspend missing PDCP packet detection in response to a handover or re-
establishment trigger in a case that the sequence number of the last PDCP packet

received in-sequence is less than a lower edge of an RLC window.

6. The wireless communication device of claim 1, wherein the processor is
configured to stop a PDCP reordering timer in response to detecting the missing PDCP

packet.

7. The wireless communication device of claim 1, wherein the processor is
configured to adjust the sequence number based on the PDCP packet count in response

to detecting the missing PDCP packet.

8. The wireless communication device of claim 1, wherein the processor is
configured to flush, to a layer above a PDCP layer, one or more packets in a series of

packets up to the PDCP packet count.

9. The wireless communication device of claim 1, wherein the processor is

configured to trigger the detection based on a PDCP reordering timer.

10. The wireless communication device of claim 1, wherein the missing PDCP

packet occurs without a missing RLC packet.

11. A method performed by a wireless communication device, comprising:
determining a packet data convergence protocol (PDCP) packet count
corresponding to a last radio link control (RLC) packet received in-
sequence; and
detecting a missing PDCP packet based on a comparison of the PDCP packet
count and a sequence number of a last PDCP packet received in-

sequence.
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12. The method of claim 11, wherein the comparison of the PDCP packet count and
the sequence number comprises determining whether the sequence number is less than

the PDCP packet count.

13. The method of claim 11, further comprising:
establishing communication with a first bearer and a second bearer, wherein the
PDCP packet count is associated with the first bearer; and
determining a second PDCP packet count corresponding to a second last RLC
packet received in-sequence that is associated with the second bearer,
wherein detecting the missing PDCP packet is further based on a second

comparison of the second PDCP packet count and the sequence number.

14. The method of claim 13, wherein the comparison of the PDCP packet count and
the sequence number comprises determining whether the sequence number is less than
the PDCP packet count, wherein the comparison of the second PDCP packet count and
the sequence number comprises determining whether the sequence number is less than
the second PDCP packet count, and wherein the missing PDCP packet is detected in a
case that the sequence number is less than the PDCP packet count and the sequence

number is less than the second PDCP packet count.

15. The method of claim 11, further comprising suspending missing PDCP packet
detection in response to a handover or re-establishment trigger in a case that the
sequence number of the last PDCP packet received in-sequence is less than a lower edge

of an RLC window.

16. The method of claim 11, further comprising stopping a PDCP reordering timer

in response to detecting the missing PDCP packet.

17. The method of claim 11, further comprising adjusting the sequence number

based on the PDCP packet count in response to detecting the missing PDCP packet.

18. The method of claim 11, further comprising flushing, to a layer above a PDCP

layer, one or more packets in a series of packets up to the PDCP packet count.
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19. The method of claim 11, further comprising triggering the detecting based on a

PDCP reordering timer.

20. The method of claim 11, wherein the missing PDCP packet occurs without a

missing RLC packet.

21. A non-transitory tangible computer-readable medium storing computer-
executable code, comprising:
code for causing a processor to determine a packet data convergence protocol
(PDCP) packet count corresponding to a last radio link control (RLC)
packet received in-sequence; and
code for causing the processor to detect a missing PDCP packet based on a
comparison of the PDCP packet count and a sequence number of a last

PDCP packet received in-sequence.

22. The computer-readable medium of claim 21, wherein the code for causing the
processor to detect the missing PDCP packet comprises code for causing the processor

to determine whether the sequence number is less than the PDCP packet count.

23. The computer-readable medium of claim 21, further comprising:

code for causing the processor to establish communication with a first bearer and
a second bearer, wherein the PDCP packet count is associated with the
first bearer; and

code for causing the processor to determine a second PDCP packet count
corresponding to a second last RLC packet received in-sequence that is
associated with the second bearer, wherein the code for causing the
processor to detect the missing PDCP packet is further based on a second

comparison of the second PDCP packet count and the sequence number.

24. The computer-readable medium of claim 21, further comprising code for causing
the processor to stop a PDCP reordering timer in response to detecting the missing

PDCP packet.
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25. The computer-readable medium of claim 21, further comprising code for causing
the processor to adjust the sequence number based on the PDCP packet count in

response to detecting the missing PDCP packet.

26. An apparatus, comprising:
means for determining a packet data convergence protocol (PDCP) packet count
corresponding to a last radio link control (RLC) packet received in-
sequence; and
means for detecting a missing PDCP packet based on a comparison of the PDCP

packet count and a sequence number of a last PDCP packet received in-

sequence.

27. The apparatus of claim 26, wherein the means for detecting the missing PDCP

packet comprises means for determining whether the sequence number is less than the

PDCP packet count.

28. The apparatus of claim 26, further comprising:
means for establishing communication with a first bearer and a second bearer,
wherein the PDCP packet count is associated with the first bearer; and
means for determining a second PDCP packet count corresponding to a second
last RLC packet received in-sequence that is associated with the second
bearer, wherein the means for detecting the missing PDCP packet is
further based on a second comparison of the second PDCP packet count

and the sequence number.

29. The apparatus of claim 26, further comprising means for stopping a PDCP

reordering timer in response to detecting the missing PDCP packet.

30. The apparatus of claim 26, further comprising means for adjusting the sequence

number based on the PDCP packet count in response to detecting the missing PDCP
packet.



PCT/US2021/038498

WO 2022/005819

1711

l "Old

g1/ suononyisu| uoneladQ

97 [ eleq Jequnp sousnbag

7L L eied unod yexoed 4»| 0/ ] 1085800.d

Z L [ suonongsu
uonosla( 1oxoed buissiy pataie]

FOL Aows|y

il

90!
(s)Joni@osuel |

ZOL ©0I1A8(] UoNBoIuUNWWOoY) SSajalIpA

w801

eg0|



PCT/US2021/038498

WO 2022/005819

2111

¢ Old

L+U+A NS 40dd U+X NS O
.
°
/+A NS 40dd 9+X NS O1d
9+A NS 40dd G+X NS O1d
G+A NS d40dd P+X NS O7d
r+A NS 40dd E+X NS O1d
¢+A NS 40dd ¢+X NS O
L+A NS 40dd L+X' NS OTd
A NS d40dd X'NS OTd

unad

9 NAd

G Nad

¥ Nad

€ Nad

¢ nNad

l NAd

0 NAd

/. 0cc



PCT/US2021/038498

WO 2022/005819

311

L+U+A NS 40dd

€ Old

/+A NS 40dd

9+A NS 40dd

G+A NS 40dd

+A NS 40dd

4/ cce




PCT/US2021/038498

WO 2022/005819

4/11

¥ ‘Old

uonoslep 8y} Uo paeseq uoljesado ue wiousd

—~— 80F

*

@ousnbas-ul paAledal 1oxoed d0dd ise| e Jo Jaquinu aousnbas e pue
JUno2 1exoed 4DQd 8y} Jo uosedwod e uo paseq 1exoed 40Hqd Buissiw e j08318Qq

—~~— 90F

*

aouanbas
-UI paAladal 1oxoed DY i1se| e 0} Buipuodseallod Junoo jaxoed 4Oad e suluisiaq

~~— 0y

*

sjexoed alow JO 8UO SAI809Y

~~— Oy

/ 0(0)4



PCT/US2021/038498

WO 2022/005819

5111

g "Old

0LG

uonoslep 8y} Uo paesed uoleiado ue wioled

%

806G

Jaquinu sousnbas ay} pue Junoo Jexoed
dDQd puooas 8y} Jo uosliedwod puooss e Uo pased pue aousnbas
-Ul paAiedal Joxoed 4DQd 1se| B Jo Jaquinu aousnbas & pue unoo jexoed
dDdd 8y Jo uosiiedwod e uo peseq 1exoed 40Hqd Buissiw e 108318

%

906G

Jajeaq
pU0D8S 8U) YlIIM Paleloosse si Jey) eousnbas-ul psAleoal joxoed )Ty
1Se| puodas e 0} Buipuodsaliod UNoo jeyoed d0ad puodss e sulwlisia(

%

P0G 7

Jaleaq isilj 8y}
UJIM pajeIoosse Si Junod 1axoed 40ad 2yl @leym ‘eousnbas-ul paalaoal
19308d 9Ty Ise| B 0} Buipuodsaliod Junoo 19x30ed 4Oad e auiuisiasq

%

C0G 7

Jaleaq puooas B pue Jajead Jsiij B YIM UOKEDIUNWWOD ysijgels]

/ 00S



PCT/US2021/038498

WO 2022/005819

6/11

9 "Old

L9

uonelado ue wioped

£IUN09 19M0ed 40Qd puooss > Jequinu eousnbeg

£IUN00 18x0ed 40Qd > Jequinu sousnbsg

909 7

Jajeaq
pU0D8S 8U) YlIIM Paleloosse si Jey) eousnbas-ul psAleoal joxoed )Ty
1Se| puodas e 0} Buipuodsaliod UNoo jeyoed d0ad puodss e sulwlisia(

*

709 7

Jaleaq isilj 8y}
UJIM pajeIoosse si Junod 1axoed 40ad @yl @leym ‘eousnbas-ul paalaoal
19308d 9Ty Ise| B 0} Buipuodsaliod Junoo 19x30ed 4Oad e auiuisiasq

209 7

Jaleaq puooas B pue Jajead Jsiij B YIM UOKEDIUNWWOD ysijgels]

4/ 009



PCT/US2021/038498

WO 2022/005819

£IUN02 19¥0ed
d0Odd puodss
> —AIT3a X

&IUNo9D
1oed 40ad
>1=A13a Xy

L "Old

CLL

uonelado ue wioped

A

1evoed 40ad %N/

7M1

90L ™M

Jateaq 317 8ui Jo} | — (H)HA
0} Bulpuodsa.i09 JUnod 18x0ed

d)Odd puodses e aulwliala(

*

0L

Jaseaq YN @y} Joj | — IX3IN X
0} Buipuodsaulod Junod

1930ed 40Qd e sulwisia(

P1<

SO
£IUN0D A

> —AI73a X ON

Josesq 317 8y Joj |

712 — (4)dA 0} Buipuodssliod Junod

1930ed d0Qd B sulwieeqg

A

d11

ALTRUN LD UN

&IUNo9D
19xoed 40ad
>1=A13a xd

SOA

a/ -

N

8LL M

Jaseaq YN @u} 4o} | — IX3IN X
0} Buipuodss.iod JUNo2

190ed 40Qd e sulwisia(

A

0/
.(s)Jaleag

/ 004



PCT/US2021/038498

WO 2022/005819

811

8 'Old

UNo2 19x0ed 4Had 8y} 01 dn syeyoed
JO sallas e ul syeyoed dD0d @Jow Jo auo ‘IsAe| 4DAd oyl eAoge JsAe| e 0} ‘Usn|4

~~— 808

*

JUno2 Jexoed 40Qd e uo peseq Jequnu aousnbas ay) isnipy

—~— 908

*

Jawy Buusploal 4OAd e dois

~~— 108

SOA

¢poroalep (s)exoed Buissiw palaie]

/ 008



WO 2022/005819

924b

A
O
o
™M
o
oo}
&
e
©
o
™M
o
v

924a

9/11

PCT/US2021/038498

FIG. 9



PCT/US2021/038498

WO 2022/005819

10/11

! Qocor
]
]

ZS0[ Josseooid

0G0} =del|u|

./Nmo_\

suoniedliunwwo)

870/

eg8e0/L eed

(dSQ) J0ssa20.1d
leubis [eybiIq

290!t
suononasuj

aorOol

crol !
Jonleosy

Jeniwsuel |

0r0/ .

#E€0L Aows|y

0€0} edlAs( dluokos|d

221 40]"




PCT/US2021/038498

WO 2022/005819

11/11

L1 "Old

? 8911 SNAd uoissiwsues) mau 40dd + SNAd pspiwsuedal 404d

>

¢9ll NAd shiejs 40dd

091 | peJiabbly Wuswysijgeise-al Jo JoaAopueH

0/l | uonoalep sjoy Jaqwnu adusanbas 4OAd aul
ajeAloeal ‘I XIN XM 1sel = AIT3d XY UsSUpA

9911 LX3AN XY Isel,
se | X3IN XY ualno alols

9Ll 1X3AN X > AIN3A XY § uoiosiep
a|oy Jegwnu sousnbas 4Had 4o Yoeg

8G| | ®AljOE UOIOSIsp 8oy
Jequwnu sousnbss 40Ad

9G 1 [ YIOM}eN

Gl 9dlAe(
UOIEDIUNWIWIOY) SSB|SJIA




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2021/038498

A. CLASSIFICATION OF SUBJECT MATTER

INV. HO4L1l/16 HO4L1/18
ADD.

According to International Patent Classification (IPC) or to both national classification and IPG

B. FIELDS SEARCHED

HOAL

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

A paragraphs [0057] - [0058]
paragraph [0276]
paragraphs [0282] - [0288]

AL) 5 April 2018 (2018-04-05)
paragraphs [0119] - [0127]
figures 10, 11

X US 2016/315868 Al (ZHANG YUANYUAN [CN] ET 1-3,
AL) 27 October 2016 (2016-10-27)

5-13,
15-30
4,14

A US 2018/098309 Al (YI SEUNGJUNE [KR] ET 1-30

D Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"Q" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

5 October 2021

Date of mailing of the international search report

14/10/2021

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswik

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Christopoulou, K

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2021/038498
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2016315868 Al 27-10-2016  CN 106063324 A 26-10-2016
EP 3039900 Al 06-07-2016
ES 2735079 T3 16-12-2019
US 2016315868 Al 27-10-2016
WO 2015113497 Al 06-08-2015
US 2018098309 Al 05-04-2018 CN 107079005 A 18-08-2017
EP 3235220 Al 25-10-2017
JP 6820850 B2 27-01-2021
JP 2018507578 A 15-03-2018
KR 20170095918 A 23-08-2017
US 2016183221 Al 23-06-2016
US 2017188344 Al 29-06-2017
US 2018098309 Al 05-04-2018
US 2019297610 Al 26-09-2019
WO 2016098982 Al 23-06-2016

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - claims
	Page 35 - claims
	Page 36 - claims
	Page 37 - claims
	Page 38 - claims
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - drawings
	Page 48 - drawings
	Page 49 - drawings
	Page 50 - wo-search-report
	Page 51 - wo-search-report

