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CREATING AND USING A SPECIFIC USER
UNIQUE ID FOR SECURITY LOGIN
AUTHENTICATION

CROSS REFERENCE TO RELATED INVENTION

[0001] This application claims benefit of priority to U.S.
Provisional Patent Application No. 60/824,835, filed Sep. 7,
2006, which is herein incorporated in its entirety by refer-
ence.

FIELD OF THE INVENTION

[0002] This method of invention relates generally to the
field of network utility programming, and more particularly
but not exclusively, to monitoring attempted network login
connections, methods of intercepting network login activity,
authenticating the network login and closing (terminating)
those network login connections that are not authenticated to
proceed and access a network.

BACKGROUND OF INVENTION

[0003] As networking and automation expands in business
and organizations, one of the most important new technical
capabilities in today’s modem network computing is the abil-
ity for organizations to establish access to (host) networks via
the Internet and other network service providers. In essence,
organizations are allowing “connectivity” from their Local
Area Network (LAN) from the Internet and any other public
network, which can be accessed from the Internet. Many
public corporations, private corporations, state and federal
government, including the Department Of Defense, have
established and made available a host LAN connection login
access for employees from almost any place in the world. As
an example, it would be very common for an employee work-
ing at home, to access the Internet and use the Internet to login
to the host LAN made available by their employer. Once the
individual user is granted login access to the host LAN, then
it may be very possible for that user to have complete (i.e.,
100%) access to that organization’s Wide Area Network
(WAN), or to probe the LAN, in an attempt to gain access to
the remaining WAN.

[0004] Another important issue in today’s modem comput-
ing environment is that individuals/employees/associates are
provided mobile lap top personal computers (PCs), which are
just as powerful, if not more powerful, than many standard
desktop office computers. These lap top PCs may be used by
individuals/employees/associates, while they are physically
inside a facility accessing a host LAN and also while they are
outside a facility to remotely access the host LAN via the
Internet.

[0005] Because lap top PCs are becoming smaller and more
powerful, along with many other computing devices, the theft
of'these lap top PCs and other computing devices is becoming
much more common.

[0006] Another very important issue/problem is that the
“cracking” of network system names and passwords to host
LANs has now become a'daily problem. Network system
names and passwords can be determined using network tools
that probe a network, while the network is continuously
broadcasting information throughout the network domain.
When the broadcast information is obtained, additional pro-
grams (i.e., tools) can be used to obtain an actual password to
anetworked computer. System names and passwords can also
be obtained by “social engineering”, such as an individual
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observing another individual user while they actually login
and access the host LAN. Alternatively, an individual user
may be provided an authorized system name and password to
accomplish a certain task, but then that system name and
password are not changed or deleted after the task is com-
pleted, so the individual user still has access using this system
name and password.

[0007] Because of the problems described in the previous
paragraphs, a new technology (i.e., utility) is needed, that has
the ability to perform a network user login authentication, in
order to insure the security of the (host) LAN during the time
the user attempts to login and gain access to the (host) LAN.

SUMMARY

[0008] In accordance with an embodiment of the present
invention, a method includes (i.e., comprises) executing and
performing an analysis of a computer’s internal hardware
configuration (e.g., a 32/64-bit Microsoft computer’s internal
hardware configuration), reading the internal device hard-
ware physically installed within the 32/64-bit Microsoft com-
puter and generating a Unique ID based on the internal hard-
ware configuration and the system name and password of the
individual user.

BRIEF DESCRIPTION OF DRAWINGS

[0009] Non-limiting and non-exhaustive embodiments of
the present invention are described with reference to the fol-
lowing figures, wherein like reference numerals refer to like
parts throughout the various views unless otherwise precisely
specified.

[0010] FIG. 1 is a general flow diagram of the mechanics
and interlinks used to execute and perform a method to
authenticate an individual user at the time the individual user
attempts to login and gain access to a host, for example, a
local area network (LAN), in accordance with one or more
embodiments of the present invention.

[0011] FIG. 2 is a detailed flow diagram of the mechanics
used to perform an analysis of a computer, retrieve a hard
drive serial number and all MAC codes, create a unique ID for
an individual user and store the unique ID to an encrypted
data file, in accordance with one or more embodiments ofthe
present invention.

[0012] FIG. 3 is a detailed flow diagram of the mechanics
that may occur after a Unique ID has been established for a
user and stored to an encrypted data file, each time the user
attempts to log into a network host, in accordance with one or
more embodiments of the present invention.

[0013] FIG. 4 is a block diagram of a computer system that
may beused in accordance with an embodiment of the present
invention.

[0014] FIG. 8 is a block diagram of a computer system that
may be used in accordance with at least one embodiment of
the present invention.

[0015] FIG. 9 is a diagram of a multiple network system
that may be used in accordance with at least one embodiment
of the present invention.

DETAILED DESCRIPTION OF ILLUSTRATED
EMBODIMENTS

[0016] In the description herein, general details are pro-
vided in flow diagrams, to provide a general understanding of
the programming methods that will assist in an understanding
of embodiments of the inventive methods. One skilled in the
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relevant art of programming will recognize, however, that the
inventive method can be practiced without one or more spe-
cific details, or in other programming methods. Referenced
throughout this specification to “one embodiment” or “an
embodiment” means that a particular feature, structure or
characteristic described in connection with the embodiment
is included in at least one embodiment of the present inventive
method. Thus, the appearance of the phrases “in one embodi-
ment” or “in an embodiment” in places throughout this speci-
fication are not necessarily all referring to the same embodi-
ment. Furthermore, the particular features, structures, or
characteristics may be combined in any suitable manner in
one or more embodiments.

[0017] Inaccordance with one or more embodiments of the
present invention, the O/S utility may be developed or imple-
mented in a variety of programming languages ranging from
low-level, programming languages (e.g., but not limited to,
assembler) to high-level programming languages (e.g., but
not limited to, C++, Visual Basic, Java, Java Beans, etc.). The
O/S utility may be stored or encoded as an executable file on
a machine-readable and/or a computer-readable medium
(e.g., but not limited to, a floppy disk, a hard drive, a flash
drive, a bubble memory, a Read Only Memory (ROM), a
Random Access Memory (RAM), or the like) and/or hard-
wired into one or more integrated circuits (e.g., an Electri-
cally Erasable Programmable Read Only Memory (EE-
PROM), an Erasable Programmable Read Only Memory
(EPROM), etc.).

[0018] FIG. 1 is a general flow diagram of the mechanics
and interlinks used to execute and perform an analysis of the
internal device hardware configuration and the creation of a
Unique ID, based on an internal hard drive, combined Media
Address Codes (MAC), at least one hard drive serial number
and the individual user system name and password, in order to
authenticate the individual user at the time the individual user
attempts to login and gain access to a host LAN. In FIG. 1,
there is shown an example of a general flow diagram of a
service booting and executing (110) from the time the com-
puter is powered on (i.e., booted-up) and sequentially reading
(200) at least one internal hardware drive serial numbers and
performing (300) an analysis on all Media Access Codes
(MAC) and combining all of the Media Access Codes (MAC)
into one string, along with the hard drive serial number and
establishing (400) a Unique ID based on the internal hardware
device configuration and the individuals system name and
password information. Embodiments of the present invention
are also contemplated in which at least one serial number may
be used with an external hard drive and/or a removable hard
drive.

[0019] FIG. 2 is a detailed flow diagram of the mechanics
used to perform an analysis of a computer, retrieve a hard
drive serial number and all MAC codes, create a unique ID for
an individual user and store the unique ID to an encrypted
data file, in accordance with one or more embodiments of the
present invention. In FIG. 2, there is shown a detailed flow
diagram of how a computer performs (i.e., functions) to
obtain and create the actual Unique ID and then store the
Unique ID into an encrypted data file, for example, a data
encryption standard (DES) or an advanced encryption stan-
dard (AES) data file. When the service program executes
(110) it establishes (200) an interlink/interface into the oper-
ating system Winsock. The PIP_ADAPTER_INFO Table is
established (210) in memory and the bufferis filled (220) with
the adapter information. A function is called to enumerate
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(230) all adapters and retrieve each specific Media Access
Code (MAC). Each Media Access Code is converted (240) to
a string and each code is appended to form a string of all
MAC:s within the computer. For example, if three MACs are
recorded within the PIP_ADAPTER_INFO Table, all of the
MAC:s would form a long string such as the following, where
the “+” operators used in the equations below are string
concatenation operators that operate to append strings
together to form a longer string:

MAC 1+MAC 2+MAC 3=STRING (ALL COM-
BINED Media Access Codes)

[0020] This STRING (ALL COMBINED Media Access
Codes) is combined (300) with the hard drive serial number,
which is also converted to a character string prior to being
combined and that may be retrieved by calling the GetVol-
umelnformation( ) function to create an Unique ID using the
following equation:

Unique ID=STRING (ALL COMBINED Media
Access Codes)+Hard Drive Serial Number

[0021] Inthose instances where more than one hard drive is
present in the computer, some embodiments of the present
invention may only use the primary (i.e., root) hard drive, for
example, this is frequently the “C:\” drive. However, in other
embodiments of the present invention, when more than one
hard drive is present, serial numbers from two or more of the
hard drives present may be used by converting them to strings
and then appending them to the end of the STRING of MAC
codes. In general, the root drive, for example, “C:\”, will be
used in each embodiment to calculate the Unique ID, but
embodiments are contemplated in which the root drive may
not be used.

[0022] The Unique ID may be encrypted (400) by initiating
the operating system Crypto API and a DES or an AES
Encrypted string that is stored to a data file.

[0023] FIG. 3 is a detailed flow diagram of the mechanics
that may occur after a Unique ID has been established for a
user and stored to an encrypted data file, each time the user
attempts to log into a network host, in accordance with one or
more embodiments of the present invention. In FIG. 3, there
is shown a detailed flow diagram of how a computer performs
(i.e., functions) after the Unique ID has been established (i.e.,
created) and stored to a DES or an AES encrypted data file
within the computer. When the service program executes
(110) a function may be executed (500) to retrieve read and
de-encrypt the DES or AES file by activating the operating
system Crypto APL. Once the Unique ID is retrieved, de-
encrypted and stored into memory, the Media Access Codes
may again be retrieved (600) by establishing an interlink/
interface into the operating system Winsock and reading the
PIP_ADAPTER_INFO Table and enumerating all Media
Access Codes (MAC). The hard drive serial number may be
retrieved (610) by executing the GetVolumelnformation(
Yfunction. The Unique ID may then be re-calculated and
compared (700) to the Unique ID retrieved from the data file
stored within the computer.

[0024] In accordance with and embodiment of the present
invention, when the user attempts to log into the host, if the
Unique ID matches the Unique ID stored on the host, the user
is granted access (800) to the host LAN. If the Unique ID
identified by the user (i.e., client) does not exist, because the
user does not have an Unique 1D stored on the host, or the
Unique ID stored on the host for the user does not match the
user Unique ID, the login session is terminated (900) and the
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IP Address of the attempted login is recorded (1000) and an
alert is sent to network administration. For example, if a user
attempts to login on to the host LAN from a different com-
puter from which his/her Unique ID was created, they will not
be able to login into the host LAN.

[0025] FIG. 4 is a block diagram of a computer system that
may be used in accordance with an embodiment of the present
invention. In FIG. 4, a computer system 400 may include, but
is not limited to, a processing unit (e.g., a processor) 410
connected to a bus 415 to enable processing unit 410 to have
two-way communication across bus 415. Computer system
400 may also include a volatile memory (e.g., a random
access memory (RAM)) 420 to store executable instructions
and information/data to be used by the executable instructions
when executed by processing unit 410. Computer system 400
may still further include a non-volatile memory (e.g., a read
only memory (ROM)) 430 to store instructions and static
information for processing unit 410, and a mass storage
device (e.g., a hard disk drive, a compact disc (CD) and
associated CD drive, an optical disk and associated optical
disk drive, a floppy disk and associated floppy disk drive, etc.)
940 that each may also be connected to bus 415 to enable each
to have two-way communication across bus 415. In opera-
tion, embodiments of the present invention may be resident in
processing unit 410 while being executed. In operation,
embodiments of the present invention may be resident in
processing unit 1210 while being executed. For example,
executing programmed instructions may cause processing
unit 1210 to be configured to perform the functions described
herein. The computer system illustrated in FIG. 4 provides the
basic features of a computer/server system that may be used
in conjunction with embodiments of the present invention.

[0026] It is contemplated that embodiments of the present
invention may also be used with computer/server systems that
include additional elements not included in computer system
400 in FIG. 4. For example, these addition elements may
include, but are not limited to, additional processing units
(e.g., parallel processing units, graphics processing units,
etc.), bridges and/or interfaces to a variety of peripherals (e.g.,
monitor, keyboard, mouse, printer, joystick, biometric
devices, speakers, external communications devices (e.g., a
LAN, a WAN, a modem, a router, etc.)).

[0027] Additionally, any configuration of the computer
system in FIG. 4 may be used with the various embodiments
of the present invention. The executable instructions (i.e.,
computer program) implementing the present invention may
be stored in any memory or storage device accessible to
processing unit 410, for example, but not limited to, volatile
memory 420, mass storage device 440, or any other local or
remotely connected memory or storage device.

[0028] An embodiment of the present invention provides
one or more means for implementing a programming design,
capable of being applied to Microsoft C/C++ programs, that
can initiate parallel threads to monitor almost an unlimited
amount of events reported by the operating system in a real-
time environment, without any noticeable performance deg-
radation by the user and an extremely small impact to the
overall computer usage, regarding CPU cycles (percentage)
and memory utilization.

[0029] Inaccordance with one or more embodiments, each
of' the features of the present invention may be separately and
independently claimed. Likewise, in accordance with one or
more embodiments, each utility program, program, and/or
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code segment/module may be substituted for an equivalent
means capable of substantially performing the same function
(s)-

[0030] FIG. 5 is a diagram of a multiple network system
that may be used together and/or separately in accordance
with one or more embodiments of the present invention. In
FIG. 5, Internet 510 may have connected to it a variety of
computers, servers and communications devices. For
example, multiple desktop personal computers (PCs) 515,
servers 520, lap top PCs 525, tablet PCs 530, and personal
digital assistants (PDAs) 540 may be connected to Internet
510 via a variety of communications means. The communi-
cations means may include wireless access points 545, such
as seen connecting lap top PC 525, tablet PC 530, and PDA
540 to Internet 510; a router 550, as seen connecting a desktop
PC to Internet 510; and a modem 555, as seen connecting
another desktop PC to Internet 510. Internet 510 may also be
connected to a LAN and/or WAN 560 via a firewall 565 and
router 550. LAN and/or WAN 560 in turn may be directly
connected to multiple desktop PCs 515, lap top PCs 525,
multiple printers 570, one or more servers 520, and one or
more mass storage devices 575, which may also be connected
to one or more servers 520. Although the diagram in FIG. 5 is
not exhaustive of all of the possible configurations and imple-
mentations, it is provided to illustrate a general network struc-
ture in which embodiments of the present invention may be
implemented. Therefore, additional configurations and
pieces of equipment are contemplated as being used with one
or more embodiments of the present invention.

[0031] Inaccordance with one or more embodiments, each
of'the features of the present invention may be separately and
independently claimed. Likewise, in accordance with one or
more embodiments, each utility program, program, and/or
code segment/module may be substituted for an equivalent
means capable of substantially performing the same function
(s)-

[0032] An embodiment of the present invention provides
one or more means for executing and performing an analysis
of a 32/64-bit Microsoft computer’s internal hardware con-
figuration, reading the internal device hardware physically
installed within the 32/64-bit Microsoft computer and gener-
ating a Unique ID based on the internal hardware configura-
tion and the system name and password of the individual
(user).

[0033] In accordance with an embodiment of the present
invention, a method of retrieving all Media Access Codes
(MAC) includes retrieving a hard drive serial number and a
combined all Media Access Codes with the hard drive serial
number and creating a Unique ID.

[0034] In accordance with an embodiment of the present
invention, a method includes implementing a Unique ID as
part of a user login authentication to a network and verifying
that a physical computer logging into the network is a correct
computer.

[0035] In accordance with an embodiment of the present
invention, a method as substantially shown and described
herein.

[0036] In accordance with another embodiment of the
present invention, a system and method as substantially
shown and described herein.
[0037] In accordance with yet another embodiment of the
present invention, a computer and method as substantially
shown and described herein.
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[0038] In accordance with still another embodiment of the
present invention, a computer network and method as sub-
stantially shown and described herein.

[0039] Although the present invention has been disclosed
in detail, it should be understood that various changes, sub-
stitutions, and alterations can be made herein. Moreover,
although software and hardware are described to control cer-
tain functions, such functions can be performed using either
software, hardware or a combination of software and hard-
ware, as is well known in the art. Other examples are readily
ascertainable by one skilled in the art and can be made with-
out departing from the spirit and scope of the present inven-
tion as defined by the following claims.

1. A method of providing a secure network user login
procedure for a network, the method comprising:

retrieving configuration data on at least one hard drive in a

computer connected to the network, including a serial
number for the at least one hard drive;

retrieving all media access codes associated with the com-

puter;

converting each of the media access codes to a character

string and appending all of the media access code char-
acter strings together to form a single, long character
string of all of the media access code strings;

creating an unique identification (ID) for the computer by

converting the serial number for the at least one hard
drive to a character string, and

appending the character string of the at least one serial
number to the single, long character string of all of the
media access code strings to create the unique ID for
the computer;

encrypting the unique ID; and

storing the encrypted unique ID in a data file on the com-

puter.

2. The method of claim 1 wherein the retrieving configu-
ration data on at least one hard drive in a computer connected
to the network, including the serial number for the at least one
hard drive, and retrieving the media access codes occurs
immediately after the computer is powered-on.

3. The method of claim 1 wherein the encrypting the unique
1D comprises:

initiating an operating system crypto application program-

ming interface to encrypt the unique ID.

4. The method of claim 3 wherein the unique ID is
encrypted using a data encryption standard algorithm or an
advanced encryption standard algorithm.

5. The method of claim 1 further comprising:

retrieving and decrypting the unique ID and storing it in the

memory of the computer;

retrieving configuration data on at least one hard drive in

the computer, including the serial number for the at least
one hard drive;

retrieving all media access codes associated with the com-

puter;

converting each of the media access codes to a character

string and appending all of the media access code char-

acter strings together to form a new single, long charac-

ter string of all of the media access code strings;

creating a new unique identification (ID) for the computer

by

converting the serial number for the at least one hard
drive to a character string, and

appending the character string for the serial number for
the at least one hard drive to the new single, long
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character string of all of the media access code strings
to create the new unique ID for the computer;
comparing the new unique ID to the unique ID and, if the
new unique ID matches the unique ID, then grant access
to the network, otherwise, terminate the login attempt
and report an invalid login attempt.

6. The method of claim 5 wherein the report invalid login
attempt comprises:

reporting the invalid login attempt to the network;

recording the IP address of the invalid login attempt; and

sending an alert signal to a network administrator that the
invalid login attempt occurred.

7. A machine-readable medium having stored thereon a
plurality of executable instructions for performing a method
of providing a secure network user login procedure for a
network, the method comprising:

retrieving configuration data on at least one hard drive in a

computer connected to the network, including a serial
number for the at least one hard drive;

retrieving all media access codes associated with the com-

puter;

converting each of the media access codes to a character

string and appending all of the media access code char-
acter strings together to form a single, long character
string of all of the media access code strings;

creating an unique identification (ID) for the computer by

converting the serial number for the at least one hard
drive to a character string, and

appending the character string of the at least one serial
number to the single, long character string of all of the
media access code strings to create the unique ID for
the computer;

encrypting the unique ID; and

storing the encrypted unique ID in a data file on the com-

puter.

8. The machine-readable medium of claim 7 wherein the
retrieving configuration data on at least one hard drive in the
computer connected to the network, including the serial num-
ber for the at least one hard drive, and retrieving the media
access codes occurs immediately after the computer is pow-
ered-on.

9. The machine-readable medium of claim 7 wherein the
encrypting the unique ID comprises:

initiating an operating system crypto application program-

ming interface to encrypt the unique ID.

10. The machine-readable medium of claim 9 wherein the
unique ID is encrypted using a data encryption standard algo-
rithm or an advanced encryption standard algorithm.

11. The machine-readable medium of claim 7 wherein the
method further comprises:

retrieving and decrypting the unique ID and storing it in the

memory of the computer;

retrieving configuration data on at least one hard drive in

the computer, including the serial number for the at least
one hard drive;

retrieving all media access codes associated with the com-

puter;

converting each of the media access codes to a character

string and appending all of the media access code char-

acter strings together to form a new single, long charac-

ter string of all of the media access code strings;
creating a new unique identification (ID) for the computer

by
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converting the serial number for the at least one hard
drive to a character string, and
appending the character string serial number for the at
least one hard drive to the new single, long character
string of all of the media access code strings to create
the new unique ID for the computer;
comparing the new unique ID to the unique ID and, if the
new unique ID matches the unique ID, then grant access
to the network, otherwise, terminate the login attempt
and report the invalid login attempt.
12. The machine-readable medium of claim 11 wherein the
report invalid login attempt comprises:
reporting the invalid login attempt to the network;
recording the IP address of the invalid login attempt; and
sending an alert signal to a network administrator that the
invalid login attempt occurred.
13. A method of providing a secure network user login
procedure for a network, the method comprising:
retrieving configuration data on at least one hard drive in a
computer, including a serial number for the at least one
hard drive;
retrieving all media access codes associated with the com-
puter;
converting each of the media access codes to a character
string and appending all of the media access code char-
acter strings together to form a single, long character
string of all of the media access code strings;
creating a unique identification (ID)for the computer by
converting the serial number for the at least one hard
drive to a character string, and
appending the character string serial number for the at
least one hard drive to the single, long character string
of all of the media access code strings to create the
unique ID for the computer;
comparing the unique ID to a previously created unique ID
for the computer and, if the unique ID matches the
previously created unique ID, then grant access to the
network, otherwise, terminate the login attempt and
report the invalid login attempt.
14. The method of claim 13 wherein the previously created
unique ID was created by the method comprising:
retrieving configuration data on at least one hard drive in
the computer connected to the network, including the
serial number for the at least one hard drive;
retrieving all media access codes associated with the com-
puter;
converting each of the media access codes to initial char-
acter strings and appending all of the media access code
initial character strings together to form an initial single,
long character string of all of the media access code
strings; and
creating the previously created unique ID for the computer
by converting the serial number for the at least one hard
drive to a character string, and appending the character
string serial number for the at least one hard drive to the
initial single, long character string of all of the media
access code strings to create the initial unique ID for the
computer.
15. The method of claim 13 wherein the report invalid login
attempt comprises:
reporting the invalid attempt to the network;
recording the IP address of the invalid login attempt; and
sending an alert signal to a network administrator.
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16. The method of claim 13 wherein the retrieving configu-
ration data on the at least one hard drive in the computer
connected to the network, including the serial number for the
at least one hard drive, and retrieving the media access codes
occurs immediately after the computer is powered-on.

17. The method of claim 13 wherein the previously created
unique ID is retrieved and decrypted from an encrypted,
previously created unique ID stored in a data file on the
computer and the decrypted previously created unique ID is
stored in the memory of the computer occurs immediately
after the computer is powered-on.

18. A machine-readable medium having stored thereon a
plurality of executable instructions for performing a method
of providing a secure network user login procedure for a
network, the method comprising:

retrieving configuration data on at least one hard drive in a

computer, including a serial number for the at least one
hard drive;

retrieving all media access codes associated with the com-

puter;

converting each of the media access codes to a character

string and appending all of the media access code char-
acter strings together to form a single, long character
string of all of the media access code strings;

creating a unique identification (ID)for the computer by

converting the serial number for the at least one hard
drive to a character string, and

appending the character string serial number for the at
least one hard drive to the single, long character string
of all of the media access code strings to create the
unique 1D for the computer;

comparing the unique ID to a previously created unique ID

for the computer and, if the unique ID matches the
previously created unique ID, then grant access to the
network, otherwise, terminate the login attempt and
report the invalid login attempt.

19. The machine-readable medium of claim 18 wherein the
previously created unique ID was created by the method
comprising:

retrieving configuration data on the at least one hard drive

in the computer connected to the network, including the
serial number for the at least one hard drive;

retrieving all media access codes associated with the com-

puter;

converting each of the media access codes to initial char-

acter strings and appending all of the media access code
initial character strings together to form an initial single,
long character string of all of the media access code
strings; and

creating the previously created unique ID for the computer

by converting the serial number for the at least one hard
drive to a character string, and appending the character
string serial number for the at least one hard drive to the
initial single, long character string of all of the media
access code strings to create the initial unique ID for the
computer.

20. The machine-readable medium of claim 18 wherein the
report invalid login attempt comprises:

reporting the invalid attempt to the network;

recording the IP address of the invalid login attempt; and

sending an alert signal to a network administrator.

21. The machine-readable medium of claim 18 wherein the
retrieving configuration data on the at least one hard drive in
the computer connected to the network, including the serial
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number for the at least one hard drive, and retrieving the
media access codes all occurs immediately after the computer
is powered-on.

22. The machine-readable medium of claim 18 wherein the
previously created unique ID is retrieved and decrypted from
an encrypted, previously created unique ID stored in a data
file on the computer and the decrypted previously created
unique 1D is stored in the memory of the computer occurs
immediately after the computer is powered-on.

23. An apparatus for performing a method of providing a
secure network user login procedure for a network, the appa-
ratus comprising:

means for retrieving configuration data on at least one hard

drive in a computer, including a serial number for the at
least one hard drive;

means for retrieving all media access codes associated with

the computer;

means for converting each of the media access codes to a

character string and appending all of the media access
code character strings together to form a single, long
character string of all of the media access code strings;
means for creating a unique identification (ID)for the com-
puter by
converting the serial number for the at least one hard
drive to a character string, and
appending the character string serial number for the at
least one hard drive to the single, long character string
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of all of the media access code strings to create the
unique 1D for the computer;

means for comparing the unique ID to a previously created

unique ID for the computer and, if the unique ID
matches the previously created unique ID, then grant
access to the network, otherwise, terminate the login
attempt and report the invalid login attempt.

24. The apparatus of claim 23 wherein the previously cre-
ated unique ID was created by an initial use of the apparatus.

25. The apparatus of claim 23 wherein the report invalid
login attempt comprises:

reporting the invalid attempt to the network;

recording the IP address of the invalid login attempt; and

sending an alert signal to a network administrator.

26. The apparatus of claim 23 wherein the means for
retrieving configuration data on the at least one hard drive in
the computer connected to the network, including the serial
number for the at least one hard drive, and retrieving the
media access codes all operates immediately after the com-
puter is powered-on.

27. The apparatus of claim 23 wherein the previously cre-
ated unique ID is retrieved and decrypted from an encrypted,
previously created unique ID stored in a data file on the
computer and the decrypted previously created unique ID is
stored in the memory of the computer occurs immediately
after the computer is powered-on.
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